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ABSTRACT

Split manufacturing is a technique that allows manufacturing the transistor-level
and lower metal layers of an IC at a high-end, untrusted foundry, while manufac-
turing only the higher metal layers at a smaller, trusted foundry. Using split manu-
facturing is only viable if the untrusted foundry cannot reverse engineer the higher
metal layer connections (and thus the overall IC design) from the lower layers.

This work begins with a study of the effectiveness of proximity attack as a
key step to reverse engineer a design at the untrusted foundry. We propose and
study different proximity attacks based on how a set of candidates are defined for
each broken connection. The attacks use both placement and routing information
along with factors which capture the router’s behavior such as per-layer routing
congestion. Our studies are based on designs having millions of nets routed across 9
metal layers and significant layer-by-layer wire size variation. Our results show that
a common, Hamming Distance-based proximity attack seldom achieves a match
rate over 5%. But our proposed attack yields a relatively-small list of candidates
which often contains the correct match. We also propose a procedure to artificially
insert routing blockages in a design at a desired split level, without causing any area
overhead, in order to trick the router to make proximity-based reverse engineering
significantly more challenging.

This work goes on to analyze the security of split manufacturing using machine
learning. We consider many types of layout features for machine learning including
those obtained from placement, routing, and cell sizes. For the top split layer, we

demonstrate dramatically better results in proximity attack compared to the same



proximity attack without machine learning. We analyze the ranking of features used
by machine learning and show the importance of how features vary when moving
to the lower layers. Since the runtime of our basic machine learning becomes pro-
hibitively large for lower layers, we propose novel techniques to make it scalable
with little sacrifice in effectiveness of the attack.

This work concludes by proposing a routing-based defense mechanism against
the proximity attack. Our model is able to simultaneously generate multiple routing
solutions which exhibit a trade off between the enhanced security versus degrada-
tion in wirelength. This means the generated solutions are Pareto-optimal with
respect to each other such that for example, for a desired security, one solution is
always best in terms of wirelength overhead, or for a desired allowable wirelength
overhead, one solution always has the highest security. Our algorithm guarantees
its process does not generate overflow of routing resources and gives flexibility to
the designer to eventually select one of these generated solutions based on a desired
level of security or tolerable wirelength overhead. This addresses an issue common
in prior work, where a designer lacks control over a routing obfuscation technique’s
wirelength overhead. The effectiveness of our algorithm is demonstrated with ex-

periments using the ISPD’11 benchmarks featuring up to two million nets.



Chapter 1
Introduction & Motivation for Split Manufacturing

1.1 Introduction

Split manufacturing is a fabrication model of Integrated Circuits (ICs) which en-
ables secure use of a high-end, untrusted foundry located off-shore. In this model,
only partial information about the chip is sent to the untrusted foundry. Therefore
the chip is only partially fabricated [18,29]. For a layout described as a network of
connected transistors, the partial information corresponds to the complex steps of
fabricating the transistor layer and a small subset of metal layers that are immedi-
ately above it such as M1 and M2 that include the pins of standard cells (i.e., Front
End of Line, FEOL).

Fabrication of the rest of the connections, captured by the higher metal layers
(i.e., Back End of Line, BEOL), typically won’t require a complex fabrication pro-
cess and can be done by a smaller, trusted company, on-shore. This is because the
wires of BEOL can be up to 10X wider so they are significantly fewer in number
and have more spacing between them as shown in Figure [[.1(a) adapted from [2].
Fewer wires on the top layers simplifies BEOL mask generation and makes it easier
for the trusted party to align FEOL with BEOL [15].

Split manufacturing is an attractive fabrication model for ICs utilized in military
applications because it decreases the likelihood of reverse engineering the design
and inserting targeted hardware Trojans on the chip. It is also an attractive option

for small companies that are interested in using a high-end fabrication facility but



Trusted foundries cut vias are
fabricate and align defined as vpins.
M2 Back End Of Line
M11 (BECL) - ;
(VRIOE=—=nBRLLLLLEEN  [CRLRLEEL CRI LRLCILEERES Splitlayer AR e o e -
o M5
M M4 —-14-
.
M7
M6 Untrusted foundries 1 L
M5 = fabricate Front I =
M4 = End Of Line AL
M3 == (FEOL) M2 -
Mz = M1
M1 =
32nm

(a) (b) (c)

Figure 1.1: (a) Wire size variations in 32nm; (b) Entire design showing split layer;

(c) FEOL showing vpins. Figure adapted from [2]].

do not want to give away their “secret sauce”, in case of concern that the untrusted
foundry may attempt to steal the Intellectual Property [[1} 3 4} 5. 6] 138,
39,40, 411,49, [51].

Given the layout of an arbitrary design, deciding on a split level may pose a
tradeoff between the degree of security at the untrusted foundry versus ease of fab-
rication at the trusted foundry. On one hand, it is desired to split the chip at a lower
layer; this means a higher number of incomplete connections because the lower lay-
ers have thinner wire sizes and support more routing tracks. On the other hand, it is
desired to split at a higher layer because of easier fabrication and fewer alignment

issues to add BEOL to the FEOL [135]].

1.2 Preliminaries

As a key step in split manufacturing, a design layout generated with a router
is split at a particular metal layer to allow for fabrication of FEOL and BEOL at
different facilities. Routing of a design consists of the two steps of global and
detailed routing. In this work we target the global routing stage to build our defense

mechanism against split manufacturing attacks.



Global routing involves determining the wiring connections necessary to con-
nect the cells of an integrated circuit (IC) based on placement information, the set
of all nets (netlist), and technology specific design rules. The routing is done ac-
cording to a global grid which is coarser than the final, detailed routing grid, and
each bin in the grid may contain several standard cells. The placement information
consists of the location of individual cells on the transistor layer of the IC. Each
individual net in the netlist is defined by the pin locations of a specific subset of
cells that need to be connected during global routing. Moreover, during the global
routing process, design constraints such as capacity of routing resources must be
taken into account.

Minimizing the total wirelength is one of the most important optimization ob-
jectives of the global routing process. Wirelength (11 L) is defined as the number
of edges along which the wire connection travels, where the edges belong to the
grid-graph associated with the global routing grid. Each edge in the grid graph has
a capacity which specifies the maximum number of wires that can be crossing that
edge without exceeding its capacity. Otherwise, exceeding an edge’s capacity with
too many wire connections is defined as overflow. Indeed, another primary objec-
tive of global routing is to achieve an overflow-free routing solution, and otherwise
minimize overflow as much as possible.

The global routing grid-graph is a 3D graph with “horizontal” edges represent-
ing each metal layer, and “vertical” edges representing the vias that connect differ-
ent layers to each other. Vertical edges are the inter-layer via connections between
a point on one layer of the grid graph up to the point on the layer above it.

In this work, we consider not only horizontal edge capacity but also vertical
edge capacity. For simplicity, inter layer vias are often assumed to have infinite
capacity [[16]. However this assumption would be too simplistic for split manufac-

turing. In this work, we chose to include a more realistic, finite, via capacity model



to better consider overflow in the vertical edges. We define this vertical edge ca-
pacity as the square of the edge capacity at the lower layer of the interlayer via. In
this way we are calculating that the rectangular area that comprises the footprint of
available via capacity up to the next layer can be calculated as the capacity of an
edge along that rectangular area squared. [16, 31} 132, |33]]. We did this because any
routing-base defense mechanism naturally favors routing nets using higher layers
and thus makes expanded use of vertical resources; we considered it an oversimpli-
fication to assume infinite capacity of these vertical edges.

Solutions generated with our algorithm are guaranteed to have zero overflow
because the input of our algorithm is an already overflow-free solution, and our
algorithm is able to improve this solution to enhance its security (and trade it with

wirelength) without causing any overflow.

1.3 Attack Model

In the most commonly used model of split manufacturing, an untrusted foundry
has received a layout file which contains information about the transistor layer and
some metal layers that are immediately above it (FEOL). The attack model is one
in which the goal of the untrusted party is to guess the missing connections in
the higher layers (BEOL) using the FEOL information. The layout file which is
typically described in the GDSII format allows quick generation of a gate-level
description of the partially-connected network. It includes information on where
each cell is placed, as well as the layout of each cell which includes factors such as
cell type, electrical properties, drive strength, and pin shape. The route fragments of
the partial network are also completely specified on each layer corresponding to the
FEOL. The attack model considered in this dissertation does not include inserting

hardware Trojan or reverse engineering the design.



Moreover, there are other variations of split manufacturing based on 2.5D or
3D integration in which the design is partitioned into multiple dies which are fabri-
cated by either trusted or untrusted parties, and then get integrated into one package
[17]. We note techniques for 2.5/3D integration will be very different than the ones
studied in our attack model because in our model, for an already-routed design,
the nets which should get broken are forcibly decided by the split level. However in
2.5D/3D integration there is flexibility to decide how a design should be partitioned.

In this work, we use vpin to refer to a Virtual Pin or the point where a net is
broken at a split layer, as shown on Figure [I.1(c). Where Figure [I.I[(b) shows the
routing of a design featuring two nets, Figure [I.[c) shows this from the point of
view of an untrusted foundry for the same nets when the split level is at layer M5.
The inter-layer vias are drawn to reflect the increase in wire sizes in the higher
layers. When a net is cut at the split layer, the resulting vpins associated with that
net are called matching vpins because they must be reconnected during BEOL
fabrication. Unlike pins of the cells which are typically located on layers 1 or 2, the

vpins are located on the split layer which may be on layer 3 or higher.



Chapter 2
Related Work & Contributions of this work

2.1 Related Work

Studies that provided an earlier foundation for split manufacturing concluded
that it is inherently insecure. These studies asserted that, since their analysis indi-
cated an attacker would be able to correctly infer most of the missing connections
which lead to the overall design, design obfuscation is necessary [29, 435]. It is im-
portant to note that these early studies focused on smaller designs that don’t reflect
modern IC design complexity.

The conclusions in one of the relevant early studies were drawn assuming that
nets are broken at the location of the I/O ports [29]. That work identified the 1/0
port locations using a circuit partitioning tool, which minimizes the number of con-
nections between partitions. This approach is unrealistic since it is unrelated to how
a design is actually routed. The study in [29] also did not take into account wire
size variations.

Another earlier study, recently updated, used a network flow-based attack to
guess missing connections in a circuit [44, 45]. This study considered factors in-
cluding proximity, the rarity of combinatorial loops, load capacitance constants, etc.
to improve the number of correctly-guessed connections. Their attack was shown
to be successful on the benchmarks they considered [7, [14]].

More recent studies have focused on attacking larger designs, as in [28]] with

techniques such as the network flow based attack in [44], and machine learning, as



described in Chapter[d] and in [50]. These more recent studies have also concluded
that obfuscation is needed to protect a design fabricated with split manufacturing.

A number of prior works have also focused on developing defense techniques
to enhance the security of split manufacturing. In [30], the authors proposed two
defense techniques: gate-level graph coloring and same-type gate clustering. Both
techniques rely on placement level obfuscation that randomizes cell placement to
reduce proximity-based vulnerabilities. They define an information-based metric
to measure the effectiveness of their defenses, which incur area, power and delay
overhead. Their information-based metric quantifies how much information an at-
tacker can derive from the placement level layout data [30]. The work concluded
that their defense is more effective at lower split layers, and improved security when
compared to the placement obfuscation defense in [45].

Another work introduces a netlist randomization-based defense that results in
obfuscation of both placement and routing information [27]. Custom cells are used
to help handle wire detours and facilitate restoring the correct design functionality
in the BEOL. The work reported that their approach improved security by increas-
ing the number of vias (vpins) at the split level and reducing the effectiveness of the
network flow based attack outlined in [45]].

Several recent works focused on the concept of wire lifting, which has the main
goal of routing additional nets above the split layer [10, 28, 46]. These works
used a variety of techniques to achieve this goal including wire extension based on
a wire congestion density analysis as in [10], prioritizing nets that have a higher
fault observability for lifting as in [46], and identifying both high fanout and short
wirelength nets for lifting to achieve higher flexibility in routing and to obfuscate
the most easily attacked nets respectively in [28].

These works faced some common challenges, the most important being that
wire lifting inevitably results in increasing the overall wirelength of a design. In

[10], the authors also sought to address issues of manufacturability which they



maintain are often neglected in split manufacturing research. Finally, in [28] the
authors discussed the difficulty in selecting a split level that balances security and
cost for their approach because splitting at a lower level increases security but is
more costly for BEOL manufacturing.

Table|l| shows a summary of related work that explores defenses against reverse
engineering attacks in split manufacturing. The related works consider a variety of
approaches to attacking split manufacturing.

Each entry in Table | shows:

The benchmark or benchmarks chosen for analysis [7, 114} 42].

The main security metric(s) discussed in the related work, which relates to

the defense overhead column.

The main defense technique(s) proposed by the related work.

The defense overhead shows the overhead of the defense technique used to

protect against the attack.

The security metric column specifies the way each related work measured the
efficacy of an attack. Hamming Distance indicates that the work calculated the dis-
tance between a cut wire (vpin) and its actual match as a measure of security. If
the Hamming Distance increases because the vpin was moved further away by em-
ploying the specified defense technique, a proximity attack would be more difficult.
Another metric used is number (#) of known functions. In this attack model, the
attacker is trying to determine the specific high-level functional block that each cut
connection was a part of in the original design. The more functions known to an
attacker, the more successful the attack. For k-isomorphism, a connection must be
indistinguishable from at least k-1 other connections. The “information-base” met-
ric measures how much is known about a cut connection based on its location. Fault

observability characterizes how easily a fault can be detected and is used to identify



Source Benchmark(s) Security metric Defense Technique Defense Overhead
[29] ISCAS’85 Hamming distance, pin swapping additional
# correct connections wirelength
(18] standard cell # of known placement obfuscation, 77% area
test cases functions dummy cells
[39, 140] test # of wrong placement obfuscation, stated to be
cases connections dummy transistors negligible
[L7] ISCAS’85, k-isomorphism wire lifting 200% area and delay
DES circuit
(48] ISCAS’85, Hamming distance placement obfuscation 14.27% wirelength,
ITC-99 5.29 % area
(44! 145] ISCAS’85, # correct connections placement obfuscation 3.3% wirelength,
ITC-99 0.27% delay
[30] MCNC and ISCAS’85 information placement 50% power,
based obfuscation 18% delay, 60% area
[27] superblue, hamming distance, routing and placement 3.5% power,
ISCAS’85 %recovered nets, # vpins obfuscation 2.7% delay
[28] superblue, MCNC correct connection rate, wire lifting 9.2% area, 10.7% power,
ISCAS’85, ITC-99 9orecovered nets 15% delay
[46] ISCAS’85, fault observability, wire lifting, 2.9% wirelength,
ITC-99 # wrong connections dummy pins 0.23% delay
[10] ISCAS’85, hamming distance, wire lifting, 3.68% wirelength,
ITC-99 # wrong connections dummy wires

0.83% delay

Table I: Related work on split manufacturing

nets that are good candidates for obfuscation. Lastly, number (#) of correct/wrong

connections measures how many correct/incorrect connections are made during an

attack. As the number of wrong connections increases, security is increased be-

cause the attack was less successful. The (%) recovered nets metric is similar to the

(#) correct connections.
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The defense technique lists the work’s proposed defense. Defenses include
various forms of placement obfuscation, such as insertion of dummy pins, cells
and/or, and pin swapping. Defenses also consist of forms of routing obfuscation,
such as insertion of dummy wires, and wire lifting where additional nets are routed
above the split layer.

The defense overhead lists the source of the overhead (such as increased delay,
area, routing time, or wirelength) and also lists the approximate amount of increased

overhead as a percentage of the original value of the indicated source of overhead.

Other related works have focused on hardware Trojan insertion prevention. In
[34] the authors proposed built-in self-authentication technique where obfuscation
is used to prevent hardware trojan insertion at the FEOL; as an added benefit, the
authors indicate this method increases the overall security of the FEOL information
by making it more difficult to reverse engineer.

In [20], which is a follow up to [17], the authors proposed an integer linear
programming (ILP) approach to wire lifting, which also considered dummy cell
insertion to achieve obfuscation. Since the goal of the attacker in this work is to
insert an undetected hardware trojan during FEOL fabrication, it is not directly
comparable to other works where the goal of the attacker is to reverse engineer the
BEOL design information.

Yet another related work considered the attack model where both FEOL and
BEOL are untrusted [43]. This work considered machine learning and geomet-
ric pattern matching based attacks to evaluate the security of split manufacturing
where both foundries are untrusted. The authors proposed a cell-based obfuscation
defense to protect against this attack model.

In this work we do not consider the possibility of hardware Trojan insertion in

our analysis.
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Figure 2.1: Number of vpins (i.e., wires cut) per split level

2.2 Motivation & Open Challenges

Split manufacturing presents challenges but is an attractive option for manufac-
turing ICs. Among the challenges is the complexity of modern circuit designs. For
complex designs, there can be hundreds of thousands of nets that are routed up into
the higher metal layers of a circuit. This results in a correspondingly large number
of cut wires when a design is split horizontally at the split level.

Figure 2.1] shows the number of cut-wires as a function of split level for bench-
mark superbluel from the ISPD’11 suite. This benchmark has 9 metal layers
creating 8 split levels; for example split level 4 is when the split is between M4 and
MS5. At each split level, a cut-wire creates a vpin at the 3D point where the wire
is cut. In a complete design a via is placed at a vpin location to connect it to the
higher layers.

At each split level, we report the total number of vpins in blue as well as the
number of vpins for two-cut nets in red. Two-cut nets are the ones which are broken
at only two points at the split level. This is the minimum number of cuts if a

connection is broken and it is possible that number of vpins of a broken net is more
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than 2. In general, the number of vpins is an upper bound on the number of broken
nets.

As can be seen in Figure the number of vpins in both cases are extremely
high for this benchmark, for example almost 2M for the blue case for split level 1.
As can be seen, the numbers significantly drop when moving to the higher split
levels. This is expected because the wires are significantly wider on the top layers,
so fewer routes can pass (thus get cut) in those layers. But even at the highest split
level, i.e., level 8, we have over 16000 vpins for the blue case. The number of vpins
are still high for the red case and ranges from 0.8M at level 1 down to 13000 vpins
for level 9.

Figure essentially hints at the difficulty of this reverse engineering prob-
lem, merely due to the significantly large size of today’s designs. Even given this
challenge, other studies have addressed and analyzed split manufacturing and con-
cluded that the process is insecure due to the ability of an attacker to recover the
overall design by guessing the majority of missing connections. Initial studies had
a simplistic model of routing and used benchmarks that didn’t reflect modern IC
designs [29]. However, more recent studies have used a range of benchmarks and
a more representative model of routing and also concluded, like prior studies, that
design obfuscation is essential [27, 50].

As discussed in Section[2.1] both early studies and more recent work have high-
lighted how the security of split manufacturing can be vulnerable to proximity at-
tacks [28} 129, 45]. In order to ensure the security of split manufacturing, there are
several open challenges that are apparent when considering related work that must
be addressed.

One open challenge is how to assess the vulnerability of a design to proximity-

based reverse engineering attacks.
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Another open challenge is that early studies did not use benchmarks large enough
to reflect the reality of modern IC design and used unrealistic assumptions about
how a design is split for manufacturing.

Finally, the conclusion of recent studies and this dissertation is that obfusca-
tion is necessary to protect a design fabricated with split manufacturing. An open
challenge with obfuscation based defenses is that routing obfuscation leads to an

increase in the overall wirelength of a routed design.

2.3 Contributions

First in Chapter (3| we address the challenge of using small benchmarks to an-
alyze the attainable security of the split manufacturing process. We use the recent,
larger ISPD 2011 routability-driven placement benchmarks which contain designs
having millions of nets routed across 9 metal layers with significant layer-by-layer
wire size variation [42]. These benchmarks more realistically reflect modern IC
designs. More recent studies have also adopted larger benchmarks [27, 28]].

The challenge of assessing the vulnerability of a design to proximity attacks
remains an important issue. In order to make this assessment, in Chapter (3| we
introduce and study novel ways that a close neighborhood can be defined to identify
promising candidate vpins (cut wires from nearby nets that are likely the matching
connection). Unlike earlier studies, we explore proximity attacks on a design that is
split on a variety of metal layers based on both placement information and routing
information including congestion.

Our results show that defining proximity based on picking the closest vpin using
Hamming Distance only achieves a match rate of at most 5%. However, we show
there is a significantly higher chance that our proximity attack (and specifically the
congestion-driven one), identifies a relatively-small list of candidates that includes

the matching vpin. These observations indicate that proximity alone is in no way
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sufficient but can be a good starting point to significantly narrow down the list of
candidates.

Moreover, in Chapter [3] we also propose an novel obfuscation technique to
address the open challenge that designs must be obfuscated to protect against re-
verse engineering attacks. Although recent studies have focused on obfuscating
circuit design or scrambling cut pin locations at the split level to make proximity
and other attacks more challenging [18, 26, 29| 145, 47], our technique uses a dif-
ferent approach which is compatible with and would not require altering any of the
existing CAD tools. It essentially makes the router route more nets at the higher
metal layers, thus creating a higher number of broken connections. We show in
our experiments that the proximity attacks become significantly more challenging
after blockage insertion. Our procedure is designed to ensure the design remains
routable just as it was prior to blockage insertion.

Next in Chapter 4 we use machine learning to further improve our proximity
attack in the first work. With an identical experimental setup as Chapter |3 and
[24] 25], we show significant improvement in the effectiveness of the attack over
the results reported in Chapter 3] For this analysis we include additional placement
information and layout features and ensure separation of training and testing data
sets. The goal of this analysis is similar to the previous chapter: to find a small list
of candidates for each broken net, where the list of candidates ideally contains the
actual match.

In our experiments in Chapter 4 we show that, for example for split layer 8,
the size of the list of candidates for the broken nets is on-average 8% of the one
in Chapter [3] while the likelihood of including the actual match in the list is 99.9%

compared to 42.72%. Additionally, our improvements to the scalability of machine

IThe work in Chapterwas done in collaboration with Boyu Zhang who conducted the machine
learning modeling aspects of the research.
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learning reduced the average attack runtime on layer 6 from 21.65 hours to 10.73
hours.

After showing in chapter [] that higher layers can be successfully attacked us-
ing machine learning, in Chapter [5| we propose a new routing algorithm as a de-
fense mechanism. This also addresses the open challenge that design obfuscation
is needed in order to protect a design against attacks by the untrusted foundry. The
algorithm in Chapter [3is novel because, unlike prior work, it simultaneously gener-
ates multiple routing solutions which provide a tradeoff in the wirelength versus se-
curity space. This means the generated solutions are Pareto-optimal with respect to
each other such that for example, for a desired security, one solution is always best
in terms of wirelength overhead, or for a desired allowable wirelength overhead,
one solution always has the highest security. We use a Pareto-algebraic approach
similar to [35]], but instead tailored to explore the tradeoff between wirelength and
security. Generation of multiple solutions is done in a flexible manner and can be
controlled by the designer.

In our experiments in Chapter [5| we show the effectiveness of our algorithm
using the same ISPD’11 benchmarks we used in Chapter 3] [42]. We observe a
gradual improvement in security in exchange for degradation in wirelength, where
on average our security metric increases by 0.46 per unit increase of wirelength.
We also observe that the percentage increase of our security metric is very closely
related to the percentage increase in the small list of candidates that a proximity
attack identifies for each cut net. For example, an increase in security by 21.15%,
67.66%, and 91.72% results in an increase of average candidate list size of 24.39%,

62.04%, and 97.16% respectively.

A summary of the contributions in this work is listed below:

e We conduct studies using the large ISPD’11 benchmarks compared to the

smaller benchmarks used by early prior work [42].
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e We propose and analyze intuitive ways to identify a small set of candidates
for each broken connection based on physical proximity, utilizing place &
route information as well as router behavior in creating congestion. We then
propose an automated procedure to artificially alter the netlist, and yet use the
existing CAD tools, and show this can significantly complicate the proximity

attacks.

e We further improve our analysis by using machine learning to enhance our
proximity attack. We incorporate more layout features than before including
placement, routing, cell sizes, and cell pin types. We propose novel tech-
niques for effective realization of training and testing in machine learning.
Since the runtime of our basic machine learning becomes prohibitively large
for lower layers, we propose novel ways to make it scalable, achieving signif-
icant runtime improvement without much sacrifice in the effectiveness of the
attack. We then study ranking of the features with each rank associated with
a weight signifying its importance. Using the ranked features, we study rel-
ative importance of the features across the layers. We show routing features
are the most important ones, and as we move to lower layers more features
become important. This is the first work to use machine learning to study the

security of split manufacturing.

e The final contribution of this dissertation is a new algorithm that can simul-
taneously generate multiple routing solutions which are Pareto-optimal rel-
ative to each other in the wirelength versus security tradeoff space. To aid
in our analysis, we define a new security metric to measure the effectiveness
of routing obfuscation. Further, our algorithm has the flexibility to allow the
designer to control the number of generated solutions, each of which maxi-
mizes the security metric for an acceptable amount of increased wirelength or

minimizes wirelength for the desired value of the security metric. Giving the
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designer control over wirelength overhead in this manner is an improvement
over the lack of control of overhead in prior work routing obfuscation tech-
niques. This is a novel approach to obfuscating a design to increase security
during the split manufacturing process that has not been attempted in other

works.
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Chapter 3

Initial Analysis and Results on Proximity Attacks

In this chapter, we study how effectively an untrusted foundry can guess the bro-
ken connections in a design that has been split horizontally to allow for fabrication
of the FEOL lower layers off shore. We use both placement and routing infor-
mation to define our proximity attacks. We define a small neighborhood around a
broken connection, designated as a vpin, that contains other broken nets that are
likely the match for the broken connection we are considering. Based on our obser-
vations, proximity can be a good starting point to significantly narrow down the list
of candidates, but alone is in no way sufficient to identify matches for all vpins. To
obfuscate the proximity information, we then propose a procedure to insert artificial
routing blockages at a desired split level to trick the routing tool into creating more
vpins at the split level.

We do not deal with power constraints or directionality, or timing constraints
in our analysis, instead analyzing a solely proximity based attack without these
additional filters that may further increase the effectiveness of the attack.

In the remainder of this chapter, in Section we present and analyze our pro-
posed proximity attacks with additional discussion for nets which are cut in more
than two places at the split level. Our blockage insertion procedure is discussed
in Section [3.2] with extensions for timing-critical nets and discussion of branch in-
sertion technique. Our simulation results are presented in Section followed by

conclusions.
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3.1 Proposed Proximity Attacks
3.1.1 Overview and Goals

Given the large number of vpins (cut-wires) at any of the split levels, a practical
attack strategy is that for each vpin, a subset of other vpins within its close physical
proximity are considered as its matching candidates. In this section we propose a
number of ways to define this neighborhood in order to filter a significantly-smaller

set of candidates per vpin.

3.1.2 Methods to Define Proximity

We discuss 4 techniques to identify a search neighborhood for each vpin. What
we desire is to define a small neighborhood so the number of candidate vpins which
fall in that neighborhood are feasible for further pruning. Our second goal is to
increase the likelihood of actually including the matching vpin in the identified
neighborhood. Achieving these goals can be a major step in simplifying the attack
because, for a small set of candidates, it becomes feasible to check various pruning
rules (including formation of combinational loops and many others) in order to
guess the matching candidate. Our techniques aim to address these two goals.

Our first technique defines a placement proximity from the cells’ placement
information. Here the location of each vpin is taken from the pin location of the
corresponding standard cell that is connected to it. For a vpin, we define the search
neighborhood to be a square centered around the corresponding pin with an area
equal to the average areas of the bounding boxes (BB) in a typical design. It can also
be measured based on BBs of the uncut wires in the design under attack because the
number of uncut wires are also very large in practice. The average BB of a routed
net (measured by placement pins) is significantly smaller than the total routing grid

granularity, thus it defines a significantly smaller search neighborhood. It is also
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a good search space intuitively because the BB of a net includes all its pins so the
average BB value will include the pins for many nets.

Figure [3.1(a) shows the first 2 routing layers in a sample design. For simplic-
ity the figure shows standard cells and layer M1 on one aggregate layer because
typically the majority of M1 is used for connections inside each standard cell.

Figure [3.1(b) shows the FEOL view when the split level is M2. It also shows
the candidates identified by placement proximity for the considered pin (or Vpin

Our second proximity method is also shown in Figure [3.1(b) which is referred
to as routing proximity. We define the proximity as a square area centered around
this vpin. We define the area of the square based on the average BBs of the vpins on
that layer in the design. Specifically if two or more vpins belong to the same net at
a specific metal layer, the BB defined by these vpins is measured and then averaged
over all the vpins on the layer. (From the attacker’s view, information of a typical
(full) design can be used to identify the vpins and compute the BBs at a target split
level.)

The above procedure for identifying a search neighborhood using the vpin loca-
tions results in different search neighborhood sizes as the split level varies. (How-
ever the size of search neighborhood is the same within a split level.) Indeed, we
show the search neighborhood becomes larger when moving to the higher layers
because the wires become significantly wider, thus the vpins of the same net will
be typically further apart from each other. However a larger search area at a higher
layer does not necessarily include a higher number of candidate vpins because fewer
wires can get routed on the top layers due to the larger (wider) wire sizes.

As shown in Figure [3.1(b), routing proximity may identify a new set of can-

didates compared to placement proximity. Intuitively, it is a suitable search area

'For simplicity, in cases shown in Figure the search area(s) are not drawn to be centered
around the considered (v)pin.



21

‘suonmuyap Ayrwrxoid snowrea Jo uonensnyy :[°¢ 9IS

uidA paynuap!
leuonippe

Ml Vi R
A | o
I, S B (RN

_ ~/Kjuo-sjnol
9 Aluo-aoe|d
woJj suida

anou ¥ aoe|d jo dejieno anou x aoe|d Jo uolun

(p) ()

uid
ajepipued

paJlepisuod Juswaoe|d

ud Anwixoud

—ed

|OA|

=

E=t

¢\

|
suida

uida

ajepIpued palopisuod

EN

Awixoud Bunnou

(@)

(e)



22

because by definition, the vpins of the same net all fall within the area identified by
the BB of those vpins.

We also consider a variation of routing proximity that takes into account routing
congestion. We refer to this as crouting proximity. Here the search area is defined
based on estimated routing congestion on each split level and varies for each vpin
for the same split level. Specifically, we define the search area for each vpin such
that the ratio of number of vpins to the search area is equal across all the vpins in the
split level. If a vpin is at an area with high routing congestion, then the search area
will be expanded (uniformly from all directions centered around the vpin) until the
vpin density in the new search area reaches a target value or the search area grows
to four times its starting value. For a split level, we set this as average vpin count
which fall within a BB of vpins of the same net.

Our third proximity technique is shown in Figure [3.1(c). It is the union of
placement and routing proximities. The candidate list is initially composed of
the pins identified by placement proximity. Next, for each vpin found by routing
proximity, the corresponding pin is also included in the list. So the number of
candidates identified by this technique may be larger than sum of candidates in
placement-only and routing-only techniques as seen in the figure.

Our last proximity technique is overlap of placement and routing proximities.
It includes a subset of pins identified by the placement proximity list which have
their corresponding vpins included in the routing proximity list. This is shown in
Figure[3.1(d). Obviously the list of candidates will be smaller than both placement-
only and routing-only proximities. Intuitively, the overlap identifies a subset of
vpins (from a set of considered pins) which may be more likely to point towards the
direction of the matching pin.

In our experiments presented in Section [3.3] we compare our proximity tech-
niques and show some of them can be quite effective to successfully narrow down

the list of matching candidates while including the actual match. This shows there
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Figure 3.2: Defining multi-vpin nets

are opportunities for aggressive attacks on a much smaller subset of candidates for
each vpin. Therefore to address this issue, in the next Section we discuss a novel
technique to reduce the effectiveness of proximity attacks, in general, regardless of

how proximity is defined.

3.1.3 Handling Multi-Vpin Nets

As a logical next step to the proximity attack on 2-vpin nets, we extend our
proximity matching techniques to multi-vpin nets. A multi-vpin net has 3 or more
vpins at the split level, so it is a net that is cut in at least 3 places at the split level. In
some multi-vpin nets, two or more vpins are connected in a “u-shaped” connection
without a connection down to layer one as shown in Figure [3.2] In other cases, two
or more vpins connect down to the same pin on layer one, also shown in Figure[3.2]

We expand the proximity algorithm for 2-vpin nets to handle the multi-vpin
case. The first step is to identify valid multi-vpin nets, as defined in Figure
The expanded algorithm for the multi-vpin case uses an expanded search area when
considering candidates for a match.

To determine the size of the expanded search area we analyzed the superbluel

benchmarks from the ISPD-2011 benchmark suite [42] for multi-vpin nets. Table[I]
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reports the average bounding box sizes for multi-vpin nets at various splits levels.
After analyzing this data, we chose the multi-vpin bounding box as the 4-vpin net
value (for 3-vpin, 4-vpin and 5-vpin nets), and then scaled it up by a factor of 1.5 for
6-vpin and 7-vpin nets, and by factor of 2 for 8 or higher vpin nets. These factors

provide an approximation of the bounding box size trends observed in Table

Split level ‘ Nets with: 3vpins 4vpins Svpins 6vpins 7vpins 8vpins 9vpins 10+ vpins

2 # of nets 36921 37888 16172 10295 5937 4002 2651 10293
Average BB 61.0 46.6 69.8 67.3 74.6 83.6 92.3 121.6
4 # of nets 3468 8275 1138 2159 342 773 158 1259
Average BB 142.6 1533 184.8 2253 213.7 289.6 274.6 328.0
6 # of nets 188 3223 61 777 27 357 12 407
Average BB 179.8 221.3 284.6 312.6 384.4 411.6 489.0 497.3
8 # of nets 0 152 1 29 0 4 0 6
Average BB n/a 285.9 284.0 416.6 n/a 894.0 n/a 1043.7

Table II: Average bounding box sizes for multi-vpin nets for benchmark

superbluel at various split levels

When running our proximity attack, we did so from the attacker’s point of view,
limiting ourselves to BEOL information and the general trend knowledge of aver-
age bounding box size that can be gained from analyzing benchmarks (or similar
circuit designs). As seen from the point of view of the attacker, 4-vpin nets would
generally appear as two separate nets that each have 2 vpins at the split level, con-
nected together down to layer one or connected with a u-shaped connection. For
these nets, the attacker could use an average bounding box estimated from simi-
lar circuit designs or benchmarks. For higher number multi-vpin nets, an attacker
could scale up the bounding box to account for benchmark analysis that shows that
higher number multi-vpin nets have a larger average bounding box.

Previously, we identified the crouting proximity method as the most effective
way to define a search area for potential matches in the 2-vpin net case. Recall this

method took routing congestion into account to define the search area around each
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vpin. Based on these results, we will also expand the search area for multi-vpin nets
using the crouting proximity method. For the multi-vpin case, the crouting method
will be applied such that the ratio of the number of vpins to the search area is equal
across all the multi-vpin nets in the split level. If a multi-vpin net is in an area with
high routing congestion, then the search area will be expanded (uniformly from all
directions) until the vpin density in the new search area reaches a target value or the
search area grows to four times its starting value.

To determine if a correct match is made in the multi-vpin case, we analyzed
how multi-vpin nets are connected above the split level. There are two general
ways a multi-vpin net can be connected: each individual vpin has only one direct
connection to its matching vpin or 3 or more vpins are connected together directly.
Our analysis of the benchmark shows that in the vast majority of cases for split
layer 4 and higher, vpins in a multi-vpin net have only a direct connection to one
matching vpin. This happened 92.0% when split at level 4, 98.4% when split at
level 6, and 99.9% at level 8. Because a direct connection between two vpins is by
far the most common case for higher split levels, our algorithm only tries to match
each vpin to exactly one other vpin. For split level 2, only 62.1% of the vpins
in multi-vpin nets are directly connected to exactly one matching vpin. We note
the effect of our algorithm only trying to match to exactly one other vpin on the
multi-vpin results for split level 2 in Section [3.3]

Simulation results comparing different proximity techniques as well as 2-pin

and multi-pin nets are reported in Section
3.2 Artificial Blockage Insertion to Combat Proximity Attacks
3.2.1 Blockage Insertion Procedure

To protect a design against proximity attack, we propose to alter it by artificially
adding routing blockages at the target split level during the global routing stage.

First, the global router generates an initial solution. Next, artificial blockages are
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added to the design after analyzing the global routing solution and considering the
target split level. The global router is called again to reroute the design which now
includes routing blockage at the desired split leve This is done using the same
global routing tool. This time the router has to avoid the generated blockages. Once
a new routing solution is generated, the artificial blockages are removed.

By adding the routing blockages at the target split level, the global router will
be constrained to avoid the blockage areas, thus it will be forced to route more
nets in the layers above the split level. This is because in practice, the routing
algorithms try to utilize the lower levels as much as possible before moving to the
higher layers (except for special cases such as routing timing-critical nets, etc.).
Therefore, assuming the lower layers are already congested, the artificial blockages
will force the router to move the routes to the layers above the split level. This
intuitively results in additional vias, thus more vpins at the split level compared
to the without-blockage case. We show proximity attacks get significantly more
challenging because of blockage insertion.

A major consideration when introducing routing blockages is ensuring that a
previously-routable design remains routable after blockage insertion. For example
if too many blockages are inserted, the global router may simply not be able to route
many of the nets without overflow of routing resources. Therefore we first discuss
an algorithm to insert routing blockages while ensuring routability of the design.

Algorithm (1] gives the pseudo-code of our blockage insertion technique. For a
given split level ¢, we first divide metal layer ¢ into equal-sized non-overlapping
rectangular windows. In our experiments for the ISPD’11 benchmarks [42], the
window size was set to 100x100 which approximately created 100 windows per

design.

2We note modern global routing tools have the capability to handle routing blockages at any
layer.
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Algorithm 1 Blockage insertion
1: procedure BLOCKAGE-INSERTION(SPLIT LEVEL /)

2: divide layer ¢ into non-overlapping windows
3: for each window w do
4: avail_cap=0
5: for each global routing edge e in w do
6: avail cap +=max(0, cap(e) — util(e))
7: s=0
8: while (s+1)x(s+1) < ﬁ do
9: s ++
10: insert an s x s blockage at lower-left of w

Next for each considered window w, a square-shaped blockage is inserted in the
lower-left corner of w. The area of the blockage is computed based on the existing
routing congestion within w. Specifically, for each window w, we first compute the
available, unused routing capacity inside w (in lines 5-7 of Algorithm [I)). This is
done by computing the available capacity of each edge in the global routing grid-
graph and then adding the available per-edge capacity over all the edges inside w.

Line 6 of Algorithm |I{ shows how the available capacity is computed for one
edge. We subtract the routing utilization of the edge from its default capacityﬂ
(Routing utilization of edge e is the number of global routes passing from e which
is calculated from the initial global routing solution.) If this quantity is negative,
the available capacity will be set to 0. Otherwise it will be equal to this quantity.
This is shown in Algorithm [I] where the default capacity and utilization of edge e
are denoted by cap(e) and util(e), respectively.

Next, the blockage is found as a square with sxs grid edges, where s is set as

the closest integer to the quantity avail cap/cap(e). This quantity estimates the

3By definition, all edges in the global routing grid-graph which are on the same layer have the
same default capacity.
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number of available grid-edges inside window w. The blockage is then inserted in
the lower-left corner of w. The pseudo-code of the above procedure is listed in lines
8-10 of Algorithm|[I]

Algorithm [1| ensures that the blockage inserted in each window is roughly the
available routing capacity in that window. Therefore we expect that the global
router should continue to generate a routable solution. However, because the block-
age is inserted at the lower-left corner of each window (which includes some routed
nets in the original solution), the situation will be different for the router in its new
run. Therefore after inserting the artificial blockages, the router will be forced to
route the nets in a different way to avoid the blockages. Since layer ¢ now has more
blockage, and given that in practice the lower layers have a higher congestion, the
router will be forced to route more nets to the higher layers, as we verify in our
experiments in the next section.

Please note Algorithm [1{uses the existing, unused, routing resources in the de-
sign to insert the routing blockages. Therefore, it does not cause any area overhead
to the design.

Moreover, it is not necessary for the blockage to be at the lower-left corner
of w and it can be placed at random locations within w. But it should not make
much difference because the number of windows is fairly large and each window is
small in size relative to the overall routing grid dimensions. In fact, what impacts
wirelength is ensuring that the window size w 1s a reasonable value. In practice, if
w is too large, then the s x s blockage window within w will naturally be larger.
A larger-sized rectangular blockage will be more disruptive to the same routing
algorithm, i.e., it creates a routing solution that is more divergent, and potentially
results in more wirelength overhead because of the need to detour around a larger

blockage.
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Algorithm 2 Timing aware blockage insertion
1: procedure TIMING-AWARE BLOCKAGE-INSERTION (SPLIT LEVEL /,

TIMING-CRITICAL NETS N,pit)

2: for each net n in NV,,;; do

3: for each global routing edge e in route(n) do
4: cap(e) = cap(e) — 1

5: N = N\ Nt

6: Blockage-Insertion(Split Level ¢)

3.2.2 Extension for Timing-Critical Nets

The discussed blockage insertion procedure was designed to preserve the usage
of routing resources without increase in area. Here we discuss its extension to
preserve a set of special nets. The algorithm guarantees that the routes of these nets
remain the same as before blockage insertion. Therefore in the case when the nets
belong to critical paths, blockage insertion guarantees that the delay on these paths
remain intact.

The extended version of the algorithm, shown in Algorithm [2] requires that the
set of timing-critical nets are specified beforehand and provided to it. (This can
easily be done by doing static timing analysis on the version of the layout prior
to blockage insertion.) Next, it translates the routes of the timing-critical nets into
routing blockage. This ensures the routing resources corresponding to these nets
remain reserved and can be used after blockage insertion to route these nets exactly
as they were routed before.

More specifically, to implement a routing blockage, we first reduce the capac-
ities of those edges in the global routing grid-graph which are used to route the
timing-critical nets. This is shown in lines 2-4 of Algorithm [2| by visiting each
timing-critical net and decrementing the capacity of each edge in its route. Next,

timing critical nets are removed from the set of nets /N. Algorithm [2|then uses this
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updated grid-graph (with reduced capacities) and updated set of nets /V to insert the
blockage according to the procedure given in Algorithm|[I]

After blockage insertion, the router is called to route the set of nets N (excluding
the timing-critical nets). After the routing is finished, the routes of timing-critical
nets are added to the routing solution of the remaining nets to create a full solution.

The above procedure ensures the required routing capacity for timing-critical
nets are preserved and these nets remain routed just as they were before blockage

insertion.

3.2.3 Comparison with Other Related Techniques

The main feature of our artificial blockage insertion technique is to force the
router to route some nets with higher wirelength in order to detour the introduced
blockage areas that were previously used. This in turn increases the vpin density at
the non-blocked areas on the split layer, and thus makes the proximity attack more
challenging from the perspective of each broken net by increasing the number of
candidates in its neighborhood. Also, having fewer routing resources at the split
layer will force the router to use the remaining, unused routing resources which are
typically located on the higher layers because the lower layers have significantly
higher routing congestion in modern designs [36]].

At the same time our blockage insertion technique ensures the inserted amount
of blockage is just the right amount to have a high chance to maintain routability
of the design. This is because the inserted blockage is equal to the unused routing
resources of the originally-routed design.

Increasing vpin density at the split level using our blockage insertion technique
can be considered comparable with other related techniques to increase the vias at
the split level. Therefore below we list other relevant techniques and then give a

comparison with our artificial blockage insertion technique.
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1) OBISA: In [47] the authors propose obfuscation of the layout by inserting
Built-In-Self Authentication (OBISA) structures in the free spaces on the placement
layout. The OBISAs are test structures that are made of the same standard cells al-
ready used to implement the design. Some nets are also carefully created to connect
the OBISA structures to the design with guidelines to ensure timing constraints do
not get violated and that testability is maintained. The above procedure is proposed
as a means of obfuscation for split manufacturing that allows for a higher split level.
While this procedure will certainly make the view of the untrusted foundry signifi-
cantly more complicated, nevertheless designers may not feel comfortable allowing
the obfuscator to actually create connections to their designs.

2) Adding Layer Assignment Constraints: Another method that can be ap-
plied to secure split manufacturing is for the user to add specific constraints to force
desired nets to be routed on the higher metal layers. The router can then be evoked
to obey these constraints. This method has the disadvantage that the user will inter-
fere with the layer assignment decisions which are done internally by the standard
router. The router uses sophisticated techniques for layer assignment and new auto-
mated algorithms are proposed to improve layer assignment, especially for modern
technology nodes. The designer may not take all these considerations into account
when specifying layer assignment constraints. Moreover, if too many layer assign-
ment constraints are imposed by the designer to improve the obfuscation, it may
impact the quality of the routed nets. This is a particularly important considera-
tion because in modern technology nodes, higher layers are typically used to route
timing-critical nets due to significantly lower delay on the top layers [21]. If the
designer requires too many nets to be routed on the higher layers, the tool may not
be able to satisfy timing constraints.

3) Use of Fewer Metal Layers: Another potential approach is to reduce the
number of metal layers. As aresult, the router will be forced to route the design with

fewer routing resources, creating more congestion in the lower layers and certainly
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making the view of the untrusted foundry more complicated. However, in many
instances of modern designs, the minimum number of metal layers are already used.
Therefore eliminating even just the top-most metal layer can result in an unroutable
design, which is unacceptable [22, 36].

4) Branch Insertion: Finally, another option (that we propose in this work) is to
add branches to some of the already-routed, non-critical nets in the design. For the
routed nets that have existing timing slack, adding branches can be done as long as
the length of the inserted branch does not exceed a maximum length beyond which
the timing constraint will be violated. The branches are added by an obfuscating
router, which keeps the existing routes intact and just utilizes the unused routing
resources to create more routing congestion on as many nets as possible. Each
branch starts from a point on a non-critical net and ends at the split layer. The end
point of the branch is kept within a proximity of the projection of the start point on
the split layer, and will act as a dummy via. (We will explain the details shortly.)

If a route is already connecting to the split layer, then adding a branch to it does
not make a difference as far as its obfuscation. However it does make guessing the
matching connection of the other broken routes more complicated. This is because
by adding a branch to a route, other broken routes may now find the newly-added
dummy via (corresponding to the branch) in their neighborhoods. In other words,
the added branches appear as additional vpins from the prospective of other nets,
which increases the set of candidates for those nets and makes the proximity attack
more difficult. Moreover the obfuscator router may add a branch for those non-
critical nets which were not broken before to connect them to the split layer and
make them look like a broken net. Figure [3.3]illustrates these points.

Our branch insertion technique, similar to OBISA [47], has the disadvantage that

it changes the original routed design by a likely-third party obfuscator. Designers
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Figure 3.3: Branch insertion on one route can increase candidate vpin count for

other broken routes, thus making the proximity attack more challenging.

may not feel comfortable using an obfuscator tool that essentially alters their de-
signs, compared to the standard tools that the designers trusted to best consider
various design issues.

To make the inserted branches unidentifiable, it is essential that the inserted
branches have non-trivial topologies. The most trivial topology is when the start
point of the branch connects to the split layer directly using a set of stacked-vias. To
generate non-trivial topologies, we randomly pick the start point on the branch and
set the end-point to be any point on a bounding box centered around the projection
of the start point on the split layerﬂ We then use the shortest path algorithm to
connect the start to any point on the bounding box. If the wirelength of the inserted
branch exceeds the maximum wirelength for that start point, then we skip the route
and move to the next non-critical route.

Once a branch is inserted for a route, the utilizations of the routing grid edges
corresponding to the branch are incremented so that the available routing resources
are correctly communicated when attempting to add a branch for the next net.
Specifically, for the inserted branch, if the utilization of the edge becomes equal

to the edge capacity, then the edge is removed from the grid so it cannot be used

4The bounding box size may be any of the placement, routing, crouting bounding boxes dis-
cussed in Section 3.1 We discuss more specific details based on our experimental setup in our
simulation results when we compare branch insertion with our blockage insertion technique.
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for any further branch insertion. The procedure stops when no new branches can
be added for any non-critical routes. Algorithm [3] shows a pseudo-code for this

technique.

Algorithm 3 Branch insertion
1: procedure BRANCH INSERTION (SPLIT LEVEL ¢, TIMING-CRITICAL NETS

Ncrit)

2: StopFlag = false
3: for V routing edge e in the routing grid do
4: Remove e if util(e) = cap(e)

5: while StopFlag == false do

6: StopFlag = true
7 for each net n ¢ N,,.;; do
8: if branch not inserted for route(n) then
9: Randomly pick start point s on the route
10: Compute W,,,,, from start point
11: Create bounding box B on the split layer
12: Connect s to B with shortest path
13: if wirelength(branch) < W,,,,. then
14: Make branch permanent
15: StopFlag = false
16: for V routing edge e € branch(n) do
17: util(e) = util(e) + 1
18: if util(e) == cap(e) then
19: Remove e from the routing grid

Compared to the above techniques, our blockage insertion algorithm has the
advantage that it does not modify the design by using an obfuscating tool. The

same router is used to route the design and the router will make decisions such as
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layer assignment and how critical nets should be routed. While the added artifi-
cial blockages challenge the router to create a different solution, these blockages
are equal to the amount of unused resources of the originally-routed design. This
makes it highly likely for the router to be able to generate an equally-good solution,
but a different one which will in effect only shift some congestion from the lower
layers to the higher layers. Moreover the proximity attack also gets more difficult
after blockage insertion because the router is forced to detour around the artificial
blockages (which were previously used). We will illustrate the above points in our

simulation results using metrics to measure proximity attacks.

3.3 [Experimental Results

In this section, we first compare and analyze our proposed proximity tech-
niques. Next, we evaluate the effectiveness of our routing blockage insertion al-
gorithm against proximity attacks. All our experiments were conducted using the
ISPD 2011 routability-driven placement benchmarks [42]. The placements of these
benchmarks were from the UMich_SimPLR tool which we obtained from the ISPD
contest website. Next, an initial global routing solution was generated per bench-
mark using NCTU-GR 2.0 or CGRIP [8} 22, 36]. In our experiments, we considered
those benchmarks for which the router was able to generate a routable (i.e., 0 over-
flow) solution. These included 5 of the 8 benchmarks in the suite. There are no
routable solutions to-date for the remaining 3 designs. Those were excluded from

our experiments.

3.3.1 Comparison of Proximity Techniques

We implemented the proximity-based techniques discussed in Section[3.1} These
included 5 techniques, i.e., proximity based on placement, routing, routing con-
gestion (denoted by crouting), union of place & route, and overlap of place &

route. Table [[II| shows comparison between these 5 techniques for split levels 2, 4,
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6, 8 for benchmark superbluel. This benchmark (and all others in suite) had 9
routing layers and due to lack of space we only list some of the split levels. In this

experiment we considered the routing solution from the CGRIP too]ﬂ

Split level Approach ‘ #vpins ‘ E[SA] ‘ #HD matched  %HD matched ‘ %match in list ‘ E[LS] ‘ FOM
2 placement 638236 30 34972 5.48 12.94 20.2 0.67
routing 638236 24 4153 0.65 71.08 121.7 5.07

overlap (P&R) 638236 54 25384 3.98 13.05 19.0 0.35

union (P&R) 638236 54 3926 0.61 71.08 124.2 2.30

crouting 638236 117 4153 0.65 82.08 515.7 442

crouting (multi-vpin) | 686463 323 1460 0.21 79.01 1697.6 5.26

4 placement 168602 289 2527 1.50 14.78 103.6 0.36
routing 168602 196 1076 0.64 51.11 2135 1.09

overlap (P&R) 168602 485 1659 0.98 15.11 71.7 0.15

union (P&R) 168602 485 982 0.58 51.46 251.5 0.52

crouting 168602 755 1076 0.64 64.52 724.6 0.96

crouting (multi-vpin) | 91951 3230 964 1.05 70.72 1602.0 | 0.50

6 placement 47112 1156 36 0.08 16.53 212.0 0.18
routing 47112 550 357 0.76 38.39 167.4 0.30

overlap (P&R) 47112 1706 35 0.07 15.79 83.6 0.05

union (P&R) 47112 1706 337 0.70 39.96 302.9 0.18

crouting 47112 2082 357 0.76 53.61 562.1 0.27

crouting (multi-vpin) | 26549 6535 745 2.81 73.51 910.3 0.14

8 placement 7542 3721 5 0.07 11.54 142.4 0.04
routing 7542 930 147 1.95 27.21 60.0 0.07

overlap (P&R) 7542 4651 4 0.05 9.57 32.6 0.01

union (P&R) 7542 4651 141 1.87 29.44 170.8 0.04

crouting 7542 3537 147 1.95 42.97 182.8 0.05

crouting (multi-vpin) 891 9734 208 23.34 75.08 60.6 0.01

Table III: Comparison of various proximity-based techniques for benchmarks

superbluel for various split levels

Furthermore, to compare different proximity techniques we considered both 2-
vpin nets and multi-vpin nets. 2-vpin nets were those which had two cut-wires at
the split level, multi-vpin nets had 3 or more cut-wires at the split level. For each

vpin in a 2-vpin net, we defined a search area based on each proximity technique

5This is identical to the experiment reported in our ICCAD 2016 paper.
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as discussed in Section We also implemented a simple attack that for each
considered vpin, it picked the vpin candidate from the search area which was in its
closest proximity (in terms of Manhattan Distance). For multi-vpin nets, we defined

a search area using a larger bounding box as discussed in Section 3.1

Specifically, in Table we evaluate the following metrics per technique per

split level.
e #vpins: This is the number of vpins reported at each split level.

e E[SA]: This is the average size of Search Area (SA) per technique. The area
is measured in terms of number of global cells. The average is done over all

SAs considered at a considered split level.

e #(%)HD matched: These two metrics measure the number (and percentage)
of vpins for which we successfully found the matching cut-wire using the
proximity attack of picking the closest vpin (based on Hamming Distance) in

the search area.

e E[LS]: This metric reports the candidate List Size (LS), averaged over differ-
ent search areas. In other words this metric measures the average number of
candidate vpins that is identified in each SA. The lower value of this metric

indicates an easier job for the attacker to apply various pruning strategies.

e %omatch in list: This metric reports the percentage of vpins for which the
actual matching vpin was included in candidate list found for each SA. It
measures the effectiveness of our proximity technique in narrowing down the

promising candidates for each cut-wire to a smaller set.

e FOM: This is a Figure of Merit defined as E[LS/SA]. It is the ratio of can-
didate list size divided by the search area, when averaged over all the search

areas at a split level. We discuss later that a higher value of this metric means
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it is more challenging for the attacker because the density of candidates (over

the same search area) will be higher.

Based on the above metrics, we make the following observations from Table [[TI]

1) Success in finding a match for 2-vpin and multi-vpin nets: In terms of
percentage of finding the match in candidate list, we observe that crouting has
the highest percentage, followed by routing and union techniques (which had
similar values), followed by overlap and finally the placement techniques. For
example at split level 2, the percentages of finding the correct match among the
candidate list were 82.08%, 71.08%, 71.08%, 13.05% and 12.94% for crouting,
union, routing, overlap and placement techniques for 2-vpin nets, respectively.
We can see this is in part because crouting has the highest average search area
(E[SA]) which likely translates into a larger candidate list size, thus more chance
to include the matching vpin. For a similar reason the overlap technique had the
lowest value.

The lower percentages of other techniques compared to crouting indicates
that there are many cases when the matching vpin is not in close proximity and
considering routing congestion is an effective way to include the actual matching
vpin in the list of candidates.

In terms of dependency on the split level for 2-vpin nets, interestingly the per-
centages usually drop as we move to the higher layers. For example at split level
8, the percentage drops to 42.97% in the crouting technique which is almost half
of the one in split level 2. This just means that the effectiveness of these prox-
imity techniques are lower in the higher layers in including the matching vpin in
the candidate list. This is because at the higher layers, the wire sizes are typically
wider so the average list size (E[LS]) becomes smaller, thus the chance of includ-
ing the matching vpin in the list decreases. For example for crouting the E[LS]
drops from 515.7 in split level 2 to 182.8 at split level 8. This dependency did not

hold true for multi-vpin nets, where we saw a fairly consistent value for percentage
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match in list between 70% and 80%. For 2-vpin nets, the values of routing and
union were very close or the same within a split level and better than placement.
This indicates that the routing technique is more effective than placement.

Despite the relatively high percentages of crouting in including the matching
vpin in the candidate list, we note the actual match rate (and #matches) are quite
low across all techniques and split levels for both 2-vpin and multi-vpin nets. The
one exception to this was the multi-vpin net case for split level 8 where we saw
the percentage matched value spike to 23.3%. This outlier value may have resulted
from the relatively small number of multi-vpin net vpins on that level, 891, making
a proximity attack more likely to select the correct match. Overall, these results
indicate that proximity alone is in no way sufficient to solve the reverse engineering
problem. However the significantly smaller list size (compared to total #vpins) is
still quite useful in narrowing the candidates to allow aggressively applying various
pruning rules, which falls beyond the scope of this work.

Finally, we note that for multi-vpin nets at split level 2, 37.9% of vpins are con-
nected to more than one other vpin. For this type of connection, we assume a correct
match when the proximity algorithm finds a match with one of the other matching
vpins. This is the only case where there are a significant number of connections of
this type as opposed to all other cases where the vast majority of vpins have exactly
one match. This assumption skews the # and % matched results higher for the split
level 2 multi-vpin case, but has a negligible effect on all other multi-vpin results.

2) Comparison of FOM (difficulty of the attack): We concluded crouting was
the most effective technique in including the matching vpin in the candidate list due
to its larger list size. Here we are interested to see if this larger list size means
a more difficult attack (higher value of FOM). Note FOM in effect measures the
density of candidates (in the search area). So a lower value means there are fewer
candidates in the same search area which can be interpreted as less challenging from

the attacker’s perspective. We observe crouting and routing techniques both had
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higher FOMs compared to union, placement, and overlap, respectively. This is
an interesting observation because crouting had a larger search area as well as a
larger list of candidates, and overall it also had higher FOM.

In terms of dependency on split level, we observe that all FOMs significantly
drop when moving to the higher layers. While E[LS] is smallest in the highest split

level, FOM is smallest as well, so the attack becomes easier.

3.3.2 Comparison with More Benchmarks

Recall, each of the search areas defined by each our proximity techniques was
essentially a function of either a base placement bounding box or a base routing
bounding box value per split layer. Before analyzing our proximity techniques
for other benchmarks, we first explain how these based bounding box values are
computed. We first computed the average bounding boxes (for both placement and
routing) of 2-vpin nets. Table [[V|reports the average bounding box sizes for two-
vpin nets at various splits levels for these benchmarks using the NCTU-GR routing
toolf

As can be seen the bounding boxes increase as the split layer increases. We
then chose the overall average across all the benchmarks reported in Table [[V| per
split level as reported in the final row for levels 2, 4, 6, and 8, as the base values
when running our proximity attacks. Therefore we used the same single placement
bounding box and single routing bounding box per split level as base values across
all the benchmarks. We note the actual search areas vary across the techniques (and
possibly per broken net) and they are defined as a function of these base values. We
consider these base values as representative bounding boxes of typical designs.

Based on these base values, next we report the results of our proximity tech-

niques in Table |V| for other benchmarks. Due to lack of space we only report the

SFor this experiment we switched to the NCTU-GR routing tool because CGRIP did not generate
routable solution on the remaining benchmarks.
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Split Level 2 4 6 8

Routing bounding box

E[BB] SDV[BB] | E[BB] SDV[BB] | E[BB] SDV[BB] | E[BB] SDV[BB]

superbluel 19.28 67.45 77.50 136.34 146.19 162.85 207.34 147.55
superblueb 21.46 65.89 70.19 107.67 108.50 127.25 134.76 124.86
superbluel0 31.22 122.70 96.04 188.37 116.54 177.22 125.85 139.60

superbluel? 9.67 25.78 32.78 51.66 37.74 63.02 36.17 59.85
superbluel8 17.75 56.05 43.81 73.02 58.12 84.24 60.61 85.45
overall average ‘ 19.88 ‘ 64.06 ‘ 93.42 ‘ 112.95

Placement bounding box

‘ E[BB] SDV[BB] ‘ E[BB] SDVI[BB] ‘ E[BB] SDV[BB] ‘ E[BB] SDV[BB]

superbluel 21.26 68.01 85.57 137.00 185.96 175.90 330.38 221.40
superblueb 23.10 66.42 78.46 110.58 148.15 138.57 243.88 181.82
superbluel0 33.58 123.41 108.17 196.56 162.06 214.39 281.05 289.98
superbluel?2 11.33 26.17 41.05 55.56 53.76 75.03 71.07 96.95
superbluel8 19.81 55.91 52.10 74.25 81.57 97.24 116.35 131.64

overall average 21.82 73.07 126.30 208.55

Table IV: Average bounding boxes for various benchmarks, including standard de-

viation

results for the union and crouting cases per benchmark, which were the top per-
forming proximity techniques. These results follow a similar trend as observed in

Table

3.3.3 Impact of Blockage Insertion

In this experiment we implemented the blockage insertion algorithm presented
in Section [3.2] and applied it to the global routing solution of each benchmark as-
suming the split level is 4. We first consider the standard version given by algorithm
1 and later present the results for the variation which considers timing-critical nets.

The results are shown in Table[VI|and generated based on the NCTU-GR routing tool.
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Benchmark Split Level | Approach ‘ #vpins ‘ E[SA] ‘ E[LS] ‘ %match in list | FOM

superbluel 2 union 644888 60.0 126.6 71.20 2.11
4 145666 632.0 338.6 45.53 0.54
8 7332 3568.0 1243 11.10 0.03
2 crouting 644888 98.7 436.3 81.45 442
4 145666 1112.7 885.6 58.19 0.80
8 7332 3113.1 115.1 15.53 0.04
superblueb 2 union 695640 60.0 142.0 64.32 2.37
4 173216 632.0 284.7 35.10 0.45
8 10940 3568.0 145.8 26.45 0.04
2 crouting 695640 96.7 477.0 76.85 493
4 173216 1106.8 | 745.8 53.70 0.67
8 10940 3086.7 149.4 35.63 0.05
superbluel0 2 union 937176 60.0 167.4 59.87 2.79
4 192562 632.0 438.9 46.40 0.69
8 14772 3568.0 182.5 33.89 0.05
2 crouting 937176 96.9 595.5 78.34 6.15
4 192562 1060.9 | 939.4 54.68 0.89
8 14772 2934.9 185.4 42.45 0.06
superbluel2 2 union 1175670 60.0 224.8 68.25 3.75
4 165186 632.0 745.7 61.09 1.18
8 15966 3568.0 | 773.7 72.42 0.22
2 crouting 1175670 99.6 876.8 85.46 8.80
4 165186 1106.2 | 2078.8 75.67 1.88
8 15966 2523.8 870.4 73.13 0.34
superbluel8 2 union 369632 60.0 151.5 53.28 2.53
4 86760 632.0 428.0 45.69 0.68
8 6968 3568.0 | 250.0 55.37 0.07
2 crouting 369632 98.8 512.3 73.03 5.19
4 86760 1100.1 | 1076.9 70.13 0.98
8 6968 3173.7 | 280.7 66.88 0.09

Table V: Comparison of proximity-based union and crouting techniques for various

benchmarks

The last 4 columns report the average list size (E[LS]) and FOM for before and
after blockage insertion cases. As can be seen both E[LS] and FOM increase in
the after-case. This indicates there are a higher number of vpin candidates, and the

difficulty of attack in terms of FOM also increases by inserting blockages. Also in
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this experiment we used the routing proximity technique with the average routing
bounding box of 65 (rounded up to the next whole number from 64.06), as shown in
Table Moreover since blockage insertion is concerned with the overall number
of vpins on the split level and not just with 2 vpin nets, we used the multi-vpin
approach explained in Section [3.1.3| to identify candidates for our evaluations in
this experiment.

Finally, in columns 2-9 we report the total number of vias in the design (for the
before-case) and additional inserted vias in the after-case. For the after-case, we
report the breakdown of via count for all via types. So for split level 4, the V45
vias are actually the number of additional vpins added on the split level. As can be
seen, insertion of blockage always results in increase in number of used vias in the
split level and the layers above it. This indicates more nets are routed in the higher
layers. For the layers below the split level, in some benchmarks (superbluel,
superblueb) the number of vias decreases on layer 3 but in the rest of the bench-
marks the number of vias also increases in the lower layers. Finally, we would like
to emphasize that all benchmarks remain routable after blockage insertion and our
algorithm preserved the routability feature of each benchmark.

Figure 3.4 shows the map of the difference in number of vpins on split level M4
for benchmark superbluel for the before and after blockage insertion cases. The
additional number of vpins in this layer is 40,051 in the after-case. These additional
vpins are actually inserted in various layout areas. The difference varied from -10
to 10 at each location.

In our next experiment we consider the variation of the algorithm to preserve a
set of special nets which can be considered timing-critical. Here for each bench-
mark we selected 10% of the nets at random as timing-critical and applied the
extended version of the algorithm as discussed in Section [3.2] using the NCTU-GR
routing tool. Similar to the previous experiments, we assumed split level is M4 for

blockage insertion.
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Figure 3.4: “Difference Map” showing the increase or decrease in number of vias

(vpins) after blockage insertion at various regions of the split layer.

The results are reported in Table [VII} Columns 2-8 report the percentage of vias
which belonged to the timing-critical nets compared to the total number of vias
for each via type. For example at M4 (split layer), for benchmark superbluel, the
number of V45 which belonged to timing-critical nets were 14.73% of total number
of V45s. Columns 9-15 report the percentage increase in the total number of vias
after blockage insertion for each benchmark. These totals are for all nets, including
timing-critical nets. For example in superbluel, the number of V45s increased by
19.18%. Note the number of V45s which belonged to timing-critical nets remained
intact. But for the rest of the nets there was a significant increase at the split level
in number of vias. This significant increase in number of vias can also be observed
as we move to higher layers, indicating that the algorithm tends to route more nets
on the higher layer after blockage insertion.

The last 2 columns of Table [VII| report the average list size (E[LS]) and FOM

for the after blockage insertion case. As can be seen both E[LS] and FOM increase
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in the after-case as compared to the before-case reported in Table[V]l This indicates
there are a higher number of vpin candidates, and the numbers are comparable to the
after-case reported in Table |VI] where blockages were inserted and timing-critical
nets were not considered. This experiment also used the multi-vpin approach to
identify candidates explained in Section[3.1.3]and the routing proximity technique
with the average routing bounding box of 65, as was done for the results in Table

For some benchmarks like superbluel0, it is interesting to note that the per-
centage increase in V45 is still very high (26.05%) despite the small percentage of

V45s which belong to timing-critical nets (only 3%).

3.3.4 Comparison with Branch Insertion Technique

In our final experiment, we make a comparison between the branch insertion
and blockage insertion techniques. Here branch insertion serves as an alternative
which adds dummy vias so it can provide a point of reference for comparison.

In this experiment we used the NCTU-GR routing solutions for various bench-
marks. For the blockage insertion technique we used the timing-aware variation
with the setup identical to our previous timing-aware blockage insertion experi-
ment. For branch insertion, we used the same nets that were considered timing-
critical as in blockage insertion technique and did not insert a branch on those nets.

We used Algorithm[2] for branch insertion. However we did not use a wirelength
constraint when adding a branch for a non-critical net so W,,,,, in Algorithm [2f was
set to a very large number. This results in adding a higher number of branches
and provides an optimistic estimate of branch insertion technique. We show this
optimistic estimate provides comparable values of the evaluation metrics as in the
blockage insertion approach. We also compare both techniques with the original

one (i.e., the original NCTU-GR routing solution).
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Similar to the previous experiments, we experimented when the split layer is
metal 4. For this split layer we used the same value of bounding box (overall aver-
age of 65) as reported in Table [[V|to compute all the evaluation metrics across the
benchmarks. We also used the multi-vpin approach explained in Section to
identify candidate lists in this experiment.

As can be seen from Table branch insertion results in better (higher) E[LS]
and FOM compared to the original routing solutions so it works as an obfuscator.
This is because adding branches in unbroken routes will make them appear as bro-
ken. Moreover, adding branches to broken routes will complicate the view of other
broken routes and can result in increasing the number of vpins in the proximity of

other broken routes.

Original Timing-Aware Blockage | Branch Insertion
E[LS] FOM | E[LS] FOM E[LS] FOM

superbluel | 481.4 1.4 633.1 1.6 611.8 1.9
superblue5 694.8 1.7 861.6 2.0 790.8 3.0
superbluel0 | 943.7 2.2 1431.3 2.8 958.5 35
superbluel2 | 1876.7 3.7 2232.5 42 2021.9 4.7
superbluel8 | 966.2 2.3 1298.2 2.6 1074.6 2.8
average 992.5 2.3 1291.4 2.6 1091.5 3.1

Table VIII: Comparison with branch insertion obfuscator

When comparing blockage insertion with branch insertion, we see blockage
insertion has somewhat better E[LS] while branch insertion has somewhat better
FOM metric. Therefore we conclude both blockage insertion and branch insertion
are comparable and both help increase the proximity attack difficulty compared to
the original routing solution. The advantage of blockage insertion is that the same
router is used to route the design after artificial blockage insertion. However in

branch insertion, an obfuscator routing tool needs to add these additional branches.
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We note, comparison of number of vias between blockage insertion and branch
insertion techniques is not fair. Branch insertion generally has many more vias than
blockage insertion. However, we observed that many of the vias on the split layer
connect to one more via through the inserted branch and can be easily identified.

This is not the case for the blockage insertion technique.

3.4 Conclusions

Building on existing research, we have developed new techniques to define
proximity based on both placement and routing information. For each technique
we introduced intuitive ways to define the search neighborhood around each vpin.
We also proposed a technique for blockage insertion at the split level and showed
its impact in decreasing the effectiveness of proximity attacks.

In our experiments we concluded that proximity alone is no way sufficient to
reverse engineer the FEOL and guess the connections captured by BEOL. However,
we showed our proximity techniques (especially crouting) can be quite effective
in including the actual matching vpin, on-average by 62.74% for different split
levels for 2-vpin nets across several benchmarks, and narrowing down the list of
candidates to significantly small size.

Having established that crouting was the most effective of our novel proximity-
based techniques, we have shown that it is important to define the search area as a
function of routing congestion which results in different search areas per vpin, per

split level.
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Chapter 4

Further Improvement Using Machine Learning

In this chapter we use machine learning to improve the proximity attack from
Chapter 3| and [24, 25]. We use the identical setup but include more layout features
when analyzing the attack and ensure separation of training and testing data sets.
Similar to[3] the emphasis is to find a small list of candidates for each vpin (broken
net) which includes the actual match in the list with high accuracy.

Since for lower split layers our basic machine learning algorithm’s runtime be-
comes prohibitively large, we propose novel approaches to make it scalable. With-
out sacrificing much in the effectiveness of our attack, we achieve significant run-
time improvement. We then rank the features used by our machine learning algo-
rithm by importance, and study how this ranking changes across the layers of the
design. We show routing features are most important, but that as we move to lower
layers other features become important as well.

As in Chapter |3} our experiments in this chapter are conducted based on data
collected from design layouts released by industry [42], featuring 9 metal layers
with significant variation in wire size and significant variation in routing congestion

across the layers.

4.1 Machine Learning Framework

Figure shows a high-level overview of our modeling framework. First, a

challenge instance is created from a placed and routed layout by cutting it at the split
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Figure 4.1: Flow chart of our modeling process

layer and only looking at the FEOL view. Next, a set of layout features are collected
for each vpin, which include features from placement, routing, cell areas, and cell
pin types. Using these features, next, machine learning samples are generated which
are fed into the training process. Each sample includes information for a pair of
vpins which may or may not be matching each other. (This step will be explained
in detail later.) Sample generation is done on a subset of the designs which are
designated for training. Machine learning then builds a classifier using the training
samples. Cross validation is used for evaluation which ensures validation of the
model is done on the rest of the data which was not used for training.

We first explain how the layout features are collected for individual vpins, then
explain how samples are generated for training, and discuss details of the modeling
process. Finally, we discuss adjustments to the machine learning framework to

make it scalable when applying to lower split layers.

4.1.1 Feature Extraction for Individual vpins

For each vpin v (in the designs used for training), we extract the following layout
features as shown in Figure Let (vz, vy) denote the vpin’s coordinates on the
split layer. We compute wirelength W for the route fragment that connects v to one

or more pins of standard cells on the underneath placement layer. We also calculate
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connect to the vpin

Layer M1

Figure 4.2: Layout feature extraction for each vpin

the location where the vpin connects on the placement layer, which we denote by
(px, py). If the connection is to multiple pins on the placement layer, the location
is computed by averaging the coordinates of pins of the standard cells that connect
to v.

Among the standard cells that connect to v, we sum the areas of those which
connect to v through an input pin. We denote this by InArea. Similarly, we com-
pute an OutArea designating the sum of areas of the standard cells which connect
to v through an output pin. Figure [4.2] shows an example of how the above quan-
tities are calculated. We note these features together capture characteristics from
placement, routing, cell areas, and pin types.

The reason InArea and OutArea are defined is to enable accounting for driver
strength during machine learning. Driver strength is highly correlated with the
cell area. Each cell can drive a maximum output load. These will be used during
machine learning when a pair of vpins are considered as potential match. Similarly,
the reason wirelength W is recorded is to enable identifying cases when a pair of

considered vpins result in a realistic combined wirelength.



53

4.1.2 Sample Generation and More Details About Training and
Testing Stages

After the layout features for individual vpins are extracted, we prepare the sam-
ples to feed into the subsequent training step. Specifically, for each vpin, we first
create a pair by recording the index of its (correctly) matching vpin. This serves
as a ‘positive sample’. We then create equal number of samples of non-matching
vpin pairs which we denote as ‘negative samples’. This is done by randomly pick-
ing vpins which are not a match, from the training data set. (We explain later how
we divide our benchmarks into testing and training data sets). This ensures equal
number of matching versus non-matching samples in training which is shown to be
essential for effective modeling when dealing with unbalanced data sets [19ﬂ

Next, for each pair (matching or non-matching), we record various correspond-
ing layout features. This uses the individual vpin features which were explained
before. Specifically, for a vpin pair (v, v2) we record the following to generate a

sample.

e DiffVpinX = |vx; — vxe|: This feature records the difference in the x-
coordinates of the two vpins. It captures the observation that a candidate

vpin in close proximity is more likely to be a match [24, 25]].

e DiffVpinY = |vy; — vys|: Same as the previous feature except calculated

using the y-coordinates.

e DiffPinX = |px;—pxs|: This feature records the difference in the x-coordinates

of the pins on the placement layer which connect to the two vpins.

e DiffPinY = |py; —pys|: Same as the previous feature except calculated using

the y-coordinates.

!Those vpin pairs which connect output pins of different cells are illegal and we exclude from
both positive and negative samples.
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e HammingVpin = |vy; — vys| + [vx1 —vas|: This feature records the Hamming
distance between two vpins. We note, including the difference in individual x
and y coordinates, besides the Hamming distance as separate features allows
machine learning more flexibility to consider proximity between the vpins as

a factor in matching the correct vpin.

e HammingPin = |py; — pys| + |pr1 — px2|: Same as the previous feature except

it is calculated based on the pin locations on the placement layer.

e TotalWirelength = W, + W5: This is sum of the wirelengths associated
with the two vpins. Since the wirelength of each net impacts timing, it is
important to ensure the combined wirelength of the considered vpin pair is
not prohibitively large (which will be decided by machine learning algorithm

based on typical characteristics seen in the training data).

e TotalArea = InArea;+InAreas+0utArea;+0utAreas: This records sum of

cell areas connecting to the two vpins.

e DiffArea= (OutArea;+0utArea,)-(InArea;+InArea,): This feature first
records sum of cell areas which connect to the pair via an output pin, and via
an input pin as two separate quantities shown in the parenthesis. It then sub-
tracts these two quantities to record the area difference of the driver cells from
its loads. Note, one of OutArea; or OutAreas must be zero, and otherwise

the pair is illegal and is disregarded.

The TotalArea and DiffArea features together help determine if a driver cell has
sufficient strength for the load introduced by the vpin pair. Figure (a) and (b)
illustrate some of the above items.

Overall, each sample represents a vpin pair and includes the above 9 layout
features. Finally, a binary value is the last field included in a sample which indicates

if the pair is a match (i.e., if it is a positive or negative sample). Using the generated
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Figure 4.3: Illustration of some features for pairs of vpins

samples, next training is performed. For training, we experimented with 8 different
classifier algorithms and found RandomForest to perform the best so we used it as
the default classifier in our experiments. Due to lack of space we don’t report the
details of this comparison.

Once, the training is done, in order to do the testing, first the set of all possible
unique vpin pairs are considered for evaluation. Specifically, for each vpin, all other
vpins in that split layer are considered for evaluation; if n vpins exist on the split
layer, up to (’2‘) pairs are evaluate The testing stage then solves the inference

problem by generating a yes/no answer for each pair to predict if the two vpins are

2Note, pairs connecting two output pins are disregarded.
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a match. Finally, in our experiments we use the ‘leave-one-out’ cross validation
which is a standard procedure to ensure separation of testing and training data sets.
Specifically, assuming we have k designs, to test each design, we use the £ — 1
remaining designs for training the model. This means a separate model is built per
design (for a considered split layer) and different number of samples are generated
per design.

Once the testing stage is finished, the matches (i.e., yes answers) for each vpin
are bundled together into one set and recorded as its identified ‘List of Candidates’
which we denote by LoC. We measure the quality of our modeling with two met-
rics. First, we measure the size of the LoC. Clearly smaller-sized list is better.
Second, we care about classification accuracy meaning that the LoC should include

the actual match for the vpin with a high likelihood.

4.1.3 Improvements for Scalability

We faced three issues when applying our machine learning framework (denoted
by ML) to the lower split layers. So we propose improvements to extend our frame-
work to the lower layers. We denote this improved variation by ML-Imp.

First, we observed significant increase in the runtime of ML when applying it to
the lower metal layers as the split level. This increase was both in the training and
testing times (e.g., from on-average 8 minutes to 21.5 hours when switching from
layer 8 to layer 6). This was because there were a significantly larger number of
samples generated for training, and more pairs to evaluate during testing. For train-
ing, the positive samples increased because there were a much higher number of
vpins located on the lower layers. (The number of negative samples also increased
because they were equal to the positive ones.) The testing runtime also took longer
because the number of possible vpin pairs to evaluate was significantly higher. The
runtime of ML for layer 4 was prohibitively large requiring implementing improve-

ments for scalability.
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Second, when moving to lower layers, the classification accuracy of ML dropped
(for example from on-average 99.97% to 90.90% when moving from layer 8 to 6).
We observed this was due to having ‘useless’ negative samples during training. Re-
call the negative samples were selected by randomly picking two vpins which were
not a match. However, often times we observed the vpin pair used as the negative
sample were so far apart from each other on the split layer that their extracted layout
features did not provide useful information for learning. In other words just look-
ing at the HammingVpin was sufficient to predict the pair was not a match. Also
the remaining layout features may have acted as unwanted noise and degraded the
learning.

Finally, we observed that moving to the lower layers resulted in the size of the
generated LoC to grew at a much higher rate. Recall the size of LoC designates the
number of candidates identified by ML as match for each vpin. For a more effective
attack we aim to minimize the size of LoC.

To address the above three issues, our main observation is to eliminate the
useless negative samples during training. (See the second issue for explanation
of useless samples.) Also, we aim to eliminate useless vpin pairs from testing;
these can sometimes degrade the proximity attack by generating false positives and
increase the size of LoC. Specifically, instead of considering all vpin pairs on the
split layer for testing, and randomly picking the negative samples for training, we
aim to consider a ‘useful’ subset for each vpin which are at a closer proximity to
it. The LoC is then identified from this subset. We explain how such a proximity
is modeled in ML-Imp shortly. The idea is that once a neighborhood is found, the
samples for training (both positive and negative) and testing of ML are only taken
from the neighborhood which is then used to generate LoC.

In general, we aim for the neighborhood size to be significantly smaller than
the overall area of the split layer to reduce the number of tested vpin pairs as much

as possible, thus improve runtime, and focus on useful samples so accuracy is not
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impacted much. We note prior work [24, 25]] also focused on identifying a small
neighborhood around each vpin using linear regression, and declaring all vpins in
the neighborhood in the LoC. Compared to that, our neighborhood size will be
much larger and while ML-Imp considers all the vpins in the neighborhood, it ulti-
mately selects a subset of the vpins to be included in the LoC.

Now we explain how the neighborhood is identified. As mentioned before we
use leave-one-out cross validation for testing and training. To determine the neigh-
borhood for one design, we first study the distribution of the HammingVpin feature
in the remaining k£ — 1 designs for the actual vpin pairs (that are true match). Specif-
ically, for each vpin in the training data set, we already know its match and can
measure the Hamming distance between the two. This is done for all vpins in the
k —1 designs. Next, the neighborhood size is picked such that 90% of all these vpin
pairs are included in it. The ML-Imp variation uses this neighborhood for training
by only generating samples for the vpins included in it.

Figure shows the Cumulative Distribution Function (CDF) for different de-
signs for layer 6 as the split level. The curve for each design represents the aggre-
gate data of the remaining k£ — 1 designs. We emphasize that this process ensures
the testing and training data are separated. Moreover, this step is done significantly
faster than the testing and training because the number of actual vpin pairs (that
are true match) are significantly smaller than all considered candidates. Finally, we
note the 90% cutting point can be changed in order to trade off the runtime of ML-
Imp with its classification accuracy. Defining the neighborhood based on a smaller
percentage, say 80% can accelerate ML-Imp however it excludes (from the training
process) the knowledge of those 20% of connected vpins which are further apart.

So classification accuracy may slightly degrade during the testing stage.
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Figure 4.4: Cumulative distribution function of the (normalized) HammingVpin fea-

ture is shown for the truly-matching vpins in the training data set for each design.

4.2 Experimental Results

We experimented with the same setup as in Chapter |3| and [25ﬂ We imple-
mented the ML framework described in Figure[d.T|which first generated a challenge
case for a given split layer, extracted layout features, prepared the samples, applied
training and then testing using the ‘leave-one-out’ cross validation to ensure sepa-
ration between the testing and training data sets. (Please refer to the end of Section
M.1.2| for detailed explanation of the leave-one-out cross validation.)

We used the Weka tool [9] for training and specifically used the RandomForest
classifier as the default algorithm which generated the highest accuracy among eight
different classifiers. Finally, once the testing stage was over, we generated the list
of candidates (LoC) for each vpin and measured the classification accuracy and

average size of LoC as metrics of the effectiveness of the attack. (See end of Section

3Download from http://cae.wisc.edu/ adavoodi
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on how LoC is generated.) We also evaluated a proximity attack in which the
closest vpin was picked as the match from each vpin’s LoC. All experiments ran on

an Intel Core 17 - 4790 with Ubuntu 16.04 LTS and 24GB memory.

4.2.1 Comparison of Effectiveness of the Attack

Table shows comparison between the results from the prior work [235] and
our two approaches (ML and ML-imp) for layers 4, 6, 8 as the split levels. For
comparison with [25] we used the numbers reported in their paper and used an

identical experimental setup. The table reports 3 metrics:

1. —LoC— designates the average size of the identified List of Candidates by

each approach for a design;

2. Accur. measures the classification accuracy which is the percentage of the

times that the actual match of a vpin is included in its LoC;

3. %PA reports the rate of successful proximity attack; the closest vpin (in terms
of Hamming distance) in each LoC is picked as its match and then the per-

centage of correctly-guessed matches are reported.

The results are shown for three different split levels. First, for layer 8, both ML
and ML-Imp provide similar results which are much better than [25] in all three
metrics. Specifically, the [LoC| of ML and ML-Imp is about 8% of the size in
[25]. Both ML and ML-Imp have similar accuracy close to 100%, compared to on-
average 42.72% in [25]]. In terms of the proximity attack (%PA), only the results for
superbluel were reported in [25] so the remaining entries for this approach are left
empty. The rate of successful proximity attack of ML and ML-Imp are more than
5X higher than [25], which means the LoC generated by them is not only shorter
and has higher accuracy but also much more effective. Between ML and ML-Imp,
we observe that ML-Imp has slightly smaller LoC size, slightly lower accuracy, and

performs slightly better in proximity attack. Interestingly in superbluel0 which
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had one of the highest number of vpins (12888 as reported in column 3), the %PA
was about 60.72% using ML-Imp indicating that most of the broken connections
were correctly guessed by machine learning for this layer. For layer 6, compared
with [25], both ML and ML-Imp have much better accuracy. However, the |LoC]|
in ML is more than 3.3X larger than that of [25], which was one of the motivations
behind developing ML-Imp. We can see that |LoC| of ML-Imp is on-average com-
parable (1.06X) to [25] while it has much higher classification accuracy (on-average
81.94% compared to 53.75%). Thus, ML-Imp gives a much better overall solution.
For this layer, the success rate of proximity attack remains low for all approaches
indicating attacks (beyond proximity) are needed to take advantage of LoC to guess
a match for each vpin.

In terms of runtime, ML-Imp is less than half of ML. While the runtimes are
much higher in layer 6, they are acceptable for such large designs. (The runtime of

[25] was not reported.)

4.2.2 Analysis of Feature Ranking

Based on the training samples, we measured two statistical metrics, i.e., correla-
tion coefficient and information gain, to find the importance of each of the 9 layout
features given in Section Correlation coefficient is a number that quantifies
correlation between two variables. Information gain is the measure of reduction in
the entropy of a variable achieved by learning the state of another one.

For each feature, the metrics are calculated from the vpin pairs which were used
as samples for training the ML-Imp. Specifically, one variable is the layout feature
of a vpin pair, and the second variable is whether the two vpins are a match (i.e., if
it is a positive or negative sample). These metrics were measured using Weka [9]
and reported as a number between 0 and 1.

Figure [4.5] shows the ranking of the features for each design for layers 6 and 8.

We make the following observations:
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(1) The most important features are those related to the locations of the vpins and
then Hamming distance between the vpins. Next, the location and Hamming dis-
tance between the pins (at the placement layers) become important. This shows
the routing is more important than placement in analyzing the security of split
manufacturing. Difference in the load/driver cell areas (diffCellArea) is the
next important feature in terms of information gain. However, in one benchmark
superbluelO for layer 6, this feature is the third rank and more important than the
pin-based features. (2) In general, for almost all the features, their correlation coef-
ficient and information gain are decreased when going from layer 8 to layer 6. This
behavior indicates that these features are not equally powerful when classifying the
samples from layer 6 compared to layer 8. Thus, the classifier trained for layer 6
performed somewhat worse than layer 8, as we observed from Table 3) Cor-
relation coefficient and information gain of features change relative to each other
with change in layer; some features that are highly dominant in layer 8§ becoming
less dominant when moving to layer 6. Thus, other features become relatively more
important.

Going back to comparison in Table |[X] for layer 4, the runtime of ML was pro-
hibitively large. For ML-Imp, the runtime was also high so we used the results
of feature ranking to select a subset of highest-rank features to generate the re-
sults for ML-Imp faster. Specifically, we picked the top 7 features (all excluding
totalCellArea and totalWireLength). In addition, we picked the neighbor-
hood used in ML-Imp to include 80% positive samples as opposed to the default
90%. (Refer to Section [4.1.3] for details.) With these adjustments, the runtime of
ML-Imp was only 2 hours on-average across the designs. As can be seen in Table
ML-Imp has similar —LoC— on layer 4 compared to [25] but with better ac-
curacy (on-average 72% compared to 62%) and better result of proximity attack.

Moreover, please note that testing and training data are not separated in [25].
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Figure 4.5: Comparison of relative ranking of the 9 layout features using Informa-

tion Gain and correlation coefficient.

4.3 Conclusions

In a first of its kind approach, we developed novel and scalable machine learn-
ing techniques to analyze the security of split manufacturing on large designs. We
showed significantly better results compared to those in Chapter [3| where on aver-

age for split layer 8 we increased the likelihood of our list of candidates including
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the actual match from 42.72% to 99.9% while at the same time reducing the list
size to be 8% of the original.

We also analyzed ranking of various layout features taken from placement, rout-
ing, and cell libraries used in the netlist, and showed the routing features are in
general the most helpful to the learning process. This emphasizes the importance
of using a correct setup (in terms of number of metal layers, and proper control of
the routing algorithm) in generating the challenge test cases to study split manu-
facturing. Our studies also showed various challenges we addressed to handle the
scalability issue when the split level is at the lower layers. Our machine learning
scalability improvements reduced the average attack runtime on layer 6 from 21.65
hours to 10.73 hours. This further emphasizes the importance of considering com-
putational feasibility as a constraint dictated by the experimental environment when

designing an attack algorithm.
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Chapter 5

A Pareto-Algebraic Routing Defense

In this chapter we analyze a custom routing algorithm as a defense against at-
tacks by the untrusted foundry in the split manufacturing process. We propose a
novel algorithm which uses a previously routed design to generate multiple alter-
native routing solutions. Given these multiple solutions, one will always be best in
terms of wirelength overhead and one will always have the highest security for a
desired allowable wirelength overhead that can be tolerated. Our algorithm uses a
Pareto algebraic approach to achieve this tradeoff in the wirelength versus security

space. The solutions are generated in a flexible manner controlled by the designer.

5.1 Our Procedure

This section presents our security vs. wirelength global routing procedure. We
first describe how we represent candidate routes of a net for our procedure and then

present the details of the procedure.

5.1.1 Modeling and Overview of Our Procedure

Our routing procedure can be described as a Pareto-algebraic approach that pro-
vides a tradeoff between security and wirelength by generating multiple global rout-

ing solutions. We use Pareto algebra because it is a mathematical framework that
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provides a way to choose between options to tradeoff between metrics. This ap-
proach is novel because it allows us to generate multiple different routing solutions
that offer tradeoffs between the two metrics.

In Pareto Algebra, an option that optimally trades off between metrics relative
to other options is called a Pareto point. Pareto points in the context of this work are
those options with higher security metric and lower wirelength that therefore dom-
inate other options. A feasible option must generate zero overflow in the context of
the broader routing solution, otherwise it is designated infeasible.

The Security Metric (SM) considered in this chapter is defined as the sum-
mation of the individual hamming distances between matching vpins at the split
layer. The Hamming distance of two vpins is the distance between two vpins at
the split layer measured as the sum of the horizontal x-distance plus the horizontal
y-distance. A higher value of the SM metric indicates more distance on average
between two matching vpins and thus higher security because it is harder for an
attacker to guess the BEOL connections for matching vpins when proximity infor-
mation is obfuscated in this way.

To achieve a higher security metric for a net, the net needs to be routed up
through the split level. Additionally, routing a net such that the vpins are moved
further apart at the split level results in a higher security metric at the cost of ad-
ditional wirelength. Thus the tradeoff for a higher value of the security metric is
additional wirelength.

In a description of our security metric vs. wirelength procedure, each candidate
route configuration can be denoted by (SM,W L, e;,...,er). The first term is
the security metric (SM), the second term is the net wirelength (W L), and the
remaining terms are the binary values to capture if the route is utilizating an edge.
We use E to represent the total number of edges in the routing grid. A value of

1 for e; indicates that the net uses that edge as part of its route, otherwise it is set
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to 0. The summation of the last £ entries in a configuration represents a route’s
wirelength and is saved as the W L entry.

A net can have multiple configurations. The j** configuration of net n; is de-
noted by c¢;;. For example, in Figure we have 2 candidate routes for net n; and
2 for net ny. The 3 x 3 routing illustrations shown in Figure [5.1] are a side view
where the bottom of the illustration is the lowest metal layer (layer 1), and the de-
sired split level is represented by a dotted line. The locations of the layer 1 net pins
are marked for each net. Security metric (SM) and net wirelength (W L) are given
by the first two dimensions. The remaining £/ = 21 entries reflect the utilization
of the routable edges; for a candidate route, there is an entry of 1 if it contains the
corresponding edge.

For each net, we represent its configuration set as C; = {c;1, ..., ¢ic,| }. This set
designates different options to route the net. For the security vs. wirelength tradeoff
problem, we designate configuration c;; as a Pareto point of set C; if it is at least
as good as or better than other configurations in both security (higher values are
better) and wirelength (lower values are better).

Pareto algebra has several operations, which we use in an iterative process to
generate multiple routing solutions. These operations are combine, min (minimize),
and reduce. We will go into the details of these operations later in this section. For
additional details on computing Pareto points with Pareto algebraic operations, we
refer the reader to [11, 12, [35]].

Next we discuss a high level overview of our procedure to solve the security vs.
wirelength tradeoff. We start by using an existing routing solution with zero over-
flow. These zero overflow solutions are generated with the NCTU-GR router (8, 22]].
Before starting our procedure, we first store and fix the routes of a small portion of
the nets. These nets will be excluded from consideration by our procedure. For this
subset, we select nets with more than 2 (placement-level) pin connections. These

nets are then designated as fixed nets whose routes will be used as part of the final
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tradeoff solution. We chose this subset of nets as fixed nets to simplify the routing
functionality required to generate routing options for the remaining unfixed nets. In
addition, a small number of nets with 2 pin connections are also designated as fixed
nets which will be described later in this section.

The (unfixed) nets that are then considered by our algorithm are routed sequen-
tially, in a specific order (discussed in Section[5.1.3)). At each step of the algorithm
for a considered (unfixed) net, we combine its various configurations with the con-
figuration set that represents all nets that have been previously processed. While
processing each step, we preserve a set of options for all nets processed so far which
we refer to as a “compound configuration.” In a compound configuration, each op-
tion contains a different tradeoff in the security and wirelength objectives and the
E' edge utilizations. The outcome of each step is a set of these compound config-
urations, which is denoted by S = {s1, 52, ..., 5|5/}, Where each s; is a compound
configuration. Combining a net configuration with the compound configurations
involves the Pareto-algebraic operation called combine, which is the same as taking
the product of two sets.

After combining, we check the resulting configuration set and remove any in-
feasible ones (i.e., containing overflow of routing resources). We also remove those
compound configurations that are not Pareto points.

Consider Figure [5.1] again, which illustrates our procedure for a representative
set of 3 nets. The Figure shows a side view of the nets with various candidate routes
connecting layer one pins using higher metal layer routing resources. Each edge has
a capacity of 2 units. To start, net n; and net ny (each with 2 configurations) are
merged into a compound configuration set containing 4 configurations.

For these four compound configurations, s, is superseded by s3 and is therefore
removed because it is not a Pareto point. The subsequent step merges the two
configurations of nz with the 3 remaining compound configurations containing nets

ny and ny, resulting in 6 compound configurations. The final step in Figure[5.1]then
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removes 2 of these compound configurations for infeasibility due to overflow (edge
capacity violation). Note that one of the infeasible configurations would have also
been removed because it is superseded by another configuration and therefore not a
Pareto point.

Figure[5.2]illustrates the various types of routes that are presented as options for
the current net in Figure[5.1] For a single net, we consider 5 options: the shortest
direct routing option, routing up through the split layer, routing up through the split
layer with additional space between the vpins, an A* path option, and the original
NCTU-GR zero overflow option.

If none of the first four newly generated route options are viable during the
current iteration, we mark the net as a fixed net and exclude it for consideration by
our algorithm. Our procedure terminates once all unfixed nets are processed. Next

we discuss this high-level procedure in more detail.

5.1.2 Details of the Procedure

Algorithm [] gives the details of our procedure that uses a Security Wirelength
Tradeoff (SWT).

The algorithm takes two input parameters: an initial configuration set C; = {c¢; 1,
..., Ci|c,| } that contains routing options for net n; in V, as shown in Figure[5.2]and
the edge capacity vector denoted by r¢.

We start by initializing the set of compound configurations S to C; for net n,
(line 2). This results in element s; = c¢;,Vs; € S. Following this we iterate
through the remaining nets using a net ordering procedure which will be described
in Section [5.1.3] For each net n; (line 3), the algorithm looks at each s; € S that
contain the combinations of already-processed nets n; to n;_; with configurations
of n; (lines 5, 6).

To determine feasibility of the combination of ¢;; and s;, we compute the last

E dimensions by adding the elements in ¢;; and s;. We check these values against
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Algorithm 4 Pareto-algebraic heuristic for SWT
1: SWT(CZ (Vnz < N), re)

2: § = Cy /lso we have (s1 = c11,52 = C12,...,5|c,| = c1ic|)

3: for all net n;, i = 2 to |[N| do // Section[5.1.3]

4 S =0

5: forall/ = 1to |C;| do

6: forall s; € S do

7: if feasible(s;, ¢;;, 7¢) then

8: s'™P = combine(s;, ¢;y) I/ Fig.[5.1]and Section|[5.1.1]
9: Stmp = §tmp |y {s™mr}

10: min(S™?) /I Section[5.1.2]

11: else

12: fixz(n;) // fix net and increment priority of net n;
13 S=8"r

14:  reduce(S, L) Il Section[5.1.4]
15: sort(N') // sort nets based on updated priority Section

the edge capacity vector, ¢ to determine if the combination would result in over-
flow, and if so, remove it from consideration. If the overflow feasibility check is
successful, we go on to calculate the wirelength of the combination by adding the
wirelength dimension from ¢;; and s;.

To obtain compound configuration s in its entirety (line 8), we also need to
compute the security metric of the combination by adding up all of the hamming
distances between matching vpins at the desired split level. This corresponds to
adding the values of the first entry in s; and security metric value for net n; (given
inc;).

The result of the combine operation in line 8 is added to the set S in order

to show the set of possible combinations between the configurations of n; and the
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s;s considered previously. Finally, the Pareto points are determined by applying the
Pareto-algebraic min operation to S?. To achieve this, the latest configuration
is checked to ascertain if it dominates any of the existing configurations or if it is
dominated by any of them.

The algorithm then goes on to combine the configuration s;; with n;. When
every s; is processed, set S is set equal to S and the process repeats with net
i1

Since S can become very large, we check to see if it surpasses a user defined
threshold parameter L. In Section [5.1.4] we explain how we keep a maximum of
L compound configurations and eliminate the rest (line 17), providing the user a
trade-off set of a maximum of L points. Our procedure stores the corresponding
configuration of each net, and therefore can provide the user with the route of each
net for of each of the stored L compound configurations. In the remainder of this
section, we first describe our net ordering procedure and then explain the reduce

procedure used to identify L compound configurations at each step.

5.1.3 Net Ordering

Our experience is that the quality of the end result is dependent on net ordering.
When nets are well ordered, dominant solutions can be determined and infeasible
ones eliminated early in the process. If nets are not well ordered, the amount of
Pareto points will rapidly reach the threshold; when this happens, it becomes nec-
essary to eliminate Pareto points through the reduce step.

We first identify congested areas in the layout and first pick those nets which
fall in these areas in our ordering procedure. The congested areas are approximated
from the location of pins for all the nets such that areas with higher pin density
are considered more congested. Once congested areas are detected based on pin
density, they are traversed in order of decreasing pin density. Next, the nets in each

congested region are visited by our procedure. This net ordering allows for the
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detection and elimination of dominated and infeasible configurations early on in

Algorithm 4]

5.1.4 The Reduce Procedure

The set S, in Algorithm 4] represents the compound configurations which were
found to be Pareto points (line 16). When the size of S surpasses the user-defined
parameter L, some of these Pareto points will be eliminated. This set of L Pareto
points is selected with the objective of representing tradeoffs between our security
metric and wirelength in a uniform manner such that the selected points are equally
spaced with respect to the security metric.

Figure 5.3 depicts the projected compound configuration set S after processing
100K nets from benchmark superbluel for our security and wirelength tradeoff.
To reduce the number of configurations, we identify L security metric ranges of
equal size that span the difference between the maximum and minimum security
metric values. For each of these ranges, we select the Pareto point that has the
minimum value for wirelength and eliminate the rest.

In the example of Figure [5.3] we have set L = 4, so that 4 Pareto points are
selected. We also show several non-Pareto points being eliminated, although this
would happen before the reduce step. In our experiments L is set to 3. This ap-

proach results in reduced run time while still generating viable tradeoff solutions.

5.2 Experimental Results

We implemented our security vs. wirelength algorithm using a Pareto-algebraic
approach as discussed in Section [5.1] Our Pareto-algebraic approach is related to
the framework established in [35]], which generated multiple global routing solu-
tions that yield a tradeoff between power and wirelength by mixing routes gen-
erated for individual nets by different routers for the same design. Our approach

instead starts with one global routing solution that is optimized for wirelength, and
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dynamically generates additional routes per net such that in the end multiple global
routing solutions are generated and yield a tradeoff between wirelength and our
security metric. In the end, the user can decide which one of the generated solu-
tions may be selected based on how much he/she is willing to trade off degradation
in wirelength with improvement in the security metric. All our experiments were
conducted with designs from the ISPD’s 2011 benchmark suite [42] and using the
same setup as in Chapters [3|and 4l The placements of these benchmarks were from
the UMich_SimPLR tool which we obtained from the ISPD contest website. Next,
an initial global routing solution was generated per benchmark using NCTU-GR 2.0
[8, 22]]; this was the wirelength-optimized solution that fed our framework. In our
experiments, we considered those benchmarks for which the router was able to gen-
erate a routable (i.e., 0 overflow) solution. These included 5 of the 8 benchmarks in
the suite. All solutions generated by our approach are also guaranteed not to exceed
the capacities of the existing routing resources.

We implemented a variation of our framework which generated four global rout-

ing solutions (including the original wirelength-optimized solution).

5.2.1 Comparison of Security vs Wirelength Tradeoff Across Dif-
ferent Designs

In this experiment we set the split level to be layer 8 and study the security vs
wirelength tradeoff among the four generated solutions for the 5 ISPD’11 bench-

marks. We report the following metrics in Table [X]

e Total Nets: This is the total number of nets per benchmark.

e % Fixed Nets: This is the number of fixed nets after running the algorithm
as described in Section [5.1}; recall routing options are not generated for fixed
nets. Note, for solution 0, i.e., original minimum wirelength solution the

percentage is always 100%.
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e Wirelength: This is the total wirelength of all routed nets, including the fixed

ones. All solutions have zero overflow.

e Security Metric: This is the security metric of a generated global routing
solution as defined in Section @; it is the summation of individual hamming
distances speperating matching vpins at the split level. The higher the value
of this metric, the more distance between two matching vpins and thus higher

security.

e % Increase Security Metric: This is the percentage increase in the security
metric compared to the security metric of the original, wirelength-optimized

solution.

e E[LS]: This metric measures the number of candidate vpins in the search area
of each vpin and then reports the average across all search areas. The higher
value of this metric indicates a harder job for the attacker to apply various
pruning strategies because there are on-average more candidates to match
each vpin. The search area is defined using the routing proximity method
in [25], where area is determined using the average vpin bounding box on
that layer for a given benchmark. We use ‘leave-one-out’ cross validation to
calculate the relevant routing search area. Specifically, assuming we have k
benchmarks, to test each benchmark, we use the k - 1 remaining benchmarks
to calculate an average search area. This cross validated search area is calcu-
lated for the given split layer. Table [XI| shows the average routing bounding
box for each of the benchmarks per split level from the setup in [25}150], and

the resulting cross validated bounding box for split level 8.

e % E[LS]: This is the percentage increase in the average list size of the solu-

tion compared to the original wirelength-optimized solution.
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e FOM: This is a Figure of Merit defined as E[LS/SA]. It is the ratio of can-
didate list size (L.S) divided by the search area (SA), when averaged over all
the search areas at a split level as described in [25]. A higher value of this
metric means it is more challenging for the attacker because the density of

candidates (over the same search area) will be higher.
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Benchmark Solution Total % Fixed | Wirelength | Security | % Security | E[LS] | % E[LS] FOM
Nets Nets Metric Metric Increase | E[LS/SA]
Increase
0 (WL-optimized) 100.00 14735024 | 668151 0.00 47.84 0.00 0.09
1 35.38 14819009 | 809444 21.15 59.51 24.39 0.11
superbluel 822744
2 3547 15627981 | 1120217 67.66 77.52 62.04 0.15
3 35.44 16021267 | 1280951 91.72 94.32 97.16 0.18
0 (WL-optimized) 100.00 18467069 | 1228984 0.00 187.62 0.00 0.26
1 32.81 18735431 | 1555097 26.54 192.72 2.72 0.26
superblue5 786999
2 32.74 19210647 | 1674545 36.25 210.32 12.10 0.29
3 32.73 19225746 | 1687469 37.31 212.07 13.03 0.29
0 (WL-optimized) 100.00 25093719 | 1735550 0.00 282.71 0.00 0.36
1 36.41 25097485 | 1780416 2.59 302.79 7.10 0.39
superblue10 1085737
2 36.20 25506215 | 2077000 19.67 372.97 31.93 0.48
3 36.23 25525573 | 2086728 20.23 381.10 34.80 0.49
0 (WL-optimized) 100.00 22450523 | 1067411 0.00 790.35 0.00 0.70
1 46.97 22925140 | 1123022 5.21 831.96 5.26 0.74
superblue12 1293436
2 46.87 23031677 | 1166467 9.28 844.34 6.83 0.75
3 46.99 23100143 | 1181520 10.69 935.56 18.37 0.83
0 (WL-optimized) 100.00 11619958 | 660176 0.00 541.10 0.00 0.51
1 32.93 11641806 | 670146 1.51 569.60 5.27 0.54
superbluel8 468918
2 32.90 11719276 | 703168 6.51 584.62 8.04 0.55
3 32.96 11751597 | 710080 7.56 682.57 26.14 0.65

Table X: Comparison of various benchmarks for split level 8

We make the following observations from Table

e Solutions 0 through 3 gradually show degradation in wirelength is traded off

with improvement in the security metric.

e Improvement in the security metric is also reflected in higher E[LS] and

FOM; for example, the E[LS] increases from O to 97% in superbluel. Sim-

ilarly, the FOM doubles in this benchmark from 0.09 in solution O to 0.18 in

solution 3. This indicates that the security metric used within our framework

has good correlation with these two metrics. Similar trend is seen in other
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benchmarks, however the degree of improvement varies across the bench-

marks.

e We also observe that a small increase in security metric will sometimes yield
a much larger increase in candidate list size, as is the case superbluel2 be-
tween solutions 2 and 3, where 1.41 % increase in security metric yields a
11.54 % increase in average list size. This also is the case in superbluel8
between solutions 2 and 3, where 1.05 % increase in security metric yields
a 18.10 % increase in average list size. These results indicate that security-
wirelength algorithm will be very successful when prioritizing the higher se-

curity metric solutions for some benchmarks.

Split Level 4 6 8

E[BB] | E[BB] | E[BB] cross validated

superbluel | 77.50 | 146.19 [207.34 89.35
superblue5 | 70.19 | 108.50 | 134.76 107.49
superbluel0 | 96.04 | 116.54 | 125.85 109.72
superbluel2 | 32.78 | 37.74 | 36.17 132.14
superbluel8 | 43.81 | 58.12 | 60.61 126.03

overall average | 64.06 | 93.42 | 112.95

Table XI: Cross validated routing bounding box per benchmark

5.2.2 Comparison Across Split Levels

Table shows comparison between split levels 4, 6 and 8 for the solutions
generated for the superbluel benchmark. As with the average candidate list size
results (E[LS]) reported in Table [X] the search areas used in Table XTI are defined
using ‘leave-one-out’ cross validation. We evaluate the same metrics as in the pre-

vious experiment and make the following observations.
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e We observe the same trend on each layer that solutions 0 to 3 exhibit gradual

improvement in the security metric in exchange for degradation in wirelength.

e Again, improvement in security metric correlates well with the E[LS] and
FOM metrics. Specifically for layer 8, we observe that the percentage in-
crease of the security metric is very closely related to the percentage increase
in average candidate list size (increase in the security metric by 21.15, 67.66,
and 91.72% results in an increase of average candidate list size of 24.39,
62.04, and 97.16% respectively). However, at the lower layers, 6 and 4, an
increase in security metric results in larger increase in candidate list size.
From these results we can observe that there is a positive correlation between

these two metrics, but also that the relationship varies by split level.

e The percentage of fixed nets remains fairly constant for solutions O to 3. This
result indicates that the algorithm is successful in using a wirelength-security
tradeoff to re-route roughly two-thirds of the nets, independent of the target

split level.
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Figure[5.4]shows the security vs. wirelength tradeoff curves for layers 4, 6 and 8
for solutions of superbluel shown in Table|Xl The red points indicate the position
of the original minimum wirelength solution on each curve, while the remaining
blue dots are solutions 1 to 3 generated by our framework using solution 0. The
three curves exhibit similar slopes, defined here as change in security metric over
change in wirelength (0.44 for level 8, 0.50 for layer 6, and 0.42 for layer 4). This

is similar to the overall slope of 0.46 across the 5 benchmarks in Table [XII
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5.3 Conclusions

Using a Pareto algebraic framework, we designed a new algorithm that opti-
mizes the tradeoff between additional wirelength for additional security in the split
manufacturing process. Our algorithm takes an already routed design as input and
from that we generate multiple solutions, where one solution has the best wirelength
overhead and one solution has the highest security for an amount of wirelength
overhead that can be tolerated. A designer also has control over the target split
level considered by our algorithm, such that the solutions optimized for that split
level. The algorithm provides a defense that can protect a design against reverse
engineering by an untrusted foundry.

In our experiments we show that our algorithm produces a measurable improve-
ment in security in exchange for increased wirelength. On average, per unit increase
of wirelength, our security metric increases by 0.46. As our security metric in-
creases we also observe a percentage increase in the size of the of candidates that
a proximity attack identifies for each vpin. When security is increased by 21.15,
67.66, and 91.72%, for example, the average candidate list size increases by 24.39,
62.04, and 97.16% respectively.
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Chapter 6

Conclusions

The ever present and increasing need for security in the fabrication of IC using
split manufacturing drives studies in how to achieve this security. In this disser-
tation, the issue of security has been carefully studied from the point of view of
an untrusted foundry trying to reverse engineer a design using a proximity-based
attack based on the partial information the foundry is given.

First in Chapter [3| we explored several techniques using both placement and
routing information to define proximity. Each technique used intuitive ways to de-
fine the search neighborhood around each vpin. In addition, we proposed a block-
age insertion technique at the split level, showing that this technique decreases the
effectiveness of proximity attacks.

Our experiments in Chapter [3|led us to the conclusion that proximity informa-
tion alone is not sufficient to allow an attacker to guess the connections specified
by the BEOL in order to reverse engineer the overall circuit design. However, we
demonstrated that our proximity techniques (especially crouting) can often be ef-
fective in narrowing down the list of candidates significantly, while keeping the
actual matching vpin in the list. We have shown that it is important to define the
search area as a function of routing congestion, given that crouting was the most
effective proximity technique.

Next, the role of machine learning in refining a defense against these proximity

attacks is a significant contribution in this endeavor, as discussed in Chapter 4, We
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found machine learning improved the effectiveness of the proximity attack devel-
oped in Chapter [3] by more than doubling the likelihood of our list of candidates
including the actual match, while simultaneously reducing the size of the list by
more than a factor of ten.

Additionally, our studies also addressed the scalability issue encountered when
a design is split at lower levels. Our scalability improvements cut the average attack
runtime in half on layer 6. This emphasized computational feasibility can be an
important constraint to consider when designing an attack algorithm.

Finally, in Chapter [5| we used a Pareto algebraic framework to implement a
novel algorithm to help defend against reverse engineering attacks by an untrusted
foundry. Based on design routed beforehand and a target split layer, our algorithm
generates multiple new solutions. Of these solutions, one has the best security for an
amount of wirelength overhead that can be tolerated, and one has the least amount
of wirelength overhead.

We show that per one unit of additional wirelength, our algorithm proposed in
Chapter [5] increases our security metric by 0.46. We also observe a roughly equal
percentage increase in candidate list size, making an attack more difficult, for a

corresponding increase in security.
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