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abstract

The Internet of Things (IoT) technology has been the heart of several
technological advances in our day to day. This has been enabled by the
seamless connectivity across several types of devices such as wearables,
phones, and other sensors deployed across a smart home. Data-driven
decision-making is pushing the bounds of connectivity. The scale of de-
vices is increasing, and a higher communication range is desired. However,
bulky batteries and power sources deter the deployment of IoT nodes.

In this thesis, I categorize IoT nodes based on the desired communica-
tion range: short range up to hundreds of meters, long range up to tens of
km, and very long range up to thousands of km. In each chapter of my
thesis, I study each of these categories of nodes and propose solutions to
achieve a higher communication range without requiring any additional
power. I also demonstrate that our novel algorithms are able to accommo-
date a larger number of devices transmitting concurrently. I present the
design and implementation of prototypes built using off-the-shelf (OTS)
components. In Chapter Three, I present PACT, a passive battery-free tag
with an active radio that communicates with the reader using a novel
query-response model to reduce power consumption. Our tag achieves a
communication range of 400m and allows for the co-existence of hundreds
of tags. In Chapter Four, I present WiChronos, a novel data modulation
algorithm that is inspired by optical communication systems. The payload
modulated the time interval between two wireless symbols, the preamble
and the postamble. Our tag, while coexisting with thousands of other tags,
can transmit to a receiver located 4.2km away. In Chapter Five, I present
SatConnect, a novel continent-scale IoT node that uses OSCAR satellites
to achieve a communication range of thousands of km. Experiments to
demonstrate a range of 1100km are being conducted.
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1 introduction

The Internet of Things (IoT) technology is rapidly emerging as a transfor-
mative field that is revolutionizing industries and changing the way we
interact with the world around us. IoT refers to the network of intercon-
nected devices, sensors, and objects that can communicate and exchange
data seamlessly. From smart cities that optimize energy consumption to
wearable devices that monitor health, IoT is shaping a connected world
where data-driven insights drive decision-making to improve the quality
of life and enhance efficiency, productivity, and convenience[1, 2, 3, 4].
The number of IoT-connected devices was over 10 billion in 2021 and
is expected to grow to nearly 30 billion devices by 2030. The total an-
nual worldwide revenue is expected to be over 600 billion U.S. dollars
in 2030, nearly a threefold increase from the revenue in 2021 of 213.1 bil-
lion U.S. dollars[5, 6, 7]. As the Internet of Things (IoT) continues to
evolve, the need for robust and efficient communication networks capable
of supporting massive deployments of interconnected devices escalates.
The paradigm of enabling large-scale connectivity and communication
between an extensive number of machines and devices is referred to as
Massive Machine Communication. This involves establishing scalable
and reliable infrastructure to facilitate the seamless exchange of data and
control signals among a vast array of machines, sensors, and actuators.
Through massive machine communication, the vision of a fully intercon-
nected and intelligent world becomes achievable, where machines and
devices can communicate, collaborate, and optimize their operations on
an unprecedented scale.

However, realizing the vision of massive machine communication
paradigm and enable ubiquitous connectivity requires establishing clear
requirements for IoT-connected devices. IoT requirements for commu-
nication range are spread across a vast spectrum from 10s of meters in
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warehouse monitoring applications to a macro scale of 10s of km for smart
cities or smart agriculture. Longer range in the order of 1000s of km is
desired for remote monitoring of inaccessible sites like deep forest covers
or active volcanos. With increasing demands and sensor nodes becom-
ing ubiquitous, the sheer scale of the system poses new challenges on
the range, power consumption, and co-existence. Costs of computing
have reduced considerably and energy-efficient hardware is cheap and
easily available. Achieving long-range and large scale at the cost of in-
creased power consumption results in the need for bulky batteries which
is undesirable. To this end, there are three questions that I seek to answer.

1. Can we push the communication range further without increasing
the overall tag power consumption?

2. Is it possible to do it using OTS devices?

3. Is it possible to do it at scale to enable co-existence?

To answer these questions, it is important to understand the reasons
behind the scale and range limitation of low-power IoT nodes. As a system
scales up, multiple devices transmit concurrently. This leads to packet
collisions resulting in potential loss of data and resources. To prevent
this, Time Domain Multiple Access (TDMA) is a popular choice for most
low-power wireless technologies. TDMA is a technique where several
nodes share the frequency channel by transmitting in time slots defined
for each node. The larger the number of nodes, the larger the latency to
receive from these nodes. Therefore, when we envision systems that scale
significantly, much beyond the limits of current state-of-the-art technology,
we require newer solutions that enable these nodes to transmit concur-
rently. The second limitation stated above is the range. The maximum
range that a wireless front end can achieve is a function of the path loss in
the operational spectrum, transmit power, and hardware/software gains
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of the system. Path loss defines the attenuation faced by the electromag-
netic signal in traveling through a medium (air) and is constant for a
given distance. FCC regulates the maximum allowed transmit power at
various frequencies. Techniques such as spread spectrum modulations or
ultra-narrowband modulations are used to achieve a better range. Spread
spectrum modulations increase the SNR of the received signal through
the processing gain of the system (the ratio of transmission and data band-
width). Ultra-narrowband modulations reduce the receiver bandwidth in
the order of a few kHz. Reducing the bandwidth also reduces the overall
noise power and therefore, reduces the noise floor at the receiver. This
reduction in the noise enhances the Signal Noise Ratio (SNR), thereby
increasing the range. However, all of these techniques require substantial
power. In order to achieve low power consumption, the current state of the
art limit either the time period for which these nodes can transmit or put
limitations on the overall size of the payload that can be transmitted. A
key observation I make here is that even though these nodes are capable of
transmitting at a high data rate, the overall data rate achieved on a macro
timescale (over a period of 24 hours for example) is low. In other words,
these technologies have been engineered to provide solutions for IoT con-
nectivity by putting appropriate limitations on existing technologies rather
than approaching them as a fresh set of problems. In my thesis, I propose
and implement techniques to achieve long-range and large scale at similar
or lower power consumption by trading off the data rate. The payloads of
these nodes are usually small pieces of data captured by sensors and hence,
these nodes do not require a high data rate. I design all the prototypes
using off-the-shelf components such as low-power microcontrollers, radio,
FPGA, and software-defined radios. All PCB files and other software have
been made available publicly and more information on this is available in
the following chapters.

To that effect, I define three categories of devices and present the con-
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tribution this thesis makes toward each of these categories. I propose
categorizing IoT devices on the basis of communication range: short range,
long range, and very long range. I do so because these categories share
similar characteristics like power consumption, scale, and data rate. Short-
range IoT devices consume the least amount of power range in the µW
range. These devices can be passive or battery-less and in order to enable
passive operation, they do not use a radio front end. Energy is harvested
from RF signals or other sources like solar or piezo. They rely on RF signals
from a dedicated source (or ambient signals) to send to a receiver. The
communication range achieved by these devices ranges from 10s to a few
100s of meters. For example, RFID technology has both active and passive
tags and these are widely used in monitoring and tracking applications.
The long-range category of IoT devices consists of devices that consume
several mW to 10s of mW of power. Small coin cell batteries that last for
a few years are often used, though it can be augmented with harvesting
to charge the batteries. These devices achieve a communication range of
100s of m to several km. Some examples include LoRa, Sigfox, and NB-IoT.
These are often used in sensing applications to enable smart agriculture
and smart cities. Finally, the very long-range category consists of devices
that consume 100s of mW of power and require larger batteries or even
a continuous power supply. These devices are capable of higher power
transmissions and achieve ranges in the order of 100s to 1000s of km. For
instance, Starlink, Swarm, and Lacuna provide nodes that are capable of
transmitting to one of the satellites in their private constellations. These
devices are ideal for monitoring dangerous locations like active volcano
sites or deep forest covers that are hard to reach.

In my work, I rethink communication algorithms for each of these
categories of tags and propose, implement, and prototype solutions toward
pushing the limits of the communication range. I identify that a ’one
solution fits all’ approach doesn’t work because though each category
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has similar requirements, the goals for each category are different. Short-
range IoT devices are often batteryless and energy efficiency is important.
Long-range IoT has stricter requirements on range but low data rates are
acceptable. Very long-range IoT is very expensive and low-cost means to
achieve it are required. With these goals in mind, I make the following
contributions:

• Short range (a few hundred meters, less than 1km): I propose the
design of a passive tag (PACT) that harvests RF energy and uses an
active front-end radio to respond. A query-response algorithm is
implemented so that 100s of tags can transmit concurrently. PACT
improves the range of battery-less devices that belong to the first cat-
egory of wireless devices identified above. Off-the-shelf low power
microcontroller and radio are used to implement the tag and all the
source files are made available publicly to enable easy access to build
and use the tag.

• Long range (a few km to tens of km): I design and prototype a wire-
less tag (WiChronos tag) that modulates data in the time difference
between two short wireless symbols, a preamble and a postamble.
Off-the-shelf radios are used to transmit ultra narrowband FSK or
chirp-based preamble and postamble. Low-power microcontrollers
with accurate clocks are used to modulate data. By maintaining the
IoT node in low power mode during the time between the preamble
and postamble and thereby, sending information while remaining
silent, WiChronos reduces the power consumption without compro-
mising on the communication range. Preambles and postambles
can be interleaved while other devices are actively sending data to
achieve better scalability. Off-the-shelf radios are used to implement
WiChronos and the circuit connections, block diagrams, and other
files are made available publicly.
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• Very long-range IoT: With an intent to democratize available re-
sources like LEO satellites, SatConnect uses chirps to transmit data
through existing amateur satellite networks. This reduces the costs
associated with very long-range IoT devices in launching satellite
clusters and building ground stations. The transmitter and receiver
are implemented using off-the-shelf software-defined radios. All the
hardware like antenna, amplifiers, and modulation and demodula-
tion software is available publicly.

It must be noted that the solutions I propose are cross-layer approaches
where I use information and knowledge from the application layers to
inform optimizations in the physical and link layer of the communica-
tion stack. Therefore, there aren’t neat distinctions across these layers.
While there are several examples of other cross-layer approaches that I
explain further in Chapter 2, these solutions rely on existing hardware
infrastructure like WiFi. However, using edge computing tools provides
us the capabilities to explore such a cross-layer solution space. Therefore,
exploring these ideas would not have been as straightforward a few years
ago but we now have the capability as well as the need for them. By using
information from the application layer in designing the physical and link
layer, we are able to reduce the energy consumption of the devices and
enable better scalability.

The rest of the dissertation is organized as follows: In Chapter 2 I
present a survey of the literature and state-of-the-art wireless technolo-
gies used for IoT nodes across a variety of scales and power consumption.
I compare the communication range and power consumption of these
technologies and identify gaps where new solutions are needed. In the
next Chapter 3, I present my work titled PACT where I explain the de-
sign of a batteryless tag that harvests RF energy to respond to queries
from the reader. A novel query-response algorithm is implemented to
reduce power consumption, and the use of an active radio enables us
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to control the center frequency of each tag, thereby increasing the scale
of the system to 100s of devices. In chapter 4 I present my work titled
WiChronos where I introduce a time interval modulation technique for
data transmission. I demonstrate that while consuming lower power than
state-of-the-art, the implemented prototype achieves a range of several
kilometers while reducing the spectral usage leading to the ability to ac-
commodate a larger number of devices. In chapter 5, I present my work on
an IoT communication system leveraging OSCAR satellites to enable IoT
devices to communicate across a range of several thousands of kilometers.
Finally, I conclude my work and discuss several next steps in Chapter 7.
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2 literature survey

Since the 1980s, every decade has seen a new generation of wireless technol-
ogy. The first generation of cellular networks used frequency modulation
across a 30kHz bandwidth and used FDMA to support multiple devices.
The second generation saw the bandwidth raised to 200kHz and used Gaus-
sian minimum shift keying (GMSK) modulation. TDMA was used to sup-
port multiple devices. 2G devices attained low power consumption that
aided in prolonging the battery life and this became a tipping point in wire-
less research. 8PSK was also introduced as an alternate modulation tech-
nique that provided a higher data rate but a lower communication range.
By the third generation, a bandwidth of 2.6GHz was assigned for cellular
networks where a combination of wideband code division multiple access
(W-CDMA) and high-speed packet access (HSPA) was used for internet
access and media streaming. By the 4th and the 5th generation, the band-
width increased to 20MHz and 100MHz respectively. Cellular networks
are currently exploring 6G technology to meet the demands of data, latency,
and connectivity. In fact, one of the use cases of 6G is massive machine-type
communication (mMTC). mMTC is a type of communication between
machines that requires little to no human intervention and is one of the
building blocks of the Internet of Things (IoT) infrastructure. IoT devices
and sensor networks find applications in several domains from wearable
devices, healthcare, and automation to smart agriculture, smart cities, and
security. These technologies have emerged from a variety of research and
industry endeavors and form a significant portion of current research to
advance wireless research. Several existing techniques/technologies like
backscatter[8, 9, 10, 11, 12, 13, 14, 15, 16, 17], RFID[18, 19, 20, 21], blue-
tooth and bluetooth low energy (BLE)[22, 23], LoRa[24, 25], SigFox[26],
NB-IoT[27], and Zigbee[28], Lacuna[29], Swarm[30], and Starlink[31]
are used in IoT and sensor networks. In the rest of this chapter, I will
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explain these technologies, their pitfalls, and the existing challenges.
A large number of low-power wireless data transfer techniques rely

on using backscatter to transmit a payload. Backscatter is a type of wire-
less communication technology that enables devices to communicate by
reflecting existing signals rather than generating their own. The general
setup of a backscatter-based system consists of the tag, an excitation source
that provides a high-power continuous wave, and a receiver. The tag en-
codes bit ’0’ by absorbing the excitation signal and bit ’1’ by reflecting the
excitation signal toward the reader. The reader perceives bit ’1’ upon re-
ceiving the reflected excitation signal from the tag and bit ’0’ when no such
signal is received. Radio Frequency IDentification (RFID) tags[18, 21]
use the principle of backscatter to communicate with the reader and are
widely used in several applications like tracking and monitoring. An RFID
reader[32, 33]r is capable of transmitting the high-power excitation signal
as well as receiving the low-power backscatter signal from the tag. As a
result, it employs sophisticated hardware for self-interference cancella-
tion. The tags can be passive, meaning they do not have a battery and
are charged by harvesting RF power from the excitation signal or active,
meaning that they are powered by a battery. Passive tags usually have
a maximum range of 10m whereas active tags can achieve a range up to
30m. Wireless Identification and Sensing Platform (WISP)[17] is another
well-known platform for backscatter research. The principles of WISP like
Dickson charge pump for harvesting, a low power envelope detector-based
receiver, and backscatter to relay the payload have inspired many research
endeavours[34, 35, 36, 37].

Backscatter that utilizes pre-existing infrastructure as the power source,
as well as excitation signal for the tags, has been of much interest in
academia. Several technologies also shift the frequency of the reflected
tag signal from the excitation signal frequency to reduce/omit interfer-
ence. FM backscatter[10] uses ambient FM signals in the environment to
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harvest energy from as well as communicate to a reader. Locations that
are close to cellular towers are particularly good locations for these tags
where they are able to backscatter payloads on ambient signals of as high
as -30dBm power. FM backscatter tags suffer from a restricted commu-
nication range of 60 feet. Further, RF harvesting efficiency at such power
levels increases the charging time and limits the application scope consid-
erably. Several current commercial solutions [38, 39, 40, 41, 42, 43] utilize
Bluetooth-Low-Energy (BLE) enabled real-time monitoring. However,
the short life and bulkiness of batteries needed for BLE poses a challenge
and is not sustainable at scale. BLE backscatter[23] leverages signals from
existing Bluetooth infrastructure as the excitation to backscatter on. BLE
backscatter devices may be as much as 30m from the source and consume
1.56nJ per bit transmitted. The low energy consumption enables battery-
free operation, though it is limited when the payload size increases. They
can communicate with a reader that is up to 1m away. HitchHike[44] uses
WiFi signals from a commodity 802.11b WiFi transmitter to backscatter
to a reader. The tag shifts the frequency of the transmitted signal to pre-
vent self-interference without using an oscillator to keep it extremely low
power and enable passive operation. Additional hardware is required at
the receiver to decode the packets. Further, the latency of a HitchHike tag
increases in trying to remove destructive interference. The tag is able to
achieve a communication range of 54m in LOS conditions while consum-
ing 40mW of power. An IC implementation can bring down the power
to 33µW. Xshift[14] utilizes unique leakage characteristics of off-the-shelf
(OTS) hardware to decode the payload as well as allow for multiple devices
to co-exist. It still suffers from the dual path loss problem of backscatter
which limits the range. More importantly, using different hardware where
nonlinearities are lower will render the technique unusable. Though Xshift
is a step towards marginally better scalability, the communication range it
achieves is 2.4m and the tag consumes 48.1µW. An IC implementation can
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bring the power consumption down to 6.8µW.
Another stream of research has been focused on amalgamating spread

spectrum techniques and backscatter by leveraging LoRa infrastructure[45].
Currently, LoRa has a market value of USD 5.6 billion and it is projected
to reach USD 25.5 billion. Further, Chirps offer the advantage of a longer
communication range due to the spread spectrum gain. pLoRa[12] uses
passive tags that rely on packets being transmitted by an active LORa node
to act as the excitation source. This backscattered signal is received by a
LoRa receiver which is able to demodulate and decode the data. LoRea[13]
on the other hand relies on ambient LoRa signals as the excitation. There-
fore, pLoRa achieves a communication range (tag to receiver) of 1.1km
with the tag being separated from a LoRa node by a maximum of 20cm
whereas LoRea achieves an impressive 3.4km range so long as the tag is
less than 1m from a LoRa node transmitting at 28dBm power. A pLoRa
node consumes 220µW whereas a LoRea node consumes 70µW of power.

It must be noted that these approaches toward better energy efficiency
rely on the presence of existing infrastructure that is assumed to be ubiqui-
tous. However, this assumption is true often only in urban environments.
Technologies that rely on the presence of LoRa and WiFi can only modify
packets specific to these technologies to send their payloads. It is because
of the fact that we have better computing resources as well as the ubiqui-
tous nature of WiFi, Bluetooth, and such technologies that we have the
capability to explore alternative ways of leveraging them. This is a new
solution space that may not have been possible to investigate a decade ago;
only now is there the capability as well as a need to delve into it further.

Though backscatter techniques decouple carrier generation and trans-
mission, they still send all the bits of the payload to the reader and maintain
a clear distinction between the application layer and other layers of the com-
munication stack. Improvements in technologies such as edge computing
and machine learning enable us to blur the neat lines of the communication
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stack and explore cross-layer protocols. It is possible to draw inferences
from the application layer and use it to optimize the physical or link layer
for better energy efficiency, easier deployment, or even to leverage existing
infrastructure. Various cross-layer approaches have also been proposed
[46, 47] to optimize communication and analytics for power consump-
tion. Battery-free cellphone [47] reduces power consumption by using
backscatter and analog electronics for transmission and reception. Analog
speech data encoded in the RF transmissions actuate the headphones on
the receiver. Wispcam [46] uses a charge-storage model where the leakage
energy during the charging cycle is used as a cost function to optimize
the capacitor use during the active cycle. Backscatter communication and
fast nonvolatile memory enable quick transfer of the camera image to
a nonvolatile memory before exhausting the capacitor’s supply. These
techniques use the requirements from the application layer to optimize
power consumption to enable battery-free operation.

These backscatter approaches discussed here rely on low power tags
so that a small battery is sufficient if even needed. To achieve longer
ranges, the power consumption of the tags increases. Several solutions
such as LoRa, NB-IoT, SigFox, and Zigbee have been proposed and are
widely used. These technologies that use low power tags and achieve
long communication ranges are referred to as Low Power Wide Area
Network (LPWAN) technologies. Lora[24] uses chirps to modulate data
which offers the advantage of spread spectrum gain. Hence, LoRa has
been shown to achieve ranges of up to 20km in rural settings and 5km in
urban spaces. NB-IoT[27] uses FSK at a narrow bandwidth of 120kHz.
Reducing the bandwidth also reduces the noise floor and hence, enhances
the SNR of the received signal which translates to longer ranges of up to
12km. SigFox[26] operates at an ultra-narrow bandwidth of 0.1kHz and
achieves a communication range of up to 17km. Zigbee[48] uses BPSK at
the 915MHz frequency range and OQPSK at 2.45GHz. It achieves a range



13

of up to 100m. Though all of these technologies achieve long range, none
of the tags are inherently low power consuming. In fact, energy efficiency
is achieved through duty cycling - limiting the frequency at which the
payload can be transmitted or simply putting a cap on the number of
transmissions allowed.

Long communication range of up to 50m is also achieved by cellular
networks[49]. Orthogonal Frequency Division Multiplexing (OFDM)
modulation technique in cellular networks enables a large scale of thou-
sands of devices to transmit concurrently[49, 50]. Though the costs of
using cellular devices are reducing, the power consumption is in the order
of several Watts.

LPWAN and cellular technologies are able to increase the range of IoT
devices to 10s of km. However, several applications that require sensors
to be placed in remote locations also require connectivity. To address
this need, satellite IoT is an emerging field now, and has gathered in-
terest in academia as well as industry. Several companies like Lacuna,
Starlink, and Swarm are now launching their own satellite clusters and
offer sensor nodes that can be bought. These companies also offer various
plans depending on the frequency and amount of data to be transmitted.
Lacuna[29] relies on LoRa as the modulation and has launched 6 out of
240 planned satellites. Swarm[30] has launched 189 satellites so far and
the company has been acquired by Starlink recently. Starlink[31] uses
QPSK and BPSK for downlink and uplink paths respectively and currently
has over 4500 satellites in orbit. All these technologies require substantial
infrastructure and money to launch satellites and build ground stations.

I seek solutions that are not dependent on new or better hardware but
a more efficient means of using available hardware. I propose solutions
to increase the range of batteryless as well as battery-powered devices by
using approaches across multiple communication layers to achieve the
goals of low energy and large scale at long range. The next 3 chapters in
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this thesis address a different realm of technology and propose means
to increase the communication range and scale. In Chapter 3, I present
my work titled PACT where I propose the design and prototype of a pas-
sive tag along with a query-response communication algorithm with the
reader aimed at increasing the communication range and allowing 100s
of tags to respond concurrently. I use the knowledge available to us from
the application layer to optimize power consumption on the tag and com-
pare the effectiveness of PACT against backscatter. PACT saves the energy
expended in transmission at the same bandwidth as backscatter by elimi-
nating the need to send every bit of payload. In Chapter 4, I discuss my
work titled WiChronos where I propose a time interval modulation tech-
nique to achieve a communication range in the order of several km while
maintaining low power consumption. This is directed as an alternate solu-
tion toward LPWAN technologies where I demonstrate that WiChronos is
able to increase the communication range and the system scale without
compromising on energy efficiency. WiChronos effectively sends data
when the devices are in deep sleep mode, thereby saving power. Finally, I
present SatConnect in Chapter 5 which is aimed towards democratizing
the use of existing satellites to achieve connectivity with devices that are
separated by 1000s of km from a ground station. By using existing satellite
clusters, SatConnect reduces the costs associated with very long-range IoT
communication.
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3 pact: improving the communication range of
batteryless wireless tags using active radios

3.1 Introduction
Data-driven optimization is slowly revolutionizing various industries.
This, however, calls for pervasive sensing to generate the necessary data,
which has so far been led by the evolving technologies in IoT. For example,
humidity and temperature control in food and dairy industry is a crucial
topic of academic and commercial significance due to the industry’s di-
rect impact on economy and the health and safety of consumers [51, 52].
Roughly one third of current global fresh produce is thrown away; a bulk of
it is due to non-optimized post harvest handling and storage losses that are
estimated between 0.5% - 10%[53, 54]. The perishable goods transporta-
tion market, which is expected to register a growth of $6.43 billion in the
next 5 years[55], is a critical point for such smart monitoring to reduce food
loss. Over the years, the Food and Drug Administration (FDA) has imple-
mented strict regulations on humidity and temperature (quality) control
in the food supply chain to prevent the spread of food-borne illnesses.
However, the actual implementation of such sensing and traceability is a
work in progress as technology evolves to meet strict cost requirements.
The FDA’s follow-up initiative on “Smarter Food Safety” explores low-cost
technologies to quickly trace a food product throughout the system to
prevent large-scale spread of food-borne illnesses and retain nutrition
of food products [56, 57]. This ability to track and discard “bad apples”
quickly also has a significant impact on the economy [51, 57, 58]. Keeping
the sensing cost low at large scale is crucial in the food industry due to
the already low profit margins. A number of startups and commercial
stakeholders that utilize cloud-based IoT platforms [38, 39, 40, 41, 43, 42]
have emerged to deliver smarter food safety. most of the monitoring is still
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manual, prone to error, and does not scale. Simple, low-cost sensing and
tracking in real-time with data storage from a large-scale of food products
remains an open challenge [59].

The key requirements for practical implementations of such large-scale,
low-cost monitoring systems are,

• Low-power and low-complexity network: In the case of a large number
of low-power sensors deployed for data-driven applications, there is a
need to keep the technology environmentally sustainable.

• Long-range and scalable communication: Specifically in the agriculture
and food industry, the communication range of sensing can be over
hundreds of meters, such as across warehouse/fields. Being able to
easily communicate with multiple sensors in real time is crucial for
process and cost optimization.

• Low-cost and long battery life at scale: With the low profit margins of
the global food industry, keeping the monitoring and maintenance costs
low with long battery life helps easy adoption of the technology.

While Bluetooth-Low-Energy (BLE) is popular among commercial so-
lutions [38, 39, 40, 41, 42, 43], backscatter communication is an emerging
alternative technology to address the low-power and low-cost needs of
monitoring applications [60, 61, 17, 11, 44, 16, 62, 63, 64]. However, since
information is conveyed by scattering back existing signals, the commu-
nication range of traditional backscatter systems is constrained, limiting
practical deployments [11, 44, 16, 10]. We identify three key reasons for
the short range of a passive backscatter system:
RF Energy harvesting range to power the tag,
Reader sensitivity in receiving the backscattered signal in the presence of
self-interference from the excitation signal,
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Fig. 3.1: PACT framework. 1O Source, a transmit-only active radio 1Ob,
broadcasts the Query at 14dBm to the Tag. 2O Source Query supplies
power to the Tag and asks a specific Question for the Tag to compare. The
harvesting range of PACT determines the maximum distance between the
Source and the Tag. 3O(a) RF harvesting unit on the Tag stores energy
on the 3O(b) 6.8µF storage capacitor and supplies power to the 3O(c) low
power wake up receiver, 3O(d) FPGA, and 3O(e) the AX5043 active radio on
the Tag. The wake up receiver detects the Preamble and Question which
are compared digitally on the FPGA and the output of the Question match
triggers the active radio. 4O Tag response from the active radio transmitted
at 0dBm is FSK modulated with 15kHz BW at 1.2kbps baud rate and a
2dBi whip antenna. (5) Reader with a sensitivity of -95dBm to support
400m communication range receives Source Query and the Tag response.
It uses a 25 dB gain power amplifier. The wideband USRP receiver 5O(a),
using digital filters, receives Tag response from multiple channels 5O(b)
and relays it to cloud.

Dual path loss faced by the backscattered signal. While research on
energy-harvesting [65, 66] and alternate architectures [9, 67, 12, 68] have
addressed (1) and (2), dual path-loss is an inherent characteristic of
backscatter due to the distance traversed by the backscattered signal [69].
The limited range due to dual path loss in turn demands the use of more
readers to communicate over larger areas, which affects scalability. Hence,
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backscatter-based systems do not meet all the needs of large-scale, low-cost
monitoring systems.

In this work, we propose PACT (Passive communication with ACTive
radio), a scalable communication system that improves the energy effi-
ciency and communication range of battery-less Tags by leveraging the
knowledge asymmetry in monitoring and tracking systems. Consider a
smart temperature monitoring system in a food storage unit, where each
product is sensitive to a certain range of temperature. A food safety con-
cern arises when the temperature is outside its sensitive range [70, 71];
which is typically known apriori [72, 73]. PACT leverages this prior knowl-
edge and designs the Source to send a specific Query, which has the dual
purpose of powering the Tag as well as querying the Tag. As illustrated
in Figure 3.1, our proposed system consists of a Source 1O, a Tag 3O, and
a Reader 5O. A PACT Source is an RF excitation source that broadcasts a
Query 2O using an active radio transmission. The Source Query is designed
to power the battery-less Tag, which harvests energy from the Query it-
self. It also includes specific questions to the Tag e.g., “Is the temperature
below 30 F?”. A PACT Tag compares the sensor data with this Question
and responds with a yes or a no using an active radio 4O. A PACT Reader
listens to the Tag response, and uploads it to a cloud server. A PACT Tag,
thus, improves the communication range by transmitting a short yes/no
response using an active radio, while still operating only on energy
harvested from the Source query, rendering the Tag battery-less.

Although the yes/no responses are short and consume lesser energy
than sending the actual sensor data, the active radio is energy-consuming.
In order to power this active radio, we design an energy harvesting circuit
to maximize the harvesting range and efficiency. Additionally, the Q&A
format of PACT provides the desired flexibility for monitoring and tracking
systems to ask different questions (frame different queries) for different
products and environments. Finally, offloading the data encoding to the
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Source through queries simplifies the Medium Access Control (MAC),
one of the major challenges in practical deployments of RFID [74, 75].
PACT network is divided into Tag groups, where the Source queries all the
Tags in a Group using their Preamble. Each Tag concurrently responds
in a unique channel (up to 520 channels with 15kHz BW) in the 902-928
MHz band, leveraging Frequency Division Multiple Access (FDMA). As
the network grows, new groups with distinct Preambles are created and
queried sequentially. By leveraging Time Division and Frequency Division
Multiple Access, PACT allows hundreds of Tags to co-exist and the network
to scale without affecting latency or energy efficiency. We perform real-
time evaluations to show that a PACT Reader can communicate with an
estimated 520 battery-less Tags in a single group placed at distances of
up to 0.4 kilometer concurrently.

In summary, we leverage the knowledge asymmetry in monitoring and
tracking systems to query Tags that respond with a yes or no, towards
realizing a scalable, low-cost, and long-range communication network of
battery-less Tags. Specifically our contributions are the following:

• We propose a scalable, ultra-low-power communication paradigm that
uses prior knowledge at the excitation Source to Query a battery-less
Tag that harvests RF energy from this query. Our proposed Tag con-
sumes energy as low as 23µJ for its operation. This includes the energy
consumption of an active radio on the Tag that improves the communi-
cation range of the passive Tag to nearly 400 meters.PACT combines the
strengths of active radio communication and passive tags operating on
harvested energy.

• We design a custom energy harvesting front end to enable battery-less
operation of a PACT Tag. We design an ultra low power envelope detec-
tor and a digital comparator to demodulate and decode the Query from
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the Source. We implement and experimentally verify the RF energy-
harvesting circuit that powers the PACT Tag.

• We propose and implement a hybrid Time-Frequency division MAC
to allow the co-existence of large scale of Tags avoiding collisions and
reducing network latency compared to state-of-the-art. We show that
a group of 520 Tags can communicate with one Reader concurrently,
increasing the network throughput.

• We prototype a PACT Source, Tag, and Reader using commercial off-the-
shelf (COTS) components on a PCB and experimentally demonstrate an
RF energy-harvesting range of 24 meters to operate a Tag that consumes
23µJ energy, and achieves a communication range of over 400 meters.

The rest of the chapter is organized as follows: section 3.2 presents an
overview of PACT system design. In section 3.3, we present in detail the
Source Query design, Tag Design, Tag Response, and expected throughput
of PACT. In section 3.4, we propose a hybrid MAC protocol that allows
PACT to scale and Tags to coexist in a network, followed by section 3.5
where we describe our implementation, hardware, and settings used. sec-
tion 3.6 evaluates the range, energy, latency, and coexistence performance
of PACT. We identify use cases of PACT in section 3.7, and related works
in section 3.8.

3.2 An overview of PACT system design
The goal of this work is to develop a communication paradigm that can
address the low-cost, long-range, and large-scale needs of real-time moni-
toring systems. Building on top of low-power backscatter communication
principles, we design and prototype PACT, a communication system that
leverages knowledge asymmetry to improve the range of a large-scale
network of battery-less Tags. PACT is particularly useful in applications
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where it is critical to understand the range of data and not its absolute
value.

As illustrated in Figure 3.1, our proposed system consists of a Source,
a Tag, and a Reader. The Source is a transmit-only active radio, that broad-
casts an Amplitude Shift Keying (ASK) Power-up sequence (train of bit 1s)
followed by an ASK modulated Query. The Tag harvests energy from the
power-up sequence. On harvesting sufficient energy from this sequence,
the Tag wakes up, listens, and demodulates the Query from the Source
using an envelope detector. It then compares its sensor data with the
received Query and responds with a “yes” if there is a match, and a “no”
otherwise. The Reader is a simple receiver that listens to both the Query
from the Source and the Tag response. The Tag response is transmitted
using an active radio and faces only one-way path loss from the Tag to the
Reader; the active radio avoids the dual-path loss and thus overcomes the
range limitation of backscatter. The communication range of a PACT Tag,
therefore, depends only on the distance between the Tag and the Reader
and the Tag’s modulation characteristics. The improved communication
range of PACT allows us to deploy a single Reader to communicate with
hundreds of Tags concurrently. We design a 3-node architecture with a
decoupled Source and a Reader to simplify the infrastructure and reduce
costs. Source being a transmit-only radio that broadcasts ASK modulated
queries, can be battery-powered and low-cost as it goes to low-power sleep
mode between queries. The Reader on the other hand, requires a con-
tinuous power supply as it is always on and listens for Source queries
and Tag responses. Additionally, the Reader is computationally more
complex than the Source as it receives from multiple channels to process
Tags concurrently, making it more expensive than the Source. Therefore,
by separating the Source and the Reader and improving the Tag-Reader
communication distance, we reduce the number of power-hungry Read-
ers, in turn reducing the overall infrastructure cost. In addition, energy
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harvesting limits the Source to Tag distance but not the Tag to Reader
distance. Hence, the decoupled system allows strategic coverage of large
areas with distributed inexpensive Sources and Tags, while using a single
Reader to cover the entire range.

Two main design choices pave way for the battery-less operation of
PACT Tags employed with active radio. First, the Tag responses (yes or
no) are short and hard-coded on the Tag; since the answer to a Query is
either yes or no, Tag response is independent of the length of the sensor
data. Therefore, despite the higher power consumption of active radio,
its on-time is much smaller, resulting in a lower energy consumption
than that of backscatter tags. Second, to reduce the on-time of the Tag,
we leverage a low-power envelope detector as a wake-up receiver that
activates the rest of the Tag only when a valid Query is received. This in
turn reduces the overall Tag energy consumption. Thus a PACT Tag (with
active radio) can operate in real-time using only the energy harvested from
an off-the-shelf RF transmitter as the Source and a decoupled receiver as
the Reader.∗All the circuit diagrams, PCB files, and software to recreate
PACT have been made publicly available [76]†.
PACT Source Design: We implement a PACT Source using TI CC1125 [77]
as the radio with MSP430 [78] as the microcontroller (MCU) interface.
Periodically, the MCU triggers the Source to transmit an ASK modulated
Power-up sequence and a Preamble, to wake up the Tag, followed by the
question; e.g., “Is the input less than 30?”. For outdoor range experiments,
the Source EIRP is set to 16 dBm - maximum transmit power of CC1125 is
14 dBm, along with an antenna gain of 2dBi. This is within the FCC limits
of 30dBm. The Source operates in the 902 - 928MHz ISM band at a baud
rate of 9.6kbps. In section 3.3.1, we present our Query design in detail.
PACT Tag Design: Figure 3.1 summarizes the prototype of a PACT Tag that

∗The number of queries and the maximum length of a Query depends on the appli-
cation; an optimal Query design is part of future work.

†https://github.com/UW-CONNECT/PACT
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Table 3.1: Comparison of State-of-the-art ultra lower power communication
technologies

Technology Battery less tag Comm. range > 10m Number of concurrent tags>10
Active RFID [79] ✗ ✓ ✓
WiFi Backscatter [15] ✓ ✗ ✗

BLE Backscatter [80] ✓ ✗ ✗

Passive RFID [65] ✓ ✓ ✗

HitchHike [44] ✓ ✓ ✗

PLoRa [12] ✓ ✓ ✗

LoRa Backscatter [9] ✓ ✓ ✗

LoRea [67] ✓ ✓ ✗

PACT ✓ ✓ ✓

includes an energy harvesting module, an FPGA (Digital Comparator)
for Preamble and Query matching, and an active radio that responds to
the Reader. The Tag includes a half-wave rectifier with a 15-stage Dickson
charge pump with Skyworks SMS7630-040LF [81] Schotkky diodes. These
diodes have a low forward voltage drop and hence function even at low
incident powers. The Tag is able to harvest energy from incident RF power
as low as -21.67 dBm. The antennas on the Tag are impedance matched
using an LC Ell network and the L and C values are obtained from ADS
Smith chart utility. The storage capacitor is 6.8 µF, designed to meet the
energy needs of our PCB with the FPGA and the active radio.

The Tag includes a wake-up circuit and digital comparator to check
for valid Query. We implement the low-power wake-up circuit using
Skyworks SMS7630-040LF [81] diode in the envelope detector and the
comparator [82] to decode the received bit. Our digital comparator circuit
is designed on Lattice Semiconductor’s iCE40LX FPGA chosen for its low
power consumption and its easy-to-use development toolchain. The com-
parator ensures that the wakeup circuit activates the Tag on the reception
of a valid Preamble. The output of this comparator triggers the active
radio for transmission of Tag’s response. We use ON Semiconductor’s
AX5043 transceivers [83] operating in the 902-928 MHz ISM band using
FSK modulation as the radio. AX5043 is chosen for its low current of
7.5mA at 0dBm transmit power and consumes 14.85µJ of energy at an
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operating voltage of 1.8V to transmit a 2-byte payload. We discuss this in
detail in section 3.3.2.
PACT Reader Design: Our proposed Reader can be implemented using
any off-the-shelf RF receiver with ASK and FSK demodulator to receive
the Query and the response respectively. However, in order to evaluate
multi-channel operation of the proposed MAC protocol, we design an
FSK demodulator using USRP B200 that can filter multiple channels, de-
modulate Tag response in each channel, and thus support multiple Tags
simultaneously as shown in Figure 3.1. Our implementation can support
520 unique channels concurrently.

In summary, PACT combines the strength of RF energy harvesting with
the benefits of active radio to improve communication range of battery-less
Tags. In Table 3.1, we present the energy-range-scale tradeoff of recent
ultra-low-power communication. Technologies that support battery-less
tags using ambient signals have low range (rows 2-3). While backscatter-
ing using dedicated excitation source can improve the range of battery-less
tags, they cannot support a large number of tags due to collisions and
interference (rows 4-8). Although active RFID can communicate over long
range and accommodate large scale, it requires battery to power tags.

3.3 PACT System design
In this section, we present in detail the algorithm and system design of
the PACT Source, Tag, and Reader, towards our goal of improving the
communication range of the battery-less Tag with an active radio.

3.3.1 Query Design at the Source

PACT Source delivers energy to the Tag as well as assist in data encoding
by querying the Tag with a specific Question. The proposed Query format
consists of three segments as shown in Figure 3.2 (b). The first segment is a
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Power-up Sequence; a train of bit 1s that provides sufficient energy to power
the Tag which then demodulates the Query to respond. In order for the
Source to be energy-efficient with a low-latency Q&A session, we derive
the shortest Power-up Sequence required to charge the Tag. The sequence
length (in bits) depends on the baud rate (R bps) of the Source and the
time to charge the Tag to the desired voltage. For a known charging time,
tc, to charge to the desired voltage, VD, the optimum length of power-up
sequence is,

Power-up sequence length (bits) = tc ∗ R. (3.1)

We design and optimize an energy harvesting unit to reduce tc and de-
crease the Power-up Sequence length.

The next segment is a Preamble that is used by the Tag to verify the
validity of the query; it also serves as the Tag address. If each Tag has a
unique Preamble, its length is at least log2(Number of Tags). Such long
Preambles are not desirable as it requires long digital comparators at the
Tag. Additionally, querying each Tag sequentially will increase the network
latency. To overcome this, we propose a MAC protocol, discussed in detail
in section 4.4.4, to query and receive from hundreds of Tags concurrently
and reduce network latency. The last segment of a Query is the Question
itself. We leverage the prior knowledge about the sensor at the Tag to ask
questions of the format “Is sensor data below X?” by sending X whose
length exactly matches the resolution of the Tag data.

In other words, the Tag is designed to receive X and proceed to answer
“Is sensor data below X?” by comparing X to its sensor data. In order to
determine if the sensor data is below X, we introduce Control bits, which
serve as a mask for each bit of the Question. For example, the Source can
ask the Tag if the data is less than 128 by sending an 8-bit Question with
the Most Significant Bit (MSB) set to “0”. A successful comparison of MSB
is sufficient to conclude if the sensed data is less than 128. All the other
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Fig. 3.2: (a) Externally powered PACT
Source transmits a (b)Query that consists
of a power-up sequence to charge the
battery-less Tag, Preamble to check for
Query validity, and Question to be com-
pared with the sensor data. (c) Battery-less
Tag responds with an active radio.

Fig. 3.3: PACT vs RFID
capacitor charge-discharge
pattern. Backscatter excita-
tion source is ON through-
out the operation. PACT
Source is ON only till the ca-
pacitor charges to Vmax.

bits are masked by enabling the control bit corresponding to the MSB
and disabling comparison of all other bits. More details on control bits
are presented in section 3.3.2. The proposed Query format with control
bits offers flexibility in the resolution of the data being queried with an
optional choice of all 1s as control bits to know the exact match.

3.3.2 Tag Design

The Tag is activated by harvesting energy from the Query following which
it demodulates and receives the Question, compares it with the sensor data
and responds accordingly using an active radio. Since the query reception
and the active radio are powered by the harvested energy, it is crucial that
the Tag design is extremely energy efficient. In this section, we present
our design of each component in the Tag block presented in Fig. 3.1.

Energy Harvesting Unit:

The harvesting circuit of the Tag includes a half-wave Schottky diode-
based rectifier to convert the incident RF energy to DC voltage. It is then
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amplified by the following stages of Dickson charge pump. Schottky
diodes with low forward-bias voltage enable the Tag to operate at low
incident powers [84, 85].

The energy harvesting unit of PACT differs from backscatter systems
in one key aspect: backscatter tags harvest energy throughout their op-
eration, while PACT Tags harvest energy for a predefined duration and
then use it to operate the Tag. In other words, the incident RF power at the
backscatter tag must be above a threshold such that the storage capacitor
can be charged in real-time. At distances over 15m, although it is possible
to harvest the necessary energy, the time to harvest increases due to the
reduced harvesting efficiency at lower incident power. Based on our exper-
iments, this increase in harvesting time affects real-time operation. On the
other hand, a PACT Tag first harvests energy from the power-up sequence
and then turns the rest of the Tag ON to process. At higher distances with
lower incident power, it can still harvest sufficient energy from a longer
power-up sequence. Therefore, by designing the power-up sequence to
match the charging time of the capacitor, we improve the harvesting range
of PACT.

This decoupling of energy harvesting and Tag operation changes the
demands on the storage capacitor of a PACT Tag. We illustrate the charging
and discharging pattern of an backscatter tag and PACT Tag in Fig. 3.3.
We note that a backscatter tag need not store energy, as the excitation
source is on throughout the operation. Hence, a small capacitor that can
charge/discharge quickly is preferred for backscatter tags. The PACT Tag ,
however, has two unique requirements: - the time taken to charge must
be small to optimize the power-up sequence length and the total energy
stored in the capacitor must be high to operate the active radio. However,
these are conflicting needs, as the total energy stored and the time to
charge have a conflicting relationship to the size of the capacitor: smaller
capacitors charge faster but store less energy.
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Additionally, the voltage across the storage capacitor must be at least
Vmin, the minimum voltage required to operate the Tag components,
including the active radio. We design the energy harvesting circuit to
meet the energy and voltage needs of the Tag. To enable faster charging,
we optimize for the storage capacitor to be the smallest capacitance that
can charge to the desired voltage, VD > Vmin AND store enough energy
to ensure error-free Tag operation. Charging to a higher than required
voltage ensures that the Tag will have responded by the time the capacitor
discharges to Vmin. We refer to the total energy supplied by the capacitor
in discharging from VD to Vmin as the usable energy as shown in Fig. 3.3.
The energy consumption of the Tag, Etag, must be less than the usable
energy, Euse, given by:

Etag < Euse, where, Euse =
CV2

D

2 −
CV2

min

2 (3.2)

We first determine the capacitor satisfying this inequality. Then, we
increase the number of amplification stages from 4 (typical in backscat-
ter [84, 17]) to 15 to generate the adequate voltage for operation, Vmin,
while keeping charging time low [84]. This optimization improves the
harvesting range by allowing our storage capacitor of 6.8µF to charge to the
desired voltage even at low incident powers. While an RFID tag requires
atleast -15dBm incident power, a PACT Tag can charge from -21.67dBm
incident power by harvesting for a longer duration.

µW Power Wake-up Receiver and Demodulator

On harvesting sufficient energy, the Tag must start receiving samples.
Since our Tag is battery-less, an ultra-low-power demodulator is required.
Following the design principles of other low-power wake-on radios in
RFIDs and WISP [17, 34, 35, 86, 37, 87, 88, 36], as shown in Figure 3.1, the
next stage of the Tag is an envelope detector. We design the Preamble
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Fig. 3.4: Digital comparator circuit with control bits for Preamble and
Question comparison implemented on the FPGA. Control bits mask

Preamble/Question bits not to be compared allowing real time changes in
the resolution of sensor data.

and the Query transmitted by the Source to be amplitude modulated.
On the Tag, a Schottky diode-based envelope detector and an ultra-low
power comparator is used to detect, demodulate and digitize the received
samples to bit0 or bit1. To do so, a voltage divider holds a threshold on the
negative input of the comparator to half of the input power that is received
on the antenna. This allows the circuit to adapt to various power levels
and receive at longer distances. The received bits from the comparator are
stored in shift registers and compared with the known Preamble at the
Tag to verify the validity of the received query. In order to conserve the
harvested energy, the rest of the Tag is ON only upon detecting a valid
Preamble.

Digital Comparator to Validate Preamble and Question:

The digitized Preamble bits are compared with the Preamble assigned to
the Tag to check its validity. This preamble check should have low false
negatives so as not to miss any Query from the Reader and it must also have
low false positives to ensure that the Tag is not triggered ON unnecessarily.
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We propose a digital comparator that is resilient to fluctuations in incident
power while consuming low energy to conserve the harvested energy [89].
The received Preamble is compared bit-wise with known, tag-specific
preamble using XNOR gates as illustrated in Fig 3.4. Upon a match, the
XNOR gate sets the output high (bit “1”). The result of each bit comparison
is input to an AND gate. When all the bits match, the output of all the
XNOR gates and hence the AND gate is high. Even if one of the Preamble
(or Question) comparison fails, the AND gate output is pulled down (bit
’0’). Therefore, a bit “1” output of the comparator indicates a valid query,
triggering demodulation of the rest of the query.

The Question follows the Preamble in the Query. The above digital com-
parator for checking preamble validity is reused for bit-wise comparison
of the Question segment with the Tag data. For Question comparison/-
match, the received question bits replace the Preamble bits and the Tag
data replaces the stored Preamble in Figure 3.4. A Source Query is of the
format “Is sensor data below X?” In order to perform this greater than
or less than comparison, we propose a modified comparator circuit with
control bits.

We design the Source to send a set of control bits for each corresponding
Preamble (and question) bit. For example, in order to ask a 16-bit question
or preamble, a Source would send 16 control bits ahead of the question or
preamble. The control bits are active low i.e., a control bit ’0’ indicates
that the corresponding question bit must be compared. A control bit set
to ’1’ implies that the corresponding question or preamble bit is not to
be compared. The output of the XNOR gates that indicate whether there
was a match, along with the control bits, is fed to the OR gate. When the
control bit is set (bit value of ’0’), the output of the OR gate is equal to
that of the XNOR gate. This means that the OR gate outputs ’1’ if the
corresponding bits match and ’0’ when there isn’t a match. When the
control bit is not set (bit value of ’1’), the output of the OR gate is always
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’1’.
Consider the truth table in Fig 3.4. Y is the control bit and X is the

output of the XNOR gate that indicates a match (or not). Any time Y, the
control bit, is ’1’, the output is masked to ’1’, irrespective of the value of X.
When the control bit, Y, is ’0’, the output of the OR gate is the value of X,
which is the output of the XNOR gate. The control bits can thus override
the output and in doing so, provide bit-wise question flexibility to the
Source; the Source can query the Tag on whether the sensor data is below
a value by masking appropriate question bits. Irrespective of the XNOR
output regarding bit match, the output is masked and is not considered.
The addition of a few OR gates doesn’t affect energy substantially but
provides for immense flexibility and bit-wise granularity to the matching
circuit. This digital circuit can be implemented with a small budget of 794
transistors. The proposed Tag with mostly passive components for Query
reception and comparison is energy-efficient and we show that it operates
only on harvested energy even at distances up to 24 meters.

3.3.3 Tag Response and Reader Design

To improve the communication range of a battery-less PACT Tag, we pro-
pose the use of active radio for the response. However, an active radio is
power-hungry; most Commercial Off The Shelf (COTS) radios draw be-
tween 5 and 50mA current depending on the transmit power. For instance,
CC1125 [77] consumes 220mJ of energy to transmit a 16-bit payload (and
a 2-byte header) at a baud rate of 9.6kbps. RF harvesting will be insuffi-
cient to power the Tag. In this section, we design the response format to
be energy-efficient in order for the Tag to be battery-less. To reduce Tag
energy (power× duration), we design a short response that renders the
radio ON time (and hence energy) low enough to be operated using har-
vested energy, in turn allowing the Tag to be battery-less. In our prototype,
a 16-bit, FSK modulated response is sent at 915MHz at 1.2kbps baud rate
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and 0dBm power.
First, we assign a unique bit sequence to transmit yes and no in response

to the question from the Source. On receiving a Query and matching the
data, the Tag activates the active radio to send the corresponding response
(yes or no). Therefore, irrespective of the Query length and/or the number
of queries, the duration of a Tag response is constant, and is equal to the
length of yes or no. Second, we estimate the energy required by the active
radio to send a response prior to system setup. Using this estimated energy
as Etag in Eqn 3.2, we determine the overall energy consumed by the Tag
which will determine the energy harvester configuration. It can be noted
that the Tag energy is directly proportional to the duration of the Tag
response. If each Tag is assigned a unique bit sequence for yes and no,
the response length will increase with the increasing number of Tags. We
leverage FDMA (described in detail in section 4.4.4) to maintain short
response length. Additionally, with the help of wake-on radio and digital
comparator, the active radio remains in sleep/dormant mode until the
comparison is complete. We further decrease the energy consumption
of the Tag by reducing the transmit power of the active radio to be close
to 0 dBm. Due to the simplicity of the active radio, any COTS radio that
satisfies the energy budget can be integrated with the proposed Tag. We
discuss the Tag implementation and its components in detail in section 3.5.

3.3.4 System Throughput

Due to the question and answer format of PACT, the network throughput
characterization is not straightforward. It depends on the number of
queries, baud rate of the query, baud rate of response, and the length
of the sensor data. While reducing the power-up sequence can improve
network throughput by reducing the duration of the Source query, it will
lead to lower harvesting range. Therefore, for a given harvesting range,
the maximum number of queries that can be broadcast per second by the
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Source is determined by the minimum power-up sequence length. We
evaluate this relation in detail in section 3.6.1. Network throughput also
depends on the baud rate of the response. While higher baud rate allows
the Tag to respond faster, the BER (bit error rate) performance of the
response suffers at higher baud rates, limiting the communication range.
We evaluate the BER performance of Tag responses for different baud
rates at increasing communication range in section 3.6.3. Finally, smart
Query design can reduce the total number of queries required, in turn
improving the network throughput to obtain sensor information with the
fewest number of questions. In conclusion, due to the question-answer
format, we expect the data rate of a single PACT Tag to be lower than most
comparable technologies. However, the overall network throughput can be
improved by optimizing the number of queries, modulation characteristics
of the Query and response. In the next section, we present our MAC
protocol that can accommodate hundreds of PACT Tags to coexist and
communicate concurrently to a Reader, further improving the network
throughput.

3.4 Scalablity and co-existence of PACT tags
So far, we have focused on a single link with a Source, a Tag, and a Reader.
In this section, we focus on the co-existence of multiple Tags in a network
with one Source and one Reader, a common topology in practical deploy-
ments of applications discussed in Section 3.7. When multiple Tags are
within the harvesting range of the Source, more than one Tag could receive
the Query and respond. Since the Tags are powered by the Query, the
time to harvest, process Preamble and Question, and then respond, is
comparable; hence their responses are transmitted concurrently, leading to
collisions. A MAC protocol is thus required to uniquely identify each Tag
as well as overcome any collisions that may occur as a result of concurrent
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Fig. 3.5: Illustration of PACT’s Hybrid MAC protocol : The Source queries
a Group, where all the Tags share the same Preamble. The Tags respond

concurrently in unique channel which are received by a wide band
Reader. The Source proceeds to repeat this for each Group sequentially.
Arrow colors in the Tag response indicates a unique frequency channel

responses from the Tags.
One of the widely used anti-collision protocols in RFID is based on

Time Division Multiple Access (TDMA), where the Reader interrogates
the Tags sequentially [90]. Tag-Driven and Reader-Driven TDMA have
also been proposed in backscattering systems [90]. While TDMA-based
querying can eliminate collisions, it increases the overall latency. FDMA
is not widely used due to the need for oscillators for frequency shift [91].
FDMA also limits the bandwidth (BW) per Tag; lower BW increases the
ON-time and energy consumption of the Tag.

We propose a hybrid MAC protocol that is energy efficient at the Tag
and the Source; it combines the advantages of TDMA and FDMA to reduce
collisions. During system setup, we assign each Tag a unique two-tuple
address: (Preamble, Center Frequency). The Tags are divided into non-
overlapping Groups; each Group has a Preamble i.e., all the Tags within a
Group share the same Preamble. Each Tag within a Group is then assigned
a unique center frequency (Channel) for the response. When a Source
queries with a specific Preamble, all the Tags in the vicinity harvest and
perform Preamble comparison. Only those Tags whose received Preamble
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match their stored preamble proceeds to demodulate and compare the
Question. Depend on the match outcome, the Tags respond a yes or no in
their assigned Channel, leveraging FDMA. The Source then continues to
Query the next Group with its corresponding Preamble, similar to TDMA.
Since each Tag with the same Preamble is assigned a unique frequency,
their responses do not collide and are received successfully at the Reader.
As the frequencies are reused across Groups, the bandwidth per Tag is
higher than that of standalone FDMA. A broadband Reader listening to all
the Tags performs FFT to identify all the Tags that replied simultaneously.
Thus, the Source utilizes TDMA to query Groups sequentially and the
Tags utilize FDMA to respond concurrently.

Fig 3.5 illustrates our proposed MAC protocol in a network with one
Source, one Reader, and six Tags divided into two Groups. Source first
broadcasts a Query with the Preamble set to Preamble1 to query all the
Tags in Group 1; Tags can be in arbitrary locations within the harvesting
range. After the Query match, Tags in Group 1 reply yes or no at their
pre-allocated center frequencies, indicated by Channels 1, 2, and 3. The
Source then broadcasts the next Query with the Preamble set to Preamble2
to query the Tags in Group 2. Tags in this Group reuse Channels 1 to
3 to respond. Since the two Groups are queried separately, there will
be no collisions between Tags across Groups. We optimize the address
allocation to maximize the number of Tags without compromising the
energy efficiency of each Tag. We propose the following approach to
choose the number of channels (and hence Tags) per Group such that the
energy consumption of the Tag is minimized. The energy consumption
of a Tag (Etag) as shown in Eqn 3.3 depends on the voltage (Vmin), the
current consumption (I), and ∆t, the time period for which the Tag is ON.
To conserve energy, we choose radio modules that can work at low Vmin,
consume a lower current (I), and/or reduce the "on" time of the radio.
For a given radio, Vmin and I are fixed. Since the ON time of the Tag’s
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active radio is inversely proportional to its BW of operation (as baud rate
is directly proportional to the BW) [92], a higher baud rate has lower ON
time and hence lower energy consumption.

Etag−radio = Vmin ∗ I ∗ ∆t; ∆t ∝ 1
BW

; BaudRate ∝ BW (3.3)

We first determine the energy budget of the Tag radio, Etag−radio to be the
difference between the tag energy (except radio) and harvested energy. By
substituting the voltage and current drawn by the active radio in Eqn 3.3,
we determine the acceptable response duration ∆t. The maximum number
of Channels that can be assigned with a baud rate such that the response
duration per Tag is ⩽ ∆t determines the number of Tags per Group. The
number of Groups is then the ratio of the total number of Tags to the num-
ber of unique frequencies. Such a design allows co-existence of multiple
tags while maintaining the energy efficiency and range of a single link.
We evaluate the tradeoff between the number of frequencies, latency, and
energy consumption in section 3.6.5.

3.5 Implementation
We implement the PACT system shown in Figure 3.1 using COTS compo-
nents and verify the end-to-end performance through simulations and
real-world experiments. The prototype used in our experiments is shown
in Figure 3.6. All the software, PCB files, and circuit diagrams to recreate
the prototype have been made publicly available [76].

Source Implementation:

PACT Source is prototyped using an MSP430 [78] connected to CC1125 [77]
radio. The MCU maintains the radio in ASK transmit mode and transmits
a Query consisting of the power-up sequence, Preamble, and Question.



37

Fig. 3.6: (a) Source implemented on CC1125 with 2dBi whip antenna (b)
PCB prototype of battery-less PACT Tag: RF front end with 2dBi whip
antenna is impedance matched. Harvesting unit stores energy on the
6.8µF capacitor, which supplies power to the wake-up receiver, Lattice
iCE40 TinyFPGA, and the AX5043 active radio. AX5043 transmits a 2-byte
FSK modulated response at 0dBm and 15 kHz BW. (c) USRP B200 with
ZHL-42W power amplifier and 2dBi gain whip antenna as Reader

The power-up sequence is a train of bit 1 whose length is determined by
the charging time requirement of the Tags. The Preamble and the Question
are 8 bits long; along with 8 control bits each, these are transmitted as a 16
bit value. We use a 2dBi gain, quarter-wave whip antenna and the power
level at CC1125 is set to its maximum value of 14dBm, thereby achieving
an EIRP of 16dBm, well within the FCC limits. The code used for CC1125
transmitter is located at Source/Software [76].

Reader Implementation:

PACT Reader is implemented on USRP B200 as radio, programmed using
GNU Radio. ASK demodulator in the USRP receives the Query transmit-
ted by the Source. FSK demodulator in the USRP receives Tag responses
in the 902 - 928 MHz band at a baud rate of 9.6kbps. In experiments that
use a single Tag, the USRP receives a signal bandwidth of 200kHz at a
sampling rate of 200 ksamples/s. We use a band pass filter aligned to the
center frequency of the Tag response with 30 kHz passband and 100dB
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stopband attenuation. Demodulation is done using the quadrature demod
block set to deviation of 5kHz to match the Tag response. However, in
experiments where multiple Tags transmit in different channels, the USRP
receives a wide band signal at a bandwidth of 2.4MHz and a sampling
rate of 2.4 Msamples/s. Parallel band pass filters aligned to the center
frequency filter the received samples and downconvert samples in each
channel to 120 ksamples/s, which are demodulated to infer the Tag re-
sponse in each channel. A wideband whip antenna with less than 1dBi
gain is connected to a power amplifier [93] providing 25dB gain to the
USRP Reader. The PACT design files are being open sourced at [76]. GNU
Radio files and other software for Reader implementation may be found
under Reader/Software [76]

Tag Implementation:

Figure 3.6(b) summarizes the prototype of a PACT Tag that harvests energy
from the Query to operate. PCB files of the Tag and FPGA code may be
accessed under Tag/Hardware and Tag/Software [76].

Energy Harvesting (EH) module:

The first module in the Tag is the EH circuit. Our proposed EH circuit
(section 3.3.2) includes a half-wave rectifier with a 15-stage Dickson charge
pump. ADS (Advanced Design System) simulations were used to study
the impact of the number of stages and storage capacitor. We use the
SPICE model of the Skyworks SMS7630-040LF [81] diode for accurate
simulations (Figure 3.6(c)) which enabled us to easily modify the number
of stages from 4 to 15 and storage capacitors in the range of nF to µF, and
choose the optimal capacitor. We choose VD and Vmin as 1.8V and 4V
to provide sufficient energy at the capacitor whose transient response is
shown in Fig. 3.3. The antennas used on the Tag were impedance matched
using an LC Ell network; the optimum values of the LC matching circuit,
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6.5nH inductor and 1pF capacitor, are obtained using Keysight ADS’ Smart
Component functionality‡.

The choice of Cstorage depends on the total Tag energy and Vmin. The
total energy largely depends on the active radio. For our choice of active
radio (described later in this section), Vmin is 1.8V. TI TPS7B88 and ON
Semiconductor NCP718 Low-dropout (LDO) voltage regulators are used
for 3.3V and 1.8V supplies to the FPGA and radio respectively and require
300mV as the minimum input. ADS simulations indicated that the smallest
capacitor needed for a Tag with AX5043 is 6.8µF; hence, we use that in our
hardware implementation.

Wake-up and digital comparator circuit:

Following the EH block, the Tag checks for valid Preamble and Query.
We implement the low-power wake-up circuit using Skyworks SMS7630-
040LF [81] diode in the envelope detector and an ultra-low power comparator[82]
to decode the received bit. The comparator operates without any feedback
and the output is pulled up to VDD or down to 0 depending on the result
of the comparison. Our prototype of the digital comparator is designed
on the TinyFPGA BX using Lattice Semiconductor’s iCE40LX FPGA [89].
We chose the iCE40LX for its low power and its easy-to-use development
toolchain. The digital matching circuit ensures that the wakeup circuit
activates the Tag if and only if a valid Preamble is received.

Active radio on the Tag:

We use ON Semiconductor’s AX5043 transceivers [83] for the active radio;
it operates in the 902-928 MHz ISM band using 2-FSK. We use AX5043 for
its low current of 7.5mA at 0 dBm transmit power, consuming 14.85µJ of

‡To optimize the impedance matching circuit below -15 dBm power, a variable capac-
itor is needed to account for manufacturing tolerances of capacitors affecting the precise
matching required for optimal harvesting efficiency.
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Fig. 3.7: Experimental outdoor
set up in a 500 m x 500 m open

field to evaluate communication
range.

Fig. 3.8: Indoor Setup in a 15m x
10m lab space with up to 8 Tags

distributed within 24 meters
from the Source

energy. The response consists of an 8 bit header (alternating 0s and 1s)
followed by an 8-bit response (yes or no) to the Query. Upon a match, a
yes response is transmitted by all bit-1 s and a no response is transmitted
by all bit-0 s. Upon receiving and successfully matching the Preamble, the
FPGA turns the radio ON and transmits the 16-bit response. In outdoor
experiments where multiple Tags transmit concurrently, we use MSP430 to
emulate the FPGA. In these experiments, the MSP was externally powered
through a battery and did not use harvested energy. The 2-FSK modulated
Tag response is transmitted at a baud rate of 9.6 kbps and 0dBm power.
Multiple Sources associated with various Tag groups can be placed up to
400m from a single Reader. In our experiments, we test the worst case by
placing the Source and the Tags 400m from the Reader.
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3.6 Evaluation
We use the hardware prototype described above and evaluate the func-
tionality and correctness of our proposed communication system. We
evaluate and present our experimental results on the following metrics:

1. Coexistence and Communication Range : We evaluate the maximum
achievable communication range between a PACT Tag and a Reader,
when the Tag is within 24 meters from the excitation Source (maximum
harvesting range). We also study the coexistence of 5 Tags in this
experiment.

2. Harvesting Range and Communication Range : We characterize our
EH unit at various harvesting distances from the Source and evaluate
the relation between harvesting and communication ranges. We ex-
perimentally evaluate the sensitivity of the Tag at decreasing incident
powers.

3. Throughput and RF Energy Harvesting Range : We evaluate the max-
imum number of queries that can be transmitted by the Source to a
battery-less Tag, which determines the per-node throughput. We ex-
perimentally show the dependence between throughput and storage
capacitor on the Tag. We also evaluate the impact of achievable response
throughput at increasing distance between Tag and Reader.

4. Energy Consumption: We evaluate the energy consumed by a PACT
Tag and Source to convey a 2-byte payload and compare it against
state-of-the-art backscatter systems and Active RFID.

5. Network Latency : We evaluate the network latency for increasing
number of Tags and compare against state-of-the-art battery-less tag
networks.
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Experimental Setup :

Our experiments were conducted in Line-of-Sight (LOS) conditions in
indoor lab space as well as outdoor environment for long-range evalua-
tions. In Figs. 3.7 and 3.8, we mark the locations of the Source, Tags, and
the Reader in outdoor and indoor settings respectively. Outdoor exper-
iments were conducted in a large open field of size 500mx500m under
LOS conditions. As discussed in section 3.5, in the outdoor settings, the
Tags are battery powered and do not harvest energy. Hence, no Source
was deployed in Fig. 3.7. Active radios in the Tag are set to transmit at
0dBm, to emulate Tag functionality when battery-less. At each distance,
over 1000 rounds of query-response pairs were recorded from the Tags on
the USRP over a period of 2 hours. The Tags and the Reader were both
elevated from the ground by 1m. Indoor experiments were conducted in
15mx10m labspace. The Tags were placed in random locations around the
Source. We used up to 8 Tags, each using an AX5043 radio to transmit its
FSK response with 15kHz bandwidth at a unique center frequency with a
transmit power of 0dBm.

Baselines compared :

We compare the performance of PACT against state-of-the-art Passive RFID
tag (SMARTRAC Sensor DogBone [65]), active RFID tag (TAGSENSE-ZT-
ZR [79]), pLoRa [12], HitchHike [44], and LoRea [67]. The RFID tags cho-
sen above are commercially available and are considered ultra-low-power
for passive and active RFIDs. Although Gen2 passive tags from SkyRFID
[21] operate up to 16m range, they do so at the highest EIRP. However,
they are not commercially available as yet. Passive backscatter systems
with long communication range are chosen as baselines. pLoRa, xSHIFT,
and HitchHike use a three-node communication model by incorporating
a dedicated excitation source, similar to PACT. LoRea uses a two-node
communication model by relying on ambient signals to backscatter data.
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Fig. 3.9: Concurrent responses
received from 5 Tags at the

Reader. Each Tag responds in a
unique channel, with 15 kHz

bandwidth and 1.2kbps
baud-rate.

Fig. 3.10: Responses received by
the Reader at increasing

distances for three different FSK
baud-rates used by the PACT Tag

for transmitting its response.

To provide a fair comparison, we consider the maximum range reported
for pLoRa and Hitchhike and use the corresponding bit rate for energy
calculations. We compare against the 2.4GHz implementation of LoRea
because it relies on ambient RF signals from WiFi routers as excitation.
We recreated Hitchhike tag using the publicly available code-base [94].
For other works, we utilize the power consumption and communication
range results as reported in the respective papers.

3.6.1 Coexistence and Communication Range

We evaluate the achievable communication range of 5 PACT Tags, each
sending its response at a baud rate of 1.2kbps. Tags were deployed in an
outdoor field with LOS to the Reader. In Fig. 3.9, we plot the average rate
of correct responses across all Tags as a function of communication range
in the x-axis.

We observe that the Reader decodes 100% of the responses from the
Tags at 50 meter and over 99.7% of the responses at 100 meters. As the
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distance increases, the SNR decreases, in turn reducing the percentage
of responses decoded correctly. At a distance of 400 meters, the average
rate of correct responses across all 5 Tags is about 88%. It must be noted
that the transmit power of the AX5043 active radio is set to 0dBm. Despite
this low power, PACT Tags are capable of communicating to the Reader
that is about 400 meters away. This is due to the use of ultra-narrow
bandwidth of 15kHz, which decreases noise floor and improves SNR.
In addition to improved range, ultra-narrowband operation improved
scalability by increasing the number of available channels. The achievable
communication range of PACT also depends on the baud rate of the Tag
response, as shown in Fig. 3.10. As the baud rate of the response increases,
the success rate decreases beyond 100 m. The communication range-
throughput tradeoff is discussed further in section 3.6.3.

Due to the high cost of the FPGA (over $200), we prototype only one Tag
with the FPGA. However, an FPGA is closer to chip design than an MCU
so despite the FPGA prototype being expensive, a chip form factor at scale
(much like RFID tags) will bring down the cost of each Tag. To evaluate the
co-existence of Tags, we implement PACT Tags on MSP430 with AX5043 as
the radio. In this setup, we only evaluate the Tag to Reader communication
range, and do not implement the energy harvesting component of the Tag.
We independently verify that at the maximum energy harvesting range of
24 meters, the Tag harvests sufficient energy to operate AX5043 radio at a
transmit power of 0 dBm. Therefore, to emulate networks with maximum
harvesting range, the Tag radio transmits at 0 dBm, while the MSP430 is
powered using the laptop.

In summary, use of active radios with ultra narrowband operation
improves the communication range by enhancing the SNR at the Reader.
Additionally, it allows multiple Tags to transmit concurrently in the 902-928
MHz ISM band without interfering with each other and hence allowing
PACT networks to scale. We note that the active radio decouples the
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Table 3.2: Communication Range (Tag to Reader distance) at increasing
Harvesting Ranges (Source to Tag distance) and the received signal

strength (RSS) at the Reader.
Communication Range : Tag- Reader Distance (m)

Technology Source
to Tag ⩽ 1m

1m < Source
to Tag ⩽ 5m

5m < Source
to Tag ⩽ 10m

10m < Source
to Tag ⩽ 20m

Max.
Harvesting
Range (m)

(Theoretical)

Max.
Harvesting
Range (m)

(Experimental)

RSS
at Reader

(dBm)
PACT 400 400 400 400 24 24 -31.6
LoRea [67] 225 160 140 90 22∗ - -44.4
pLoRa [12] 600 200 150 - 10∗ - -61.2
HitchHike [44] 54 20 8 - 6∗ - -67
Passive RFID [79] 10 10 10 - 10 10 -32
Active RFID [65] 300 300 300 300 5∗ - -46

communication range from the harvesting range. In other words, a com-
munication range of 400 meters is feasible even at the highest harvesting
range of 24 meters.

3.6.2 Harvesting and Communication Range

The use of a separate excitation source to improve communication range
has been proposed by other works such as Hitchhike [44], LoRea [67],
pLoRa [12]. In existing architectures, the communication range is im-
proved by bringing tags closer to the Source (decreasing the harvesting
range). Here, we compare the communication range at different harvest-
ing ranges of PACT and other battery-less, long range communication
systems.

Table 3.2 compares the communication range between the Tag and
Reader of PACT with other backscatter systems and RFIDs at various
harvesting ranges (between Source and Tag). The communication range
of PACT does not vary with harvesting range; it only depends on the
transmit power of the active radio on the Tag. At a Tag transmit power of 0
dBm, PACT communicates to distances of about 400m (also showcased in
Fig. 3.9). This impressive communication range is attributed to the use of

∗Harvesting range estimated from the tag power consumption to transmit a 2 byte
payload.
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ultra narrowband active radio, which faces only one-way path loss. PACT
achieves 7× improvement over HitchHike and 40× over Passive RFID tags
at a Tag-to-Source distance of 1m for PACT and Passive RFID and 0.2m
for HitchHike. 3-node backscatter systems such as HitchHike enhance
communication range by compromising the harvesting range i.e.,keeping
the excitation source closer to the tag. pLoRa and LoRea have the distinct
advantage of using chirp spread spectrum(CSS), which inherently offers
greater sensitivity on the Reader, improving communication range up to
225m (LoRea) and 600m (pLoRa). However, to reach these long ranges,
pLoRa requires the excitation source to be 20cm away; when the excitation
source is 5m away, the communication range drops to around 200m. We
observe that a PACT Tag can be adapted to implement CSS to further
improve range. Except at harvesting ranges below 1m, PACT Tags achieve
the highest communication range (highlighted cells in Table 3.2).

Column 6 shows the maximum harvesting range estimated using the
Friis free space propagation model to account for path loss. We achieve
an impressive harvesting range of 24m, over 2× improvement over pas-
sive RFID. We experimentally verify that PACT Tags require a minimum
estimated incident power of -21.67 dBm to charge its storage capacitor
over 300mV. The voltage regulators on the Tag can then provide 1.8V to
all the Tag components as long as a minimum of 300mV is supplied to
the regulators. Assuming the maximum Source EIRP as stated by FCC
regulations (30dBm output power through a 6dBi antenna) and minimum
incident power of -21.67dBm, we estimate the maximum range possible
by using the Friis free space propagation model to be 24m. The improved
harvesting range is made possible by the low Tag energy consumption
(evaluated in the next subsection) of about 23µJ. Unlike backscatter, which
requires the presence of a continuous excitation source for energy har-
vesting as well as communication, PACT Tags only harvest energy from
the Power-up sequence and expend it in a fraction of the charging time
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to operate the Tag. For the other technologies compared, we estimate the
harvesting range based on their tag energy, minimum operational distance
from the Source, and Frii’s path loss model. It must be noted that these
experiments to determine the sensitivity of the Tag do not include MSP430
on the Tag. We use PACT Tag implemented on the FPGA to perform these
experiments.

In summary, PACT decouples the communication and harvesting range
by using an active radio. The improvement in communication range can
also be observed by the RSS (received signal strength) of various technolo-
gies when the Source and the Reader are 1m from the Tag. We assume
the maximum Source power as stated in the respective papers. On an
average, the RSS at the PACT Reader is 25dB higher. pLoRa uses ambient
RF signals to backscatter which results in a low RSS. HitchHike and LoRea
use a dedicated Source but the RSS on the Reader suffers due to two way
path loss. Even though the RSS of passive tags is comparable to PACT, the
SNR is still significantly lower due to self interference by the excitation
signal. By incorporating a low power radio on the Tag, PACT is able to
increase the RSS, and hence the SNR at the Reader. This allows us to use
any COTS transceiver as the Reader without additional components for
interference cancellation, making PACT a low-cost solution.

3.6.3 Query Throughput and Harvesting Range

In a PACT network, the overall network throughput depends on the num-
ber of query-responses per unit time, baud rate of the Query and the
Tag response. In this section, we evaluate the impact of each of these
individually.

In Fig. 3.11, we plot the maximum number of queries that can be sent
by a Source in a second at increasing distances between the Source and
the Tag (harvesting range). As the Tag moves away from the Source, the
harvesting efficiency deteriorates and requires longer duration to charge
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Fig. 3.11: Maximum # of queries
that can broadcast by the Source

and processed by the Tags Vs
harvesting range

Fig. 3.12: Minimum Power-up
Sequence to charge a PACT Tag

with AX5043 for two capacitors :
1µF and 6.8µF.

the storage capacitor. Therefore, the Source has to supply a longer power-
up sequence to meet the Tag’s energy demands. This in turn increases the
duration of the Query and decreases the number of Queries per second.

Fig. 3.13: Experimental and
simulated verification of the time to
harvest and charge Tag with 6.8µF

capacitor.

The increase in estimated power-
up sequence length (bytes) at
increasing harvesting ranges is
shown in Fig. 3.12. Addition-
ally, the power-up sequence length
varies with the storage capacitor as
the charging time depends on the
capacitance. As shown in Fig. 3.12,
a smaller capacitor (1µF) has a
lower impact than a larger one.
PACT Tags with lower power ac-
tive radios will use smaller capac-
itors and can operate with power-
up sequences of few 10s of bytes.
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We evaluate the charging time of a
6.8µF capacitor experimentally and through ADS simulations in Fig. 3.13.
In our experimental evaluation, we vary the transmit power of CC1125
radio to emulate varying distances. On an average, the experimental charg-
ing time is within 87% of the simulation. Since the LC matching circuit in
our implementation has been designed for best-case matching at low inci-
dent power conditions (i.e., larger Tag-Source distance), our simulation
results for larger Tag-Source distances match the experimental evaluation
more accurately compared to smaller distances.

We thus show that the Tag energy, storage capacitor, and the expected
harvesting range determines the power-up sequence length and hence
the number of queries per second. PACT Tag using a 6.8µF capacitor can
receive up to 2.15 queries/second when it is 1.2m away from the Source.
This number drops to 0.54 queries/second at the maximum harvesting
range of 24m away, due to the longer charging time. However, a PACT Tag
implemented with a 1µF capacitor can receive 9.09 and 5.26 queries/second
at harvesting ranges 1.2m and 24m respectively. While the harvesting
range does not affect the communication range of PACT Tags, it affects the
network throughput. The longer the distance between the Source and the
Tag, lower is the per-node throughput.

The second factor that impacts the throughput is the baud rate of the
Tag response. We plot the percentage of Tag responses that were decoded
accurately by the Reader at increasing distances between the Tag and the
Reader (communication range); we evaluate the decoding accuracy when
the responses are transmitted at baud rates of 1.2kbps, 4.8kbps, and 12kbps
in Fig. 3.10. Tag response at a higher baud rate reduces the transmission
time and hence improves throughput. However, higher baudrate leads to
higher probability of symbol errors. As shown in Fig. 3.10, at distances
of 50 and 100m, a PACT Reader demodulates 100% of the responses at
all three baud rates. As we move further to 250m, the packet decoding
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Fig. 3.14: Comparison of the
average energy consumed by a

Source (bottom) and a Tag (red)
transmitting a 2-byte payload by

different technologies

Fig. 3.15: Estimated Network
Latency as network size grows :
PACT results are based on the
experimental setting of Tags

using FDMA with 15kHz BW

accuracy drops to 93% for 12 kbps.
In summary, the network throughput of PACT can be improved by

increasing the baud rate of Tag response at the cost of reduced communica-
tion range. It can also be improved by decreasing the power-up sequence
length, which increases the Query throughput by trading off the maximum
harvesting range.

3.6.4 Tag and Source Energy Consumption

We evaluate the energy consumption of PACT Tag as low energy consump-
tion is necessary for its battery-less operation. Since the active radio is
the most power-hungry module of a PACT Tag, we also analyze the Tag
energy when using active radios with lower power than that of AX5043.
We identify Langevelde [95] as a potential low-power active radio that
draws 1.8mA at 1.2V. We measured the current consumed by our proto-
type with AX5043 using a 6.5 digit Keysight multimeter and the benchvue
tool. Benchvue also lets us verify the ON time of the Tag for energy calcu-
lation. We also present the energy consumed by the PACT Source. Unlike



51

backscatter systems where the excitation source is ON throughout the
communication, a PACT Source is ON only for the duration of the Query
and then goes back to sleep, thus conserving the Source energy. Reducing
the Source energy renders PACT to be a sustainable network with the
potential to power the Source from a battery, making PACT more accessi-
ble for applications such as transportation tracking, livestock monitoring
among many others.

Fig. 3.14 plots the Tag and Source energy for PACT and other pas-
sive systems. The energy consumption of a PACT Tag implemented with
AX5043 is higher than that of other passive systems. However, when imple-
mented using Langevelde [95], it is 33% and 74.9% lower than pLoRa and
LoRea respectively, because the Langevelde radio operates at a 2x lower
voltage, and draws over 3x lesser current than AX5043. We recreated and
experimentally verified the Tag energy of Hitchhike. For fairness, we com-
pare the PCB implementation of each technology and not ASIC. Majority
of existing work focuses on reducing the Tag energy at the cost of increas-
ing the Source energy. On an average, the Source energy of PACT is at
least 23% lower than that of various backscatter technologies compared in
the Fig. 3.14. LoRea relies on ambient RF to backscatter and hence has low
source energy of 130mJ, compared to 225.5mJ consumed by the AX5043
implementation of PACT. However, the Langevelde implementation of
PACT reduces the Source energy to 5.5mJ due to reduced power consump-
tion of the radio. It must also be noted that the Source energy in PACT is
amortized over all the Tags that transmit concurrently. In our evaluation,
even though the overall energy consumed by the Source is 225.5mJ, all
5 tags are charged simultaneously and no additional energy is incurred.
Hence, as the system scales up, the energy consumption of the Source
remains constant. On the contrary, other backscatter tags that do not trans-
mit simultaneously increases their source energy consumption linearly as
the system scales. This is of particular significance in applications where
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the Source could be battery powered.

3.6.5 Network Latency

We evaluated the coexistence of 5 PACT Tags experimentally in section 3.6.1
and showed that they communicate with a wide-band USRP Reader placed
up to 400 meters away. In this section, we show that over 500 concurrent
Tags can operate in a single group with the bandwidth setting in sec-
tion 3.6.1 in the ISM band. Additionally, the network size can be increased
further by adding new Tag groups with minimal impact on network la-
tency.

In our experimental evaluation with 5 Tags, each Tag is assigned a
unique center frequency and is programmed to transmit the response
using 15 kHz bandwidth 2-FSK response. Nearest adjacent channels were
designed to be 50 kHz apart i.e.,the difference between the center frequen-
cies of any two Tags is an integer multiple of 50 kHz. With a bandwidth of
15kHz, this above difference allows a guard band of 35 kHz between two
adjacent channels. We validate experimentally that at this guard band, the
energy leakage from one channel to the other is little to none. Additionally,
with a 100 dB attenuation loss in the Low pass filter at the Reader, a 50
kHz difference between center frequencies ensures no interference from
adjacent channels. Given the 26 MHz spectrum between 902MHz and
928MHz, up to 518 channels that are spaced 50kHz apart can be received
concurrently by the Reader. Therefore, a Source can broadcast its Query
over 500 Tags and the Reader can receive all of them simultaneously in
one group. However, the computational complexity of the Reader to re-
ceive a 26 MHz wide spectrum and process over 500 low pass filters and
demodulators is significantly higher than that of a Reader processing a
single Tag. Wide band software defined radios for [96, 97, 98] IoT appli-
cations have been a growing research area that we believe offer low-cost
design for PACT Reader. Our current implementation using USRPB200 is
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limited to 2.4MHz spectrum, due to the limitations of sampling rate that
can supported by the computer.

To illustrate the advantage of our hybrid MAC protocol, we compare
the network latency of PACT network as a function of number of nodes
in Fig. 3.15. We define network latency as the overall time to obtain data
from all the Tags in the network. We compare against TDMA, a commonly
used MAC protocol by RFID systems. While TDMA is easy to implement
and can scale up to 10s or even 100s of devices, in addition to higher
Source energy, it has the disadvantage of increasing network latency. The
latency of TDMA and our proposed MAC approach for a varying number
of Tags is shown in Fig 3.15. PACT’s latency remains constant for a group
of up to 518 Tags. It increases linearly with the number of groups i.e. the
latency increases only when the network size steps up by an additional
518 Tags in this setting. This is in contrast to passive backscatter, where the
latency increases linearly with the number of Tags. The advantage of our
hybrid MAC protocol is evidenced by the fact that the latency of a network
of 500 - 1000 PACT Tags is the same as the latency of a network of 10
passive backscatter tags. Such low network latencies even in a large-scale
deployment leads to faster tracking, which in turn improves throughput.

3.6.6 PACT v/s Passive RFID Comparison : A Case Study

Let us consider a warehouse shelf with 100 cartons each containing per-
ishables that could be spoiled below 8 ◦C. A PACT Tags per carton is
placed on the shelf and a Source to Query these Tags is deployed within 24
meters of the shelf. The Reader is located in the corner of the warehouse,
listening to the Source and the Tags. The Source asks the Question “Is
the temperature less than 8 ◦C?” and all the Tags respond concurrently
on their respective channels. The Reader records all the responses and
uploads them to a cloud server. For an RFID deployment, a minimum of
2 RFID readers are required to cover the entire shelf. We assume that the
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Table 3.3: Comparison of PACT prototype using COTS components with
Passive RFID.

PACT RFID
Harvesting Range 24 m 10 m
Communication Range 400 m 10 m
Tag Energy 23µJ 1-2 µJ
Source Power 150 mW -
Reader Power 700 mW 1 W
Latency 470 ms 5083 ms
Tag cost $50 - $290 $0.1 - $20
Source cost $50 -
Reader cost $1175 $1250 - $2700 [33]

tags don’t move and that the reader position is optimized based on the
tag locations. The tags transmit the recorded temperature to the reader
in a TDMA fashion. All the tags (RFID and PACT) are equipped with
a temperature sensor that has an 8-bit resolution.We tabulate the range,
energy consumption, communication latency, and cost of all components
in Table. 3.3. Passive RFID tags are limited in their communication range
due to backscatter based transmission. Only tags that are located within a
10m radius of the reader can communicate with it. To cover larger areas,
more readers must be used. PACT decouples the harvesting and commu-
nication range; all Tags located within a radius of 400m from the Reader
can transmit to it, so long as they are within 24m of the Source. Since all
PACT Tags respond concurrently, the overall network latency of the PACT
deployment is 470ms. Hence, the Reader and the Source only consume
about 400 mJ of energy. On the other hand, due to TDMA based commu-
nication, the network latency of an RFID deployment is about 5s which
leads to an energy consumption of about 5J. The reduced network latency
from concurrent reception at the PACT Reader amortizes the Reader and
Source energy consumption over all the Tags, thereby reducing the Reader
and Source energy per Tag.

In terms of cost comparison, a bulk of the PACT Tag’s cost depends
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on the FPGA used which can range from $19 [99] to $260 [100]. Hence,
a PACT Tag can cost between $50 and $290. However, this is the price
of a Tag prototype implemented using COTS components; we expect the
price to reduce considerably when implemented as an ASIC. The Source
implemented using CC1125 Radio costs about $50 [77] and the Reader
implemented using USRPB200 [101] costs $1175. It must be noted that
cheaper software-defined-radios such as RTL-SDR can be used as the
Reader which brings the price down to $30 [102]. The total cost of the
deployment is $1225, excluding Tags. RFID tags usually range between
$0.1 [18] and $20 [103]. Assuming $1250 per reader [32], the total cost
comes out to be $2500, excluding tags. Note that PACT measurements
are from a COTS prototype. The Tag power and cost will be significantly
lower per unit at scale in custom chip form.

3.7 Applications

3.7.1 Smarter Food Safety and Traceability

The FDA’s “New Era of Smarter Food Safety” blueprint identifies Technology-
based traceability, the ability to track a food product throughout the system
from the manufacturing unit, transportation, and distribution, as a key
problem to be solved to reduce the spread of food-borne illnesses [56, 52].
The winners of the FDA’s low-cost or no-cost to the end-user traceability
challenge highlight the interest and need for end-to-end digital record
of food products [104]. As has been seen with outbreaks in fresh leafy
greens and other foods over the past decade [105], anonymity and lack of
traceability in the food systems hinder progress in efforts to identify con-
taminated foods. PACT fits in this architecture seamlessly by leveraging
the simple and flexible query design on a Source and Reader that are im-
plemented using general purpose transceivers that can be modified in real
time. Moreover, the same Source and Reader can be used for digital tracing
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of different foods with no changes required in the system architecture. In
a distribution center, the same Source can query “Is temperature below
40 F?” for food products to be refrigerated and “Is temperature below 0
F?” for those to be frozen [106, 72, 43]. With a simple change in the query,
PACT can trace a vast variety of sensor Tags attached to packages. Since
the Tags are battery less, its lifetime does not depend on the temperature,
unlike BLE tags with limited battery life.

3.7.2 Remote Monitoring for Smart Storage and Transit

Temperature is one of the six factors that affect bacterial growth in food that
could result in foodborne illnesses due to Potentially Hazardous Foods.
Similarly, temperature monitoring is a crucial part of “cold chain”, the
supply chain of temperature-sensitive biotechnology and pharmaceutical
products [107, 108, 109, 110]. However, the specific temperature require-
ments depends on the product - food, vaccine, medicine. The World
Health Organization estimates that about 50% of vaccines may be wasted
gloablly every year due to temperature control, logistics, or shipment re-
lated issues[111]. According to UNICEF, $1.5 million worth of vaccines
were lost in 5 months often due to difficulty in maintaining the cold chain
supply [112]. A flexible query-based temperature monitoring system like
PACT will be of great use in monitoring the temperature of each product
without changing the infrastructure. The granularity of sensing can be
varied by varying the number and specificity of questions. PACT can be
integrated into existing data analytics infrastructure with the only require-
ment of attaching a PACT sensor Tag to the product of interest. It must be
noted that although temperature monitoring is key in many applications,
PACT can be modified to accommodate other sensors such as humidity
without any change in Source and Reader.
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3.7.3 Temperature Monitoring for Smart Buildings and
Data Centers

Millions of dollars could be saved in energy costs using IoT-based pre-
dictive maintenance [113, 114]. However, the cost and infrastructure
overheads of battery operated sensor tags and readers limit the wide
deployment of temperature sensors [115]. Remote monitoring of build-
ings, Green House, and Datacenter [116, 117] poses a critical need in the
age of green and sustainable engineering. Varying needs for temperature,
air pressure, humidity among many other factors impacts the energy de-
mands of these structures. Today’s uniform one-size-fits-all solution is
energy inefficient. However, IoT based monitoring solutions have not been
adopted owing to their limitations on battery life and scalability. Use of
scalable, long-range communication using batteryless tags in PACT will
enable easier adoption of IoT for remote monitoring and energy efficiency
for building and structures.

3.8 Related Work
Commercial BLE: A majority of the current commercial solutions [38,
39, 40, 41, 42, 43] utilize Bluetooth-Low-Energy (BLE) enabled real-time
monitoring. However, the short life and bulkiness of batteries needed
for BLE poses a challenge, particularly in cold storage units, and is not
sustainable at scale.
Passive Backscatter communication: Battery-less communication using
backscatter - inspired by passive RFID tags - has been proposed as a
viable technology [60, 61, 17, 11, 44, 16] to provide connectivity to low-
power sensors. Backscatter tags have a small form-factor and are low cost,
making them easily scalable. A backscatter tag offloads communication
to a remote source/reader. Variants of backscatter transceivers have been
proposed [44, 10, 67, 12, 9, 15] to improve their communication range.
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Majority of the existing approaches decouple the excitation source from the
reader. We compared PACT with many of the recent works in section 3.6
and showed that we improve the communication range and the number
of concurrent battery-less Tags that can be supported in a network.
Backscattering ambient wireless signals: Hitchhike [44] proposes backscat-
tering commodity 80211.b WiFi packets, and conserves the tag energy by
removing the oscillator at the tag. However, it increases latency when
trying to reduce destructive interference. Also, it requires additional hard-
ware to decode the backscattered packets. FM Backscatter [10] utilizes
ambient FM signals that are in the order of -30dBm. However, the RF
energy harvesting at such powers is extremely inefficient, making the
charging time impractical for wearable sensors or monitoring applications.
xSHIFT [11] offloads power hungry demodulation to the reader by modi-
fying the excitation signal. However, its range is still limited by the dual
path loss.
Energy harvesting circuit designs : Ambient RF harvesting from cellular
and broadcast transmitters has been proposed [118, 63] but it requires the
tags to be deployed outdoors and limits the application scope. Moreover,
the charging time is in the order of a few seconds and the communica-
tion range is limited. MAC algorithms have been proposed to reduce
wastage [64] but the practical challenges of designing the framework are
not addressed. Battery and power management schemes [62] have been
introduced to improve harvesting efficiency but the communication range
is limited to a few meters. Finally, studies on energy consumption of sensor
nodes [119] aim to create theoretical models which may provide insight
to building smart cities. However, these do not address practical deploy-
ments or the problems of scalability. Also, efficient RFID tag designs [65]
and rectennas (rectifying antennas) [66] have been proposed to maxi-
mize the energy harvesting range and efficiency. Low power preamble
detection has been proposed in [44, 88, 87, 86, 36, 34, 120, 35, 37, 121] to
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reduce tag energy. To increase the range from more than 10s of meters,
higher receiver sensitivity is desired on the tags. Advancements in energy
harvesting is complementary to PACT and can be integrated to further
improve its harvesting range.
ID Modulation in RFID: Alternative means of data modulation like inter-
leaving repetition mechanism [122] and shorted/non-shorted tag states [123]
aim to increase the decodability by reducing the error rates. However,
they rely on backscatter for communication and not to increase the com-
munication range of the tags.
Spread spectrum to improve range: PLoRa [12], LoRa Backscatter [9],
LoRea [67] propose to leverage existing LoRa deployments to enable long-
range backscatter and design power-efficient tags by introducing a third
node. Existing approaches [25] are unable to solve the near-far problem
as they both require the activation signal source to be in close proximity.
Despite decoupling the excitation source and the Reader, the excitation
signal suffers significant path loss depending on the distance between the
excitation source and tag.
Asymmetric Communication protocols: Asymmetric communication
protocols have been proposed to leverage the knowledge asymmetry in
communication systems [124]. This work is inspired by the theoretical
analysis on asymmetric communication that utilizes knowledge asymme-
try to address resource asymmetry [124, 125]. To the best of our knowl-
edge, this is the first step towards a practical deployment of asymmetric
communication protocols in a wireless network.
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4 wichronos: energy efficient time modulation
for long range, large scale networks

4.1 Introduction
Wireless data delivery is key to real-time data collection and analysis in
the fast-growing areas of smart agriculture [126, 127], livestock moni-
toring [128], and precision farming [129]. Large-scale soil monitoring
networks currently use cellular and satellite networks to collect real-time
data over a long period of time [130]. Real-time data collection from
in-situ sensors in fields throughout the crop season will provide an un-
derstanding of the spatio-temporal dynamics of environmental factors
and various chemical and biological processes in the soil, which can, in
turn, be used to improve soil health and crop growth. However, due to
the high infrastructure costs for solar panels and batteries to enable wire-
less information retrieval, monitoring sensor networks are deployed only
at limited locations and have latencies ranging from one day up to one
month [130, 131]. Such monitoring systems typically deploy sensors in
large fields and share the following requirements:
Long battery life,
Long-range communication to reduce infrastructure costs,
Scalability and co-existence,
Low cost, with less stringent demands on data rate, latency, and payload
size compared to traditional networks. For example, sensors used to mea-
sure soil moisture, the chemical and biological properties of soil typically
have a resolution of 8-12 bits [132, 133, 134], offering a light payload. Also,
the gradual change in the rate of these parameters results in reduced de-
mands for data-rate and latency. However, the monitoring systems are
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often deployed in harsh, remote environments on a massive scale and are
expected to have battery life in the order of years.

Current energy-efficient protocols such as Zigbee [28], blacktooth Low
Energy (BLE) [135], and backscattering [136, 8, 12, 13] consume less than
50mW power during active transmission, allowing for a long battery life.
However, their communication range is on the order of 10s of meters,
and they require infrastructure support for coverage. On the other hand,
approaches for long range such as cellular and satellite networks are ex-
pensive and energy consuming, limiting the battery life and scalability
of the system. In Table 4.1, we compare the battery-life, communication
range, scalability, and achievable data-rate of existing wireless technolo-
gies. Evidently, existing strategies for addressing low-power and long-range
do not co-exist efficiently in a large-scale network. This inefficiency can be
explained by the impact of bandwidth (BW) on energy consumption, com-
munication range, and network capacity. In an additive white Gaussian
noise channel, the maximum channel data-rate is given by,

C = B log2

(
1 +

S

N0B

)
, (4.1)

where B is the signal BW in Hz, S is the signal power and N0 is the noise
spectral density [137]. A wideband signal can achieve a high data rate,
in-turn reducing the time-on-air (the amount of time a channel is occu-
pied). With reduced time-on-air, the active transmit time of the RF module
decreases, in-turn reducing energy consumption. However, the signal-to-
noise ratio (SNR), S

N0B
, decreases with an increase in BW, since the noise

power increases with BW. At long distances, the received signal power
decreases due to path loss; hence a lower BW can decrease noise power and
increase the SNR. Therefore, a narrowband (NB) signal is more suitable
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Table 4.1: Comparison of current wireless technologies and WiChronos
Battery

Life
(> 1 yr)

Range
(> 1 km)

Scalable
( > 1000)

Data-rate
(kbps)

WiFi X X X <54k
Cellular X X ✓ <10k
BLE ✓ X X <2k
Zigbee ✓ X X <250
Passive RFID [20] ✓ X X <40
Active RFID [138] ✓ X X <40
AmbientBackscatter [8] ✓ X X <1
LoRaBackscatter [13] ✓ ✓ X <37.5
pLoRa [12] ✓ ✓ X <.0002
LoRa ✓ ✓ X <27
SigFox ✓ ✓ X <.6

WiChronos ✓ ✓ ✓ <1
for propagation over long distances with an acceptable SNR.

Energy ∝ Time-on-air ∝ 1
B

, Range ∝ 1
B

, Scale ∝ B.

This conflicting requirement on bandwidth makes it challenging for low-
power and long-range solutions to co-exist.

LPWAN (Low Power Wide Area Network) technologies such as LoRa [24],
SigFox [26], NB-IoT [27] have been successful in achieving long range [139,
140] and long battery life by limiting the duty-cycle (the fraction of time
during which a node is in active transmit or receive mode) by reducing the
number of messages per day. In other words, existing LPWAN solutions
reduce the overall energy by limiting the airtime of each device in a day.
They do not address the fundamental tradeoff between low-power and
long-range. Therefore, as the network scales, their cumulative airtime will
increase, leading to an increase in the probability of collisions, rendering
them unsuitable for large-scale deployment.
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In this work, we develop a communication framework that addresses
the fundamental trade-off between low power and long range in large-scale
networks that have relaxed data-rate and latency requirements. We propose
WiChronos, a modulation technique that encodes information in the time interval
between two narrowband symbols. A WiChronos sender transmits exactly
two anchor symbols per message, namely preamble and postamble, and the
data modulates the duration between them. We leverage the low data
rate and small payload requirements of monitoring systems in agriculture,
remote tracking, and derive benefits from the availability of resources at
the receiver to make transmitters energy efficient.

WiChronos achieves energy efficiency by minimizing the number
of symbols and (hence the time-on-air) per message, and long range by
transmitting the anchor symbols over ultra-narrowband (UNB) [141]. The
reduced time-on-air and improved spectral efficiency allow the network
to scale better. WiChronos trades off data-rate to achieve the above three
features.

Fig. 4.1 illustrates WiChronos and contrasts it with existing modula-
tions. A WiChronos sender with a sensor data of 678 units transmits an
anchor symbol (preamble), goes to sleep for 678 clock cycles (that corre-
sponds to data), and wakes up to send another anchor symbol (postamble).
The anchor symbols consist of a training sequence of alternating 0s and 1s
followed by a unique sender address. The sleep time encodes the entire
message to be transmitted. The time-on-air of WiChronos is thus indepen-
dent of the payload length (10 bits in this example) and only a function of
the anchor symbols; by separating payload transmission from time-on-air,
we reduce the impact of BW on the time-on-air, without affecting the com-
munication range. In the case of traditional modulations such as LoRa or
SigFox, the data value of 678 is mapped to bits, which are then mapped
to symbols for the corresponding modulation technique and transmitted
over the air and hence the time-on-air is proportional to the payload length.
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Other time interval based modulations such as M-PPM transmit multiple
pulses over air; the time slots in which the pulses are sent indicate the
message. In order to achieve a higher datarate, lower latency, and reduce
clock skew errors due to imperfect slot synchronization, the number of
slots per frame is typically set low. Therefore, the number of pulses is high
for longer payloads, in turn increasing the time-on-air.

Towards implementing WiChronos in a wireless network, we identify
the challenges in designing an optimal anchor symbol in terms of length,
modulation parameters, and medium access control (MAC) in §4.4. We
prototype WiChronos using inexpensive off-the-shelf radio modules and
microcontroller units (MCU), using software-only changes. Based on our
experimental implementation on MSP 430 [142] and Linx-NT [143], we
achieved an impressive battery life of over 5 years using a coin cell battery
(250mAh) at a range close to 1 km. Also, we estimate the probability
of collision to be less than 5% in a 1000 node network under low traffic
conditions. To this end, we make the following contributions:

• We propose an energy-efficient modulation technique that encodes
information in the time interval between two symbols, minimizing
the number of symbols per message.

• We propose a spectrally-efficient physical layer design with UNB
anchor symbols, improving the receiver sensitivity and range.

• We implement an ALOHA-based MAC protocol and analyze its
robustness to collisions in large-scale deployments, allowing the
network to scale seamlessly.

• We prototype the proposed framework using off-the-shelf, low-cost
RF modules and MCUs with low-power clocks.

The remainder of this chapter is organized as follows. In 4.2, we provide
background on the strategies for low power and long range, and motivate
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Fig. 4.1: WiChronos illustration

the need for a unifying algorithm in a large-scale network. In §4.4, we
present the design and features of WiChronos, followed by a discussion
on the challenges and throughput performance in §4.5. Experimental
evaluation is presented in §4.6 and some related work is discussed in §4.3.

4.2 Background and Prior Work
The overall power consumed by a sensor node is dominated by the com-
munication module [144, 145]. Algorithms, protocols, and architectures
have been developed to reduce the active transmit time and hence reduce
the power consumption in the areas of Wireless Sensor Networks (WSN),
AdHoc Networks, and Internet-of-Things. We broadly classify existing
low power strategies for WSNs into the following five categories [146, 129,
147, 148]:
Duty Cycling,
Routing,
Data reduction,
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Radio module optimization,
Energy harvesting and backscatter

Smart sleep/wake-up protocols [149, 150], event-triggered wake-up [151],
and scheduled MAC protocols [152, 153] have been proposed to reduce the
active transmit and/or receive time of the radio transceiver. Though duty-
cycling-based approaches reduce the power consumption of the overall net-
work, they are still limited by the payload length. Data compression [154],
prediction [155, 156], and cooperative communication [157, 158] tech-
niques have been proposed to reduce the amount of data to be transmitted,
which in turn reduces the energy per message. Network topology-aware
strategies have been developed to improve the lifetime of a sensor network
through clustering [159], energy-aware routing [160], data gathering, and
data forwarding [161]. These approaches decrease the overall energy
consumption of the network by leveraging the hierarchical topology and
varying the energy constraints of nodes in the network [162, 163]. A new
wave of battery-less sensors harvest energy from ambient signals and/or
dedicated sources [8, 13] and use backscattering to communicate. How-
ever, these techniques are feasible only within a short range and require
an additional signal source to piggyback on for long-range communica-
tion [12, 13]. Active and passive RFID tags [138, 20] are energy efficient
but only work for a short range [19] and/or low traffic. RFIDs also are
limited by the energy-range-scale tradeoff presented in 1.

As discussed in 1, the limited range of existing energy-efficient strate-
gies can be attributed to the BW and propagation of radio frequency (RF)
signals. The range of an RF signal depends on the link budget that accounts
for the gains and the losses.

PRx = PTx + PG − PL, (4.2)

where PRx is the received power, PTx is the transmit power, PG is the
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antenna gains of the system, and PL is the aggregate loss due to filter/cable
attenuation, known experimental conditions, and path loss (PPL). Free
space path loss is given by

PPL = − 10 log10
λ2

(4πd)2 = 22dBm + 20 log10
d

λ
, (4.3)

where d is the distance between the sender and the receiver, and λ

the wavelength. Radio optimization techniques to improve PTx such as
directional antennas [152], Multiple-Input Multiple-Output, and mobility-
based solutions such as Mobile Ad-Hoc Networks [164, 165, 166] are
energy consuming and not suitable for low-power communication. Given
the FCC limit on transmit power, the link budget depends on the path loss,
which is inversely proportional to the wavelength (i.e., path loss increases
with increasing frequency).

Existing technologies for long-range such as cellular networks, NB-
IoT, Sigfox, and LoRa operate in the sub-GHz bands to reduce path loss.
Cellular and NB-IoT require high-complexity RF front-end and LTE infras-
tructure for scheduling and synchronization [167].

SigFox and LoRa operate at lower BW to achieve long range, leading to
an increase in the time-on-air. Similarly, Zigbee 3.0 [48] reduces datarate
and increases transmit power to improve range inturn increasing time-
on-air. To achieve long battery life, LPWAN solutions limit the number
of messages per day. Therefore, as the number of messages increases,
the overall energy consumption increases, making them inefficient for
an energy-constrained system. Also, with increasing scale, collision rate
increases, which leads to a decrease in the network throughput [24, 26, 27].

To summarize, existing energy-efficient and long-range strategies can-
not co-exist in a large-scale network. In this work, we develop a communi-
cation framework for real-time monitoring system that is energy-efficient,
communicates over long distances, and supports a large number of nodes.
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4.3 Related Work
Timing interval based communication has been studied in the past. We
present an overview of these works below.
Information Theoretic Analysis : An information theoretic analysis of encod-
ing information in the queuing time has been studied in literature [168,
169, 170, 171, 172]. While bounds on channel capacity of single-queue
and multiple-queue servers worst-case timing error distributions have
been studied, they do not provide algorithms for energy efficiency and/or
long-range communication in a wireless system. The maximum achievable
data-rate of WiChronos aligns with the capacity of timing channel derived
in [168].
Timing Channel: Timing based communication has been studied as a se-
curity risk in covert timing channels [173, 174, 175], where information is
encoded covertly in the time interval. The majority of the research work on
timing channels has focused on defense mechanisms to eliminate timing
channels.
Pulse Time Modulation: This work is motivated by Pulse Position Modula-
tion (PPM) and Communication through Silence [176], a challenges paper
on timing based modulation in wireless sensor networks. [176] does not
consider long-range and scalability in wireless networks. It does not con-
sider the challenges in the practical implementation of timing interval
modulation in wireless networks such as anchor symbol length, synchro-
nization, and packet errors. To the best of our knowledge, WiChronos is
the first attempt at implementing timing interval modulation technique
for long-range, energy efficient communication in wireless networks.

PPM and its variants such as Differential PPM [177, 178], M-ary PPM [179,
180, 181, 182, 183] have been developed and widely used in one-to-one
optical networks with ultra wide bandwidth and narrow pulses. The
following requirements of typical PPM implementations make them chal-
lenging for wireless networks.
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Bandwidth requirements: PPM and its variants typically use an ultra-wide
bandwidth [179] to get a narrow pulse to achieve reasonable data rates
while also saving energy. Ultra wide band will result in an increase in
energy consumption and noise floor in a wireless module, affecting both
battery life and range. To overcome this challenge, we use narrow band-
width and achieve long range.
Clock Synchronization: In UWB, the pulses are short and therefore symbol
synchronization is required for PPM. DPPM, however, overcomes this
challenge by encoding in the time difference between pulses [177]. In this
work, we relax synchronization requirements with the help of differential
modulation and low data-rates. PPM implemented in one-to-one optical
links does not require a dedicated MAC protocol. However, in a wireless
network, the pulses collide on air and therefore dedicated addressing
and MAC protocol is required [184, 185, 186, 187]. Multiple transmitters,
therefore, cannot share the channel without incurring packet losses or
increasing energy consumption [188, 189]. In this work, we remove the
need for MAC by uniquely identifying the transmitter in each pulse.

Despite its energy efficiency, PPM is not popular in wireless owing
to the above challenges. We propose WiChronos, a special case of the
more general pulse position modulation for wireless communication and
design the modulation to cover a long range and accommodate a large
scale. In §4.6, we will compare the energy efficiency, range, and scalability
of M-PPM with WiChronos.

4.4 Interval Modulation
In the majority of the digital modulation techniques used in wireless
networks, data modulates the characteristics of the carrier signal. For
e.g., 2-FSK maps bit 0 and bit 1 to two distinct frequencies, transmitting
1 bit per symbol. The total number of symbols per message, therefore,
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Table 4.2: Current consumption of individual modules
Active Current

(mA)
Idle Current

(mA)
Sleep Current

(nA)
MCU MSP430 [78] 1 0.7 45

STM32L[190] 0.45 0.3 140
Tx Linx-NT [143] 42.5 42.5 1

CC1101 [191] 27.4 27.4 200
Rx Linx-NT 22.5 22.5 1

CC1101 15.4 15.4 200
depends on the modulation technique and the message length. Higher-
order modulation techniques such as 64-QAM can encode more bits per
symbol, but have larger energy per bit, Eb while lower-order modulations
such as 2-FSK have lower Eb but an increased number of symbols per
message.

A modulation technique that reduces the number of symbols per message
without increasing Eb is required to achieve energy efficiency. With this insight,
we propose WiChronos, a modulation technique that encodes information
in the time interval between two anchor symbols. Fig. 4.1 illustrates an
example with an integer data 678 from a 10-bit sensor. The transmitter
sends a predefined preamble and waits for 678 clock cycles and then a
predefined postamble. The receiver, with apriori knowledge of the anchor
symbols of each transmitter, identifies the sender from the preamble and
triggers the corresponding timer to start (or stop) on the reception of the
preamble (or postamble). In the absence of any timing errors and prior
knowledge of clock rate, the number of clock cycles counted at the receiver
is equal to that at the transmitter.

The total number of symbols transmitted on-air and the energy con-
sumed by the RF module depends only on the length of the anchor symbols
and is not affected by the length of the sensor output (10-bits in this exam-
ple). WiChronos hence satisfies the two requirements identified earlier
for energy-efficient modulation i.e.,
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Minimum number of symbols,
Non-increasing energy per bit Eb. In the rest of this section, we discuss the
challenges in achieving the promise of WiChronos and propose solutions
to address them.

4.4.1 Energy Efficiency

A key insight for the energy-efficient design of WiChronos is that the RF
module is the bottleneck of a sensor node [145]. Energy consumed by
a sensor node is given by V · I · δt, where V is the voltage, I the average
current drawn for a duration δt. For a constant V and given δt, the current
drawn, which determines the energy consumption can be classified into
six categories as,

1. Ia−u: Active - MCU

2. Is−u: Sleep - MCU

3. Ii−rf: Idle - RF module

4. Is−rf: Sleep - RF module

5. Ir−rf: Active listen - RF
module

6. It−rf: Active transmit -
RF module

Table 4.2 enumerates the above currents for selected OTS hardware.
The active and sleep currents of MCUs are few mA and µA respectively,
as noted in row 2 of Table 4.2. It−rf depends on the transmit power of
the RF module and the protocols implemented in the transceiver. The
active currents of RF module are on the order of tens of mA. Therefore,
an energy-efficient transmitter must minimize the amount of time spent
in active mode. By encoding information in the time interval between
symbols, we reduce the active transmit time of the RF module and the
MCU. The energy consumption is further reduced by operating the MCU
and the RF module in sleep mode during information transfer (clock
count).
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Fig. 4.2 details our implementation in MSP430 FR2355. On reading
analog data from the sensor, the transmitter converts it to a digital value
(D), maps to clock cycles Tinfo (with redundancy to correct for timing
errors) and sets TimerA to Tinfo. The MCU triggers the RF module to
send a preamble and then set the RF to sleep. The MCU itself goes to sleep
mode, with TimerA running in the background. After Tinfo cycles, TimerA
interrupts the MCU to turn on the RF to send postamble. Since Tinfo is the
time difference between the symbols, the transmitter and receiver clocks
need not be synchronized. It is sufficient to use the same clock rate. Since
the RF and MCU modules are in sleep mode during data transmission
(Tinfo), the overall energy consumption is unaffected by the message
length. The energy consumption of data transmission is,

E = V (Ia−u + It−rf ) 2tanchor + V (Is−u + Is−rf ) Tinfo (4.4)

where tanchor denotes the duration of anchor symbols. The overall en-
ergy consumption is therefore determined by the modulation parameters
used to transmit the anchor symbols, the anchor symbol length, and the
corresponding current drawn. Optimum anchor symbol length is crucial
to achieving the promised energy efficiency.

4.4.2 Anchor Symbol Design

Predefined preambles and sync words are commonly used in communica-
tion systems to indicate the start of a packet, as well as assist the receiver
with frame (and/or bit) synchronization. The anchor symbols play the
same role; indicate the start of a message (to start and stop clock counting)
and assist the receiver to identify the sender. Since we specifically focus
on networks with relaxed data-rate requirements, the anchor symbols
are transmitted at the order of few kilobits per second over narrow BW.
At such low data-rates, the time and the number of bits required for the
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Fig. 4.2: System implementation flow diagram

Automatic Gain Control (AGC) in the RF front end to settle, is reduced.
Further, UNB communication requires much shorter preamble than coded
modulations [192]. For example, TI CC1125 [77] uses an AGC design
with a 4-bit settling time along with smart carrier sensing to reduce false
positives. The lower bound on the anchor symbol length is thus deter-
mined by the RF front end and the modulation parameters. In order to
differentiate between the start counting and stop counting triggers, each
sender is assigned two unique addresses i.e., each sender has a unique
preamble and postamble.

We define the optimum anchor symbol length to be the shortest length
that enables reliable decoding at the receiver i.e., it must minimize the
probability of error in decoding and has a low false-positive rate. For a
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Fig. 4.3: Anchor symbol length design

given modulation, SNR, and the corresponding BER pb, the probability of
symbol error and false-positive are,

Pe =

e∑
k=0

(
N

k

)
· pb

kqN−k, Pf = (0.5)N
ϵ∑

i=0

(
N

i

)
(4.5)

where e is the maximum number of bit errors that can be tolerated by the
receiver for an N-bit anchor symbol. Fig. 4.3 plots the above probability of
symbol error Pe and probability of false positive Pf as a function of anchor
symbol length for e=0. Pe increases with symbol length; therefore, shorter
anchors are desirable to reduce symbol error while Pf decreases with
symbol length. With short symbols, the probability of a random bit pattern
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from other devices or interference being falsely detected as the anchor
is high. We identify the smallest anchor symbol length that renders low
Pf and Pe for a given anchor symbol modulation, expected SNR, desired
false positive rate, and symbol error rate. In this work, we use BFSK to
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modulate the anchor symbols with an SNR ⩾ 10dB, BER of ⩽ 10−3. We
choose 10-bit anchor symbol to achieve Pf ⩽ 0.01 and Pe ⩽ 0.001. It must
be noted that this shortest anchor symbol length is required to transmit
each pulse in any variant of PPM. The anchor symbol length calculation is
unaffected by the receiver since we leverage the resource asymmetry in
infrastructure mode and let the receiver to always be in listen mode.

The minimum anchor symbol length is determined by the settling time of the
RF module, the probability of false positives, and the probability of symbol error.
RF modules with advanced carrier sensing and AGC can further reduce
the settling time and false positives, leading to shorter anchor symbols.

4.4.3 Long-Range Communication

The second challenge identified in this work is achieving long-range within
the energy constraints. As discussed in 1, propagation loss is directly
proportional to the distance and the frequency of operation. Following the
IEEE 802.11ah standard [193], we operate in the sub-GHz spectrum and
narrow bandwidth (NB) for long-range. The range also depends on the
receiver sensitivity (the minimum received power required to demodulate
the signal with an acceptable BER), a characteristic of the receiver. For a
given propagation channel and frequency of operation, the received power
from Equation 4.2 depends on the transmit power, antenna gains, and the
channel. SNR depends on the received power and the noise floor, given
by,

Noise floor = −174 + NF + 10 log10 BW. (4.6)

Here NF is the noise figure (the ratio of input SNR to output SNR at
the receiver) and BW is the receiver BW [152]. Fig. 4.4 shows SNR and
NF as a function of BW. For a given received power, the noise floor in-
creases with receiver BW, in turn decreasing the SNR and the receiver
sensitivity. NB and UNB modulations are capable of long-range due to
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their improved receiver sensitivity and SNR from reduced BW. However,
decreasing the receiver BW implies reduced transmit BW, leading to an in-
crease in time-on-air and energy consumption. Thus, even in low data-rate
applications, wireless systems operate at higher datarates to save battery
life. To overcome the impact of narrow BW, existing LPWAN strategies
limit the number of messages to reduce the total time-on-air [194].

Due to its reduced time-on-air WiChronos can operate in UNB without signif-
icantly increasing the energy consumption. The increase in time-on-air from
UNB transmission of the anchor symbols is much smaller than that of the
entire message (as in other LPWAN techniques). In our evaluation, we
modulate the anchor symbols using BFSK in the 902-928MHz spectrum
with a BW of 100kHz. RF modules such as TI CC1101 [191], CC1120 [195]
can allow us to reach 10s of km with much lower BWs. Operating at the
902-928MHz spectrum also offers the advantage of mitigating multipath
reflections and wideband interference. Devices operating in NB and UNB
are unaffected by multipath as they experience no inter symbol interfer-
ence [196, 197]. This is a physical layer phenomenon and we discuss this
in our future work as an area of further analysis.

4.4.4 Medium Access Control

The third challenge identified in this work is co-existence in a large-scale
deployment. In spite of the vast research on MAC protocols for large-
scale [150, 198], ALOHA-based algorithms are implemented in LPWANs
due to its simplicity. ALOHA allows a sender to transmit whenever it has
data without any coordination between the senders. The simplicity of
ALOHA makes it vulnerable to collisions in large-scale and/or heavy-traffic
deployments. A packet collision occurs if one sender begins transmission
during an on-going transmission i.e., twice the data transmission period
is vulnerable to collisions. LPWANs using ALOHA-based MAC protocols
suffer from collisions in large-scale networks when the channel is used for
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transmission more than 20% of the time (on average).
WiChronos (by design) has low time-on-air and leverages the simplic-

ity of ALOHA without getting penalized by collisions. Data transmission
time and time-on-air are different for WiChronos, unlike existing digital
modulations. As shown in Fig. 4.5,in current systems, the entire transmis-
sion is vulnerable to collisions, whereas, in WiChronos, only the anchor
symbols are vulnerable, decreasing the probability of collisions. During
the data transmission of one sender (Tinfo), the other sender can transmit
their anchor symbols without affecting the on-going transmissions. We
derive the probability of collisions given a node is transmitting a message
following the textbook approach used in the analysis of ALOHA [199].
We assume a Poisson arrival process with a cumulative arrival rate of λ.
Given a sender started a transmission, the event is a success if no other
anchor is sent within 2tanchor.

Pr(collision) = 1 − Pr(no other event in 2T ′)

= 1 − e−λ 2T ′ , where T’ = tanchor (4.7)

Fig. 4.6 plots the probability of collision for a given node transmitting
a 1-byte message every ten minutes as a function of the network size. For
SigFox, we assume its default overhead of 11 bytes at a datarate of 600bps
and the shortest preamble allowed for LoRa with a spreading factor (SF)
of 7, code rate 4/5 and 125kHz BW [200], operating in implicit header
mode without CRC. We turn off CRC and MAC overheads, as well as
ACKs in LoRa for a fair comparison. An arrival rate of 2λ is used in the
calculation for WiChronos to account for the two anchor symbols.

With an increase in the number of sensors, the probability of collision
for SigFox is the highest among compared technologies, due to its very low
data-rate and very high time-on-air. The above parameters for LoRa are
chosen for low-power and do not offer long range. For longer range, LoRa
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recommends higher SF, which will lead to increased time-on-air, thus
increasing the probability of collision. The rate of increase of probability
of collisions with network scale is slower for WiChronos due to its reduced
air-time. It can achieve energy efficiency without limiting the number of messages
and/or the network size.. As shown in Fig. 4.6, reducing BW increases the
probability of collision due to increase in symbol duration. However,
this increase in collision is smaller for WiChronos as only the anchor
symbol duration contributes to collision as opposed to SigFox or LoRa
where the entire payload increases the collision probability. Therefore,
we can leverage NB and UNB to improve range without significantly
affecting scalability and energy efficiency. In a network of 1000 nodes,
the probability of collision for SigFox and LoRa are 46.3% and 12.75%
compared to WiChronos at 1.2% for a BW of 100kHz and 1.8% for 600Hz.

With increasing network size, the anchor symbol length will increase
as log function of network size, since each sender is assigned a unique
preamble and postamble as the local address. For example, a 2-byte anchor
can address a maximum of 211 senders each with a unique 16-bit preamble
and postamble ( 216

2 ) and 4 initial bits for RF settling (215
24 ). The trade-off

between network scale and energy efficiency will determine the anchor
symbol length in practice.

4.5 Accuracy-Throughput tradeoff
The promise of long battery life and range in a large-scale is achieved at
the cost of datarate. WiChronos achieves energy efficiency by offloading
the communication burden to timers at the sender and the receiver and
hence the data-rate of a link depends on the clock rate at the transceiver.
Consider an MCU with a clock rate fc = 32.768 kHz. If increasing clock
cycles each represent a value, a total of 32768 values can be conveyed in 1 s
i.e., 15 bits (log2(32768)) can be communicated in one second(plus anchor
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symbol time). To generalize, the data-rate of a WiChronos link is given by

Rb =
d · fc
Tinfo

. (4.8)

Tinfo, the time to transmit a “d”-bit message is in the range of [0, 2d − 1].
For a uniformly distributed data source where the values of Tinfo are
equiprobable, the expected value (average) of Tinfo = 2d−1.

The achievable data-rate is lower than that of LPWAN technologies
with comparable range. The numerator of data-rate in Equation 4.8 is a
linear function of payload length while the denominator is an exponential
function. This is in contrast with existing modulation techniques where the
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data-rate is a constant that is independent of the payload length. WiChronos
is thus not suitable for applications with high data-rate and low latency demands.

4.5.1 Maximizing Data-rate

We present two strategies to improve our data-rate performance: [leftmar-
gin=*]
Accurate higher clock rates
Efficient Time encoding. As shown in Equation 4.8, the data-rate of
WiChronos is directly proportional to the clock rate fc at the transmitter.
Increasing fc reduces the time between the anchor symbols for the same
number of clock cycles and improve datarate. The accuracy of the clock
plays a significant role in improving data-rate. Commercially available
ultra low-power crystal oscillators [201], and MEMS clocks [202] offer
high accuracy, high rate clocks. We will discuss the impact of clock skew
on data-rate and accuracy later in the section.

The second strategy for improving data-rate is aimed at minimizing the
average wait time between anchor symbols using apriori knowledge of the
source distribution, analogous to source coding. The expected (average)
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time to transmit a d-bit message is,

E =

2d−1∑
i=0

i Pr(v(i)),

where Pr(v(i)) is the probability of sensing a data value v(i). Minimizing
E will minimize the average time to send a value between 0 and 2d − 1,
which will maximize the data-rate. This can be reduced to a continuous
Knapsack problem [203], where the data values must be assigned a time
value such that E is minimized. It has been proven that the optimum
solution for continuous knapsack problem is achieved using greedy algo-
rithm [203] i.e., arrange all possible sensor data in decreasing probability
of occurrences and map to increasing time values in [0, 2d − 1]. Mapping
the most recurring data to the shortest time, we optimize the data-rate
performance.

4.5.2 Timing Error Correction

The maximum achievable data-rate of a WiChronos link relies on the accu-
racy of clock rate, processing time, data transmission, and the propagation
delay. Fig.4.7 presents a detailed timeline at a WiChronos transmitter. The
currents and the duration listed are specific to the MCU and radio used
in our prototype. By default, the radio and the MCU are in sleep mode.
The total time to send data includes the radio wake-up time, the anchor
symbol transmit time, and the information time. Timing errors in one
or more of these components will affect the received Tinfo, leading to bit
errors.

We broadly categorize bit errors in received data into the following
categories,
errors in the anchor symbol,
anchor symbol loss,
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processing and propagation time errors,
clock counting error. Existing error detection and correction mechanisms
are designed for bit errors and require rethinking for timing errors. We
propose a simple error detection mechanism for anchor symbol loss and
correction mechanisms for bounded timing errors.

Anchor symbol error and loss

Though we choose the receiver bandwidth and anchor symbol length to
minimize BER, there is a non-zero probability for anchor symbol error or
loss. Existing coding techniques such as Hamming codes will be used to
correct for single bit errors in the anchor symbol. Anchor symbol loss is
detected using
timeout,
stateful receiver. We use the prior knowledge of the maximum payload
length and the processing time at the sender to detect anchor loss us-
ing timeout. For each sender, the timeout value is set to TO = tanchor +

Tinfo−max, where tanchor is the sum of maximum processing and trans-
mission time to send an anchor symbol and Tinfo−max is the maximum
clock cycles mapped to a data. The receiver detects the loss of an anchor
symbol whenever the counter exceeds TO. The second detection mecha-
nism maintains the state of the anchor symbol reception for each sender.
For every anchor symbol received, the receiver verifies the previous sym-
bol received and the timer value is stored only if a postamble is followed
by a preamble. Else, the counter value is discarded, reset and marked
as an error, since recurring postambles (or preambles) indicate loss of a
preamble(or postamble).
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Processing timing error

In Fig.4.7, let tp be the average time to send an anchor symbol. tp is
composed of the time to perform the operations in MCU such as ADC,
timer setup, serial communication, enter and exit sleep mode, radio wake-
up time, modulation, and transmission. Variations in the number of cycles
to execute any of these operations can vary tp in the range [−ϵ,+ϵ]. We
assume that the operations in the MCU are deterministic and do not
contribute to ϵ. The radio wake-up time can vary within a bounded range
( [143].) We correct for this timing error by triggering the data timer
after tp + ϵ. On reading a sensor data of D, the MCU sets a transmit
counter for tp + ϵ cycles and triggers the radio module to transmit the
preamble. At the end of the transmit counter, the MCU and the radio
are set to sleep mode for D cycles. By increasing the transmit time from
tp to tp + ϵ, the transmitter removes the variability in the preamble
(and postamble) transmit time. The receiver counts the number of cycles
between the preamble and postamble and subtracts (tp + ffl) to obtain
Tinfo. We correct for variations in tp by increasing the overall time to
transmit as, tanchor ⩾ tp + ϵ. For timing errors bounded by ϵ, the
increase in anchor symbol duration from tp to tp + ϵ can achieve 100%
error correction.

Clock cycle error

Timing errors due to clock skew at the transceivers can lead to incorrect
Tinfo and hence bit errors. We propose a simple error correction mecha-
nism that spreads out the data value (in time) to account for the clock skew.
Consider the 32kHz crystal oscillator used in MSP430 FR2355. Though
the quartz crystal oscillators have high stability, it has a tolerance of ±
30ppm, resulting in an error of ± 0.9Hz in room temperature [201]i.e., the
measured clock cycle can vary by ≈ 1 clock cycle. To correct for this clock
counting error, we assign data value D to clock cycles that are separated by
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3 i.e., the minimum difference between two adjacent Tinfo transmitted over
air is set to three, to correct for variations in the clock cycles measured. To
generalize, when using a clock rate with a tolerance of ±δ, the minimum
difference between two transmitted clock cycles is set to δ. Therefore, a
sensor data D is mapped to δ+D · (2δ+ 1). Using the above redundancy
in time to correct for clock cycle errors will reduce the effective data-rate
since fewer unique clock cycles represent data. Therefore, accurate(low
tolerance) clocks are crucial to the design of WiChronos.

Propagation error

The time to receive an anchor symbol includes the propagation delay of
the RF signal. At distances of a few kms, propagation delays of RF signals
traveling at the speed of light are on the order of µseconds. Therefore,
changes in propagation delays would also be on the order few µseconds.
Error correction mechanism proposed above for clock skew is modified
to correct for propagation errors too. A 50% error in propagation delay
at a distance of 10 km can lead to an error of ± 0.8 cycles at a clock rate
of 32 kHz. Apriori estimate of channel and propagation model is used
to encode redundancy. For bounded error in propagation delays, we
can achieve 100% error correction by further increasing the minimum
difference between adjacent Tinfo. Combining these error detection and
correction mechanisms, WiChronos can correct for all bounded errors and
detect symbol losses.

4.6 Evaluation

4.6.1 Experimental setup

We implement WiChronos using Linx NT [143] as RF module and TI
MSP430 FR2355 [78] for MCU as shown in Fig.4.8. Linx-NT has ex-
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tremely low sleep current(1nA), and a transparent mode without protocol
overheads. The anchor symbols are transmitted at 9.6kBaud rate using
BFSK over 100kHz bandwidth (BW) with a frequency deviation of ±
30kHz [143]. The MCU costs $2.72 and the radio with antenna is $45.8,
bringing the overall cost to be < $50. Other less expensive transceivers
such as TI CC1101 and CC1125 which cost below $5 can also be used
to implement WiChronos. Linx NT is chosen for its simplicity, allowing
majority of the parameters to be set through hardware external pins. As
part of our future work, we plan to explore various radio modules.

We use a 32.678kHz external crystal oscillator for data transfer (count-
ing) as well as processing (MCU). Since information is encoded in the
time difference, absolute clock synchronization is not needed. During
system setup, the receiver stores the clock rate and anchor symbol of each
transmitter. To understand the impact of timing errors, we estimate the
maximum possible timing error analytically, verify it experimentally, and
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show that it is possible to correct all bounded errors (as explained in
§4.5.2). We compare against LoRa experimentally and present analytical
comparison with SigFox and M-PPM. Easy-to-program, Arduino based
integrated LoRa module [204] (RFM69HCW) does not allow for energy
management and has low battery life. We implemented an energy man-
agement module in SX 1272 [205] operated using MSP430; we reduce its
preamble to 6 bytes, remove Cyclic Redundancy Check and MAC headers,
disable ACKs, and set to transmit-only mode to minimize its energy con-
sumption and provide fair comparison. Throughout this section, unless
otherwise mentioned, we operate LoRa and Linx at 915.37 MHz center
frequency. LoRa is implemented at a spreading factor of 7, coding rate 4/5
and BW of 125kHz.
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Fig. 4.10: Experimental verification of anchor symbol length

As shown in Fig.4.8, the sender is powered by a battery and the receiver
is always-on. Both the transceivers use the external clock in the MSP and
commercially available 1/4-wave whip antennas. Our implementation in
MSP shown in Fig.4.2, circuit design, and hardware setup to recreate our
results will be made publicly available∗.

4.6.2 M-PPM Vs WiChronos

Following our discussion in §4.3, deploying PPM in a wireless system
is challenging. Recently M-ary PPM has been considered for low data

∗https://github.com/Yaman-Sangar/WiChronos
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rate IOT networks [206]. WiChronos is a special case of the general PPM
systems. In this section, we compare M-ary PPM against WiChronos on its
energy efficiency, range, and scalability. MPPM encodes a d-bit message to
one of 2d symbols which are represented by n pulses in one of the M time
slots. For example, in Fig.4.1, a 10-bit message is communicated using
n=2 pulses in one of the M=32 slots [

(32
2
)

> 210]. By transmitting these
pulses over NB or UNB, long range can be achieved [206]. In the rest of
this section, we assume a 100kHz BW for WiChronos and M-PPM pulses
and therefore both the modulations can achieve the same range.

Unlike an optical system, a single pulse needs to be long enough for
a wireless receiver to decode. Thus, the pulse length calculation follows
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Fig. 4.12: Battery life of WiChronos Vs. scale and traffic load

that of the anchor symbol. We choose a 1-byte sequence of alternating
1s and 0s as a single pulse since that is the smallest length that can be
communicated using Linx NT i.e., the shortest MPPM (and WiChronos)
pulse is set to 8 bits. The start of a message is denoted by a 1-byte pulse,
followed by the sender address, similar to a WiChronos anchor symbol.
Shorter pulse lengths using other RF modules will benefit M-PPM as well
as WiChronos. Our implementation of WiChronos uses 2-byte anchor
symbol, where the first byte is used for synchronization and the second
byte to identify the sender. Once an M-PPM receiver decodes the start of
a message, it synchronizes the clock and waits for a pulse.The transmitter
is in deep sleep mode when it isn’t actively transmitting.
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We implement the following two variants of MPPM that tradeoff energy
and scalability.
Each pulse is 1-byte i.e. the shortest pulse. The short pulses consume lower
energy, at the cost of MAC overheads. Since the receiver cannot differen-
tiate pulses from multiple senders, a dedicated MAC protocol [188] or
coding [180, 206] to coordinate transmission is required.
Each transmitter has a unique pulse. This eliminates MAC overheads but
renders each pulse longer, like a WiChronos anchor symbol, trading off
energy for scalability. Energy Consumption: Fig. 4.9 compares the energy
consumption of WiChronos and the above variants of M-PPM, in transmit-
ting a 2-byte payload. The energy consumption of WiChronos depends
only on the length of the anchor symbols, while that of M-PPM increases
linearly with the number of pulses n. For n = 2, the energy consumption
of M-PPM is the same as WiChronos and requires M=512 slots to transmit
a 2-byte message. While increasing n increases energy consumption, it
decreases latency.
Scalability:An energy efficient M-PPM system (variant 1) would choose
the shortest pulse, which will require MAC overheads and/or additional
coding techniques to reduce collision rate. While a scalable M-PPM (vari-
ant 2) eliminates MAC overheads, it increases energy per pulse (similar
to the anchor symbol of WiChronos), increasing the overall energy con-
sumption and the pulse duration.
Data Rate: The frame duration of M-PPM is fixed for a given payload
length i.e., M=32, with 2 pulses can encode 10 bits and always consumes
32 slots. WiChronos on the other hand, has variable message duration
between the symbols that depends on the payload. WiChronos leverages
lower data rate to achieve energy efficiency.
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4.6.3 Anchor symbol length

In this section, we evaluate the robustness of our anchor symbol length
design in §4.4.2. In our evaluation, we design the length to achieve an
SNR ⩾ 10 dB resulting in a BER of 10−3 for BFSK. At BER = 10−3, we
determine the optimum symbol length to be 10 bits, with a false positive
probability Pf ⩽ 0.01 and symbol error probability Pe ⩽ 0.001 from Fig.4.3.
Linx allows integer multiples of bytes (not bits) and hence we choose a
2-byte anchor symbol. The first byte is a sequence of alternating 1s and 0s
to indicate the start of message and the second byte to identify the sender
uniquely.

In Fig.4.10, we experimentally determine Pf and Pe for varying anchor
symbol lengths. With increasing anchor symbol length, Pf decreases while
Pe increases. At 2-byte anchor symbol, Pf is below 0.01 and Pe below 0.08.
The experimental Pe is higher than the expected Pe derived in Equation 4.5
due to intermittent pedestrian traffic and strong winds. We present the
impact of other environmental conditions on the symbol error rate later in
the section.

From experiments we infer that the Linx-NT has a higher than average
carrier sensing time, resulting in higher false positives. RF modules with
smarter carrier sensing can further reduce Pf and hence the anchor symbol
length. CC1125 [77] has a 4-bit settling time which can be reduced further
by freezing the AGC setting for known input levels. In addition to that, the
maximum transmit power of Linx-NT is 13.5 dBm while FCC allows up to
30dBm. An increase in transmit power and decrease in BW can improve
SNR, reducing Pe which will allow us to reduce the anchor symbol length
further. The presented result is thus an upper bound on the anchor symbol
length and offers room for a further decrease in symbol length. In the rest
of our evaluation, we use 2-byte anchor symbols unless stated otherwise. The
receiver determines the preamble using correlation and starts decoding
the address byte. A look-up table on the receiver is used to identify the
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transmitter.

4.6.4 Energy Efficiency

We evaluate the energy efficiency of WiChronos with 2-byte anchor symbol
and compare with LoRa and SigFox. The energy management module we
implemented results in longer radio wake-up time. We experimentally
measured the average radio wake-up time of Linx to be 4.2ms and that of
LoRa ⩽ 500µs. In Fig.4.11, we compare the life of a 250mAh, 3.3V coin-cell
battery for varying payload lengths sent every 10 minutes. WiChronos
has an impressive 10.25 years life for any payload length as its energy is
only a function of the anchor symbol length. LoRa with SF=7 has a battery
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life of ≈ 5 years, but decreases with payload length. LoRa with higher SF
used for longer range drastically reduces battery life (7 months at SF=10)
while that of SigFox is the lowest at two months.

When transmitting a 2-byte payload, WiChronos reduces energy con-
sumption by 1.7x compared to LoRa-SF7, 11x to LoRa-SF10, and 13.55x to
SigFox (BW normalized). The improvement in battery life, which increases
with payload length, is due to, 1) reduced air-time 2) non-increasing
energy-per-bit Eb. Eb for a WiChronos sender decreases with increasing
payload as the overall energy remains constant while the number of bits
increases. In classical modulation, Eb is constant and hence their energy
increases with payload length. The energy efficiency will be further im-
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proved by using modules with smaller sleep currents and faster wake-up
time.

The energy efficiency of WiChronos depends only on the length of the
anchor symbol and the traffic load. Fig.4.12 shows the impact of traffic
load and network scale on the battery life of a single node. For a given
traffic load, battery life of a node decreases with increasing network scale,
since the anchor symbol length increases with scale. The anchor symbol
length is the sum of minimum decodable pulse (8 bits in this case) and
log2(NetworkSize) + 1 to uniquely identify the senders. Similarly, with
increasing traffic load, the overall time-on-air increases, in turn decreasing
the battery life. At higher traffic loads where a payload is being sent once
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every 15 or 30 seconds, the battery life reduces considerably as compared
to low traffic scenarios. As discussed earlier, WiChronos derives energy
savings partly from reducing the time-on-air which increases significantly
when the traffic load and/or the scale increases.

4.6.5 Long Range

The long-range performance of WiChronos depends on the radio module
and the modulation parameters used for anchor symbol. In §4.4.3, we
derived the achievable communication range as a function of receiver BW.
The maximum achievable range using Linx is limited to 914 meters, due
to its reduced transmit power of 13.5 dBm. We verified the feasibility of
long-range in indoor and outdoor environments using 1/4-wave whip
antenna. Indoor experiments were performed in a 15 m x 10 m office
space and along corridors up to 75 m long. Outdoor experiments were
performed in streets with car traffic, bike paths with pedestrian traffic,
and open fields at varying distances and weather conditions as shown in
Fig.4.8.

Fig.4.13 plots the percentage of symbol and payload errors at varying
distances for a 2-byte payload. The received symbol error remained below
10% at 525 m. At distances up to 850 m, WiChronos implemented on
Linx was feasible under line-of-sight conditions. Payload error is the
error in decoded data (time). On detecting an anchor symbol loss, the
receiver ignores the data. In our experiments, timing errors remained
bounded and therefore, payload error is zero, provided the anchor symbols
were received correctly. This shows that under bounded errors, proposed
mechanisms detect anchor symbol loss and correct timing errors with
100% accuracy.

SNR at the receiver can be improved by increasing the transmit power.
RF modules with the maximum allowable Effective Isotropic Radiated
Power(EIRP) and lower BW can reach distances of over 10 km [207, 77,
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195]. It must be noted that the achievable range of our prototype is con-
strained by the hardware used here and is not an inherent limitation. Linx
was chosen for proof-of-concept because of the ease of hardware program-
ming it offers, simplifying communication between the MCU and the
radio. The sleep current of Linx is extremely low which helps keeping
the power budget down. Other RF modules such as TI CC1101, CC1125,
CC1190 with UNB modulations have been shown to achieve 10s of km,
using software programming. Any RF module with a protocol-free mode
can be integrated with an MCU to implement WiChronos.

4.6.6 Error correction and data-rate

We identified four categories of error viz., anchor symbol loss, process-
ing time error, clock skew error, and propagation error. The results pre-
sented in the rest of this section incorporate the anchor symbol loss detec-
tion. For the other three errors, we evaluate the data-rate performance of
WiChronos, the accuracy of received data in the presence of timing error,
and the impact of the proposed error correction mechanisms on data-rate.
We implement the error correction mechanisms proposed in §4.5.2 at the
transceivers.

Processing time error correction

Fig.4.7 shows the timeline of WiChronos data transmission, where the
duration and currents are specific to the components used in our imple-
mentation. As discussed in §4.5.2, processing time error is corrected by
elongating the transmission time tp to tp+ϵ. For the system under consid-
eration, tp = 196 cycles and the estimated tp + ϵ = 276 cycles. At system
clock rate of 32.678 kHz, the components of tp with their corresponding
average (A) and maximum (M) clock cycles are,
Radio wake-up time + MCU processing (A:137 , M:200 )
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Fig. 4.16: Collision performance in a multiple access network

MCU processing (A:8, M:8)
2-byte anchor symbol transmission time at 9.6kBaud (A:51 ,M:68 . We
estimate the upper bound of each operation to determine ϵ, and validated
experimentally. On reading a sensor data, the MCU sets TimerB to count
up to 276 cycles during radio wake-up and anchor transmission. The
effective processing and transmission time is therefore a predetermined
constant (276 cycles) and variations within this upper bound does not
affect the measured Tinfo at the receiver. The receiver counts Tinfo and
subtracts 276 to decode data, achieving 100% accuracy.

Table 4.3: Impact of Clock rate and skew on datarate
Clock
Rate

Tolerance
ppm

Tolerance
cycles

Expt. Tolerance
cycles

1 MHz [78] ± 10000 ±10000 ± 720
32.678 kHz [201] ± 30 ± 1 ±1
1 MHz [202] ± 50 ± 5 Not validated
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Fig. 4.17: Goodput Vs load for WiChronos & LoRa

Clock skew error

Clock skew directly affects the accuracy of the data received. We evaluate
the performance of the two clocks present in MSP430 1) an external crystal
oscillator (ECO) 2) an internal Digitally Controlled Oscillator (DCO) and
analyse their impact on data-rate. Columns 2-4 in Table 4.3 show the clock
rate and worst case tolerance of these clocks, along with other commercially
available low-power clocks. Clock tolerance is an indicator of the accuracy
of the clock. For example, with the 32.678 kHz ECO with a tolerance ±
30 parts per million [201] the measured number of clock cycles vary only
by ± 1 cycle. We experimentally verified the tolerance levels of the ECO
and the DCO by transmitting a predefined value of Tinfo every minute for
over a week. Column 5 shows the tolerance determined experimentally
for the ECO and DCO. Note that the theoretical tolerance values are an
upper bound. Therefore, the clock skew correction proposed in §4.5.2 uses
the tolerance values to determine δ. For the ECO, since δ = 1, a data D
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is mapped to Tinfo = 3D + 1. We correct for clock skew by introducing
redundancy, which reduces the effective number of data values D that can
be communicated, reducing the data-rate.

Higher tolerance requires higher redundancy for correction, negatively
affecting data-rate. Fig.4.14 plots the achievable data-rate as a function of
payload for different clocks. When using clock skew error correction, the
tolerance has a higher impact on the data-rate than the clock frequency. For
a given tolerance, the data-rate of WiChronos with 32kHz and 1MHz are
comparable, due to the redundancy introduced for clock skew correction.
Accurate clocks are key to the success of WiChronos. Low-power, high
accuracy clocks in the order of MHz [202] can be integrated with the
MCU to improve the data-rate performance of WiChronos. Note that the
data rate decreases with increasing payload length, irrespective of clock
tolerance, due to the exponential dependence of information time on the
payload. Prior knowledge of source distribution can help with optimum
data-time encoding to improve data-rate.

4.6.7 Multiple Access Control

In Fig. 4.16, we verify the effectiveness of WiChronos using ALOHA in
a large-scale network under varying traffic load. We also experimentally
validate the collision probability derived in Equation 4.7 in a network of
12 senders in heavy traffic scenario. We program the senders to wake up
every 16 seconds to communicate a random 2-byte payload. Each sender
is assigned a unique preamble and a postamble. On receiving valid bits
on the serial interface, the MCU correlates the first byte to detect a packet
and decode the second byte to identify the sender uniquely and trigger
the corresponding timer. The senders are randomly placed inside a 15 m x
10 m office space. The presented results are averaged over a 2-day period.

We present the probability of collisions in a log scale Y-axis as a func-
tion of network scale under varying traffic conditions in Fig.4.16 The back-
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Fig. 4.18: Goodput Vs load for WiChronos & SigFox

ground grey shade darkens as the traffic load increases. We categorize the
traffic load as high, medium and low when a 2-byte payload is sent every
15 s, 60 s, and 600 s respectively. As shown in Fig. 4.16, this probability in a
100 node network with high traffic is 9.1%, 31.3%, and 95% for WiChronos,
LoRa with SF-7, and SF-10 respectively. At low traffic, this decreases to
0.24%, 0.93%, and 7.2% for WiChronos, LoRa-SF7, and SF-10 respectively.
To compare against SigFox, we use a BW of 600Hz for both WiChronos
and SigFox. For low traffic, collision probability is 1.6% and 60.3% for
WiChronos and SigFox. Note that the collision probability increases with
both network scale and traffic, due to larger volume of data, resulting in
higher vulnerability to collisions. This increase in collisions is lower for
WiChronos than that of LoRa and SigFox due to its reduced time-on-air.
Since the channel is active only for the duration of the anchor symbols,
the vulnerable period for collision of WiChronos is smaller for the same
bandwidth and payload length.

We also validate the theoretical results with experiments for high-
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traffic, small-scale network (zoomed-in image). The experimental results
reflect the cumulative losses due to collisions, false positives, and anchor
symbol losses. On an average, the theoretical collision rate is 75% of the
experimental rate; the theoretical results are an approximation for a large
scale network and we expect the experimental results to match theoretical
for larger networks.

The reduced collision also improves the average network goodput
performance (total number of successful data bits in the network in a
given duration). We present the average network goodput as a function
of traffic load for various network scales in Figs 4.17 and 4.18, where each
transmitter sends a 2-byte message every traffic-load seconds. The above
results are BW normalized for fairness, with WiChronos and LoRa using
100kHz and 125kHz respectively in Fig 4.17 and 600Hz for WiChronos
and SigFox in Fig 4.18. Due to an increase in the volume of data, the good-
put increases with traffic initially. However, it reaches an optimal point
beyond which, collisions dominate and reduce the number of successful
transmissions, inturn reducing goodput. For a given scale, the goodput of
WiChronos outperforms LoRa due to its reduced collisions (Fig.4.16), and
they converge at lower traffic. This is because, with reduced traffic load,
data volume is low, inversely affecting goodput due to lower utilization of
channel capacity. We compare the goodput performance of WiChronos
and SigFox in Fig.4.18. As the scale increases, the increase in collision
probability of SigFox is higher than that of WiChronos. Similarly, with
reduced traffic load, the decrease in collision is higher for WiChronos,
leading to a better goodput.

It must be noted that though WiChronos outperforms LoRa and SigFox
in average network goodput, it trades off instantaneous goodput. In a 1000
node network where each node has a 2-byte payload every 10 minutes,
the instantaneous goodput of a WiChronos and a LoRa node are 15.0 bps
and 517.27 bps respectively. Similarly, with 600 Hz BW, the instantaneous
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goodput of WiChronos and SigFox are 12.08 bps and 46 bps respectively.
WiChronos is therefore best suited for applications with short payloads,
where it can deliver low-energy over long-range in a large-scale.

LoRa can leverage the orthogonality of SF to enhance scalability [208].
Lower SF values offer high data rate, and low energy. High SF values help
attain a greater range at the cost of data rate. While using different SF could
help with scalability, it will also effect the range and battery performance.
Another option offered by LoRa and SigFox is to use Frequency Division
Multiple Access (FDMA). FDMA can be used in addition to ALOHA
to further reduce the collision rate of WiChronos as well. For a given
receiver BW, the reduced BW on each sender will increase the collision
rate. However, this is only a function of the anchor symbols for WiChronos
and the effect will be less pronounced compared to LoRa and SigFox. The
decrease in collision rate from the reduced number of devices per channel
outweighs the increase (Fig.4.6) due to lower BW.

4.6.8 Environmental Conditions

We evaluated WiChronos outdoors under varying weather and traffic
conditions. Fig.4.15 shows the impact of temperature and wind on the
anchor symbol error rate at a distance of 250m. SER increases by a factor
of 15 at low temperatures and 19 when there are strong winds as well.
While this is not a complete analysis, it indicates the strong impact of
environmental conditions on anchor symbol loss, and in turn, bit errors at
the receiver. We plan to explore the impact of environmental conditions
and design antennas and protective casing to reduce the impact in our
future work.
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5 extending the range of lpwan using amateur
radio satellites

5.1 Introduction
87% of Earth’s surface today, including oceans, deserts, forests, and glaciers
is uninhabitable by humans [209]. Cellular coverage, primarily motivated
by economics, has little incentive to extend coverage into uninhabited
or sparsely inhabited regions. Environmental, ecological and geologi-
cal studies [210, 211, 212] depend largely on data collected from these
un-inhabited regions. While cloud computing and AI have provided un-
precedented access to compute and modeling with a large amount of data,
the lack of connectivity proves to be a significant challenge. Often, sensor
data is stored locally on the device, and teams of humans are periodically
(e.g., weekly or bi-annually) dispatched to physically collect sensor data.

Satellites, with their global coverage, can provide connectivity to these
remote regions of the Earth. Today, satellite imaging-based remote sensing
has emerged as a dominant alternative to ground sensing. The scope of
satellite imaging, however, is limited and falls short in many areas e.g.,
seismic sensing, sensing under thick forests, and foliage. More recently,
deemed as the “space-IoT” approach, several companies e.g., Swarm [30],
Alen [213], Astrocast [214], Lacuna [29], Myriota [215] etc., have invested
in launching Low Eart Orbits (LEO) satellites. Sensor devices on Earth
now may transmit data directly to these satellites, which then relay it back
to a ground station on Earth. Both satellite imaging and space-IoT, incur
significant investment of launching satellites, building ground stations
and obtaining spectrum licenses (when not using license-free bands).
Consequently, connectivity and data obtained from it tend to be expensive,
require reservations and is sparse and not real-time.

Our goal in this work is driven by the dream of democratizing near
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Fig. 5.1: How OSCAR Satellites Work

real-time IoT connectivity to cloud from anywhere on Earth i.e.,any sci-
entist/researcher should be able to deploy a sensor anywhere on earth
and obtain data from it without depending on the launching of dedi-
cated space-IoT satellites. Our contribution in this work is a novel approach
to continent-scale IoT, SatConnect – that leverages pre-existing constellations of
amateur radio satellites known as OSCARs (Orbiting Satellite Carrying Amateur
Radio).

OSCARs are built, launched, and used by amateur radio operators
to primarily enable voice communication with each other through non-
commercial satellites. An OSCAR satellite is typically equipped with a
transponder relay that acts like a mirror in space – it simply shifts the
frequency of incoming signals in a specific amateur frequency band to
another and reflects it back without any physical layer processing (e.g.,
demodulation or decoding) (Figure 5.1). Any ham radio device that falls
within the satellite’s coverage area can receive this reflected transmission.
For example, AO-73 [216] receives uplink radio transmissions in [432.125,
432.175] MHz, translates or shifts them to [145.975, 145.925] MHz, reflects
them back to earth in the downlink over a coverage area of circle approxi-
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mately 2500 kilometers depending on the height of the satellite. Currently,
there are over a dozen operational amateur radio satellites orbiting Earth
in the LEO belt. Thus, anyone with an amateur radio license may leverage
an OSCAR satellite currently overhead and communicate with another
device 2500 Km away.

The key idea behind SatConnect is simple – to leverage the OSCAR
network of satellites to transmit IoT data to a receiver connected to the
cloud potentially 1000s of Km away. Thus, an IoT sensor transmits its data
over the amateur radio band. The OSCAR satellite then relays the signal
over a large region that can be received by another device up to 2000 Km
away, potentially connected to the cloud.

While, the idea is simple, there are several challenges to be overcome
to make SatConnect viable. The primary requirement is that there must
be no interference with ongoing voice transmission. The payload must be
imperceptible and appear like white noise. This also requires the transmit
power to be limited so as to not overpower transmissions from amateur
radio users. Lower transmit power will reduce the SNR at the receiver
and consequently, the packet error rate may rise. Robust modulation
techniques are required to reduce packet loss. Due to the high velocities
and large distances, the doppler shift causes variable drifts in frequency
ranging from -7.5kHz to 7.5kHz. This shift needs to be corrected for to
receive the payload accurately. The transmitter also needs to know when
to transmit, therefore, scheduling uplink transmissions is yet another
challenge in realizing SatConnect. For the nodes to know exactly when to
transmit, they need access to the TLE of the satellites which is updated
every 24 to 48 hours. Either the updated TLE must be accesible to the nodes
or a schedule must be sent to them every few days to make sure the devices
do not miss the short satellite access windows. We are also in need of
protocols for a large number of devices to coexist within the coverage area.
In this chapter, we explain these challenges and our solutions towards the
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design and deployment of SatConnect.

5.2 Background
Wide area networks have seen tremendous growth in the last few years
with the advent of low-power sensors, computing, and communication.
With cheap, easy, and accurate sensing and monitoring easily available,
the IoT market has expanded and wireless sensors are being employed vir-
tually everywhere. At the same time, decades of research in infrastructure
for space exploration has resulted in the ability to create nanosatellites like
a cubesat, a satellite that can fit in a cube with and edge of an inch. Since
communication distances of IoT devices are in the order of 100s of km,
many technologies have used satellites to provide point-to-point commu-
nication across devices. Various attempts have been made in the past to
build satellite clusters as the basis of the infrastructure for point-to-point
communication between sensors. We list some of the prevalent ones today:

5.2.1 State-of-the-art space IoT

Lacuna: Battery powered sensors transmit data using a modified Lo-
RaWAN protocol [45] to conserve power. This data is received by cubesats
[29] launched by Lacuna and stored there for a short while, until it passes
by a ground station on earth. The data is relayed from the ground station
to the cloud platform for easy accessibility. Lacuna has deployed 5 satel-
lites and the tags are in customer demo mode. A total of 240 LEO satellites
have been planned for the Lacuna cluster.

Swarm: Data from various sensors is routed to a Swarm modem which
is capable of storing 2000 unsent messages. The modem transmits it to a
Swarm satellite, which is capable of storing 4000 messages, which relays it
to a ground station. The data is available through various access methods.
Swarm has launched 81 satellites of its planned cluster of 150 satellites.



108

Uplink frequency is 148-150 MHz and downlink frequency is 137-138 MHz.
750 packets (including both uplink and downlink) of 192 bytes each are
allowed per month with options for extensions.

Astrocast: Astrocast nodes are a bidirectional module that is capable
of transmitting and receiving from its nanosatellites. 20 of its planned
100 nanosatlellites have been launched and operate in the L band (1-
2GHz).The satellites have a controlled lifetime of 3-5 years. The bidirec-
tional communication protocol includes acknowledgements on reception
as well as deployment of security patches and software updates. Astrocast
guarantees a latency of less than 15 minutes and Astronodes consume
0.35W of power.

Myriota: Myriota allows 20 byte payloads to be transmitted from sen-
sors to their LEO nanosatellites. This data is relayed back to a global
network of ground stations and processed by software that is hosted in the
cloud. A cloud API can be used to access this data. It offers 1250 messages
per month and has options for higher data volume. Currently two of its
50 planned satellites have been deployed.

All of these technologies have spent millions of dollars to design, engi-
neer, and launch their satellites. The design and construction of ground
stations costs hundreds of thousands of dollars. Table 5.2 lists the power
consumption of each ioT node, frequency of communication, and the num-
ber of satellites planned by these companies. While a larger number of
satellites increases the probability that it will be visible to an IoT node, the
expense that goes into designing and launching it cannot be ignored. We
explain various types of satellites and their orbits and then discuss our
proposed idea.

5.2.2 Satellite Altitudes and Orbits

There are three types of orbits that satellites can be launched at: high earth
orbit, medium earth orbit, and low earth orbit. The height of the orbit, i.e.
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the distance between the satellite and the surface of the earth determines
the speed of the satellite. High earth orbit satellites are at a distance of
36,000km from the surface of earth and the satellite orbits at the same speed
as earth. They stay at the same longitude but may drift in the north or south
direction. These are also called geostationary satellites because they appear
to be in the same place relative to ground. These satellites are extremely
valuable for weather monitoring and various forecasting by gathering and
sending information about cloud cover, wind speed and direction and
humidity/water vapour. Given the relatively fixed location of the satellite,
they are also useful for communication and are used to provide rescue and
search beacons for ships and planes in distress. Geostationary satellites
are also used to monitor solar activity and space weather and radiation
patterns. It must be noted that geostationary satellites orbit right over the
equator. Satellites in the medium earth orbit move faster at a distance
of 20,200km from the surface of earth. They take 12 hours to complete
an orbit and pass a given spot twice in a 24 hour period. There are two
common orbits at this distance: semi-synchronous and Molniya orbit.
The semi-synchronous orbit is a near circular orbit that is consistent and
highly predictable. These properties lend well towards global positioning
system (GPS) applications. The Molniya orbit is elliptical with the earth
close to one edge. Hence, the satellite spends nearly two-thirds of its time
over one hemisphere. They are helpful for communication in far north
or south regions where geostationary satellites are unable to reach. Low
earth orbit (LEO) satellites are at a height of 100km from earth’s surface
and take 90-100 minutes to complete an orbit. Most scientific and weather
monitoring satellites are LEO satellites. These can have an equatorial orbit
or move from one pole to the other. Polar orbitting satellites move on a
sun synchronous orbit which means that whenever and wherever they
cross the equator, the solar time on earth is constant. Regular adjustments
are required to keep sun synchronous orbits consistent which allows them
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to appear at nearly the same time in most locations on earth. In a 24 hour
period, sun synchronous satellites usually view most of the earth twice,
once in daylight and once in the dark.

5.2.3 Amateur satellite

Satellites that are built and used by amateur radio operators are called
amateur satellites. Nearly all amateur satellites are LEO satellites oper-
ating in the unlicensed spectrum (144.1-148MHz, 420-450MHz) and are
accessible to all users with a valid ham radio license. These satellites have
linear or inverting transponders that up/down-convert a signal from one
frequency band to the other. Since the transponders perform a direct
frequency translation, they are agnostic to any encoding protocols that
may be implemented. However, FCC requires that any information sent
over these channels must not be encrypted. HAM satellites are typically
used by HAM enthusiasts and are usually employed for voice commu-
nication, typically for recreational purposes, training to use a radio, and
emergency communication. FCC regulations limit the transmit power on
certain bands but geographical restrictions apply to the 420-450MHz band.
FCC also limits the type of encoding on various bands. To the best of our
knowledge, there are no encoding limitations to these amateur bands.

5.2.4 Constellations and connectivity

Table 5.1 lists various amateur satellites, the uplink and downlink fre-
quency, the allowed bandwidth and the frequency of the continuous wave
(CW) beacon transmitted by these satellites. There are over 50 satellites
that are classified as amateur radio satellites. Since sun synchronous satel-
lites cover large parts of the earth and appear at approximately the same
time at a given location, we choose a subset of these satellites as presented
in Table 5.1. AO-7, AO-73, and EO-88 have inverting transponders whereas
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Table 5.1: Amateur satellite cluster proposed

Satellite
Uplink

frequency
(MHz)

Downlink
frequency

(MHz)
Bandwidth

(kHz)
Beacon

frequency
(MHz)

AO-7 432.125 - 432.175 145.975 - 145.925 40 145.975
CAS-6 435.27 - 435.29 145.915 - 145.935 20 145.910
CAS-3 435.030 - 435.050 145.665 - 145.685 20 145.660
AO-73 435.150 - 435.130 145.950 - 145.970 20 145.953
EO-88 435.015 - 435.045 145.990 - 145.960 30 145.940

CAS-6 and CAS-3 have linear transponders. We find that this small subset
of all amateur satellites is capable of covering most of the United States
of America. It must be noted that not all amateur satellites are accessible
worldwide. In fact, most of the American amsats can be used only by
licensed users within America. Various other countries have similar rules
too.

Since amateur satellites are already in orbit, we propose using these
as the basis of the infrastructure required to communicate from remote
locations. Since the primary purpose of amateur satellites is voice com-
munication, any data that is transmitted must appear like white noise to
any active radio operators. Active data transmission from an IoT node
to a ground station must not disturb any ongoing voice communication.
We propose encoding data as a Binary Phase Shift Keying (BPSK) signal
and modulate it using Direct-Sequence Spread Spectrum (DSSS) using
the Hamming(7,4) code to distribute the signal power across the entire
bandwidth.

5.3 System Architecture
The three primary components of SatConnect are the transmitting IoT
devices, satellites, and the ground station to receive. We leverage the
OSCAR satellite network that is agnostic to any modulation. In this section,
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Table 5.2: Existing technologies for global IoT connectivity through satel-
lites

Company
Number,
type of

satellites
planned

Frequency
(MHz)

IoT node
power

consumption
Lacuna 240 2.4GHz –
Swarm 150 148-150MHz (Uplink) 137-138MHz (Downlink) 3.15 - 3.6W
Astrocast 100 1-2GHz 0.35W
Myriota 50 399 - 403MHz (Uplink) 400-401MHz (Downlink) 1.8-1.9W

Fig. 5.2: Block diagram

we describe the system architecture of the transmitter as well as the ground
station.

The transmitter in SatConnect consists of the radio front end, power
amplifier, and antenna. Most of the OSCAR satellites use an uplink fre-
quency in the 430 - 440 MHz band with a bandwidth of 20kHz and hence,
the transmitter must adhere to this frequency and bandwidth limit. Fur-
ther, satellites also stipulate the maximum power they can receive. If the
power received by the satellite is higher, the transponder will saturate and
the data will be lost. Hence, it is crucial to study the link budget of the
transmit path and design the transmitter accordingly. Power amplifiers
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may be required to meet the required transmission EIRP. It must be noted
that power amplifiers have limitations on the input power to the device.
Careful consideration must be placed upon choosing the radio and power
amplifier to make sure that they are compatible with regards to the output
and input power limits respectively. We explain these design choices in
more detail further in this section.

The output of the power amplifier is transmitted to the satellite through
an antenna. Most OSCAR satellites are equipped with a whip antenna or
a right/left handed circularly polarised antenna. Whip antenna is omni-
directional which makes the placement of the antenna straightforward
but usually the gain of the antenna is much lower. The transmitter can
use any antenna to send to a satellite with a whip antenna. On the other
hand, a circularly polarised antenna requires careful positioning such that
the antenna points towards the satellite at all times. It is also important to
make sure that the direction of polarization of the antenna matches that of
the satellite. Though a whip antenna can be used to transmit to a satellite
that has a circularly polarised antenna, there will be a 3dBi attenuation to
the signal because of the antenna mismatch.

The satellite receives the signal from the transmitter and amplifies
it. The signal is then downconverted (upconverted) from the 440MHz
(144MHz) band to the 144MHz (440MHz) band. This signal is amplified
again and then transmitted back towards earth.

Once the data is reflected back from the satellite, it is received at a
ground station located 1000s of km away. Ground stations often uses a
dish to provide substantial gains of over 20dBi to improve the SNR of
the received signal. The size of the dish depends on the frequency of the
received signal; for a signal in the 144MHz band, a dish would have a
diameter of about 1m or more. However, dishes increase the cost of the
ground station and are not necessary for LEO satellites. Whip antennas are
often used at the receiver, though some satellites use circularly polarised
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antennas to reflect the signal back. In such a case, the receiver incurs a 3dB
loss. Most omnidirectional antennas would be fine but the gain would
vary and given the high path loss, a high gain antenna is preferable. An
alternative way to increase the SNR is to use a low noise amplifier on the
ground station. Since the ground station receives weak signals that are
just above the noise floor (or sometimes buried under the noise floor), a
low noise amplifier is needed to amplify the signal without amplifying
the noise. The LNA can provide up to 20dB of gain while raising the noise
by only 3dB[]. Any receiver that is capable of receiving at 144MHz (or
440MHz) can be used. Although we use a software defined radio as our
transmitter and receiver, any radio that can support the chosen modulation
in the 144/440MHz frequency band over a 20kHz bandwidth can be used.
We present the choice of modulation and other design parameters in the
next section.

5.3.1 Choice of Modulation

The choice of modulation that can be used impacts signal audibility and
noise resilience. FCC has regulations that govern the type of modulations
that are allowed in various frequency bands. While staying within these
bounds, it is crucial that any background voice communication that is
ongoing should not be disturbed. Therefore, data must be modulated
such that it appears as white noise to any ongoing voice communication.
Several modulations such as FSK and ASK that rely on bits being encoded
to specific frequencies are not possible because these appear as a constant
and audible tone. Reducing the power of the signal reduces its audibility,
but it also results in a lower SNR making detection and demodulation
prone to more error. Since data bits cannot be encoded to a single frequency,
each bit would have to be encoded by spreading the power over several
frequencies. Spread spectrum modulations are required in order to make
sure that there is no perceivable disturbance to users engaged in using the
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spectrum for voice communication. The overall signal power is spread
across the spectrum so that the power per frequency is low.

We propose two spread spectrum techniques to modulate data: chirp
spread spectrum and gold code sequence. Gold code sequence: A gold
code is a binary sequence with low cross correlation and high auto correla-
tion property. We use three unique gold codes, one each for the preamble,
bit 0, and bit 1. Each sequence is defined by the number of chips (n) such
that the length of the sequence is 2n. For example, a 10 chip gold code con-
sists of a sequence of length 1024. We follow the following steps to encode
the preamble and data bits using the gold code sequence: first, we divide
the bandwidth into as many pieces as the length of the gold code. When
the bandwidth is not an even multiple of the length, we reduce the band-
width to find the largest value that is an even multiple of the length. This
splits the bandwidth into evenly spaced frequencies. For a 10 chip code
(length of 1024), we choose the bandwidth to be 19.456kHz (this gives
us 19Hz between two consecutive frequencies). This creates a one-to-one
correspondence between each bit of the gold code sequence and a specific
frequency within the 20kHz bandwidth. We then create a time domain
signal by choosing the frequencies that correspond to ’bit 1’ in the gold
code sequence. Since a unique gold code is used for the preamble, data bit
0, and data bit 1, we get three unique time domain signals. We detect and
demodulate the received data by correlating each bit with the stored time
domain signal for bit 0 and bit 1. Since gold code sequence has a strong
autocorrelation and weak cross correlation, we observe a strong peak only
when the received bit and the stored bit are the same. By choosing gold
code sequences that are not balanced (unequal number of 0s and 1s) in
favour of sequences that have a greater number of 1s, we can spread the
signal power across a larger number of frequencies. Alternatively, if the
received signal strength is low, gold codes with a smaller number of 1s
can be used to increase the power per frequency.
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CSS: A chirp is a sequence where the frequency increases (up-chirp) or
decreases (down-chirp) linearly with time. CSS has been used in LoRa[]
and is a popular choice of modulation to achieve long communication
range. We define the number of unique frequencies in a chirp as its Mod-
ulation Order (MO). Data is encoded by changing the starting frequency
of the chirp. Since there are a total of MO starting frequencies, each chirp
represents log2(MO) number of data bits. A base up-chirp (down-chirp)
stars at the lowest (highest) frequency and ends at the highest (lowest)
frequency as dictated by the available bandwidth. The received chirps
are demodulated by multiplying them with a base down chirp. This con-
centrates all the signal power on a single frequency which is the starting
frequency of the chirp. Data can be decoded once the starting frequency
is known. Since CSS uses the entire channel, it is resilient to channel noise.
Therefore, chirps that are buried under the noise floor can also be detected
and demodulated. Hence, even in low SNR conditions, chirps can be
received, demodulated, and decoded which offers a significant advantage
over gold codes.

The received signals from the satellite are prone to immense doppler
shifts. The satellite and earth move at high speeds which results in fre-
quency shifts of up to -7.5kHz to 7.5kHz when the satellite moves from
one horizon to the other. Demodulating a gold code based packet in the
presence of doppler shift poses additional challenge of doppler detection
and correction. We explain our doppler correction process in Sec5.5. We
explain the CSS packet structure in further detail in Sec5.5.

5.3.2 Choice of hardware

Most LEO satellites are at a distance of 100km from the surface of the earth.
Given the prior knowledge of the transmit frequency, we can calculate
the total path loss that the transmitted packet will incur. For example,
transmitting a packet to CAS-6 incurs a path loss of 140dBm. Since the
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maximum transmit power of most radio front ends is less than 20dBm, a
power amplifier is needed to boost up the signal power. Cables connecting
the radio to the power amplifier and the antenna add to losses. For instance,
we determined experimentally that a 1m cable connecting the transmitter
to the power amplifier had 2dBm loss. Most satellites specify the EIRP of
the transmitted signal to be at least 40dBm in order to reach the satellite
but not saturate the transponder. As long as the power levels are met, any
radio that supports the chosen modulation can be used as the transmitter.

5.3.3 Coexistence with other tags

When multiple tags transmit packets simultaneously, there will be colli-
sions which results in packets getting lost. Since the path loss across all
of these packets is very large, all the received packets would be expected
to have low SNR at the receiver. Several techniques to resolve collisions
between LoRa packets have been proposed. These techniques could be
leveraged to improve the system scale up to 100s of devices.

5.4 Sensor Node Scheduler
We have discussed the choice of hardware and modulation as well as the
limitations of bandwidth. However, one key question that is still unan-
swered is ‘how does the transmitter know when to transmit?’ In order
to enable low power operation, the microcontroller on the sensor node
maintains the sensors and the radio in low power mode. The microcon-
troller has to be informed when the next satellite pass would be. One way
to do this would be to send the information about the next satellite pass
as a response to the packet sent by a node. There are several challenges
associated with this approach: the received packet from a satellite is on
a different frequency so the node needs to have a 144MHz antenna and
the appropriate matching circuit and an LNA to be able to receive this
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information. The added hardware and use of the radio increase the power
consumption significantly. An alternative approach is to choose specific
satellites that a specific node could communicate with. Each satellite trans-
mits a beacon at a unique frequency; it is usually one of the starting or the
ending frequencies of the allocated bandwidth. We propose using a low
power wake up receiver tuned to specific beacon frequencies to detect the
presence of the chosen satellite passing by. As soon as the microcontroller
detects the presence of the satellite, it can transmit its payload. To make
sure that the payload was transmitted, the MCU waits to receive at least
one more beacon signal from the satellite. If the MCU does not detect a
beacon, it assumes that a part or all of the data was not transmitted and
resends the packet at the next available satellite pass. This technique can be
further upholstered by using sun synchronous satellites. Sun synchronous
satellites pass by at a given location at approximately the same time every
day. This gives the MCU a coarse grained idea of the time at which it will
have access to the satellite.

5.5 Implementation
In this section, we describe the hardware and software we used to imple-
ment SatConnect. To be able to experiment with different modulations, we
use USRP B200 as the radio front end to transmit and receive the payload.
GNURadio is used to interface with the USRP and implement filters. We
implement two modulations, gold code and CSS, on MATLAB to generate
samples that the USRP transmits. We use a power amplifier to increase
the transmit power of our sender to 35dBm. A V shape dipole antenna is
connected to the output of the power amplifier to transmit the payload to
the satellite. All of the OSCAR satellites have vertically polarized antennas
(other than those with circularly polarized ones). We use the V dipole
antenna in a vertical configuration to align the polarization with that of
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the satellite. Not doing so will result in a 20dB loss and nothing will be
received from the satellite. Once the signal is downconverted and reflected
by the satellite, it is received at another V shape dipole antenna tuned to
the receiver frequency. The antenna is connected to a low noise amplifier
(LNA) which provides a 12dB gain to the received samples. These samples
are then fed to the USRP, filtered to a bandwidth of 50kHz using GNU-
Radio, and stored to be demodulated and decoded on MATLAB/Python.
All our codes on MATLAB/Python as well as GNU radio sketches along
with more details on the hardware set up are made publicly available.

We implement gold code and CSS modulation to transmit data. The
bandwidth for both of these modulations is 20kHz. We explained the
reasons for choosing these modulations in Sec5.3. Data is modulated by
choosing frequencies from a given preamble/bit ’0’/bit ’1’ gold code that
correspond to a value of 1. Once we have our time domain signal values,
we create a packet that consists of 3 preambles followed by a stream of 100
randomized bits. Upon reception, there are three steps to demodulation
and decoding the received samples: coarse grained preamble detection,
determination of the start of data packet, and finally, decoding the received
samples. First, we choose two consecutive windows such that each of
them has the same number of samples (NSamples) as we expect in the
preamble/bit ’0’/bit ’1’. We then autocorrelate these windows and store
the result in an array. We move both windows up by NSamples and then
perform autocorrelation again. Having three preambles guarantees at
least one position where both these windows will be within samples from
the preambles and will result in a high autocorrelation peak. Once an
autocorrelation peak is detected, a coarse-grained position of the preamble
is known. This completes the first step of demodulation. The next step
is to detect the start of frame delimiter (SFD) to be able to identify the
precise sample that represents the beginning of the first payload bit. To
do so, we slide the window one sample at a time (instead of sliding it
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by NSamples for coarse grained preamble detection). At each point, we
crosscorrelate the window with the stored preamble. The position where
we see a peak in the crosscorrelation output represents the position where
the window is exactly aligned to the preamble. We then apply a frequency
shift from -7.5kHz to 7.5kHz in steps of 1Hz to the stored preamble and
crosscorrelate the shifted version of the stored preamble with the received
one. The frequency shift that gives a peak at the crosscorrelation output
represents the doppler shift of the signal. Once the SFD and doppler shift
have been determined, the next step is to decode the payload and convert
it to bits. Starting at the SFD, we choose a window of size NSamples and
crosscorrelate the window with the stored bit ’0’ and bit ’1’ samples that
have been shifted by the doppler shift that was calculated above. The
crosscorrelation results in a peak which determines if the payload peak is
0 or 1.

We also implement CSS modulation in a format similar to a LoRa
packet. The payload consists of a preamble consisting of 8 base upchirps.
We choose the modulation order (MO) as 16, 32, and 64. Based on the
choice of MO, we encode the payload bits to chirps. The starting frequency
of the chirp is modulated by the payload. Once the packet is received,
demodulation is performed by multiplying the received chirp with a
downchirp, taking the FFT of the product, and locating the bin that the
FFT peak is in. The bin frequency corresponds to the data, hence data can
be easily decoded once the bin frequency is determined. In the presense of
doppler shift, the bin frequency is shifted. The doppler shift is determined
from the preamble. The preamble is defined as a chirp whose starting
frequency is the first frequency in the bandwidth. hence, the observed
preamble bin frequency is the value of doppler shift. We subtract this
value from all the other received bin frequencies before decoding the data.

We use both of these implementations in our experiments using ISS
transponder as our choice of OSCAR satellite. We describe the experimen-
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tal set and results in detail in Section5.6. I am still performing experiments
using the CSS modulation and don’t have enough data to present a sta-
tistically robust result just yet. I will update my results here as soon as I
have collected data from at least 1000 packets.

5.6 Evaluation
In this section we present an evaluation of our prototype as described in
Sec. We evaluate our prototype across the following fields: Audibility
of transmitted data: We evaluate if the modulated data appear as white
noise to users using the spectrum for voice communication through a user
study. Bit error rate: We evaluate the bit error rate for different gold code
sequences used to modulate data by changing the chip length of the gold
code sequence.

5.6.1 Audibility of transmitted data

Since the primary use of Ham satellites is voice communication, it is im-
perative that any ongoing use of the spectrum for voice transmission is
not impacted negatively. In order to study this, we conducted a user study
to understand the effect of the presence of modulated data in background.
We had a pool of 8 users of which 2 were female and 6 were male. Their
age ranged from 19 to 34 and none of them had any experience with voice
communication through HAM radios before. Each user was given a set
of 200 randomized sessions. These 200 sessions consisted of 25 sessions
each where there was no background transmission, gold code modulated
data transmission with chip length of 8, 16, 32, 64, 128, and chirps with
spreading factor 7 and 9. These 25 sessions with background data of a
particular modulation consisted of 5 sessions each where the interference
signal power was sent at low, medium, and high receiver SNR. Two low
SNR (3-5dB and 6-8dB) transmissions, two medium SNR (12-15dB, 18-
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Fig. 5.3: Average user response for various modulations across different
SNR conditions

20dB) transmissions, and one high (over 30dB) SNR transmission was
used. All the users were given a hand held HAM radio that was set to
receiver mode. Eash ‘session’ with a user lasted 30 seconds at the end of
which the user was asked to rate the quality of the voice communication
as a comparison to a baseline. The baseline was defined as a 30 second
conversation with the user when they were told that no background trans-
mission had been initiated. In all the other sessions except when the users
asked for a baseline, the users were not told if there was a background
transmission happening or not. All users were asked to rate the quality
of the conversation according to the following scale: 1: Better than base-
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line, 2: Same as baseline, 3: Little worse than baseline, 4: Much worse
than baseline, and 5: Inaudible. Based on the responses from the users,
figure5.3 plots the average responses across all users across all sessions
on the x axis and the SNR of various interferring modulations on the y
axis. From Fig5.3, we notice that all modulations at low SNR background
transmission do not appear as a disturbance to the users. Since the average
score is between 1 and 2, users do not perceive the ongoing communica-
tion to be any worse than the baseline. As we increase the interference
power to medium and high SNR scenarios, we notice that the channel
interference becomes more audible. The user study concludes that at low
SNR, the channel interference due to background date transmission is
imperceptible.

5.6.2 Bit error rate

In this section we evaluate the bit error rate of the gold code sequences
of chip length 8, 16, 32, 64, and 128. We used the transmitter and ground
station prototype as described in Sec5.5. 200 packets each with 100 data
bits were transmitted for each chip length. In Fig5.4 e plot the bit error
rate on the x axis and the modulation on the Y axis. BER is lower when
the chip length is lower. This is because when we reduce the chip length,
we reduce the number of 1s in the gold code sequence. Since the signal
power is constant, the per frequency power is higher and therefore, the
per frequency SNR is higher.

Further analysis of CSS modulation is currently the focus of my experi-
ments. I will present results on the packet error rate of CSS modulation at
three different modulation orders (16, 32, and 64). I will also perform a
long range experiment where the transmitter and receiver are separated
by 1100km and present the packet error rate for chirps using different
modulation orders (16, 32, and 64). I will also use the data collected to
plot the data rate at different spreading factors and study how the data
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Fig. 5.4: Packet error rate for gold code modulation of various chip lengths

rate can be increased.
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6 conclusion

I proposed, designed, and prototyped PACT, a scalable communication al-
gorithm that improves the communication range of battery-less Tags. Our
Tag design using active radio avoids the range limitation due to dual path
loss in existing passive backscatter systems. Our energy harvesting circuit
design along with ultra-low power wake-up receiver and demodulator
reduces the energy consumption of the Tag. Our Q&A-based communica-
tion paradigm where the Source queries the Tag with a specific Question
further simplifies the Tag design and hence its energy consumption. Our
hybrid MAC protocol allows more than 500 Tags to communicate concur-
rently with the Reader. We identify three key applications in food safety,
transportation, and storage where PACT can be integrated. It can offer
low-cost or no-cost monitoring and tracking options for these large-scale
deployments over a long time, making PACT scalable and sustainable.

I proposed WiChronos, a modulation technique that enables long-
range communication in large-scale deployments of energy-constrained
sensor nodes. By offloading the communication complexity to timers
present in every MCU, we reduce the energy consumption and the cost of
each sender. We reduce the time-on-air by minimizing the number of sym-
bols per message, in turn improving the spectral efficiency. The reduced
time-on-air enables an ALOHA-based MAC protocol to accommodate a
large-scale network without significantly affecting collision performance.
We propose error detection and correction mechanisms for timing-induced
bit errors for bounded errors. Using off-the-shelf RF modules and MCUs,
I prototype and evaluated the energy, range, and scale performance exper-
imentally in indoor and outdoor scenarios.

I present SatConnect, a continent-scale IoT technology that leverages
pre-existing constellations of amateur radio satellites known as OSCARs to
enable connectivity. SatConnect tags use CSS modulation at low transmit
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power so that the payload is imperceptible to the human ear and appears
as white noise. I will demonstrate experimentally that a SatConnect tag is
capable of transmitting to a receiver located 1100km away.

Finally, I also worked on the design of link layer protocols in molecular
communication networks. Embedding the device address in the signal
amplitude and offloading the timer required to keep a count of the com-
munication reduce the number of signals transmitted. This reduces the
collision probability in a multi-sender network and maximizes the network
throughput.
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7 discussion

In this chapter, I present avenues towards my doctoral research can be
extended further. The three systems I have built can not only be improved
further, but they also be used in several other applications for alternate
uses without any additional changes to the described hardware.

7.1 Future work for PACT

7.1.1 Alternate harvesting sources

It is possible to harvest energy from other sources to charge the storage
capacitor faster [217], often leveraging the applications. For example, solar
cells or piezoelectric crystals could be incorporated to the RF energy har-
vesting unit on the Tag. Most on-body applications could take advantage
of piezoelectric crystals to harvest usable energy [218], and outdoor appli-
cations could use solar cells similar to pLoRa [12], or polymer triboelectric
nanogenerators that convert mechanical to electrical energy.

7.1.2 Soil moisture detection using PACT tag

Though we present PACT in the context of monitoring applications, the
PACT tag can be used with minimal to no changes for several other appli-
cations as well.

In Chapter 3, I explain the design and implementation of the prototype
of a passive tag with an active radio that is able to achieve better commu-
nication range. Instead of increasing the communication range, the tags
could be used to transmit across a medium that has a higher inherent path
loss, and unlike backscatter, we’d still be able to receive the signals at the
Reader. With this insight, we propose using the PACT tag to enable wire-
less moisture detection and estimation. Moisture detection required the
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tags to be buried under the ground. The path loss of RF signals through
moisture-laden soil is larger than dry soil or air. While the RSSI of a signal
from a backscatter tag may not suffice, initial experiments indicate that
it is possible to receive data with over 3dB SNR from a PACT tag buried
underground in the presence of moist soil. We are exploring techniques
to use the phase of the received signal to estimate the moisture content in
the soil. Since a PACT tag is batteryless, it requires minimal maintenance.
A drone carrying the source and reader can easily charge the tags as well
as gather the tag responses. This data can be transferred to the cloud for
additional computing to estimate the soil moisture. In the context of this
application, PACT enables the vision of deploying sensor nodes on an
extremely large scale without having to worry about the environmental
footprint. Several techniques exist to build circuits on biodegradable PCBs.
Since a PACT tag doesn’t require a battery, there is potential to develop
tags that are completely biodegradable.

7.1.3 Localization using PACT tag

Another possible use of the PACT tag is in the localization of devices
in a closed/bounded indoor environment. We base this on the insight
that the energy harvesting circuit on the tag charges to a voltage that is
a function of the source signal power, the efficiency of the harvester, and
the distance between the source and the tag. The harvester efficiency is
hardware dependent but is consistent for a given PCB. If we keep the source
power consistent, the voltage our RF harvester charges to is completely
dependent on the distance from the excitation source. We propose to
attach the source to the device that needs to be localized. The space where
the source needs to be localized has several PACT tags in fixed locations
across all the boundaries. By measuring the voltage across the storage
capacitor on these tags, we can estimate the location of the source, and
by extension, the device that needs to be localized. Before an algorithm



129

can be implemented, studies need to be done to determine the minimum
sensitivity that is possible. The sensitivity could be better at frequencies
other than the 915MHz band, though experimental verification is required
for this. The harvester on the tag will work at all frequencies but will need
the inductor and capacitor values on the matching circuit to be adjusted
depending on the frequency chosen.

7.2 Future work for WiChronos
WiChronos is the first step towards a low-power, long-range, scalable
wireless network for low data-rate LPWANs. There are open research chal-
lenges that need further investigation and new research areas stemming
from our work, some of which are discussed here.

7.2.1 Timing error detection and correction

Existing error correction codes are designed for bit errors. Timing errors
in WiChronos can occur due to distance, and channel conditions. Cur-
rently, we transmit anchor symbols at low data rates of the order of a few
kbps, and hence the impact of the above conditions on anchor symbol
timing is minimal. Error correction mechanisms will be needed for higher
anchor symbol rates of 100s of kbps. We proposed a simple error correc-
tion mechanism for clock skew that uses the apriori knowledge of clock
tolerance. Smarter, capacity achieving timing error correction can improve
the data-rate performance of WiChronos, making it suitable for a wider
range of applications.

7.2.2 Data-rate energy tradeoff

WiChronos trades off data rate for energy efficiency. We proposed two
strategies to improve the data-rate performance of WiChronos. 1)A greedy
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algorithm that uses prior knowledge of the source distribution. 2)Information-
theoretic and machine learning approaches to learn the source distribution
and encode data to clock cycles optimally; also an ongoing work. Systems
research on efficient low-power, high-accuracy clocks have the potential
to maximize data rate and minimize energy further.

7.2.3 Information security and authentication

In its current design, a WiChronos receiver identifies the sender from
the anchor symbols and does not offer a mechanism for authentication.
An adversary could be listening to the channel to decode data and it
is therefore not secure. Encrypting anchor symbol bit pattern can be
used to authenticate the sender whereas data security can be achieved by
encrypting the data (D) to timing (Tinfo)mapping. Simple and efficient
security protocols for timing-based communication is a branch of research
that is open for further study.

7.2.4 Physical layer

WiChronos was implemented using OTS components and we rely on
their built-in signal processing for modulation and demodulation, fre-
quency spectrum, and AGC timing among other features. Various other
transceivers such as TI CC1101 and TI CC1125 offer advantages such as
lower AGC settling time, the ability to detect a 4-bit preamble, and a
much lower active current. Parameters for choosing appropriate hardware
may be restricted by the application and requires further study. We are
currently working on exploring some of these modules from TI.
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7.3 Future work for Satellite IoT
In my work, I discuss the bit error rate results when using a gold code
sequence as the modulation. We see that at low SNR, using the gold code
results in higher errors and hence, a large number of packet losses. For bet-
ter noise resilience and accurate demodulation and detection, CSS-based
data modulation is proposed. Experiments using chirps of modulation
order 16, 32, and 64 have shown promising results, though these have been
conducted with the transmitter and ground station receiver co-located.
The next step towards the implementation of the system is to verify the
functionality of these devices at long ranges of 1000s of km and evaluate
the bit error rate. With that in place, the next step towards a practical
Satellite IoT system would require a deployment where multiple devices
would be scheduled to transmit to the same satellite. Algorithms to resolve
packet collisions and retrieve data from concurrently transmitted packets
could increase the system scale. The accuracy of these algorithms shall be
evaluated by measuring the bit error rate across the entire deployment.
Experimental verification of the maximum achievable per node and sys-
tem data rate shall be explored through the deployment. Several methods
can be adopted to improve the data rate further. Allowing the capability
to transmit to multiple satellites on each node is an example of such an
extension to this work. Each node may be programmed to be sensitive
to several beacon frequencies. This approach will increase the spectrum
usage and hence, result in more collisions as well. A practical deployment
will enable a better understanding of the number of satellites each node
may have access to for best data rates versus for best network scale. Finally,
further experimental verification is required to accurately understand the
effect of scale on the audibility of the signal. The current user study only
had one interfering data transmission going on in the background. A
scaled deployment will be required to evaluate the upper bound on the
node transmit power such that the packets appear as white noise still, but
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have enough signal power at the receiver to be demodulated and detected
with accuracy.

7.4 Community centered computing
The goal of my research so far has been to make fundamental contributions
toward increasing the communication range of wireless systems. These
contributions, while solving urgent technical problems, have sometimes
been disconnected from larger societal and global issues. I intend to bridge
the gap between these innovations in wireless systems, and direct applica-
tion in community-directed science and sensors/data enabling civic action.
This pivot to community-centered approaches towards the application of
computing to undo the effects of climate change represents a significant
new body of work I must engage with and understand, including literature
not traditionally taught in electrical and computer engineering around
socio-technical systems, ethics, power, position, and practical skills around
qualitative information gathering and analysis. Further, by working with
marginalized communities, such as Indigenous and Native American
tribes, I must increase my understanding of governance and political sci-
ence structures that inform and necessarily situate the work. No longer can
I build things in a lab, but I must now co-design and invent for a purpose.
This requires developing a fundamental and respectful understanding of
the traditional ecological knowledge, systems, and co-production that has
been preserved by these communities. Through close collaborations with
the community members, I intend to create methodologies that combine
state-of-the-art environmental sensing and data science with traditional
land use ideologies to identify and evaluate potential solutions. My pro-
posed ideas also pivot toward collaboration with bioengineers, specifically
those involved with bacterial genetic engineering. I plan to use Microbial
Fuel Cells for power generation and as sensors. Sensing using MFCs re-
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quires the identification of bacteria that are sensitive to particular elements
(carbon and nitrogen). Bacteria must be engineered so that pathways
responsible for interactions of the bacteria with these elements can be am-
plified to enhance the accuracy of measurement. The combined learning
and skill building from these two interconnected fields will greatly benefit
my future as a scientist who hopes to build cutting-edge, yet practical
and well situation technologies for combatting climate degradation on
behalf and with marginalized communities on the frontlines of climate
adaptations.

Having built a skillset to build and deploy prototypes in my doctoral
research, I now hope to pivot towards enabling community-driven com-
puting. I believe that capturing observations from communities and using
these to inform my goals as a researcher will bring benefits to these com-
munities sooner since I can create custom solutions and build digital
hardware toolkits concurrently to be used across the spectrum of users.
Marginalized and rural communities today face a disproportionate impact
of climate change and land development practices like mining, oil/gas
pipelines, etc. Low-cost and low-burden solutions are required for these
communities to enable access to technology to understand, evaluate, and
address the effects of climate change.

According to some estimates, native communities own only 2.6% of
the total landmass of the United States. The increasing frequency of ex-
treme weather events, the global rise in temperatures, and several human
practices deter the ability of these communities to access and maintain
natural resources. For example, Manoomin, the Ojibwe term for wild rice,
grows in coastal wetlands. Manoomin has been grown and sustained by
the Ojibwe tribe and other communities for centuries and is viewed as
essential to the distinct identity of the Ojibwe people. Manoomin repre-
sents a connection to the community since they are both dependent on
each other for survival and therefore, the Ojibwe people consider it to be
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their innate responsibility to care for and protect the lands essential to
their cultural practices. Despite owning a small part of the land in this
country, these are tribes that practice sustainability in everyday practices.
In fact, indigenous communities all across the world have internalized
the idea that if they exhaust all their resources, their future generations
will have nothing to eat or anywhere to live. By collaborating with nature,
they have an intimate relationship with all the natural resources and care
deeply about the conservation and well-being of these resources.

Grounded in the importance of understanding these relationships
of the communities with nature, I propose a novel approach towards
preserving these natural resources while being respectful of the practices
and beliefs they hold dear. Though we need technologies to sense and
monitor the detrimental effects of climate change, it is imperative that
these do not add further to land use infringement.

Conservation efforts require regular monitoring of several environmen-
tal factors such as temperatures, humidity and moisture content of soil,
several nutrients to monitor soil health, the flow of natural water sources,
etc. All of these require several sensors to be deployed. Measurement of
soil health and moisture requires sensors to be buried in the soil. Wireless
devices are required to transmit this sensor data. Further, power sources
are required to supply energy to all of these components.

Inspired by the practices that the tribes follow, I think the technology
and the lands where it is implemented depend on each other. To enable
this synergy, the sensors placed in the environment must not have any
detrimental effects on the land. The PCBs that these sensors are fabricated
on can be made on biodegradable mediums. However, batteries used
to power these sensors are not biodegradable and result in polluting the
land with harmful chemicals. I seek alternative ways to power and use
the sensors through the lands themselves. I propose a novel approach
towards integrating this wireless and sensor system with power derived
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from Microbial Fuel Cells (MFC) to reduce the environmental footprint of
this additional technology on these lands.

In its very basic form, MFCs use microorganisms feeding on a substrate
such as wastewater or lignocellulosic biomass (dry plant matter), etc. Mi-
crobes oxidize the substrate on the anodic compartment of the cell and
release an electron that travels through an external circuit (thereby power-
ing it) to the cathode compartment. The anode and cathode compartments
are separated by a proton exchange membrane through which protons
are induced to maintain charge balance. The output power produced by
MFCs depends on several factors such as the type of substrate, microor-
ganisms, material for cathode and anode terminals, and circuit resistance.
However, the greatest challenge in integrating MFCs with wireless circuits
is that the power delivered by the MFCs is dynamic and depends on the
environment. Rains and floods may raise the voltage by providing ideal
growing conditions for the microorganisms. On the other hand, warmer
days and summer months will need regular care to keep the MFCs up and
functional. The type of soil varies from location to location. Different types
of soil impact the growth of bacteria and hence change the total power that
can be produced. Since power production is not guaranteed to be regular,
sudden power failures are bound to happen. The state of the system at
different points must be maintained and stored so that measured data
is not lost when this happens. Therefore, the sensing and data transfer
hardware as well as software protocol designed around these systems
must be able to navigate these challenges.

I propose further exploration with MFCs in using them as the sensors
for soil health as well as the power source for data transfer. MFCs have
been shown to successfully remove carbon and nitrogen from wastewater
by up to 50%. Looking at it from a different perspective, I would claim
that MFCs can detect the presence of carbon and nitrogen and the power
output is sensitive to the concentration of carbon and nitrogen. Therefore,
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the power output produced by the MFC is an indication of the Carbon and
Nitrogen levels in the soil. A practical deployment of such a sensor will
consist of several cells with varying densities of microorganisms. I propose
algorithms to eliminate errors due to the differences in microorganism
concentration by following the principles of differential noise cancellation
(which is used in several digital and analog circuits).

Once the sensors have measured the required data, I propose using
backscatter communication for data transfer. Much research on backscatter
has already positioned it as one of the most commonly used low-power
communication models for battery-free devices.

In summary, my work provides solutions towards achieving a long
communication range, much research effort needs to be dedicated to de-
ploying these devices and studying the long-term effects so that these
could eventually be converted into products that can enhance the quality
of human life.
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