
Understanding Privacy in the Era of “Privacy is Dead”:
Inference Attacks and New Defenses

by

Matthew Fredrikson

A dissertation submitted in partial fulfillment of
the requirements for the degree of

Doctor of Philosophy

(Computer Sciences)

at the

UNIVERSITY OF WISCONSIN–MADISON

2015

Date of final oral examination: 08/14/2015

The dissertation is approved by the following members of the Final Oral Committee:
Somesh Jha, Professor, Computer Sciences
Benjamin Livshits, Researcher (Microsoft Research)
C. David Page Jr., Professor, Biostatistics and Medical Informatics
Thomas Reps, Professor, Computer Sciences
Thomas Ristenpart, Associate Professor, Computer Science (Cornell Tech)



© Copyright by Matthew Fredrikson 2015
All Rights Reserved



i

For Emily



ii

acknowledgments

This dissertation is the culmination of many years of work, and would not
have been possible without the support and dedication of many collabo-
rators, family, and friends. My advisor, Somesh Jha, has guided me well
through all aspects of life as a computer scientist—his patience, encour-
agement, and sense of humor are the reason this document exists, and I
can only hope to emulate his unique advising style. For this, I will remain
indebted to Somesh indefinitely.

I also thank the members of my committee—Thomas Reps, Ben Livshits,
Thomas Ristenpart, and David Page. At various points in my career as a
graduate student, they have essentially served as my co-advisors, and I
am grateful to have had the opportunity to work with them on interesting
problems. My research, and this document, would look very different
without their hard work and guidance. In addition to those on my com-
mittee, the work in this dissertation would not have been possible without
the help of Eric Lantz and Simon Lin. Their expertise in bioinformatics,
statistics, and medicine provided the direction needed to realize the most
important results in Chapter 3.

During my time as a graduate student, I have been fortunate to work
with researchers at a number of external labs during internships: Mihai
Christodorescu and Rainer Sailer at IBM Research, Vinod Yegneswaran,
Phillip Porras, and Hassen Saïdi at SRI International, and Ben Livshits,
Nikhil Swamy, and Ben Zorn at Microsoft Research. Each internship
refined my sense of “good research”, and exposed me to problems and
techniques that eventually allowed me to formulate and develop the work
in this dissertation.

Finally, none of this would have been possible without the support
and enthusiasm of my family and friends. Without them, I could not have
made it through so many years of graduate school. I thank my parents



iii

and sister for their steadfast belief in me, and their willingness to help at a
moment’s notice. To my wife Emily, thank you for being there to give me
comfort, support, and the right perspective.

The research in this dissertation was generously supported by a Mi-
crosoft Research Graduate Fellowship; by the National Science Foundation
under grant CCF-0524051; by the National Library of Medicine under grant
R01LM011028; and by DARPA and AFRL under contract FA8650-10-C-
7088.



iv

contents

Contents iv

List of Tables v

List of Figures vi

Abstract xiii

1 Introduction 1

2 Background 12
2.1 Differential Privacy 12
2.2 Satisfiability for First-Order Theories 23
2.3 Bounded Software Model Checking 40
2.4 Parametric Lattice-Point Counting 50

3 The Tension Between Privacy and Utility 54
3.1 Model Inversion 54
3.2 A Case Study: Personalized Medicine 72

4 Satisfiability Modulo Counting 99
4.1 A Logic with Parametric Counting Terms 99
4.2 sat#: An Abstract Decision Procedure107
4.3 A Linear-Integer Instantiation of sat# 121
4.4 Case Study: Verifying Secure Multiparty Computations 129

5 Conclusion 147
5.1 Ongoing and Future Work 148

References 157



v

list of tables

2.1 Entities used in Dwork’s privacy game . . . . . . . . . . . . . . 18
2.2 Components of a first-order language. . . . . . . . . . . . . . . 25

3.1 Annual cerebrovascular event probabilities for INR ranges. RR
stands for relative risk, ICH for intra-cranial hemorrhage, ECH
for extra-cranial hemorrhage. Source: Sorensen et al. (Sorensen
et al., 2009). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 96



vi

list of figures

1.1 The left image was recovered given only the classifier label
corresponding to the individual and access to a softmax facial
recognition model. The right image was one of the ten pictures
of the subject’s face used to train the model. . . . . . . . . . . 4

1.2 Flawed implementation of DP using fixed-point numbers in an
attempt to sidestep floating-point granularity issues (Mironov,
2012). DP is implemented on lines 8–11: a Laplace-distributed
variate with scale parameter λ = 1 is drawn on line 8 using
an inverse transform on the uniformly-distributed seed, then
converted to scale λ = 1/ε on line 10, and finally added to the
raw average on line 11. . . . . . . . . . . . . . . . . . . . . . . . 8

2.1 Dwork’s privacy game. In the first world, the adversary is
given the output of the release mechanism A and the auxiliary
information generated by X. In the second world, the simulated
adversary is only given the auxiliary information. In either
world, the agent (Adv or Sim) wins when the game returns 1.
This condition represents a successful privacy breach. . . . . . 18

2.2 Strategy for auxiliary information generator X and adversary
Adv in Dwork’s privacy game. Both strategies rely on a strong
randomness extractor RandomExtract to generate a one-time pad
from the utility vector w, which is later used to encrypt the
breach. These definitions assume that all of w is computable
from the output of the release mechansim A(D,d), but Dwork’s
full proof also contains a strategy that assumes the adversary
can only compute a portion of w (Dwork, 2006). . . . . . . . . 19

2.3 Syntax for the first-order language L = (R, F,C,ν,V ,=,¬,∨, ∃) 25
2.4 Semantics of the language L under U and U-assignment α . . . 27



vii

2.5 This example illustrates conflict-driven backtracking and clause
learning. Chronological backtracking, as used in classic DPLL,
will need to backtrack to the first decision, through the irrele-
vant clause l5 ∨ l6, in order to resolve the conflict. CDCL can
use the conflict to learn the lemma l1 ∨ l3, and thus backtrack
immediately to the first decision on l1. . . . . . . . . . . . . . . 33

2.6 Subroutines used by DPLL . . . . . . . . . . . . . . . . . . . . . 35
2.7 DPLL algorithm with conflict-driven clause learning . . . . . . 35
2.8 Transition system for DPLL with conflict-driven clause learning

and backjumping . . . . . . . . . . . . . . . . . . . . . . . . . . 36
2.9 Modified transition rules for DPLL(T ) . . . . . . . . . . . . . . 38
2.10 Operational semantics and symbolic Posti operator for a sim-

ple language While. Because the semantics have no rules
whose pre-state corresponds to the empty statementφ, a While-
program terminates after entering it. τD and τB transform
numeric and Boolean program expressions into L-terms and
formulas, respectively. See Example 2.6 for details. . . . . . . . 43

2.11 Sample While program and its execution under the semantics
from Figure 2.10(a). Note that we usually apply the Sequence
rules simultaneously with others to avoid tedious redundan-
cies in the derivation. Sometimes we use Sequence1 without
writing it in the derivation, instead writing the rule that ap-
plies immediately after it, when the necessary application of
Sequence1 is obvious. . . . . . . . . . . . . . . . . . . . . . . . . 45

2.12 Program from Figure 2.11 transformed to allow checking the
safety property Π = {(`3, ρ) | ρ ∈ Jx+ 1 6 yK} by checking the
invariant ∆ = Jv? = 0K. . . . . . . . . . . . . . . . . . . . . . . . 47



viii

2.13 The parametric polytope Pa,b = {(x,y) ∈ R2 : 0 <= y <=

a∧y <= x <= b}, evaluated at a = 1
2 ,b = 2 (left), a = 1,b = 2

(middle), and a = 2,b = 2 (right). The first two parameter
values reside in a different chamber than the last, so they do not
share the same set of vertices and require different polynomials
to characterize their lattice-point cardinalities (see Equation 2.3).
Notice that changing parameter values within a chamber, as
shown in the left and middle images, translates the vertices but
does not change their relationship to one another. . . . . . . . 53

3.1 Model inversion game. In the first world, the adversary is
given the marginals of D, black-box access to the model f, f’s
performance statistics π, the response of a target sample y, and
a subset of the sample’s features xI. In the second world, the
simulator is given only the marginals and the same information
about the target sample. In both worlds, the agent attempts
to guess a subset of the target sample’s features xT , and wins
when the game returns 1. . . . . . . . . . . . . . . . . . . . . . . 55

3.2 Optimal strategy for the MI simulator S. This strategy selects
the most likely value for each target feature according to the
marginals p1, . . . ,pd, and is shown to minimize the adversary’s
expected misprediction rate in Theorem 3.4. . . . . . . . . . . . 64

3.3 Optimal strategy for the MI adversary A. This strategy selects
among samples matching xI the most likely value for xT ac-
cording to the marginals p1, . . . ,pd and performance statistics
πf, and is shown to minimize the adversary’s expected mispre-
diction rate in Theorem 3.6. . . . . . . . . . . . . . . . . . . . . 69



ix

3.4 Key results from our end-to-end study (a) and hypothetical
“acceptable” results (b). The blue curves correspond to MI dis-
closure risk of the VKORC1 genotype, with the dashed line
corresponding to the simulator’s performance and the solid
line corresponding to that of the adversary. The red curves cor-
respond to patients’ risk (relative to a fixed-dose protocol) for
mortality when given initial warfarin doses using a DP model
at the specified privacy budget level (note that smaller budgets
imply more privacy). The dashed line corresponds to the risk
using the fixed-dose model, and the solid line corresponds to
the use of the private model. . . . . . . . . . . . . . . . . . . . . 73

3.5 Model inversion performance, as improvement over baseline
guessing from marginals, given a linear model derived from
the training data. Available background information specified
by all and basic as discussed above. . . . . . . . . . . . . . . . . 78

3.6 Inference performance for genomic attributes over IWPC train-
ing and validation set for private histograms (left) and private
linear regression (right), assuming both configurations for back-
ground information. Dashed lines represent accuracy, solid
lines area under the ROC curve (AUCROC). Smaller ε settings
correspond to more privacy, and larger ones to less. The base-
line accuracy for VKORC1 is 35%, and 75% for CYP2C9. The
baseline AUCROC is always 0.5. . . . . . . . . . . . . . . . . . . 84

3.7 Overview of the Clinical Trial Simulation. PGx signifies the
pharmacogenomic dosing algorithm, and DP differential pri-
vacy. The trial consists of three arms differing primarily on
initial dosing strategy, and proceeds for 90 days. Details of
Kovacs and Intermountain protocol are given below. . . . . . . 88



x

3.8 Pharmacogenomic warfarin dosing algorithm performance
measured against clinically-deduced ground truth in IWPC
dataset. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

3.9 Two-compartment PK model with parameters ka, kel, V1, V2. . 92
3.10 Overview of transit-compartment PD model (Hamberg et al.,

2007). The total transit time of each chain corresponds to the
inverse of the transfer coefficient. The mean transit time of the
“long” chain is approximately 11.6 hours, and the “short” chain
120 hours. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

3.11 Trial outcomes for fixed dose, non-private linear regression
(LR), differentially-private linear regression (DPLR), and pri-
vate histograms. Notice that in subfigures (b)-(d), the fixed
10mg protocol is implicitly represented by the curve at Relative Risk =

1, which is not shown to avoid clutter in the plots. Horizontal
axes represent ε. . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

4.1 L#(L) grammar. . . . . . . . . . . . . . . . . . . . . . . . . . . . 102
4.2 Semantic denotation operator J·K(α). L#(L) formulas are trans-

formed into QF_NRA formulas recursively by replacing assign-
ments under α, and then applying the satisfiability and count-
ing oracles, Osat and Ocnt, respectively. . . . . . . . . . . . . . . 103

4.3 High-level workflow for the denotational transformation from
L#(L) to QF_NRA. . . . . . . . . . . . . . . . . . . . . . . . . . . 103

4.4 Example reduction using the transformation given in Figure 4.2,
using a formula from the theory of linear-integer arithmetic.
Each numbered step corresponds to those given in the high-
level workflow displayed in Figure 4.3. . . . . . . . . . . . . . . 104

4.5 Clausal transition rules for sat#. These rules are the same as
those given in Section 2.2 (Figure 2.8), but updated to use the
helper functions and definitions specific to sat#. . . . . . . . . . 109



xi

4.6 Counting theory transition rules for sat#. The clausal rules are
the same as those given in Section 2.2. The helper function
value is defined on the bottom. . . . . . . . . . . . . . . . . . . . 110

4.7 (From (Malkhi et al., 2004)) Example SFDL program for com-
puting the Millionaires’ problem between two parties. Each
party provides an integer value representing their wealth as
input, and learns whether they are wealthier than the other party.131

4.8 Circuit representation used by Fairplay. Each line represents a
wire in the circuit, which is either an input wire or a Boolean
gate of specified arity given by a truth table. This circuit returns
the function f(x0, x1) = ¬(x0 ⊕ x1) to Alice (who inputs x0) and
f(x0, x1) = x0 ⊕ x1 to Bob (who inputs x1). . . . . . . . . . . . . 132

4.9 Procedure for performing bounded software model checking of
L#(QF_LIA)-safety properties for Fairplay circuits. p is a place-
holder for the symbolic post-state formula that must appear
within count terms to specify confidentiality properties. p is
replaced with the actual post-state after it is computed in step 2.137

4.10 Benchmarks used to evaluate the performance of bounded
software model checking with countersat. Names ending with
“-circ” correspond to instances verified from a Fairplay circuit
representation. The remaining benchmarks were encoded in
L#(QF_LIA) by hand. . . . . . . . . . . . . . . . . . . . . . . . . 138

4.11 Performance characteristics for countersat. All times are mea-
sured in seconds. – signifies timeout, NA signifies that the
solver returned “unknown”. count refers to the amount of time
spent in Barvinok’s algorithm, advice to the amount of time
spent in genparam, No adv. to a configuration with genparam
disabled, No CAD to a configuration with CAD lemmas dis-
abled, and NLSAT to a configuration that produces QF_NRA
instances and sends them directly to Z3 for a solution. . . . . . 142



xii

5.1 White-box model inversion results on a range of facial recog-
nition models. Each image was generated by deriving a cost
function from a recognition model, computing its explicit gra-
dient, and running gradient descent until the corresponding
image yielded cost below a fixed threshold. . . . . . . . . . . . 149

5.2 Black-box face MI attack on softmax models that round confi-
dence scores to the nearest r rounding level r. The attack fails
to produce a non-empy image at r = 0.1, thus showing that
rounding yields a simple-but-effective countermeasure. . . . . 151

5.3 The parametric polytope from Equation 5.1 displayed in (a),
and two successive over-approximations by parametric hyper-
cubes (shown in the shaded regions of (b) and (c)). The over-
approximation in (b) corresponds to Equation 5.2. The over-
approximation shown in (c) is closer to the original polytope
in terms of lattice-point count, and can be obtained efficiently
from the over-approximation shown in (b) by subdividing the
previous parametric hypercube. . . . . . . . . . . . . . . . . . . 153

5.4 Example program: simple two-character password checker. . . 154



xiii

abstract

Some of the most surprising and invasive privacy threats to materialize
in recent years are brought about by so-called inference attacks: successful
attempts to learn sensitive information by leveraging public data such as
social network updates, published research articles, and web APIs. Un-
like more traditional types of software vulnerabilities, effective mitigation
strategies for inference attacks are not well-understood. This dissertation
begins to address the problem of adversarial inference by developing tools
and techniques that allow application developers to ensure that their sys-
tems make safe and responsible use of sensitive data. We begin by studying
the tension between privacy and utility inherent to many applications. We
present a new type of inference attack, called Model Inversion, on appli-
cations that use machine learning models. We show how to use model
inversion constructively as part of an end-to-end analysis that evaluates
the suitability of a potential countermeasure for a specific application. We
then illustrate this approach using an in-depth case study of pharmacoge-
nomic warfarin dosing, which is a well-studied application in personalized
medicine. Our analysis concludes that one popular type of defense, called
differential privacy, is not suited to this application, and highlights the need
for new defenses. In the second part of the dissertation, we present a
formal approach for reasoning about privacy guarantees in software, and
give a new type of logic that allows one to reason explicitly about adver-
sarial uncertainty. We then show how to construct decision procedures for
this logic that developers can use to ensure that their software correctly
enforces privacy protections. Through a better understanding of how
proposed defenses impact real applications, and by providing tools that
help developers implement rigorous defenses, we can begin to proactively
identify potential inference attacks and take steps to ensure that they will
not surface in practice.
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1 introduction

The trend towards data-driven applications has changed the way that
people think about security and privacy. End-user applications, increas-
ingly developed for data-rich mobile and web platforms, routinely collect
users’ geographic location, communication patterns, browsing history,
media consumption habits, shopping tendencies, and other seemingly
mundane day-to-day information in an effort to gain insight about who the
user is. This insight holds value, as it can be leveraged in many ways to
generate revenue—more relevant advertisements, differentiated pricing,
and personalized experiences are just a few of the ways in which detailed
knowledge of an individual is transformed into a lucrative asset.

This trend has made its way past end-user applications, and now plays
a role in the way that many organizations make decisions. The abundance
of data reflecting the tendencies of large populations, combined with pow-
erful algorithms and inexpensive computing resources, enables statistics-
driven decision-making in domains where this was previously not feasible
or effective. The financial industry has used information about peoples’ be-
havior to evaluate “credit worthiness” for many years, and has been quick
to enhance its capabilities by incorporating new data sources available in
large part because of peoples’ everyday use of technology (Armour). The
aggregation of medical histories with genetic and phenotypic information
about individual patients allows medical researchers to develop better
treatments by analyzing statistical trends among patient populations, giv-
ing rise to the field of personalized medicine (Wang et al., 2011). The goal
in either domain is to use data to make better decisions.

The common thread among all of these applications is inference. Rather
than having the user explicitly state her preferences, or hiring experts to
formulate decision-making guidelines at the risk of missing subtle pat-
terns, these applications use statistical algorithms to infer the relevant facts
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from data. This approach yields excellent results as data proliferates, but
in some cases it poses a risk to the individuals mentioned by the data.
Although the confidentiality of medical records is protected by federal
law (United States Congress, 1996), nothing prevents an analyst from us-
ing someone’s web history to infer a “Diabetes Interest” or “Cholestoral
Focus” (Ramirez et al., 2014). Similarly, just as a social network can in-
fer one’s taste in music to display relevant advertisements, it might also
be able to infer their religion, race, political affiliation, or sexual orienta-
tion (Kosinski et al., 2013). Such personal information can be used for
discriminatory purposes (Acquisti and Fong, 2012), or worse (U.N. Office
of the High Commiss. for Human Rights, 2012). Thus, in the same way
that applications use inference to learn helpful facts, others can use it to
learn damaging or confidential information about a person—even though
they did not explicitly disclose it. An unauthorized attempt to learn such
information is called an inference attack.

In light of these attacks, we are compelled to weigh the benefits of using
an application against its potential to make sensitive information vulnera-
ble to an inference attack: are the benefits provided by this application worth the
risk of disclosing the information needed to run it? As with any other type of
vulnerability, it is the developer’s responsibility to build applications that
mitigate this risk to the greatest extent possible, e.g., by managing users’
data safely and transparently, so that they know precisely how their data
is handled and to whom it is disclosed. However, developers currently
lack the tools needed to tell with any certainty whether their use of data
introduces an inference vulnerability. Moreover, even if a well-intentioned
developer manages to devise a good theoretical strategy for protecting sen-
sitive data, the important task of ensuring that she has implemented it
correctly requires techniques beyond the state-of-the-art in software ver-
ification and testing. In short, approaches for defending against these
attacks lag behind those available for other types of vulnerabilities.
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This dissertation begins to address the problem of adversarial inference by
developing tools and techniques that allow application developers and data ana-
lysts to ensure that their systems make safe and responsible use of sensitive data.
First, we examine the tension between data privacy and utility—the useful
functionality that an application extracts from the data—and describe
techniques that illustrate the inherent tension between these concerns as
they arise in a specific application. This gives developers and analysts
the ability to reason about the likelihood of inference vulnerabilities in an
application, and to understand how well a proposed defense preserves the
application’s intended properties. We then move on to formal approaches
for both specifying and reasoning about privacy guarantees in software.
This work provides a new type of logic that equates adversarial uncer-
tainty with a set of constrained counting problems, and demonstrates how
to construct decision procedures for instances of the logic. Developers
can use these procedures together with powerful software verification
techniques to rigorously check their implementation for compliance with
a set of closely-tailored privacy guarantees.

Understanding the Tension Between Privacy and Utility

Applications that use large amounts of data to drive their functionality
typically rely on supervised machine learning (ML) to extract utility from
the data. ML refers to a class of statistical techniques that attempt to
extract general, population-wide trends from specific examples, and in
so doing they accomplish two key efficiencies: i) salient patterns in the
data are made explicit in a model that applications can efficiently query for
predictions on new data as it arrives, and ii) parts of the data not relevant
to these patterns are discarded, allowing a compressed representation of
the parts that matter for the application. For example, an application that
needs to recognize objects in digital images can use ML techniques on a
large set of labeled image data to train a neural-network model (Taigman
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Figure 1.1: The left image was recovered given only the classifier label
corresponding to the individual and access to a softmax facial recognition
model. The right image was one of the ten pictures of the subject’s face
used to train the model.

et al., 2014); this representation of the data is easily stored, transmitted,
and evaluted on future unlabeled images.

Because ML models tend to abstract the data on which they are trained,
they may not seem to pose an immediate threat to its confidentiality. After
all, the models are meant to capture general properties of the distribution
that generated the training data, and not the individual samples in the
data itself—to do so would risk overfitting. For this reason, analysts often
publish models (i.e., as part of an application) that were trained on sensitive
data under the assumption that doing so is safe. However, this assumption
is not always correct, and in some cases it is possible to reconstruct a close
approximation to parts of the original training data after seeing a model.
Looking at Figure 1.1, the image on the left was generated by analyzing
the structure of a simple facial-recognition model to infer an image of one
of the training subjects, and the right image is a training sample depicting
that subject. This inference was generated using a technique called model
inversion (MI), which we introduce in Chapter 3. MI is a technique for
performing inference attacks on machine-learning models, but developers
can also use it to estimate the likelihood of inference vulnerabilities in
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their applications.
Researchers are aware of the potential privacy issues related to publish-

ing ML models, so many have proposed privacy-preserving methods for
learning them (Friedman and Schuster, 2010; LeFevre et al., 2005; Lindell
and Pinkas, 2000; Rubinstein et al., 2012). These techniques aim to produce
useful models that nonetheless can be published without leaking sensitive
information about the training data, and vary considerably on the specific
notion of privacy that they provide. Currently, the most popular such class
of privacy-preserving learning techniques provide a guarantee known as
differential privacy (DP) (Dwork, 2006), which is a general-purpose notion
that is designed to obscure an individual’s contribution to the data. In the
context of ML, it stipulates that anything that can be inferred from the model
should be nearly as inferrable if any single individual’s data is removed from the
training set.

However, these techniques are not yet prominent in practice. One dif-
ficulty in using them lies in the disconnect between the formal notion of
privacy guaranteed by the technique, and the concrete privacy require-
ments of the application. Using DP as an example, the formal definition
(see Chapter 2 Section 2.1 for a more precise version of this definition)
stipulates that:

For any “neighboring” data sets X and X ′ differing in exactly one row, a
randomized algorithm A is ε-differentially private if and only if,

Pr[A(X) = r] 6 eεPr[A(X ′) = r]

for all outputs r. The probabilities are taken over the randomness of A.

This amounts to a guarantee that is both approximate and relative to a set
of hypothetical “worlds”, represented by inputs X and X ′, where each
individual mentioned in the data set either disclosed or withheld her
data—any inference that is possible from a model trained on X will be
approximately as likely as an inference from a model trained on X ′. This
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guarantee is difficult to interpret in the context of a specific application
when one lacks the tools necessary to determine how likely a harmful
inference is in any world. Furthermore, the extent to which the guarantee
is approximate is parameterized on ε, called the privacy budget. Selecting a
budget that satsfies an application’s privacy requirements can be a difficult
judgement call (Lee and Clifton, 2011). Thus, lacking further guidance,
it is often difficult to tell whether these techniques satisfy a given set of
concrete privacy needs.

Another difficulty follows from the way that privacy-preserving learn-
ing algorithms typically achieve their guarantees: by perturbation, or adding
random noise to a result in order to obscure an adversary’s view of the
original data. Again taking DP as an example, one common way to make
an algorithm differentially-private is to add Laplace-distributed noise to
its output (Dwork et al., 2006). The variance of this noise depends on the
privacy budget ε, as greater variance (“more noise”) is needed for budgets
that guarantee stronger privacy. While the effect of ε on the resulting level
of privacy is explicit in the definition of DP (ignoring the issues discussed
above), the choice of ε also affects utility. Unfortuantely, this relationship
is not explicit in the definition, and the impact of noise on components
that use a model’s output is context- and application-specific so most DP
techniques do not attempt to characterize it. This leaves developers with a
one-sided guarantee, and an unclear picture of how well their application
will function if it uses such a technique.

This uncertainty on both fronts—privacy and utility—poses a major
challenge for those who must make well-informed decisions about how to
develop applications that are less vulnerable to inference attacks. These
opposing concerns require a careful balance, and the steps needed to real-
ize it are often obscured by the gap between general-purpose theoretical
guarantees and an application’s practical requirements. Chapter 3 de-
scribes an in situ approach for evaluating countermeasures with respect to
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how well they achieve this balance. The crux of this method is that it relies
on application-specific measures of privacy and utility, defined so that the
effect of a countermeasure and its parameters on each concern is easily
discernable. This approach gives developers a way to determine whether
a countermeasure suits their application, and if so, the parameters under
which it succeeds.

Chapter 3 goes on to illustrate this approach using an in-depth case
study of personalized Warfarin dosing (International Warfarin Pharmaco-
genetic Consortium, 2009). This application uses patient histories, includ-
ing genetic information, to build differentially-private ML models that
suggest good initial doses of a dangerous medication. Here the tension
between privacy and utility is stark: while patients’ genetic information
must be kept private, it is also needed to predict good doses, so the models
need to encode some information about it—the question becomes whether
that information can be misused to violate genomic privacy. The study
uses model inversion to measure how well each trained model protects ge-
netic information in the training data from inference, and detailed clinical
trial simulations to measure the effectiveness of predicted doses. For this
application, effectiveness is synonymous with the avoidance of adverse health
events, so our simulations estimate the resulting propensity for stroke, two
different types of hemorrhage, and mortality. As ε varies, these measures
depict a clear trend in the tradeoff between privacy and utility: when ε is
configured in a way that achieves good genomic privacy, the risk of adverse
events including mortality is significantly higher than it is when patients
are treated using the private-by-default non-genomic dosing regimen.
This demonstrates that the chosen countermeasure is not an appropriate
choice for any privacy budget.
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1 def private_average (numbers ,d,epsilon ,seed):
2 avg = 0
3 for li in numbers :
4 assert li == 0 or li == 1
5 # scale by 10^d for fixed -point representation
6 avg += int(pow (10,d) * li / len( numbers ))
7 # draw a laplace - distributed variate (scale =1, mean =0)
8 lap_var = int(pow (10,d)*-sgn(seed)*log (1 -2* abs(seed)))
9 # transform its scale to the parameter needed for DP

10 noise = int ((1/ epsilon ) * lap_var )
11 return noise + avg

Figure 1.2: Flawed implementation of DP using fixed-point numbers in
an attempt to sidestep floating-point granularity issues (Mironov, 2012).
DP is implemented on lines 8–11: a Laplace-distributed variate with scale
parameter λ = 1 is drawn on line 8 using an inverse transform on the
uniformly-distributed seed, then converted to scale λ = 1/ε on line 10,
and finally added to the raw average on line 11.

A Logical Approach to Privacy-Correctness

Once a developer has identified an appropriate countermeasure, either
from the theoretical literature or within a software library, she must cor-
rectly incorporate it into a larger application. As with modern cryptogra-
phy, many privacy countermeasures have mathematically-sophisticated
foundations that require careful translation into executable code. Even
when implemented by domain experts, such countermeasures may exhibit
subtle-but-critical bugs (Haeberlen et al., 2011). Moreover, information
leaks in large software systems tend to crop up in unexpected places: ex-
ceptional control flow, global state, status messages, roundoff error, and
sometimes even the decision to not publish a result can give an adver-
sary enough information to mount an inference attack (Mironov, 2012;
Haeberlen et al., 2011).

To get a sense of the sort of error that might arise when implement-
ing strong privacy, consider the program in Figure 1.2. This program
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computes a differentially-private average of a list of integers taking val-
ues in {0, 1} (note the assert statement on line 4). To achieve DP, it adds
Laplace-distributed noise with scale parameter λ = 1/ε; this is the most
commonly-used mechanism for making a deterministic real-valued func-
tion differentially-private (Dwork et al., 2006). As discovered by Mironov,
DP cannot be directly implemented using floating-point numbers due
to rounding issues (Mironov, 2012). Following a suggestion made in
Mironov’s manuscript, this implementation attempts to mitigate the prob-
lem using fixed-point numbers instead1. However, notice that if ε = 0.1,
then the variable noise computed on line 11 will be an integer multiple
of 1/ε = 10. When noise is added to the final average on line 11, the
least-significant digit of the result will thus be predictable. For example,
if the input array numbers consists entirely of 0’s then the last digit of the
output will always be a 0, whereas on a neighboring array containing a
single non-zero element, the last digit of output will always be non-zero.
Thus, private_average does not satisfy DP despite its straightforward
use of a well-known mechanism.

The sort of error exhibited in Figure 1.2 is easy to unwittingly intro-
duce when trying to implement privacy. Traditional software testing
approaches are unlikely to catch such a bug, as it only manifests on a small
number of inputs, and to make matters worse, the program’s outputs are
random. Rather, this problem calls for formal verification techniques that are
able to cope both with modern privacy frameworks and the probabilistic nature
of the programs that implement them. Unfortunately, current verification ap-
proaches work by building program abstractions in one or more first-order
theories that cannot account for the notions of probabilistic uncertainty
required in this setting.

This dissertation describes a first-order theory that can accomodate
these needs by incorporating parametric model counting terms. This ap-

1A fixed-point representation of a rational number q uses an integer n and a scaling
factor d to represent a fixed degree of decimal precision, i.e., q = n10−d.
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proach equates uncertainty with the cardinality of sets defined by con-
straints from a background theory, and uses model-counting techniques in
concert with automated deduction to reason about these cardinalities. For
example, the program in Figure 1.2 requires reasoning about an adver-
sary’s uncertainty of the input numbers. Assuming a background theory
capable of expressing the operations in this program, we can write a for-
mula φ(n,d, ε, s, r) that is true whenever private_average(n,d, ε, s) = r.
We would then represent the probability expressions in the definition of
DP as counting operations, i.e.,

count(s,φ(n,d, ε, s, r)) ∝ Pr[private_average(n,d, ε, s) = r]

when n, d, and ε are fixed and s is drawn uniformly for the probability
on the right. Notice that this count is parametric on n,d, ε and r: they
are treated symbolically as fixed unknowns that affect the value of the
counting term. The ability to reason in the presence of symbolic unknowns
is necessary for verification, and distinguishes this approach from previous
work that applies counting to related problems in information flow (Backes
et al., 2009; Köpf et al., 2012; Klebanov, 2012; Klebanov et al., 2013; Heusser
and Malacaria, 2010).

Chapter 4 defines this counting theory in a way that is agnostic to the
background theory over which counting operators function, and describes
an abstract decision procedure that solves the satisfiability problem over its
formulas. The procedure is based on conflict-driven clause learning (Ba-
yardo and Schrag, 1997), and incorporates background theory-specific
reasoning with a small number of modular, well-defined interfaces. We
then describe an instantiation of the procedure for counting over quantifier-
free linear-integer arithmetic, and show how to use this for bounded soft-
ware model checking to verify a range of privacy properties in applications
developed for a cryptographic compiler.
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Structure of the Dissertation

The remaining chapters of this dissertation are organized as follows. Chap-
ter 2 presents background material supporting our main technical contri-
butions in four sections: Section 2.1 covers differential privacy, Section 2.2
covers first-order theories and decision procedures, Section 2.3 covers
bounded software model checking, and Section 2.4 covers polyhedral
lattice-point counting. Chapter 3 presents model inversion, and our ap-
proach for measuring the balance between privacy and utility given by
countermeasures. Chapter 4 details our first-order theory of counting, its
abstract decision procedure, and application to bounded model checking.
Chapter 5 concludes the thesis, and briefly discusses future directions.
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2 background

This chapter provides background on a number of topics that are used later
in the dissertation. It is not intended to be read sequentially, but rather
as-needed by readers who are less familiar with certain areas. Section 2.1
covers differential privacy, including basic definitions, some well-known
mechanisms, and a discussion of its semantics, intended use, and mo-
tivation. This material is primarily relevant to Chapter 3, although it is
also used lightly in Chapter 4. Section 2.2 covers satisfiability decision
procedures, after introducing first-order logic. Section 2.3 covers bounded
software model checking, and shows how the problem can be reduced
to satisfiability. Section 2.4 covers the problem of counting parametric
polyhedra, and introduces Barvinok’s famous result that this problem is
solvable in polynomial time when the dimension of the polyhedra are
fixed. Sections 2.1 through 2.4 are relevant only to Chapter 4.

2.1 Differential Privacy

Differential privacy (DP), originally formulated by Cynthia Dwork (Dwork,
2006), is a popular framework in the research literature for achieving a
particular kind of privacy when releasing aggregate information about
a database. DP is a property of algorithms, rather than the data they
consume or produce. It achieves privacy by requiring that algorithms
randomize their outputs in such a way that small variations in their in-
puts can only have limited impact on their output. It is an information-
theoretic guarantee, holding regardless of the computational resources of
an adversary. Variants of differential privacy that are only secure against
computationally-bounded adversaries, called computational differential pri-
vacy, have also been proposed (Dwork, 2008b), but they are not considered
in this dissertation.
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There are two common variants of differential privacy: bounded and
unbounded (given in Definitions 2 and 3 below, respectively). Unbounded
DP was the original definition formulated by Dwork in 2006, and the
bounded variant was introduced by McSherry and Talwar in the following
year. For convenience, we will sometimes omit the use of “bounded”
and “unbounded”, and unless stated otherwise, assume that the term
“differential privacy” refers to unbounded DP.

We consider DP algorithms that represent queries over databases, and
produce outputs from a set Sof query results. A database D is a sequence
of rows [(x1,y1), . . .] from the set D = X1 × · · · × Xd × Y, where each row
is a tuple comprised of features (x1, . . . , xd) ∈ X1 × · · · × Xm and a response
y ∈ Y. Databases are drawn from a distribution D. Let Dr be the space
of all databases with r rows; then the space of all databases D =

⋃∞
r=0 Dr.

Although the ordering of tuples does not usually matter, we assume a
fixed arbitrary ordering for notational purposes. We write D[i] to refer
to the ith row of D, and given a non- repetitive sequence of n natural
numbers I = {i1, . . . , in}, we write D[I] to refer to the database comprised
of D[i1], . . . ,D[in].

We first give a generalized definition of DP called relational differential
privacy (Definition 1).

Definition 1. (Relational Differential Privacy) A mechanism A achieves re-
lational ε-differential privacy with respect to a symmetric relation N ⊆ D ×D

if for all pairs of databases (D1,D2) ∈ N and all O ∈ S,

Pr[A(D1) = O] 6 exp(ε)× Pr[A(D2) = O]

The probabilities are measured over the randomness of A.

Definition 1 stipulates that the outputs produced by A are not likely to
change much (i.e., by more than a factor of exp(ε)) between pairs of inputs
that are related by N, which we call the neighbor relation. The parameter ε
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is called the privacy budget, and setting its value is a policy choice made by
the database owner. We can now define the two main variants of DP by
specifying the appropriate relations.

Definition 2. (Bounded Differential Privacy (McSherry and Talwar, 2007))
A mechanism K achieves bounded ε-differential privacy if for all pairs of databases
D1,D2 where D1 can be obtained from D2 by changing the value of exactly one
row, and for all S ∈ Range(K),

Pr[K(D1) = S] 6 exp(ε)× Pr[K(D2) = S]

The probabilities are measured over the randomness of A.

Definition 2 corresponds to a neighbor relation Nb containing all pairs of
same-length databases where all but one of their rows can be permuted
to match each other. In other words, if (D1,D2) ∈ Nb, then D1 can be
obtained from D2 by changing the value of exactly one row.

Definition 3. (Unbounded Differential Privacy (Dwork, 2006)) A mech-
anism K achieves unbounded ε-differential privacy if for all databases D1,D2

whereD1 can be obtained fromD2 by adding or removing exactly one tuple, and
for all S ∈ Range(K),

Pr[K(D1) = S] 6 exp(ε)× Pr[K(D2) = S]

The probabilities are measured over the randomness of A.

Definition 3 corresponds to a neighbor relation Nu containing all pairs
of databases D1,D2 whose length differs by one, and whose rows can
be permuted to match after removing a single row from only one of the
databases. In other words, D1 can be obtained from D2 by adding or
removing one row. Notice that bounded DP is equivalent to unbounded
DP after increasing ε by at most a factor of two, because a change in one
row can be modeled by removing one row and replacing it with another.
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Algorithms for Achieving Differential Privacy

The first published mechanism for achieving differential privacy, known
as the Laplace mechanism (Dwork et al., 2006), was designed for real-valued
queries. It works by adding Laplace-distributed noise to the query re-
sponse, the variance of which is calibrated to the global sensitivity (Defini-
tion 4) of the query function f.

Definition 4. (Global Sensitivity (Dwork et al., 2006)) For f : D 7→ Rd, the
global sensitivity of f is

∆f = max
D1,D2

‖f(D1) − f(D2)‖1

for allD1,D2 whereD1 can be obtained fromD2 by adding or removing one row.

For example, the global sensitivity of a query that counts the number of
rows in D that match a predicate φ:

λD.
|D|∑
i=1

ite(φ(D[i]), 1, 0)

is the constant 1 because each row inD contributes a constant value (i.e., 0
or 1) to the aggregate result. The Laplace mechanism (Theorem 2.1) uses
global sensitivity to calibrate the amount of noise needed to achieve DP.

Theorem 2.1. (Laplace Mechanism (Dwork et al., 2006)) For A : D 7→ Rd

and r ∈ Rd a vector whose components are independently sampled from the zero-
centered Laplace distribution with variance 2∆f/ε, e.g.,

pdf(r) ∝ exp
(
−
ε|r|

∆A

)
The function Ã(x) = A(x) + r satisfies unbounded ε-differential privacy.
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Because sampling from the Laplace distribution is easy, the Laplace
mechanism is a straightforward and efficient way to achieve differential
privacy for real-valued functions whose sensitivity is easy to analyze, and
gives accurate answers when ∆A is independent of |D|, the magnitude of
A(D) grows with |D|, and D is large.

In cases where A is not real-valued, the exponential mechanism (Theo-
rem 2.2) is a more general approach for achieving DP. For a query function
A : D 7→ S, the exponential mechanism requires a utility function U that
assigns a score to any input-output pair in A and a base measure µ over S,
and selects an output corresponding to x that approximately maximizes U.
The idea is that U should be constructed to assign high scores to “quality”
outputs of A for a given input. The base measure is commonly uniform.

Theorem 2.2. (Exponential Mechanism (McSherry and Talwar, 2007)) For
U : D× S 7→ R, and a base measure µ over S, the function

ExpMech(U, x) def
=

Choose swith probability proportional to
exp

(
εU(x,s)

2∆U

)
× µ(s)

satisfies unbounded ε-differential privacy.

McSherry and Talwar point out that this mechanism can capture any
differentially-private algorithm by taking U(x, s) to be the logarithm of the
probability density of A(x) at x. Indeed, Theorem 2.1 is captured (in one
dimension) by taking U(x, s) = −2|A(x) − s|.

In Chapter 3 we will study two differentially-private algorithms in
considerable depth—private projected histograms (Vinterbo, 2012) and the
functional mechanism (Zhang et al., 2012)—that are more complex in their
operation and analysis. Nonetheless, they both rely in various ways on
the clever application of Theorems 2.1 and 2.2 to achieve their goals.
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Semantics and Motivation

Definitions 2 and 3 both require that the output of the algorithm remain
stable as changes are made to individual rows in the input database. As
described in (Dwork, 2008a), this is meant to provide strong privacy for
the individuals whose data constitutes each row of the database:

A mechanism K satisfying this definition addresses concerns that
any participant might have about the leakage of her personal infor-
mation: even if the participant removed her data from the data set,
no outputs (and thus consequences of outputs) would become sig-
nificantly more or less likely. For example, if the database were to be
consulted by an insurance provider before deciding whether or not to
insure a given individual, then the presence or absence of that indi-
vidual’s data in the database will not significantly affect her chance
of receiving coverage. Differential privacy is therefore an ad omnia
guarantee.

However, DP does not say anything absolute about what an adversary can
infer of the database or individuals mentioned in it—it is a completely
relative definition. This is intentional; Dwork formulated DP in this way
to sidestep an impossibility result stating that there is no general-purpose
absolute notion of private data release (Dwork, 2006).

The impossible privacy notion that Dwork wished to avoid is concisely
summarized by Dalenius: access to a database should not enable one to learn
anything about an individual that could not be learned without access (Dalenius,
1977). To demonstrate that this type of absolute privacy is unattainable,
Dwork formalized a “game” that encompasses private data release. The
entities used in this game are given in Table 2.1, and the game itself is
given in Figure 2.1.

Absolute privacy is equated with the adversary (or simulator) being
unable to win the game: the adversary wins if, when given its inputs,
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Entity Description
D Distribution over databases.
D Database drawn from D.
A Release mechanism taking D andD as input, and producing a fact c about

the database as output. c is available to the adversary.
C Breach decider, a Turing machine taking D, D, and a breach string s as

input. Outputs 1 if s constitutes a privacy breach on D and D, and 0
otherwise. C must always halt.

X Auxiliary information generator, a Turing machine taking D andD as input,
and producing an auxiliary information string x as output. x is made
available to the adversary.

Adv Adversary, a communicating Turing machine reading D, A(D,D), and
X(D,D), and producing an (attempted) breach string as output.

Sim Simulator, a communicating Turing machine reading D, and X(D,D),
and producing an (attempted) breach string as output.

w Utility vector of binary values. Intuitively, w contains answers to ques-
tions about Dmost of which should be learnable from A(D).

Table 2.1: Entities used in Dwork’s privacy game

Privacy Game World 1 (Adv)
Input: D, D

1. s← Adv(D, A(D,D), X(D,D))
2. Return C(D,D, s)

Privacy Game World 2 (Sim)
Input: D, D

1. s← Sim(D, X(D,D))
2. Return C(D,D, s)

Figure 2.1: Dwork’s privacy game. In the first world, the adversary is
given the output of the release mechanism A and the auxiliary information
generated by X. In the second world, the simulated adversary is only
given the auxiliary information. In either world, the agent (Adv or Sim)
wins when the game returns 1. This condition represents a successful
privacy breach.
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Strategy for auxiliary generator X
Input: D, D

1. Choose a breach s of length `.
2. Compute utility vector w for D.
3. Choose a seed z.
4. r← RandomExtract(z,w)
5. Return (z, s⊕ r)

Strategy for adversary Adv
Input: D, A(D,D), X(D,D)

1. Compute vector w from A(D,D)
2. (z, s⊕ r)← X(D,D)
3. r← RandomExtract(z,w)
4. s← (s⊕ r)⊕ r
5. Return s

Figure 2.2: Strategy for auxiliary information generator X and adversary
Adv in Dwork’s privacy game. Both strategies rely on a strong randomness
extractor RandomExtract to generate a one-time pad from the utility vector
w, which is later used to encrypt the breach. These definitions assume that
all of w is computable from the output of the release mechansim A(D,d),
but Dwork’s full proof also contains a strategy that assumes the adversary
can only compute a portion of w (Dwork, 2006).

it produces a successful breach string s∗, i.e., C(D,D, s∗) = 1. Thus, a
release mechanism A achieves absolute privacy if it produces outputs that
no definition of Adv is able to leverage to its advantage along with some
information given by an auxiliary information generator X. Dwork showed
that for any release mechanism A and definition of privacy breach C, there
exists an auxiliary information generator X and adversary Adv who wins
this game with sufficiently greater odds than any other adversary simulator
who is not given access to A. This is stated precisely in Theorem 2.3, and
the full proof is given in (Dwork, 2006).

Theorem 2.3. (Impossibility of Absolute Privacy (Dwork, 2006)) Fix any
computable privacy mechanism A and breach decider C (see Table 2.1 for details
on these entities). Then there is an auxiliary information generator X and an
adversary Adv such that for all distributions D satisfying certain assumptions1

1See (Dwork, 2006) for details; these assumptions most importantly require thatw be
difficult to guess for a given (D,D) without seeing the output of A(D,D).
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and for all simulators Sim,

Pr[Adv(D, A(D,D), X(D,D)) wins] − Pr[Sim(D, X(D,D)) wins] > ∆

where∆ is a suitably chosen (large) constant. The probabilities are measured over
the random choice of D according to D and the coin flips of A, X, Adv, and Sim.

The strategies used by X and Adv forming the crux of the proof of The-
orem 2.3 are given in Figure 2.2. These strategies rely on the ability to
extract a one-time pad from the utility vector, which is used by the aux-
iliary information generator to encrypt a breach string. This is always
possible using strong randomness extractors (Dodis et al., 2008) as long as
the distribution of utility vectors has sufficiently high min-entropy. Then,
on learning the output of A, the adversary can reconstruct the utility vector
and proceed to extract the same one-time pad to decrypt the breach given
as auxiliary information. Thus, one crucial ingredient in this impossibility
result is the notion of utility: the output of A should be useful to observers
by conveying information that is difficult to learn otherwise.

Another important ingredient is the freedom under which the aux-
iliary information generator and breach decider are defined—they can
correspond to any computable function over D, D, and s. Notably, an
auxiliary information generator can be “wired” with information about
an individual not even in the database, and subsequently produce breach
strings that affect that individual. As described by Dwork (Dwork, 2008b),
this is analogous to a situation where a person’s height is considered sensi-
tive (and thus constitutes a breach), and having the auxiliary information
generator produce the string “Terry Gross is two inches shorter than the
average Lithuanian woman.” Then a release mechanism that outputs the
average height from a database of Lithuanian women violates Terry Gross’
privacy, despite her absence from the database.

Dwork proposed DP as one way to sidestep these issues by working to-
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wards a relative, rather than an absolute, privacy goal: a given breach will be
almost as likely regardless of whether any individual is mentioned in the database.
She formalized this goal (Definition 3), provided useful algorithms for
achieving it, and constructive research on the topic has subsequently flour-
ished. Note that there may be other ways to achieve meaningful definitions
of privacy despite Theorem 2.3, e.g., by placing restrictions on C or X, but
an exploration of this topic remains future work.

Despite its popularity, the relative nature of differential privacy is
often misunderstood by those who wish to apply it, as pointed out by
Dwork and others (Dwork et al., 2011). Kifer and Machanavajjhala (Kifer
and Machanavajjhala, 2011) addressed several common misconceptions,
and showed that under certain conditions, it fails to achieve a privacy
goal widely assumed to be synonymous with DP: nearly all evidence of
an individual’s participation should be removed. They argued that in order
to achieve this goal, one must carefully consider how the private data
was generated. Li et al. later gave more specific semantics to DP, under a
framework called membership privacy (Li et al., 2013): an adversary should
not have a significant advantage in determining whether an individual is present
in the dataset or not.

One common misconception is that DP protects membership privacy
regardless of an adversary’s background knowledge and the properties of
the data. To see why this is false, consider the following example which
is slightly modified from one appearing in (Kifer and Machanavajjhala,
2011). Consider a D whose support only contains databases such that
when Alice’s row appears then there are 20000 cancer patients in the data,
and when Alice’s row does not appear, there are< 10000 cancer patients in
the data. A differentially-private release of the number of cancer patients
will contain noise with variance 200 (at ε = 0.1), so an adversary who
knows this property of D can divide and round the DP answer to learn,
with high probability, whether Alice was present in the database. To
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decrease the adversary’s odds of success, the variance would need to be
large enough to mask 10000 rows, which would preclude utility.

Others have studied the degree to which differential privacy leaks var-
ious types of information. Cormode showed that if one is allowed to pose
certain queries relating sensitive attributes to quasi-identifiers, it is possi-
ble to build a differentially-private Naive Bayes classifier that accurately
predicts the sensitive attribute (Cormode, 2011). Lee and Clifton (Lee and
Clifton, 2011) recognize the problem of setting ε and its relationship to
the relative nature of differential privacy, and later (Lee and Clifton, 2012)
propose an alternative parametization of differential privacy in terms of
the probability that an individual contributes to the resulting model. While this
may make the privacy guarantee easier for non-specialists to understand,
its close relationship to the standard definition suggests that it may not be
effective at mitigating the types of disclosures documented later in this
thesis.
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2.2 Satisfiability for First-Order Theories

We now turn to discussing the satisfiability decision problem on formu-
las in first-order theories, and a procedure for solving them. Decision
procedures are widely used in verification, program analysis, constraint
solving, planning, artificial intelligence, and many other fields. The deci-
sion problem that we will focus on is satisfiability of formulas in first-order
theories, sometimes called “Satisfiability Modulo Theories” (SMT). Infor-
mally, given a formulaφ over a set of variables x1, . . . , xn, the SMT problem
asks, “Does there exist a valuation of x1, . . . , xn that satisfies φ?”

We will begin by discussing the syntax and semantics of first-order
logic, define precisely what is meant by a first-order theory, and then move
on to our discussion of SMT decision procedures. The most successful
SMT algorithms are based on the classic DPLL procedure for solving the
propositional satisfiability (SAT) problem, and are best understood as
encoding-based reductions to DPLL. Thus, our discussion of decision
procedures will first cover the original (propositional) DPLL algorithm
before moving to the modern first-order extension, called DPLL(T ).

First-Order Logic and Theories

First-order logic is the standard system for formalizing and reasoning
about mathematical objects such as numbers and sets. It is distinguished
from propositional logic by its use of quantifiers over objects from a chosen
domain. The two main components of first-order logic are its syntax, which
comprises the family of first-order languages, and its semantics, which are
given by a structure that associates relations, functions, and constants to a
given first-order language. A theory corresponds to the set of sentences
from a given first-order language that model, or hold true in, the corre-
sponding signature. In the following, we follow the conventions used in
(Hinman, 2005) to make these statements precise.
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Syntax of First-Order Languages

A first-order language L is specified by a tuple (R, F,C,ν,V ,=,¬,∨,∃) (see
Table 2.2 for a description of each component). The members of R, F, and
C are called non-logical symbols, and everything else are logical symbols.
The rank function ν assigns a rank (or arity) to each relation and function
symbol in L. Notice that this definition omits the connective ∧ and the
quantifier ∀; these can be defined in terms of ¬,∨, and ∃.

The syntax of a first-order language is usually defined hierarchically,
as shown in Figure 2.3. An atomic term (or simply atom) is an expression
formed by a single constant symbol from C or variable from V . Terms
correspond to the closure of atoms and applications of function symbols
from F. Atomic formulas correspond to applications of the equality rela-
tion = to two terms, as well as applications of relation symbols from R.
Formulas consist of the closure of all atomic formulas and applications of
the connectives ¬,∨ as well as the existential quantifier. Finally, sentences
are formulas containing no free variables, i.e., variables unbound by an
existential quantifier.

Example 2.4. If we wanted to study the theory of arithmetic, we could define the
entities of a first-order language LΩ as follows:

RΩ = {<̇} FΩ = {+̇, ×̇, succ} CΩ = {0̇}

We use the “dot notation” on familiar non-logical symbols that have common
meaning in other contexts so that we can easily distinguish between uses that
appear within the language. Here succ is the successor function. Then ν(<̇) =
ν(+̇) = ν(×) = 2 and ν(succ) = 1. Then examples of atoms would be 0̇, x, and
z (note that we did not define any restrictions on V , as it should always be clear
from the context when we refer to a variable). Some terms defined by LΩ are 0̇,
succ(0̇), and succ(succ(0̇)). succ(0̇)<̇succ(succ(0̇)) is an atomic formula, and
∃x.succ(succ(0̇)) = succ(x+̇0̇) is a sentence.
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Entity Description
R A set of relation symbols
F A set of function symbols
C A set of constant symbols
ν A rank function defined over R ∪ F 7→ N

=,¬,∨, ∃ Logical symbols with the usual meaning
V A denumerable set of variables

Table 2.2: Components of a first-order language.

atom def
= c ∈ C

| x ∈ V
term def

= atom
| f(term1, . . . , termν(f)) for f ∈ F

atomic formula def
= term1 = term2

| r(term1, . . . , termν(r)) for r ∈ R
formula def

= atomic formula
| ¬ formula
| formula1 ∨ formula2
| ∃ formula

Figure 2.3: Syntax for the first-order language L = (R, F,C,ν,V ,=,¬,∨, ∃)

Semantics of First-Order Logic

First-order languages are given meaning by assigning relations, functions,
and constants to the syntactic elements R, F, and C. The constants are
drawn from a chosen domain, over which the relations and functions
range. These assignments are collected in an L-structure, described in
Definition 5.

Definition 5. (L-structure U) For a first-order language L = (R, F,C,ν,V ,=
,¬,∨, ∃), an L-structure U consists of the following elements:

• A non-empy set A called the domain or universe of U.

• For each p ∈ R, a relation pU ⊆ Aν(p).
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• For each f ∈ F, a function fU : Aν(f) 7→ A.

• For each c ∈ C, an element cU ∈ U. These are sometimes called the distin-
guished elements of U.

Given an L-structure U, we can give denotational semantics to formulas
in a first-order language L by attaching values in {True, False} to formulas.
This requires interpreting the variables that occur in the formula with
elements from the domain of U, by way of an assignment α (Definition 6).
We define the denotation of a formula φ under an assignment α using the
notation φJαK. This semantics is given in Figure 2.4.

Definition 6. (U-assignment α and extension.) For an L-structure U, a U-
assignment is a function α : V 7→ A. An extension to α on x ∈ V , denoted
by α[x 7→ a], is an assignment that agrees on α for all elements of V except x,
where it takes value a.

If φJαK = True (False), then we say that φ evaluates to True (False) under α.
Satisfiability is the notion that, given a formula φ, there exists a structure
U and assignment that causes φ to evaluate to True. Validity is the dual
of satisfiability, so a formula φ is valid iff ¬φ is unsatisfiable. Logical
consequence in this setting corresponds to the idea that one formula φ
follows from others in a set Γ under all L-structures. Consistency of a set
of formulas Γ says that there should exist at least one L-structure and
assignment that makes each formula in the set evaluate to True. These
notions are made precise in Definition 7.

Definition 7. (Satisfiability, logical consequence, consistency) For any L-
formula φ and set of L-formulas Γ ,

• φ is satisfiable in an L-stucture U iff for some U-assignment α, φJαK =

True.
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For a variable x ∈ V , xJαK def
= α(x).

For a constant c ∈ C, cJαK def
= cU.

For a function f ∈ F and terms t1, . . . , tν(f),

f(t1, . . . , tν(f))JαK def
= fU(t1JαK, . . . , tν(f)JαK)

For a relation p ∈ R and terms t1, . . . , tν(p),

p(t1, . . . , tν(p))JαK def
= (t1JαK, . . . , tν(p)JαK) ∈ pU

For an L-formula φ,
(¬φ)JαK def

= ¬(φJαK)

For L-formulas φ and ψ,

(φ∨ψ)JαK def
= φJαK ∨ψJαK

For an L-formula φ and variable x,

(∃x.φ)JαK def
= There exists a ∈ A such that φJα[x 7→ a]K

Figure 2.4: Semantics of the language L under U and U-assignment α

• φ is a logical consequence of (or entailed by) Γ (written Γ |= φ) iff for
all L-structures U, U-assignments α, and all ψ ∈ Γ , ψJαK = True implies
that φJαK = True.

• Γ is consistent iff for some L-structure U and U-assignment α, then for all
ψ ∈ Γ , ψJαK = True.

Note that a sentence is satsfiable for a given structure U if and only if it
evaluates to True under all assignments, which is identical to validity. We
will often say that a sentence φ is true in U to mean that it is satisfiable. We
will sometimes write |= φ as shorthand for ∅ |= φ.
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First-Order Theories

A first-order theory is characterized by a set of theorems Γ , which is a set
of sentences in some language L that is closed under logical consequence.
A set of axioms is a subset of the theorems that generates the entire set,
and is thus a characerization of the theory. Alternatively, a theory can be
characterized by its set of models, or structures under which the theorems
are true. These notions are made precise in Definition 8.

Definition 8. (Theory, axioms, models) For any set Γ of L-sentences,

• Γ is an L-theory iff for all L-sentences φ, Γ |= φ =⇒ φ ∈ Γ .

• A set of L-sentences Γaxiom are axioms of the L-theory Γ iff for all φ ∈ Γ ,
Γaxiom |= φ.

• An L-structure U is a model of an L-theory Γ iff for all φ ∈ Γ , φ is true
in U.

We refer to the set of models of a theory Γ by Mod(Γ). We refine the notions
of satisfiability and entailment for a specific theory Γ by defining a formula
φ to be Γ -satisfiable if φ is satisfiable for all U ∈ Mod(Γ). φ is Γ -entailed by
a set of sentences Γ ′, written Γ ′ |=Γ φ, if for all assignments α and ψ ∈ Γ ′,
ψJαK =⇒ φJαK. The problem of determining whether an L-formula is
Γ -satisfiable is known as the Γ -satisfiability decision problem, or colloquially
as the satisfiability modulo theories (SMT) problem.

Because most interesting theories are undecidable for formulas contain-
ing quantifiers, we will usually want to restrict ourselves to a quantifier-free
fragment of the theory in question. Simply put, we say that Γ ′ ⊆ Γ is the
quantifier-free fragment of the theory Γ if no φ ∈ Γ ′ contains a quantifier
symbol.
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Deciding Quantifier-Free First-Order Theories

A satisfiability decision procedure is a program that takes a formula in a
given theory and returns Sat when the formula is satisfiable, Unsat when
it is unsatisfiable, or ⊥ if the formula cannot be decided. The latter can
happen when the theory is undecidable, in which case the procedure
makes a best-effort attempt at solving a given instance but sometimes fails.
A decision procedure is sound if it returns Sat (respectively, Unsat) when
the input formula is satisfiable (respectively, unsatisfiable). A decision
procedure is complete if it always terminates, and when it does, returns Sat
for a satisfiable input formula.

In the following, we describe the most prevalent method for solving
SMT instances. As this approach is based on methods for solving satis-
fiability for propositional logic (Definition 9), we will fisrt make a brief
digression to discuss satisfiability decision procedures for propositional
logic.

DPLL and Propositional Satisfiability

Most modern SAT procedures are based on the Davis-Putnam-Loveland-
Logemann (DPLL) framework (Davis and Putnam, 1960; Davis et al., 1962),
Intuitively, this method works by making a decision about the value of
a variable, propagating the decision through the rest of the formula, and
backtracking when a conflict is detected—whenever a decision makes the
formula evaluate to False. This process repeats until either all variables
have been assigned without conflict (thus returning Sat), or a conflict is
detected and no further backtracking is possible (thus returning Unsat).
Nearly all high-performing procedures now also incorporate a type of
learning that helps them avoid searching redundant parts of the solution
space. Whenever the procedure encounters a conflict, it constructs a lemma
that explains why certain related assignments would also lead to a conflict.
This is called conflict-driven clause learning (CDCL).
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The main algorithm is presented in Figure 2.7, and the subroutines
it uses are summarized in Figure 2.6. We discuss the algorithm and its
subroutines in detail below.

Definition 9. (Propositional logic) Propositional logic corresponds to a first-
order theory over the language Lprop given by,

F = C = ∅ R = { ˙True, x1, x2, . . .}

All relations in R are nullary. ˙True must always be true in any model of propo-
sitional logic, and the remaining relations correspond to Boolean variables. Con-
ventionally, a propositional atomic formula or its negation is called a literal.
Quantifiers are not used in propositional logic as they are unnecessary, i.e., ∃x.φ ≡
(φ∧ x)∨ (φ∧ ¬x).

Preliminaries. DPLL requires input formulas to be in conjunctive normal
form (Definition 10). This is not an issue in practice, as formulas can be
converted into CNF in linear time. Because their Boolean structure is
regular, propositional formulas in CNF can be represented in as a set of
clauses. For example, the CNF (¬x∨ y)∧ (x∨ y∨¬z) can be represented
by the set {{¬x,y}, {x,y,¬z}}. We will often use the symbols l1, l2, . . . to
refer to literals in a CNF. Recall that a literal l can refer to a variable or its
negation, so we can write l in place of ¬x. Given a propositional CNF φ,
we use Clauses(φ) to denote its corresponding clause set.

Definition 10. (Conjunctive Normal Form) A propositional formula is in
conjunctive normal form (CNF) if it is a conjunction of disjunctions of literals,
i.e., it is in the form: ∧

i

(∨
j

lij

)
Each inner disjunct is called a clause, and a variable can appear at most once
in each clause; any variable appearing more than once in a clause will either be
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redundant or make the clause trivially satisfiable. Similarly, a formula in the
quantifier-free fragment of a first-order theory is in CNF if it is a conjunction of
disjunctions of atomic formulas and their negations.

We describe DPLL as a procedure that takes two arguments. The first is
a set F of clauses corresponding to Clauses(φ) for a propositional formulaφ,
and the second a sequenceM of literals called the trail. M is initially empty,
and is used to denote a partial assignment to the variables inφ. Sometimes
we will abuse notation and treat M as though it were a conjunction. So
for a formula φ containing a single clause x∨ ¬ywhere l1 7→ x, l2 7→ ¬y,
the trail [¬l1,¬l2] corresponds to the assignment {x 7→ False,y 7→ True}
and the conjunction ¬x∧ y. M contains two types of literals: decided and
implied. Decided literals correspond to splitting decisions explicitly made
by the procedure in its search, and are annotated by the superscript d when
written in the trail. Implied assignments correspond to assignments found
during propagation or learned via a lemma, and are given no annotation.
So if we annotate the trail from before [¬ld1 ,¬l2], then the first element
corresponds to a decision made by the procedure to assign x 7→ False, and
the second to the results of propagating that decision through φ.

A clause set F is in conflict under a trail M, written Conflict(F,M) if
at least one clause in F evaluates to False under the assignments in M.
A clause set F is satisfied under a trail M, written Satisfied(F,M), if all
clauses in F evaluate to True under the assignments in M. Alternatively,
Satisfied(F,M) = True iff at least one literal from each clause in F appears
positive inM.

Deciding literals. The most basic step taken by the procedure is to decide,
or make an assignment to, a literal in F. The order in which literals are
decided can have a drastic effect on the runtime of the procedure, and high-
performing implementations typically use several heuristics to select this
ordering. However, as this aspect does not affect correctness, we will not
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go into further detail on the subject and simply assume that the procedure
picks an arbitrary literal that remains unassigned in M. We model this
procedure with the function Decide(F,M), which returns a literal l such
that l ∈ F or ¬l ∈ F, and does not appear inM.

Propagation. A clause is unit under a trailM if it contains only a single
unassigned literal, and evaluates to False underM without that literal. In
the above example, if M = [¬l1] then l2 is unit. Notice that because all
other variables in the clause have been assigned, in order for the clause
to be satisfied l2 must be assigned the value True. This is called unit prop-
agation, and it is how DPLL propagates decisions through the formula.
Unit propagation is applied repeatedly to a formula until a fixed point is
reached, as oftentimes a single application of the rule will result in ad-
ditional unit clauses. This process is called Boolean Constraint Propagation
(BCP).

We model BCP using the function Propagate(F,M) which takes a clause
set F and trail M. Propagate finds a unit clause with unassigned literal l,
constructs a new trailM ′ by appending l toM as an implied literal, and
repeats the process until no further clauses in F are unit under M ′. The
new trailM ′ is returned.

Conflict-driven clause learning. On finding a conflicting clause, the
original DPLL algorithm backtracks by always erasing the most recent
decision l fromM, and appending ¬l to continue the search. CDCL can
often backtrack further by analyzing the conflicting clause and adding a
new clause (a lemma) to F. Doing so achieves two optimizations: decisions
that are irrelevant to the conflict are erased and their negations are not
searched, and conflicts that derive from the same root cause are avoided
in the future.

To see how this works, consider the example in Figure 2.5, which
appeared in (Nieuwenhuis et al., 2006). The conflict on the final line is
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M F Reason
∅ {{l1, l2}, {l3, l4}, {¬l2, l3,¬l4}, {l5, l6}} Decide ¬l1
[¬ld1 ] {{F, l2}, {l3, l4}, {¬l2, l3,¬l4}, {l5, l6}} Propagate l2
[¬ld1 , l2] {{F, T}, {l3, l4}, {F, l3,¬l4}, {l5, l6}} Decide ¬l5
[¬ld1 , l2,¬ld5 ] {{F, T}, {l3, l4}, {F, l3,¬l4}, {F, l6}} Propagate l6
[¬ld1 , l2,¬ld5 , l6] {{F, T}, {l3, l4}, {F, l3,¬l4}, {F, T}} Decide ¬l3
[¬ld1 , l2,¬ld5 , l6,¬ld3 ] {{F, T}, {F, T}, {F, F,¬l4}, {F, T}} Propagate l4
[¬ld1 , l2,¬ld5 , l6,¬ld3 , l4] {{F, T}, {F, T}, {F, F, F}, {F, T}} Conflict

Figure 2.5: This example illustrates conflict-driven backtracking and clause
learning. Chronological backtracking, as used in classic DPLL, will need
to backtrack to the first decision, through the irrelevant clause l5 ∨ l6, in
order to resolve the conflict. CDCL can use the conflict to learn the lemma
l1 ∨ l3, and thus backtrack immediately to the first decision on l1.

in the third clause ¬l2 ∨ l3 ∨ ¬l4, and arises because of the propagation
of l2 after the decision ¬ld1 . From this the procedure can infer that the
clause set entails l1 ∨ l3 because ¬ld1 is incompatible with ¬ld3 and its unit
propagation l4. This is called a backjump clause, and if it were in the original
clause set, it would have facilitated the propagation of l3 immediately after
the first decision, thus avoiding the conflict. Thus, backtracking proceeds
to this level, adds the unit-propagated literal immediately toM, and inserts
the conflict clause as a lemma in F. We will not go into further detail on
lemma learning; for more information see (Nieuwenhuis et al., 2006) for
an excellent overview.

We model CDCL by the function BackjumpLemma(F,M). Given a clause
set F that is in conflict underM, BackjumpLemma:

1. finds a split M1,M2 such that M1‖M2 = M and M2 begins with a
decision literal,

2. finds a backjump clause G∨ l such that F |= G∨ l, Conflict(G,M1), l
is undefined inM1, and l or ¬l appears in F,
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3. returns a new trailM ′ = [M1, l] (l is appended as an implied literal)
and a new clause set F ′ corresponding to F∧ (G∨ l)

It is always possible to find such a split and backjump clause (Nieuwenhuis
et al., 2006).

Abstract Decision Procedures

It is common to specify decision procedures abstractly using transition
rules (de Moura and Jovanović, 2013; Nieuwenhuis et al., 2006, 2005). This
approach separates key assumptions of the procedure from the details of
how they operate efficiently, facilitating cleaner and more direct formal
reasoning about the procedure’s correctness properties.

We describe DPLL in this way as a transition system over states compris-
ing pairs 〈M, F〉 of trails and clause sets as well as the terminal states Sat
and Unsat. The core of the system is the relation 7→ which we write using
infix notation, e.g., 〈M, F〉 7→ 〈M ′, F ′〉 to denote the fact that a procedure
in the pre-state 〈M, F〉 can transition to the post-state 〈M ′, F ′〉. A sequence
of transitions is a derivation. The transition system is comprised of a set of
rules, and each rule is specified in the form:

〈M, F〉 7→ 〈M ′, F ′〉 if Φ(〈M, F〉)
for some conditionΦ over the pre-state. Such a rule means that a procedure
currently in state 〈M, F〉may transition to 〈M ′, F ′〉 ifΦ(〈M, F〉) is true. Note
that if another rule’s condition is also true in 〈M, F〉, then the procedure
can arbitrary select which rule to apply. If there is no rule in the system
whose condition applies to the current state, then that is the final state and
the procedure terminates.

The DPLL procedure given in Figure 2.7 corresponds to the transition
system in Figure 2.8. Each rule corresponds to a key component of the
procedure. The simplest rule is Sat, which transitions to the terminal Sat
state whenever F is satisfied underM. Similarly, Unsat transitions to Unsat
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Subroutine Description
Conflict(F,M) Returns True if F is in conflict under the assignments

inM, and False otherwise.
Satisfied(F,M) Returns True if F is satisfied under the assignments

inM, and False otherwise.
Decide(F,M) Return an unassigned literal (or its negation) from F.
Propagate(F,M) Apply unit propagation on F repeatedly until no fur-

ther clauses are unit. Return an updated trail.
BackjumpLemma(F,M) When F is in conflict underM, generate a lemma and

backtrack in M to the appropriate point. Return the
clause set with the new lemma and the trail after
backtracking.

Figure 2.6: Subroutines used by DPLL

Algorithm DPLL(F,M)

Input: F = Clauses(φ) for a CNF φ,
M a trail of assignments to literals in F

Output: Sat if φ is satisfiable, Unsat otherwise

1. M← Propagate(F,M)
2. If Conflict(F,M):
3. IfM contains no decision literals:
4. Return Unsat
5. Else:
6. (F ′,M ′)← BackjumpLemma(F,M)
7. Return DPLL(F ′,M ′)
8. Else if Satisfied(F,M):
9. Return Sat
10. Else:
11. l← Decide(F,M)
12. Append l toM as a decision literal
13. Return DPLL(F,M)

Figure 2.7: DPLL algorithm with conflict-driven clause learning
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Decide

〈M, F〉 7→ 〈[M, ld], F〉 if l or ¬l appears in F
l is unassigned inM

Propagate

〈M, F〉 7→ 〈[M, l], F〉 if
F contains a clause {l1, . . . , ln, l}
M |= ¬(l1 ∨ · · ·∨ ln)
l is unassigned inM

BackjumpLemma

〈[M1, ld,M2], F〉 7→ 〈[M1, l ′], F ∪G〉 if

F contains a clause {l1, . . . , ln}
[M1, ld,M2] |= ¬(l1 ∨ . . . ∨ ln)
There exists G = {l ′1, . . . , l ′m, l ′}
F |= G
M1 |= ¬(l ′1 ∨ · · ·∨ l ′n)
l ′ is unassigned inM1
l ′ or ¬l ′ occurs in F

Sat
〈M, F〉 7→ Sat if Satisfied(F,M)

Unsat

〈M, F〉 7→ Unsat if Conflict(F,M)
M has no decided literals

Figure 2.8: Transition system for DPLL with conflict-driven clause learning
and backjumping

whenever F is in conflict underM and there are no further opportunities
for backjumping. Propagate applies unit propagation: if F contains a
clause {l1, . . . , ln, l} where the first n literals are unsatisfied and the last
literal l is unassigned, then l is added to the end of the trail as an implied
literal. The most complex rule corresponds to conflict-driven backjumping
and clause learning, BackjumpLemma. The clause {l1, . . . , ln} is the conflict
clause, as it evaluates to false under the pre-state trail [M1, ld,M2]. The
lemma G = (¬(l ′1 ∨ · · · ∨ l ′n) =⇒ l ′) is entailed by F, so the new trail
becomes [M1, l ′] becauseM1 |= ¬(l ′1 ∨ · · ·∨ l ′n), thus implying l ′.
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DPLL(T ): DPLL Modulo Theories

We now turn to the problem of SMT for a first-order theory Γ over language
L. Here we assume that restricted formulas, consisting only of conjunctions
of atomic formulas or their negations, are decidable in the quantifier-free
fragment of Γ , and that we already have a procedure SatΓ (φ) which does
this for us.

DPLL(T ) refers to a class of procedures that are based on the classic
DPLL algorithm. These procedures exploit the fact that a first-order for-
mula φ cannot be satisfied if its Boolean skeleton, denoted B(φ), is not also
satisfied. B(φ) is defined by replacing each atomic formula inφ (or its nega-
tion) with a unique propositional literal. For a skeletonφB, we write ΓB(φB)

to refer to its corresponding Lqf formula. For example, the first-order linear
arithmetic formula φ def

= x = z∧ (x = y∨ y = z)∧ (x < y∨ y < z) would
have the skeleton B(φ) = l1 ∧ (l2 ∨ l3) ∧ (l4 ∨ l5), so ΓB(l1) = (x = z),
ΓB(l2) = (x = y), ΓB(l3) = (y = z), ΓB(l4) = x < y, and ΓB(l5) = y < z. We
abuse notation and write ΓB(M) for a trailM to denote the conjunction of
each literal inM under ΓB(·).

Observe that when B(φ) = (l1,1∨· · ·∨l1,n1)∧· · ·∧(lm,1∨· · ·∨lm,nm) is a
CNF formula satisfied by a trailM = [l1,i1 , . . . , lm,im ], thenφ is Γ -satisfiable
when the conjunction ΓB(M) =

∧
j=1..m ΓB(lj,ij) is Γ -satisfiable. DPLL(T ) re-

lies on this to drive its basic functionality: begin deciding the propositional
formula B(φ), and use SatΓ to check whether the assignments in trails
that satisfy B(φ) yield Γ -satisfiable conjunctions of atoms from φ. This
is often called the lazy propositional encoding approach for deciding SMT,
because at each step of the procedure, an equisatisfiable propositional
encoding of the Γ -formula is constructed until it is rich enough to allow
safe termination.

DPLL(T ) can thus be described as a transition system that is very similar
to that given in Figure 2.8, but a few modifications are in order. First,
Satisfied and Conflict must be updated to account for the semantics of Γ
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Γ -Propagate

〈M, F〉 7→ 〈[M, l], F〉 if
ΓB(M) |=Γ ΓB(l)
F contains either l or ¬l
l is unassigned inM

Γ -BackjumpLemma

〈[M1, ld,M2], F〉 7→ 〈[M1, l ′], F ∪G〉 if

F contains a clause {l1, . . . , ln}
[M1, ld,M2] |= ¬(l1 ∨ . . . ∨ ln)
There exists G = {l ′1, . . . , l ′m, l ′}
ΓB(F) |=Γ ΓB(G)
M1 |= ¬(l ′1 ∨ · · ·∨ l ′n)
l ′ is unassigned inM1
l ′ or ¬l ′ occurs in F

Γ -Sat
〈M, F〉 7→ Sat if SatisfiedΓ (F,M)

Γ -Unsat

〈M, F〉 7→ Unsat if ConflictΓ (F,M)
M has no decided literals

Figure 2.9: Modified transition rules for DPLL(T )

as described above. We define SatisfiedΓ (F,M) to return true whenever
Satisfied(F,M) is true and SatΓ (ΓB(M)) = Sat. Similarly, ConflictΓ (F,M) is
true whenever Conflict(F,M) is true or SatΓ (ΓB(M)) = Unsat. We must also
modify the propagation rule to account for theory entailment, so we can
add a literal l to the trail whenever it is a consequence of Γ and the current
trailM. Finally, BackjumpLemma is modified to use theory entailment to
define valid lemmas. Specifically, G should be Γ -entailed by ΓB(F), but still
unit under M1. The remaining rules for Decide and Propagate remain
unchanged, as DPLL(T ) effectively ignores the semantics of theory atoms
and treats them syntactically as propositional variables. The new rules
are given in Figure 2.9.
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Example 2.5. Consider the formula from before, where our theory Γ is the theory
of linear arithmetic:

φ
def
= x = z∧ (x = y∨ y = z)∧ (x < y∨ y < z)

where B(φ) = l1 ∧ (l2 ∨ l3)∧ (l4 ∨ l5)

Our initial clause set F = {{l1}, {l2, l3}, {l3, l4}}. We see right away that l1 is unit,
so the initial trail becomes: M = [l1]. The solver must then decide which literal
to assert next. Supposing the solver picks l2, we see that an opportunity arises to
apply Γ -Propagate twice, because:

M = [l1, ld2 ], ΓB(M) = (x = z∧ x = y)

so, ΓB(M) |=Γ ¬(x < y)

and ΓB(M) |=Γ ¬(y < z)

The atoms x < y and y < z appear in the last clause as l4 and l5, neither of
which currently appear on the trail. The new trail becomesM = [l1, ld2 ,¬l4,¬l5].
However, this trail is in conflict, as the last clause cannot be satisfied. We see that
we can apply Γ -BackjumpLemma, if we let M1 = [l1], M2 = [¬l4,¬l5], and
ld = ld2 . Then our lemmaGwill be l1 =⇒ ¬l2. Notice that this is more concise
than the naive lemma (l1 ∧ l4 ∧ l5) =⇒ ¬l2. However, it is valid because it
is entailed by the original clause set under the theory of linear arithmetic. After
applying Γ -BackjumpLemma, our new clause set is:

F = {{l1}, {l2, l3}, {l3, l4}, {¬l1,¬l2}}

and our new trail is M = [l1,¬l2], which results in the unit propagation of l3
to arrive at M = [l1,¬l2, l3]. However, just as when l2 was decided before, this
will result in two applications of Γ -Propagate giving us the conflicting trail
M = [l1,¬l2, l3,¬l4,¬l5]. The difference now is that M contains no decided
literals, so the procedure will return Unsat.
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2.3 Bounded Software Model Checking

Model checking refers to a set of techniques for verifying properties of state
transition systems, typically by exhaustively searching their associated
state space under the transition relation (Clarke et al., 1999). These tech-
niques are among the most popular ways of automatically reasoning about
the correctness of software. The properties that model checkers verify
are expressed in a temporal logic, which is a class of formalisms that allow
reasoning about the temporal ordering of events without making explicit
reference to time.

Early approaches worked by creating explicit representations of a sys-
tem’s state transition graph and traversing them with graph algorithms.
However, because of the state-explosion problem, which arises in most inter-
esting systems that have too many states to explore individually, symbolic
model checking techniques were developed in the early 1990’s (Burch et al.,
1990; Coudert et al., 1991; Pixley, 1991). Symbolic techniques attempt to
mitigate the state-explosion problem by considering an abstract transition
system (or simply abstraction) where each state corresponds to a set of
states of the targeted system. The original symbolic model checking tech-
niques used Binary Decision Diagrams (BDDs) (Bryant, 1986) to represent
the abstraction, but most recent approaches use abstractions based on
propositional logic or various first-order theories.

In this section, we discuss one class of symbolic techniques called
satisfiability-based bounded model checking (BMC) (Biere et al., 1999). Intu-
itively, Sat-based BMC works by “unrolling” the first k steps of a transition
system, encoding the resulting bounded system as a formula, and using a
satisfiability procedure to verify that the required property holds over the
system. While the approach is generally not complete for computations
involving more than k steps, it sidesteps the difficult problem of finding
inductive invariants that are needed to verify unbounded systems.
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Preliminaries

A program sprog ∈ S is a statement from some language S. Statements
are given unique labels that range over a set Label = {`0, `1, ...}, and for a
statement s we write `(s) as shorthand to refer to its label. Program states
come from the set Σ = S× (X 7→ D), so they are pairs (s, ρ) of statements
and valuations, or mappings from variables (X) to some domain (D). The
semantics of S is given by a relation→S⊆ Σ×Σ, for which we will use infix
notation. Let L be a first-order language for a theory ΓD whose domain is
D. Given a valuation ρ and an L-formula φwith free variables from X, we
abuse notation and write ρ(φ) to refer to the formula obtained by replacing
free variables in φwith their image under ρ. We write JφK to refer to the
valuations described by φ, i.e., JφK = {ρ : ρ(φ) is ΓD−satisfiable}.

We assume that L is expressive enough to specify any set of valuations,
i.e., for any set of mappings R ⊆ X 7→ D, there exists an L-formula φ
where JφK = R. Furthermore, we assume that L contains function and
relation symbols corresponding to those allowed in expressions from S.
Let Xi correspond to the set of variable symbols where each symbol from
X is annotated with the subscript i. Then we write φ(Xi) to refer to the
formula obtained by replacing each variable from X appearing in φwith
its counterpart in Xi. If R is a set of valuations, then we write βL(R) to
refer to the L-formula where R = JβL(R)K.

We will focus on checking one particular type of temporal property
called an invariant (Definition 11). Invariants are a type of safety property
(Definition 12) (Lamport, 1977). Intuitively, safety properties stipulate that
something bad will never happen, where “something bad” refers to a set of
program states. An invariant stipulates that at all times during program
execution, program variables always have valuations from a particular
set. In other words, invariants are safety properties that apply at all times
throughout execution of a program.
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Definition 11. (Invariant Property). An invariant property is a set ∆ ⊆ X 7→
D of valuations. A program sprog satisfies ∆ (alternatively, sprog models ∆),
written sprog |= ∆, if and only if for all states (s, ρ) in a finite computation of
sprog, ρ ∈ ∆:

sprog |= ∆⇔ ({ρ | (s0, ρ0)→∗S (s, ρ)∧ ρ 6∈ ∆} = ∅)

where (s0, ρ0) is the initial program state and→∗S is the transitive closure of→S.

Definition 12. (Safety Property). A safety property is a setΠ ⊆ Label×(X 7→
D) of label, valuation pairs. A program sprog satisfies Π, written sprog |= Π, if
and only if for all states (s, ρ) in a finite computation of sprog, it is the case that
(s, ρ) ∈ ∆:

sprog |= Π⇔ ({(`(s), ρ) | (s0, ρ0)→∗S (s, ρ)∧ (`(s), ρ) 6∈ Π} = ∅)

where (s0, ρ0) is the initial program state and→∗S is the transitive closure of→S.

In languages with guard statements (e.g., if-then-else), safety properties
can be converted to invariants on programs obtained through a simple
rewriting that we now describe informally. Given a program sprog and
safety property Π, let v? be a variable not appearing in sprog, and let 0? and
1? be two arbitrary elements of D. Then derive a new program s ′prog by
adding the statement v? = 0? to the beginning of sprog, and replacing each
statement s ∈ sprog where there exists (`(s), ρ) ∈ Π with the statement:
if(βL(ρ)) then s else v? = 1?; s. Then the corresponding invariant prop-
erty is described by the formula ∆ = Jv? = 0?K, and sprog |= Π↔ s ′prog |= ∆.

To facilitate symbolic model checking, we introduce a symbolic post-state
operator Posti(s,φ), which gives an L-formula specifying the valuations
that can result from executing a statement s starting in a valuation de-
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Assign

(x = a, ρ)→S (⊥, ρ[x← a ′]) if x ∈ X, a is a numeric expression
τD(a) evaluates to a ′ under ρ

Sequence1

(s1; s2, ρ)→S (s ′1; s2, ρ ′) if (s1, ρ)→S (s ′1, ρ ′)
Sequence2

(⊥; s2, ρ)→S (s2, ρ)
If

(if b then s1 else s2, ρ)→S (s ′, ρ ′) if
τB(b) evaluates to b ′ under ρ
(s1, ρ)→S (s ′, ρ ′) when b ′ = True
(s2, ρ)→S (s ′, ρ ′) when b ′ = False

While1

(while b do s, ρ)→S (s; while b do s, ρ) if τB(b) evaluates to True under ρ
While2

(while b do s, ρ)→S (⊥, ρ) if τB(b) evaluates to False under ρ

(a) Structural operational semantics of While

Posti(x = a,φ) = φ∧
(∧

v∈X−{x} vi = vi−1

)
∧ xi = τD(a)[Vi−1]

Posti(s1; s2,φ) = Posti+1(s2, Posti(s1,φ))
Posti(⊥,φ) = φ∧

(∧
v∈X vi = vi−1

)
Posti(if b then s1 else s2,φ) =

(τB(b)[Vi−1]∧ Posti(s1,φ))
∨ (¬τB(b)[Vi−1]∧ Posti(s2,φ))

Posti(while b do s,φ) =
(τB(b)[Vi−1]∧ Posti(s; while b do s,φ))
∨ (¬τB(b)[Vi−1]∧ Posti(⊥,φ))

(b) Symbolic post-state operator Posti for While

Figure 2.10: Operational semantics and symbolic Posti operator for a
simple language While. Because the semantics have no rules whose pre-
state corresponds to the empty statement φ, a While-program terminates
after entering it. τD and τB transform numeric and Boolean program
expressions into L-terms and formulas, respectively. See Example 2.6 for
details.
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scribed by φ:

Posti(s,φ) =
∨
φ ′∈Ψ

φ ′(Vi)

where Ψ = {βL(ρ
′) | ∃ρ ∈ Jφ(Vi−1)K.(s, ρ)→S (s ′, ρ ′)}

Notice that Posti(s,φ) is a two-vocabulary formula, as it is defined over two
sets of variables Vi−1 and Vi. We use this convention to denote valuations
from the pre-state, annotated with the subscript i−1, from those in the
post state, annotated with i. Note that in languages with recursive syntax,
Posti(s,φ) may contain additional vocabularies corresponding to inter-
mediate states, but these are less essential as they can be removed using
quantifiers to arrive at an equisatisfiable two-vocabulary formula.

Example 2.6. (Simple While language). Consider a simple structured lan-
guage whose statements can be assignments, sequences of statements, if-then-
else statements, and while statements. The domain over which variables range
is the integers, and arithmetic expressions can use addition, subtraction, and
multiplication. Boolean expressions can use the normal connectives, in addition
to the inequality relation 6. A suitable choice for ΓD is then the quantifier-free
theory of integer arithmetic, and Lmust have function symbols corresponding to
{+,−,×} and a relation symbol corresponding to 6.

The semantics of these statements is given in Figure 2.10(a). Note the use of
the transformers τD and τB. τD transforms numeric expressions from While
into terms in L by replacing program operators with their counterparts in L. τB

does the same for Boolean While expressions. Figure 2.4(b) gives the definition
of Posti for this language. Notice that the two-vocabulary structure of Posti
is obvious in the definition of the non-compound assignment and termination
statements: the constraints on variables in the post-state are given entirely in
terms of variables from the pre-state, whose subscript annotations differ by one.
For the compound statements, subscripts between pre- and post-states may differ
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`0: x = 1;
`1: y = 8;
`2: while(x 6 y) do
`3: if(2 ∗ x < y) then
`4: x = 2 ∗ x ∗ x

else
`5: x = x+ 1

(`0; `1; `2,∅)
(Assign, Sequence2)→S (`1; `2, [x 7→ 1])
(Assign, Sequence2)→S (`2, [x 7→ 1,y 7→ 8])
(While1) →S (`3; `2, [x 7→ 1,y 7→ 8])
(If, Sequence1) →S (`4; `2, [x 7→ 1,y 7→ 8])
(Assign, Sequence2)→S (`2, [x 7→ 2,y 7→ 8])
(While1) →S (`3; `2, [x 7→ 2,y 7→ 8])
(If, Sequence1) →S (`4; `2, [x 7→ 2,y 7→ 8])
(Assign, Sequence2)→S (`2, [x 7→ 8,y 7→ 8])
(While1) →S (`3; `2, [x 7→ 8,y 7→ 8])
(If, Sequence1) →S (`5; `2, [x 7→ 8,y 7→ 8])
(Assign, Sequence2)→S (`2, [x 7→ 9,y 7→ 8])
(While2) →S (⊥, [x 7→ 9,y 7→ 8])

Figure 2.11: Sample While program and its execution under the semantics
from Figure 2.10(a). Note that we usually apply the Sequence rules simul-
taneously with others to avoid tedious redundancies in the derivation.
Sometimes we use Sequence1 without writing it in the derivation, instead
writing the rule that applies immediately after it, when the necessary
application of Sequence1 is obvious.

by more than one.
To demonstrate how these components work, Figure 2.11 shows an example

While program and its execution under the operational semantics. Note that
when writing instances of the operational semantics rules, we substitute labels
for statements in order to make the text fit on a single line. The first two steps are
straightforward assignments, bringing the valuation from ∅ to [x 7→ 1,y 7→ 8].
In the third step, While1 is applied because τB(x 6 y) = x6̇y and ρ = [x 7→
1,y 7→ 8], so ρ(τB(x 6 y)) = 1 6 8 = True. This leads to an update to x in
the fifth step, where τD(2 ∗ x ∗ x) = 2̇×̇x×̇x and ρ(x) = 1 giving the post-state
valuation ρ ′ = [x 7→ 2,y 7→ 8].
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Satisfiability-Based Bounded Software Model Checking

We are now ready to describe bounded software model checking of invari-
ant properties. We begin by defining a slight modification to the symbolic
post-state operator, Post6ki , that effectively terminates for computations
deeper than the bound k. We achieve this by replacing any rule defining
an instance of Posti with one that behaves normally whenever i 6 k, and
simply returns the input condition φ otherwise:

Post6ki (s,φ) =

{
Posti(s,φ) if i 6 k
φ otherwise

(2.1)

Post6ki gives us a way to derive an L-formula φksprog
that is satisfiable if and

only if sprog violates a given invariant ∆. Specifically,

φksprog
= Post6k1 (sprog, True)∧

(
k∨
i=1

(¬βL(∆))[Vi]

)
(2.2)

The second clause corresponds to an unrolling of the invariant across each
intermediate state. This is achieved by stipulating that for at least one
vocabulary corresponding to the ith step of the computation (i.e, Vi), the
negation of the invariant should hold (i.e., ¬(βL(∆))). Thus if any literal
from this clause holds, and the symbolic postconditions for each intermedi-
ate state can be satisfied (i.e., Post6k1 (sprog, True) is ΓD-satisfiable), then the
invariant can be violated by some sequence of valuations and statements
in the program. We then perform bounded model checking by using a
decision procedure for ΓD to check the satisfiability of φksprog

. If the pro-
cedure returns Unsat, then we know that sprog |= ∆ in k steps. Otherwise,
a Sat result indicates the presence of a bug that violates ∆, and we can
derive a complete trace of the bug from a satisfying assignment to φksprog

.
Let us see through an example. Figure 2.12(a) shows the While pro-

gram from Figure 2.11, and Figure 2.12(b) shows a version that has been
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`0: x = 1;
`1: y = 8;
`2: while(x 6 y) do
`3: if(2 ∗ x < y) then
`4: x = 2 ∗ x ∗ x

else
`5: x = x+ 1

`0: v? = 0;
`1: x = 1;
`2: y = 8;
`3: while(x 6 y) do
`4: if(x+ 1 > y) then
`5: v? = 1
`6: if(2 ∗ x < y) then
`7: x = 2 ∗ x ∗ x

else
`8: x = x+ 1

(a) (b)

Figure 2.12: Program from Figure 2.11 transformed to allow checking the
safety property Π = {(`3, ρ) | ρ ∈ Jx + 1 6 yK} by checking the invariant
∆ = Jv? = 0K.

modified to allow checking the safety property Π = {(`3, ρ) | ρ ∈ Jx+ 1 6
yK} via the invariant ∆ = Jv? = 0K. We will verify that the program in
Figure 2.12(b) satisfies ∆ on all traces with at most 4 steps. In the follow-
ing, we will simplify formulas that result from the application of Post6ki
liberally to keep the presentation clear.

To begin, we set k = 4 and apply Post64
1 to the sequence statement

`0; `1; `2; `3 and the formula v? 6= 0:

Post64
1 (`0; `1; `2; `3, True) = Post64

2 (`1; `2; `3, Post64
1 (`0, True))

= Post64
2 (`1; `2; `3, v?1 = 0)

Observe the simplification we made by omitting conjuncts for x1 and y1,
which have not yet been assigned. The full result would actually be:

Post64
2 (`1; `2; `3, v?1 = 0 ∧ x1 = x0 ∧ y1 = y0)

As we work through the example, we will simplify formulas liberally to
draw out important changes and reduce clutter in our derivation. In this
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case, we simplified by removing a trivially-satisfiable subformula, but we
will also frequently propagate equalities. However, we will not simplify
parts of the formula that could change the final result, such as updates to
v?. Continuing, the statements labeled `1, `2 are also assignments, so,

Post64
2 (`1; `2; `3, v?1 = 0) = Post64

3 (`2; `3, v?1 = 0 ∧ v?2 = 0 ∧ x2 = 1)
= Post64

4 (`3, v?1 = 0 ∧ v?2 = 0 ∧ v?3 = 0 ∧

x3 = 1 ∧ y3 = 8)

The next statement at `3 is a while whose body is a sequence of if state-
ments labeled `4 and `6. The resulting symbolic postcondition introduces
the first disjunction in order to distinguish valuations that enter the loop
body from those that pass over it. In the following, let

φ3
sprog

= (v?1 = 0 ∧ v?2 = 0 ∧ v?3 = 0 ∧ x3 = 1 ∧ y3 = 8)

We have:

Post64
4 (`3,φ3

sprog
) =

(x3 6 y3 ∧ Post64
4 (`4; `6,φ3

sprog
))∨ (x3 > y3 ∧ Post64

4 (⊥,φ3
sprog

))

To complete this formula, we are obliged to derive Post64
4 (`4; `6,φ3

sprog
) and

Post64
4 (⊥,φ3

sprog
). The latter is simply:

Post64
4 (⊥,φ3

sprog
) = φ3

sprog
∧ x4 = x3 ∧ y4 = y3 ∧ v

?
4 = v?3

Note that this formula is unsatisfiable when conjoined with x3 > y3,
because x3 = 1,y3 = 8. This means that,

Post64
4 (`3,φ3

sprog
) = x3 6 y3 ∧ Post64

4 (`4; `6,φ3
sprog

)
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Continuing on:

Post64
4 (`4; `6,φ3

sprog
) = Post64

5 (`6, (x3 + 1 > y3 ∧ Post64
4 (`5,φ3

sprog
)) ∨

(x3 + 1 6 y3 ∧ Post64
4 (⊥,φ3

sprog
)))

Which leads us to:

Post64
4 (`5,φ3

sprog
) = φ3

sprog
∧ v?4 = 1 ∧ x4 = x3 ∧ y4 = y3

Post64
4 (⊥,φ3

sprog
) = φ3

sprog
∧ v?4 = v?3 ∧ x4 = x3 ∧ y4 = y3

Notice that Post64
4 (`5,φ3

sprog
) is unsatisfiable, because x3 + 1 > y3 is not

consistent with φ3
sprog

, so

Post64
4 (`4; `6,φ3

sprog
) = Post64

5 (`6, x3 + 1 6 y3 ∧ Post64
4 (⊥,φ3

sprog
))

= x3 + 1 6 y3 ∧ φ
3
sprog

∧ v?4 = v?3

We removed the final updates to x4,y4, as they are irrelevant to the invari-
ant we are checking. Going back to Post64

4 (`3,φ3
sprog

), we can plug this in
to arrive at the final result:

Post64
4 (`3,φ3

sprog
) = x3 6 y3 ∧ x3 + 1 6 y3 ∧ φ

3
sprog

∧ v?4 = v?3

= x3 + 1 6 y3 ∧ x3 = 1 ∧ y3 = 8 ∧

v?1 = 0 ∧ v?1 = 0 ∧ v?3 = 0 ∧ v?4 = 0

Now we add the “unrolled” invariant condition,

4∨
i=1

¬(βL(∆))[Vi] = (v?1 6= 0 ∨ v?2 6= 0 ∨ v?3 6= 0 ∨ v?4 6= 0)

Clearly, this is inconsistent with Post64
1 (`0; `1; `2; `3, True) = Post64

4 (`3,φ3
sprog

),
so we conclude that the program in Figure 2.12(b) does not violate ∆ =

Jv? = 0K in four steps.
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2.4 Parametric Lattice-Point Counting

We now consider the problem of enumerating lattice points in linear sys-
tems. We will focus on the d-dimensional integer lattice, which we denote
Zd, with points corresponding to d-tuples of integers. The linear systems
that we consider are rational polyhedra (Definition 13), and correspond to
the set of all points in d-dimensional Euclidean space that satisfy a given
set of constraints.

Definition 13. (Rational polyhedron). A rational polyhedron P ⊂ Rd is the
set of solutions of a finite system of n linear inequalities with integer coefficients:

P = {x ∈ Rd : Ax > γ}

where A ∈ Zn×d, and γ ∈ Zn are constants.

Given a rational polyhedron P, we are interested in counting the number
of lattice points in P ∩ Zd. Barvinok presented a constructive proof that
this can be done in time polynomial in n, the number of inequalities, when
the dimension d of the polyhedron is fixed in advance (Barvinok, 1994).
His proof is based on computing a generating function for the set of lattice
points in P. Definition 14 gives the lattice-point generating function for a
rational polyhedron.

Definition 14. (Lattice-point generating function (Barvinok, 1994)). Let
P ⊂ Rd be a rational polyhedron. With the set of lattice points P ∩ Zd in P, we
associate the generating function in d complex variables x = (x1, . . . , xd),

f(P; x) =
∑

m∈P∩Zd
xm, wherem = (m1, . . . ,md), xm = xm1

1 · · · xmd

d

Observe that the generating function contains one monomial for each
lattice point in P, so f(P, [1, . . . , 1]) = |P ∩ Zd|, because each monomial
will take the value 1. Thus, the lattice-point generating function provides
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a way to count the number of lattice points in P. Note, however, that
even deciding whether |P ∩ Zd| > 0 is NP-Hard, so computing f is not
polynomial if d is allowed to change.

The details of Barvinok’s proof are beyond the scope of this section,
but we present his main result in Theorem 2.7.

Theorem 2.7. (Barvinok, 1994) There is an algorithm which, for each rational
polyhedron P ⊂ Rd, produces a rational function f(P; x) in d complex variables
x = (x1, . . . , xn), with the following properties:

1. f is a valuation: if P1, . . . ,Pn are rational polyhedra whose indicator func-
tions FPi satisfy a linear relation, then the rational functions f(Pi; x) satisfy
the same relation.

2. If m+ P is a translation of P by an integer vector m, then f(m+ P; x) =
xmf(P; x)

3. f(P; x) matches the generating function for P on any x such that the series
converges absolutely: f(P; x) =

∑
m∈P∩Zd xm

4. If P contains a straight line then f(P; x) = 0.

This algorithm runs in time LO(d), where L is the size of the the constraints
A ∈ Zn×d, and γ ∈ Zn used to specify P (see Definition 13 for details).

Property (3) of Theorem 2.7 is perhaps the most important takeaway: in
polynomial time for fixed dimension, we can compute the generating
function of a rational polyhedron. Property (1) implies that the inclusion-
exclusion principle holds, so geometric compositions of polyhedra trans-
late to similar compositions of their valuations. Property (2) says that
geometric translations of P correspond to adding the translation vector
to the exponent of each term in f, as expected. (4) states that unbounded
polyedra have a constant-zero valuation, so the theorem is compatible
with our finite-base counting operations.
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To support certain types of deduction over Lcnt(QF_LIA), we make
use of an extension to Barvinok’s original theory over rational parametric
polyhedra (Verdoolaege et al., 2007).

Definition 15. (Rational Parametric Polyhedron). A rational parametric
polyhedron Pp is the set of solutions to a set ofm linear inequalities with integer
coefficients of the form

Pp = {x ∈ Rd : Ax + Bp > γ}

where p ∈ Zd ′ is the parameter set, A ∈ Zm×d,B ∈ Zm×d ′ , and γ ∈ Zm are
constant vectors.

Verdoolaege et al. give an algorithm for computing valuations fp(Pp; x)
over rational parametric polytopes, and evaluating them at x = 1 =

(1, . . . , 1) (Verdoolaege et al., 2007). The result is a parametric enumera-
tor (Definition 16), that represents the number of lattice points in Pp for a
given configuation of p.

Definition 16. (Parametric Enumerator). The parametric enumerator for
parametric polyhedron Pp is a piecewise quasi-polynomial

fp(Pp) =


p1(p), if φ1(p)

...
pn(p), if φn(p)

where each chamber polynomial pi(p) is a quasi-polynomial with rational co-
efficients, and each chamber constraint φ(p) is a conjunction of linear inequal-
ities. For a fixed set of parameters, the parametric enumerator is equivalent to the
Barvinok valuation (Theorem 2.7) evaluated at 1.

To illustrate the structure of a quasi-polynomial, consider counting the
parametric polytope Pa,b = {(x,y) ∈ R2 : 0 <= y <= a∧ y <= x <= b}
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Figure 2.13: The parametric polytope Pa,b = {(x,y) ∈ R2 : 0 <= y <=
a ∧ y <= x <= b}, evaluated at a = 1

2 ,b = 2 (left), a = 1,b = 2
(middle), and a = 2,b = 2 (right). The first two parameter values reside
in a different chamber than the last, so they do not share the same set of
vertices and require different polynomials to characterize their lattice-point
cardinalities (see Equation 2.3). Notice that changing parameter values
within a chamber, as shown in the left and middle images, translates the
vertices but does not change their relationship to one another.

which is shown in Figure 2.13 for three settings of the parameters a and b.
The parametric enumerator is given by:

fs(Ps) =

{
1 + 1

2a− 1
2a

2 + ab+ b if 0 6 a < b
1 + 3

2b+
1
2b

2 if 0 6 b 6 a
(2.3)

Each piece of this enumerator corresponds to a chamber of Ps. The value
taken by the enumerator corresponds to the chamber polynomial, and the
corresponding condition is the chamber constraint. The chambers subdi-
vide the parameter space into a polynomial number of convex subspaces
where the vertices of the parametric polytope are invariant. Within each
chamber, the location of the vertices may change, but their relationship
to eachother (i.e., the faces with which they intersect) remains the same.
This is demonstrated in Figure 2.13, where an additional vertex appears in
the right-most image, but the vertices in the two left-most images remain
the same modulo translation.
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3 the tension between privacy and utility

This chapter examines the seemingly fundamental tension between con-
cerns of privacy and utility in data-centric applications that use Machine
Learning (ML). Rather than equating privacy with a parameter in an
abstract definition, Section 3.1 considers at an approach called Model In-
version (MI) that measures the risk of successful inference on selected
variables by taking into account the semantics of an ML model. Section 3.2
then uses MI in concert with a set of detailed, application-specific utility
metrics to illustrate a method for better understanding this tension, with
an emphasis on the role of Differential Privacy in establishing a suitable
privacy-utility balance.

3.1 Model Inversion

This section uses the notation for databases, rows, and distributions given
in Section 2.1. Let Dt and Dv be two databases containing n andm rows,
respectively, each i.i.d. sampled from the same distribution D. We call
Dt the training set and Dv the validation set. Assume that X1, . . . ,Xd, Y are
all discrete-valued domains. We simply write X to refer to the product
domainX1×· · ·×Xd andX−i for the domainX1×· · ·×Xi−1×Xi+1×· · ·×Xd.
For an index set S ⊂ {1, . . . ,d} where S = {S1, . . . ,S|S|}, we write XS to refer
to the domain XS1 × · · · × XS|S| . For an element x ∈ X, we write xi to refer
to its ith element, x−i for x1, . . . , xi−1, xi+1, . . . , xd, and xS for xS1 , . . . , xS|S| .

Let D1, . . . ,Dd,Dy correspond to the first-order marginal distributions of
D. Let p correspond to the probability density function of D, pi correspond
to that of the ith marginal, and py correspond to the response marginal,
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MI World 1 (Adversary A)
Input: D, p1, . . . ,pd,py, I, T , f, πf
1. Sample row (x,y) from D
2. x̂T ← A(BBf,p1, . . . ,pd,py,π, xI,y)
3. Return I(x̂T = xT )

MI World 2 (Simulator S)
Input: D, p1, . . . ,pd,py, I, T

1. Sample row (x,y) from D
2. x̂T ← S(p1, . . . ,pd,py, xI,y)
3. Return I(x̂T = xT )

Figure 3.1: Model inversion game. In the first world, the adversary is
given the marginals of D, black-box access to the model f, f’s performance
statistics π, the response of a target sample y, and a subset of the sample’s
features xI. In the second world, the simulator is given only the marginals
and the same information about the target sample. In both worlds, the
agent attempts to guess a subset of the target sample’s features xT , and
wins when the game returns 1.

i.e.,

pi(zi) = Prxi←Di [xi = zi] =
∑

z∈X−i×Y

Pr[x1 = z1, . . . , xd = zd,y = zy]

where the randomness in the last probability is taken over the draw of
sample (x1, . . . , xd,y) from D.

Let f : X1 × · · · × Xd 7→ Y be a deterministic model “trained on” Dt.1

We say that an entity who can provide an input x1, . . . , xd to f and learn
its output y = f(x1, . . . , xd) has black-box access to f. We model this type of
access by providing a set BBf = {(x, f(x)) : x ∈ X}. Let the performance
statistic πf : X1 × · · · × Xd × Y 7→ R be a function describing some aspect
of f’s ability to predict response from features.2 Let I and T be disjoint
subsets of {1, . . . ,d}, andU = {1, . . . ,d}−(I∪T). A model inversion adversary
is a deterministic function that is given BBf, πf, p1, . . . ,pd,py, xI, and y
for some row (x1, . . . , xd,y), and attempts to guess the targeted features

1That f is trained on any particular data is not formally significant in what follows,
but we make the distinction to clarify the connection our intended application.

2We discuss specific examples of πf in later sections.



56

xT . A model inversion simulator is a deterministic function that is given
p1, . . . ,pd,py, xI, and y, and attempts to guess the targeted features xT .

The MI game is shown in Figure 3.1. The adversary A’s world cor-
responds to the scenario described above, where A is given information
about the model, the marginal distributions, and selected features of a row
sampled from D. The simulator S’s world differs only in that S is not given
any information about the model. Either agent wins when the game re-
turns 1. Then the adversary’s advantage then corresponds to the predictive
power given by having information about f over just having information
about the marginals of D. This is made precise in Definition 17.

Definition 17. (Model Inversion Advantage) An adversary A’s advantage
against simulator S on D, I, T , f,πf is defined as:

Pr [A(BBf,p1, . . . ,pd,py,πf, xI,y) wins] − Pr [S(p1, . . . ,pd,py, xI,y) wins]

where the probability is taken over the sampling of (x,y) from D.

Example 3.1. Consider a setting where the two-dimensional feature space X =

X1 × X2 = {0, 1}2, the response space Y = {0, 1}, and D has the pdf:

p(x1, x2,y) =

{
1
4 if y = 1 − x1

0 otherwise

In other words, x1 and y are strongly correlated (i.e., they are functions of each
other), and x2 is independent of the other components. It is easily verified that
the marginals are all uniform:

p1(x1) = p2(x2) =

{
1
2 if x1,2 = 0
1
2 if x1,2 = 1

py(y) =

{
1
2 if y = 0
1
2 if y = 1

Suppose that we are interested in a model f that captures this distribution per-
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fectly:
f(x1, x2) = 1 − x1

Then BBf = {(0, 0) 7→ 1, (0, 1) 7→ 1, (1, 0) 7→ 0, (1, 1) 7→ 0}. Furthermore, let
πf reflect the fact that f is a perfect predictor of y from (x1, x2):

πf(x̂1, x̂2, ŷ) = Pr(x1,x2,y)←D[y = ŷ | (x1, x2) = (x̂1, x̂2)∧ f(x̂1, x̂2) = ŷ]

=

{
1 if ŷ = f(x̂1, x̂2)

0 otherwise

Now, suppose we want to play the MI game from Figure 3.1, where T = {1} and
I = {2}, i.e., the adversary (or simulator) is given x2 and y, and wishes to infer
x1. In this case, an intelligent adversary might determine from BBf and πf that
x2 is independent of x1 and y, and f always gives the correct response, and decide
to use the strategy:

A(BBf,p1,p2,py,πf, x2,y) = arg min
x1

|y− f(x1, x2)| = 1 − y

Likewise, an intelligent simulator would realize that from its perspective (i.e.,
given only the marginals), x1 is distributed uniformly, so it might as well return
an arbitrary value:

S(p1,p2,py, x2,y) = 1

Now let us see what happens when this adversary and simulator play a round of
the MI game. Say that in each player’s game, the first step draws the row (x1 =

0, x2 = 1,y = 1) from D. Then the adversary will infer x̂1 = 1 − y = 0, and
the simulator will infer 1, leading the adversary’s game to return I(0 = 0) = 1
and the simulator’s game to return I(1 = 0) = 0. Thus, the adversary wins
this round, and the simulator does not. In fact, the adversary has a considerable
advantage in this case. We see that,

Pr [A(BBf,p1, . . . ,pd,py,πf, xI,y) wins] = Pr [x1 = 1 − y] = 1
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On the other hand, the simulator’s chance of winning is no better than an unbi-
ased coin flip:

Pr [S(p1, . . . ,pd,py, xI,y) wins] = Pr [x1 = 1] = 1
2

Thus, the adversary’s advantage is 1
2 , which is the greatest possible advantage an

adversary can achieve in this case against a Bayes- optimal simulator (this topic
is discussed further in the following section).

Optimal Strategies

We now present strategies for both the MI simulator and adversary, and
show that they are optimal. We first show that strategies which minimize
expected 0-1 loss maximize advantage (Definition 17) when taken in expecta-
tion over the information xI,y given to the adversary and simulator. This
connection is demonstrated in Theorem 3.2. We then go on to show that
our strategies for the simulator (Figure 3.2) and adversary (Figure 3.3) both
minimize expected 0-1 loss (Theorems 3.3-3.6) whenever the adversary’s
initial beliefs correspond to a maximum-entropy distribution.

The notion of optimality for which we aim assumes that the simulator
and adversary are Bayesian agents, who begin with an initial understand-
ing of the “world” given by the indpendent marginal distributions of D,
update this understanding by performing a set of experiments on f using
the instance information xI,y, and eventually make a prediction about xT .
We show that our strategies embody the Bayes decision rule, and are thus
optimal predictors for xT in that they return an estimate x̂T that minimizes
the agent’s expected loss, where we measure loss by misprediction of xT .
This corresponds to 0-1 loss:

`(xT , x̂T ) = I(xT 6= x̂T ) =
{

1 if xT 6= x̂T
0 otherwise
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The expectation that we minimize is taken over a posterior distribution on
xT conditioned on the agent’s observations, namely xI and y:

ρ(x̂T | xI,y) = EPr[xT | xI,y][`(xT , x̂T )] =
∑
xT∈XT

Pr [xT | xI,y] `(xT , x̂T ) (3.1)

Notice that this is an appropriate objective for the MI adversary, as min-
imizing expected 0-1 loss on each instance corresponds in expectation
to maximizing the adversary’s chance of winning the MI game. This is
established in Theorem 3.2.

Theorem 3.2. An adversary who chooses x̂T with the objective of minimizing
the expected loss given in Equation 3.1 , i.e.:

x̂T = arg min
x̂∗T

ρ(v∗T | xI,y)

has maximal advantage (as given in Definition 17) in expectation over xI,y.

Proof. For a fixed simulator S and distribution D, Pr [S wins] is a con-
stant, so the adversary maximizes her expected advantage by maximizing
Pr [A wins] regardless of the choice of simulator. We show that a strategy
that minimizes loss taken in expectation over observations xI and y, i.e.,
EPr[xI,y]EPr[xT | xI,y][`(xT , x̂T )], maximizes Pr [A wins]:

EPr[xI,y]EPr[xT | xI,y][`(xT , x̂T )] =
∑
xI,y

Pr [xI,y]EPr[xT | xI,y][`(xT , x̂T )]

=
∑
xI,y

Pr [xI,y]
∑
xT

I(x̂T 6= xT )Pr [xT | xI,y]

=
∑
x,y

I(x̂T 6= xT )Pr [x,y]

= Pr [A loses]
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Minimizing the probability of losing maximizes the probability of winning,
so the proof is complete.
�

Strategy for the Simulator

Our goal in finding an optimal simulator strategy is to characterize an
upper- bound on how predictable xT is without being given access to
the model f, which will allow us to determine how much additional pre-
dictability f lends an adversary via the experiments described later in
Section 3.2. In this sense, our null hypothesis is that the simulator is as
good at predicting xT as the adversary, who has been informed of the
model. Theorem 3.2 gives us an approach for designing an optimal strat-
egy. However, computing the conditional expectation ρ(x̂T | xI,y) requires
reasoning about the prior distribution D, and the simulator is only given
access to indpendent marginals of D.

To derive a best estimate for D that incorporates this information, we
apply the principle of maximum entropy. This principle states that when
selecting a distribution, we should select the one that makes the fewest
assumptions (i.e., is the least biased) subject to the constraints imposed
by our previous knowledge. As argued by Jaynes (Jaynes, 1982), this
distribution has maximum Shannon entropy among those that satisfy the
given constraints. For the simulator, the relevant constraints require that
the distribution has marginals that match those given in the MI game,
p1, . . . ,pd,py. Theorem 3.3 shows that the maximum entropy prior in this
case corresponds to the independent product of those marginals.

Theorem 3.3. The maximum entropy distribution Dp1,...,pd over X having first-
order marginals p1, . . . ,pd has the probability distribution function:

p(x1, . . . , xd) =
d∏
i=1

pi(xi)
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In other words, it is the independent product of p1, . . . ,pd evaluated component-
wise at x1, . . . , xd ∈ X.

Proof. First we verify that that p has first-order marginals distributed
according to p1, . . . ,pd:

Pr [xi = zi] =
∑
z ′∈X−i

Pr [x1 = z
′
1, . . . , xi = zi, . . . , xd = z ′d]

= pi(zi)
∑
z ′∈X−i

pi(z
′
1) · · ·pi(z ′d)

= pi(zi)

(3.2)

The last step follows from the law of total probability, as we sum the
marginal on X−i over its entire domain.

Now we show that p has maximum entropy among distributions whose
marginals are given by p1, . . . ,pd. In the following, we treat the marginals
pi(xi) evaluated as constants, as they are known in advance. The p.d.f. for
this distribution corresponds to the solution for the following constrainted
maximization problem:

p∗ = arg maxp−
∑
x∈X p(x) log(p(x))

subject to pi(xi) =
∑
x ′∈X−i

p(x ′1, . . . , xi, . . . , x ′d),∀1 6 i 6 d
1 =

∑
x∈X p(x)

In the following, assume an ordering on the elements of each domain
X1, . . . ,Xd, and let Xi,j refer to the jth element of the ith feature domain.
We will construct a Lagrangian for this problem, encoding the marginal
constraints with a series of functions cij:

cij(p) = pi(Xi,j) −
∑
x∈X−i

p(x1, . . . ,Xi,j, . . . , xd)
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for 1 6 i 6 d, 1 6 j 6 |Xi|. The Lagrangian for this problem is:

L(p, λ) = −
∑
x∈X

p(x) log(p(x)) − λ0

(∑
x∈X

p(x) − 1

)
−

d∑
i=1

|Xi|∑
j=1

λi,jcij(p)

Then we have:

∂L

∂p(X1,i1 , . . . ,Xd,id)
= −

(
1 + log(p(X1,i1 , . . . ,Xd,id)) + λ0 +

d∑
j=1

λj,ij

)

Setting ∂L
∂p(X1,i1 ,...,Xd,id)

= 0 and solving the system obtained by substituting
each valuation in X, we see that:

p(X1,i1 , . . . ,Xd,id) = e
−
(

1+λ0+
∑d
j=1 λj,ij

)
(3.3)

We will now solve for λ0 and each λi,j by setting ∂L
∂λ0

= 0 as well as ∂L
∂λi,j

= 0,
and substituting in Equation 3.3. We have:

∂L

∂λ0
= 1 −

∑
x∈X

p(x) = 1 −

|X1|∑
i1=1

· · ·
|Xd|∑
id=1

e
−
(

1+λ0+
∑d
j=1 λj,ij

)
(3.4)

∂L

∂λi,j
= −cij(p) =

∑
X1,k1 ,...,Xd,kd∈X−i

e
−

(
1+λ0+λij+

∑d
h=1
h 6=i

λh,kh

)
− pi(Xi,j) (3.5)

Solving this system, we arrive at:

λ0 = log(1) λij = log 1
pi(Xi,j)

Substituting these solutions back into Equation 3.3 should give us an
expression corresponding to the product of the independent marginals, if
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the theorem is correct. We see that it holds:

p(X1,i1 , . . . ,Xd,id) = e
−1−λ0−

∑d
j=1 λj,ij = e−1e− log(1)e

−
∑d
j=1 log 1

pj(Xj,ij
)

= e
−
∑d
j=1 log 1

pj(Xj,ij
)

=

d∏
j=1

pj(Xj,ij)

For the sake of completeness, we can also verify that these solutions satisfy
Equations 3.4 and 3.5. Plugging them into Equation 3.4, we have:

|X1|∑
i1=1

· · ·
|Xd|∑
id=1

e
−
(

1+λ0+
∑d
j=1 λj,ij

)
=

|X1|∑
i1=1

· · ·
|Xd|∑
id=1

d∏
j=1

pj(Xj,ij)

=

|X1|∑
i1=1

p1(X1,i1)

|X2|∑
i2=1

· · ·
|Xd|∑
id=1

d∏
j=2

pj(Xj,ij)

=

|X2|∑
i2=1

· · ·
|Xd|∑
id=1

d∏
j=2

pj(Xj,ij)

· · ·
= 1

Here the intermediate steps that have been elided all follow from the law
of total probability, as each sums one of the marginals over its full domain.

Lastly, Equation 3.5 follows from the fact that pi(Xi,j) is a marginal of∏d
j=1 pj(Xj,ij), as demonstrated in Equation 3.2.

�

Figure 3.2 shows a strategy for the simulator, who is only given xI, y, and
the marginal priors. This strategy follows the general form outlined in
Theorem 3.2, where the adversary computes the posterior distribution
Pr [xT | xI,y] by conditioning on the prior from Theorem 3.3. Because this
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Strategy for MI simulator S
Input: p1, . . . ,pd,py, xI,y
1. Let x̂T ← arg maxvT

∏
i∈T pi(vTi)

2. Return (x̂T1 , . . . , x̂T|T |)

Figure 3.2: Optimal strategy for the MI simulator S. This strategy selects
the most likely value for each target feature according to the marginals
p1, . . . ,pd, and is shown to minimize the adversary’s expected mispredic-
tion rate in Theorem 3.4.

prior is feature-wise independent, xI and y yield no useful information
about xT , so conditioning amounts to selecting the independent marginal
for xT . Thus, this strategy always predicts the mode for xT from the
independent marginal. Theorem 3.4 shows that this is the optimal strategy.

Theorem 3.4. The strategy for the simulator given in Figure 3.2 minimizes ex-
pected 0-1 loss given xI,y, i.e.,

arg maxvT
∏
i∈T pi(vTi) = arg minvT EPr[xT | xI,y][`(xT , vT )]

Proof. By our use of the maximal-entropy prior and Theorem 3.3, we
have that p(x1, . . . , xd,y) = py(y)

∏d
i=1 pi(xi). Then recalling that U =

{1, . . . ,d}− (T ∪ I),

Pr [xT | xI,y] =
∑
x ′U∈XU

p(x1, . . . , x ′U, . . . xd,y)
Pr [xI,y]

=

∏
i∈T pi(xi)

∏
i∈I pi(xi)py(y)

∑
x ′U∈XU

Pr [x ′U]∏
i∈I pi(xi)py(y)

=
∏
i∈T

pi(xi)
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Then let v∗T = arg maxvT
∏
i∈T pi(vTi). We have,

EPr[xT | xI,y][`(xT , vT )] = Pr [xT 6= v∗T | xI,y]

= 1 − Pr [xT = v∗T | xI,y]

= 1 −
∏
i∈T

pi(v
∗
Ti
)

This last quantity is minimized by our choice of v∗T .
�

Strategy for the Adversary

We move now to a strategy for the adversary. Like the simulator, the ad-
versary is given first-order marginals p1, . . . ,pd, along with two additional
pieces of information:

• BBf: black-box information about the model f’s behavior.

• πf: statistics regarding the model f’s ability to predict the response
feature y given x, when (x,y) is sampled from D.

Recall that we model BBf with the set {(x, f(x)) | x ∈ X}, so the adversary
can see all input-output pairs admitted by f3 For πf, we assume that the
adversary is given probabilities for each type of error that arises when f is
evaluated at a given point x, i.e., Pr [y | f(x) = y ′]. However, f is determin-
istic and the adversary has BBf, so she can always look up (x, f(x)) pairs,
which allows us to state this probability more directly:

πf(x1, . . . , xd,y) = Pr [y | x1, . . . , xd]

In other words, πf gives the adversary information about the conditional
probability of the response feature Y given a value x for the remaining

3We make no assumptions about the adversary’s computational power, i.e., she is
allowed to use as much time and space as necessary as long as she eventually terminates.
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features. This adds a new constraint to the adversary’s knowledge about
the prior distribution D, which yields a different maximum-entropy prior
from the one used by the simulator. The new prior is given in Theorem 3.5,
Equation 3.8.4

Theorem 3.5. For a given function f : X1 × · · · × Xd−1 7→ Xd, the maximum-
entropy distribution Dp1,...,pd,πf satisfying the following constraints on its p.d.f.
p:

pi(xi) =
∑
x ′∈X−i

p(x ′1, . . . , xi, . . . , x ′d),∀1 6 i 6 d (3.6)

πf(x1, . . . , xd) = Pr [xd | x1, . . . , xd−1] =
p(x1, . . . , xd)

p−d(x1, . . . , xd−1)
(3.7)

where p−d is the d− 1th-order marginal over X−d, is given by:

p(x1, . . . , xd) = πf(x1, . . . , xd)
d−1∏
i=1

pi(xi) (3.8)

Proof. First, we will verify that the given p.d.f. satisfies Equations 3.6
and 3.7. Starting with 3.7, as it is needed to prove 3.6:

p(x1, . . . , xd)∑
x ′d∈Xd

p(x1, . . . , xd−1, x ′d)
=

πf(x1, . . . , xd)
∏d−1
i=1 pi(xi)∑

x ′d∈Xd
πf(x1, . . . , xd−1, x ′d)

∏d−1
i=1 pi(xi)

=
πf(x1, . . . , xd)∑

x ′d∈Xd
πf(x1, . . . , xd−1, x ′d)

= πf(x1, . . . , xd)

4Note that in Theorem 3.5, we assume for notational simplicity that f is a function from
X1, . . . ,Xd−1 to Xd, whereas when we invoke the theorem, we assume f takes X1, . . . ,Xd
to Y. The result is the same, but the subscripts will change.
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The last step follows because we assume that πf is a distribution on Xd.
Now for 3.6, starting with the case i 6= d:

∑
x ′∈X−i

p(x ′1, . . . , xi, . . . , x ′d) = pi(xi)
∑
x ′∈X−i

πf(x
′
1, . . . , xi, . . . , x ′d)

d−1∏
j=1
j6=i

pj(x
′
j)

= pi(xi)
∑
x ′∈X−i

πf(x
′
1, . . . , xi, . . . , x ′d)

= pi(xi)
∑
x ′∈X−1

p(x ′1, . . . , xi, . . . , x ′d)∑
x ′′d∈Xd

p(x ′1, . . . , xi, . . . , x ′d−1, x ′′d)

= pi(xi)

The second step follows because the sum marginalizes the factor
∏d−1
j=1
j6=i

pj(x
′
j)

over all values, and becomes 1 because each pj is a distribution. Now when
i = d:

∑
x ′∈X−d

p(x ′1, . . . , xd−1, xd) =
∑
x ′∈X−d

πf(x
′
1, . . . , x ′d−1, xd)

d−1∏
j=1

pj(x
′
j)

=
∑
x ′∈X−d

p(x ′1, . . . , x ′d−1, xd)∑
x ′′d∈Xd

p(x ′1, . . . , x ′d−1, x ′′d)

=
∑
x ′∈X−d

Pr
[
x ′1, . . . , x ′d−1, xd

]
Pr
[
x ′1, . . . , x ′d−1

]
= pd(xd)

Now we know that if the p.d.f. for the maximum-entropy prior takes the
form of Equation 3.8, then it satisfies all the needed constraints. We now
show that Dp1,...,pd,πf does indeed take this form. The Lagrangian is:

L(p, λ) = −
∑
x∈X

p(x) log(p(x)) − λ0

(∑
x∈X

p(x) − 1

)
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−

d∑
i=1

|Xi|∑
j=1

λi,j

pi(Xi,j) − ∑
x∈X−i

p(x1, . . . ,Xi,j, . . . , xd)


−
∑
x∈X

λx1,...,xd (p(x) − πf(x)p−d(x1, . . . , xd−1))

Setting ∂L
∂p(X1,i1 ,...,Xd,id)

= 0 and solving for p(X1,i1 , . . . ,Xd,id), we have:

p(X1,i1 , . . . ,Xd,id) = e
−1−λ0−λX1,i1

,...,Xd,id
−
∑d
j=1 λj,ij (3.9)

Plugging this into the constraints given in Equations 3.6 and 3.7, we arrive
at the following solutions for the Lagrange coefficients:

λ0 = log e−1 λX1,i1 ,...,Xd,id
= log 1

πf(X1,i1 ,...,Xd,id)
λij =

{
log 1

pi(Xi,j)
i < d

log(1) i = d

Now we show that substituting these coefficients into the solution for p(x)
given in Equation 3.9 gives the required form:

p(X1,i1 , . . . ,Xd,id) = e
−1−λ0−λX1,i1

,...,Xd,id
−
∑d
j=1 λj,ij

= ee− log 1
ee

− log 1
πf(X1,i1

,...,Xd,id
)e

−
∑d−1
j=1 log 1

pi(Xj,ij
)

= πf(X1,i1 , . . . ,Xd,id)e
−
∑d−1
j=1 log 1

pi(Xj,ij
)

= πf(X1,i1 , . . . ,Xd,id)

d−1∏
j=1

pi(Xj,ij)

As demonstrated earlier, this expression satisfies all of the constraints we
have have on p(x), so this completes the proof.
�

With the new prior given in Theorem 3.5, the adversary follows the general
approach given in Theorem 3.2 of calculating the posterior and finding
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Strategy for MI adversary A
Input: p1, . . . ,pd,py, xI,y, f,πf
1. Find the feasible set X̂ ⊆ X:

X̂ = {x ′ ∈ X | x ′I = xI}

1. Let x̂T ← arg maxvT
∑
x ′∈X̂:x ′T=vT

πf(x
′
1, . . . , x ′d,y)

∏
16i6d pi(x

′
i)

2. Return x̂T

Figure 3.3: Optimal strategy for the MI adversary A. This strategy selects
among samples matching xI the most likely value for xT according to
the marginals p1, . . . ,pd and performance statistics πf, and is shown to
minimize the adversary’s expected misprediction rate in Theorem 3.6.

its mode. However, finding the mode is now slightly more involved.
Candidate samples that match what is known about the target sample
are run through πf5 and its output is used with the first-order marginals
to weight each candidate. The configuration of target features with the
greatest weight, computed by marginalizing the other unknown attributes,
is returned as the mode. The strategy is shown in Figure 3.3, and its
optimality is proved in Theorem 3.6.

Theorem 3.6. The strategy for the adversary given in Figure 3.3 minimizes ex-
pected 0-1 loss given xI,y, i.e.,

arg minvT EPr[xT | xI,y][`(xT , vT )] =

arg max
vT

∑
x ′∈X̂:x ′T=vT

πf(x
′
1, . . . , x ′d,y)

∏
16i6d

pi(x
′
i)

5For practical reasons, this usually involves consulting BBf, i.e., evaluating f on the
candidate samples.
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Proof. By the prior given in Theorem 3.5, we have that

p(x1, . . . , xd,y) = πf(x1, . . . , xd,y)
d∏
i=1

pi(xi)

Then recalling that U = {1, . . . ,d}− (T ∪ I),

Pr [xT | xI,y] ∝ Pr [xT , xI,y] =
∑
x ′U∈XU

p(x1, . . . , x ′U, . . . , xd,y)

=
∑

x ′∈X̂:x ′T=xT

πf(x
′
1, . . . , x ′d,y)

d∏
i=1

pi(x
′
i)

The last step follows because X̂ will contain all configurations of XU. Now
let v∗T = arg maxvT

∑
x ′∈X̂:x ′T=vT

πf(x
′
1, . . . , x ′d,y)

∏d
i=1 pi(x

′
i), as it is chosen

in Figure 3.3. v∗T minimizes EPr[xT | xI,y][`(xT , vT )] by an identical derivation
to the one given in the proof of Theorem 3.4.
�

Discussion. We have argued that the strategy in Figure 3.3 minimizes the
expected misclassification rate on the maximum-entropy prior given the
available information (the model and marginals). However, it is not hard
to specify distributions for which the marginals convey little useful infor-
mation, so the expected misclassification rate diverges substantially from
the true rate. In these cases, the strategy may perform poorly, and more
background information is needed to accurately predict model inputs.

There is also the possibility that the model itself does not contain
enough useful information about the correlation between certain input
features and the output. For illustrative purposes, consider a model taking
one input attribute, that discards nearly all information about that attribute,
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e.g., it performs an equality comparison with a fixed constant c:

f(x) =

{
1 if x = c
0 otherwise

Suppose that the input feature x comes from some large domain with 2m

elements, and that D is uniform on that domain. Then the adversary’s
advantage is negligible, 1/(2m − 1): the simulator, guessing according
to the marginal, will win with probability 1/2m, whereas the adversary
will win with probability 1/2m + 1/(2m − 1). In general, understanding
how susceptible a function is to model inversion a priori is challenging,
and warrants further consideration in future work. Thus, determining
how well a model allows one to predict sensitive inputs generally requires
further analysis. This topic is explored in the context of a real model in
the next section.

Another important matter is the complexity of the strategies given in
Figures 3.2 and 3.3. Depending on how the marginal distributions are
presented, the simulator’s strategy (Figure 3.2) might be efficient, although
in general it requires time O(|XT |). The adversary’s strategy (Figure 3.3) is
worse yet: the set X̂ has size |XĪ|, and the adversary must iterate through
each element, apply πf, and take the product of the marginals. Thus, this
strategy is only feasible when |XĪ| = |XU∪T |. Fortunately, as discussed
in the next section, this is the case in the application that we study. In
cases where this is not true, approximation techniques are necessary. In
Chapter 5, Section 5.1, we briefly discuss using model inversion to recover
image data, and describe one such approximation approach that relies on
gradient descent to address the complexity issue.
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3.2 A Case Study: Personalized Medicine

We now turn to a study of how MI can be used as an application-specific
measure of inference vulnerability to illustrate the dynamic between pri-
vacy and utility, and the effect that differential privacy has on this dy-
namic. We use an application from the field of personalized medicine—
pharmacogenetic warfarin dosing—as a vehicle to drive this study, and
we attempt to find empirical evidence that can provide answers to the
following questions:

1. Do pharmacogenetic warfarin dosing models pose a threat to the
genomic privacy of the individuals who are involved in this applica-
tion, i.e., individuals who either contribute their data to help build
the models, or those who eventually use them?

2. If these models do pose a threat, can differential privacy be success-
fully applied to help mitigate the threat? In short, is there a privacy
budget (i.e., ε setting) that allows state-of-the-art DP regression tech-
niques to prevent the inference attack described in Section 3.1?

3. If we can configure a DP mechnism to successfully prevent MI in this
case, then does it stand in the way of utility—does it introduce an
unacceptable increase in the likelihood of adverse health outcomes
for patients who use the DP warfarin dosing models?

To summarize our findings, we find that warfarin dosing models pose a
measurable threat to the genomic privacy of patients, giving the adversary
a substantial (22%) advantage over the simulator in one case. While DP
can negate this advantage when ε 6 1, privacy budgets in this range also
negate the benefits of pharmacogenetic dosing, and in fact make certain
adverse events more likely than if genotype were ignored entirely.

This situation is shown in Figure 3.4(a), against a hypothetical rendition
of what “acceptable” results might look like in Figure 3.4(b). In these



73

0.25 1.0 5.0 20.0 100.0
0.9

1.00

1.10

1.20

1.30

Mortality, Private LR

Mortality, Standard

ε (privacy budget)

Re
la

tiv
e

Ri
sk

(M
or

ta
lit

y)

0.3

0.35

0.4

0.45

0.5

0.55

0.6

Disclosure, Private LR

Disclosure, Baseline

0.25 1.0 5.0 20.0 100.0
0.9

1.00

1.10

1.20

1.30

Mortality, Private LR

Mortality, Standard

ε (privacy budget)

0.3

0.35

0.4

0.45

0.5

0.55

0.6

Disclosure, Private LR

Disclosure, Baseline

D
is

cl
os

ur
e

(%
A

cc
ur

ac
y)

(a) Actual results (b) “Acceptable” results

Figure 3.4: Key results from our end-to-end study (a) and hypothetical
“acceptable” results (b). The blue curves correspond to MI disclosure
risk of the VKORC1 genotype, with the dashed line corresponding to the
simulator’s performance and the solid line corresponding to that of the
adversary. The red curves correspond to patients’ risk (relative to a fixed-
dose protocol) for mortality when given initial warfarin doses using a DP
model at the specified privacy budget level (note that smaller budgets
imply more privacy). The dashed line corresponds to the risk using the
fixed-dose model, and the solid line corresponds to the use of the private
model.

results, we measure 1) an adversary’s ability to predict a patient’s VKORC1
genotype from a differentially-private linear regression model, and 2)
patients’ mortality risk when given warfarin doses using private models
relative to the mortality risk of standard dosing practices. Notice that in
the acceptable case, there is a range of privacy budgets around ε = 1
where the private dosing model begins to provide benefits over standard
dosing methods, but the MI adversary’s advantage remains small—ideally,
not statistically-significant. This range is not present in the actual results,
where the MI adversary’s advantage grows quickly as ε increases, and the
model fails to provide benefits—or even break even with standard dosing
practices—until ε is fairly large. This, in short, tells us that differential
privacy is not the right countermeasure to use against inference attacks in
this particular setting.
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Application Background

Warfarin, also known in the United States by the brand name Coumadin, is
a widely-prescribed anticoagulant medication. It is used to treat patients
suffering from cardiovasvular problems, including atrial fibrillation (a
type of irregular heart beat) and heart valve replacement. By reducing
the tendency of blood to clot, at appropriate dosages it can reduce risk of
adverse clotting events, particularly stroke. Unfortunately, warfarin is also
very difficult to dose: proper dosages can differ by an order of magnitude
between patients, and this has led to warfarin’s status as one of the leading
causes of drug-related adverse events in the United States (Kim et al., 2009).
Underestimating the dose can result in failure to prevent the condition
the drug was prescribed to treat. Overestimating the dose can, just as
seriously, lead to uncontrolled bleeding events because the drug interferes
with clotting. Because of these risks, in existing clinical practice patients
starting on warfarin are given a fixed initial dose but then must visit a
clinic many times over the first few weeks or months of treatment in order
to determine the correct dosage which gives the desired therapeutic effect.

Stable dose is assessed clinically by measuring the time it takes for blood
to clot, called prothrombin time. This measure is standardized between
different manufacturers as an international normalized ratio (INR). Based
on the patient’s indication for warfarin, a clinician determines a target
INR range. After the fixed initial dose, later doses are modified until the
patient’s INR is within the desired range and maintained at that level. INR
in the absence of anticoagulation therapy is approximately 1, while the
desired INR for most patients in anticoagulation therapy is in the range
2–3 (Brace, 2001).

Genetic variability among patients is known to play an important role
in determining the proper dose of warfarin (Kamali and Wynne, 2010).
Polymorphisms in two genes, VKORC1 and CYP2C9, are associated with
the mechanism with which the body metabolizes the drug, which in
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turn affects the dose required to reach a given concentration in the blood.
Warfarin works by interfering with the body’s ability to recycle vitamin
K, which is used to regulate blood coagulation. VKORC1, part of the
vitamin K epoxide reductase complex, is a component of the vitamin K
cycle. CYP2C9 encodes for a variant of cytochrome P450, a family of
proteins which oxidize a variety of medications.

Taken together with age and height, Sconce et al. (Sconce et al., 2005)
demonstrated that CYP2C9 and VKORC1 account for 54% of the total
warfarin dose requirement variability. In turn, a large literature (over
50 papers as of early 2013) has sought pharmacogenetic algorithms that
predict proper dose by taking advantage of patient genetic markers for
CYP2C9 and VKORC1, together with demographic information and clini-
cal history (e.g., current medications). These typically involve learning a
simple predictive model of stable dose from previously obtained outcomes.
We focus on the IWPC algorithm (International Warfarin Pharmacogenetic
Consortium, 2009), a study resulting in production of a linear regression
model that, when used to predict the initial dosage, has been shown to
provide improved outcomes in simulated clinical trials using the IWPC
dataset discussed below. Interestingly, linear regression performed as well
or better than a wide variety of other, more complex machine learning
techniques. Some pharmacogenetic algorithms for warfarin are currently
also undergoing (real) clinical trials (National Heart, Lung, and Blood
Institute).

Dataset

The IWPC (International Warfarin Pharmacogenetic Consortium, 2009)
collected data on patients who were prescribed warfarin from 21 sites in 9
countries on 4 continents. The data was curated by staff at the Pharma-
cogenomics Knowledge Base (Whirl-Carrillo et al., 2012), and each site
obtained informed consent to use de-identified data from patients prior to



76

the study. Because the dataset contains no protected health information,
and the Pharmacogenomics Knowledge Base has since made the dataset
publicly available for research purposes, it is exempt from institutional
review board review. However, the type of data contained in the IWPC
dataset is equivalent to many other medical datasets that have not been
released publicly (Sconce et al., 2005; Hamberg et al., 2007; Anderson et al.,
2007; Carlquist et al., 2006), and are considered private.

Each patient was genotyped for at least one SNP in VKORC1, and
for variants of CYP2C9. Since each person has two copies of each gene,
there are several combinations of variants possible. Following the IWPC
paper (International Warfarin Pharmacogenetic Consortium, 2009), we
represent VKORC1 polymorphisms by single nucleotide polymorphism
(SNP) rs9923231, which is either G (common variant) or A (uncommon
variant), resulting in three combinations G/G, A/G, or A/A. Similarly,
CYP2C9 variants are *1 (most common), *2, or *3, resulting in 6 combi-
nations. In addition, other information such as age, height, weight, race,
and other medications was collected. The outcome variable is the stable
therapeutic dose of warfarin, defined as the steady-state dose that led to
stable anticoagulation levels. The patients in our dataset were restricted
to those with target INR in the range 2–3 (the vast majority of patients), as
is standard practice with most studies of warfarin dosing efficacy (Fusaro
et al., 2013; Anderson et al., 2007).

We divided the data into two cohorts based on those used in IWPC (In-
ternational Warfarin Pharmacogenetic Consortium, 2009). The first (train-
ing) cohort was used to build a set of pharmacogenetic dosing algorithms.
The second (validation) cohort was used to test privacy attacks as well as
draw samples for the clinical simulations. To make the data suitable for
regression we removed all patients missing at least one feature, normal-
ized the data to the range [-1,1], and converted all nominal attributes into
binary-valued numeric attributes using one-hot encoding. Our eventual
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training cohort consisted of 3966 patients, and our validation cohort of
853 patients, and corresponds to the same training-validation split used
by IWPC (but without the missing values used in the IWPC split).

Adversary Model

We assume an adversary with the basic capabilities outlined in Section 3.1.
We assume that the model is linear, and was trained over a set of samples
(or rows) D drawn i.i.d. from D. In this setting, XT = {VKORC1, CYP2C9},
and the response feature Y corresponds to warfarin dose. We study two
configurations of features known to the adversary, xI:

• Basic demographics: a subset of demographic features contained in
the IWPC dataset, including age, race, height, and weight (denoted
xage, xrace, . . .). All of the numeric features were binned by the authors
of the original IWPC model (International Warfarin Pharmacogenetic
Consortium, 2009).

• All background: all of features except CYP2C9 or VKORC1 genotype.

We compare the adversary’s performance against two strategies:

• Simulator: the “baseline” simulator corresponds to the strategy given
in Figure 3.2 based on predicting the mode of the marginal prior for
each genotype feature.

• Ideal predictor: in order to determine how how well one can predict
these genotypes in an ideal setting, we compare against a multino-
mial logistic regression model for each genotype from the IWPC
dataset. This allows us to compare the performance of the adver-
sary against “best-possible” results achieved using standard linear
machine learning techniques.
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Figure 3.5: Model inversion performance, as improvement over baseline
guessing from marginals, given a linear model derived from the train-
ing data. Available background information specified by all and basic as
discussed above.

Empirical Analysis of Model Inversion

Standard Linear Regression

A linear regression model assumes that the response is a linear function
of the attributes, i.e., there exists a coefficient vector w ∈ Rd and random
residual error δ such that y = wTx+w0 + δ for some bias term b. A linear
regression model fL is then an estimate (ŵ, b̂) of w and the bias term,
which operates as: fL(x) = b̂ + ŵTx. It is typical to assume that δ has a
fixed Gaussian distribution N(0,σ2) for some variance σ. Most regression
software estimates σ2 empirically from training data, so it is often pub-
lished alongside a linear regression model. Using this the adversary can
derive an estimate of π,

π̂(y,y ′) = PrN(0,σ2)[y− y ′]

All of our results in Section 3.1 assume that the features are discrete,
whereas linear models operate more generally over continuous features.
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Fortunately, in the case we consider, the continuous variables have natural
discretizations, as they correspond to attributes such as age and weight.
Warfarin doses discretize on half-milligram increments, as finer increments
are not commonly manufactured.

Results. To evaluate adversary A, we split the IWPC dataset into a train-
ing and validation set, DT and DV respectively, use DT to derive a linear
model f, and then run A on every row in DT with either of the two back-
ground information types (all or basic) to predict both genotypes. We
repeated this for the simulator (baseline) and the ideal predictor (ideal).

We measure performance both in terms of accuracy, which is the per-
centage of samples for which the algorithm correctly predicted genotype,
and AUCROC, which is the multi-class area under the ROC curve defined
by Hand and Till (Hand and Till, 2001). While accuracy is generally easier
to interpret, it can give a misleading characterization of predictive abil-
ity for skewed distributions—if the predicted attribute takes a particular
value in 75% of the samples, then a trivial algorithm can easily obtain 75%
accuracy by always guessing this value. AUCROC does not suffer this
limitation, and so gives a more balanced characterization of how well an
algorithm predicts both common and rare values.

The results are given in Figure 3.5, which shows the performance of
A and “ideal” multinomial regression predicting VKORC1 and CYP2C9
on the training set. The numbers are given relative to the baseline perfor-
mance obtained by the simulator–36% accuracy on VKORC1, 75% accuracy
on CYP2C9, and 0.5 AUCROC for both genotypes. We see that A comes
close to ideal accuracy on VKORC1 (5% less accurate with all background
information), and actually exceeds the ideal predictor in terms of AU-
CROC. This means that A does a better job predicting rare genotypes than
the ideal model, but does slightly worse overall, and may be a result of
the ideal model avoiding overfitting to uncommon data points.
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The results for CYP2C9 are quite different. Neither A or the ideal
strategy were able to predict this genotype more accurately than baseline.
This indicates that CYP2C9 is difficult to predict using linear models, and
because we use a linear model to run A in this case, it is no surprise that it
inherits this limitation. Both the ideal predictor and A slightly outperform
baseline prediction in terms of AUCROC, and A comes very close to ideal
performance (within 2%). In one case A does slightly worse (0.2%) than
baseline accuracy; this may be due to the fact that the marginals and π̂
used by A are approximations to the true marginals and error distribution
π.

We also evaluated A on the validation set (using a model f derived
from the training set). We found that both genotypes are predicted more
accurately on the training set than validation. For VKORC1, A was 3%
more accurate and yielded an additional 4% AUCROC. The difference
was less pronounced with CYP2C9, which was 1.5% more accurate with
an additional 2% AUCROC. Although these differences are not as large
as the absolute gain over baseline prediction, they persist across other
training/validation splits. We ran 100 instances of cross-validation, and
measured the difference between training and validation performance. We
found that we were on average able to better predict the training cohort.

Differentially-Private Mechanisms

In the last section, we saw that linear models trained on private datasets
leak information about patients in the training cohort. In this section, we
explore the issue on models and datasets for which differential privacy
has been applied.

As in the previous section, we take the perspective of the adversary,
and attempt to infer patients’ genotype given differentially-private models
and different types of background information on the targeted individual.
As such, we use the same attack model, but rather than assuming the
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adversary has access to f, we assume access to a differentially private version
of the original dataset D or f. We use two published differentially-private
mechanisms with publicly-available implementations: private projected
histograms (Vinterbo, 2012) and the functional mechanism (Zhang et al., 2012)
for learning private linear regression models. Although full histograms
are typically not published in pharmacogenetic studies, we analyze their
privacy properties here to better understand the behavior of differential
privacy across algorithms that implement it differently.

Differentially-private histograms. We first investigate a mechanism for
creating a differentially-private version of a dataset via the private pro-
jected histogram method (Vinterbo, 2012). DP datasets are appealing
because an (untrusted) analyst can operate with more freedom when build-
ing a model; she is free to select whichever algorithm or representation
best suits her task, and need not worry about finding differentially-private
versions of the best algorithms.

Because the numeric attributes in our dataset are too fine-grained for
effective histogram computation, we first discretize each numeric attribute
into equal-width bins. In order to select the number of bins, we use a
heuristic given by Lei (Lei, 2011) and suggested by Vinterbo (Vinterbo,
2012), which says that when numeric attributes are scaled to the interval
[0, 1], the bin width is given by (log(n)/n)1/(d+1), where n = |D| and d is
the dimension of D. In our case, this is implies two bins for each numeric
attribute. We validated this parameter against our dataset by constructing
100 differentially-private datasets at ε = 1 with 2, 3, 4, and 5 bins for each
numeric attribute, and measured the accuracy of a dose-predicting linear
regression model over each dataset. The best accuracy was given for k = 2,
with the difference in means for k = 2 and k = 3 not attributable to noise.
When the discretized attributes are translated into a private version of the
original dataset, the median value from each bin is used to create numeric
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values.
To infer the private genomic attributes given a differentially-private

version Dε of a dataset, we compute an empirical approximation p̂ to the
joint probability p by counting the frequency of tuples in Dε. A minor
complication arises due to the fact that numeric values inDε have been
discretized and re-generated from the median of each bin. Therefore, the
likelihood of finding a row inDε that matches any row inDT orDV is low.
To account for this, we transform each numeric attribute in the background
information to the nearest median from the corresponding attribute used
in the discretization step when generating Dε. We then use p̂ to directly
compute a prediction of the genotype xt that maximizes Prp̂[xT |xI,y].

Differentially-private linear regression. We also investigate use of the
functional mechanism (Zhang et al., 2012) for producing differentially-
private linear regression models. The functional mechanism works by
adding Laplacian noise to the coefficients of the objective function used
to drive linear regression. This technique stands in contrast to the more
obvious approach of directly perturbing the output coefficients of the
regression training algorithm, which would require an explicit sensitivity
analysis of the training algorithm itself. Instead, deriving a bound on the
amount of noise needed for the functional mechanism involves a fairly
simple calculation on the objective function (Zhang et al., 2012).

We produce private regression models on the IWPC dataset by cen-
tering each feature and then scaling into the interval [−1, 1] This is de-
scribed in the publicly-available implementation of the technique, and is
necessary to ensure that sufficient noise is added to the objective func-
tion (i.e., the amount of noise needed is not scale-invariant). In order to
inter-operate with the other components of our evaluation apparatus, we
re-implemented the algorithm in R by direct translation from the Matlab
implementation released by Zhang et al.
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Applying model inversion to the functional mechanism is straight-
forward, as our adversary A makes no assumptions about the internal
structure of the regression model or how it was derived. However, care
must be taken with regards to data scaling, as the functional mechanism
classifier is trained on scaled data. When calculating X̂, all input variables
must be transformed by the same scaling function used on the training
data, and the predicted response must be transformed by the inverse of
this function.

Results on private models

We evaluated our inference algorithms on both mechanisms discussed
above at a range of ε values: 0.25, 1, 5, 20, and 100. For each algorithm and
ε, we generated 100 private models on the training cohort, and attempted
to infer VKORC1 and CYP2C9 for each individual in both the training
and validation cohort. All computations were performed in R. All tests
of statistical significance discussed below are one-tailed t-tests, and we
consider a result significant whenever it reaches a significance level at or
below 0.05. Figure 3.6 shows our results in detail. Our key findings are
summarized as follows:

• Some ε values effectively protect genomic privacy for DP linear re-
gression. For ε 6 1, A could not predict VKORC1 better on the
training set than the validation set either in terms of accuracy or
AUCROC. The same result holds on CYP2C9, but only when mea-
sured in terms of AUCROC. A’s absolute performance for these ε is
not much better than the baseline either: VKORC1 is predicted only
5% better at ε = 1, and CYP2C9 sees almost no improvement.

• “Large”-ε DP mechanisms offer little genomic privacy. When ε > 5,
both DP mechanisms see a statistically-significant increase in training
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Figure 3.6: Inference performance for genomic attributes over IWPC train-
ing and validation set for private histograms (left) and private linear
regression (right), assuming both configurations for background infor-
mation. Dashed lines represent accuracy, solid lines area under the ROC
curve (AUCROC). Smaller ε settings correspond to more privacy, and
larger ones to less. The baseline accuracy for VKORC1 is 35%, and 75% for
CYP2C9. The baseline AUCROC is always 0.5.
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set performance over validation, and as ε approaches 20 there is little
difference from non-private mechanisms (between 3%-5%).

• Private histograms disclose significantly more information about
genotype than private linear regression, even at identical ε values.
At all tested ε, private histograms leaked more on the training than
validation set. This result holds even for non-private regression models,
where the AUCROC gap reached 3.7% area under the curve, versus
the 3.9% - 5.9% gap for private histograms. This demonstrates that
the relative nature of differential privacy’s guarantee can lead to
meaningful concerns.

Our results indicate that understanding the implications of differential
privacy for pharmacogenomic dosing is a difficult matter—even small
values of ε might lead to unwanted disclosure in many cases. In the
following, we discuss several aspects of these results in greater detail.

Private Histograms vs. Linear Regression. We found that private his-
tograms leaked significantly more information about patient genotype
than private linear regression models. The difference in AUCROC for his-
tograms versus regression models is statistically-significant for VKORC1 at
all ε. As Figure 3.6 indicates, the magnitude of the difference from baseline
is also higher for histograms when considering VKORC1, nearly reach-
ing 0.8 AUCROC and 63% accuracy, while regression models achieved at
most 0.75 AUCROC and 55–60% accuracy. The AUCROC performance for
VKORC1 was greater than the baseline for all ε. However, for CYP2C9
this result only held when assuming all background information except
genotype, and only for ε 6 5; when we assumed only demographic infor-
mation, there was no significant difference between baseline and private
histogram performance.
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Disclosure from Overfitting. In nearly all cases, we were able to better
infer genotype for patients in the training set than those in the validation
set. For private linear regression, this result holds for VKORC1 at ε >
5.0 for AUCROC. The fact that the difference at certain ε values is not
statistically-significant is evidence that private linear regression is effective
at preventing genotype disclosure at these ε. For private histograms, this
result held for VKORC1 at all ε, and CYP2C9 at ε < 5 with all background
information but genotype.

Differences in Genotype. For both private regression and histogram
models, performance for CYP2C9 is strikingly lower than for VKORC1.
Private regression models performed no differently from the baseline,
achieving essentialy no gain in terms of accuracy and at most 1% gain
in AUCROC. We observe that this also held in the non-private setting,
and the ideal model achieved the same accuracy as baseline, and only 7%
greater AUCROC. This indicates that CYP2C9 is not well-predicted using
linear models, and A performed nearly as well as is possible.

Utility Analysis of Private Warfarin Models

In this section, we evaluate the potential medical consequences of using
a differentially-private regression algorithm to make dosing decisions in
warfarin therapy. Specifically, we estimate the increased risk of stroke,
bleeding, and fatality resulting from the use of differentially-private war-
farin dosing at several privacy budget settings. This approach differs from
the normal methodology used for evaluating the utility of differentially-
private data-mining techniques. Whereas evaluation typically ends with a
comparison of simple predictive accuracy against non-private methods,
we actually simulate the application of a privacy-preserving technique to
its domain-specific task, and compare the outcomes of that task to those
achieved without the use of private mechanisms.
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These comparisons form an empirical basis that allows us to evaluate
the central null hypothesis for this part of the study: the ε values that protect
genomic privacy introduce no additional risk for stroke, bleeding, and patient
mortality over a non-genomic dose assignment protocol. We compare to the
non-genomic fixed-dose protocol because it uses no individual patient
information, and is thus private by default. However, our results show that
for privacy budgets including the “safe” range (ε 6 1) identified in the
previous subsection, private pharmacogenetic dosing results in greater
risk for stroke, bleeding, and mortality as compared to the fixed-dose
protocol.

Simulated clinical trials. To evaluate the consequences of private ge-
nomic dosing algorithms, we simulate a clinical trial designed to measure
the effectiveness of pharmacogenomic warfarin dosing regimens. The
practice of simulating clinical trials is well-known in the medical research
literature (Fusaro et al., 2013; Holford et al.; Bonate, 2000; Holford et al.,
2000), where it is used to estimate the impact of various decisions be-
fore initiating a costly real-world trial involving human subjects. Our
clinical-trial simulation follows the design of the CoumaGen clinical trials
for evaluating the efficacy of pharmacogenomic warfarin-dosing algo-
rithms (Anderson et al., 2007), which is the largest completed real-world
clinical trial to date for evaluating these algorithms. At a high level, we
train a non-private pharmacogenomic warfarin-dosing algorithm and a set
of private pharmacogenomic warfarin dosing algorithms on the training
set. The simulated trial draws random patient samples from the validation
set, and for each patient, applies three dosing algorithms to determine the
simulated patient’s starting dose: the current standard clinical algorithm,
the non-private pharmacogenomic algorithm, and the private pharma-
cogenomic algorithm whose performance we wish to measure. We then
simulate the patient’s physiological respose to the doses given by each
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Figure 3.7: Overview of the Clinical Trial Simulation. PGx signifies the
pharmacogenomic dosing algorithm, and DP differential privacy. The
trial consists of three arms differing primarily on initial dosing strategy,
and proceeds for 90 days. Details of Kovacs and Intermountain protocol
are given below.

algorithm using a dose titration (i.e., modification) protocol defined by the
original CoumaGen trial.

In more detail, our trial simulation defines three parallel arms (see
Figure 3.7), each corresponding to a distinct method for assigning the
patient’s initial dose of warfarin:

1. Standard: the current standard practice of initially prescribing a fixed
10mg/day dose.



89

2. Genomic: Use of a genomic algorithm to assign the initial dose.

3. Private: Use of a differentially-private genomic algorithm to assign
initial dose.

Within each arm, the trial proceeds for 90 simulated days in several stages,
as depicted in Figure 3.7:

1. Enrollment: A patient is sampled from the population distribution,
and their genotype and demographic characteristics are used to
construct an instance of a Pharmacokinetic/Pharmacodynamic (PK/PD)
Model that characterizes relevant aspects of their physiological re-
sponse to warfarin (i.e., INR). The PK/PD model contains random
variables that are parameterized by genotype and demographic in-
formation, and are designed to capture the variance observed in
previous population-wide studies of physiological response to war-
farin (Hamberg et al., 2007).

2. Initial Dosing: Depending on which arm of the trial the current pa-
tient is in, an initial dose of warfarin is prescribed and administered
for the first two days of the trial.

3. Dose Titration: For the remaining 88 days of the simulated trial, the
patient administers a prescribed dose every 24 hours. At regular
intervals specified by the titration protocol, the patient makes “clinic
visits” where INR response to previous doses is measured, a new
dose is prescribed based on the measured response, and the next
clinic visit is scheduled based on the patient’s INR and current dose.
This is explained in more detail later in this section.

4. Measure Outcomes: The measured responses for each patient at each
clinic visit are tabulated, and the risk of negative outcomes is com-
puted.
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Figure 3.8: Pharmacogenomic warfarin dosing algorithm performance
measured against clinically-deduced ground truth in IWPC dataset.

Pharmacogenomic Warfarin dosing algorithms. To build the non-private
regression model, we use regularized least-squares regression in R, and ob-
tained 15.9% average absolute error (see Figure 3.8). To build differentially-
private models, we use two techniques: the functional mechanism of
Zhang et al. (Zhang et al., 2012) and regression models trained on Vin-
terbo’s private projected histograms (Vinterbo, 2012).

To obtain a baseline estimate of these algorithms’ performance, we
constructed a set of regression models for various privacy budget settings
(ε = 0.25, 1, 5, 20, 100) using each of the above methods. The average
absolute predictive error, over 100 distinct models at each parameter level,
is shown in Figure 3.8. Although the average error of the private algo-
rithms at low privacy-budget settings is quite high, it is not clear how that
will affect our simulated patients. In addition to the magnitude of the
error, its direction (i.e., whether it under- or over-prescribes) matters for
different types of risk. Futhermore, because the patient’s initial dose is
subsequently titrated to more appropriate values according to their INR
response, it may be the case that a poor guess for initial dose, as long as the
error is not too significant, will only pose a risk during the early portion



91

of the patient’s therapy, and a negligible risk overall. Lastly, the accuracy
of the standard clinical and non-private pharmacogenomic algorithms are
moderate (about 15% and 20% error, respectively), and these are the best
known methods for predicting initial dose. The difference in accuracy
between these and the private algorithm is not extreme (e.g., greater than
an order of magnitude), so lacking further information about the correla-
tion between initial dose accuracy and patient outcomes, it is necessary to
study their use in greater detail. Removing this uncertainty is the goal of
our simulation-based evaluation.

Dose assignment and titration. To assign initial doses and control the
titration process in our simulation, we follow the protocol used by the
CoumaGen clinical trials on pharmacogenomic warfarin dosing algo-
rithms (Anderson et al., 2007). In the standard arm, patients are given
10-mg doses on days 1 and 2, followed by dose adjustment according to the
Kovacs protocol (Kovacs et al., 2003) for days 3 to 7, and final adjustment
according to the Intermountain Healthcare protocol (Anderson et al., 2007)
for days 8 to 90. Both the Kovacs and Intermountain protocols assign a
dose and next appointment time based on the patient’s current INR, and
possibly their previous dose.

The genomic arm differs from the standard arm for days 1-7. The initial
dose for days 1-2 is predicted by the pharmacogenomic regression model,
and multiplied by two6 (Anderson et al., 2007). On days 3-7, the Kovacs
protocol is used, but the prescribed dose is multiplied by a coefficient Cpg

that measures the ratio of the predicted pharmacogenomic dose to the stan-
dard 10mg initial dose: Cpg = (2× Initial Pharmacogenomic Dose)/(10 mg).
On days 8-90, the genomic arm proceeds identically to the standard arm.

6Note that the mean response of most pharmacogenomic models is approximately
5mg per day, so this protocol is roughly equivalent to the initial 10mg/day protocol used
in the standard arm.
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Figure 3.9: Two-compartment PK model with parameters ka, kel, V1, V2.

The private arm is identical to the genomic arm, but the pharmacogenomic
regression model is replaced with a differentially-private model.

To simulate realistic dosing increments, we assume any combination
of three pills from those available at most pharmacies: 0.5, 1, 2, 2.5, 3, 4, 5,
6, 7, and 7.5 mg. The maximum dose was set to 15 mg/day, with possible
dose combinations ranging from 0 to 15 mg in 0.5 mg increments.

PK/PD model for INR response to Warfarin. We adopted a previously-
developed PK/PD INR model to predict each patient’s physiological (INR)
response to previous dosing choices (Hamberg et al., 2007). The PK com-
ponent of the model is a two-compartment model with first-order absorption.
A two-compartment model assumes an abstract representation of the body
as two discrete sections: the first being a central compartment into which
a drug is administered and a peripheral compartment into which the drug
eventually distributes. This is depicted in Figure 3.9. The central com-
partment (assumed to have volume V1) represents tissues that equilibrate
rapidly with blood (e.g., liver, kidney, etc.), and the peripheral (volume V2)
those that equilibrate slowly (e.g., muscle, fat, etc.). Three rate constants
govern transfer between the compartments and elimination: k12,k21, for
the central-peripheral and peripheral-central transfer, and kel for elimi-
nation from the body, respectively. V1, V2, k12, and k21 are related by the
following equality:

V1k12 = V2k21
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The absorption rate ka governs the rate at which the drug enters the central
compartment. In the model used in our simulation, each of these parame-
ters is represented by a random variable whose distribution has been fit to
observed population measurements of Warfarin absorption, distribution,
metabolism, and elimination (Hamberg et al., 2007). The elimination-rate
constant kel is parameterized by the patient’s CYP2C9 genotype.

Given a set of PK parameters, the Warfarin concentration in the central
compartment over time is calculated using standard two-compartment
PK equations for oral dosing. Concentration in two-compartment phar-
macokinetics diminishes in two distinct phases with differing rates: the
α (“distribution”) phase, and β (“elimination”) phase. The expression
for concentration C over time assuming doses D1, . . . ,Dn administered
at times tD1 , . . . , tDn has another term corresponding to the effect of oral
absorption:

C(t) =

n∑
i=1

Di(Ae
−αti + Be−βti − (A+ B)e−kati)

with ti = t− tDi and α, β satisfying

αβ = k21kel α+ β = kel + k12 + k21

and
A =

ka

V1

k21 − α

(ka − α)(β− α)
B =

ka

V1

k21 − β

(ka − β)(α− β)

The model of Hamberg et al. contains an error term with a zero-centered
log-normal distribution whose variance depends on whether or not steady-
state dosing has occurred.

The PD model used in our simulations is an inhibitory sigmiod-Emax

model. Recall that the purpose of the PD model is to describe the physi-
ological response E, in this case INR, to Warfarin concentration at a par-
ticular time. Emax represents the maximal response, i.e., the maximal
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Figure 3.10: Overview of transit-compartment PD model (Hamberg et al.,
2007). The total transit time of each chain corresponds to the inverse
of the transfer coefficient. The mean transit time of the “long” chain is
approximately 11.6 hours, and the “short” chain 120 hours.

inhibition of coagulation, and E50 the concentration of Warfarin producing
half-maximal inhibition. Emax is fixed to 1, and E50 is a patient-specific
random variable that is a function of the patient’s VKORC1 genotype. A
sigmoidocity factor γ is used to model the fact that the concentration-effect
response of Warfarin corresponds to a sigmoid curve at lower concentra-
tions. The basic formula for calculating E at time t from concentration
is:

1 −
EmaxC(t)

γ

Eγ50 + C(t)
γ

However, Warfarin exhibits a delay between exposure and anticoagulation
response (Kuruvilla and Gurk-Turner, 2001). To characterize this feature,
Hamberg et al. showed that extending the basic Emax model with a tran-
sit compartment model with two parallel chains is adequate, as shown in
Figure 3.10. The delay between exposure and concentration is modeled
by assuming that the drug travels along two parallel compartment chains
of differing lengths and turnover rates. The transit rate between com-
partments on the two chains is given by two constants ktr1 and ktr2. The
first chain consists of six compartments, and the second a single compart-
ment. The first transit constant is a random zero-centered log-normal
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variable, whereas empirical data did not reliably support variance in the
second (Hamberg et al., 2007). The amount in a given compartment i,
Ai, at time t is described by a system of coupled ordinary differential
equations:

dA1

dt
= ktr1

(
1 −

EmaxC(t)
γ

Eγ50 + C(t)
γ

)
− ktr1A1

dAn

dt
= ktr1(An−1 −An),n = 2, 3, 4, 5, 6

dA7

dt
= ktr2

(
1 −

EmaxC(t)
γ

Eγ50 + C(t)
γ

)
− ktr2A7

The final expression for INR at time t is given by solving for A6 and A7

starting from initial conditions Ai = 1, and calculating the expression:

log(INR) = log(Base + INRmax(1 −A6A7)
λ) + εINR

In this expression, Base is the patient’s baseline INR, INRmax is the maximal
INR (assumed to be 20 (Hamberg et al., 2007)), λ is a scaling factor derived
from empirical data (Hamberg et al., 2007), and εINR is a zero-centerd,
symmetrically-distributed random variable with variance determined
from empirical data (Hamberg et al., 2007).

Calculating patient risk. INR levels correspond to the coagulation ten-
dency of blood, and thus to the risk of adverse events. Sorensen et al.
performed a pooled analysis of the correlation between stroke and bleed-
ing events for patients undergoing warfarin treatment at varying INR
levels (Sorensen et al., 2009). We use the probabilities for various events as
reported in their analysis, which are shown in Table 3.1. We calculate each
simulated patient’s risk for stroke, intra-cranial hemorrhage, extra-cranial
hemorrhage, and fatality based on the predicted INR levels produced by
the PK/PD model. At each 24-hour interval, we calculated INR and the
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Description Detail Value
Prior stroke 18%
Ischemic stroke probabilities

w/No prior stroke 4.5%
w/Prior stroke 10.9%
RR INR in-range vs. all INRs INR 2-3 0.46
RR INR outside range vs. in range INR < 2.0 5.14

INR > 3.0 0.73
Fatality resulting from stroke

INR > 2.0 8.1%
INR < 2.0 17.5%

Bleeding probabilities
ICH

INR in-range INR 2-3 0.25%
RR INR outside range INR < 2.0 0.92

INR > 3.0 4.31
Fatality from ICH All INRs 51.6%

Major ECH
Baseline probability No treatment 0.2%
RR on warfarin INR 2-3 2.22
RR INR outside range INR < 2.0 2.14

INR > 3.0 5.88
Fatality from Major ECH All INRs 1.47%

Table 3.1: Annual cerebrovascular event probabilities for INR ranges. RR
stands for relative risk, ICH for intra-cranial hemorrhage, ECH for extra-
cranial hemorrhage. Source: Sorensen et al. (Sorensen et al., 2009).

corresponding risk for these events. The sum total risk for each event
across the entire trial period is the endpoint we use to compare the arms.
We also calculated the mean time in therapeutic range (TTR) of patients’
INR response for each arm. We define TTR as any INR reading between
1.8–3.2, to maintain consistency with previous studies (Fusaro et al., 2013;
Anderson et al., 2007).

The results are presented in Figure 3.11 in terms of relative risk (defined
as the quotient of the patient’s risk for a certain outcome when using a
particular algorithm versus the fixed dose algorithm). The results are
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Figure 3.11: Trial outcomes for fixed dose, non-private linear regres-
sion (LR), differentially-private linear regression (DPLR), and private
histograms. Notice that in subfigures (b)-(d), the fixed 10mg protocol
is implicitly represented by the curve at Relative Risk = 1, which is not
shown to avoid clutter in the plots. Horizontal axes represent ε.

striking: for reasonable privacy budgets (ε 6 5), private pharmacogenomic
dosing results in greater risk for stroke, bleeding, and fatality events as
compared to the fixed dose protocol. The increased risk is statistically
significant for both private algorithms up to ε = 5 and all types of risk
(including reduced TTR), except for private histograms, for which there
was no significant increase in bleeding events with ε > 1.7

On the positive side, there is evidence that both algorithms may reduce
7Although the mean relative risk for bleeding events was greater than 1 as shown

in Figure 3.11 (d), it was not statistically-significant at the p 6 0.05 level for private
histograms.
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all types of risk at certain privacy levels. Differentially-private histograms
performed slightly better, improvements in all types of risk at ε > 20.
Private linear regression seems to yield lower risk of stroke and fatality
and increased TTR at ε > 20. However, the difference in bleeding risk
for DPLR was not statistically significant at any ε > 20. These results lead
us to conclude that there is evidence that differentially-private statistical models
may provide effective algorithms for predicting initial warfarin dose, but only at
low settings of ε > 20 that yield little privacy (see Section 3.2).

Summary and Conclusion

We conducted an end-to-end case study of the use of differential privacy in
a medical application, exploring the tradeoff between privacy and utility
that occurs when existing DP algorithms are used to guide dosage levels in
warfarin therapy. Using a new technique called model inversion, we repur-
pose pharmacogenetic models to infer patient genotype. We showed that
models used in warfarin therapy introduce a threat to patients’ genomic
privacy. When models are produced using state-of-the-art differential
privacy mechanisms, genomic privacy is protected for small ε(6 1), but
as ε increases towards larger values this protection vanishes.

We evaluated the utility of differential privacy mechanisms by simulat-
ing clinical trials that use private models in warfarin therapy. This type
of evaluation goes beyond what is typical in the literature on differential
privacy, where raw statistical accuracy is the most common metric for eval-
uating utility. We show that differential privacy substantially interferes
with the main purpose of these models in personalized medicine: for ε
values that protect genomic privacy, which is the central privacy concern
in our application, the risk of negative patient outcomes increases beyond
acceptable levels.
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4 satisfiability modulo counting

This chapter introduces a problem called satisfiability modulo counting, and
shows that a diverse set of privacy and confidentiality verification prob-
lems can be reduced to instances of it. In this problem, constraints are
placed on the outcome of parametric model-counting operations. The object is
to find an assignment to the model-counting parameters that satisfies the
given constraints, or to demonstrate unsatisfiability. Section 4.1 presents
a logic for expressing these problems, and Section 4.2 gives an abstract
decision procedure fashioned after CDCL-based SMT procedures for solv-
ing them. The abstract procedure encapsulates functionality specific to
the underlying logic in which counting occurs in a small set of black-box
routines similar to those required of theory solvers in SMT. Section 4.3
describes an implementation of this procedure for counting over linear-
integer arithmetic, including an effective strategy for generating lemmas.
Section 4.4 concludes the chapter by applying this decision procedure to
the verification of privacy properties over programs taken from a well-
known privacy-preserving compiler called Fairplay (Ben-David et al., 2008;
Malkhi et al., 2004).

4.1 A Logic with Parametric Counting Terms

In this section, we define a logic L#(L) to embody our theory of model-
counting satisfiability. L#(L) is parameterized by a base logic L that contains
the formulas whose models are counted, i.e., the targets of counting op-
erations. To define L#(L) for a particular L, we assume two primitives:
a satisfiablity oracle Osat, and a model counting oracle Ocnt. The satisfiability
oracle Osat(φ) is a function taking a formula φ ∈ L to {true, false}, and re-
turns true iff φ is satisfiable in L. The model counting oracle Ocnt(V ,φ) is a
function taking a formula φ ∈ L and a set of variables V appearing in φ,
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which returns the number of distinct models of φ:

Ocnt({v1, . . . , vn},φ) = |{v1, . . . , vn : Osat(φ[v1 7→ v1, . . . , vn 7→ vn])}|

We make no assumptions about the computability of Osat and Ocnt, and
only require that they can be defined meaningfully for L#(L).

A key aspect of L#(L) is support for counting parameters, or variables
that appear in a counted base-logic formula and have two additional
properties: (1) they are free in the formula outside of any counting terms,
and (2) when interpreting a counting term, they are assumed to take a
specific value. We often call counting parameters shared variables to reflect
the fact that they are shared between counting operations over L and
constraints in L#(L). For example, if we assume that the variable ys is a
parameter (or shared, denoted by the superscript s) in the linear-integer
formula 0 6 ys 6 5∧ count(x, 1 6 x 6 ys) 6 2, then the formula describes
all values for the parameter ys that lie in the interval [0, 5] and result in at
most two solutions for the variable x when 1 6 x 6 ys. The meaning of a
L#(L) formula is defined by the set of models taken by counting parameters.
Notice that a count term whose second argument contains a parameter
ys corresponds to a function f : D 7→ Z+ (where D is the domain of ys),
rather than a constant value from Z+. The presence of parameters in a
L#(L) formula means that counting terms cannot be reduced to integer
constants by Ocnt, and is the key challenge in reasoning about L#(L).

In what follows, we use V to refer to a set of variables, and V(φ) to
the set of variables in a given formula φ. We use the symbol α to define
an interpretation of the variables in a formula, i.e., a mapping from V(φ)

to constants. Abusing notation, we will often apply a mapping α to a
formula, with the understanding that each variable in the domain of α is
replaced with its image in the resulting formula. Given a formula φ, we
indicate that it has free variables exclusively in the set V by writing φ(V).
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Syntax. Figure 4.1 shows the syntax for our logic. To avoid confusion be-
tween the parts of L#(L) that refer to counting and those that are targets of
counting statements (i.e., the formulas whose models are counted), we par-
tition the syntax into three parts: the base component, counting component,
and outer component. The base component contains only formulas that are
the target of counting operations, and resides exclusively in L. The count-
ing component contains functions and predicates for reasoning about the
number of satisfying solutions to formulas in L: a count term for counting
operations, arithmetic over counting operations and reals, as well as the
usual relational operators (6,<,=) between numeric terms. The outer
component contains formulas from L that specify constraints on counting
parameters, as well as the usual propositional connectives. Similarly, we
separate the variables appearing in a formula from L#(L) into two groups:
base (Vbase) and shared (Vshare). Base variables appear only in base-logic sub-
formulas, whereas shared variables appear in both counting operations
and formulas from L in the outer component (i.e., instances of SharedFor-
mula). Unless it is clear from the context, shared variables are given the
superscript s, e.g., xs. Note that base-logic formulas used in counting
operations can contain variables that are neither shared nor counted; our
definition of Ocnt treats these as “don’t care” variables that are existentially
quantified out of the base-logic formula when such a counting operation
is interpreted. For example, Ocnt gives count(x, 0 6 x∧ y 6 3 ∧ x+ y = 5)
the same interpretation as count(x, ∃y : 0 6 x∧ y 6 3 ∧ x+ y = 5). Aside
from this type of implicit quantification in the target of count terms, L#(L)
is quantifier-free.

Semantics. As this chapter is primarily concerned with satisfiability
decision procedures for L#(L), we focus on the semantics of satisfiability.
We define this semantics by giving a denotational translation J·K(α) from
L#(L) formulas and variable mappings to sentences in the quantifier-free
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se BaseFormula ::= φ(Vshare,Vbase) ∈ L
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Const ::= c from R
Term ::= Const | Term {+,×} Term

| count(v0, . . . , vn, BaseFormula)
where v0, . . . , vn ⊆ Vbase in BaseFormula

Atom ::= Term {6,<,=} Term

O
ut

er

SharedFormula ::= φ(Vshare) ∈ L
Formula ::= Atom | (SharedFormula) | (Formula) | ¬Formula

| Formula ∧ Formula

Figure 4.1: L#(L) grammar.

fragment of non-linear arithmetic over the reals (QF_NRA). Because the
semantics of QF_NRA is well-understood, we can define the satisfiability
of a formula φ in L#(L) in terms of the existence of a variable mapping α
that results in a satisfiable QF_NRA formula JφK(α).

To ensure compatibility between our denotation operator and QF_NRA,
which does not include∞, we define semantics only for formulas whose
count terms refer to base-logic formulas with a finite set of models, called
finite-base formulas (Definition 18). A formula is finite-base iff each count
term is given a finite interpretation by Ocnt for any assignment to its pa-
rameters.

Definition 18. (Finite-base formula). A formula φL ∈ L#(L) is finite-base
iff for each instance of

count({x1, . . . , xn},φL(x1, . . . , xn,ys
1, . . . ,ys

m))

that appears in φ, then for all assignments α to the parameters ys
1, . . . ,ys

m,
Ocnt({x1, . . . , xn},α(φL)) is finite.
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J¬eK(α) → ¬JeK(α)
Je1 � e2K(α) → Je1K(α)� Je2K(α)

JφSharedFmlaK(α) → Osat(α(φ
SharedFmla))

Jcount(v1, . . . , vn,φ)K(α) → Ocnt({v1, . . . , vn},α(φ))

Figure 4.2: Semantic denotation operator J·K(α). L#(L) formulas are trans-
formed into QF_NRA formulas recursively by replacing assignments under
α, and then applying the satisfiability and counting oracles, Osat and Ocnt,
respectively.

Replace
shared variables
with constants

1 Reduce
counting terms

2 Reduce
SharedFmla

subformulas

3

Input
L#(L)

No
parameters

No counting
terms

Final
QF_NRA

α Ocnt Osat

Figure 4.3: High-level workflow for the denotational transformation from
L#(L) to QF_NRA.

The denotational translation J·K(α) on which our semantics is based works
in three phases as shown in Figure 4.3. When given a total mapping α
from the shared variables inφ to constants from L, all variables in Vshare(φ)

are first replaced by their image under α. The count({x1, . . . , xn},φ) terms
are then replaced with constants from QF_NRA, using the counting oracle
Ocnt({x1, . . . , xn},φ). Lastly, each SharedFormula subformula is reduced to
a Boolean constant using Osat. The final step is always possible because
SharedFormula subformulas contain free variables only from Vshare, which
were replaced with constants in the first step. The result is a QF_NRA
sentence φ ′ whose semantics we equate with those of α(φ).

A full definition of the denotational tranformation operator J·K is given
by the set of reduction rules shown in Figure 4.2. We use J·K(α) to define
the satisfiability of a L#(L)-formula, given in Definition 19.
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Setup: α = [ys 7→ 1]
Original L#(L) : 0 6 ys 6 5 ∧ count(x, 1 6 x 6 ys) 6 2

(1)

J0 6 ys 6 5 ∧ count(x, 1 6 x 6 ys) 6 2K([ys 7→ 1])
→
J0 6 1 6 5 ∧ count(x, 1 6 x 6 1 6 2)K([ys 7→ 1])

(2)

J0 6 1 6 5 ∧ count(x, 1 6 x 6 1) 6 2K([ys 7→ 1])
→
J0 6 1 6 5 ∧ 1 6 2K([ys 7→ 1])

(3) J0 6 1 6 5 ∧ 1 6 2K([ys 7→ 1])→ True

Figure 4.4: Example reduction using the transformation given in Figure 4.2,
using a formula from the theory of linear-integer arithmetic. Each num-
bered step corresponds to those given in the high-level workflow displayed
in Figure 4.3.

Example 4.1. The semantic transformation is shown in more detail in Figure ??,
where we show how a L#(QF_LIA) formula is reduced under the mapping α =

[ys 7→ 1]. In the first step, the shared variables are replaced with their image
under α throughout the formula. This occurs inside of count terms as well as
the outer formula, so for example count(x, 1 6 x 6 ys) becomes count(x, 1 6
x 6 1). In the second step, all counting atoms are replaced with atoms from
QF_NRA. We use Ocnt to arrive at the solutions for the count terms: 1, because
there is exactly one solution to 1 6 x 6 1. In the third step, the top-level formulas
in QF_LIA, which are always instances of the SharedFormula syntactic rule, are
reduced to Boolean literals usingOsat. In this example, both SharedFormula atoms
0 6 1 6 5 and 1 6 2 are true in QF_LIA. After this transformation, the entire
formula is equivalent to True in QF_NRA, which means that α is a satisfying
assignment for the original QF_LIA formula.

Definition 19. (Satisfiability of formulas in L#(L)). A finite-base L#(L) for-
mula φ is satisfiable in L#(L) iff there exists a mapping α such that JφK(α) is
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valid in QF_NRA.

The choice of L affects the decidability of L#(L). Theorem 4.2 shows that
using quantifier-free linear-integer arithmetic as the base logic leads to
undecidability. However, L#(L) is decidable in several important cases, as
discussed in Sections 4.2 and 4.3.

Theorem 4.2. L#(QF_LIA), the theory of counting over the quantifier-free frag-
ment of linear-integer arithmetic, is undecidable.

Proof. We begin with a brief sketch. We show that the problem of deter-
mining whether an integer solution to a Diophantine equation exists can
be reduced to determining the satisfiability of a formula in L#(QF_LIA).
A Diophantine equation is of the form:

c1x
q1
1 + . . . + cnxqnn = 0

where each ai and qi is an integer. It is known that the problem of de-
termining the existence of integer solutions to x1, . . . , xn for an arbitrary
Diophantine equation is undecidable (viz. the negative solution to Hilbert’s
tenth problem). The key to the reduction is that a variable x in a Diophan-
tine equation can be replaced with the expression

count(x, 0 6 x < xs)

For any assignment to xs, this expression will take the same value.
Let p(x1, . . . , xn) be a Diophantine equation. Assume wlog. that we

restrict the solutions of p to non-negative integers. This assumption sim-
plifies the proof, because a count expression cannot return negative values.
We show how to obtain an L#(QF_LIA) formula φ(xs

1, . . . , xs
n) that is satis-

fiable if and only if p has a solution in the integers. The transformation
from p to φ proceeds in two steps:
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1. “Unroll” each exponent appearing in p, so that

xq becomes x× · · · × x︸ ︷︷ ︸
q times

Note that while this transformation increases the size of the formula
exponentially when q is encoded in binary, this increase in size is
not a concern, because we only consider decidability.

2. Replace each instance of each variable with a counting operation
corresponding to its value in p. In other words,

x becomes count(x, 0 6 x < xs)

First notice that φ is actually in L#(QF_LIA). Each term in p consists of
a multiplication and an exponentiation. Step 1 transforms the exponen-
tiation into a sequence of multiplications, so each individual term is in
L#(QF_LIA). The terms are combined with addition, and the only other
operation is an equality comparison, both of which are in L#(QF_LIA).
Each count term added in step 2 operates over two conjoined inequality
comparisons (i.e., 0 6 x and x < xs), and 0 6 x ∧ x < xs is in QF_LIA.
Lastly, these terms are also finite-base, because any substitution of xs with
an integer yields a bounded value for the term. As such, the count terms
have well-defined semantics in L#(QF_LIA).

Now observe that any satisfying assignment α to φ(xs
1, . . . , xs

n) corre-
sponds via the identity mapping to a solution for p(x1, . . . , xn). First, α(xs

i)

is an integer for all i. Notice that the left-hand side of φ(α(xs
1), . . . ,α(xs

n))

evaluates to the same value as that in p(α(xs
1), . . . ,α(xs

n)). We can see this
on a term-by-term basis:

1. In φ, each count(x, 0 6 x < xs) evaluates to α(xs). In p, each occur-
rence of x also evaluates to α(xs).
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2. Via the previous step, replacing count(x, 0 6 x < xs) 7→ α(xs) in φ
and x 7→ α(xs) in p, we see that the terms in φ evaluate identically
to those in p:

ci α(x
s
i)× · · · × α(xs

i)︸ ︷︷ ︸
qi times

= ciα(x
s
1)
qi

Thus, p has a solution in the integers whenever φ is satisfiable. The same
result holds in the opposite direction by identical reasoning, so it follows
that reduction to L#(QF_LIA) satisfiability yields a procedure for solving
Diophantine equations. �

4.2 sat#: An Abstract Decision Procedure

In this section, we give an abstract decision procedure called sat# for satis-
fiability of formulas in L#(L). We call the procedure abstract because we
do not make specific assumptions about L; instead, we give a small set
of general requirements in the form of three black-box interface functions
needed to make the decision procedure work: genparam (Definition 20),
explain (Definition 21), and reduce (Definition 22).

sat# takes after CDCL satisfiability and SMT solvers (Nieuwenhuis
et al., 2006), and borrows concepts from the model-constructing satisfia-
bility calculus of de Moura and Jovanovíc (de Moura and Jovanović, 2013).
Problems are posed as sets of CNF clauses, and facts about a potential
solution are iteratively decided. Unit propagation or counting-theory spe-
cific reasoning are used throughout for inference, continuing until either
all clauses are satisfied, or a conflict arises. On encountering a conflict, the
procedure backtracks to a previous decision point and learns a lemma to
avoid similar conflicts in the future, either using resolution or counting-
theory lemmas. If the procedure determines that the clause set is not
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satisfied in the current context, and there are no decisions on which to
backtrack, it terminates with unsat.

Why is sat# different from other CDCL solvers? The procedure differs
from traditional CDCL SMT procedures in a few key aspects:

1) It does not assume the ability to decide the satisfiability of an arbitrary
conjunction of L#(L) literals. The main primitive, Ocnt, counts formulas
without parameters, leaving no clear way of deciding conjunctions with
count terms. As such, satisfiability and conflict detection on partial solu-
tions almost always requires a partial model assignment. To cope with this,
sat# incrementally constructs models, and aggressively learns counting-
theory lemmas for hypothetical assignments.

2) It allows lemmas containing base-logic literals not appearing in the
original problem statement. This is a necessary condition for sat# in light
of the previous condition.

3) It can generate base-logic literals not appearing in the original problem
statement in the form of non-interactive advice to the model generator.
This capability is not needed for correctness, but for efficiency it helps
to incorporate specialized counting-theory reasoning that optimistically
narrows the model space, but does not necessarily entail a valid counting-
theory deduction.

In this section, we describe a set of transition rules that addresses each of
these issues.

Abstract Procedure

We describe sat# as a transition system, as introducted in Section 2.2. Recall
that the states in the transition system are of the form 〈M,C〉, where M
is a sequence of trail elements and C is a set of clauses. M is referred to
as the trail, and reflects a series of decisions and inferences. In addition
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Decide

〈M,C〉 7→ 〈[M, l ′],C〉 if
l appears in C
l ′ = l or l ′ = ¬l

value(l,M) = undef
Propagate

〈M,C〉 7→ 〈[M, c ′ → l],C〉 if
c ′ = (l1 ∨ . . . ∨ ln ∨ l) ∈ C
value(li,M) = false
value(l,M) = undef

Learn

〈M,C〉 7→ 〈M,C ∪ {c}〉 if

conflict(C,M)
C |= c, c = l1 ∨ · · ·∨ ln
l1, . . . , ln appear in C
value(c,M) = false

Forget

〈M,C〉 7→ 〈M,C \ {c}〉 if c ∈ C and c is learned
¬conflict(C,M)

Backjump

〈[M,N],C〉 7→ 〈[M, c→ l],C〉 if

conflict(C, [M,N])
C |= c, c = l1 ∨ · · ·∨ ln ∨ l

l1, . . . , ln appear in C
value(li,M) = false
value(l,M) = undef
N starts with a decision

Sat
〈M,C〉 7→ sat if satisfied(C,M)

Unsat

〈M,C〉 7→ unsat if
conflict(C,M)
explain(false,M) = false
M has no decided literals

Figure 4.5: Clausal transition rules for sat#. These rules are the same
as those given in Section 2.2 (Figure 2.8), but updated to use the helper
functions and definitions specific to sat#.
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C-Decide

〈M,C〉 7→ 〈[M, x 7→ v],C〉 if

x ∈ Vshare(C) not decided inM
C ′ = {c1, . . . , cn}
ci, . . . , cn ∈ L(Vshare)
C ′ ∩ML ∩ C is maximal
v = genparam(C ′, x)
consistent([M, x 7→ v])

C-Propagate

〈M,C〉 7→ 〈[M, c→ l],C〉 if
l ∈ C, valueb(l,M) = undef
conflict(C, [M,¬l])
c = explain(l,M)

C-Model-Decide

〈M,C〉 7→ 〈[M, l],C〉 if

x is not decided inM
¬consistent([M, x 7→ v])
c = explain(false, [M, x = v])
c = l1 ∨ · · ·∨ ln ∨ l

value(l,M) = undef
C-Learn

〈M,C〉 7→ 〈M,C ∪ {c}〉 if conflict(C,M)
c = explain(false,M)

C-Backjump

〈[M,N],C〉 7→ 〈[M, c→ l],C〉 if

conflict(C, [M,N])
explain(false, [M,N]) = c
c = l1 ∨ · · ·∨ ln ∨ l

value(li,M) = false
value(l,M) = undef

C-Backjump-Decide

〈[M, x 7→ v,N],C〉 7→ 〈[M, l],C〉 if

conflict(C, [M, x 7→ v,N])
explain(false, [M, x 7→ v,N]) = c
c = l1 ∨ · · ·∨ ln ∨ l

∃li.value(li,M) = undef
value(l,M) = undef

valueb(l,M) =


true, l or c→ l ∈M
false, ¬l or c→ ¬l ∈M
undef, otherwise

valuec(l,M) =


true, reduce(M, l) = true
false, reduce(M, l) = false
undef, otherwise

value(l,M) =

{
valueb(l,M), valueb(l,M) 6= undef
valuec(l,M), otherwise

Figure 4.6: Counting theory transition rules for sat#. The clausal rules are
the same as those given in Section 2.2. The helper function value is defined
on the bottom.
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to the decided and propagated literals discussed in Section 2.2, trails in
sat# also have model assignments (appearing as x 7→ v) that correspond to
decisions that map a value to a counting-theory variable. Decided literals
and model assignments are facts assumed to be true at a given point in a
trail, whereas propagated literals are the result of inference carried out in a
given context. Note that model assignments are restricted to variables in
Vshare, so the values they take are drawn from L. We write ML to denote
the set of clauses consisting of the base-logic literals decided in or implied
byM.

The set of model assignments on a trailM induces an interpretation
αM of shared variables; i.e., if x 7→ v appears on M, then αM(x) = v.
Similarly, a trailM induces an interpretation of literals appearing in the
clause set C. Following again de Moura and Jovanović (de Moura and
Jovanović, 2013), we define two functions valueb(l,M) and valuec(l,M).
valueb(l,M) corresponds to the value of l given the decided literals (i.e.,
the Boolean interpretation) on the trailM, whereas valuec(l,M) corresponds
to the value of l given the model assignments onM and the resulting inter-
pretation of l under the semantics of L. The semantics of these functions is
straightforward: valueb(l,M) = true (resp. false) if it is decided or implied
true (resp false) on the trail M, and valuec(l,M) = true (resp. false) if the
semantics of the literal l (Figure 4.2) reduces to true (resp. false) under
the interpretation αM. Both are undefined (undef) otherwise. The full
definition of these functions is given in Figure 4.6.
M is consistent if valuec(l,M) 6= false whenever valueb(l,M) = true. For

consistent trails, we define a unified version of value, given in Figure 4.6.
We extend this function to clauses in the natural way, so value(c,M) = true
if at least one literal in c evaluates to true, false if all literals in c evaluate
to false, and undef otherwise. If value(c,M) = true, then c is satisfied by
M, denoted satisfied(c,M). We extend the definition of satisfied to a set
of clauses C: satisfied(C,M) = true if valuec(l,M) = valueb(l,M) for all
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literals on M, and satisfied(c,M) = true for each clause c ∈ C. If there
exists a clause c ∈ C such that value(c,M) = false, or a set of literals
l1, . . . , ln asserted onM such that ¬Osat(αM(l1)∧ · · ·∧ αM(ln)), then we
say that C is in conflict underM, denoted conflict(C,M).

We are now in a position to define the three black-box functions re-
quired by sat#: genparam (Definition 20), explain (Definition 21), and reduce
(Definition 22). Each of these functions assumes computable versions of
the oracles Ocnt and Osat introduced in Section 4.1. genparam builds partial
assignments for L#(L) models that satisfy a given set of clauses in the base
logic. Its role is to guide sat# towards satisfying solutions, or solutions that
quickly lead to conflicts, using the base-logic facts and counting lemmas
available in the context.

Definition 20. genparam(C, x). Given a setC of clauses from L,C = {c1, . . . , cn},
and a variable x ∈ Vshare, genparam(C, x) returns a value v from the constants
in L such that Osat(c1 ∧ · · ·∧ cn ∧ x = v) is true.

explain produces counting-theory lemmas from a trail and a literal implied
by the trail. Clauses returned from explain must always be valid counting-
theory deductions that follow from Ocnt and the base-logic semantics.

Definition 21. explain(l,M). Given a consistent trailM and a literal l implied
by M, explain(l,M) returns an L#(L) clause c = l1 ∨ · · · ∨ ln ∨ l ′ such that
value(li,M) = false for all i and l ′ implies l.

Finally, reduce(M, l) is a bridge between the oracles and sat#. Intuitively, it
applies Ocnt to each count term in its input literal, or Osat whenever l is a
base-logic literal. When the model assignments on the trail are total over
the shared variables in l, this call to reduce amounts to simple evaluation
of terms. When the assignments are not total, reduce uses Osat to determine
the feasability of base-logic literal l in the current trail: l is infeasible if it
cannot be satisfied in the current trail, so reduce assigns it the value false.
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If l is feasible, it is given the value undef, because future decisions might
make it unsatisfiable.

Definition 22. reduce(M, l). Given a trail M and a literal l, reduce(M, l) re-
turns a new literal l ′ derived from l by applying two changes:

1. If l contains a count({v1, . . . , vn},φ) term such thatαM is total overVshare(φ),
reduce replaces it with Ocnt({v1, . . . , vn}, αM(φ)) and simplifies any re-
sulting QF_NRA sentences to Boolean constants.

2. If l ∈ L and αM is total over Vshare(l), reduce replaces l with Osat(αM(l)).
IfαM is not total overVshare(l), reduce replaces it with false whenOsat(αM(l)∧

ML) is false, and undef otherwise.

Transition Rules. Given a set of clausesC0, sat# begins in the state 〈[],C0〉.
Rules from Figures 4.5 and 4.6 are applied with the goal of entering ei-
ther the sat or unsat state. The rules shown in Figure 4.5 are the clausal
search and conflict rules, which are similar to those used by traditional
CDCL solvers (see Section 2.2). The main modifications come from the
use of helper functions specific to sat# (e.g., value, satisfied, and conflict) to
maintain continuity with the counting-theory rules in Figure 4.6, and the
rules Learn, Forget, and Backjump. Whereas the traditional rules given in
Section 2.2 combine lemma-learning with backjumping, here they are sep-
arated. This separation means that learning a new clause is optional, and
that learned clauses can be “forgotten” when they are no longer useful.

The rules shown in Figure 4.6 are specific to counting theory. C-Decide
uses genparam to assign a value to a shared variable that does not already
contain an assignment in the current context. The assignment must be
consistent with the trail, to ensure that value remains well-defined. The
clause set C ′ passed to genparam can contain literals from outside of C;
they can be arbitrary clauses from L, although C ′ must always contain
all base-logic literals on the trail, as well as any pure L clauses from the
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original set. This restriction allows sat# to pass information to genparam that
might yield correct values with higher probability, while simultaneously
forcing it to communicate all relevant constraints in the current context.
For example, given the trail [count({x,y}, 0 6 x,y 6 ys) = 121], sat# might
pass the clause set C ′ = {6 6 ys 6 12} to genparam. sat# can obtain this
sort of information through theory-specific mechanisms or approximation
methods; an example is given in Section 4.3.

C-Propagate supports propagation specific to the semantics of L#(L).
C-Model-Decide adds a derived assumption to the trail that explains the
infeasability of a hypothetical model assignment. Such assumptions are
sometimes necessary to ensure progress from C-Decide. Because C-Decide
prevents assignments that result in conflicting states, it may not be able to
produce an assignment to a variable if the trail is infeasible and there are
no opportunities for backtracking. For example, if we modify the previous
example slightly and assume the trail [count({x,y}, 0 6 x,y 6 ys) = 120],
where the literal has been propagated. The procedure cannot continue
unless explain concludes that ys cannot take a value that satisfies all clauses.
This may not be possible because L#(QF_LIA) is undecidable, but if it can
use a hypothetical assignment ys 7→ 9 to give a lemma that implies ys > 9,
and subsequently produce a similar assignment-driven lemma that implies
ys < 10, then it can stop in unsat. This example illustrates how our explain
for QF_LIA works by finding such contradictions, as we describe further
in Section 4.3. C-Model-Decide incorporates these facts when they are
needed.

The counting theory-specific learning rule, C-Learn, behaves like the
lemma-learning component of the clausal BackjumpLemma rule, but it uses
explain to produce a lemma. There are two backtracking rules specific
to the counting theory. The first, C-Backjump, is similar to the clausal
BackjumpLemma but uses counting theory-specific reasoning to explain the
conflict. Finally, C-Backjump-Decide allows the procedure to recover from
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a conflict involving a model assignment x 7→ v, where the normal clausal
backjump rule does not apply because multiple literals in the explanation
could become undef when the model assignment is removed. Because an
inference cannot be placed on the trace in this situation, a decision literal
is extracted from the explanation instead. This rule is borrowed from the
model-constructing satisfiability calculus (de Moura and Jovanović, 2013).

Properties. Given the undecidability of L#(L) in the general case, it
should come as no surprise that sat# is not generally sound and complete.
However, it is always sound, as shown in Theorem 4.3.

Theorem 4.3. (Soundness) Given an initial clause set C0, sat# (〈[],C0〉) enters
the terminal sat (respectively, unsat) state only if C0 is satisfiable (respectively,
unsatisfiable), whenever explain and reduce are sound with respect to L.

Proof. First, notice that the only terminal states are Sat and Unsat. Show-
ing this amounts to demonstrating that at least one rule applies whenever
the following condition holds:

(¬satisfied(C,M) ∧ ¬conflict(C,M))

∨ (¬satisfied(C,M) ∧ explain(false,M) 6= false)
∨ (¬satisfied(C,M) ∧ M has a decided literal)

This condition corresponds to the negation of the conjoined preconditions
for the Sat and Unsat rules:

• (¬satisfied(C,M)∧ ¬conflict(C,M)) implies that at least one shared
variable is not assigned inM or a literal from C has not been decided
or propagated. In this case, either Decide, C-Decide, Propagate,
C-Propagate, or C-Model-Decide applies.

• (¬satisfied(C,M)∧ explain(false,M) 6= false) implies that the current
trail is conflicting and a non-trivial explanation (i.e., an explanation
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in which explain(false) = false) exists. Thus, because explain does not
return false, one of the backjump and clause-learning rules can be
applied to add a new clause to C.

• (¬satisfied(C,M)∧M has a decided literal) implies that either a lit-
eral appearing in C has not yet been decided, a variable has not been
assigned, or the current trail is conflicting. In the first two cases,
Decide or C-Decide can be applied. In the third case, one of the
backjump rules can be applied.

The above reasoning shows that whenever the preconditions for Sat and
Unsat do not hold, another rule can be applied. Thus, the procedure will
not terminate in any state outside of Sat or Unsat.

Now, suppose that sat# enters Sat. The precondition for this state is
simply: satisfied(C,M). Then at least one literal from each clause in C
evaluates to true, and valuec(l,M) = true for all such literals. The first
condition implies that C is satisfiable clausally, i.e., it does not contain any
contradictions in its Boolean skeleton. The second condition implies that
the values of counting parameters given by the model assignments inM do
not invalidate the Boolean satisfiability, i.e., the semantics of L#(L) applied
to C under the assignments inM agree with the clausal satisfiability. To
see why, consider the definition of valuec(l,M) (Figure 4.6c). For any l such
that valueb(l,M) = true, the first condition implies that reduce(M, l) = true.
This situation implies that αM is total over Vshare(l), and that Osat(αM(l)) =

true. We can then conclude that C is satisfiable as a QF_NRA formula, so
by Definition 19 C is satisfiable.

On the other hand, if sat# enters Unsat, then three conditions must
hold:

1. conflict(C,M) = true

2. explain(false,M) = false
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3. M has no decided literals, i.e., further backtracking is not possible.

These conditions can arise for reasons that arise entirely because of conflicts
in the base logic subformulas, or because the procedure has learned a set
of lemmas that preclude further assignments to the shared variables. In
the former case, Propagate and C-Propagate will have inferred a set of
literals that causes one of the clauses to evaluate to false, and there are
no model assignments on the trail. M contains no decided literals, so
each propagation is implied by the original clause set and the lemmas
added by Learn, C-Model-Propagate, C-Learn, and the backjump rules.
In each case, the lemma must be a valid propositional or counting-theory
deduction, so the inferences on the trail are all valid consequences of the
original clause set. Cmust be unsatisfiable. In the latter case, Propagate
and C-Propagate will have inferred a set of literals that, along with the
model assignments on the trail, causes one of the clauses to evaluate to
false. explain returns false, so there are no other assignments to shared
variables that agree with the inferred literals, for if there were, then explain
would have returned φ→ l, where l implies that xs 6= αM(xs), for some
φ and xs assigned on M. It follows that C is unsatisfiable. We conclude
that when sat# enters Unsat, C is unsatisfiable.
�

There are certain cases where sat# is complete as well. As long as the
explain function can only return a finite number of clauses, then sat# will
always terminate. Borrowing from a similar argument of de Moura and
Jovanovíc (de Moura and Jovanović, 2013), we can show this property
by imposing an order on the states entered by sat#, and reasoning that
the set of such states in any run progresses monotonically. When the
space of possible lemmas is finite, this order has a maximal element, and
completeness follows.
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Theorem 4.4. (Completeness) Given an initial clause setC0, if explain returns
clauses from a finite set, then sat#([],C0) terminates in a finite number of steps.

Proof. We begin with a brief sketch. This proof proceeds along the lines
of that of Theorem 1 in (de Moura and Jovanović, 2013). We define a
lexicographic partial order on states, and show that the transition rules
in Figure 4.6 produce a monotonically-increasing sequence of states. One
might think that C-Decide causes termination problems due to its freedom
in generating literals from L. However, these literals are only passed
to genparam, which can only affect the trail through model assignments,
which are given smaller weight in the ordering. Similarly, one might
expect C-Model-Decide to cause issues from its use of explain outside of
a conflicting state; because the explanation is added directly to the trail,
rather than the set of clauses, sat# avoids a non-terminating sequence of
Forget and C-Model-Propagate applications. We give details of the proof
below.

Following the termination proof of de Moura and Jovanović (de Moura
and Jovanović, 2013), we define a lexicographic partial order on sat# states.
It is based on a weight assignment w for trail elements:

w(model assignment) = 0
w(decided literal) = 1
w(propagated literal) = 2

Propagated literals are given the most weight, followed by decided liter-
als, and finally model assignments. This weighting ensures that when
decisions made by the procedure are replaced with propagations implied
by the current state, the new state is ranked higher than its predecessor.
Similarly, when model assignments are replaced with decided literals, the
resulting state is given a higher rank.

Now we define the partial order ≺ by five rules, making use of a
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secondary ordering @ over trail assignments:

1) [ ] @M iff M 6= [ ]

2) [a,M1] @ [b,M2] if w(a) < w(b)

3) [a,M1] @ [b,M2] if w(a) = w(b)∧M1 @M2

4) 〈M1,C1〉 ≺ 〈M2,C2〉 if M1 @M2

5) 〈M1,C1〉 ≺ 〈M2,C2〉 if M1 =M2 ∧ |C1| > |C2|

Notice that ≺ is covariant in the lexicographic order over trail weights,
and contravariant in the cardinality of the clause set.

Our assumption that explain returns clauses from a finite set Cuniv im-
plies minimal and maximal elements for a given application of sat#([ ],C0):
〈[ ],Cuniv〉 is minimal, and any state containing a trail with |Cuniv| propaga-
tions and a total model assignment is maximal among those that will ever
appear in a given application of the procedure. We now have to show that
any valid sequence of applications is monotonic in ≺ after a finite number
of steps. We proceed by cases:

• We can ignore the rules Sat and Unsat, because their resulting states
cause sat# to terminate immediately.

• Any rule that adds an element to the trail is immediately monotonic,
because 〈M,C1〉 ≺ 〈[M,a],C2〉 by rules 1 and 3. This observation
covers Decide, Propagate, C-Decide, C-Propagate, and C-Model-
Decide.

• Any rule that removes a clause from C is monotonic by rule 5, so the
result holds for Forget.

• If Backjump or C-Backjump is applied, then the state will transition
fromM1 = [M, l,N] toM2 = [M, c→ l ′]. Recall that w(l) < w(c→
l ′), so by rules 1 and 3M1 ≺M2.
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• If C-Backjump-Decide is applied, then the state will transition from
M1 = [M, xs 7→ v,N] toM2 = [M, c→ l ′]. Reasoning similar to that
used with Backump and C-Backjump applies: w(xs 7→ v) < w(c →
l ′), so rules 1 and 3 imply thatM1 ≺M2.

• At first blush, Learn and C-Learn seem to pose a problem, because
they result in larger clause sets, and ≺ is contravariant in the cardi-
nality of the clause set. However, they must eventually transition
to either unsat, or a greater state with a non-conflicting trail in a
finite number of steps. Observe that in the “worst” case, all possible
clauses from Cuniv are learned, and the clause set will reach its mini-
mal configuration. When this condition occurs, Learn and C-Learn
are no longer applicable, so a different rule must apply. Notice that
at this point the state cannot change without raising the rank of the
trailM on @, because the only way to do so would be Forget, which
cannot be applied on a conflict trail, and the presence of a conflict
is a necessary precondition for Learn and C-Learn). Thus, the only
rules that can apply are Unsat (which we can ignore, because it leads
to immediate termination), one of the backjump rules, or one of the
propagate rules. When this situation happens, the resulting state
will be ranked higher than the current one regardless of the size of
the new clause set (rule 4). Finally, because none of the rules move
from 〈M1,C1〉 to 〈M2,C2〉 with M2 @M1, this move to higher ranks
is permanent.

To summarize, all rules except Learn, C-Learn, and Forget transition the
trail to higher ranks over @, and are thus monotonic for ≺. Because ≺
is contravariant on the cardinality of the clause set, Forget is monotonic.
The only rules are are not immediately monotonic over single transitions
are Learn and C-Learn; however, because only a finite number of clauses
can be learned, these rules cannot be repeated infinitely, and must eventu-
ally transition to a higher-ranked state via an application of a backjump,
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propagation, or terminal Unsat rule. Thus, the eventual monotonicity of
the transitions, and the existence of a maximally-ranked state implies that
the procedure must terminate after a finite number of transitions.
�

4.3 A Linear-Integer Instantiation of sat#

We describe an implementation of sat# for L#(QF_LIA) called countersat. It
is based on Barvinok’s algorithm (Barvinok, 1994) for counting the lattice
points in convex polyhedra, and uses mesh-based black-box optimization
to provide advice to the model-construction process. countersat is imple-
mented in 22,297 lines of C and C++ on top of Z3 (De Moura and Bjørner,
2008), libbarvinok (Verdoolaege et al., 2007), the Nomad optimization
library (Abramson et al.), and Mathematica. Because Theorem 4.2 shows
that L#(QF_LIA) is undecidable, Theorem 4.4 obviously does not apply
to our implementation. We describe a fragment of L#(QF_LIA) for which
our implementation of explain returns lemmas from a finite set, so that
countersat is guaranteed to terminate with the correct answer.

countersat: sat# for L#(QF_LIA)

Using Barvinok’s algorithm (see Section 2.4 for background on this topic),
we implemented sat# for counting over quantifier-free linear-integer arith-
metic. In this section, we discuss a few of the most important components
of countersat: a realization of reduce (Definition 22), explain (Definition 21),
and genparam (Definition 20) using Barvinok’s algorithm and Z3. We
describe these components in the context of an example formula:

ss
1 = ss

2 ∧ count({x,y}, 0 6 x 6 ss
1 ∧ 0 6 y 6 ss

2) = 120
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This formula specifies a square with 120 lattice points; such a square does
not exist, so the formula is unsatisfiable. In the following, we refer to the
two atoms in this formula by the following symbols:

l1 ≡ ss
1 = ss

2

l2 ≡ count({x,y}, 0 6 x 6 ss
1 ∧ 0 6 y 6 ss

2) = 120

Implementing reduce. Our implementation of reduce relies heavily on
libbarvinok, which supports parametric counting of Presburger formu-
las that contain existential quantifiers. Notice that these features allow
non-polyhedral and even non-convex sets, so libbarvinok converts for-
mulas into disjoint disjunctive-normal form and projects out existentially-
quantified variables before applying Barvinok’s theory. These operations
may be expensive, so the use of these features in Lcnt(QF_LIA) formulas
should be minimized. Our example uses neither of these features, so ap-
plying libbarvinok to counting the base formula 0 6 x 6 ss

1 ∧ 0 6 y 6 ss
2

yields a parametric enumerator with two chambers, the first corresponding
to the positive quadrant of the plane:

f(ss
1, ss

2) =

{
1 + ss

1 + s
s
2 + s

s
1s

s
2 if ss

1 > 0 ∧ ss
2 > 0

0 if ss
1 < 0 ∨ ss

2 < 0

When called on a formula containing l2, reduce caches this answer. If the
trail passed to reduce contains values for ss

1 and ss
2, it simply evaluates f on

the given values and sends the result to Z3 for evaluation. For example,
invoking reduce(l2, [ss

1 7→ 5, ss
2 7→ 5]) activates the first chamber, and yields

the invalid formula 1 + (5) + (5) + (5)(5) = 120. Because there are no
shared variables remaining in this formula, we make a validity query to
Z3, which yields the answer False.

Implementing explain. Our implementation of explain produces two types
of lemmas: those arising from QF_LIA that do not involve counting the-
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ory, and those arising due to counting-theory conflicts. To illustrate the
first type, suppose that explain is given a trail resulting from the unit-
propagation of l1 and l2, and the following constraints on shared variables:

explain(ss
2 6= 5, [→ l1,→ l2, ss

1 7→ 3])

Recall that the first argument given to explain is implied by the trail, so its
negation is conflicting. In this case, the conflict arises from the assignment
of 3 to ss

1, the assertion ss
2 = 5, and the QF_LIA literal l1. explain detects

the conflict by using Z3 to check the satisfiability of each assignment, all
QF_LIA literals asserted on the trail, and the negation of the conflicting
literal ss

2 6= 5:
ss

1 = 3 ∧ ss
1 = ss

2 ∧ s
s
2 = 5

Z3 tells us that this formula is unsatsfiable, and returns the entire clause
set as an unsatisfiable core, which is passed on by explain as its final result:
ss

1 6= 3 ∨ ¬(ss
1 = ss

2)∨ s
s
2 6= 5.

If the conflict arises due to some fact implied by counting theory, then
explain takes a different approach. Often, the trail implies an upper- or
lower-bound on shared variables. For example, suppose that we have the
following call to explain: explain(ss

2 6= 10, [→ l1,→ l2, ss
1 7→ 10]). Recalling

again that the negation of ss
2 6= 10 is in conflict with the trail, we see that

the conflict does not come from l1. Rather, it arises due to the count term,
because

reduce(l2, [ss
1 7→ 10, ss

2 7→ 10]) yields (121 = 120)

explain can always return the naive-but-valid lemma ¬l2∨ss
1 6= 10∨ss

2 6= 10;
however, this approach often leads to non-terminating behavior, because
sat# may continue to request lemmas of this type with an unbounded
number of values for ss

1 and ss
2. Instead, explain exploits that fact that the

right-hand-side of l2 is a constant, while the left-hand-side varies positively
in ss

1 and ss
2, and derives bounding conditions on these variables. Chamber
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polynomials always have bounded degree, so they can be decomposed
into a finite set of monotonic regions with respect to each shared variable.
Depending on which region the current assignment to a shared variable
resides, and whether the current value for the count term is greater- or
less-than its constant constraint, valid solutions to a given shared variable
must be bounded from above or below its current value.

To make this more concrete, let us derive bounding conditions for the
current example. We see that the current assignment applies to the first
chamber polynomial and constraint,

p(ss
1, ss

2) = 1 + ss
1 + s

s
2 + s

s
1s

s
2, φ ≡ ss

1 > 0 ∧ ss
2 > 0

We start with ss
1, attempting to find its monotone regions in p. To do so, we

apply cylindrical algebraic decomposition (Collins, 1975) (CAD) to the partial
derivative Dss

1
p(ss

1, ss
2) of p over ss

1, which produces a set of regions over
which Dss

1
p(ss

1, ss
2) is sign-invariant. Care must be taken before applying

CAD, because any floor terms in the quasi-polynomial must first be re-
moved by adding fresh existentially-quantified variables (Pugh, 1994). We
restrict the decomposition to the region specified by the chamber con-
straint φ, further simplifying the solution and propagating bounds when
necessary. Our implementation uses Mathematica’s CAD routine, which
has a simple API for accomplishing this restriction. This operation tells
us that p is monotonic in ss

1 whenever ss
1 > 0. Similarly, p is monotonic

in ss
2 whenever ss

2 > 0. From these observations, we conclude that any
satisfying solution to these variables will be bounded from above by the
current assignment, for at least one variable. explain returns the lemma:

¬l1 ∨ ¬l2 ∨ ¬(ss
1 > 0)∨ ¬(ss

2 > 0)∨ ss
1 < 10 ∨ ss

2 < 10 (4.1)

Notice that the nearest solution that satisfies all of the QF_LIA constraints,
as well as this lemma, is ss

1 7→ 9, ss
2 7→ 9, which by the same reasoning
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causes explain to return the lemma:

¬l1 ∨ ¬l2 ∨ ¬(ss
1 > 0)∨ ¬(ss

2 > 0)∨ ss
1 > 9 ∨ ss

2 > 9 (4.2)

Clauses 4.1 and 4.2 quickly lead to termination with unsat.
Note that in some cases, CAD returns a region specified by non-linear

constraints, or non-integer constants. In the latter case, we simply round
to the nearest appropriate integer. In the former, we must specialize the
chamber polynomial, replacing variables with constants from the current
assignment until CAD returns a linear region; in the worst case, this
condition occurs when the polynomial is one-dimensional.1 Specialization
yields weaker lemmas.

explain is complete on a practical fragment of Lcnt(QF_LIA), termed the
monotone fragment (Definition 23). All but one of our benchmarks (diffpriv)
are monotone.

Definition 23. Monotone Fragment. ALcnt(QF_LIA) formula is in the mono-
tone fragment (or simply monotone) if it is equivalent to a formula that satisfies
the following conditions:

1. Any atom containing an inequality relation has parametric count terms on
only one side of the relation, and each shared variable appears in at most
one such term in the atom. Equality relations are not allowed with count
subterms.

2. The coefficients of all parametric count terms in a given atom have matching
signs.

3. The chamber polynomials of each count term are all monotonic in every
shared variable, within their corresponding chamber constraints.

1Note that this is the worse case, as it implies that the maximal number of parameters
have been removed, and the resulting lemma is thus the least-general.
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Theorem 4.5. Given a monotone clause set from Lcount(QF_LIA), countersat
terminates in a finite number of steps.

Proof. To prove this result we invoke Theorem 4.4, showing that when the
input clause setC0 is monotone explain will only return lemmas from a finite
set TC0 . Furthermore, we only need to consider lemmas returned by explain
when it is given a conflicting clause set containing at least one parametric
count term; if explain generates lemmas for conflicts not involving counting
theory, then it can use complete strategies for QF_LIA.

Consider a trail [M, l] (or equivalently [M,¬l], but we focus on the
former case w.l.o.g.) that conflicts with clause set C, and assume without
loss of generality that the conflict arises due to l. Let α be the assignment
implied byM. Assuming for the moment that there is only one count term
in C, lmust take the form: count(. . . ,φ(xs

1, . . . , xs
n)) 6 c for some constant

c (see the first condition from Definition 23). Suppose that the constraint
is satisfiable at some point a1, . . . ,an, and that α(x1) = v1, . . . ,α(xn) = vn.
Note that α will be total over the parameters x1, . . . xn appearing in φ,
otherwise the conflict would not exist. explain, by its use of CAD, will
produce a lemma of the form φ(x1, . . . , xn) =⇒ φ1(x1) ∨ · · · ∨ φn(xn)
where:

φi(xi) =

{
xi > vi if vi < ai
xi < vi if vi > ai

Because each chamber polynomial is monotone (see the second condition
from Definition 23), this lemma will cause future model assignments
to drive the valuation of the count term closer to c, i.e., for 1 6 i 6 n,
|xi − ai| will shrink in the next complete assignment to the parameters.
This “shrinking” behavior will continue until |xi − ai| = 0, in which case
the constraint is satisfied. In the worse case, explain will have generated
lemmas corresponding for each integer between the initial vi and ai, for
each parameter i, but this set of lemmas will always be a finite set.
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On the other hand, if the term is not satisfiable, then one of two cases
must hold:

1. The parametric enumerator takes a minimum at some value c ′ > c.
In this case, explain will continue generating lemmas that drive the
count term closer to c ′ (in the same manner as in the satisfiable
case). Eventually after a finite number of intermediate lemmas (in
the worst case, a similar sequence of lemmas that were generated
in the satisfiable case), explain will generate a lemma that implies
values for x1, . . . , xn such that count(. . . ,φ(xs

1, . . . , xs
n)) < c

′, but this
will necessarily contradict all of the chamber constraints, leading to
an unsat decision.

2. The constraints in M restrict x1, . . . , xn to a subspace over which the
parametric enumerator takes some value c ′ > c. As in the previous
case, explain will generate lemmas that drive the count term closer
to c ′, generating a lemma that implies values for x1, . . . , xn such
that count(. . . ,φ(xs

1, . . . , xs
n)) < c ′. This situation will result in a

conflict, causing the procedure to backtrack to a point where the
constraint becomes satisfiable (in which case explain will generate
a finite sequence of lemmas leading to Sat), or terminating with
Unsat.

Finally, the case in which there are multiple count terms in the same con-
straint is simplified by the first and third constraints in Definition 23.
Because the parameters in each count term are distinct, and the coefficient
of their sign is the same, such a term can be rewritten as follows:

count({y1, . . . ,yn},φ(xs
1, . . . , xs

n)) + count({z1, . . . , zm},φ(x ′s1 , . . . , x ′sn )) 6 c
=⇒ count({y1, . . . ,yn, z1, . . . , zm},φ(xs

1, . . . , xs
n)∨ φ(x

′s
1 , . . . , x ′sn )) 6 c

Notice that the targets of the count {y1, . . . ,yn}, {z1, . . . , zm} might overlap.
This situation is nothing more than a syntactic inconvenience, as these



128

variables can be rewritten arbitrarily without changing the meaning of the
term (see Section 4.1 for a discussion of this). After rewriting, the results
from the single-count term case apply, and the proof is complete. �
Implementing genparam. Implementing genparam(C, x) is possible us-
ing Z3’s built-in support for linear-integer arithmetic: simply pass the
clauses C to Z3, and collect a model for x. countersat generates advice
for genparam(C, x) using mesh-based black-box optimization (Abramson
et al.). Black-box optimization assumes nothing about the structure of its
objective function, instead relying on a module to compute its value on
candidate points, making it ideal in this setting. We construct an objective
function g over the shared variables that operates as a penalty function on
models, mirroring the penalty methods (Luenberger and Ye, 2008) used
in constrained optimization. We use black-box optimization over this ob-
jective, applying Barvinok’s algorithm as needed to evaluate count terms,
in an attempt to find a (nearly) satisfying assignment for x. When the
procedure completes, typically after a timeout, the best solution is used to
construct an advice clause for genparam that specifies a region surrounding
this value of x. The region is subsequently expanded until either a valid
assignment is found, or a threshold is reached.

Continuing with the current example, countersat will derive the follow-
ing objective function:

g(ss
1, ss

2) = (ss
1 − s

s
2)

2 + (b(ss
1, ss

2) − 120)2

b(ss
1, ss

2) corresponds to the parametric enumerator for the count term in
l2, which is evaluated on-demand. The procedure will pass advice to
genparam that suggests solutions in this vicinity: 7 6 ss

1, ss
2 6 13. The size

of the vicinity is heuristic; our implementation uses a region of size 7 in
each dimension.
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4.4 Case Study: Verifying Secure Multiparty
Computations

In this section, we describe the application of countersat to verifying confi-
dentiality properties in programs written for a secure multi-party com-
putation (SMC) compiler called Fairplay (Ben-David et al., 2008). SMC
is a cryptographic primitive, realized through a protocol, that allows a
set of remote parties P1, . . . ,Pn to jointly compute a function f on their
individual inputs, and learn its output f(x1, . . . , xn) without also learning
the other parties’ inputs. A secure multi-party compiler is an application
that transforms programs written in a specialized high-level language into
an executable SMC protocol. Lindell and Pinkas describe the properties
common to most realizations of SMC in greater detail (Lindell and Pinkas,
2000):

1. Privacy: the only information that a given party learns about the
other parties’ inputs can be derived from knowledge of f(x1, . . . , xn).

2. Correctness: each party is guaranteed that they learn the correct value
for f(x1, . . . , xn).

3. Input independence: the inputs provided by corrupted parties are
independent of those provided by honest parties. For technical
reasons having to do with the properties of certain cryptographic
primitives, this property is a distinct requirement because it may not
be guaranteed by privacy.

4. Output delivery: denial-of-service attacks are impossible, so corrupted
parties cannot prevent honest parties from receiving f(x1, . . . , xn)
when the protocol terminates.

5. Fairness: corrupted parties receive their outputs if and only if honest
parties do.
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These properties do not constitute a security definition, but are rather
informal guidelines that SMC protocols should achieve. The security of an
SMC protocol is formalized by requiring that it be indistinguishable from a
functionally-equivalent protocol executed in an ideal world. In the ideal-
world protocol, each party sends its input to an un-corruptable trusted
third party, who computes f(x1, . . . , xn) and sends the result back to each
party. An SMC protocol is said to be secure if, for any attack possible on the
“real-world” protocol, there is an adversary who can mount the same attack
on the ideal-world protocol. For a more detailed look at SMC protocols
and their security, see (Cramer et al., 2012; Goldreich, 2004; Lindell and
Pinkas, 2009).

Observe that this definition of security does not attempt to proscribe
any specific inferences an adversary might make about the honest parties’
inputs. While this observation might seem to make the definition so vague
as to be of little practical use, it is in fact necessary to meaningfully define
SMC over a general class of functions. The outputs given by some functions
might inherently reveal a significant amount about their inputs, and by
omitting a characterization of which functions are acceptable for SMC
(or equivalently, what other parties should be allowed to learn of others’
inputs aside from the output f(x1, . . . , xn)), this definition achieves greater
flexibility by leaving this matter to the user’s better judgement.

However, as we have argued in this dissertation, it is not always straight-
forward to determine whether a function reveals too much about its in-
puts, or whether an implementation of a function correctly preserves an
intended confidentiality property. To address this issue, we show how to
use Bounded Software Model Checking (see Section 2.3 for background)
alongside countersat to verify SMC programs against safety properties that
characterize application-specific notions of confidentiality. For a given
function, we assume that the compiler will ensure properties 1-5 above,
and determine whether the function as specified in the program text models
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1 program Millionaires {
2 type int = Int <4>; // 4-bit integer
3 type AliceInput = int;
4 type BobInput = int;
5 type AliceOutput = Boolean ;
6 type BobOutput = Boolean ;
7 type Output = struct {
8 AliceOutput alice , BobOutput bob
9 };

10 type Input = struct {
11 AliceInput alice ,
12 BobInput bob
13 };
14 function Output out(Input inp) {
15 out.alice = inp.alice > inp.bob;
16 out.bob = inp.bob > inp.alice;
17 }
18 }

Figure 4.7: (From (Malkhi et al., 2004)) Example SFDL program for com-
puting the Millionaires’ problem between two parties. Each party provides
an integer value representing their wealth as input, and learns whether
they are wealthier than the other party.

an additional user-specific property (encoded as a safety property using
Lcnt(QF_LIA)) that characterizes acceptable disclosure of the function’s
input values through its output.

The FairPlay Compiler

The Fairplay secure multi-party compiler (Ben-David et al., 2008; Malkhi
et al., 2004) translates programs written in a specialized language called
Secure Function Definition Language (SFDL) into a Boolean circuit represen-
tation, which can then be evaluated using a variant of Yao’s garbled circuit
protocol (Yao, 1982) extended to work for more than two parties (Beaver
et al., 1990) to realize the SMC properties discussed above. SFDL supports
variable-length integer, Boolean, and structured data types, basic arith-
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0 input // alice$0
1 input // bob$0
2 gate arity 2 table [0110] inputs [0 1]
3 output gate arity 2 table [10] inputs [2] // alice$0
4 output gate arity 2 table [01] inputs [2] // bob$0

Figure 4.8: Circuit representation used by Fairplay. Each line represents
a wire in the circuit, which is either an input wire or a Boolean gate of
specified arity given by a truth table. This circuit returns the function
f(x0, x1) = ¬(x0 ⊕ x1) to Alice (who inputs x0) and f(x0, x1) = x0 ⊕ x1 to
Bob (who inputs x1).

metic operations and relations, functions, assignments, conditionals, and
loops. However, to ensure privacy of inputs, the number of loop iterations
must be constant, so loops are just syntactic sugar for nested conditional
statements, and recursive functions are not allowed. Similarly, the circuit
produced by Fairplay will always execute both branches of a conditional.
An example SFDL program is shown in Figure 4.7. This program computes
a solution to Yao’s famous Millionaires’ problem (Yao, 1982), wherein two
parties compare their numeric inputs using a simple inequality test.

Figure 4.8 shows an example of the circuit representation to which
FairPlay compiles. This representation essentially gives a straight-line
program over Boolean values, where each line specifies a distinct circuit
wire corresponding to either an input wire, an internal gate, or an output
gate. Wires are referenced by number, which is specified on the left of
each line. Additionally, Fairplay annotates input and output wires with
comments that signify their corresponding program variables. The gates
correspond to Boolean functions whose arity is given on the corresponding
line, and compute a value according to the table appearing after the arity
specification. The table is interpreted by concatenating the gate’s input
wires, interpreting the resulting string as a little-endian binary number,
and returning the table value at the corresponding index. For example, the
gate numbered 2 in Figure 4.8 computes x0⊕x1, so if x0 = 0, x1 = 1, then we
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look up the value at table index (01)2 = 2 (remembering little-endianness),
and return the value 1.

Model Checking Fairplay Programs

The uniformity of Fairplay’s circuit representation makes it an attractive
target for program analysis, as there are a small number of statement types
for which we must define the symbolic post-state operator (see Section 2.3
for background on this topic). Additionally, the gates in Fairplay’s circuits
have natural representations as linear-integer constraints. To see why, con-
sider the xor-gate (labeled 2) in Figure 4.8, which takes inputs x0, x1 and
computes x2. We will write a 0-1 linear-integer CNF formula φ(x0, x1, x2)

that is satisfiable only when x2 = x0 ⊕ x1 (assuming appropriate conver-
sions between Boolean values and integers), starting with constraints that
restrict each variable to take a value in {0, 1}:

φ(x0, x1, x2)
def
= 0 6 x0 6 1 ∧ 0 6 x1 6 1 ∧ 0 6 x2 6 1

We now encode the truth table using a single clause for each entry. Observe
that the first entry corresponds to the Boolean formula:

(¬x0 ∧ ¬x1) =⇒ ¬x2 or simply, x0 ∨ x1 ∨ ¬x2

We can encode this over 0-1 integers using addition, subtraction, and an
inequality test. When we do this for each entry in the truth table, we arrive
at:

φ(x0, x1, x2)
def
= 0 6 x0 6 1 ∧ 0 6 x1 6 1 ∧ 0 6 x2 6 1

∧ x0 + x1 + (1 − x2) > 1
∧ x0 + (1 − x1) + x2 > 1
∧ (1 − x0) + x1 + x2 > 1
∧ (1 − x0) + (1 − x1) + (1 − x2) > 1
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Thus, we view Fairplay circuits as programs with variables that take values
over the set Z0,1 = {0, 1}. We also assume that each circuit ends with an
empty statement ⊥.

Defining Posti. In the following, let b(i, j) correspond to the jth bit of
the little-endian binary representation of i. We associate a label `i with
the ith line of a given circuit program, and a unique label `⊥ to refer to the
final statement. We can then define the symbolic-post state operator in
four cases. The first corresponds to input wire statements:

Posti(n input,φ) = 0 6 xn 6 1

Notice that the vocabulary index i is ignored in this definition, because
Fairplay’s circuit programs already have an implicit vocabulary structure
suitable for model checking: each statement defines and (possibly) makes
an assignment to exactly one variable, which is never re-assigned in later
statements. Let s refer to the statement:

wc gate arity n table [o0 . . .o2n−1] inputs [w0 . . .wn−1]

Generalizing the conversion from gate statements to linear-integer arith-
metic outlined above, we have:

Posti(s,φ) = 0 6 wc 6 1 ∧ φ0 ∧ · · ·∧ φ2n−1

where φj
def
= 1 6 1 − oj −wc + 2ojwc +

n−1∑
k=0

b(j,k) +wk − 2wkb(j,k)

The operator for output gate statements is identical. Then the operator
for the composition of statements s1 . . . sn is:

Posti(s1 . . . sn,φ) = Posti+n(sn, Posti+n−1(sn−1, · · ·Posti(s1,φ) · · · ))
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Finally, we define the operator for the empty statement:

Posti(⊥,φ) = φ

Notice that for each statement type, Posti will return a CNF formula, so
these formulas can be used directly with countersat.

Defining Safety Properties with Lcnt(QF_LIA). We check Fairplay pro-
grams against safety properties defined using Lcnt(QF_LIA) formulas (see
Section 2.3 for background on safety properties). Because Fairplay circuits
output values once at the end of execution, and our properties concern the
information that can be inferred from output values, these properties only
ever pertain to `⊥—the label corresponding to the final statement. Given
an Lcnt(QF_LIA) formula φ, we verify properties Πφ of the form:

Πφ = {(`⊥, ρ) | ρ ∈ JφK}

where JφK uses the definition of satisfiability for L#(L) given in Defini-
tion 19.

Example 4.6. Suppose that Alice wishes to verify non-interference (Denning
and Denning, 1977) between her input x0 in Figure 4.8 and Bob’s input and out-
put wires, which correspond to variables x1 and x4, respectively. Non-interference
states that no information about the sensitive variable (in this case, x0) is commu-
nicated to the selected “low-sensitivity” variables (in this case, the variables that
Bob can see, x1 and x4). Let φ(x0, x1, x2, x3, x4) = Postk(s0s1s2s3s4, True) for a
sufficiently large k.2 We state non-interference as a L#(QF_LIA)-safety property
as follows:

Π = {(`⊥, ρ) | ρ ∈ Jcount(x0,φ(x0, xs
1, x2, x3, xs

4)) > 2K} (4.3)
2We discuss selecting the trace bound in the next subsection.
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Notice that if when we are given values for x1 and x2 “observed” by Bob, there
are fewer than 2 possible models for x0, then Bob has learned something about
Alice’s sensitive variable. Conversely, if there are 2 possible values, then Bob
has learned nothing, and non-interference holds. In the L#(QF_LIA) formula
describing this property, x1 and x4 are counting parameters to reflect the fact that
Bob knows their values, so the corresponding counting-satisfiability problem is
defined over observations that Bob can make that would result in a violation of
non-interference.

The role of Bob’s observations (i.e., the counting parameters) is crucial in this
property. To see why, consider what would happen if we were to make the only
parameter Bob’s output x4. Recalling that the formula for x4 in Figure 4.8 is
given by x4 ↔ x0 ⊕ x1, we see that the parametric enumerator for the count
term in the above property is the constant 2 everywhere because for both possible
values of x4, we can always find a value for x1 that makes the formula True for
both values of x0:

∀x4.∃x1.(x4 ↔ (x0 ⊕ x1))∨ (x4 ↔ (¬x0 ⊕ x1))

In other words, this would fail to capture the flow of information between x0 and
x4 that clearly exists in the program given Bob’s knowledge of his input. The
property given in Equation 4.3 has no such issue: for any values of x1, x4, there
is exactly one value of x0, which reflects the fact that this example does not have
non-interference.

Notice that in Example 4.6, the L#(QF_LIA) formula that defines non-
interference contains the symbolic post-state Postk(s0s1s2s3s4, True) as a
sub-formula. This inclusion is necessary, because the number of models
x0 can take depends on the program semantics. This dependence is com-
mon to the confidentiality properties that we verify as L#(QF_LIA)-safety
properties. However, it means that these properties cannot be specified
without making explicit reference to the symbolic post-state, which tends
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BMC for L#(QF_LIA)-safety properties
Input: Fairplay ciruit program s0 . . . sn

Safety property Πφ = {(`⊥, ρ) | ρ ∈ JφK}

1. Let k← n

2. Let φPost ← (λp.φ)(Postk(s0 . . . sn, True))
3. Return countersat(¬φPost)

Figure 4.9: Procedure for performing bounded software model checking
of L#(QF_LIA)-safety properties for Fairplay circuits. p is a placeholder
for the symbolic post-state formula that must appear within count terms to
specify confidentiality properties. p is replaced with the actual post-state
after it is computed in step 2.

to make them large and difficult to understand. To address this issue, we
adopt a convention where any reference to the symbolic post-state in a
L#(QF_LIA)-safety property is made with a placeholder p, which can be
replaced with the correct formula automatically later in the analysis.

Putting it all together. While bounded model checking is typically in-
complete, this need not be the case with Fairplay ciruits because they al-
ways yield finite computations: there are no loops or other non-sequential
control transfer, and only a finite number of statements. We can always
select a value for k that results in sound and complete verification by en-
suring that k is no smaller than the number of statements in the circuit
program.

Figure 4.9 shows our procedure for performing bounded model check-
ing in this setting. We set the depth bound k to the number of statements in
the program, compute the k-step symbolic post-state, rewrite the property
by replacing the placeholder p with the post-state formula, and check the
negated result for satisfiability using countersat.
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editdist Two-party edit distance. Verify that result should not leak
contents of a full character from party’s string.

diffpriv Compute the cardinality of a set, represented as a binary
string, verifying differential privacy.

median
Median of two partys’ lists. Verify that one party cannot learn
elements of the other party’s input that are not returned as
the median.

auction Vickrey auction. Verify that the result does not leak more a
player’s exact bid.

auction-circ Same as above, but translated directly from circuit.

mill-circ Millionaire’s problem. Verify that the result does not leak a
player’s exact wealth.

manymill-circ Multi-party variant of above.

keydb-circ
Keyed database lookup. Result should leak no information
about unmatched rows, i.e., non-interference on unmatched
rows.

voting-circ Simple majority voting circuit. A coalition of fewer than half
minus one should not learn another party’s vote.

Figure 4.10: Benchmarks used to evaluate the performance of bounded
software model checking with countersat. Names ending with “-circ” cor-
respond to instances verified from a Fairplay circuit representation. The
remaining benchmarks were encoded in L#(QF_LIA) by hand.

Benchmarks

We evaluated countersat on nine benchmarks, the details of which are
given in Figure 4.10. Of the nine verification benchmarks, two correspond
to programs written by us (editdist and diffpriv), and the remaining
were distributed as part of the Fairplay secure multi-party compiler (Ben-
David et al., 2008). Each of the verification benchmarks suffixed with -circ
was generated directly from the circuit program compiled by Fairplay.
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The remaining verification benchmarks were translated from Fairplay by
hand, without being first reduced to Boolean operations. We used hand-
written symbolic post-states on some benchmarks because the process
of compiling a program into a circuit introduces a large number of new
variables and constraints into the symbolic post-state that are not present
in the post-state computed directly from the high-level source code. By
verifying both representations, we aim to measure the extent to which the
number of intermediate variables affects model checking.

Two-party secure edit-distance (editdist). We verified a two-party edit
distance program adapted from one written for comparing genome se-
quences (Jha et al., 2008). When compiled using Fairplay, the resulting
circuit was too large for countersat to verify, so we hand-coded the symbolic
post-state for the original SFDL program; without reducing integers to
Boolean wires, countersat was able to verify the resulting formula. The
safety property that we verified states that the second party (Bob) should
be unable to learn the first party’s (Alice) exact input unless they give the
same input:

inalice = inbob ∨ count(inalice, p(inalice, ins
bob, outalice, outs

bob)) > 1

Notice that Bob’s input and output variables were made shared variables
in the formula.

Differentially-private set cardinality (diffpriv). We wrote a simple DP
program for counting the number of elements in a set. The set is repre-
sented as a bit string, with one bit corresponding to each element; however,
it is important to note that the ordering of the bits does not matter for this
program. Differential privacy is implemented by applying a transform to
a uniformly-distributed integer input r. The L#(QF_LIA) formula used to
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encode the needed safety property is:

¬(outs = out ′s ∧
∑

ins −
∑

in ′s 6 1)
∨ count(r, p(r, ins,outs)) 6 ε× count(r ′, p(r ′s, in ′s,out ′s))

Note that this is an implication, and that the property is defined over
two sets of program variables (“primed” and “unprimed”), as we have
to reason about pairs of “neighboring” executions (see Section 2.1 for
background on this topic). The antecedent states that the output produced
in both executions matches, and that their inputs differ in only one position.
The consequent asserts the DP probability bound, as the only random value
used in the computation is the uniform-random r. The other variables are
shared, so the L#(QF_LIA) satisfiability problem corresponds to a search
over neighboring inputs and their corresponding outputs that violate the
bound.

Two party median (median). This benchmark accepts a list of integers
from Alice and Bob, and computes the median of their combined list. We
verify that Bob cannot learn any element from Alice’s list that is not re-
turned as the median. For the ith element of Alice’s list, the corresponding
formula is:

inalice[i] = outs
bob ∨ count(inalice[i], p(inalice, ins

bob, outalice, outs
bob)) > N

where N is the number of possible values each element can take.

Vickrey auction (auction and auction-circ). This auction program is
distributed with Fairplay. We verify that no other party can learn the ith
party’s exact bid:

count(ini, p(ins
1, . . . , ins

n, outs
1, . . . , outs

n)) > N
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countersat correctly found that this property does not hold, because there
are corner cases that allow players to learn each others’ bids:

• If the second-price bid is 0 (i.e., the lowest possible bid), then the
winner knows the other parties’ bids.

• If the second-price bid is the maximum bid and the winner is ordered
first in the comparison used to find the winner, then the other parties
learn that the first party made the maximum bid as well.

However, these conditions are easily excluded from the safety property.

Millionaire’s Problem (mill-circ and manymill-circ). We verified Yao’s
famous two-party Millionaire’s problem (Yao, 1982) and a three-party
variant of it. This problem involves a simple inequality test, or in the three-
party case, a sequence of inequality tests. We verify that no party learns
another party’s exact input, which makes the corresponding L#(QF_LIA)
formula the same as the one used for the Vickrey auction. However, as
with the Vickrey auction, corner cases invalidate this property for extremal
inputs.

Keyed Database Lookup (keydb-circ). In this benchmark, Alice pro-
vides a key value, and Bob provides a key-value store as input. The pro-
gram returns the corresponding entry from Bob’s store. We verify that
entries from Bob’s store that do not match Alice’s key remain completely
unknown to Alice. For the ith element of Bob’s store, the corresponding
formula is:

outs
alice = in[i].valuebob ∨ count(in[i]bob, p(ins

alice, inbob, outs
alice, outbob)) > N

This property holds for the circuit compiled by Fairplay.
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With advice No adv. No CAD NLSAT
count advice total total total total

editdist 0.42 0.57 20.91 20.19 – NA
diffpriv 4.76 1.41 69.41 55.89 – NA
median 0.20 1.57 17.60 34.81 – NA
auction 0.03 0.01 0.57 0.56 – NA
auction-circ 50.69 0.78 125.42 125.63 126.73 125.87
mill-circ 0.33 0.40 0.90 0.51 0.45 0.45
manymill-circ 0.93 0.01 2.45 2.46 0.24 0.23
keydb-circ 29.26 0.66 240.81 235.24 236.47 125.27
voting-circ 0.94 0.01 2.46 2.45 2.41 2.40

Figure 4.11: Performance characteristics for countersat. All times are mea-
sured in seconds. – signifies timeout, NA signifies that the solver returned
“unknown”. count refers to the amount of time spent in Barvinok’s algo-
rithm, advice to the amount of time spent in genparam, No adv. to a con-
figuration with genparam disabled, No CAD to a configuration with CAD
lemmas disabled, and NLSAT to a configuration that produces QF_NRA
instances and sends them directly to Z3 for a solution.

Multi-party election (voting-circ). This benchmark comes from a voting
protocol distributed with Fairplay. n parties vote between two candidates,
and on termination, all parties learn which candidate won. We verify that
a coalition of fewer than bn2 c − 1 is unable to learn another party’s vote.
The property to verify the ith party’s confidentiality is:

count(ini, p(ins
1, . . . , ins

bn2 c−1, inbn2 c, . . . , inn, . . . , outs
1, . . . , outn)) > 2

Here we assume that parties 1 . . . bn2 c − 1 form a coalition that i is not a
member of (so i > bn2 c). Members of the coalition are assumed to share
their input and output values with each other, so their corresponding
variables are shared.
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Results

We evaluated the performance of countersat on these benchmarks, seeking
answers to the following questions:

• Can countersat be feasibly brought to bear on verifying privacy-preserving
computations?

• Are the CAD-based lemmas generated by explain necessary, or do simpler
schemes suffice in most cases?

• Is the use of CAD in explain practical, or is the double-exponential com-
plexity an issue in common instances?

• Is advice for genparam useful, or does it tend to get in the way?

Summarizing, we found that countersat was able to verify our benchmarks,
oftentimes in a few seconds. We found that in many cases CAD-based
lemmas are needed for termination, and often increase performance by
orders of magnitude. Additionally, the average time spent in CAD over
all benchmarks was small (1.3 seconds). We found that our optimization-
based advice routine for genparam was somewhat helpful for performance
in one case (median), while in others causing a modest slow-down in most
others.

Setup. All experiments were performed on a MacBook Pro with 8 GB
of memory and a 4-core 2.2 GHz Intel Core i7 running OS X 10.8. Each
benchmark was given a 30-minute time limit. The results are displayed in
Figure 4.11. For each benchmark, we give performance characteristics for
three configurations: using optimization-based advice for genparam and
CAD-based lemmas (“With advice”), using no advice with CAD-based
lemmas (“No adv.”), and using no advice and no CAD-based lemmas (“No
CAD”). We also evaluate the ability of Z3’s non-linear integer solver to
directly solve the problems, given the chamber polynomials produced by
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libbarvinok (“NLSAT”). For each configuration, we give the total runtime
in seconds. For the first configuration (using advice with CAD lemmas),
we also give the amount of time spent model counting in libbarvinok
(which is invariant across configurations) and the amount of time spent
generating advice.

Discussion. countersat was able to complete nearly all of the benchmarks,
taking anywhere from a few seconds to several minutes to finish. When
editdist, diffpriv, and median were translated into Boolean circuits by
FairPlay, countersat timed out in the model-counting phase. As discussed
previously, we addressed this by translating the code into Lcnt(QF_LIA)
by hand, treating integers as single variables rather than as a set of binary
digits. In this form, countersat was able to complete verification. Notice
the speedup from auction-circ to auction; this confirms our suspicion that
the Boolean encoding introduces a significant overhead in counting. In
future work we will explore approximation methods, as well as formula
decomposition strategies that utilize the inclusion-exclusion principle, to
mitigate this bottleneck on larger benchmarks.

The results indicate that in most cases, it neither helped performance
nor hurt it significantly, although in the worst case added an additional
fourteen seconds to the total (diffpriv). The discrepancy can be explained
by the structure of the parametric enumerator’s chamber space: whenever
the chambers encompass a large area of the parameter space and there is
substantial variation in the chamber polynomial, advice is generally useful.
This property tends to hold for geometric problems, as well as for verifi-
cation problems without many constraints on parameters (e.g., median).
When this property does not hold, a chamber is usually dispatched as not
feasible before advice is even generated; in the few cases it is feasible, it
tends to produce no useful information at a slight cost.

The results also indicate that CAD-based lemmas are necessary in
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all but the circuit-based benchmarks. This finding is most likely due to
the fact that the parameters in the circuit benchmarks each take Boolean
values, so the bounds produced by CAD lemmas are of little value. In
other cases, without CAD lemmas countersat tends to exhaust each cham-
ber before ruling it out, which quickly becomes intractible. Finally, the
approach of translating libbarvinok’s chamber polynomials into nonlinear-
integer constraints and solving directly using Z3’s engine worked only
for the circuit benchmarks – Z3 returned “unknown” on all other bench-
marks. We suspect that this result follows from the same condition that
allowed non-CAD solving to succeed: in circuit benchmarks, parameters
correspond to binary values, whereas in the other benchmarks the values
are arbitrary integers and the chamber polynomials are often complex
non-linear polynomials.

Summary and Conclusion

We introduced a problem called satisfiability modulo counting, which poses
a satisfiability problem over a logic extended with parametric model-
counting terms. The model-counting terms can range over formulas in
arbitrary base logics, provided that it is possible to define two oracle func-
tions for the base logic. We then developed an abstract decision procedure
sat# for solving instance of this problem, again leaving the base logic un-
specified but requiring implementations of three black-box routines that
take the place of the oracles used to define the logic. Although we showed
that satisfiability modulo counting is undecidable in the general case, we
also showed that sat# is always sound, and is complete under certain well-
specified conditions. We finished by discussing an implementation of this
procedure for counting over linear-integer arithmetic, and showed that it
can be used to perform bounded model checking over privacy-preserving
programs written for a special-purpose cryptographic compiler.

This approach to privacy verification is still in its early stages of devel-
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opment. It does not yet scale to many modest-sized programs, so future
efforts in this area should remain focused on increasing scalability. The
most promising avenues toward this goal lie in developing useful approxi-
mations for parametric model counting, as well as better program-analysis
techniques to utilize this type of decision procedure.
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5 conclusion

Privacy remains a growing concern as applications generate, consume,
and distribute new types of sensitive and valuable information. As the
users of these applications become more aware of the issue, their natural
response is to exercise greater caution when disclosing information to
applications, as well as when selecting which applications to use. Respon-
sible developers should respond in kind by producing applications that
make users’ information less vulnerable to exposure, granting control over
which parties have access to it and what they are allowed to do with it.

However, as we have shown in this dissertation, the possibility of infer-
ence attacks often makes this task difficult for developers to accomplish—
even when an application does not explicitly disclose a piece of sensitive
information, a successful inference attack may allow an adversary to lever-
age other “benign” interactions to learn it nonetheless. Unlike traditional
types of vulnerabilities, defensive strategies for inference attacks have
not made their way into effective methods that developers can use. This
dissertation proposed new techniques that begin to address this problem,
giving developers better ways of understanding the balance of privacy
and utility in their applications, as well as automatic methods to reason
about the correctness of modern privacy protection mechanisms.

Much like traditional techniques for software-hardening that are based
on bug-finding or searching for counterexamples, both of our contributions
attempt to gain defensive insight through rigorous modeling of adversarial
processes. Model Inversion served this purpose in our exploration of
machine-learning applications, and parametric counting-safety properties
did so when we looked at secure-multiparty computations. This approach
has proven effective at mitigating the risks caused by a wide range of
vulnerabilities in the past, and we expect it to do so for inference attacks
in the future.
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5.1 Ongoing and Future Work

The work presented in this dissertation suggests a number of extensions
that need to be addressed in future work. We have initiated work on some
of the most pressing issues, and identified several other directions that we
hope will lead to substantial contributions.

Model Inversion

Numerous Large-Domain Unknowns. The model-inversion strategy
that we presented in Chapter 3 is effectively limited to settings in which
the number of unknown features is relatively small, and each unknown
feature has a small domain. If these conditions do not hold, then the cost
of marginalizing over unknowns, and optimizing the likelihood estimate
over the target features, makes the algorithm intractable. This issue is not
just academic, because ML models with these properties are becoming
increasingly common in applications that perform object recognition in
images. Such applications become potential privacy risks when they are
used for facial recognition (Taigman et al., 2014; Huang et al., 2012; Lee
et al., 2009), as a successful model-inversion attack may be able to identify
individuals used to train the corresponding model.

We have begun to explore this issue in the context of facial recogni-
tion models. We trained a softmax regression model—a generalization of
logistic regression that allows the class variable to take more than two
values—on a corpus containing ten images each of 40 individuals (AT&T
Laboratories Cambridge, 1998). Each image contains approximately 10,000
floating-point features representing pixel intensities, and we assume that
the adversary only knows the nominal-valued response feature (corre-
sponding to one of the 40 labels used in training). The set of target features
that the adversary wishes to “invert” then corresponds to all of the pixel
intensity features, and we assume a uniform prior distribution on these
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Target Softmax MLP DAE

Figure 5.1: White-box model inversion results on a range of facial recog-
nition models. Each image was generated by deriving a cost function
from a recognition model, computing its explicit gradient, and running
gradient descent until the corresponding image yielded cost below a fixed
threshold.

features. Thus, the strategy from Chapter 3 amounts to brute-force search
over many large-domain features, and a better approach is needed.

Most facial-recognition models return confidence scores for each possible
response feature, so they are of the form f : [0, 1]n 7→ [0, 1]m, where the
function value represents the likelihood that the input (a vector of n pixel
intensities) takes each particular response value (out of m total values).
For a given response value 0 6 i 6 m − 1, we can thus compute a cost
function that represents the distance of given pixel vector x from response i:
c(x) = 1− f(x)[i], where f(x)[i] represents the ith component of f’s output.
Using approximate methods, we can then run black-box gradient descent
on c(x) to compute a pixel vector that, according to the facial-recognition
model f, is likely to represent the ith individual from the training set.
Somewhat surprisingly, this simple algorithm works on softmax facial-
recognition models; an example result is shown in Figure 1.1 (Chapter 1).

White-box attacks. While black-box gradient descent performed well
on the softmax facial-recognition model, it does not produce compara-
ble results on more sophisticated models. We applied the algorithm on
multilayer-perceptron (MLP) and stacked denoising autoencoder models
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(DAE), both trained on the same set of images, and found that a signifi-
cantly larger number of gradient-descent iterations are required to recon-
struct an approximation to one of the training images from these models.
Because each numeric gradient approximation requires on the order of 2n
calls to the cost function (where n is the dimension of the feature space),
each of which takes approximately 70 milliseconds to complete on current
hardware, a single MLP or DAE attack would take between 50 and 80 days
to complete.

In a white-box setting, where the attacker has access to an explicit rep-
resentation of the model rather than black-box information, it is possible
to compute an exact gradient. This situation makes the attack possible
on these more sophisticated models, the results of which are shown in
Figure 5.1. Although the images reconstructed from the MLP and DAE
models are not as crisp as those generated from the softmax models, exper-
iments involving Mechanical Turk workers indicate that they are in many
cases sufficient to re-identify the original training subject (Fredrikson et al.,
2015).

These early results indicate that white-box adversaries may be able to
infer substantially more sensitive information than their black-box coun-
terparts. Characterizing the differences in capabilities between these two
types of adversary in more precise, generally-applicable terms, remains
important future work.

Countermeasures. While the case study in Chapter 3 showed that dif-
ferential privacy is not a suitable countermeasure against model inversion
with linear warfarin-dosing models, this result is not conclusive evidence
that it is impossible to prevent MI without sacrificing utility in other set-
tings. For example, we found that the black-box attack on the softmax
facial-recognition model admits a simple countermeasure that is unlikely
to affect utility in most applications: rounding the confidence scores re-
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no rounding r = 0.001 r = 0.005 r = 0.01 r = 0.05

Figure 5.2: Black-box face MI attack on softmax models that round confi-
dence scores to the nearest r rounding level r. The attack fails to produce
a non-empy image at r = 0.1, thus showing that rounding yields a simple-
but-effective countermeasure.

turned by the model. The results are presented in Figure 5.2 for rounding
levels r = {0.001, 0.005, 0.01, 0.05}; the attack failed to produce an image for
r = 0.1. “No rounding” corresponds to returning raw 64-bit floating-point
confidence scores. Notice that even at r = 0.05, the attack fails to produce a
recognizable image. While this approach may be specific to this particular
type of model, building more general MI countermeasures is important
future work.

Satisfiability Modulo Counting

Approximate parametric counting. One of the largest bottlenecks that
we encountered when applying countersat to bounded model checking
in Chapter 4 occurred during parametric model counting. When we at-
tempted to verify the Fairplay circuit for two of our benchmarks (editdist
and median), countersat timed out after 30 minutes. One way to address
this problem is through more efficient approximate counting techniques.
However, the approximations given by such a technique need to satisfy
two key properties to remain useful to our abstract decision procedure
sat#:
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1. Sound upper- or lower-bounds. For sat# to remain sound, it needs to
know whether the approximate result is definitely an upper-bound
or definitely a lower-bound. If the approximate result is not accurate
enough to prove satisfiability or unsatisfiability, then it is acceptable
for the procedure to spend more time counting, or to return “un-
known”. However, if the approximate result differs from the true
result, but the sign of its divergence is unknown, then sat# can only
be “probably” sound.

2. Efficient refinement. As sat# learns new lemmas, or finds that approxi-
mate counting results are not accurate enough for sound termination,
it should be possible to efficiently refine the approximation to incor-
porate new information.

One possible approach is to approximate parametric polytopes using sets
of bounding or inscribed parametric hypercubes, for upper- and lower-
bounds, respectively. To see how this might work, consider the parametric
polytope in Equation 5.1.

P(N) = {[x,y] : y 6 x+ 1 ∧ y > x− 1 ∧ 0 6 x,y 6 N} (5.1)

This corresponds to the region in Figure 5.3(a) with six vertices: {(0, 0),
(0, 1), (1, 0), (N,N), (N− 1,N), (N,N− 1)}. As shown in Figure 5.3(b), we
can over-approximate this polytope using a single parametric hypercube
of the form:

H(N) = {[x,y] : 0 6 x,y,6 N} = [0,N]× [0,N] (5.2)

In general, we can find such an approximation by observing that the
facets of the bounding hypercube each intersect with one facet of the
polytope, so we can solve a linear system for each hypercube facet to arrive
at the parametric hypercube. Thus, we would assume that the bounding
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Figure 5.3: The parametric polytope from Equation 5.1 displayed in (a), and
two successive over-approximations by parametric hypercubes (shown in
the shaded regions of (b) and (c)). The over-approximation in (b) corre-
sponds to Equation 5.2. The over-approximation shown in (c) is closer to
the original polytope in terms of lattice-point count, and can be obtained
efficiently from the over-approximation shown in (b) by subdividing the
previous parametric hypercube.

hypercube will be of the form:

H(N) = [axlN+ bxl ,axuN+ bxu ]× [aylN+ byl ,ayuN+ byu ] (5.3)

for some values axl ,axu ,bxl ,bxu ,ayl ,au ,byl ,byu that we can find by fixing
N at a sufficient number of distinct values N1,N2, . . ., finding the corre-
sponding non-parametric bounding hypercubes for P(N1),P(N2), . . ., and
solving the resulting system of linear equations.

This approach admits an efficient refinement scheme, wherein we sub-
divide each bounding hypercube in the current over-approximation into a
disjoint set of covering hypercubes; an example is shown in Figure 5.3(c).
This approach allows us to avoid re-computing facets corresponding to the
boundaries of previous refinements. However, this approach is slightly
complicated by the fact that parametric polytopes reside in a set of distinct
chamber spaces (see Section 2.4) which change the polytope’s facets, so the
approximation must be computed for each chamber space. Developing
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1 void pwcheck (int pw[2], int guess [2]) {
2 int match = 1;
3 assume (0 <= pw [0] <= 15 && 0 <= pw [1] <= 15);
4 for(int i = 0; i < 2; i++)
5 if(pw[i] != guess[i])
6 match = 0;
7 }

Figure 5.4: Example program: simple two-character password checker.

this approach, and extending it to under-approximations as well, is a
promising direction for future work.

CEGAR model checking of L#(L)-safety. Counterexample-guided ab-
straction refinement (Clarke et al., 2003) (CEGAR) is approach to symbolic
model checking that incrementally builds the program abstraction. Start-
ing with a coarse abstraction that over-approximates a program’s state
space, it searches for program paths that lead to possible property viola-
tions (called counterexamples), and on finding a spurious counterexample
(i.e., a false positive), uses information from the path to refine the ab-
straction. This approach gains efficiency by only building parts of the
abstraction that are needed to prove a given property, and using path-
local reasoning to avoid expensive satisfiability-checking operations on the
entire program.

Adapting CEGAR to the verification of L#(L)-safety properties is impor-
tant future work if the approach described in Chapter 4 is to scale to larger
programs, as it will allow the model-counting component of sat# to focus
on smaller subcomponents of the program. However, this adaptation is
a challenging goal. Consider the program in Figure 5.4, which checks a
simple two-character password given in the argument pw against a guess
given in argument guess. Assume that the value of pw is unknown to the
party that provides the value of guess, and suppose that we wanted to
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verify that the following L#(L)-safety property holds:

match = 1 ∨ count({pw0, pw1}, p) > 255

Recalling that p is a placeholder for the symbolic post-state formula, this
property says that the number of assignments to pw must be at least 16×
16−1 = 255, unless the password is guessed correctly. Note that we would
treat the variables guess0, guess1, and match as counting parameters in this
setting. The program in Figure 5.4 satisfies this property, as an adversary
who observes these parameters will be able to exclude only one possible
password if match 6= 0.

If we want to verify this property using the path-local reasoning from
CEGAR, then we would look for individual paths that could lead to a
valid counterexample. Suppose that we consider the path that is executed
when guess0 6= pw0 and guess1 = pw1. We would like to determine whether
the path satisfies our property, so that we know whether it is a spurious
counterexample or not. To do so, we would derive the following formula
φ to embody the semantics of this path (essentially the symbolic post-state
for the program given by this path):

φ
def
= 0 6 pw0,1 6 15 ∧ pw0 6= guess0 ∧ pw1 = guess1 ∧ match = 0

When we treat this formula as though it were the symbolic post-state in
our case study from Chapter 4, we see that:

count({pw0, pw1},φ) = 15

However, this contradicts our property, from which we can only conclude
that the path violates safety even though the program clearly does not! This
demonstrates an interesting fact about L#(L)-safety properties: whereas
traditional safety properties are anti-monotone, i.e., if a set of paths P
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satisfies a property then all P ′ ⊆ P do as well, L#(L)-safety properties are
not. The fact that counting safety properties are not anti-monotone means
that the path-local reasoning that underlies CEGAR techniques cannot be
used for L#(L)-safety verification. Finding a way to efficiently cope with
this fact remains important future work.
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