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Adversarial Robustness in Machine Learning:
An Optimal Transport Perspective

ABSTRACT

Deep learning based classification algorithms perform poorly on adversarially perturbed data. Adversarial risk
quantifies the performance of a classifier in the presence of an adversary. Numerous definitions of adversarial risk—
not all mathematically rigorous and differing subtly in the details—have appeared in the literature. Adversarial
attacks are designed to increase the adversarial risk of classifiers, and robust classifiers are sought that can resist
such attacks. It was hitherto unknown what the theoretical limits on adversarial risk are, and whether there is an
equilibrium in the game between the classifier and the adversary.

In this thesis, we establish a mathematically rigorous foundation for adversarial robustness, derive algorithm-
independent bounds on adversarial risk, and provide alternative characterizations based on distributional robust-
ness and game theory. Key to these results are the numerous connections we discover between adversarial robust-
ness and optimal transport theory. We begin by examining various definitions for adversarial risk, and laying down
conditions for their measurability and equivalences. In binary classification with o-1 loss, we show that the optimal
adversarial risk is determined by an optimal transport cost between the probability distributions of the two classes.
Using the couplings that achieve this cost, we derive the optimal robust classifiers for several univariate distribu-
tions. Using our results, we compute lower bounds on adversarial risk for several real-world datasets. We extend
our results to general loss functions under convexity and smoothness assumptions.

We close with alternative characterizations for adversarial adversarial robustness that lead to the proof of a pure
Nash equilibrium in the two-player game between the adversary and the classifier. We show that adversarial risk
is identical to the minimax risk in a robust hypothesis testing problem with Wasserstein uncertainty sets. More-
over, the optimal adversarial risk is the Bayes error between a worst-case pair of distributions belonging to these
sets. Our theoretical results lead to several algorithmic insights for practitioners and motivate further study on the

intersection of adversarial robustness and optimal transport.
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Darkness there was at first, by darkness hidden;
Without distinctive marks, this all was fluid;
That which, becoming, by the void was covered;

That One by force of contemplation, came into being.

Nisadiya Sukta (Hymn of Creation), Rig Veda

Introduction

1.1 MOTIVATION

DEEP LEARNING has had tremendous success in recent times, producing state-of-the-art results in image classifi-

95522

cation***', game playing”*’7*?, speech**** and natural language processing’***. However, Szegedy et al.** dis-

covered that these algorithms are surprisingly vulnerable to minute adversarial perturbations. Many adversarial

21033 and defenses %> have been proposed since. Often, the defenses are subsequently broken or are

attacks
computationally intractable in practice. Despite the demonstrated vulmerabilities of deep learning, the adoption
of deep learning in safety-critical applications such as autonomous driving}"_”(’”t , medical imaging 3655755 and law 57
is on the rise. Hence, it has become all the more important to understand the limitations of machine learning algo-
rithms in the presence of adversarial entities.

The reason for existence of adversarial examples in deep learning is unknown, but many explanations have been

suggested. One line of work hypothesizes that adversarial examples are inevitable in certain high-dimensional set-

tings”"°?. Goodfellow et al.*’ propose that the reason for adversarial examples may be the linear nature of deep



neural networks. Ilyas et al.*” propose that adversarial examples correspond to non-robust features in the data that
are highly predictive, but brittle. Moreover, it was recently proposed that adversarial risk may be fundamentally at
odds with standard risk—a claim that finds support both in theory“’ and in practice’.

Complementary to the theoretical investigations on why the adversarial examples occur, there have been many
works on how to mitigate such adversarial attacks with provable guarantees if possible. The starting point for such
investigations is to define a notion of adversarial risk that quantifies the robustness of an algorithm to adversarial
attacks. A classification algorithm with high accuracy (low risk) in the absence of an adversary may have poor accu-
racy (high risk) when an adversary is present. Thus, a modified notion known as adversarial risk is used to quantify
the adversarial robustness of algorithms. Algorithms that minimize adversarial risk are deemed adversarially robust.

In this thesis, we deviate from algorithm-dependent investigations on how to mitigate adversarial attacks. We
also deviate from theoretical investigations on why adversarial examples exist. Our focus in this work is on whar ad-
versarial risk really is, what its fundamental limitations are, and what other ways there are to characterize adversarial

robustness. The motivation for this focus is explained in more detail below.

1.1.1 RiGOrRoOUS FOUNDATIONS

There is no universally agreed upon definition of adversarial risk. Even the simplest setting of binary classification
in R? with an ¢, adversary admits various definitions involving set expansions ***#, transport maps“”, Markov ker-
nels®®, and couplings > These works broadly interpret adversarial risk as a measure of robustness to small perturba-
tions, but their definitions differ in subtle details such as the class of adversaries and algorithms considered, budget
constraints placed on the adversary, assumptions on the loss function, and the geometries of decision boundaries.
The diversity of definitions for adversarial risk makes it challenging to compare approaches. Theoretical results
pertaining to one definition of adversarial risk may not apply to another. Moreover, different definitions are mo-
tivated from different view points and the insights that led to the development of algorithms that minimize one
type of adversarial risk may not extend to other definitions. Hence, a common framework for comparing the vari-
ous definitions of adversarial risk is useful both for theoreticians and practitioners. This is the motivation for the

following question.
Question 1. How are the various formulations of adversarial risk related to each other?

In addition to the problem of numerous definitions, there is the problem of rigor. Not all approaches for defin-



ing adversarial risk are rigorous. For instance, the classes of adversarial strategies and classifier algorithms are often
unclear, and issues of measurability are ignored. Although this may be harmless for applied research, it has led to
incorrect proofs and insufficient assumptions in some theoretical works. Thus, we seck to answer the following

question.

Question 2. What assumptions are needed to make adversarial risk well-defined?

1.1.2 FUNDAMENTAL LIMITS

Once a definition for adversarial risk is established, algorithms that minimize it are sought and deemed adversarially

robust. Procedures for finding them have been effective in practice ™"

, spurring numerous theoretical investi-
gations into adversarial risk and its minimizers. For instance, a popular method for defending against adversarial
attacks is adversarial training, wherein a model is trained using the gradient of the loss computed at the worst-case
perturbation of each training data point. The goal in adversarial training is to minimize adversarial risk defined
as expected worst-case loss incurred by a model in the presence of a data-perturbing adversary. Another approach
knows as randomized smoothing aims to make a classifier more robust by “smoothening” its decision boundary
through random averaging. This is done by outputting the majority decision of a classifier on a number of ran-
domly sampled data points close to the test data point.

In light of these investigations on minimizing adversarial risk, a quantity of interest is the optimal adversarial risk,
which is the minimum value for adversarial risk over the space of all possible decision regions of a classifier. Optimal
adversarial risk is analogous to the notion of Bayes risk in a standard learning setup. In a binary classification setup
with equal priors, it is known that the Bayes risk is determined by the total variation distance between the true
probability distributions of the two classes. It was unclear how this result extends to the adversarial setting. In the
presence of a data-perturbing adversary, the risk incurred by any classifier is at least as big as its standard risk. But

it was unknown how much the optimal adversarial risk differs from the optimal standard risk, i.e. the Bayes risk.

This motivates the second major open question addressed by this thesis.
Question 3. How much can the optimal adversarial risk differ from the Bayes risk?

A related question concerns the optimal classifier in the adversarial setting. A recent line of work shows that

non-parametric methods that converge to the Bayes classifier asymptotically can yield non-robust classifiers in the

93,8

presence of an adversary ”*". Hence, the Bayes classifier is not necessarily optimal in the presence of an adversary.



The work of Moosavi-Dezfoolietal. °*, Cohenetal.*’ and Yangetal. ”* suggests that the optimal adversarial classifier
has smoother boundaries than the optimal standard classifier. Even so, the question of how the optimal adversarial

classifier differs from the standard one remains open. Hence, we have the following question.

Question 4. How does the optimal adversarial classifier differ from the Bayes classifier?

1.1.3 ALTERNATIVE CHARACTERIZATIONS

Finding optimal classifiers under 0-1loss is equivalent to hypothesis testing, and there are natural connections of ad-
versarially robust classification to robust hypothesis testing. Classical literature on robust hypothesis testing studies
robust versions of the likelihood ratio test under various (non-adversarial) contamination models such as Huber’s
e-contamination model, the total variation contamination model, or the Levy-Prokhorov metric contamination
model *+**. Contamination models based on f-divergences have also been analyzed for the Kullback-Liebler diver-
gence** and the squared Hellinger distance ***°. These models study robustness to perturbations in data generating
distributions rather than the data itself.

Another line of work studies distributionally robust optimization (DRO)*"?*, wherein the parameters of an
optimization problem are sampled from an unknown probability distribution inside an uncertainty set. In Wasser-
sterin DRO*%27"1 | the uncertainty sets are constructed using the Wasserstein metrics. The advantage of using
Wasserstein metrics is the ability to measure distances between probability distributions with non-overlapping sup-
ports, which is not possible for divergence-based measures.

At first glance, distributional robustness may seem distinct from adversarial robustness. Some recent works
suggest connections between the two, when the distributional uncertainty is measured in the Wasserstein met-
rics 758979 However, it is unclear whether the adversarial robustness model can be reduced to a distributional

robustness model. This motivates the following question.
Question 5. What is the precise relationship between adversarial robustness and distributional robustness?

Optimal adversarial risk is most commonly defined as the minimax risk under adversarial contamination**7°.
Some recent works consider a two-player zero-sum game between the adversary and the classifier where the payoft
is defined as the adversarial risk incurred for a particular choice of contamination by the adversary and a particular

62,67,13

choice of decision region by the classifier »'4. In this game, the minimax risk corresponds to the best payoft

attainable by the classifier when the adversary makes the first move. A natural question to ask is if this risk matches



with the best payoff attainable by the adversary when the classifier makes the first move. An equality between the

two payoffs determines the value of the game and proves the existence of a Nash equilibrium. Hence, we would

like to answer the following question.

Question 6. Is there a Nash equilibrium in the zero-sum game between the adversary and the classifier?

I.2

CONTRIBUTIONS AND THESIS OUTLINE

This thesis addresses all the six questions raised in the preceding section. Our contributions are listed below.

* Rigorous foundations: We address Questions 1 and 2 in Chapter 2.

— Conditions for well-defined adversarial risk: We examine the definitions of adversarial risk based

on set expansions in a binary classification setup with 0-1 loss. For Polish spaces, we observe that
adversarial risk is not Borel measurable, and hence, not well-defined when the decision region is an
arbitrary Borel set (or, when the loss function is an arbitrary Borel measurable function). We show
that the problem can be resolved by considering a Polish space equipped with the universal comple-
tion of the Borel o-algebra and restricting the decision regions to Borel sets (or by restricting the loss
function to be upper semi-analytic, which is stronger than Borel measurability and weaker than uni-
versal measurability). For the Euclidean space with the Lebesgue o-algebra, we show that adversar-
ial risk is well-defined for any Lebesgue measurable decision region. Our key lemma (Lemma 2.3.3)
shows that the Lebesgue o-algebra is preferred over the Borel s-algebra because set expansions are
Lebesgue measurable but not necessarily Borel measurable. For general loss functions, we show that
the expected supremum formulation of adversarial risk is well-defined for upper semi-analytic loss

functions. These results resolve Question 1, and are contained in Section 2..3.

Equivalences between adversarial risk definitions: We show that the definition of adversarial risk
using set expansions is identical to a notion of risk that appears in robust hypothesis testing with
oo-Wasserstein uncertainty sets. We prove this result in Polish spaces using the theory of measurable
selections *°. In RY, we are able to use the powerful theory of Choquet capacities ' (in particular,
Huber and Strassen’s 2-alternating capacities *°) to establish results of a similar nature. In addition,

we derive the conditions under which this notion of adversarial risk is equivalent to alternative no-



tions defined using transport maps and Markov kernels. These results address Question 2, and are

contained in Section 2.4.
* Fundamental limits: We address Questions 3 and 4 in Chapter 3.

— Optimal adversarial risk via optimal transport: We resolve Question 3 in the binary classification
with o-1 loss setting by deriving a formula for the optimal adversarial risk in terms of an optimal trans-
port cost between the two data distribution. Our proof is novel and simple and connects adversarial
machine learning to well-known results in optimal transport theory. We show that the formula can be
extended to the case of unequal priors by considering an unbalanced optimal transport cost between
scaled data distributions. The main tool we use is Theorem ¢ in which we generalize a classical result

80,8

of Strassen on excess-cost optimal transport ¢ from probability measures to finite measures with

possibly unequal mass. These results are contained in Section 3.1.

— Optimal adversarial classifiers via optimal couplings: We construct optimal couplings for the op-
timal transport cost that determines the optimal adversarial risk when the two data distributions are
univariate normal, uniform over intervals, and triangular. We resolve Question 4 in these cases by
determining the optimal adversarial classifiers using the optimal couplings. Our results indicate that
the decision boundary can be sensitive to the adversary’s budget. These results are contained in Sec-

tion 3.2.

— Results for continuous loss functions: For continuous loss functions, we derive upper and lower
bounds on the optimal adversarial risk which depend on convexity and smoothness assumptions of
the loss with respect to data. We also partially address Question 4 by upper bounding how much the
optimal hypothesis with an adversary can deviate from the optimal hypothesis without an adversary.
These bounds are in terms of the curvature of the loss function with respect to the parameters of the

hypotheses. These results are contained in Section 3.3.

— Adversarial risk bounds for real-world datasets: We calculate the optimal adversarial risk for the
CIFAR 10, MNIST, Fashion-MNIST, and SVHN datasets. We perform a similar calculation for data-
augmented versions of these datasets. The non-zero values resulting from these calculations high-
light the impossibility of being completely accurate—even on the training set—in adversarial settings.

These results are contained in Section 3.4.



* Alternative characterizations: We address Questions s and 6 in Chapter 4.

— Distributional robustness perspective: We consider a robust hypothesis testing setup where the
true distributions are contaminated in -balls measured in the co-Wasserstein metric. We prove that
there exists a least favorable pair of distributions (LFDs) in the uncertainty sets that determine the
optimal error achievable in this setting. For Polish spaces with a midpoint property, our proof uses
a novel characterization of the D, optimal transport cost from Section 3.1 in terms of the shortest
total variation distance between 17, probability balls. For R4, our proof borrows from the results

of Huber and Strassen *° on 2-alternating capacities. These results are contained in Section 4.1.

— Game theoretic perspective: We consider the setup of a zero-sum game between the adversary and
the classifier. We show that the value of this game (adversarial risk) is equal to the minimum Bayes
error between a pair of distributions belonging to the co-Wasserstein uncertainty sets centered around
true data-generating distributions. We prove the existence of a pure Nash equilibrium in this game

62,6713

for R and for Polish spaces with a midpoint property. This extends/strengthens existing results

to non-parametric classifiers. These results are contained in Section 4.2.



[T]he requirement of rigor, which has become proverbial
in mathematics, corresponds to a universal philosophical
necessity of our understanding; . . . A new problem, espe-
cially when it comes from the world of outer experience, is
like a young twig, which thrives and bears fruit only when
it is grafted carefully and in accordance with strict horticul-
tural rules upon the old stem, the established achievements

of our mathematical science.

David Hilbert, Lecture at the ICM - Paris, 1900

Rigorous Foundations

2.1 NOTATION AND PRELIMINARIES

2.1.1 NOTATION

Throughout the thesis, we use X" to denote a Polish space (a complete, separable metric space) with metric 4 and
Borel o-algebra B(X'). Forx € X and 4 C X, we define the distance of x from A as, d(x, 4) = inf,c4d(x, ).
Forx € X and» > 0, let B,(x) denote the closed ball of radius 7 centered at x. We use P(X') and M (X') to denote
the space of probability measures and finite measures defined on the measure space (X', B(X')), respectively. Let
B(X) denote the universal completion of B(X). Let P(X') and M (X’) denote the space of probability measures
and finite measures defined on the complete measure space (X, B(X)). For u, v € M(X), we say » dominates u
if u(4) < »(4) forall4 € B(X) and write x < v. When X’ is R%, we use £L(X’) to denote the Lebesgue o-algebra

and A to denote the d-dimensional Lebesgue measure. For a positive integer 7, we use [z] to denote the finite set

{1,...,n}.



2.1.2  METRIC SPACE TorPOLOGY

Lete > 0and 4 € B(X'). We introduce the following three notions of expansion of the set 4 by .
Definition 1. (Minkowski set expansion) The e-Minkowski expansion of A is given by AV := U,c 4B.(a).
Definition 2. (Closed set expansion) The e-closed expansion of A is defined as 4° := {x € X : d(x,4) < ¢}.
Definition 3. (Open set expansion) The e-open expansion of A is defined as 49 := {x € X : d(x, 4) < &}.

We use the notation 4~ to denote ((4°)?)". Similarly, 49¢ := ((4°)%*)". For example, consider the set 4 =
(0,1] in the space (X, d) = (R,|-|) ande > 0. Then A% = (—¢,1+&], 4° = [~¢,1 + ] and 49 = (—¢,1 +¢).
Forany 4 € B(X), A° is closed and 49 is open. Hence, A5, 49 € B(X'). Moreover, A9) C A% C 4. However,
A% may not be in B(X') (see Lemma 2.3.1). In general, the Minkowski sum of two Borel sets need not be Borel *°,

and that of two Lebesgue measurable sets need not be Lebesgue measurable”>.

2.1.3 OPTIMAL TRANSPORT

Let u,v € P(X). A coupling between p and » is a joint probability measure 7 € P(X?) with marginals g and ».
The set IT(x, ») C P(X?) denotes the set of all couplings between p and v. The optimal transport cost between p

and » under a cost function ¢ : X X X — [0, 00) is defined as,

T(u,v) = inf /X2 c(x, o )dm(x, x). (2.1)

7€ (,7)

1
For a positive integer p, the p-Wasserstein distance between g and v is defined as, W}, (¢, v) = (T (¢, 7))?. The oo-

Wasserstein metric is defined as Weo (1, ) = limy o0 W (2, 7). It can also be expressed in the following ways *°.

Weo(u,v) = inf esssup d(x,«') = inf{d > 0 : u(4) < »(4°)VA4 € B(X)}. (2.2)
7€) (g /)

Givenay € P(X) and a measurable function f': X — X, the push-forward of p by f'is defined as a probability
measure fi, € P(X) given by fi, = p(f'(4)) forall4 € B(X).
2.1.4 SUBMODULAR CAPACITIES

We introduce the following definitions from the work of Huber and Strassen“°.
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Definition 4 (Capacity). A setfunctionv : B(X') — [0, 1] is a capacity if it satisfies the following conditions.
1. v(¢) = 0and (X)) = 1, where ¢ denotes the null set.
2. Ford,BC X, A C B = v(4) <v(B).
3. Ay T A = v(d,) T o(4).
4. F, | F,F, closed = o(F,) | v(F).

Definition s (2-Alternating Capacity). A capacity v defined on the measure space (X', B(X')) is called 2-alternating

if it satisfies the following condition for any 4, B C X.
v(AUB) +0v(ANB) <ov(d)+ v(B). (2.3)

Note that the above 2-alternating condition is equivalent to the submodularity condition for defining a submod-
ular set function. Hence, 2-alternating capacities are also known as submodular capacities.

For any compact set of probability measures = C P (X)), the upper probability defined as v(4) = SUp ez u(4)
is a capacity *°. The upper probability of e-neighborhoods of a ¢ € P(X) defined using either the total variation

metric or the Levy-Prokhorov metric can be shown to be a 2-alternating capacity *°.

2.2 A SURVEY OF THE MANY FACES OF ADVERSARIAL Risk

In this section, we review several definitions for adversarial risk that are found in the literature. First, we consider a
setting of general loss functions, where classifiers are parametrized by parameter w in a hypothesis class W. Next,
we consider a binary classification setting with the 0-1 loss function, where non-parametric classifiers of the form

fa(x) = 1{x € 4} correspond to decision regions 4 C X.

2.2.1 GENERAL Loss SETTING

Let X be the feature space, a Polish space equipped with a distance metric 4. Let ) be a finite set of labels. Let p be
the true data distribution of labeled data points (x, y) € &' x ), which can be expressed as p(x, y) = p y ey y (x)
where p, (y) is the marginal probability of label y € ) and Puly (x) is the conditional probability of x € X given
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the label y. Let W denote the hypothesis class. Let £ : (X x )) x W — [0, 00] denote a loss function that is
measurable with respect to B(X) forall w € W.

Consider a data-perturbing adversary of budget ¢ > 0 that perturbs any data pointx € X tox’ € X such that
d(x,x") < e. The adversarial risk of a classifier w € ¥V under a loss function £ in the presence of such an adversary

is given by,

Re.(f,w) = E(xp)~p L(sup 5((x”},),w)] . (2.4)

x,x')<e

If the loss function £(-, w) is upper semi-continuous and bounded above for all w € W, Meunier et al. (°*)
show that Rg, (¢, w) is well-defined. But in general, it may not be so.

One way to resolve measurability issues is to restrict the adversary to use measurable transport maps for data
perturbation. Let F := {f, : X — X, f,is Py~ measurable | y € Y} denote a collection of measurable maps
for each label y € ). We say that Fis of budget ¢ (denoted by F € F,) if d(x, f,(x)) < ¢ with probability 1 for

(x,7) ~ p. Under such an adversary, the adversarial risk may be defined as follows.

R (6, w) = sup E(ey)mp [L((5(2),9), 0)] - (2.5)

The above definition was used for the binary classification setting in Pinot et al.“” A more general definition for
adversarial risk was proposed in Pydi and Jog®® using Markov kernels. Let x denote a set of Markov kernels Ky
fory € Y. Let JO’(ny ) denote the joint distribution of (x, y,«) induced by x. We say that the Markov kernel
adversary x hasa budget ¢ (denoted by x € K)ifd(x,x") < & Py WhereJO’(Cx,x’)U € P(X x X') denotes the
conditional distribution of (x, x’) given y € ) and &’ is the perturbation of the data point x with label y using the

Markov kernel Ky € x. Under such a Markov kernel adversary, adversarial risk is defined as the following in Pydi

and Jog“".

RKE(& w) = sup ]E(x,y,x’)NJo’(C , [E((x’,y), w)] . (2-6)
€K, %)

Another way to define adversarial risk is by considering perturbations to the input data distributions rather than
individual data points. Optimal transport-based perturbations, in particular the co-Wasserstein metric (denoted by

W) has been used to define such perturbations (°*°*). Let an adversary y be defined as a collection of perturbed
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probability distributions for each label i.e., y := {pi,b, € P(X)[y € V}. We say that the adversary y has a budget ¢
(denoted by I, ) if W ) < eforally € Y. Under such a distribution perturbing adversary, the adversarial
y dy Py v p g Y

risk is defined as,

Rr,(l,w) =supE ., v » |£ ¥, y),w)]. (2.7)
r.(¢, w) yel}z () ﬁypx,ly[(( 7) )}

The use of co-Wasserstein metric for defining adversarial risk is motivated by the following fact: For ¢, » € P(X),
Woo(u,v) < ¢ if and only if there exists a coupling (a joint probability distribution) 7 € II(x, ) such that
d(x,x') < e with probability 1 for (x,«”) ~ 7. That means, all the probability mass under the distribution # may
be transported to » without transporting any mass by more than ¢ almost surely.

The following inequality is an immediate consequence of the above definitions of adversarial risk:
R@(ﬁ, w) < RKE(& w) < Rrg(ﬁ, w) (2.8)

We shall investigate conditions for equality in the above inequality and relations between the above three formula-

tions of adversarial risk and the classical formulation Rg;. (¢, w).

2.2.2  BINARY CLASSIFICATION WITH o-1 LOSS SETTING

In this subsection, we consider a binary classification setting where the label space Y = {0, 1}. Let pg, p1 € P(X)
be the data-generating distributions for labels 0 and 1, respectively. Let the prior probabilities for labels 0 and 1 be
in the ratio 7" : 1 where we assume 7" > 1 without loss of generality. For any set 4 € B(X), we may consider a
classifier f4(x) := 1{x € A} which labels any point in the set 4 as 1 and any point in 4 as 0. We say that such a
classifier has a decision region 4. The error (standard risk) incurred by such a classifier under the 0-1 loss function
is, Rapo(Lo/1,4) = 7gp0(4) + 71 (4°).

An adversary of budget ¢ > 0 can perturb any x € X tox’ € B.(x). It follows that any x € A can be perturbed

tox € UyeyB.(a) = A%, Hence, adversarial risk could be defined as

1

APE
( )+T+1

Repe(boyr1,4) = P(A)T). (2.9)

T+ 12°

The above formulation is a special case of (2.4) for the 0-1 loss function. Indeed, forx € X andy € {0,1},
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bop((x,9),4) = {x € 4,y = 0} + 1{x € 4°, y = 1}. Hence,

Ree(bo/1,4)

T 1
=—F sup H{«' € 4}| + ——FE sup 1{«' € 4}
r+1 7 d(xx')<e r+1 7 d(x,x')<e
T 1 .
= ——po(4® A4)%).
720U+ (A7)

A problem with the formulation in equation (2.9) is the ambiguity over the measurability of the sets 4% and
(A4°)®¢. Even when 4 € B(X), it is not guaranteed that 4%, (49)%* € B(X) (see Appendix A for an example).
Hence, Rgy(£y 1, 4) is not well-defined for all 4 € B(X'). It is shown in Pydi and Jog " that Re, (£ 1, 4) is well-
defined when A is either closed or open. A simple fix to this measurability problem is to use closed set expansion

instead of the Minkowski set expansion, as done in Mahloujifar et al. °” This leads to the following formulation.

T
T+

Re(bopr,4) = 7 —po(A) + ((4)). (2.10)

T+1

The above definition is well-defined forany 4 € B(X) because A and (A4°)* are both closed and hence, measurable.
However, under the above definition, a point x € 4 may be perturbed to ' € A° such that d(x,«’) > ¢. For
example, when 4 = (0, 1), we have 4° = [—¢, ¢] and an adversary may transport x = 3 > 0 tox’ = —¢, violating
the budget constraint at x. Another problem with this definition is the fact that we do not recover the standard risk
by setting ¢ = 0 in the above definition.

Alternatively, one can also fix the measurability problem by considering open set expansions, as done in Bungent

etal.”’, leading to the following formulation.

Ry (bop, A) = (A)) + ———p((4))). (2.11)

1
T+ 1 T+1
Like R.(€y1,4), R,y (€1, 4) is also well-defined for any 4 € B(X). As remarked in Bungentetal. %, a drawback

with this approach is that setting £ = 0 does not recover the standard risk definition.

Remark 1. The formulations in equations (2.4), (2.9) and (2.10) can give a strictly positive adversarial risk even
for a “perfect” (i.c., Bayes optimal) classifier. This is consistent with the literature on adversarial examples where even

a perfect classifier is forced to make ervors in the presence of evasion attacks. These formulations of adversarial risk
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corvespond to “constant-in-the-ball” risk of Gourdean et al.’”, and “corrupted-instance” risk in Diochnos et al.”’ and
Mabloujifar et al.’”* Here, an adversarial risk of zero is only possible if the supports of py and py are non-overlapping
and separated by at least 2. This is not the case with other formulations of adversarial risk such as “exact-in-the-ball”
risk’?, “prediction-change risk and “error-region” risk>>>°. We focus on the “corrupted-instance” family of risks in this

work.

Another approach to defining adversarial risk is by explicitly defining the class of adversaries of budget ¢ as mea-
surable transport maps f: X — X that push-forward the true data distribution such that no point is transported
by more than a distance of ; i.e., d(x, f{x)) < e. The transport map-based adversarial risk” is formally defined as

follows:

T 1
R (by)1,4) = su ———fotne (A) + =—F18, ((49)). (2.12)
VxeX d(x,fi(x))<e

It is easy to see that the above definition is a special case of the definition in equation (2.5) for the 0-1loss function.
Yet another definition uses the robust hypothesis testing framework with 17, uncertainty sets. In this approach,
an adversary perturbs the true distribution p; to a corrupted distribution ] such that W (p;, p}) < . From (2.2),
this is equivalent to the existence of a coupling 7 € T1(p;, p;) such thatesssup, .y, d(x,2') < e. The adversarial
risk with such an adversary is given by

TP(A)+

Ry, (b, 4) = sup T+1 0

Woo (p1,0}), Woo (po,pf) e

1 / c
mpl((A ) (2.13)

Clearly, Rf, (¢ >4 ) < Rr, (4 >4 ), but conditions for equality were not studied in prior work. Moreover, their
relation to set expansion-based definitions in (2.9) and (2.10) was also unknown.
2.2.3 OTHER RELATED NOTIONS OF ADVERSARIAL Risk

2.2.3.1 ERROR REGION ADVERSARIAL Risk

In this thesis, we assume that the true data distribution p(x, y) is expressed as ﬁy@)f’xu (x). This model allows for
randomness in the label y for a fixed x. A special case of this model is when the existence of a true labelling function

is assumed; i.c., there exists a function ¢ : X — Y such that ¢(x) is the true label of x for any x € X'. That s,
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,(x,y) = Hy = c(x) }p, (x). Under this model, Gourdeau et al. ** define constant-in-the-ball risk as
R(h) = ]P’xwﬁx[ﬂx/ cd(w, i) < e, b(x) # c(x)]. (2.14)
Rewriting in terms of expectation, we get the following.

R(h) = IExNﬁxl{Elx/ cd(x, ) < e, b(¥) # o(x)} = By,

sup  1{h(x') # c(x)}] .

d(xx')<e

Hence, the constant-in-the-ball risk defined above is identical to adversarial risk defined in (2.4) for 0-1loss function
under hypothesis . The same notion of risk is also called the corrupred instance risk in Diochnos et al.**.

A related notion of adversarial risk is the following:

R(h) = Evvp, L(sup Hh(x') # c(x/)}] . (2.15)

x,x ) <e

Here, the loss on the perturbed data point is evaluated with respect to the true label at the perturbed data point; i.e.,
¢(x’) rather than the true label of the original data point ¢(x). This notion of adversarial risk is termed exact-in-the-
ball risk in Gourdeau et al.’* and error-region risk in Diochnos et al.**. A key difference between R(b) in (2.14)
and R'(b) in (2.15) is that R'()) is exactly equal to 0 for b = ¢ for any ¢ > 0 whereas R (/) may be strictly positive
even for h = c. Thus, the definition of R’ (/) allows for the existence of an optimal classifier whose adversarial risk is
0, while the optimal classifier that minimizes R (/) may still have a non-zero adversarial risk. As noted in Gourdeau
et al.**, R(h) measures the sensitivity of the output label to corruptions in the input, while R’ (/) measures how

well a hypothesis fits the ground-truth even with corrupted inputs.

2.2.3.2  DISTRIBUTIONALLY ROBUST Risk

The adversarial risk formulation under a distribution perturbing adversary has been widely studied in the distri-
butionally robust optimization (DRO) literature **", with special focus on Wasserstein DRO *»*7"*. The advan-
tage of using Wasserstein metrics is the ability to measure distances between probability distributions with non-
overlapping supports, which is not possible for divergence-based measures.

The distributional uncertainty set is typically centered at the empirical distribution of the data points, unlike

definition (2.7) where it is centered around the true data generating distribution. Bertsimas et al.° note that when
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the support of the true distribution is unbounded, the ¥ -uncertainty set around the empirical distribution
does not contain the true distribution for any . Hence, W-distributional robustness is not considered in the
distributional robustness setting, except for the works of Tu et al.“° and Staib and Jegelka”® that make a similar
observation as our Theorem s. Distributionally robust risk has also been studied in a minimax statistical learning

framework in 53¢’

for deriving generalization error bounds.

In the setting of Section 2.2.1, we may extend the Rr, (¢, w) definition of adversarial risk to a p-Wasserstein distri-
butionally robust risk. As before, let an adversary y be defined as a collection of perturbed probability distributions
for each label ie., y := {0/, y € P(X)|y € V}. We say that the adversary y has a budget ¢ in p-Wasserstein met-
ric (denoted by T¥) if W (p, ¢, ) < ¢forally € V. Under such a distribution perturbing adversary, the

p-Wasserstein distributionally robust risk is defined as,

RD@) (¢,w) = sup E(x'v}')“’ﬁ}ﬁil‘y [f((x/,y), w)] . (2.16)
yerl, g(‘a )
The Ry, (¢, w) definition of adversarial risk is therefore a special case of the p-Wasserstein distributionally robust
risk, er(,,) (¢, w), with p = oc.
For any u,v» € P(X) and integers p, g satisfying1 < p < g < 00, we have the inequality W (¢, 7) <

W,(u,v) < Wy(g,»). Hence, I, C T, ,Sq) - ng ). "This leads to the following inequality.
Rrs (67 w) < Rl—gq) (Ev w) < RI—E(P) (Ev w) (2“17)

2.2.3.3 SURROGATE LOSSES FOR ADVERSARIAL Risk

Before adversarial deep learning, minimax risk was studied in the context of robust classification with linear classi-
fiers and SVMs57+9%7>18  Here, one proposes surrogate robust loss functions that can be tractably minimized. A
similar strategy for minimizing adversarial loss may be found in**. For a discussion of surrogate losses, we refer the
reader to Bao etal.”.

In practice, the inner maximization term in the adversarial risk is approximated using gradient methods like the
Fast Gradient Sign Method (FGSM)*>'“. This gives rise to several related notions of risk that can be interpreted as
a Taylor approximations for adversarial risk in definition R, (¢, w).’*7?

Surrogate loss functions for ensuring Wasserstein distributional robustness have been proposed in***7, and ro-
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bustness with respect to other optimal transport-based perturbations is studied in*'. A key idea in these works is
the dual formulation of optimal transport distances. As we will see in the next section, adversarial robustness is
equivalent to W -distributional robustness. However, the recent work on optimal transport-based robustness
cannot be readily extended to the W.-case because the 17 ,-metric does not admit a transport-cost minimizing
formulation (for instance, compare (2.1) with (2.2)) and so the classic Kantorovich-Rubinstein duality cannot be

applied.

2.2.3.4 ADVERSARIES IN ROBUST STATISTICS

Finding optimal classifiers under 0-1 loss is equivalent to hypothesis testing, and there are natural connections
of adversarial machine learning to robust hypothesis testing. Classical literature on robust hypothesis studies ro-
bust versions of the likelihood ratio test under various (non-adversarial) contamination models such as Huber’s
e-contamination model, the total variation contamination model, or the Levy-Prokhorov metric contamination
model *+**. Contamination models based on f-divergences have also been analyzed for the Kullback-Liebler diver-
gence** and the squared Hellinger distance *”#°.

For general loss functions, finding the parameters w* € WV is akin to minimax robust estimation. Classical litera-
ture on minimax robust estimation studies problems such as density estimation and regression under a parametrized
uncertainty set of probability measures*>. When the uncertainty sets are constructed with the Hellinger distance,

methods are known for obtaining nearly optimal estimators’**°.

2.3 CONDITIONS FOR WELL-DEFINED ADVERSARIAL RisK

In this section, we discuss the conditions under which the definitions for adversarial risk presented in Section 2.2
are well-defined. In Subsection 2.3.1 we present the results for the binary classification setting under 0-1 loss and

in Subsection 2.3.2 we discuss the setting of more general loss functions.

2.3.1  BINARY CLASSIFICATION WITH 0-1 Loss SETTING

As stated in Section 2.2, Rg,. (£ /1, 4) may not be well-defined for some decision regions 4 € B(X') because of the

non-measurability of the sets 4% and (4°)®*. Specifically, we have the following lemma.

Lemma 2.3.1. Foranye > 0, there exists A € B(X) such that A% ¢ B(X).
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The proof of Lemma 2.3.1 is in Appendix B.1.1.

In this section, we lay down the conditions under which the ambiguity on the measurability of A% can be
resolved. We begin by presenting a lemma that shows that 4%* is an analytic set (i.e., a continuous image of a Borel
set) whenever A4 is Borel. It is known that analytic sets are universally measurable; i.e., they belong in B(X), the
universal completion of the Borel o-algebra B(X’), and are measurable with respect to any finite measure defined

on the complete measure space, (X, B(X)).
Lemma 2.3.2. Let A € B(X). Then, A% is an analytic set. Consequently, A% € B(X).

The proof of Lemma 2..3.2 is in Appendix B.1.1. By virtue of Lemma 2.3.2, we have the following.
Theorem 1. Let po, p1 € P(X). Then forany A € B(X), Rae({o 1, 4) is well-defined.

The proof of Theorem 1 is in Appendix B.1.1. For the special case of X' = R4, we can further strengthen
Theorem 1 to include all Lebesgue measurable sets £(X') instead of just Borel sets B(X’). For this, we use the

COHCCpt OprI'OLlS sets.

Definition 6 (Porous set). A set £ C X is said to be porous if there exists2 € (0,1) and 79 > 0 such that for

every 7 € (0, 79] and every x € X, thereisanx’ € X such that B,,(x') C B,(x)\E.

Porous sets are a subclass of nowhere dense sets. Importantly, 2(E) = 0 for any porous set £ C R??°. By the

following lemma, the set difference between the closed/open set expansions is porous.
Lemma 2.3.3. Let (X,d) = (R%|| - ||) and A € L(X). Then E = A\ A is porous.

The proof of Lemma 2..3.3 is in Appendix B.1.1. Lemma 2.3.3 plays a crucial role in proving that 4%¢ € L(X)
whenever 4 € L(X). We recall that 4% is the Minkowski sum of 4 with the closed e-ball. In general, the
Minkowski sum of two Lebesgue measurable sets is not always Lebesgue measurable”>*?. So the fact that one
of them is a closed ball in case of A%* is important. In the following theorem, we use Lemma 2.3.3 to prove the

measurability of 4% and in turn prove that Re (£ 1, 4) is well-defined for any 4 € L(X).

Theorem 2. Let (X,d) = (R, || - ||). Let po,p1 € P(X) and lete > 0. Then forany A € L(X), Rae(€o)1,4)

is well-defined.
Proof. By Lemma 2.3.3 A\ 4% is porous, and so A(4°\49)) = 0. Hence, 2(4°) = 1(49)). Using the fact that
A9 C A% C 4%, we have A%\ 49 C 49\ 4°). Hence, 1(A%\49)) = 0. Therefore, 4% € L(X) and 1(A4%*) =

A2(A4°) = A(49). Since A%, (4)® € L(X), Rg.(Ly)1,A) is well-defined. O
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2.3.2  GENERAL LOss SETTING

In the expected-supremum formulation of adversarial risk shown in (2.4), the worst-case loss function given by
SUP oy <. ((*', %), w) may not be measurable even when £((x’, ), w) is measurable for every ¥’ € X because
the supremum is taken over an uncountable family of measurable functions. In this subsection, we resolve this
ambiguity over the measurability of the worst-case loss function.

A real-valued function ¢ : X — R is called upper semi-analytic if the set {x € X : @(x) > ¢} is an analytic set
forevery ¢ € R. Since every Borel set is an analytic set, it follows that every Borel measurable function is upper semi-
analytic. However, the converse is not true in general. Nevertheless, upper semi-analytic functions are universally
measurable owing to the fact that analytic sets are universally measurable. We now present alemma that shows that
the worst-case loss function sup ;). ¢ ((«', ), w) is universally measurable if £((+, y), ) is upper semi-analytic

x,x )<

forally € Yandw € W.

Lemma 2.3.4. If the loss function £((-, y), w) is upper semi-analytic forally € Y andw € W, then the worst-case loss
Sunctionsup ., ) ¢ (¥, ), w) is also upper semi-analytic and bence universally measurable. Therefore, Rg,. (£, w)

is well-defined on the measure space (X, B(X)).

The proof of Lemma 2.3.4 is in Appendix B.1.2. For the special case of X = R, we can further extend the
measurability of the worst-case loss function from upper semi-analytic functions to the more general Lebesgue

measurable functions, as shown in the following lemma.

Lemma 2.3.5. Let (X, d) = (R?,||-||). Then, Rg. (€, w) is well-defined for any loss function £ = (X x V) x W —

[0, 00| for which £((-, y), w) is Lebesgue measurable for ally € Y and w € W.

The proof of Lemma 2.3.5 is in Appendix B.1.2.
Now that we have established the conditions for which Rg, is well-defined, in the next section, we explore its

relation to other notions of adversarial risk.

2.4 EQUIVALENCES BETWEEN ADVERSARIAL R1SK DEFINITIONS

In this section, we show the conditions under which R, (€1, 4) is equivalent to other notions of adversarial

risk based on transport maps and W, robustness. The equivalences established in this section are summarized in
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Table 2.1: Equivalences among adversarial risk formulations for 0-1 loss. Rg;.(4), R,(A), R, (A) and Rr, (A) denote adversarial
risk for 0-1 loss function (@0/1) for a binary classifier with decision region 4 (i.e.fA(x) = l{x S A}), defined using Minkowski set
expansions, closed set expansions, transport maps and co-Wasserstein metric respectively. B(X) and E(X) denote the Borel and
Lebesgue g-algebras. (X', B(X')) denotes the universal completion of the Borel measure space, (X, B(X)).

‘ Equivalences in Adversarial Risk ‘ Conditions ‘
Rg.(A) = Rr.(A) RY: A4 € L(X)or (X,B(X)): 4 € B(X)
Ree(A) = Rr,(d) = Rr,(4) (X,B(X)): 4 € B(X)

Rg.(A) = Rr,(4) = Rp(4) = R.(4) = R.(4) | R": 4 € L(X) and py, p) have densities

Table 2.2: Equivalences among adversarial risk formulations for general loss. R, (w), Rr.(w), Rk, (w) and Ry (w) denote adversarial
risk for a loss function £ for a classifier parametrized by w € WV, defined using expected supremum, transport maps, Markov kernels
and 0o-Wasserstein metric respectively. (X', 3(X')) denotes the universal completion of the Borel measure space.

Equivalences in Adversarial Risk Conditions
R$2<w) = Rrs(w)
Rg.(w) = Rr,(w) = Ri,(w) = Rg,(w)

R?: {((x, y), w) Lebesgue measurable in x, or
(X,B(X)): ¢((x,y), w) upper semi-analytic in x
(&, B(X)):

,B(X)): £((x,y), w) upper semi-continuous in x

Tables 2.1 and 2.2. In Subsection 2.4.1, we consider general Polish spaces and in Subsection 2.4.2, we consider the
Euclidean space.
2.4.1  RESULTS ON POLISH SPACES VIA MEASURABLE SELECTIONS

We begin by proving the equivalence between the definitions for adversarial risk based on the three notions of set

expansions.

Theorem 3. Let (X,d) = (R || - ||). Let po,p1 € P(X) be absolutely continuons with respect to the Lebesgue
measure. Let ¢ > 0. Then forany A € L(X),

RE)(ZO/MA) = R@S(EO/UA) = Ri(g()/l)A)'

Proof. By Lemma 2.3.3 A°\ 4% is porous, and so A(4°\49)) = 0. Hence, 2(4°) = A(A9)2(4)). Therefore, the
desired result follows from the assumption that py and p; are absolutely continuous with respect to the Lebesgue

measure. ]

We now present a lemma that links the measure of e-Minkowsi set expansion to the worst case measure over a
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W oo probability ball of radius .

Lemma 2.4.1. Letp € P(X)and A € B(X). Then SUP g (u)<e ¢ (A) = u(A%). Moreover, the supremum in

the previous equation is achieved by a u* € P(X) that is induced from p via a measurable transportmap @ - X — X
(e u* = goﬂﬂ)mtz'sﬁlz'ngd(x, o(x)) <ceforallx € X.

The proof of Lemma 2.4.1 is in Appendix B.2.1. A crucial step in the proof of Lemma 2.4.1 is finding a mea-
surable transport map @ such that o' (4) = 4% and d(x, p(x)) < ¢forallx € X. In the following theorem,

we use Lemma 2.4.1 to establish the equivalence between three different notions of adversarial risk introduced in

section 2.2..

Theorem 4. Let po, py € P(X)and A € B(X). Then Res.(€o )1, 4) = Rg,(Lo1,4) = Rr,(Cy 1, A). In addition,
the supremum over fo and fi in Ry, ({1, A) is attained. Similarly, the supremum over py and pj in Ry, (€y 1, A) is
attained.

Proof. Since 4 € B(X), 4° € B(X) and by Lemma 2.3.2, 4%, (4)®* € B(X). Therefore Rgy.(£o1,4) is
well-defined. By Lemma 2..4.1, we have

T 1
Rr,(boyr,4) = sup  ——p(d) + ———=p1((4))
W pogty<e T 1 T+1

Weo (Ph]’{)gf

T , 1 ,
== su A | +=—— su ((49)
T+1 (Woo@oi@sfpo ) T+1 (Woomiosfpl

1 c 2
—n((A9)

T
= ———po(4**
T+

= R@s(g()/laA)'

By Lemma 2.4.1 again, the supremum over p(, and g in Rr, (£y 1, 4) is attained by measures pushed forward from

po and py via some measurable maps fo and fi. From this, the remaining assertions of the theorem follow. L]

We will now extend the above result to more general loss functions. The following lemma plays a critical role in

doing this.

Lemma 2.4.2. Let u € P(X). Then for any real-valued upper semi-analytic function function  : X — [0, 00),

sup  Eoplp(v)] = Erny
Woo () e

sup ¢(x’)] . (2.18)

d(xx')<e
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Moreover, if the function @ is upper semi-continuous, then the supremum on the left hand side in the previous equation
is achieved by a u* € P(X) that is induced from p via a universally measurable transport map m : X — X (i.c.

@ = my,) satisfying d(x, m(x)) < ¢ forall x € X.

The proof of Lemma 2.4.2 is in Appendix B.2.1. Using Lemma 2.4.2, we prove the following theorem, which

generalizes Theorem 4 to more general loss functions.

Theorem s. If the loss function £((-,y), w) is upper semi-analytic for all y € Y and w € W, then Rg. (¢, w) =
Ry, (0, w). If in addition, U((-,y),w) is upper semi-continuous for all y € Y and w € W, then Rg.({,w) =
RFe (67 LU) - RKg (67 LU) = Rre (67 w)

Proof.

Rr.(l,w)=supE , 0(x,y), w
r. (4, w) yeE () joy,oz,ly[(( ”) )]

=By, L sup (), w>]

() <e

= R@E(f, w),

where the second inequality follows from Lemma 2.4.2 because of the assumption that £((+, y), w) is upper semi-
analytic forally € Yandw € W.

With the stronger assumption that £((+, y), w) is upper semi-continuous forally € Yandw € W, Lemma2.4.2
shows that for every y € )/, there exists a universally measurable transport map 7z, : X' — X satisfyingd(x, m(x)) <

eforall x € & such that the following holds.
Rrgﬁ,u} = su Ex’ ~p o l x/, ,w
( ) 7€E (' y) foypx’ly [ (( }’) )]
= E(x,}’))Nﬁypx‘y [5((”‘}'(35)7)’% LU)]

< sup E(x7),)wﬁ [5((}3,(26),)’), w”
FeF;

=R ({,w).

Combining the above inequality with (2.8), we have Rg, (¢, w) = R, ({,w) = Rg.(¢,w) = Rr,({, w).
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2.4.2  RESULTS IN R? via SUBMODULAR CAPACITIES

In this subsection, we establish a connection between adversarial risk and Choquet capacities '” in R4, This con-
nection allows us to extend Theorem 4 from Borel sets to the broader class of Lebesgue measurable sets. We will
again use this connection for proving minimax theorems and existence of Nash equilibria in Chapter 4. We begin

with the following definitions.

Definition 7 (Capacity). A set functionv : B(X') — [0,1] is a capacity if it satisfies the following conditions: (1)
(@) =0and v(X) = L;(2)For4,B € B(X),A C B = v(4) <v(B);(3)4, 14 = v(4,) T v(4);and

(4) F, | F, F, closed = o(F,) | v(F).

Definition 8 (2-Alternating Capacity). A capacity v defined on the measure space (X, B(X')) is called 2-alternating

ifo(AUB)+v(ANB) <ov(d)+ov(B)foralld, B € B(X).

For any compact set of probability measures = C P(X), the upper probability defined as v(4) = Sup,c= u(A)
is a capacity *°. The upper probability of e-neighborhoods of a z € P(X’) defined using either the total variation
metric or the Levy-Prokhorov metric can be shown to be a 2-alternating capacity *. The following lemma shows

that 4 — u(A%%) is a 2-alternating capacity under some conditions.

Lemma 2.4.3. Let (X, d) = (R || - ||). Letu € P(X) and let e > 0. Define a set function v on X such that for

any A € L(X), v(A4) 1= u(A%). Then v is a 2-alternating capacity.

The proof of Lemma 2.4.3 is included in Appendix B.2..2.

Now we relate the capacity defined in Lemma 2.4.3 to the /¥4, metric. Since the e-neighborhood of a u €
P(X) in W metric is a compact set of probability measures®®, the upper probability over this /W ¢-ball is a
capacity. The following lemma shows that it is a 2-alternating capacity, and identifies it with the capacity defined

in Lemma 2.4.3.

Lemma2.4.4. Let (X, d) = (R, ||-|)). Letpe € P(X). Thenforanyd € L(X), sume(#yﬁ/)SS//(A) = u(A4%).

Moreover, the supremum in the previous equation is attained.

The proof of Lemma 2.4.4 is included in Appendix B.2.2. Lemma 2.4.4 plays a similar role to Lemma 2.4.1 in

proving the following equivalence between adversarial robustness and 77, robustness.
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Theorem 6. Let (X,d) = (R?, ||-||). Letpo, p1 € P(X) andlets > 0. Then forany A € L(X), Rae(Ly1,A) =

Ry, (Lor, A), and the supremum over ply and pj in Ry, (Lo, A) is attained.

Proof. Observe that

Rn(eo/l,A):Til< sup ps<A>)+T1+1< sup pi((Af)))

Weo (popy) <e Woo (p1,p]) e

*

—
N

Pe
T+ IPO(A )+

= R@EMO/DA)?

()

where (%) follows from Lemma 2.4.4. By Lemma 2.4.4 again, the supremum over p{, and pj in R, ({y/1,4) is

attained. O

Unlike Theorem 4, Theorem 6 does not show the equivalence of Rr, (€1, 4) with the other definitions under
the relaxed assumption of 4 € L(X'). This is because Lemma 2.4.4 does not provide a push-forward map ¢ such

thatp* = Py with ¢* attaining the supremum over the W ball.
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Maturity, the way I understand it, is knowing what your

limitations are.

Kurt Vonnegut, Cat’s Cradle

Fundamental Limits

3.1  BINARY CLASSIFICATION: OPTIMAL ADVERSARIAL RisK viA OPTIMAL TRANSPORT

In this section, we present one of the main results of this thesis that links the D, cost to the optimal adversarial
risk in binary classification. We begin this section by introducing the Kantorovich duality for optimal transport in
section 3.1.1. In Section 3.1.2, we present the result for the case of equal priors, where the proof relies heavily on
Strassen’s theorem. In Section 3.1.3, we extend the result to the case of unequal priors using a notion of optimal

transport between measures of unequal mass.

3.1.1 PRELIMINARIES ON DUALITY IN OPTIMAL TRANSPORT

Recall from Chapter 2 that the optimal transport cost between two probability measures # and » under a cost

function¢ : X x X — [0, 00) is defined as,

T(u,v) = inf /c(x,x’)d%(x,x’).
X2

7€II(1,v)
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8

The Kantorovich duality theorem ®® states that the above minimization problem is equivalent to the following

maximization problem.

T, v) = sup /@d‘u—l-/;kdv,
P(x)+y(y) <c(xy)

where @, ¥ : X — Rare continuous and bounded functions on X’ satisfying the constraint, @(x) + ¢(y) < c(x, y)
forallx,y € X.

An important special case of the Kantorovich duality theorem for {0, 1} —valued cost functions is the Strassen’s
theorem. Before we state the Strassen’s theorem, we introduct the following definition for an optimal transport

cost involving a {0, 1} —valued cost function.

Definition 9 (D, cost). Letc, : X* — {0,1} be such thatc,(x,+') = 1{(x,+/) € X X X : d(x,%') > 2¢}. Then
foru,v € P(X)and e > 0, the D, transport cost between g and » is defined as,

D) = Telw9) = _inf  Bwyonldln ) > 2) (5.1

Remark 1. Fore = 0, the optimal cost is equivalent to the total variation distance, i.e., Do(u,v) = Dry(u,v). For
¢ > 0, this cost does not define a metric over the space of distributions. This is because D,(u,v) = 0 does not imply u
and v are identical. Moreover, it also does not define a pseudometric since the triangle inequality is not satisfied. To
see this, observe that if u,, ., and u, are unit point masses at 0, 2¢, and 4¢, then D, (p;, 3) = 1> 0 = D,(p;, 1) +
D, (/"2 ) 3 )-

Stassen’s theorem stated below gives a duality formula for D, cost that based on the measures of expansions of

closed sets.

Proposition 1. Letc, : X* — {0,1} be such that c.(x,x') = 1{(x,x') € X x X : d(x,x') > 2&}. Then for

u,v € P(X)ande > 0,

D.(u,v) = sup u(4d)— V(Azg). (3.2)
AEB(X)

3.1.2 THE CASE OF EQUAL PRIORS: BALANCED TRANSPORT

The following theorem relates the optimal adversarial risk with D, cost for the case of equal priors.
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Theorem 7. Consider the binary dassification setup with Y = {0, 1}, where the input x € X is drawn with equal
probability from two distributions py € P(X) (forlabel 0) and py € P(X) (for label 0). We consider a set of binary
classifiers of the form 1{x € A}, where A C X is a topologically closed set. That is, the classifier corresponding to A
assigns the label 1 for all x € A and the label 0 for all x ¢ A. Consider the 0-1 loss function {((x,y),4) = 1{x €
A,y =0} +1{x ¢ A,y = 1}. Then the optimal adversarial risk with the data perturbing adversary of budget ¢ > 0
is given by

inf = 2 (1= Dilpospn)] ()

AeB(X)
A cosed

Instantiating Theorem 7 for e = 0, we get R = % (1 — Dy(po,p1)] = % [1 — D7y (po, p1)], which is the Bayes
risk. It is also possible to derive weaker bounds in terms of the p-Wasserstein distance between the distributions of

the two data classes, as shown in the following corollary:

Corollary 3.1.x. Under the setup considered in Theorem 7, we have the following bound for p > 1:

R > % [1 — <W1’(p°“m)>p] . (3-4)

2¢

Our next result identifies a necessary and sufficient condition for D, (¢, ») = 0 for probability measures on a

bounded support. When this holds, adversarial risk is 1/2; i.e., no classifier can do better than random choice.
Theorem 8. Letu,v € P(X). Then D, (u,v) = 0 if and only if Weo (1, v) < 2e.

We now include the complete proof of Theorem 7 below, as the proof provides intuition on how Strassen’s
theorem is crucial to proving equality (3.3). Further, our proof is much simpler compared to the proof of a similar

statement that appears in the contemporary work of Bhagoji et al.”

Proof of Theorem 7. The optimal adversarial risk over the hypothesis class of closed sets is given by

inf > (old%) 1 ((49)%)) = 3 (1 sup {p1 (4% Po(""@g)})

A closed 2 A closed

The main idea of our proof is to leverage Strassen’s theorem (Proposition 1), which states that

D.(po,p1) = sup {pi(d) — po(4*)} .

A closed
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A
/ A= (4797 T\
/ (4%9) @6\
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—

Figure 3.1: lllustration of 4, A®¢, 49¢ (A%¢)%¢, and (49¢)®* for a closed square in (R?, || - ||2). Observe that (4°¢)®* C A and
A C (A%¢).

To prove the desired equality, notice that it is enough to prove that

sup p1(A%°) = po(A™) = sup pi(d) — po(4*). (3-5)
A closed A closed

We have the sequence of inequalities

(a) Q)
sup pi(d) = po(d¥) = sup pi(A7) = po((A¥)*) > sup p1(A) — po(A¥*).
A closed A closed A closed

Here, (a) follows because 4~* is contained in the set of all closed sets by Lemma A.o.4. Inequality (&) follows by
the equivalence (47%)* = (4°¢)®% from Lemma A.o.5,and Lemma A.0.6 since (4)% = [(47%) %] C 4P,
and 50 po ((499)%) < po(AP*).

For the other direction, notice that

(2) Q)
sup p1(A7%) = po(A¥) > sup pi((A%)°%) = po((4%°)7) = sup pi(A) — po(4™).
A closed A closed A closed

Here, () follows because 4%¢ is a closed setaccording to Lemma A.o.4. To see (), first note that using Lemma A.o.s,
(A% = (AP)P = 492 = 4% Thus, 2o((A%9)%) = po (4%). Moreover, Lemma A.0.6 states that 4 C

(A49)°%, and so p1(4) < p1((4%)©#). This completes the proof. O

Remark 2. A similar result to Theorem 7 appeared in the contemporary work of Bhagoji et al.” A key difference is

that the proof in Bhagoji et al.” was established for a larger hypothesis class of measurable sets 4 € B (X); ‘e, the
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following equality was established:

sup u(A7) =A%) = sup u(d) —v(4%).
AEB(X) AEB(X)
1t is not hard ro check that A° is closed for any A € B(X'), and so

sup pu(d) — v(4*) = sup p(d) —v(4*)
A€a(X) A closed

We may restrict to the smaller hypothesis class of closed sets A and use the result in” to obtain an inequality

sup w(d™) =A%) < sup p(d) —»(4¥).
A dosed A cosed

Our result shows that this is, in fact, an equality.

3.1.3 THE CASE OF UNEQUAL PRIORS: UNBALANCED TRANSPORT

In this subsection, we present a theorem analogous to Theorem 7 for the case of unequal priors in binary classifica-
tion. We show that the optimal adversarial risk in this case is determined by an #nbalanced optimal transport cost
between two finite measures that are related to the data-generating probability measures. We begin by introducing

unbalanced optimal transport.

Definition 1o (Coupling between finite measures). Letp, v € M(X) withu(X) < »(X). A coupling between
and v is a measure 7 € M (X x &) such that for any measurable set 4 C X, 7(4 x X) = u(A) and 7(X x 4) <

»(A). The set IT(¢, ») denotes the set of all couplings between g and ».

Definition 11 (Optimal transport cost between finite measures). Let u, v € M(X) be such that u(X') < »(X).
Letc: X X X — [0, 00) denote a cost function. Then the optimal transport cost between x and » under the cost

cis defined as,

T.(u,v) = inf c(x, ' dm(x, ). (3.6)
mell(ur) Jxxx

Recall that for ,v € M(X), we say that v (i.e. ¢ = v) dominates p if and only if for all measurable sets

4 € B(X), u(d) < »(A).
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In the following theorem, we generalize Proposition 1 to the case when p, » are finite measures, in place of prob-

ability measures.

Theorem 9 (Generalized Strassen’s theorem). Let p, v € M(X) be such thar 0 < M = u(X) < »(X). Lete > 0.

Letc,: X X X — {0,1} besuch that c.(x,x") = 1{(x,4) € X X X : d(x,x') > 2¢}. Then,

sup u(d) — v(4¥) = T, (u,v) =M inf D, (u/M, V). (3.7)
AeB(X) 4 /ef(/)/\(}

7., in (3.7) is a generalization of D, to finite positive measures. When u,v € P(X), T, (¢,v) = D.(u, ) and
(3.7) of Theorem 9 reduces to (3.2) of Proposition 1. A central idea in our proof of Theorem 9 is the duality in
linear programming. Using strong duality, we first show the result in (3.7) for discrete measures on a finite support.
We then apply the discrete result on a sequence of measures supported on a countable dense subset of the Polish
space X. Using the tightness of finite measures on &', we construct an optimal coupling that achieves the cost
T..(#,v) in (3.7). We then show that the constructed coupling satisfies (3.7). This proof strategy is adapted from
the works of Dudley ** and Schay 7°.

Like the Strassen’s theorem, generalized Strassen’s theorem involves closed set expansions. The following lemma

allows us to switch to Minkowski set expansions.

Lemma 3.1.1. Letp,v € M(X) and lete > 0. Then,

sup u(d) —v(4*) = sup u(d%) —»(4%).
AEB(X) AEB(X)

Moreover, the supremum on the right hand side of the above equality can be replaced by a supremum over closed sets.

The proof of Lemma 3.1.1 is contained in Appendix C. Using Lemma 3.1.1 and the generalized Strassen’s the-

orem, we show the following result on optimal adversarial risk for unequal priors, generalizing Theorem 7.

Theorem 10. Letpo, p1 € P(X) and letc > 0. Then,

1
. f R 2 E 7A Ee— 1_ i f Dg ) . .8
AEIZISI(X) e ( 0/1 ) T+1 qep(;g:qupo (9,p1) (3.8)

Moreover, the infimum on the left hand side can be replaced by an infimum over closed sets.
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Proof-
f Rl inf ——— [Tpo(4® A%
B Realtood) = inf s [T 4 ()
1
= —— [1— sup (p1(4%) — Tpo(4%)
r+1 AEB(X)(p )
() 1 2
=——|1— sup (p1(4)— Tpo(4™)
r+1 AeB X)(P )
() 1
= —— |1— inf D,
71 |1 e A0
q=3Tpo
where (7) follows from Lemma 3.1.1 and (¢7) follows from Theorem 9. O

Theorem 10 extends Theorem 7 in two ways: (1) the infimum is taken over all sets for which Re(£o 1, 4) is
well-defined, instead of restricting to closed sets, and (2) the priors on both labels can be unequal. We also note that

for (X,d) = (R4, || - ||), (3.8) holds with the infimum on the left hand side taken over all 4 € £(X).

3.2  BINARY CLASSIFICATION: OPTIMAL ADVERSARIAL CLASSIFIERS VIA OPTIMAL COUPLINGS

In this section, we explicitly compute the optimal risk and optimal classifier for a data perturbing adversary in
some special cases. Instead of using D,, we have shown in Corollary 7 that the optimal adversarial risk can be lower-
bounded using other well-understood metrics such as the w, distances. However, these bounds are often too loose
to use in practice, and this motivates us to study the optimal cost D, directly. In this section, we show that in certain
special cases, the optimal coupling corresponding to calculating D, may be explicitly evaluated. Furthermore, in
these cases, we can exactly characterize the optimal classifier and the optimal risk in the presence of an adversary.
Given measures z and » corresponding to the two (equally likely) data classes, the general strategy we employ consists

of the following steps:
(1) Propose a coupling 7 between p and .

(2) Using this coupling, obtain the upper bound

D, (1, v) < B ymnte(x, ).
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(3) Identify a closed set 4 and compute a lower bound using

De(u,v) > p(A%7) — (4%).

(4) Show that the lower and upper bounds match. This shows that the proposed coupling is optimal, and the

sets 4 and A define the two regions of the optimal robust classifier.

In the examples we consider, guessing the set 4 corresponding to the optimal robust classifier is easy. The chal-
lenging part is proposing a coupling and establishing its optimality. Although we shall focus on real-valued random
variables, some of our results also naturally extend to higher dimensional distributions.

In the following subsection, we review some results pertaining to optimal transport on the real line. We then
present results that help in evaluating D, cost for real-valued random variables. In the subsequent subsections, we

use these results to propose optimal couplings for several univariate distributions.

3.2.1 PRELIMINARIES ON OPTIMAL TRANSPORT ON THE REAL LINE

For a probability measure ¢ on R, the cumulative distribution function (cdf) of ¢ is defined as F(x) = p((—00,x]),

and for ¢ € [0, 1], the inverse cdf (or quantile function) is defined as F~!(#) = inf{x € R : F(x) > ¢}.

Lemma 3.2.1. [Theorem 2.5 in” ] Let u and v be probability measures on the real line, where u is absolutely con-
tinuous with respect to the Lebesgue measure. Then there exists a unique non-decreasing function T : R — R such
that u(T~H(A)) = v(A) for any measurable set A C R. Moreover, if F and G denote the cumulative distribution

functions of w and v respectively, then T is given by T(x) = G~ (F(x)).

The function 7'in Lemma 3.2.1 that transforms (or “pushes forward”) the measure x into » is called a monotone
transport map. Given a monotone transport map, we can define a coupling induced by the monotone map as
follows. (X, X") ~ IT(x,v) where X ~ pand X’ = T(X) ~ ». This coupling is also known by the name guantile
coupling.

The following lemma shows that the coupling induced by the monotone transport map is optimal for certain

cases of the cost function.

Lemma 3.2.2 (Theorem 2.9in ). Leth : R — R be a strictly convex function. Let pand v be probability measures

on the real line, where u bas a density. Consider the cost function c(x,x') = b(x' —x). Suppose T:(u, v) is finite. Then,
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To(,v) = Exnple(x, T(x))), where T is the monotone transport map from p to v.

For the case of h(x) = |x|’ where p > 1, Lemma 3.2.1 shows that the optimal coupling for p-Wasserstein
distance is induced by the optimal transport map. However this may not be the case for co-Wasserstein distance.
In the following theorem, we use the monotone map from Lemma 3.2.1 to present a more concrete condition than

Theorem 8 for checking when D, (¢, ) = 0 for measures over R.

Theorem 11. Let yu and v be probability measures on R that are absolutely continuous with respect to the Lebesgue
measure with Radon-Nikodyn derivatives f{-) and g(-), respectively. Let Fand G denote the cumulative distribution

functions of w and v respectively. Then D,(,v) = 0 if and only if ||F! — G700 < 2e.

Proof. Consider the monotone transport map from g to » given by 7(x) = G~'(F(x)) as in Lemma 3.2.1. We

shall show that this map satisfies | 7(x) — x| < 2¢forallx € R, and so the optimal transport cost D, must be o. To

see this, note that

where the last equality is in the z-almost sure sense. A similar argument shows x— 7(x) < 2¢,and thus|7(x) —x| <

2e.

For the converse, suppose that there exists a zp € (0,1) such that G '(zg) — F'(¢y) > 2¢. Equivalently,

G (ty) > F(ty) + 2¢. Applying the G function on both sides,
to > G(F () + 2¢).
Consider the set 4 = (—o0, F~'(¢)]. For this set, notice that

v(A%) = v((—00, F Hty) 4 2¢]) = G(F (1) + 2¢).
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Thus, we have

D.(u,v) = sip/t(ﬂ) — v(4%)
> u(d) — »(4*)
=ty — G(F z) + 2¢)

> 0.

A similar argument may also be made for the case when F~!(zy) — G(2y) > 2e. O

The above argument shows that monotone transport maps are optimal when D, = 0. But monotone maps
are not always optimal for the cost function ¢, (-, -). Consider for example the two measures (0, 1) and N'(1,1),
and ¢ = 0.1. The monotone map in this case is 7(x) = x + 1, which gives unit cost of transportation. However,
Theorem 12 shows that the optimal transport cost in this example is strictly smaller than 1.

Checking the condition ||[F~! — G™!|| < 2¢is not always easy. We identify a simple but useful characterization

in the following corollary:

Corollary 3.2.1. Let p and v be as in Theorem 11. Suppose that for every x € R, we bave F(x) > G(x) and

F(x) < G(x + 2¢). Then D.(u,v) = 0.

Proof. Applying the G~! function to both sides of both inequalities, we arrive at
T(x) > x, and T(x) <x+ 2e.

This gives | 7(x) — x| < 2¢ for all x, which concludes the proof. O

Theorem 11 may also be applied to finite measures y, » with (R) = »(R) = U < oo with simple scaling.
Let # and » be finite measures of unequal mass on the real line such that 0 < M = g(R) < »(R). For the
purpose of keeping the notation concise, we will use D, (g, ») to denote the unbalanced optimal transport cost

between x and » for the cost function ¢, that appears in the generalized Strassen’s theorem (Theorem 9). That is,
D,(u,v):=M inf D, ([u/M, 7/) i (3.9)

YV EP(X):
V' =v/M
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Figure 3.2: Figure illustrating the conditions in Lemma 3.2.3.

In the following two lemmas, we identify conditions under which D, (, ») = 0 for finite measures with unequal

mass.

Lemma 3.2.3. Let uand v be finite measures on R that are absolutely continuous with respect to the Lebesgue measure
with Radon-Nikodyn derivatives f{-) and g(-), respectively. Let Fand G denote the cumulative distribution functions

of w and v respectively. Assume that u(R) = Uand v(R) = V. Suppose the following conditions hold:
1. The support of g is a subset of [a, +00) and the support of fis a subset of [a + 2¢,+00) =: [a', +00).
2. Forall x € R, we have g(x) < flx + 2e).
Then D, (u,v) = 0. A similar result bolds if the supports of ¢ and f are subsets of (—00, —a] and (—o0, —a — 2¢

respectively, and f{—x — 2¢) > g(—x).

Proof. Consider the transport map 7(x) = x+ 2z applied to ». This map has the effect of “translating” the measure
v by 2¢ to the right. Call this translated measure 7. Since f{x) > g(x — 2¢), it is immediate that < x. Moreover,

the transport cost is D, (v, ) = 0. This shows that D.(, ») = 0. O]

Lemma 3.2.4. Letpand v beasin Lemma 3.2.3. Assume that u(R) = »(R) = U. Suppose the following conditions

hold (see Figure 3.3 for an illustration):
1. Leta,b € R besuchthat the support of fis a subset of |a, b) and the support of g is a subset of [a', b] = [a+2¢, b).
2. Thereexistst € |a, b] such that f{x) > ¢(x) forx € [a,t), and flx) < g(x) forx € (¢, b].

3. Lerg(x) = g(x + 2¢). Note that the support g is within [a,b — 2¢). There exists t € [a, b — 2¢] such that

fx) < g(x) forx € [a, 1), and flx) > g(x) forx € (2,6 — 2l
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Figure 3.3: Figure illustrating the conditions in Lemma 3.2.4. Note that in general 7 need not be equal to & — 2¢ as shown in the figure.

Then D,(u,v) = 0. A mirrorimage of this result also bolds: D, (., v) = 0 when the support of fis a subset of [b, c+2¢l,
that of g is a subset of [b, c], and flx) < g(x) forx € [b,t) and fix) > g(x) forx € [t, c+2¢]; and for g(x) = g(x+2¢)
we have f(x) > g(x) forx € [b+ 2¢,t) and flx) < g(x) forx € [£, ¢+ 2¢].

Proof. We first prove F(x) > G(x). To see this, consider H(x) = F(x) — G(x). Since the derivative of His f — g,
it must be that A is increasing from [, #) and decreasing from [z, b]. Also, we have H(a) = H(b) = 0, and so the
function A must be non-negative in |4, 4]. Equivalently, we must have F(x) > G(x) forx € R. We now prove
F(x) < G(x + 2¢). Consider H(x) = F(x) — G(x). By condition (3), the derivative of this function is negative
from [, 7] and positive from [z, b]. Thus, the function A decreases on the interval [, 7) and increases on the interval
[£, ). Note that since H(a) = H(b) = 0, the function A must be non-positive in the interval [, 4]. Thus, we have

F(x) < G(x + 2¢). Applying Corollary 3.2.1 concludes the proof. O

3.2.2% GAUSSIAN DISTRIBUTIONS WITH IDENTICAL VARIANCES

Theorem 12. Letpo = N (uy,0°) and py = N (v, 0*) in the metric space (R, | - |). Assume py < w, without loss
of generality. Then the following hold:

1. Ife> M, the optimal robust risk is1/2. A constant classifier achieves this risk.

Ho—, . . . +, . . .
2. Ife < | 02/‘1‘, the optimal classifier satisfies A = [%, —I-oo}, where A is the region where the classifier

=k _,

declares label 1. The optimal risk in this case is [t L po(x)dx = Q < 2 )
2

g
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Py pl,/l, /

Figure 3.4: Optimal coupling for two Gaussians with identical variances. The shaded region within py is translated by 2¢ to py, whereas
the remaining is mass in pg is moved at a cost of 1 per unit mass.

The lower bound of 1/2 on the adversarial risk is trivially achieved by the constant classifier. Part (1) of the
theorem states that for large enough ¢, this is the best one can do. For smaller values of ¢, the above theorem shows
that the optimal adversarially robust classifier is the same as the MLE classifier. For larger values of ¢, the MLE

classifier has a risk larger than 1/2; i.e., it is worse than the constant classifier.

Proof. We shall prove (1) first. Note that if ¢ > -5 the transport map T defined by 7(x) = x + (¢, — &)
transports po to p1. Moreover, this coupling satisfies [7(x) — x| = g, — p, < 2z Thus, the optimal trans-

port cost for this coupling is o, and therefore so is D, (po, p1). This gives the following lower bound on R%, =

ianEB(X) RE(KO/I,A).

Re, >
However, since the constant classifier achieves the lower bound, we conclude R, = 1/2.

For part (2), we consider the following strategy for transporting the mass from pg to p1. As shown in Figure 3.4,
consider the distribution p; obtained by shifting py to the left by 2e. Thatis, p1(x) = p1(x+2¢). Defineg : R — R
as ¢(x) = min(po(x),p1(x)). It is evident that the overlapping area between py and py (i.e., the area under the
curve ¢(x)) maybe be translated by 2¢ to the right so that it lies entirely under the curve p;(x). More precisely,

g(x — 2¢) < pi(x) forallx € R. Hence, the area under ¢(x) may be transported to p;(x) at O cost by using the
ot Bl
2

£

transport map 7(x) = x + 2¢. Itis easily verified that the area under ¢(x) equals 2Q < > , and so the total

“—H
3 &

cost of transporting pg to py is at most1 — 2Q ( > . Plugging this into the lower bound, we see that

)
2 —¢
R > ()
g

Since this risk is achieved by the MLE classifier, we conclude that this is the optimal robust risk and the MLE
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classifier is the optimal robust classifier. O]

Theorem 12 can be easily extended to d-dimensional Gaussians with the same identity covariances. Our results

may be summarized in the following theorem:
Theorem 13. Letpo = N (1, 1) and py = N (u,, 0*1,) in the metric space (R, || - ||2). Then the following hold:
1. Ife > M, the optimal robust risk is1/2. A constant classifier achieves this risk.

2. Ife < M, the optimal classifier is given by the following halfspace:
+
1=t (- B38) o) o

Remark 3. Bhagoji et al.” also explore optimal classifiers for multivariate normal distributions. In fact, they show a
more general version of our Theorems 12 and 13 by considering data distributions N (y, Z) and N (,, X), and an

adversary that perturbs within {y-balls.

In the following subsections, we shall generalize Theorem 12 in a different way by considering various interesting

examples of univariate distributions and identifying optimal couplings for these.

3.2.3 GAUSSIANS WITH ARBITRARY MEANS AND VARIANCES

We shall introduce a general coupling strategy and apply it to the special case of Gaussian random variables. Given

two probability measures z and » on R, our strategy consists of the following steps:
(1) Partition the real line into K” > lintervals S;,1 < 7 < K, and let the restriction of  to S; be ..
(2) Partition the real line into K > lintervals 7;,1 < 7 < KX, and let the restriction of » to 7} be ;.

(3) Transport mass from g, to »; such that D, (¢, v;) = 0. (Here, we are using the definition of D for finite
measures from (3.9).) The transport maps used in these K problems may be arbitrary; however, we shall

often use versions of the monotone optimal transport map **.
Our next lemma is specific to Gaussian pdfs:

Lemma 3.2.5. Let fand g be Gaussian pdfs corresponding to N (u,, 07) and N (u, , 03 ), respectively. Assume o7 > 3.

Then the equation f(x) — g(x) = 0 bas exactly two solutions sy < p, < 5.
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Proof. By scaling and translating, we may set z, = 0 and 3 = 1. Solving f{xx) — g(x) = 0 is equivalent to solving

the quadratic equation

Simplifying, we wish to solve

&*(of —1) + 24 — (4 + 207 logay) = 0.

Since g1 > 1, the above quadratic has two distinct roots: one negative and one positive. This proves the claim. [

We shall call the two points where fand ¢ intersect as the left and right intersection points.

Theorem 14. Let uand v be the Gaussian measures N'(0, 07) and N'(0, 03, respectively. Assume o3 > o5 without
loss of generality. Letm > 0 besuch that flm +¢) = g(m —¢). Let A = (—o0, —m| U [m, +00). Then the optimal

transport cost between p and v is given by

Durs) = pld™) ~a®) =20 ("5 ) <20 (")),

The corresponding robust risk is

- d) + A7)

* j—
Ry, =

Moreover, if u corresponds to hypothesis 1, the optimal robust classifier declares label 1 on the set A.

Proof. We shall propose a map that transports u to ». (See Figure 3.5 for an illustration.) The existence of a m > 0
such that f{m + ¢) = g(m — ¢) is guaranteed by Lemma 3.2.5. Consider » € (0,m — ¢) whose value will be
provided later. First, we partition R into the five regions for z and », as shown in Table 3.1. For g, these partitions
are (—oo, —m —é|, (—m —e, —7r], (=7, +7), [r,m+¢),and [m+¢, 00). Let u restricted to these intervalsbe . _,
B> Bty s and u o respectively. The measure »is also partitioned five ways, but the intervals used in this case are
slightly modified to be (—oo, —m +¢|, (—m + ¢, —7], (=7, 7), [r,m — ¢),and [m — ¢, +00). Call » restricted to

these intervals v__, v_, vy, v, and v, 1, respectively.
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u__ | (—oo,—m — ¢ v__ | (—oo,—m+¢]
v | (—m—e —7] v_ | (—m+e —7]
% (=7, +7) Yo (—r,+7)
[y [r,m+¢) vy [r,m —¢)

jua [m +¢,00) Y+ [m — ¢, 00)

Table 3.1: The real line is partitioned into five regions for x and ¥, as shown in the table.

The transport plan from g to » will consist of five maps transporting . — v—_,u_ — v, uy, — o,
py = vi,andp, . — vii. Ineach case, we plan to show that D, (g, , »«) = 0, where * ranges over all possible
subscripts in {——, —, 0, +, ++}. Note that these measures do not necessarily have identical masses, and thus we
are transporting a quantity of mass equal to the minimum mass among the two measures. For this reason, even
though the transport cost is D, (¢, , 7«) = 0, it does not mean D, (¢, ») = 0.

Consider | and v4+. We have flm + ¢) = g(m — ¢) by the choice of m. We argue that for any z > 0,
we must have f{m + ¢ + t) > g(m — ¢ + ). This is because any two Gaussian pdfs can intersect in at most
two points. By Lemma 3.2.5, the e-shifted Gaussian pdfs f{x + ¢) and g(x — ¢) have  as their right intersection
point, and there are no additional points of intersection to the right of 7. Since the tail of fis heavier, it means that
fim+e+1) > glm — ¢+ 1) forallz > 0. By Lemma 3.2.3, we can now conclude D, (¢, , ,v4+) = 0. A similar
argument also shows D, (z__,v__) = 0.

Before we consider #_ and v_, we first define 7 as follows: Pick » > 0 such that u([—m — ¢, —7)) = v([-m +
¢, —r)). To see that such an 7 must exist, consider the functions (z) := u([—m —¢,¢)) and b(z) := v([—m+¢,1))
as ¢ ranges over (—m + ¢,0). Whenr = —m + ¢, we have a(t) > b(r) = 0. When r = 0, we have 4(z) =
1/2—u__(R) < b(¢) =1/2—v__(R). Thus, there mustexistazy € (—m+¢,0) such thata(z) = (). Pick
the smallest (i.e., the leftmost) such 7y, and set —r = #. Call f{-) restricted to [—m — ¢, —7) and g(+) restricted
to [—m + ¢, —7r) as f— and g_, respectively, and their corresponding cdfs F— and G_, respectively. We claim that
¢_ and v_ satisfy all three conditions from Lemma 3.2.4. Since the supports of f_ and g_ are [-m — ¢, —7) and
[—m+¢, —r), condition (1) is immediately verified. To check condition (2), we break up the interval [—m —&, —7)
into two parts: [—m — ¢, —s) and [—s, —7), where s is such that f{—s) = g(—s). Observe that f~ > ¢_ on
[—m — ¢, —s), whereas f_ < g_ on [—s, —7). This shows that condition (2) is satisfied. We have g_(—m + ¢) =
f—(—m — ¢). Again, using Lemma 3.2.5 the 2&-shifted Gaussian pdf flx — 2¢) and g(x) have —m + ¢ as their

left intersection point, and the right intersection point is to the right of o. Thus, we have flx — 2¢) < g(x) for all
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x € [—m+¢,0] DO [—m+e,r). Using this domination, we conclude that f— < g_ in theinterval [—m —¢, —r—2¢)
and /= > g = 0 in the interval (—7 — 2¢, —7], and so condition (3) is satisfied. Applying Lemma 3.2.4, we
conclude D, (x_,v—) = 0. An essentially identical argument may be used to show D (. ,7+) = 0. The minor
difference being that 7 is chosen to satisfy u([r, m + ¢)) = »([r, m — ¢)), and the mirror image of Lemma 3.2.4 is
applied.

Finally, consider the interval (—7, +7). In this interval, f{lx) < g(x) for every point. Hence, a transport map
from g, to vy is obtained by simply considering the identity function. Any remaining mass in x is moved to »

arbitrarily, incurring a cost of at most 1 per unit mass. The total cost of transport is then upper-bounded by

Di(¢,7) <1— [min(u__,v——) + min(e_,»_) + min(g, %) + min(e, v4) + min(e, |, v4+)]
=1— v +u_ +pg+u, +rvie]
=1—p([=m—e,m+e]) = 2v([m — ¢,00))
= u(47) = v(4%)

=20 <m;g> ~20 (ma_j) .

where for brevity we have denoted p, (R) as ¢,. However, we also have

De(t,v) 2 p(A%F) = v(4%).
The lower and upper bounds match and this concludes the proof. The optimal adversarial risk R, is given by
Theorem 7. The optimal adversarial risk of the classifier that declares label 1 on the set 4 is easily seen tobe R%,,. [

We now extend the above proof strategy to demonstrate the optimal coupling for Gaussians with arbitrary means

and arbitrary variances. Our main result is the following:

Theorem 15. Let 1 and v be Gaussian measures N'(u;,07) and N (u,, 03) respectively. Assume a7 > % without
loss of generality. Let myi,my > 0 be such that f(—my — ¢) = g(—my + ¢) and flmy + ¢) = g(my — ¢). Let

A = (=00, —mi| U [my, 00). Then the optimal transport cost between p and v is given by

Di(p,v) = p(A7) — v(d™).
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Figure 3.5: Optimal transport coupling for centered Gaussian distributions ¢ and ». As in the proof of Theorem 14, we divide the real
line into five regions. The transport plan from x to » consists of five maps transporting #__ — v__ (blue regions to the left), . —
v_ (orange regions to the Ieft),/,co — 7 (green regions in the middle), i — v4 (orange regions to the right), and 2 — V44 (blue
regions to the right).

Consequently, the optimal adversarial risk is given by
* 1 Oe De
o= 20— %) 4 (4)).

1If u corresponds to hypothesis 1, the optimal robust classifier declares label 1 on the set A.

Proof. We first note that the existence of 721 and m; in the theorem statement is guaranteed by Lemma 3.2.5. As
in the proof of Theorem 14, we shall divide the real line into five regions as shown in Table 3.2 where we define
7 and 7, shortly. Using an identical strategy as in Theorem 14, we conclude D, (x__,v—_) = D, (u o Vi) =
0. Define 7y as the leftmost point where u([—my — ,71)) = v([—m1 + ¢,71)). Similarly, define , to be the
rightmost point such that u([ro, my + ¢)) = v([r2, my — ¢)). We shall now prove D,(x_,v—) = 0 by using
Lemma 3.2.4. Verifying conditions (1) and (2) is exactly as in that of Theorem 14. The novel component of this
proof is verifying condition (3), since the domination used in the proof of Theorem 14 does not work in this case
due to the asymmetry. Consider the pdfs /- (x) and g (x + 2¢). These two pdfs, being restrictions of Gaussian
pdfs to suitable intervals, may only intersect in at most two points. One of these points of intersection is —m; — &
by the choice of 74, so there can be at most one other point of intersection in the interval [—m; — ¢, —r — 2e].
Note that there may be no point of intersection in this interval. However, the key observation is that in both

cases, condition (3) continues to be satisfied. To see this, suppose that there is a point of interaction 7. In this
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p__ | (—oo,—my; — ¢ v__ | (—o0,—m; + ¢
u_ | (=my —e —n] v_ | (—my+e,—n]
Ky (=n, +r2) %0 (=r1, +72)
iz (72, my + €) Vi [0, my — €)

Loy | [ma+e 00) Vit | [ma—¢,00)

Table 3.2: The real line is partitioned into five regions for x and » as shown in the table.

case, - < g_in[—my — ¢,7),and f= > g¢_ in (¢, —r]. If there is no point of intersection, then /= < g_ in
[—my —e,—r —2¢),and f= > g = 0in (—r — 2¢, —ry]. This verifies condition (3). Using Lemma 3.2.4, we
conclude D, (x_,»—) = 0. An identical approach gives D,(x, ,»+) = 0. Since f{x) < g(x) for all points in the
interval (—71, 72), the identity map may be used to conclude D, (g, ») = 0.

Any remaining mass in ¢ is moved to » arbitrarily, incurring a cost of at most 1 per unit mass. The total cost of

transport is then upper-bounded by

DE((“) V) <1- [min({“—_v V**) + min(xu_v V*) + min(/“ov VO) + min(xu_p V+) + min({u++7 V++)]
=1 [t gty ]
= 1—ull=m — e ma + ) = v((—00, —mi +¢)) = ¥([m2 — & 00))

= /‘(Aeg) - V(AEB£)7

where for brevity we have denoted g, (IR) as ., , where * ranges over all possible subscripts in { ——, —, 0, +, ++}.

The rest of the proof is identical to that of Theorem 14. O

3.2.4 BEYOND GAUSSIAN EXAMPLES

The coupling strategy for Gaussian random variables can also be applied to other univariate examples that share
some similarities with the Gaussian case. To illustrate, we describe the optimal classifier and optimal coupling for

uniform distributions and triangular distributions.

Theorem 16 (Uniform distributions). Let y and v be uniform measures on closed intervals I and J respectively.
Without loss of generality, we assume |I| < |]|. Then the optimal robust risk is v(I**) and the optimal classifier is

givenby A = F.

The proof of Theorem 16 is in Appendix C.2
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In the following, we present the optimal adversarial risk and optimal classifier for symmetric triangular distribu-

tions. For 9 > 0, we use A(m, 9) to denote a triangular distribution with support [7 — 9, m + ] and mode at 7.

The pdf of such a distribution is given by the function flx) = § max {1 — |x_5m| , 0}.

The next lemma is similar to Lemma 3.2..5, but is specific to symmetric triangular distributions.

Lemma 3.2.6. Let u and v correspond to the triangular distributions A(my, d1) and A(my, 32) with pdfs fand g

respectively. Assume 0y < 9. Then,
1. If lmy — ma| > 95 + 9, then the equation f(x) — g(x) = 0 bas no solutions on the supports of u or .

2. If 0, — 91 < |my—my| < 95+ Oy, then the equation f{x) — g(x) = 0 bas exactly one solution u on the support

of . Further, u > my if and only if my < ms.

3. If|my — my| < 9y — Oy, then the equation f(x) — g(x) = 0 has exactly two solutions | € [my — o, m1| and

7 € [my, my + 01| on the support of .

Proof. We may assume that m; < m,, as case of m; > m; follows by symmetry.

Suppose |my — my| > 92 + 1. Then my + 9 < my — 9». Hence, the supports of  and » are disjoint and the
result follows trivially.

Suppose &, — 1 < |my —mz| < 92+ 9. Then, my+01 € [my— 02, my+ 02| and my — 0y & [my— 2, my+92).
Hence, the only solution # to f{x) — g(x) = 0 occurs at the intersection of the graph of ¢(x) with the line segment
joining the points (721,1/91) and (m; + 91, 0). Clearly, # > m;.

Suppose |m — ma| < & — 3. Then, mi — & > my — & and my + 8 < my — 8. Hence, [my —
d,my + 0| C [my — 92, ma + 5. It follows that fmy — &) — g(my — 1) < 0, Am1) — g(m1) > 0and
flimy + 91) — g(my + &) < 0. Since Ax) — g(x) is a continuous function, there must be / € [m; — dy, m] and
r € [my, my + 9] such that /) — ¢(/) = 0and flr) — g(r) = 0. Moreover, flx) > g(x) forx € (/,7) and
fAx) < glx) forx € (my — 92,4) U (r,mz + 92). Hence, / and 7 are the only solutions to f{x) — ¢(x) = 0 on the

support of . O

Theorem 17 (Triangular distributions). Let uand v correspond to the triangular distributions A(my, 01) and A(m3, d2)
with pdfs f and g respectively. Without loss of generality, assume 8 < 0y and my < my (the case of my > m fol-
lows from symmetry). Let 2¢ € (0, min(2d1,0, — d1)). Letl = sup{x < my : flx+¢) = glx — ¢)} and

r=1inf{x > my : flx — ¢) = g(x + ¢)}. Ler A be the set defined as follows.
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1. Ifmy —my > 0y + 01 + 2¢, then A = (—00, my + 9 + ¢l.
2. If 0y — 01 — 26 < myp —my < 0 + 91 + 2¢, then A = (—o00, 7].
3. Ifmy —my < 9y — 0 — 25 then A = [1,7].

Then D, (u,v) = u(A%°) — v(A%*), and the robust risk is

* 1— [LL(A@'E) + V(A®E>
R:, = ,
2

and. if u corresponds to hypothesis 1, then the optimal robust classifier declares label 1 on A.

The proof of Theorem 17 is in Appendix C.2

3.3 ConNTINUOUS Loss FUNCTIONS

Itis natural to askif the results for 0-11oss in the preceding sections may be extended to continuous losses. Unlike for
0-1loss, the optimal adversarial risk for general loss functions no longer admits a dual formulation based on optimal
transport. However, we can still derive upper and lower bounds on the optimal adversarial risk for loss functions
that are convex and smooth. In this section, we present such results on adversarial risk bounds in regression-like
settings with continuous losses.

For this section, we assume that the feature space X is a Hilbert space, i.c., X is equipped with an inner product

and a norm induced by the inner product.

3.3.1 BoUNDS ON OPTIMAL ADVERSARIAL Risk

Recall from Theorem s that for a loss function £((+, y), w) that is upper semi-analytic forally € YV and w € W,
we have Rg,. (¢, w) = Rr, (¢, w). From equation (2.17), we have Rr, (¢, w) < R ) (¢, w). In this section, we prove
lower bounds on Rr, (¢, w) and upper bounds on R (¢, w). Overall, this leads to lower and upper bounds on
p-Wasserstein distributionally robust risk, which includes the adversarial risk, Ry, (¢, w) as a special case.
Throughout this section, we assume that the loss function satisfies the assumptions on Theorem § so that

Rg:(¢,w) = Rr,(¢,w). For a hypothesis class W, we define the optimal adversarial as follows.

RG, = wlél){/:vR@g(f, w) = wlél)varé(f, w). (3.11)
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Similarly, we define RE(P) = infyew RD(P) (¢, w). As a result of equation (2.17), we have the following inequality

for integers pand g with1 < p < g < 0.

R S R <R - (3.12)
We denote the standard risk (i.e. the risk when ¢ = 0) by Ry (¢, w) and define R§ = inf,,c)y Ro(¢, w).

A TRIVIAL LOWER BOUND

We start by presenting a trivial lower bound on the optimal adversarial risk. To simplify presentation, we shall
assume that foralle > 0, there exists an optimal hypothesis w} € VV that attains the infimum in inf,eyy R (¢, w).
The proofs can be easily modified by considering sequences of hypothesis such that lim inf; R}, (w;) = R} in case

w? does not exist.
Theorem 18. The optimal adversarial risk is at least as large as the optimal standard risk, that is, R}, > R,

Proof. We have the sequence of inequalities:
R, = Ra.(C,w)) > Ro(4,w)) > Ro(¢,wy) = Ry.

The first inequality holds because R, (¢, w) is a non-decreasing function of ¢ for any fixed £ and w. The second in-
equality follows from the fact that the adversarially optimal classifier ] is sub-optimal for minimizing the standard

risk Ro (¢, w). O

Note that the bound in Theorem 18 does not depend on the strength of the adversary ¢, and hence it may not
be very tight for large ¢. In what follows, we show tighter lower bounds for R7,, that depend on «.

For the lower bound, we consider loss functions that are convex with respect to the input x, as defined below.

Definition 12 (Convex loss function). We say that the loss function £ : X x Y x W — R™ is convex with respect

to the input if it satisfies the following condition.

6((36/,)/), w) - e((x’y)7 w) = <vx€(<x7)})’ w)7x, - x>' (3'13)
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Theorem 19. The adversarial risk for a loss function satisfying (3.13) is bounded as follows.

R, > Ry + inf E¢ )y | sup (VLl((x,), w), ¥ —x)| . (3.14)
wew d(xx')<e

Remark 2. The lower bound holds for any p-Wasserstein distribution perturbing adversary with budget ¢ becanse

* *
R@E S Rl"é@) .

Note that adversary’s metric d(-, -) may not be the same as the norm on the Hilbert space X'. In the special case

d corresponds to the norm ||-||,dy, we can tighten the result of Theorem 19 as follows.

Corollary 3.3.1. In the setting of Theorem 19, if d(x,x') = ||x — &/|| a0 for x,x' € X, then the following bound
holds:

Rge = Ro + ¢ inf Bo[[|Vil((x,), w)llaa’] (3.15)

where ||-|| g+ is the dual norm of ||| 4a-

Proof of Theorem 19. Recall the notation Z = X x Y, and z = (x,y). Since w} is sub-optimal for minimizing

standard risk, we have

B [0((x,9), w)] 2 Eq[l((x, ), wp)]-
Hence,

R;}a - R; =k, sup g((x/a_y)7 w:)
Ld(xx)<e
>E. | sup (), w])
Ld(xx")<e

=E, sup ﬁ((x’,y), w:) - E(@?)’)? w:)]

Ld(xx)<e

- Ez[g((x’y)7 wé)]

— B [l((x,9), wf)]

>E, | sup <Vx€((x,y),w:),x/ —x>] ,

Ld(xx")<e
> inf B, | sup (Vil((x,9),w)),x —x)]|.
wew d(x,x')<e
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O

Proof of Corollary 3.3.1. From the proof of Theorem 19, we have

R%s - R(>§ > EZ sup <Vx€((x/7)’)a w:)>x/ - x)
d(x,x')<e
Under the condition that d(x, &) = [|x — & || adv»
sup (Vil((,p),0]),«" —x) = sup (Vol((',y),w}),d)
d(xx')<e [191lagv <e
- 5Hvx£((x/7.y)7 w:) Hadv*-

O

Next, we prove an upper bound for the adversarial risk for a #;-distribution perturbing adversary. From equa-
tion 3.12, this upper bound also holds for a I¥,-distribution perturbing adversary of the same budget, where

1 < p < 0o0. We make the following assumption on the loss function.
Definition 13 (L,-Lipschitz loss function). We say that the loss function £ : Z x W — R™ is L,-Lipschitz with
respect to the input if it satisfies the following condition.
(), w) — £((x,9), w)| < Lylx" — |- (3.16)
Theorem 20. The adversarial risk for a WH-distribution perturbing adversary with budget ¢ satisfies, Rl":(P) < R+
5Lw3< . Naturally, we also have R7,, < R§ + 5Lw{;-
The proof of this result uses an optimal transport idea from Tovar-Lopez and Jog**.

Proof of Theorem zo. Recall that,

Suppose that the infimum for R* ) is attained at %} and the supremum for RL(0, @) is attained for y eT W For
P

y € Y, recall that JOZ’*D/ € P(X) denotes the distribution of the perturbed data pointx” € X. Let Ty € H(pxb, , Jozjly)
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be such that 173 (pxbluoi,*'y) = E(xx/)om,d(x, ). Then

R = BE =B, e 009,80 ~ Bagyep s, H(), )

(2)

/ Ak *
(x’ay)NﬁyﬁZfUE((x 29), W) = E(x,y)NﬁprE((x,y), w)

®) s ~x
= E)’E(xyx/)N”y [Z((x,ty)’ wO) - E((%)’)» wo)]

©
S EyE(x,x’)de(% x’) : Lw(’;

Here, (a) follows from the definition of &, (b) follows from linearity of expectation since 7, is a coupling of (x, x”)
that preserves the marginals, (c) follows from the Lipschitz assumption and (d) follows from the fact that y* €

I O

3.3.2 BouND ON THE EVOLUTION OF OPTIMAL ADVERSARIAL CLASSIFIER

Let w} and w} denote the hypotheses in WV that are optimal for R, and le(m respectively. In this section, we
analyze how w} or w} may deviate from wj. For the case of 0-1 loss, the optimal classifier can change drastically even
with small change in the adversarial budget ¢. For instance, consider the setting of Theorem 12. When ¢ changes
from being less than M to greater than |/L°2i1|, the optimal classifier changes from a halfspace to a constant
classifier. Studying the 0-1 loss is hard because closed sets are not parametrized easily. Hence we focus on the case
of convex loss functions—where convexity is with respect to w—to derive bounds in this section. Deriving bounds
without strong convexity assumptions appears challenging. To see this, observe that there may be multiple global
optima w; when ¢ = 0. The optimal hypothesis can jump from one global optimal to a different one—possibly
far away—even without any adversary.

Since our proof technique uses the upper and lower bounds for adversarial losses obtained in Section 3.3.1, the

bounds for deviation of w} and @} are identical. Now, we prove a theorem on how much the optimal classifier can

change in the presence of an adversary.

Theorem 2x1. For a loss function { that satisfies (3.16), and is A-strongly convex with respect to w, the following result
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bolds:

(3.17)
Proof of Theorem 21. We have the following series of inequalities.

@ .
ng; 2 RFE(P) — RO

®

> Ro(l,w}) — Ro({, wy)

([) 2’ * * >

> L (VAR wp) af — i

Here, (a) follows from Theorem 20, (b) follows from the fact that w} is sub-optimal for minimizing Ry (¢, w), and

(c) follows from the A-strong convexity of £ with respect to w. O

The above theorem shows that larger values of 1 prevent the adversary from changing the hypothesis drastically.
If the loss function is merely convex but not strongly convex, adding a quadratic penalty % ||w||? to the loss function

will ensure strong convexity.

3.4 ADVERSARIAL RISk BOUNDS FOR REAL-WORLD DATASETS

In this section, we present lower bounds on the optimal adversarial risk for empirical distributions derived from
several real world datasets.

For the case of empirical distributions, the computation of the optimal transport costin (3.1) can be formulated
as a linear program and solved efficiently. Moreover, when the number of data points in the two empirical distri-
butions is the same, the problem of finding the optimal coupling between the two distributions is reduced to an
assignment problem (see Proposition 2.11 in Peyré and Cuturi®®), wherein the task is to optimally match each data
point from the first distribution to a distinct data point from the second distribution. Using this methodology,
we evaluate the optimal risk for £, and £, adversaries for classes 3 and 5 in CIFAR 10, MNIST, Fashion-MNIST
and SVHN datasets. The results for other pairs of classes are very similar, and are therefore omitted for brevity.
For MNIST, Fashion-MNIST and SVHN datasets, we evaluate the optimal adversarial risk given in Theorem 7 by

randomly sampling 5000 data points from each class. The results are showing in Figure 3.6 with the legend o = 0.
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Figure 3.6: Lower bounds on adversarial risk computed using Theorem 7. The curves with & = 0 gives the exact optimal risk for
empirical distributions, while the other cuvers give lower bounds on the optimal risk for Gaussian mixtures based on the empirical
distributions using the coupling in Theorem 13.
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Since a major fraction of the data points in the empirical distributions are well-separated in ¢, and £, metrics,
the optimal risk bound remains 0 even for high ¢. For instance, for CIFAR 10 dataset, the optimal risk remains 0 for
¢ as high as 40 /255 for £, Similar results were also obtained in Bhagoji et al.”. However, the optimal risk bounds
for the true distributions may not be 0 for high ¢, as it is unreasonable to expect a perfectly robust optimal classifier
under very strong adversarial perturbations. In addition, a common technique while training for a classifier is to

5

augment the dataset with Gaussian perturbed samples for robustness and generalization*>>**. Motivated by this,
we also compute optimal risk lower bounds on Gaussian mixture distribution with the data points as the centers
with scaled identity covariances. ¢ = 0 corresponds to the empirical distribution of the data points from the two
classes. As cincreases, the overlap in the probability mass between the two classes increases. This allows for the cost
of optimal coupling that achieves D, to decrease, thus leading to a higher, possibly non-trivial bound for R7,,.

To compute the optimal risk lower bound for Gaussian mixture, we use a coupling between the mixture distri-
butions in two steps. In the first step, we solve for the optimal coupling that gives the exact optimal risk for the
empirical distributions. This gives a pairwise matching of data points between the two empirical distributions. In
the second step, we use the optimal coupling for multidimensional Gaussians from Theorem 13 to transport the
mass in the Gaussians within each pair. Overall, this transport map gives an upper bound on the D, optimal trans-
port cost between the two mixture distributions. Using this, we obtain the lower bounds on adversarial risk shown
in Figure 3.6.

Figure 3.6 shows the lower bounds for various values of the variance o used for the Gaussian mixture, where
¢ is half of the mean distance between data points from the two distributions. As explained previously, we see
in Figure 3.6 that the lower bound curves for higher values of 7 are above those for lower values. For instance, the
optimal risk for CIFAR 10 dataset under ¢, perturbation with e = 3is 0.25 fors = ¢*. Thatis, the adversarial error
rate for CIFAR 10 with ¢ = 3 for any algorithm cannot be less than 0.25 even when trained with Gaussian data
augmentation (with ¢ = ¢*). In comparison, the lower bound obtained in Bhagoji et al.” (which is equivalent to
the case of ¢ = 0)is 0 for ¢ = 3. Computation of non-trivial lower bounds for higher values of ¢ on adversarial error
rate as in Figure 3.6 is made possible by our analysis on the optimal coupling to achieve D, between multivariate

Gaussians in section 3.2.2.
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We look up at the same stars and see such different things.

George R.R. Martin, A Storm of Swords

Alternative Characterizations

4.1  DISTRIBUTIONAL ROBUSTNESS PERSPECTIVE

Recall from Section 2.2 that the Rr, (€1, 4) definition of adversarial risk is motivated from the robust hypothesis
testing framework. In this approach, an adversary perturbs the true distribution p; of class label 7 € {0,1} toa

corrupted distribution p such that W (p;, p!) < e. The adversarial risk with such an adversary is given by

Rr, (80/17A) = sup
Woo (Pl 7P{)’ Woo (PO,P())Si

/ 1 / c
mPO(A) + m]ﬁ(@ ),

and the optimal adversarial risk is given by,

R = inf sup

: ——po(A) +
AEBX) (0 p) W (o) <e T T 1

m]’i((ﬁ”))- (4.1)

Consider the case of equal priors i.e., 7= 1. For a particular choice of the adversary, i.e., for a particular choice
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of the perturbed pair of distributions pf, and p{, the best that a classifier can attain s,

1 1,, . 1 1
LBEL S + AN = 5 1= sup () = ) | = 5 1= Dvlphoph].

We say that (pg, p ) are the least favorable pair of distributions (LFDs) for the robust hypothesis testing problem
if the optimal risk for testing between (p§, 7 ) is equal to the minimax risk shown in equation 4.1. Proving the
existence of LFDs is a standard problem in robust hypothesis testing literature, as it allows for reducing the robust
hypothesis testing problem to a standard hypothesis testing problem involving the LFDs **#°.

From Theorem 7 and using the fact that Rr, (¢y 1, 4) = Ra.({o/1,4) forall4 € B(X) from Theorem 4, we

have the following.

L= D(po; p1)] -

| =

1 1
Ri, = Rf, = inf sup 20(A) +5p1((4) =
© AeB(X) Woo (Plzpi)yWoo (Pl),ﬁ())gé 2

Hence, if there exists a pair of distributions (p§, pf) such that W (po, po*) < & Woo(p1,p1%) < ¢ and the

following holds:

Dry(py,pr) = De(po,p1),

then (p§, pi ) must be the LFDs for the robust hypothesis testing problem with co-Wasserstein uncertainty sets
centered around pg and p;. In this section, we show that there indeed exist LFDs that satisfy the above condition.

We prove this result for general Polish spaces with a mid-point property stated below.

Definition 14 (Midpoint property). A metric space (X', d) is said to have the midpoint property if for every

x1,% € X, there exists x € X such that, d(x;,x) = d(x,x2) = d(x1,x2)/2.

Any normed vector space with distance defined as d(x,x’) = ||x — «/|| satisfies the midpoint property. An
example of a metric space without this property is the discrete metric space where d(x,x’) = 1{x # «'}. The
midpoint property plays a crucial role in proving the following theorem, which shows that the D, transport cost
between two distributions is the shortest total variation distance between their e-neighborhoods in W, metric. A

similar result was also presented in Dohmatob **.
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Theorem 22 (D; as shortest D7y between Wi balls). Let (X, d) have the midpoint property. Let u,v € P(X)

and lete > 0. Then,

D.(n,v) = inf Dy, 7). .
(4, 7) S (e, V') (4.2)

Moreover, the infimum over Dy in the above equation is attained.

The proof of Theorem 22 is in Appendix D.1.
As a result of the above theorem, we have the following corrolary on the existence of LFDs for the case of equal

priors in binary classification.

Corollary 4.1.1. Consider the binary classification setup with equal priors asin Theorem 7. Let X have the mid-point

property. Then there exists LEDs (pg, py) such that the following bolds.

inf su So0(A) 4+ =P ((A)) = inf  pE(A) + —pF((4)).
ACBY) Woo@npi),Wpoo(po,pg)szpO( VAN = gl s+ A A)

Proof: From Theorem 22, there exists (pg, pi) satisfying Woo (21, p1), Woo(po, o) < ¢ such that Dy (pg, pf) =

D, (po, p1)- Hence,

1 1 1
. f — A Y c — l—DE ’
Aelg(;v) Wm@l7pi)?l;pr@07P6)§£ 2]’0( )+ 2]’1(( ) > [ (po, p1)]
1 * Lk
= 5 [1=DrrApy. 1))
1 ) .
=5 1= sup (p(4) —po(4))
AeB(Xx)
inf p0(d) + p1((4))
- 1n — — .
AEB(X) 2P0 Y4

O]

For the case of (X, d) = (R?, || - ||) (which satisfies the mid-point property), we can use the powerful theory of

Huber and Strassen’s 2-alternating capacities ** to extend the above theorem to the case of unequal priors.

Theorem 23. Let (X,d) = (R, || - ||). Then for any po,pr € P(X) and e > 0, there exist LEDs (p, p}) such
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that the following holds.

inf sup

/
=20 () +
AEB(X) Woo(]’lypi),Woo(POﬁf))Sf T+1

((4))-

1 / [4 1 *
() + () T

— inf —p
Aellrﬁl(x) T+ 1‘1)0
The proof of Theorem 23 is given in Appendix D.1. Crucial to the proof of Theorem 2.4 is Lemma 2.4.3, which

shows that the set-valued maps 4 + po(4¥%) and 4° — p;((A4°)®*) are 2-alternating capacities. The same proof

technique is not applicable in general Polish spaces because the map 4 +— u(A4%) is not a capacity for a general

@ € P(X). This is because A%¢ is not measurable for all 4 € B(X).

4.2 GAME THEORETIC PERSPECTIVE

7,62,13

Several works® propose a game-theoretic formulation for adversarial risk. Consider a game between two play-

ers:
1. The adversary whose action space is pairs of distributions pj, p| € P(X).
2. The classifier whose action space is the space of decision regions of the form 4 € B(X)}.

For 7' > 0, define the payoff function, » : B(X) x P(X) x P(X) — [0,1] as,

r(d, @, 7) () + v((4))- (4.3)

1" T+1

Given 4 € A, the adversary chooses pf), p; € P(X) to maximize (4, py, p{). Similarly, given p, pi € P(X),
the algorithm chooses 4 € A to minimize (4, p;,, p{). This defines a zero-sum game between both players with
(4, py, p1) as the pay-off function.

The max-min inequality stated below shows that the pay-off for any player is better (i.e. more for adversary and

less for classifier) when they make the first move.

sup inf V(A,PB;PD < inf sup V(Avpi)vpi)- (4.4)
Wooo (po.ply)s Woo (pr.p1) <eA€A AEBIX) 1 (po,h), Woo (11,0} <e
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The game is said to have a value if the following result holds:

inf  sup  r(4,pp.p) = sup inf (4, py, p)- (4-5)
4eA Wi (PO:P(/))SE VVEoo(POvPé))SgAEA
WEOC(PIVP;)Sg W!OO(PIVP{)Sé

If the inequality in (4.4) is an equality, we say that the game has zero duality gap, and admits a value equal to either
expression in (4.4). In the equality setting, there is no advantage to a player making the first move. Our minimax
theorems establish such an equality. If, in addition to having an equality in (4.4), there exist pj, pi € P(X) that
achieve the supremum on the left-hand side and 4* € B(X’) that achieves the infimum on the right-hand side, we
say that ((p§, o7 ),A*) is a pure Nash equilibrium of the game. On the other hand, we say that ((p, i), 4*) is a

d-approximate pure Nash equilibrium of the game if the following inequality holds.
sup A4 o pr) = 0 < H( A" popi) < inf (Ao piopi) + 9.
Ww(pﬁvp(/)):WOO(pl’p{)gg €

The following theorem proves the minimax equality and the existence of a Nash equilibrium for the adversarial

robustness game in R,

Theorem 24 (Minimax theorem in RY). Lez (X, d) = (R?, || - ||). Let po, p1 € P(X) and let ¢ > 0. Define r as

in(4.3). Then,

sup inf 7(4,py,p1) = inf sup (A, py, p1)- (4.6)
W (po.04) Woo (p1.07) <e A€E(Y) ACLLY) 1 (0 ), Woo (1.0 <o

Moreover, there exist py, pr € P(X) and A* € L(X) that achieve the supremum and infimum on the left and right

hand sides of the above equation.

Proof. From Theorem 23, there exist LFDs (p§, p;) such that the following holds.

f V(A7P37PT)- (4.7)

inf sup (4, po, p1) = Aeilrsl()()

AEB(X) y7_ ;) Weo (po,}) <e

Since (py, p}) satisfy the constraints Woo (po, py)s Woo(p1,p1) < ¢ we have

inf (4, p5,p7) < su inf (4,5, 7). (4.8)
4onf 7o poo i) A AL (4, p0:71)
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Combining equations (4.7) and (4.7), we get the following inequality.

inf sup (A, po,p1) < sup inf r(4,p5,p1)-
ACBEE) oo (pr.21), Wos (o ) <o W (p0.0), W (1 ) <e A ()

The desired result follows from combining the above inequality with the max-min inequality (4.4).
The existence of 4* € L(X) that attains the infimum on the right in (4.6) follows from Lemma 3.1 in Huber
and Strassen *“ and the equality Ra(£o/1,4) = Rr, (£o1,4) proved in Theorem 6.
O

As noted before, the same proof technique is not applicable in general Polish spaces because the map 4
#(A®#) is not a capacity for a general x € P(X). This is because A% is not measurable for all 4 € B(X).
In general Polish spaces, we can use the characterization of D, as the shortest total variation distance between

W ball from Theorem 22 to prove the minimax theorem for the case of equal priors.
Theorem 25 (Minimax theorem for equal priors). Let (X, d) have the midpoint property. Let po, p1 € P(X) and

lete > 0. Define rasin (4.3) with T = 1. Then

sup inf #(4,p},p)) = inf sup (A, po, p1)- (4-9)
Woo (po.0), Woo (pr.1) <s A€B(Y) ACBX) 17 (po ) Woo (1.2} <

Moreover, there exist pjy, pi € P(X) that achieve the supremum on the left hand side of the above equation.

Proof. We have the following series of equalities.

inf su (A, ph, 1) = inf Rr. (o), A4
AEB(X) Woo(pol;(,)gs( Po: 1) 4eB(x) r.(bo/1,4)
Woo(Pl,P{)SE

@ .
= f Re(lyj,A
AG‘E(X) ae( 0/1 )

(#) 1
= 5 1= Dc(po, )],

and
sup inf (4, py,p1) w sup ! [1— Drp(py, p1)]
WOO(P(“P(/])SfAEB(X) Woo(P07P6)§E 2

Woo (p1,py) <e Woo (pr,p1)<e
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1

—|1— inf DTV /, / N

5 W (ool )< (Po, 1)
Woo (propy) <e

where (i) follows from Theorem 4, (ii) from Theorem 10, and (777) again from Theorem 10 with ¢ = 0. The
expressions on the right extremes of the above equations are equal by Theorem 2.2. The existence of pg, pi € P(X)

follows Theorem 2.2. O

To prove the minimax theorem for unequal priors, we need the following generalization of Theorem 2. to finite

measures of unequal mass.

Lemma 4.2.1. Let po, p1 € P(X) and lete > 0. Then for T > 1,

inf D.(q,p1) = inf inf Drvld. 7
9€P(X):q=Tpo 4.1 g€P(X):q=Tpo Woo(9,9')s Woes (p1,p7)<e (4.11)

= inf inf Dry(q,p}) (4.10)
Woo(p(]vp{))’Woo(ﬁlvp{)g‘gqlef(x)tqu’rpé q Pl

The proof of Lemma 4.2.1 is contained in Appendix D.

Now, we prove the minimax equality for unequal priors.

Theorem 26 (Minimax theorem for unequal priors). Let (X, d) have the midpoint property. Let po,p1 € P(X)

and lete > 0. For T > 0, define r as in (4.3). Then

sup inf 7(4,p4,p1) = inf sup (A, pos p1)- (4.11)
Woo @07]76)7W00 (Plvpi)ggAeB(X) AEB(X) Weo (Povpf))vWOO (Pl,Pi)SE

Proof. Without loss of generality, we assume 7" > 1. (It 7 < 1, we simply repeat the proof with labels 0 and 1

swapped.) We have

inf A5 5) = inf Rp(ly;.d
5 Ww?puogg)gzr( Po:p1) L r. (o1, 4)
Woo (p1,p7) <¢
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Figure 4.1: lllustration of various equivalent formulations of the optimal adversarial risk. The equalities summarize the results of Sec-
tion 3.1 and Chapter 4. For equal priors (1" = 1), and denote two ways of obtaining the optimal adversarial risk, R’ég: 1)

, which denotes the D, cost between the true label distributions pg and py, and 2) , which denotes the shortest total variation

distance between co-Wasserstein balls of radius ¢ aroundpo andpl. For unequal priors (7" > 1), , @ and denote three equiv-
alent ways of obtaining R%g. The black dotted balls denote 00-Wasserstein balls and the blue dashed balls denote sets defined using

stochastic domination. The order in which the two types of balls appear around py is reversed between @ and .
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= — [1— inf inf DTV ,, /
Ir+1 Woo (po:p) e g €P(X): (q Pl)
Woo(pr,p1)<e ¢'<Tp)

= sup L li— inf Drdgp)
Woo (po,ply) <& r+1 7 €P(X):
Woo (p1,p])<e q'=2Tpp

() . ;o

= sup inf (4, py,p1),
Woo(PO,PG)SEAeB(X)
Woo (prp7)<e

where (i) follows from Theorem 4, (ii) from Theorem 1o, (iii) from Lemma 4.2.1 and (iv) follows again from The-

orem 10 with e = 0. O

Remark 3. Unlike Theorem 24, Theorems 25 and 26 do not guarantee the existence of an optimal decision region
A*. While Theorem 25 guarantees the existence of worst-case pair of perturbed distributions py, py, Theorem 26 does
not do so. Nevertheless, a d-approximate pure Nash equilibrium exists in all the cases. This is in sharp contrast with
the non-existence of Nash equilibrium proven in Pinot et al.”” The result of Pinot et al.”” is valid for a “regularized”
adversary, where the point-wise budget constraint d(x,x') < ¢ is replaced with a regularization term added to the
adversarial risk formulation. Our Nash equilibrium result holds for the standard formulation of adversarial risk as

inS573  without the need for a regularization term.

Remark 4. A recent work” shows the existence of mixed Nash equilibrium for randomized classifiers parametrized
by points in a Polish space. Other works""'* consider a similar setup, but with a “regularized” adversary. The equi-
librium analysis in these works uses Fan’s minimax theorem with concave-convex condition. Since we consider non-
parametric classifiers represented by arbitrary decision regions, Fan's theorem is inapplicable in our setting. Instead,
we use tools from Huber’s z-alternating capacities for R%, and the generalized Strassen’s duality theorem for general
Polish spaces. The connection with Huber’s capacities (which we prove in Lemma 2.4.3) and the generalization of

Strassen’s theorem (Theorem 9) are both novel to the best of our knowledge.
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Run, rabbit, run
Dig that hole, forget the sun
When, at last, the work is done

Don’t sit down, it’s time to dig another one

Pink Floyd, Breathe

Conclusion

We examined different notions of adversarial risk and laid down the conditions under which these definitions are
equivalent. By verifying the conditions in Sections 2.3 and 2.4, researchers may use difterent definitions inter-
changeably.

We introduced the D, optimal transport cost between probability distributions. Through an application of
duality in the optimal transport cost formulation (via Strassen’s theorem), we have shown that D, completely char-
acterizes the optimal adversarial risk R7,, for the case of binary classification under 0-1 loss function. For general
loss functions, we give lower and upper bounds on R}, in terms of the Lipschitz and strong convexity parameters
of the loss function.

Using a formulation of optimal transport between finite measures of unequal mass, we extended the D, based
characterization of adversarial risk to unequal priors by generalizing Strassen’s theorem. This may find applications
in the study of excess cost optimal transport””°. A recent work ** obtains a different characterization of optimal
adversarial risk using optimal transport on the product space X' x ) where  is the label space. Further, they show
the evolution of the optimal classifier 4* as £ grows, in terms of a mean curvature flow. This raises an interesting

question on the evolution of the optimal adversarial distributions p, p; € P(X) with e.
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In analysing the adversarial risk for 0-1 loss functions, we give a novel coupling strategy based on monotone map-
pings that solves the D, optimal transport problem for symmetric unimodal distributions like Gaussian, triangular,
and uniform distributions. Employing the duality in the optimal transport, we also obtain the adversarially opti-
mal classifier under these settings. Our coupling analysis calls for an interesting open question: Is there a general
coupling strategy, akin to the maximal coupling strategy to achieve the total variation transport cost, that works for
abroader class of distributions? If yes, this gives us a handle on analyzing the nature of optimal decision boundaries
in the adversarial setting.

Using our characterization of R} in terms of D,, we obtain the optimal risk attainable for classification of real-
world datasets like CIFAR 10, MNIST, Fashion-MNIST and SVHN. Moreover, levaraging our optimal coupling
strategy for Gaussian distributions, we also obtain lower bounds on optimal risk for Gaussian mixtures based on
these datasets. These lower bounds have implications for the limits of data augmentation strategies using Gaussian
perturbations. Our bounds on adversarial risk are classifier agnostic, and only depend on the data disributions. In
addition, our bounds are efficiently computable for empirical/mixture distributions via reformulation as a linear
program.

We proved a minimax theorem for adversarial robustness game and the existence of a Nash equilibrium. We
constructed the worst-case pair of distributions pfj, pi € P(X') in terms of true data distributions and showed that
their total variation distance gives the optimal adversarial risk. Identifying worst case distributions could lead to a
new approach to developing robust algorithms.

We used Choquet capacities for results in R“ and measurable selections in Polish spaces. Specifically, we showed
that the measure of e-Minkowski expansion is a 2-alternating capacity. This connection could help generalize our
results to total variation and Prokhorov distance based contaminations.

We largely focused on the binary classification setup with 0-1 loss function. While we extended our results on
measurability and relation to 0o-Wasserstein distributional robustness to more general loss functions and a multi-
class setup, it is unclear how our results on generalized Strassen’s theorem and Nash equilibria can be extended
further.

Our results on various equivalent formulations of optimal adversarial risk are specific to adversarial perturba-
tions (or equivalently, co-Wasserstein distributional perturbations). An interesting open question is whether these

results hold for more general perturbation models.



64

Preliminary Lemmas

Lemma A.o.1. Let 4, € B(X) forn € {1,2,...}. Then,

(U,d,)® = U, 4%

(N, d,)® C N4

Proof. Suppose a € (U,4,)%. Then there exists 2; € 4, for some7 € {1,2, ...} such thatd(a, 4,) < . Hence,
a € AT C U, A% Therefore, (U,4,)%* C U, 4%,

Suppose b € U, AT¢. Then b € Aﬁaf for some j € N. So there must exist &' € A such thatd(b,4') < e. Since
b € U,d,, wegetthat b € (U,4,)®*. Therefore, U4 C (U,4,)%.

Supposec € (N, 4,)®¢. Then thereexists¢ € N, 4, suchthatd(c,c’) <. Sinced € 4, foralln € {1,2,...},

c € AP foralln € {1,2,...}. Hence, ¢ € N,AT?. Therefore, (N,4,)%* C N, 4. O

Lemma A.o.2. Let (F,) be a sequence of closed sets in X such that Fy O Fyyy fork € N. Then,

(NLF,)® = N, FP.
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Proof. Suppose x € (N,,F,)®¢. Then there exists ¥’ € N, F, such that d(x, %) < e. Sincex’ € F, foralln € N,
x € FP forall n € N. Hence, x € N,F* and therefore (N, F,)® C N, FY. We will now show the set inclusion
in the opposite direction.

Letx € N,FP*. Thenx € F¥ forall » € N. Hence, there exists x, € F, such that d(x,x,) < ¢ for all
n € N. Since (x,) is a bounded sequence, it has a subsequence (x,,) that converges to some x*. We claim that
x* € F:= N,F,. Indeed, forany m € N, the tail of the subsequence (x,, ) with indices greater than  is contained
in F,,. Since F, is closed, x* must be in F,,. Since the choice of 7 was arbitrary, x* € N,,F,, = F. Hence, x € F**

because d(x, x*) < ¢. Therefore, N, FY* C FP. ]

Lemma A.o.3. Let A € B(X). Let (y,)7>, be a non-negative, monotonically decreasing sequence converging to 0.

Let A denote the closure of A in X. Then, A7+ | A.

Proof. We know 4 C A" = A7 forall n. Hence 4 C lim,_,o0 ﬂZZIAVJe.
Suppose x € lim, o0 [\;—; 47+. Then it must be that d(x, 4) = 0 because otherwise x would not lie in A47» for
all large enough 7. Since d(x, 4) = 0, we can find a sequence of points in 4 that tend to x. But since 4 is closed,

we must have x € 4. Hence, lim,, 0 oy A7 C A. O
Lemma A.o.4. Lete > 0. If A is a closed set, then A ®¢ and ACF are also closed sets.

Proof. Let A be a closed set and let B be the closed ball of radius e. Fix & > 0. Let {z;},;>1 be a sequence of points
in A%¢ converging to a limit z. Assume without loss of generality that d(z;,z) < /2. We shall show that z € 4%*
as well. Note that every z; admits an expression z; = 4, + b;, where a; € 4 and b, € B. Since B is a compact set,
there exists a subsequence among the {4;} sequence that converges to 6* € B. Fixa d > 0 and pick a subsequence
{b;};>1 such that b; — b* and |b; — b*| < 8/2forall 7 > 0. Denote the corresponding subsequence of {,} by
{a;} and {z;} by {2;}. Observe that

g—a;=(z— &)+ (b* —b) — b,
and so by the triangle inequality

d(z,a;) < 9/2+9/2+e=¢+9.
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Thus 2; € B(z,¢ + 9) N A, which is a compact set, giving a convergent subsequence within the {Z,} sequence.
Let that subsequence converge to 2*. We must have 2 € 4 and b* € B since 4 and B are closed. This means
z = a* + b* must lies in 4%, which shows that 4% is closed.

Recall that 4%¢ = ((49)%¢)*. Since A is an open set, it is enough to show that C%* is open if C is open. Let
z € C¥ which meansz = ¢+ b forsome ¢ € Cand b € B. Consider a small open ball of radius J around ¢, called
Nj(c) that lies entirely in C. This is possible since C is assumed to be open. Now observe that Nj(z) C C¢, since
Nj(z) = Nj(c) + b. This shows that every point z € C%* admits a small ball around it that is contained in C¥¢, or

equivalently, C¥ s open. This completes the proof. O
Lemma A.o.s. Fora closed set A, we have A° = A%,

Proof. Letx € A%, Then there exists an 2 € 4 such thatd(x,2) < ¢, which means d(x, 4) < ¢, and sox € A°.
This shows that A9¢ C A°.

To prove the reverse direction, suppose x € A4°. This means we can a sequence of points {4, } such thata; € 4
and liminf; d(x,2,) < e. Fixad > 0 and assume without loss of generality that d(x,4;) < ¢+ dforall7 > 0.
Thena; € B(x,e + ) N A forall7 > 0. As A is closed, the set B(x;, ¢ + 9) N A is compact, and there exists a
subsequence {2, } that converges to 4™ € A. By the triangle inequality, d(x,4*) < d(x,a;) + d(a;,a*). Taking

lim inf; on both sides yields
d(x,a") < liminfd(x,a;) <e.

This implies x € A% and we conclude 4° C A%, ]
Lemma A.0.6. Let A be a closed set. Then (A99)%¢ C A and A C (49%)%".

Proof: We claim that a point x € A if and only if B(x, ¢) lies entirely in 4. If this were not the case, then we
could finda y € A°such thatd(x,y) < ¢ andsox € (4)%, which implies x & ((4)%*)* = 4%¢. Conversely,
if B(x,¢) € Athend(x,y) > cforally € A andsox ¢ (4%, which means x € ((49)%)° = 4. This
observation implies that (4°¢)®¢ C 4.

Using the above logic for 4%, we see that a point x € (49%)* if and only if B(x,¢) C 4%¢. By definition of

A%, every pointx € A satisties B(x, ) C A%, Thus, ifx € A thenx € (499)°%. Equivalently, 4 C (4%)®. O

Lemma A.o.7. Letey > ¢, > 0and A € B(X). Then foranyd € (0,¢ — &), A17927° C (4%) 7=,
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Proof. Recall that fore > 0, 47° = ((A4°)?)‘. From the definition, x € 4~* if and only if d(x, A°) > e.
Letd € (0, —&)andx € 497272, Then,d(x, ) < &, —¢,—9. Consider anyy € (4%)". Then,d(y, A) > «.

By the triangle inequality,
d(x,y) > d(y,4) —d(x,4) > ¢ — (61 —e2 — ) =2 + 9.
Hence,

d(x,(A")) = inf d(x,9) > e+ 9> &.
yEUL)

Therefore, x € (4%)7%. O
Lemma A.0.8. Let A € B(X). Then, 1{x € A%} = SUP, e, () ' € 4}.

Proof. Suppose x € A%, Then there exists X’ € A4 such thatx’ € B, (x). Hence, SUPyep, () Y ed} =1
Supposex € A'issuch thatsup,cp ) I{«’ € 4} = 1. Then there is a sequence (x,,)52, such thatd(x, x,) < ¢
and x,, € A4 forall z. Since (x,) is a bounded sequence in a closed set, B, (), it has a subsequence that converges to

some x* such that d(x, x*) < sand x* € 4. Hence, x € B,(x*) C A%, O

Lemma A.o.9. Forany real-valued function f: X — R and anyt € R,

{xEX: sup f(x/)>t}:{x€X:f(x)>t}@g.
d(

x,x ) <e

Proof. Supposea € {x € X : flx) > t}¥. Then there exists 4’ € X such that A4') > tand d(a,d’) < e.
Hence, supd(ayx/)ggf(x/) > fla") > t. Therefore,a € {x S - supd(xw,)ggﬂx’) > t}.
Suppose b € {x € Xt supy, < f) > t}. Then there exists &’ € X such that f{&/) > rand d(b,6') < e.

Hence,b € {x € X : flx) > ¢}¥=. O

Lemma A.o.1o (Max-min Inequality). Lezpy, p1 € P(X) and lets > 0. For T > 0, define r : B(X) x P(X) x

P(X) — [0,1] asin (4.3). Then,

su inf #(4,p5,p)) < inf su (A4, py, p1)- (A1)
p P Bt Apop) < dnf P (A 20:11)
Woo (prop}) <e Weo (pr,py)<e



68

Proof. Forany A € B(X) and py, pf such that W (p;, pi) < e(i = 0,1), we have

. f A / / < / / .
Aellr’j’l(X) (A, po, p1) < (4, po, p1)

Taking supremum over p{, and p{ such that W (p;, p;) < efori € {0,1} on both sides of the above inequality,

we get the following forany 4 € B(X).

sup inf 7(4,py,p1) < sup (A, pos p1)-
W (po.), Woo (pr,) < A€B(X) Woo (po.04), Wos (p1.0]) <e

Since the above inequality holds for any 4 € B(X'), we have,

sup inf V(A,])(),])i) < inf sup V(A,])Z),]);).
Woo (po.04): Woo (p1.07) < A€B(Y) ACBIX) 1o (0.0, W (pr.1) <
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Proofs from Chapter 2

B.1 PROOFS FROM SECTION 2.3

B.1.1 PROOFS FROM SECTION 2.3.1

Proof of Lemma 2.3.1. We prove the above statement by using a counterexample motivated from Example 2.4 in
Luiro et al. >® For any ¢ > 0, there exists a Borel measurable set S C [—¢, ¢]? such that its projection onto the first
coordinate is not Borel measurable (see Luiro et al.,*® Theorem 6.7.2 and Theorem 6.7.11 in Bogachev'*). That
is,$ € B(R?*) but S := {x; € R: (x1,%2) € S} ¢ B(R).

Define ahomeomorphism ¢ : R> — R3as @(x1, x5, %3) := (1, %2, /22 — 43). @ maps the plane [, £]> x {0}
onto the half-cylinder, { (x1,x2,x3) € R3 : x4 € [—¢,¢],43 + 53 = &%, 53 > 0}, of radiuse. Let 4 := ¢(S x {0}).
Then 4 € B(R?) because S x {0} € B(R?). We have the following equality.

A% 0 (R x {0}2) = 5 x {0}

Suppose A% € B(R?). Then the above equality implies that $; € B(R) contradicting our choice of S. Hence,
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A% ¢ B(RY).

O]

Proof of Lemma 2.3.2. Recall that an analytic set is a continuous image of a Borel set in a Polish space. Although
an analytic set need not be Borel measurable, it is always universally measurable, i.c., measurable with respect to any
measure defined on a complete measure space’.

We will now show that if 4 € B(X), then 4% is an analytic set, thus showing that it is measurable in the
complete measure space (X, B(X)).

Define D = {(x,+') € X? : d(x,«') < ¢}. D is Borel measurable because it is the preimage of the Borel set
(—00, £] under the Borel measurable function d. Define f: D — Roas f{x,x') = —1{«x’ € A}. Forc € R, we have

the following.

(
@ c< -1,

{(2) € X2 fle,d) <cf = (X xA)ND ce (-1,0],

X2 c> 0.

Since 4 € B(X)and D € B(X?), (X x A) N D € B(X?). Hence, by Definition 7.21 in Bertsekas and Shreve’,
is a lower semianalytic function. By Proposition 7.47 in Bertsekas and Shreve’, the function f* : & — R defined

as f*(x) := infycp, (v) flx, &) is lower semianalytic. By Lemma A.0.8, we have

Fx)= inf —1{x'€d}=— sup I{&¥ €4} =—-1{x¢€ A%,
x' €B.(x) EB.(x)

By Definition 7.21 in Bertsekas and Shreve’, it follows that 4% is an analytic set. By Corollary 7.42.1 in Bertsekas
and Shreve’, A%¢ € B(X).

O

Proofof Lemma 2.3.3. Let f = 1/4. Takeany e € E. Since E = A°\ 4%, we have the following two implications:
1) E C 4° which implies that d(¢, 4) < ¢ and 2) EN 49 = @ which implies that d(¢, 4) > ¢. Combining

the two implications, we get that d(e, 4) = . Hence, for every » € (0, ¢], there must exist an 4, € A such that
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¢ <lle —a,|| < e+ r/4 Wepickanx’ € X on the line segment joining 4, and x as follows.
r
ti=m
2lle — ||

¥ =ta,+ (1—te.

Since |le — a,|| € [¢,¢ + r/4) and » € (0,¢], itis clear that # € (0,1/2). From the definition of «/, it follows
that ||«" — e|| = #lle — a,|| = /2. We will now show that Bg,(x") C B,(¢)\E. Forany y € Bg,(x"), we have the

following.
ly—ell <lly—«|+|I¥ —ell <pr+r/2<r
Hence, y € B,(¢). Moreover,
by = arll < lly =&l + I — 2l <fr+ (le = all = 7/2) <e.

Hence, y € 49 and so y ¢ E. Therefore, Bg,(x') C B,(¢)\E. Hence, we have the following property (call it (x)):
Foranye € Eand any r € (0,¢], thereisanx’ € A’ such that Bg,(x') C B,(¢)\E. The property (x) is depicted in
Figure B.1.

Leta = B(1 — B). Takeany x € X and 7 € (0,¢]. We will now show that there exists ¥’ € X such that
Bul) C B\E

Supposex € E. Then by the property (%), thereexists &’ € A such that B,,(x") C Bg,(x') C B,(x)\E. Suppose
on the other hand x ¢ E. If Bg,(x) N E = @, then choosing ' = x we have B,,(') C Bg.(x') C B,(x)\E. If not,

then there exists ¢ € Bp,(x) N E. We claim that B(;_g),(¢) C Bp,(x). Indeed, forany y € B(;_g),(¢) we have
ly ==l < lly—ell +lle —xll < (1 =B)r+fr=r

Since (1—8)r € (0, ], by the property (%), thereexists ' € A such that B, (x') = Bp1_g).(«') € B_p)-(x)\E C

B,(x)\E.
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Figure B.1: A depiction of the property () in the proof of Lemma 2.3.3. ¢ is an arbitrary point in £ = AE\Af). For some » € (0, 5],
a, € Ais picked so that ||e — a,|| € [¢,¢ + 7/4). ¥ is a point on the line segment joining 4, and ¢ such that ||x" — ¢|| = 7/2. Then,
B (') C B.()\E.

B.1.2 PROOFS FROM SECTION 2.3.2

Proofof Lemma 2.3.4. Fixy € Y and w € W. Consider the function f : D — R defined as Alx,x’) =
—{((«/,y), w), where D = {(x,%') € X* : d(x,x') < e}. Definef* : X — Rasf*(x) := infuep ) fx, %) =
—Sup,cp, (o) £((+, ), w). By Proposition 7.47 in Bertsekas and Shreve’, * is upper semi-analytic. Therefore, the
worst-case loss function sup, <, £((, ), ) is upper semi-analytic and hence universally measurable. Conse-

quently, Ra. (¢, w) is well-defined on the measure space (X, B(X)). O

Proof of Lemma 2.3.5. Since £((+, ), w) is Lebesgue measurable, the set {x € X' : £((x,y), w) > £} is Lebesgue
measurable. By Lemma A.0.9, all the level sets of the worst-case loss function sup (o) <e 0((«', ), w) are Lebesgue

measurable. Therefore,

Rg. (L, w) = E(xy)~p L(sup E((x’ﬂ,),w)]

x,x ) <e

= E}’NﬁyExNﬁxly [d( sup E((xlhy)’ w)] ’

x,x)<e

is well-defined. ]
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B.2 PROOFS FROM SECTION 2.4

B.2.1 PROOFS FROM SECTION 2.4.1

Proof of Lemma 2.4.1. Let ' € P(X) be such that W (¢, ') < e. Then there exists a coupling 1 € I1(«/, x)
such that for (x,x') ~ A, d(x,x') < ¢ A-ae. Hence,

Y(A) =24 x X) =24 x A%) < 2UX x 4%%) = u(4%).

Since the choice of ¢’ was arbitrary in the set {v € P(X) : W (1, v) < ¢}, we have,

sup (@ (d) < p(A4%).
Woo (') <e

Now we show the inequality in the opposite direction. Like in the proof of Lemma 2.3.2, consider the function
f: D — Rdefined as flx,x') = —1{x' € A}, where D = {(x,') € X? : d(x,') < ¢}. Define f* : X — R
as f*(x) := infyep, (v flx, &). As shown in the proof of Lemma 2.3.2, f*(x) = —1{x € 4®}. By Proposition
7.50(a) in Bertsekas and Shreve’, there exists a measurable function @ : X — X such that |[/*(x) — flx, p(x))| < &
for any 3 > 0. Since fand f* are both 0-1 valued functions, we get f*(x) = flx, p(x)) forall x € X by choosing

9 = 1/2. Moreover, by Proposition 7.50(a) in Bertsekas and Shreve ’, Gr(p) C Die., d(x, ¢(x)) < eforallx € X.

Therefore,
sup ¢/ (d) > () = p(p™(4)) = u(4™).
Weoo (,p!)<e
Hence, supy,,_(, )< Y (A) = gbﬁ‘u(A) = u(A4%) forany set 4 € B(X). O

Proof of Lemma 2.4.2. Let € P(X) be such that W (¢, ') < e. Then there exists 1 € T1(¢/, x) such that
2({(x,) € X% : d(x,5') > ¢}) = 0. Then,

Exw‘u’ [@(x)] = ]E(x,x’)fvl[@(x)]

=E( ) [ sup @(x/)]

xEB.(x)
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= Ex/N/‘

sup @(x’)] :

xEB.(x)

Since the above inequality is true for any ¢’ € P(X) satisfying Weo (1, ') < e, we have,

sup  Epoy [p(x)] < By [ sup @(x/)] .

Woo () <e XEB.(x')

Now we will show the inequality in the opposite direction. Consider the function f : D — R defined as
fx ) = —p(x/), where D = {(x,%') € X% : d(x, ') < ¢}. Definef* : X — Rasf*(x) := infyep ) flx, %) =
—SUPycp () @(x'). Choose a9 > 0. By Proposition 7.50(a) in Bertsekas and Shreve’, there exists a universally

measurable function my : X — X such that |f*(x) — flx, my(x))| < dandd(x, my(x) < ¢) forallx € X'. Hence,

Evwy | sup @(x’) :Exwﬂ[_f* (x)]

d(xx')<e

< B [, m3())] + 2
= o lp(ms())] + 3
= Erony lp()] + 9

< sup Eeyfpx)] +9,
Woo () <e

where the last inequality follows because Woo (1, m54,) < ¢ because d(x, m;(x) < ¢) forallx € X. Takingd — 0,

we get the following inequality.

ExN/t[ sup ¢(x/)] < sup Eeylp()]
d(xx')<e Woo (') <e

Combining the above inequality with the reverse inequality shown previously, we obtain (2.18).
Suppose the function @ is upper semi-continuous. Then f'is lower semi-continuous. Hence, for every x € X,
there exists 4™ in the compact set B, () such that inf, ¢ g () flx, ') = flx, x*). By Proposition 7.50(b), there exists

a universally measurable function 7 : X — X such that f*(x) = f{x, m(x)) for allx € X. Hence, we have

sup ExN/z’ [p(x)] = ExN‘u
Woo (') <e

sup @(x’)] = Eevy [p(m(x))] = By, [p(x)] -

d(xx')<e
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Therefore, u* := my, attains the supremum on the left side of the above equation.

B.2.2 PROOFS FROM SECTION 2.4.2

Proof of Lemma 2.4.3. The following properties of v are trivially true: v(@) = 0, 9(X) = land v(4) < v(B) for
ACB.

Consider a sequence of sets (4,) in X such that 4y C Ay fork € N. Let 4 = U,A4,. Thatis, 4, T 4.
Then by Lemma A.o.1 we have, 4%¢ = U, 4. Hence, 47¢ 1 A% and by the continuity of measure, v(4,) =
() T p(d®) = v(4).

Consider a sequence of closed sets (F,,) in X such that F}, O Fj fork € N. Let F = N,F,. Thatis, F,, | F.
By Lemma A.o.2, F2* | F¥¢. Hence, by the continuity of measure, we have o(F,) = p(FP?) | u(F¥) = o(F).

For any two sets 4, B € L(X),

v(AU B) = u((4U B)¥)

@ #(A@E U B@z)

= p(A¥) + p(B¥) — p(4%* N B¥)

i)
< w(A%) + w(BY) — p((4 N B)*)

—~

=v(4) + v(B) —v(4 N B),

where () and (77) follow from Lemma A.o.1. Hence, v is a 2-alternating capacity. O

Proof of Lemma 2.4.4. Let ! € P(X) be such that W (¢, ') < e. Then there exists a coupling y € IT(¢, 1)

such that for (x, ') ~ 7, d(x,x") < ¢ y-a.e. Hence,

£ (A) =y (A x X) = y(d x A%) < p(X x 4%) = u(4%).

Since the choice of ¢’ was arbitrary in the set {v € P(X) : W (1, v) < ¢}, we have,

sup  @(d) < u(4%).
Woo () <e
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We will now show the inequality in the reverse direction. By Lemma 2.4.3, 4 — (A%*) is a 2-alternating capacity.
Hence by Lemma 2.5 in Huber and Strassen *°, for any Lebesgue measurable 4 C X, there existsa v € P(X)
such that »(4) = u(4%) and »(B) < u(B%) for all Lebesgue measurable B C X For such a », it is clear that

Woo(u,v) < e. Hence,

Hence, supWoo(%ﬂ/)Sg//(A) = »(A4) = p(4%). O
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Proofs from Chapter 3

C.1  PROOFS FROM SECTION 3.1

C.1.1  PROOFS FROM SECTION 3.1.2

Proof of Corollary 3.1.1. From Theorem 7, we have

Ri= 2 1= inf B 1{d(s ) > 2:)]|

€Il (k)
For p > 1and any 7 € II(y, »), we have the following:

E () [(1{d (0, &) > 2¢}]

= o yurl1{d( ) > (26}

d(x, )\’
crn[(422).
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where the last inequality follows from Markov’s inequality. Therefore,

?
R =1 [1_ inf Ev)er K‘“’“’”) ”
2 7w€Il(p,v) ’ 2¢
Sl [1 _ <WP<M>>]’] ,
-2 2e

O

Proof of Theorem 8. Since Woo(¢,7) = inf{d > 0 | x(4) < »(A°) for all measurable A}, if Woo(u,v) < 2e,

then u(A4) < »(4%) for all closed sets 4. Hence,

D.(u,v) = sup p(d) —v(4*)<0.
A closed

Since D, (,v) > 0, we conclude that D, (z,») = 0.
For the reverse direction, suppose that D, (¢, ») = 0. This means there exists a sequence of couplings (7;);>1
such that E ¢, (x, ) — 0 where 7; € I1(¢, v). We now show that the sequence of measures (7;) is tight. Given a

9> 0,let £ C X beacompact set such that min{x(E), »(E)} > 1 — 9/2. Then,
7;((E x E)) < u(E) +v(E) < 0.

Hence, by Prokhorov’s theorem (for reference, see Theorem s.1 in Billingsley '), there is a subsequence of (7;)
that converges weakly to a coupling 7* € TI(x, »). Since ¢ is a lower semicontinuous cost function, the coupling 7*

_« d(x,%") < 2¢. Using the definition of W, we conclude

~

satisfies E+ . (x, ') = 0, or equivalently, ess sup (0)
that W (¢, 7) < 2e. O
C.1.2 PROOFS FROM SECTION 3.1.3

The following lemma presents a discrete version of the generalized Strassen’s theorem.

Lemma C.r.1. Lat X, = {x1,...,x,} C X. Lerp = (p;)l_y,9 = (q:)7, be such that p;,q; > 0 fori € [n] and

Yopi <> iqi Lete > 0. For A C X, ler A° := {x € X, : d(x,) < ¢ forsomex' € A}. Ford C X, let
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p(A) = Zi:x,EAPZ' ﬂ”dQ(A) = Zi:xlEA qi- FO}"Z',]. € [}’l], letcl]' = 1{61(361,.%']) > 25} T/Jei’l,

max p(A4) — g(4*) = min Ciij. C.1
Agx/b() 7(47) 5520 L= 7y (C.x)
Sx=pi

Proof. Fori,j € [n], defined; := 1 — ¢;. Then,

min Ciixgi = E ' — max E dix;i C.2
w20 =t Y P w20 =Y (Ca2)
z, z ) Z,
Zj X =pi J Zj xXy=pi J
22 %< 3% <qy

Consider the following modification to the linear program on the right hand side of (C.2), where the constraint

> % = Piis replaced by > ;% < i

max Y dgy. (C.3)
x>0

Swisp

th’]SqJ

We will show that the above linear program is equivalent to the linear program on the right hand side of (C.2).
Since the above linear program is bounded and feasible, it admits a solution. Let {x}}; ;c[, be the solution to
(C.3). Suppose there exists m € [n] such that ij*j < pm- Lets = py, — (Zx*

o y m]) > 0. Forj € [n], define
Sii=qi— Y xjj‘ Then,

Sosi=> "= %= pi— D p| trm—s| =0
J i i

7 i#m

Therefore, > 5 > 5. Let k be the largest integer for which Zﬁ:l 5; < 5. Define,

x;; i # m,
xfnj%—sj i=m,j <k,

Vi = (C.4)
x:‘nk—l-s—zjil.rj i=m,j=k+1,

x5 i=m,j>k+1

mj
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By the above definition we have,

Z]x; l’ 7& m,
> =
f;

* c
\ijl-j—i-s i =m.

DX S J<k
D = s =g j=k+
le:;Lj j>k+1

Combining the above with the definitions of £, s and {s;} [}, we see that ) Vi < P and ), y; < g;. Moreover,
yi7 > x forallz,j € [n]. Hence, iy > > ;4% Therefore, any solution {7} je(n) for which there exists

m € [n] such that Zj %5, < pm> can be improved to a solution {y;}; e[, for which ijmj = pm. Hence,

max E d;x;; = max E dix;. C.
2520 = L 2520 = v (Cs)
m=pe Y yisp
22 %55y 2%y

Since the maximization in (C.s) is a linear program in canonical form, we employ the strong duality theorem (for

a reference, see Chapter 6 in Matousek and Gartner *°) to get the following.

max E d;x;; = min E u; + qg;v;). C.6
3520 _ a7 >0 L (pz i T4 z) ( )
ZJ xzjgpz' 1y M;+U]2dzj
DAY/

Since d;; € {0,1}, we may assume #;,v; < 1 for the minimization in (C.6) without violating other constraints
because any decrease of #;, v; down to 1 will only decrease the value of ) (p;#; + g,v;), which we seek to minimize.

Defining w; := 1 — #,, we have the following from (C.2) and (C.6).

min €;X; = max g Wi — qiv;). (C.7)
220 o v w;,vi€[0,1] ; <p 1
S 9 b

The optimal w}, v} that achieve the maximum in (C.7) must lie at one of the vertices of the polyhedron supported

2771

by the hyperplanes, w; = 0,w; = 1,v; = 0,0; = land w; — v; = ¢;;. Hence, w}, v} € {0,1}. Moreover ife; =0

1) "1
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and w; = 1forsome?,; € [n], then v; = 1. On the other hand if ¢;; = 1, then v can be set to 0 without violating
other constraints and without decreasing the maximization objective. Therefore, setting 4 := {x; € &, : w} = 1},

we see that the maximum in (C.7) equals the maximum in (C.1). O

Proof of Theorem 9. Let (y, )72, beanon-negative, monotonically decreasing sequence converging to 0. Let (x, )5 |
be a dense sequence in X'. Define a function f : X — {x,}2, such that f{x) = x; for the least integer £ with

d(x,x;) <7y, Let H, = {x1,...,x,}. Lets, be the least positive integer such that,

w(f N (Hyymr)) > p(X) = 7, (C.8)

WF (1) > HX) — 7, (C9)
Given 7, construct a discrete measure gz supported on the finite set H;, such that ¢ (xz) = p(f ' (x)) for
k € [s, — 1] and g, (X) = u(X). Similarly, construct », supported on H,, such that v, (xz) := »(f; ' (xz)) for
k€ [s, —1]and v, (X) = »(X).
Let 4 € B(X'). We have,
()

(i)

(#7)
= #wl(A mHYn_l)) + 7/;1

(iv)

< uld”) +7,, (C.10)
where () follows from the fact that u_ is supported on H,,, (%) follows from (C.8), (#7Z) follows from the definition
of u, and (iv) follows because of the following: Foranyy € 4 N H,, _,f '(y) C {x € X : d(x,y) < y,} C A".

Hence,f_1 (ANH,_;) C A. Applying (C.10), with 4 instead of 4, we have the following.

A7) =y, <, (d) <pld) + 7, (C.1x)

Letting  — 00 in (C.11) and using Lemma A.o.3, we get that limsup . (A4) < w(A) for all closed subsets 4
of X'. Hence, by applying the Portmanteau theorem (Theorem 2.1 in Billingsley ?), we conclude that the sequence

of measures (¢, )52 converges weakly to g. Similarly, , — » weakly.
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For any fixed 7, we apply Lemma C.1.1 to the measures z , », on the finite space Hj, to get the following.

ach, n () — v, (A=) = mir(l) ngl{d(xi,xj) > 2¢ + 4y, }, (C.12)
=iy, Xij =

=, () Y
S5 ()

where the indices 7,7 run over [5,]. We have that ¢ (X) = ¢(X) < »(X) = »(X). Define a coupling 7, €

I1(g,, v,) supported on H;, X Hj, using the optimal solution {x;;} to the minimization in (C.12) by setting

7€)
7a(7,j) = «j;. Let T, C H,, be the set that achieves the maximum in (C.12).

We will now construct a candidate coupling for the infimum in (3.7). Since g, » are finite measures on a Polish
space, they are tight (see for example, Theorem 1.3 in Billingsley”). Hence, given a 0 > 0, there exists a compact
set K C X such that min{x(K), »(K*)} < 9/3. Since ¢, and », converge weakly to ¢ and » respectively, choose
N large enough so that min{y, (K),7,(K*)} < d/2forallz > N. Let v, be the second marginal of the coupling

7,. Then, ¥, < v,. By union bound, we have the following.
ma (K X K)Y) < oy () 4+ A (K) < g (K) + 3y () < 5. (C13)

Hence, the sequence (7,),> is uniformly tight. Hence, by Prokhorov’s theorem (for reference, see Theorem s.1
in Billingsley ?), there is a subsequence (7, ) of (7, ),>n that converges weakly to some measure 7* € M (X x X).
Moreover, 7* € I1(g, v) by virtue of the constraints imposed on the converging subsequence of (7, ) ,>n-

Let ® = supAeB(X);c(A) —9(A4¥)and ¥ = T,

£

(#, 7). For any 7 we have,

mu(dn ) > 25+ 47,) L 0, (1) = wa(127H7)

< (UT) +7,) = U770y =)
(? M ) — V((ﬁﬂr‘m—n—nﬂ) +ay,
<ul(T) —o(T77) + 2

(2v)
< O+2, (C.14)

where (7) follows from the definition of 7, and 7, (i7) follows from (C.11), (777) follows from Lemma A.o.7 and
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(7v) follows from the definition of ®. Further,

Y = inf #d(x,«) > 2]
7€I1(u,7)
() ,
< 7 [d(x,x") > 2]

(i2)
< liminfr, [d(x, ') > 2¢]
g

< lim sup 7, [d(x, ') > 2¢]

n

(#4)
<, (C.1s)

where (7) follows because 7* € T1(g, v), (i7) follows from Portmanteau’s theorem because (7, ) that converges to
7* and the set { (%, ¥') € X% : d(x,x') > 2¢} is an open set, and (i77) follows by taking » — 0o in (C.14).
To show theinequality @ < ¥, consider asequence of measures (4,,)2 ; such that 1, € I1(g, v) andlim, 4, [d(x, x') >

¢ =Y. Forany 4 € B(X),

p(d) =[x € A,x' € A7)+ Ay[x € 4,4 ¢ A7)

< v(A4°) + A, ld(x, &) > €.

Letting n — 00, we have u(A4) — »(A4°) < Y forall4 € B(X'). Hence, ® < ¥. Combining this with (C.15), we

conclude ® = V. ]

C.2 PROOFS FROM SECTION 3.2

Proof of Theorem 16. Like in the proof for Theorem 14, we prove Theorem 16 by partitioning the real line into
several regions for ¢ and », and transporting mass between these regions. Figure C.1 shows the optimal coupling
for the case when /7 C J.

We first prove a lower bound. Choose the set 4 = 7, we have that
D.(u,7) > p(d) — v(4%) = 1 — »(I*). (C.16)

To establish the upper bound, we need to find a coupling that transports ¢ to » such that the cost of transportation
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I
> —>
2¢ 2e
€ - m - ———— >
I
S e e B ) >
[Ze
D e e i e >
J

Figure C.1: Optimal coupling for two uniform distributions. The region shaded in green is kept in place (at no cost). The two regions
shaded in orange are transported monotonically from either side at a cost not exceeding 2¢ per unit mass. The remaining region in blue
is moved at the cost of 1 per unit mass.

is bounded above by 1 — »(1%). Without loss of generality, let / = [—wy, wi] and ] = [c — w2, ¢ + w,] for some
¢>0and 0 < w; < ws.

Case 1: 2¢ < wy — wy.

We split the analysis into the following five sub-cases.

Case 1(a): ¢ € [wy + wy + 2¢,00).

In this case, the intervals 7 and / are separated by at least 2¢. Hence, »(/*) = 0, and therefore, D, (x,7) >
1 — »(I*) = 1. Combining this with the fact that D, (1, 7) < 1, we get that D, (,») = 1 =1 — »(I*).

Case 1(b): ¢ € [—w; + wy — 26, wy + wy + 2¢).

In this case, »(1%) = »([c — wa, w1 + 2¢]) = (w1 + 2¢ — ¢ + wy)/(2w;) < L. Since u([—wy, wy]) = 1 >
v([c — wa, w1 + 2¢]), there must exista # € [—wy, wy] such that u([x, wi]) = v([c — wy, w1 + 2¢]). Solving for #,

we get the following.

w+2¢—c+wy
ZLUZ

w —u

rr — e wl) =l —wa, n +26)) =

wy
= u=w — — (w1 + 2 —c+ w).
wy

Since wy/w, < 1, the above equation for # shows that . > w; — (wy + 2¢ — ¢ + wy) = ¢ — wy — 2e. Hence,
(c—wp) —u < 2e.

Let ¢, be the restriction of ¢ to [#, w1] and vy be the restriction of ¥ to [c — w3, wy + 2¢]. Then, by construction,
to(R) = »(R). By Lemma 3.2.1, we have a monotone transport map 7" : [#,w)] — [c — wa, w; + 2¢] that

transports u, to v given by 7(x) = W(x —u) + (¢ — w). Note that T transports # to ¢ — w and w;
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to wy + 2¢. Also, T(x) > x. Since T has a slope greater than 1, 7(x) — «x is an increasing function. Moreover,
T(w)) —wy = 2¢and T(#) —u = (¢ — wy) — u < 2¢ Hence, |T(x) — x| < 2¢forallx € [u,w]. Hence,
D, (1, 7) = 0. Therefore, D, (1, 7) < 1 —min(g,, v) = 1 — »([c, wy + 2¢]) = 1 — »(**). Combining with the
lower bound in (C.16), we conclude that D, (¢, ) = 1 — »(I*).

Case 1(c): ¢ € (—wy + wy + 26, —wy + wp — 2¢).

In this case, »(1%) = v([—w; — 2¢, w1+ 2¢]) = (2w +4¢)/(2wz) < 1. Since x([0, w1]) = 1/2 > (0, wy +2¢),
there must exists a v € [0, wy] such that u([v, w1]) = ([0, w; + 2¢]). Let x, be the restriction of ¢ to [u, w]
and v be the restriction of » to [0, w; + 2¢]. Then, by construction, z, (R) = »;(R). Similar to the map T
in case 1b, there exists a monotone transport map 7% : [#,wi] — [0, w; + 2¢] such that |77 (x) — x| < 2e.
Hence, D,(¢, ,v+) = 0. Similarly, let z_ be the restriction of x to [—wy, —#] and v be the restriction of » to
[—w; — 2¢,0]. Then by symmetry, there also exists a monotone transport map 7- : [—wy, —#] — [—w; — 2¢,0]

such that | 7_ (x) — x| < 2e. Hence, D.(¢_,v_) = 0. Therefore,

Df({"?V) <1- [min(‘cc+, V—‘r) + min(/‘_v V—)]
=1—[»([0,w + 2¢]) + »([—w1 — 2¢,0])]
=1—v([—w — 2¢,w; + 2¢])

=1—»(*).

Combining with the lower bound in (C.16), we conclude that D, (¢, ») = 1 — »(1%).

Case 1(d): ¢ € (—w) — wy — 2¢,w; — wy + 2¢].

The geometry of this case is a mirror image of that in case 1b. Hence, just as in case 2, we have D, (¢, 7) =
1 —»(1%).

Case 1(e): ¢ € (—00, —w; — wy — 2¢].

Like in case 1, the intervals 7 and J are separated by at least 2e. Hence, similar to case 1, we get that D, (x, v) =
1=1— ().

Case 2: 2¢ > wy — wy.

In this case, we have the following sub-cases.

Case 2(a): ¢ € [wy + wy + 2¢,00).

Like in case 1a, the intervals 7 and / are separated by at least 2¢. Hence, D, (¢, 7) =1 =1 — »(1*).
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Case 2(b): ¢ € [w1 — wy + 22, w; + wy + 2e).

Since [w) — wy + 2¢, wy + wa + 2¢) C [—wy + wy — 2¢, wy + wy + 2¢), the coupling obtained in Case 1b can
be directly applied in this case. Hence, we again have D, (¢, ») =1 =1 — »(1*).

Case 2(c): ¢ € (—wy + wy — 26, w1 — wy + 2¢).

In this case, the supports of z and » are within 2¢ of each other. More specifically, / C I%. Hence, v([zg) = 1. Let
T'denote the monotone transport map from gand vas defined in Lemma 3.2.1. Then, 7(x) = 22 (v—w1)+(c+w2).
Note that 7'maps [—wy, wi] to [c — w2, ¢ + w>] monotonically. Since the supports of x and » are within 2¢ of each
other, we have | 7(x) — x| < 2¢. Hence, D, (¢, 7) = 0 = 1 — »(1%).

Case 2(d): ¢ € (—w; — wy — 26, —w; + wy — 2¢].

This case is a mirror image of case 2b and hence the result D, (¢, ») = 1 — (/%) remains the same.

Case 2(e): ¢ € (—o0, —w; — wy — 2¢l.

Like in case 1a, the intervals / and / are separated by at least 2¢. Hence, D, (¢, 7) =1 =1 — »(1*).

It is easily checked that the error attained by the proposed classifier also matches the bound, which completes

the proof.

Proof of Theorem 17. We have the following cases:
Case 1: my — my > 01 + 02 + 2e.
In this case z and » have disjoint supports separated by at least 2¢. Moreover, x(4%%) = 1and »(4%) = 0.

Then,

D, (u,v) = s?pd#(/ﬁg) —AA) 2 p(Ad7) = v(4¥) = 1.
A close

Combining the above inequality with the fact that D, (¢, ») < 1, we get D, (¢, v) = 1.
Case 2: my — my < 9) — 1 — 2e.

In this case,

|(ma +¢) — (m1 — &)| = |(ma2 — my) + 2¢| = (ma — my) + 26 < 9, — 4y,

|(my —¢) — (my +¢)| = |(ma — my) — 2¢| < |my — my| + 2¢ < 9, — 4.
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Hence, by Lemma 3.2.6, the equations f{lx + ¢) = g(x — ¢) and flx — ¢) = g(x + ¢) have exactly two solutions
each, on the supports of A(m; — ¢, d1) and A(m; + ¢, d1 ) respectively. Hence, / must be the minimum of the two
solutions to f{lx +¢) = g(x — ¢) and » must be the maximum of the two solutions to f{x — ¢) = g(x+¢). Asin the
proof of Theorem 15, we divide the real line into five regions as shown in Table C.1, where /' is the leftmost point
such thatu([/+¢,/]) = v([/ —¢,/']) and // is the rightmost point such that u ([, » — ¢]) = »([/, 7+ ¢]). Observe
that by construction, f{x) < g(x + 2¢) forx € [r — ¢, m + d1]. Hence by Lemma 3.2.3, D.(x, ,,v++) = 0.
Similarly, we also get D, (z__,v—_) = 0.

We will now use Lemma 3.2.4 toshow that D, (u_,v_) = 0. Leta = [—¢,a’ = [4+¢,b = ["and?7 = /' —2¢. Let
t be the first coordinate of the intersection point of two line segments, one joining (4, g(4)) and (4, g(4)), and the
other joining (', fla’)) and (&, f(b)). The following three conditions are satisfied by #_ and »_. (1) The support
of v_ is [, b] and the support of u_ is [4', 0] = [a + 2¢,b]. (2) g(x) > flx) forx € [a,¢) and flx) > g(x) for
x € (£,0]. (3) g(x) < flx+ 2¢) forx € [a,7) and the the interval (7, & — 2¢] is empty because 7 = b — 2&. Hence,
D.(u_,v-) = 0. Similarly, D.(x, , ) = 0.

Finally, D, (u,,7) = 0. This is because f{x) > g(x) forx € [/, 7] where [I', /] is the support of both z, and
vo and so an identity map 7(x) = x may be used to transport all the mass from » to g, at zero cost.

Like in the proof of Theorem 12, we can upper bound D, (¢, ») as follows.

Dl 9) <1 ([l — &+ ) + pllm — 2,1+ )+l — e, m1 + 81)

= (A7) — A(4%).

Since D, (¢, v) = supp .., #(B¥°) — »(B¥), the above inequality turns to an equality.
Case3: 0 — 01 — 2e < my — my < 02 + 01 + 2.

In this case,

(my —e) — (m1+¢) = (ma—my) —2e < 9 + 01,

(my+¢) — (my —¢) =26 — (my —my) < 9+ 1.

Hence, |(m2 — ¢) — (my + ¢)| < 92 + 91. By Lemma 3.2.6, the equation f{x — ¢) = g(x + ¢) has either one or

two solutions. Therefore, » must be the rightmost solution to flx — ¢) = g(x + ¢).
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We will split the analysis into three sub-cases.

Case 3(a): my — my > 02 — ) + 2e.

We will decompose ¢ and » into two mutually singular positive measures each. Let z_ and u n be the restriction
of u to the intervals [my — 91,7 — ¢] and [r — &, m; + 91| respectively. Let v_ and v be the restriction of » to the
intervals [my — 92,7+ ¢] and [r + ¢, my + 9] respectively. The following inequality shows that the support of »_

is of a lesser length than that of ¢_.

[(r+e)—(my— )] —[(r—¢) — (m — )] =0 — & + 26 — (my — my) <O.

It follows that the support of v is of a greater length than that of ¢ . By construction, g(x — 2¢) < flx) for
x € [my — 92,7 + ¢]. Hence, by Lemma 3.2.3, D,(¢_,v—) = 0. A similar analysis shows that DE([u_H vy) = 0.

Hence,

Di(,») < 1— min(e_(R), v (R)) — min(g, (R), v, (R))
— 1— ([ — £,00)) — #([r +£,00))

= (A7) = o(4%).

Since D, (¢, v) = supg .. #4(B~%) — »(B?), the above inequality turns to an equality.
Case 3(b): 02 — 0 < my —my < 05 — 01 + 2e.
Let #_,p,,v— and v be as defined in case 3(a). The following inequality shows that the support of z__ is

smaller than that of v.

[(mZ—Fé\z)—(V—Fé)]—[(7}’11—1—31)—(}"—2)] :(mz—m1)+32—31—2£>0.

Moreover, flx) < g(x + 2¢) forx € [r — ¢,m1 + d1]. Hence by Lemma 3.2.3, D, (¢, ,7+) = 0.
We will now show that D, (z_,v_) = 0 by verifying the conditions of Lemma 3.2.4. Since 2¢ < 29}, we have

the following.

H = <my—m < dh—d+2<dp—01+20 =0+ 1.
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Hence, by Lemma 3.2.6, there is exactly one point of intersection of f{x) and ¢g(x) on the support of u. Let ¢ be
the first coordinate of that point. Leta = my — 9, — 26,4’ = a + 2¢and b = r + ¢. Then, (1) the support of
w_is [my — 8, 7 — ¢ which is a subset of [, 6], and the support of v_ is [', 8. (2) fix) > () forx € (a,7]
and f{x) < g(x) forx € (¢,4]. Hence, the first two conditions of Lemma 3.2.4 are verified. To verify, the third

condition, we note the following.

(my — 2¢) —my = my —my — 2¢ < 9y — dy,

my — (mp —2¢) = my — my + 2e < 2 < dp — Iy

Hence, by Lemma 3.2.6, f{x) — g(x + 2¢) = 0 exactly twice on the support of . The greater of the two will be
r — e. Let  be the lesser of the two. Then, 7 < r — ¢ = b — 2¢. Further, flx) < g(x + 2¢) forx € [a,7) and
fAlx) > g(x+ 2¢) forx € (£,b — 2¢]. Hence, D,(¢_,v—) = 0 by Lemma 3.2.4. Therefore, the optimal risk and
optimal classifier remain the same as in case 3(a).

Case 3(c): my — my < 9 — d1.

We will partition the real line into four regions as shown in Table C.2, where /' is the leftmost point such that
p([mi — 81,2]) = »([mz2 — 3,]) and  is as defined in case 2. Since 74, ¢, . and v4 are defined in an
identical manner to case 2, we get D, (z, v+) = D.(¢e, ,,v4++) = 0.

We will now show D,(¢__,v__) = O using Lemma 3.2.4. Leta = m; — ) — 26,4’ = a + 2¢,b = /' and
t = b — 2e. Since my — my < 9, — 1, by Lemma 3.2.6, f{x) — g(x) = 0 has exactly two solutions. Let # be the
lesser of the two. Then, (1) the support of »__ is [5 — 83, 5] which is a subset of [, 4] and the support of z__ is
[4',b]. (2) g(x) > flx) forx € [a,t) and flx) > g(x) forx € (2, 8]. (3) g(x) < Alx + 2¢) forx € [a,7) and the the
interval (7, & — 2¢| is empty because 7 = b — 2¢. Hence, D, (u_,v—) = 0.

Finally, D.(x_,v_) = 0 because A{x) > g(x) forx € [/, 7] and the identity map 7(x) = x transports all the
mass from v_ to u_ at zero cost.

Overall, we have the following inequality.

D(u,7) < 1= (W([ma = 32, 0]) +o([,7']) + ([, r + e]) + ([ — &, + 1))

= (%) = A(A%).
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Figure C.2: Optimal transport coupling for triangular distributions ¢ and ». As in the proof of Theorem 15, we divide the real line into
five regions. The transport plan from x to ¥ consists of five maps transportingu ~ — v__ (blue regions to the left), U — v
(orange regions to the left), Lo = %0 (green regions in the middle), ¢y — v4 (orange regions to the right), and Uy — V44 (blue

regions to the right).

Asin Case 2, we conclude that D, (¢, v) = p(A%) — »(A4%*).

| (my— 01,0+ ¢ v__ | (my— 92,0 — ¢
U (I+el] v_ (l—¢/]

% (Z,7) Y0 (7,7

[y [, r—e¢) vy 7, r+¢)
Py [r—e,m +9)) viy | [rt+e my+9y)

Table C.1: The real line is partitioned into five regions for x and » for Case 2.

72 (my — o1, 7] v__ (my — 95, 1']
U (7,7 v_ (7,7

[y [ r—e) vy 7, r+e)
fyy | [r—emi+d) Vit | [r+e,ma+d,)

Table C.2: The real line is partitioned into four regions for x and » for Case 3(c).
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Proofs from Chapter 4

D.1 PROOFS FROM SECTION 4.1
Proof of Theorem 22. Consider any ¢’ and ' such that Woo (¢, /) < eand W (v,7') < e. Then there exist
7, € II(x,¢') and y, € T1(»,7) such that

Pla)my, (d(x,4) > €) =0,

P(x’xJ)N%(d(x, x/) >¢) = 0.

Lety € TI(«,7) be the coupling that achieves the optimal transport cost D7p(¢/,7'). Construct a coupling

Yo € Mg, v)asy, =y, 07 o7, Then,

D, (u,v) < /)(2 Hd(x,x') > 2¢}dy,
< /2{2 {d(x,x") > 0}dy

= D¢, 7).
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Since the above inequalty is true for any g’ and ¥/ such that W (¢, 1) < eand Wi (v,v') < &, we have the
following inequality.

Df({“‘: V) <

i inf DTV(//, V/) .
Woo (pospy)s Woo (p1,p7) e

Now we will show the above inequality in the reverse direction. Let ¥ € II(x, ») be the coupling that achieves
the optimal transport cost for D, (x, 7). Let M : X* — X be a measurable midpoint map. (See Dohmatob** for

why such a map exists.) That is, for all (x, ') € X* we have
1
d(x> M(x7 x,)) = d(xlvM(xa x/)) = Ed(x> x,)'
Consider a transport map 7": X 2 5 X? defined as

/ (M (2,2 ), M(x, ') d(x,2) < 2,
T(x,x') =

(2, 2) otherwise.

T is measurable because it is piece-wise measurable on measurable sets. Further, it follows from the definition of
M that each coordinate of a point (x,«’) is transported by 7' by a distance no further than e. Let &, ad ») be the
probability measures corresponding to the first and second marginals of T}, respectively. Then, Weo (1, ¢,) < €

and Weo(v,v0) < . Hence,

D, (u,v) = /X2 {d(x,x") > 2¢}dy
_ / Hd(x,2') > 0}y,
XZ

> Dry(uy, v)

> inf DTV(//7 1//) .
Woo (pospy)s Woo (p1,p7) <e

Combining with the reverse inequality that we proved above, it is clear that the infimum over D7y is attained by

4y and »g. O

Proof of Theorem 23. By Lemma 2.4.3, the set-valued maps 4 + po(A%%) and 4° — py((A°)®¢) are 2-alternating
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capacities. Hence, by Theorem 4.1 in Huber and Strassen *°, there exist p, pi € P(X) such that W (ps,9:) < ¢
for7 = 0,1and,

inf su ——po(d) + H((A) = inf ——p5(d) + ——pF((49)).
AELCX) by (g ) W S0 o Al = o ) ()

D.2  PROOFS FROM SECTION 4.2

Proof of Lemma 4.2.1. The first equality in (4.10) follows from Theorem 22. For the second equality, we have the

following.

. (?) .
inf D,(g,p)=1—(T+1) inf Rg.(ly/1,4
seP) (¢:1) ( )AEB(X) @:(lo/1,4)
9=Tpo
) .
=1—(T+1 f Rr.(ly,,A
(T+1)  inf, R, (s 4)

=1—(T+1) inf su (A, py, Py
( )AEB(X) Wm(poig)éz( P0:11)
Woo (pr.p1)<e
(i7d)
<1—(T+1) sup inf #(4, py, p)
Woo(PO,Ps)SfAGB(X) 07F1
Woo(ﬁl,ﬁ{)gz

= inf [1—(T+1)
Woo(POyP())Sé
Woo (pr,p) <e

(4, po. 1))

inf 7
AEB(X)

< inf inf DTV(q/ pi)
Woo (po,p))<e ' €P(X): o
Weo(prp1)<e ¢’ <Tp}

where (7) follows from Theorem 10, (#7) from Theorem 4, (i) from Lemma A.o.10, and (7v) again from Theo-

rem 10 with e = 0.

We will now show the inequality in the opposite direction. That is, we will show the following.

inf inf  Drp(qd,p}) > inf inf  Drp(q,p)) (D.1)
P ) WoolpN<e s Woo (o) < ' €P(X): 7.
q=Tpo Woo(p1,p})<e Woo(prp)<e ' <Tp,

Consider arbitrary probability measures 4, p; € P(X) generated in accordance with the constraints over the
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infimum terms on the left hand side of the above inequality. That is, let 4’ and p| be such that W.(g,4") < eand
Woo(p1, 1) < e where g < Tpo. We will now construct pj € P(X) such that 4 =< Tpy and Wao(po, ) < e
This will show that the set of 4, p{ € P(X) satisfying the constraints over the infimum terms on the right hand

side is a superset of the corresponding set on the right hand side, and hence prove the above inequality.
Define a probability measure pf, € P(X) as py(4) = po(d) + +4'(4) — +4(A4) for 4 € B(X). To show that

P} is a valid probability measure, we have the following.

20(X) = po(X) + %q’(X) 1 (X)=1
Phl) = HTnld) = g(d)) + 4/ (4) > 74/ (4) 0.

The above equality also shows that ' < 77{,. We will now show that W (po,p,) < ¢. Since Woo(q,9") < ¢,
there exists y € I1(g,4’) such that y({(x,#') € X?* : d(x,') < 2¢}) = 1. Define y € I1(po, p}) as follows for
A € B(X?).

1 1
Y = ol € X s (1) € 4)) 4 Hyld) = Sgl{x € 2 (s0) € 4},
To see thaty/ € I1(po, py ), we have the following for 41, 4, € B(X).

Y (s x X) = polds) + Zg(ds) — Za(ds) = po(dh),

/ L, 1 /
V(X X ) = po(da) + =4 (42) = 24 (42) = piy(4a).
Moreover,

Lx) =1

V({0 #) € A% d(x) < 261) = po(X) + ({5, ¢) € X 2 () < 26}) — g

Therefore, W (po, py) < e. d
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