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Abstract

The timely detection of special nuclear material (SNM) transfers is an important monitor-
ing objective in nuclear nonproliferation. Labeling sufficient volumes of radiation data for
successful supervised machine learning can be too costly when manual analysis is employed.
Therefore, this work is developing a machine learning model built on semi-supervised learning
to utilize both labeled and unlabeled data and therefore alleviate the cost of labeling.

As a preliminary experiment, radiation measurements collected with sodium iodide (NaI)
detectors from the Multi-Informatics for Nuclear Operating Scenarios (MINOS) testbed at
Oak Ridge National Laboratory (ORNL) are used. Anomalous measurements are identified
using a method of statistical hypothesis testing. After background estimation, an energy
dependent spectroscopic analysis is used to characterize an anomaly based on its radiation
signatures in a noisy labeling heuristic. These noisily labeled spectra are used in training and
testing classification models that estimate a binary label: SNM transfer or other anomalous
measurement. Supervised logistic regression—trained only on limited labeled data—serves
as a baseline to compare three semi-supervised machine learning models all trained on the
same limited labeled data and a larger volume of unlabeled data: co-training, Label Propaga-
tion, and a Convolutional Neural Network (CNN). In each case, the semi-supervised models
outperform logistic regression, suggesting unlabeled data can be valuable when training and
demonstrating performative value in semi-supervised nonproliferation implementations.

This work uses a self-supervised contrastive learning framework to efficiently extract
information from unlabeled data. A contrastive model learns patterns by perturbing data
instances using a set of label-invariant data augmentations, meaning augmented samples
preserve labeling information present in an original measurement. A set of transformations
are designed for gamma spectra, tailored for specific principles of radiation detection. MINOS
measurements are augmented, and an encoder is contrastively trained to produce meaningful
high-dimensional representations of spectra. A supervised classifier then uses these encoded
representations to assign a label estimating whether a given transfer spectrum was of tracked
nuclear material or not. Even a simple linear model built on these representations and trained
on limited labeled data can achieve a balanced accuracy score of 80.30%.

Several tools are employed for evaluating the efficacy of augmentations, representations,
and classification models. Principal Component Analysis (PCA) is used to demonstrate
that representations provide a richer feature space for detecting nuclear material transfers
by embedding distributional information from unlabeled data. Integrated Gradients con-
nect a classifier’s decision boundary to spectral features, suggesting the framework learns
relevant patterns in spectra that can be used for detecting transfers. When labeled data
are scarce, this work suggests that training a supervised classifier should be prioritized over
semi-supervised (compared to self-supervised) contrastive learning an encoder to maximize
detection accuracy. Hyperparameter optimization was conducted, finding a locally optimum
maximum cross-validated balanced accuracy score. Overall, a methodology has been estab-
lished for using semi-supervision to accurately classify SNM transfers without the prohibitive
cost of labeling.
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Chapter 1

Introduction

Largely because of the history of nuclear weapons and safety concerns during the Cold War,

the Treaty on the Non-Proliferation of Nuclear Weapons (NPT) was signed on July 1, 1968.

At the time, there existed five nations possessing nuclear weapons: the United States, Russia,

the United Kingdom, France, and China. The treaty was an attempt to limit, rather than

increase, the world’s supply of nuclear weapons. Signatories without nuclear weapons agreed

never to acquire them and nuclear weapons states agreed to “the cessation of the nuclear arms

race and to undertake effective measures in the direction of nuclear disarmament [1].” This is

similar in spirit to President Eisenhower’s speech to the United Nations on December 8, 1953,

in which is articulated the societal benefits of civilian nuclear power while also acknowledging

the dangers of nuclear proliferation in the twentieth century. Such distinctions are further

accentuated in light of increased concern for the affects of climate change and how nuclear

power as a clean energy source can play a role in the global electricity portfolio.

Globally, the International Atomic Energy Agency (IAEA) is responsible for monitor-

ing and verifying that nations states with nuclear fuel cycles comply with the NPT and

accurately report their nuclear activity as expressed by the IAEA’s mandate to “seek to

accelerate and enlarge the contribution of atomic energy to peace, health and prosperity

throughout the world [2].” In 2000, the National Nuclear Security Administration (NNSA)

was formed under the Department of Energy (DOE) to promote national security within

the United States. This is covered by the four pillars of their mission: maintaining the

nuclear stockpile, counterterrorism and counterproliferation, powering the nuclear navy, and

nuclear nonproliferation. That is, “[the] NNSA works to prevent nuclear weapon proliferation
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and reduce the threat of nuclear and radiological terrorism around the world. The agency

endeavors to prevent the development of nuclear weapons and the spread of materials or

knowledge needed to create them [3].”

1.1 Motivation

Through a set of tools and technologies, organizations such as the IAEA monitor nuclear

activity and ensure that nation states or individuals are abiding by laws, regulations, and in-

ternational agreements. The Atomic Energy Act of 1954 (AEA) defines SNM as “plutonium,

uranium enriched in the isotope 233 or in the isotope 235, and any other material which the

Commission. . . determines to be special nuclear material [4].” The illicit use of SNM and

other radioactive materials therefore necessitates timely detection and characterization—

important steps toward ensuring nuclear nonproliferation.

As nuclear technology expands, the international community will have an increased bur-

den on verification with limited resources [5, 6]. Methods that detect and track nuclear

material are valuable for monitoring material inflow and outflow throughout the nuclear fuel

cycle. Of course, these tools can be employed by IAEA inspectors for use in treaty verifi-

cation, but other nuclear stakeholders can benefit from material tracking technology. Those

responsible for nuclear facilities can use material tracking to ensure operational integrity.

Site security personnel could also tracking as an additional layer monitoring access controls.

This can be a difficult objective to achieve without prior knowledge of the event itself.

Traditional radiation detection and manual analysis can be unreliable, highly variable, time

consuming, and require subject-matter expertise. Confounding variables and complex phys-

ical behavior can occlude radiation signatures, precipating careful and costly evaluation for

every individual measurement. Machine Learning (ML)—designed for analytical analysis of

complex observed systems—could aid in radiation detection and/or characterization, thereby

enabling rapid development and deployment of monitoring and tracking systems.
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Figure 1.1: From the IAEA’s 2020 Annual Report, this chart tracks the evolution of state safeguards
agreements with the IAEA over time. Note that the number of states with Additional Protocols
(blue) enforced constitutes the majority of safeguards agreements and is increasing over time. As
more nation states express interest in nuclear fuel cycles, the IAEA will be expected to conduct more
treaty verifications despite no real growth in its annual budget [6]. (Image Source: [5])

However, many established ML implementations require large volumes of data and/or sig-

nificant computing costs for pattern recognition. Abundant data and computing resources

may not apply in nuclear nonproliferation scenarios where an increased burden on verifi-

cation with limited resources [5] necessitates resource efficiency. The primary motivation

of this work is to focus on tools that can be employed to distinguish SNM transfers from

other environmental effects. This involves answering the following: (1) is a nuclear material

transfer occurring, (2a) what kind of material is it, and (2b) how much material is present?

Achieving both objectives without prior knowledge unique to the transfer event is essential,

provided that the implementation alleviates the high computing and domain costs typical

for traditional ML methods. In other words, if data can feasibly be collected, but is costly

to label, this work highlights alternative ML techniques that reduce labeling requirements

and leverage unlabeled data.

Without precise contextual information, signatures from a material transfer may be dif-

ficult to resolve with rudimentary detection algorithms or can be prone to misidentification.

Thus, the cost of labeling training data needed for appropriately generalizable models can be
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as prohibitive as manually evaluating measurement samples with an Subject-Matter Expert

(SME). Methods employing Semi-Supervised Machine Learning (SSML) attempt to address

this by incorporating unlabeled data to achieve a performant model with the limited labeled

data expected in constrained resource scenarios. As shown herein, accuracies competitive

with supervised methods are observed when the volume of unlabeled data is much larger

than the volume of labeled data, making semi-supervised machine learning worthwhile when

labeled data are costly to produce, rare, or limited in volume. This means that monitoring

institutions can still utilize information gathered even if it has not been extensively labeled,

thus establishing a methodology enabling radiation monitoring in data-rich, label-poor en-

vironments.

1.2 Methodology

First, envision a generalized workflow for detecting SNM transfers without the use of ad-

vanced computational techniques. A radiation detector would be used to take gamma spec-

troscopic measurements of a transportation vehicle. This measurement would result in a

spectrum of gamma radiation. A realistic measurement would contain energy-dependent

counts associated with background radiation from environmental factors. This traditionally

includes radiation from 40K, 232Th, and 238U, or the Potassium-Uranium-Thorium (KUT)

decay chain, all of which are radioactive isotopes with natural abundance on Earth.

If an SNM transfer occurs, the measurement will include signatures associated with the

transfer superimposed upon the counts associated with background. The specific energy-

dependent signature from the transfer will depend upon the type of material carried. In

this scenario, it would be the responsibility of the monitoring individual to analyze such a

spectrum and recognize off-normal, or anomalous measurements that would be associated

with an SNM transfer. Of course, more than just SNM transfers can appear anomalous

in gamma measurements, including other environmental behaviors. For example, rain can
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“washout” radioactive 222Rn which has a half-life of approximately 3.8 days and is also a

result of the decay of 238U. These radon isotopes would have to be distinguished from an

event of interest like an SNM transfer.

1.2.1 The Role of Machine Learning

This process naturally requires an SME with training to analyze each measurement and make

a confident evaluation for the presence of controlled material flows. This can be costly for

the domain expert as the frequency or volume of spectroscopic measurements increases. One

way to alleviate this is to build machine learning models that can identify SNM transfers

faster than a manual analysis. Unsupervised machine learning algorithms involve running a

model on large amounts of data that groups based on similar properties. No prior labeling

of data samples is required. Because of the lack of classification context, these methods are

typically used in pre-task investigations of data patterns and properties.

For direct labeling or classification, supervised machine learning algorithms can be de-

ployed. The design of these models incorporates physical or statistical properties of the

subject matter to make a classification. Supervised machine learning requires a dataset con-

taining instances of measurements (xi) and its associated label (yi, e.g. background, SNM,
222Rn). These are used to train models that can make prediction, ŷi after being trained to

reduce the error, or loss, between the prediction and label for the labeled samples used in

training. This loss optimization could take the form of mean squared error for example.

L =
1

n

n∑
i=1

(ŷi − yi)
2 (1.1)

Supervised machine learning algorithms require substantial amounts of labeled data to

train accurate models. The cost of labeling this much training data for appropriately gen-

eralizable models can be as prohibitive as manually evaluating measurement samples above.

Semi-supervised machine learning methods attempt to address this by incorporating unla-

beled data to achieve a performant model with limited labeled data as expected in constrained
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resource scenarios. As shown herein, semi-supervised machine learning can outperform su-

pervised methods when unlabeled data is plentiful but labeled data is costly to produce or

rare and therefore limited in volume. This means that inspectors can still utilize informa-

tion gathered even if it has not been extensively labeled, reducing the burden of cost on

monitoring institutions.

1.3 Goals

This work evaluates how semi-supervised machine learning can utilize information gained

from both unlabeled and labeled data in pattern recognition algorithms for application in

nuclear nonproliferation. In this application space, the goal is to optimally leverage large

volumes of radiation data with limited ground-truth data. The efficacy of SSML models

will be demonstrated on real-world data containing measurements of shielded radiological

material transfers collected at ORNL. Of particular interest is the SSML subset entitled Self-

Supervised Learning (SSL) which, guided by a modest amount of labeled data, iteratively

learns patterns in unlabeled data instances in a self-guided manner. One SSL approach

utilizes physically viable data augmentations to generate a larger training corpus. These

data augmentations allow an appropriate model (e.g. CNN) to learn representations of data

samples that maximize classification agreement. That is, if a data sample (xi) is transformed

(x̃i) in a way designed to maintain its labeling information (yi), both samples given to a

model should result in the same output prediction. The result of these perturbations is a

more robust model that can harness both forms of training data in a semi-supervised context.

This follows from a brief survey of existing semi-supervised machine learning techniques and

their relevance to nuclear nonproliferation and spectroscopic data.

The rest of this document starts with background material. This includes an overview of

the nuclear fuel cycle, SNM signatures, and gamma spectroscopy. Then, a review of machine

learning concepts is offered with an emphasis on the emerging semi-supervised paradigm.
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This is followed by an overview of traditional self-supervised algorithms used for image

classification. SSML applications to nuclear data, other than in nuclear nonproliferation,

will be briefly examined.

Next, preliminary work to demonstrate the value of semi-supervised models to nuclear

nonproliferation is presented. The full workflow includes data preprocessing and a hypoth-

esis testing algorithm to identify anomalous spectral measurements in temporally varying

gamma radiation measurements. Anomalous measurements are noisily labeled with a la-

beling heuristic intended to employ domain aware data analysis without direct access to

ground-truth information. Training, testing, and unlabeled subsets are formed for binary

classification (SNM or other anomaly). Three semi-supervised models (co-training, Label

Propagation, and a semi-supervised CNN) are compared to a traditional supervised model

(logistic regression). In each case, the SSML model outperforms the supervised model in

classification accuracy. This demonstrates the intrinsic value of SSML models in nuclear

nonproliferation and costly labeling regimes.

The doctoral research detailed here involves an investigation of self-supervised machine

learning and data augmentations. Since data transformations for images are maturely devel-

oped, this work attempts to present a set of valid transformations with equal applicability

to spectral nuclear data. Several initial non-exhaustive examples are presented, and their

physical applicability is discussed. These perturbations will be used in training two types

of self-supervised models based on the SimCLR framework developed by Google [7]. First,

the value of data augmentation is quantified in regimes where limited positive samples (e.g.

SNM transfer spectra) are available. Second, these data augmentations are used in a broader

SSML paradigm where labeled and unlabeled data is used. In this case, positive and neg-

ative samples are produced from transformations and used to create robust representations

of the data distribution and allow a ML model to classify more accurately SNM transfers by

fine-tuning the previous SSL implementation.
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Chapter 2

Background

This section reviews the necessary background information for machine learning in nuclear

nonproliferation. First, radiation monitoring is described. The flow of nuclear material

and the physics behind its detection is detailed in Section 2.1. Then, a primer on machine

learning is provided in Section 2.2. This includes a review of the basics for linear regression

followed by some brief mathematical concepts regarding the construction of neural networks.

Note the SSML survey in Section 2.3. This section will summarize the body of research

on SSML at present, including notable assumptions about efficacy and example algorithms.

Contrastive learning will be introduced in Chapter 4 for use later in this research. This is

followed by a literature review of existing SSML implementations for nuclear engineering in

Section 2.4. For a detailed review of data analytic tools used in this work, refer to Appendix I.

2.1 Existing Radiation Monitoring for Nonproliferation

A schematic of the nuclear fuel cycle can be seen in Figure 2.1. Uranium used in energy

production is mined and milled from the Earth’s crust, enriched to levels appropriate for

electricity production (Low Enriched Uranium (LEU)), fabricated into fuel, used in a nuclear

reactor, and then sent to interim or long-term storage. Each box in Figure 2.1 is typically a

separate facility, sometimes residing in entirely different nation states or institutions.
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Figure 2.1: An overview of the nuclear fuel cycle from mining to permanent storage. Note that most
countries do not have a closed nuclear fuel cycle where spent nuclear fuel is reprocessed. Instead,
countries like the United States have an open fuel cycle where spent nuclear fuel is sent to interim
or permanent storage. (Image source: [8])

2.1.1 Nuclear Material Transfers

A flow of materials likely includes transportation of nuclear materials between facilities,

conducted by semi-truck or similar when ground transportation is necessary. However, as

nuclear technology expands, the international community, particularly the IAEA, will have

an increased burden on verification with limited resources [5]. Methods that detect and

track nuclear material are valuable for monitoring flows throughout the nuclear fuel cycle.

Advancing this capability would enhance the IAEA’s ability to autonomously verify material

movement and therefore be more resource efficient.

One method of detection would be radiation monitoring. An example gamma radiation

spectrum can be seen in Figure 2.2. Some photopeaks visible in the spectrum are the result

of persistent background radiation that naturally occurs around Earth. This includes signa-

tures related to the KUT decay chain (40K and 208Tl, for example). Other signatures present
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Figure 2.2: Here is an example radiation spectrum taken from MINOS. Note several spectral features,
including photopeaks associated with background radiation (labeled).

in the spectrum must be measured and identified. Figure 2.3 is a spectrum taken during a

nuclear material transfer. To accentuate the portion of the spectrum that is associated with

the transfer, a portion of the background has been estimated and subtracted (green line).

Note the substantial increase in count-rate at low energies. In this case, for example, a de-

tection model must be trained to identify this response and associate it with the appropriate

radiation event type.

Radiation measurements are temporal, meaning they can be continuously measured and

will vary statistically with time. One month of 1-minute measurements are plotted in Fig-

ure 2.4. A Probability Distribution Function (PDF) is plotted in each energy bin of the

plot. That means that each vertical slice is a frequency of how often the measurement for

that energy bin registered that magnitude of count-rate over the course of the month. The

goal of this work is to identify anomalous measurements outside of the typical distribution

represented in yellow and green. The low energy signatures associated with the transfers

are visible as small purple dots, as well as other off-normal measurements elsewhere in the

energy spectrum.
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Figure 2.3: A radiation spectrum taken when a nuclear material transfer was occurring (orange).
Note the high count-rate, low energy distribution associated with the transfer. In an attempt to
accentuate this feature, an approximated background distribution (gray) is subtracted from the event
spectrum to get a difference (blue) only associated with the anomalous features.

Figure 2.4: 1-minute gamma radiation spectrum measurements collected over one month, collected
into one plot. Here, each vertical slice (energy bin) is a PDF. Color indicates the frequency at which
the count-rate associated with each energy was measured at that specific magnitude.
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2.1.2 Scintillation Detectors

Gamma radiation is the result of nuclei decaying from an excited energy state and releasing

a photon with energy dependent on the series of allowable energy transitions during de-

excitation and transition probabilities. These photons can be measured using instruments

like a NaI detector. For a more detailed explanation of the physics underpinning nuclear

radiation detection, refer to the textbook by Krane [9]. This detector will scintillate (i.e.

emit light) when incident radiation interacts with the detection medium. The near-visible

light will impinge on a detecting surface, producing and multiplying electrons that can be

registered as an electronic pulse measureable using a data acquisition system. This pulse is

proportional to the specific amount of energy imparted in a given acquisiton timing window.

Figure 2.5: Each interaction that could occur when gamma radiation impinges on a detection medium
is shown here: Compton scattering, photoelectric absorption, and pair production. (Image source:
[9])

Several interaction mechanisms are possible between gamma radiation and a NaI detector.
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Each is shown in Figure 2.5. Compton scattering can occur in which a photon interacts with

a charged particle, e.g. electron. This collision imparts energy to the charged particle,

reducing the energy of the incoming photon. The change in energy is a function of the

scattering angle, θ, for the collision. With an initial wavelength of λ, the final wavelength

(and therefore energy) after a collision will be:

λ′ = λ+
h

mec
(1− cos θ) (2.1)

Where h is the Planck constant, me is the electron rest mass (511 keV), and c is the

speed of light. Compton scattering can occur at a continuous number of scattering angles.

A distribution of energies is registered by the detector for downscattered gamma rays that

escape the detector imparting incomplete energy deposition. This distribution is defined as

the Compton continuum and is spread across a NaI spectrum at energies less than the full

gamma radiation energy level.

A photon can also impart the entirety of its energy to an electron via the photoelectric

effect. In this case, the photon is absorbed by the electron, usually exciting it or freeing it

from a bound state. When the full energy of the photon is recovered by the detector, this

is registered as a photopeak, which is a spectral feature equal to the actual energy of the

incident radiation. This is a useful feature for measuring the actual energy of the radiation

in question.

Gamma radiation exceeding energy of two electron rest masses, or 1.022 MeV, is capable

of pair production. In this case, a photon produces an electron-positron pair and is reduced

by the requisite energy: 1.022 MeV. Positrons tend to annihilate with an electron, producing

two photons each at an energy of 511 keV each. This photons in turn can interact with the

detection medium, like the parent gamma radiation that produced them, or escape from the

medium thus removing the energy from the system. When this occurs, the energy lost is

not registered by the NaI detector and the resulting spectral response will be a count at the

original photon energy less 511 keV (single escape peak) if one photon escapes or 1.022 MeV
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(double escape peak) if both leave the system.

2.2 An Introduction to Machine Learning

Machine learning—or more broadly, artificial intelligence—is a broad class of estimation

techniques relying on observed data (measured or simulated) for numerically optimizing

a function describing a relationship or physical system. Machine learning is occasionally

used to generate new synthetic data that reflects the same nature of these experimentally

derived instances. The primary purpose of this section is to provide uniform principles and

terminology for the algorithms used in Chapter 3 and Chapter 6. This introduction reflects

much of the reasoning, and further information can be found, in the textbook by Shalev-

Shwartz and Ben-David [10]. Other overviews can be found in textbooks by Russell and

Norvig [11] (which includes discussion on implementation) or by Devroye et al. [12] (with a

slightly more statistical perspective).

In this work the scope is limited to machine learning used for classification. Observed

instances, x, are sampled from a distribution, P (X ), determined by domain specific phys-

ical processes. An observation, x, is typically represented as a feature vector of discrete

elements that could be sampled from continuous nonlinear systems. Examples include (but

are certainly not limited to) images, mathematical variables, spectra, health data, etc. The

set of possible labels or classed for the modeled system is defined as Y . So, for a given

x ∼ P (X ) ∈ Rd, find a function that relates this to a label, y ∼ Y . X is a set of datapoint

instances that could take many forms depending on the input modality and the model being

designed. For example, the model could be trying to classify good vs. bad fruit, in which

case the labels may be good banana, bad banana, good apple, bad apple, etc.

The goal of machine learning is to find a relationship between x and y such that the

model, f , can approximate that relationship: f(x) ≈ y ∀ (x, y) ∈ (X ,Y). To do this, some

observations must be used. Labeled instances, L, used in “supervised” machine learning, have
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an associated label and the total number of paired instances is n = |L|. If observations are

present without labels, it is possible to do “unsupervised” machine learning on this unlabeled

dataset, U , numbering m = |U | instances. The dataset distribution in total consists of both

forms:

D = {(x1, y1), (x2, y2), . . . , (x|L|, y|L|), x|L|+1, . . . , x|L|+|U |} (2.2)

For supervised learning, this culminates in Empirical Risk Minimization (ERM) using

a loss function. The loss function is some form of penalization against misclassification of

known observations: 1
n

∑n
i=1 ℓ(f(xi), yi). There may be many, even infinite, models that de-

scribe the observed system. The goal is therefore to find the model that ultimately minimizes

this loss function and finds the optimal model:

f̂ = argmin
f

1

n

n∑
i=1

L(f(xi), yi) (2.3)

Of course, there are many ways to choose the model, the loss function, the method of

finding f̂ , or even the instances (xi, yi) used. A simple model would be a linear regression

system where each feature vector, xi = [x1, x2, . . . , xj], is connected to its label, yi, by a

system of weights, w. Then, the model becomes f(xi) = ŷ =
∑n

j=1 wjxj + b where b is a bias

term. The loss could then be Mean Square Error (MSE) and ERM finds the optimal set of

weights that describe all (xi, yi) with minimal loss:

ŵ = argmin
w

n∑
i=1

(w⊺xi − y)2 (2.4)

A more complicated model involves Artificial Neural Network (ANN)s, which are broadly

one of the most popular methods of machine learning today. This model involves neurons

that accept inputs, x, and a series of weights, w, and feed it through a nonlinear activation

function, σ(w⊺x + b). This activation function could take many forms like, for example,

the sigmoid function: σ(x′) = 1
1+e−x′ . Ultimately, many layers of these functions can be
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connected (“feed-forward” if fully connected) creating a network that relates the input, x, to

the eventual output, y.

Figure 2.6: An abstract representation of a fully connected neural network architecture. Inputs are
given by the vector x and passed to neurons, or nodes, through hidden layers with weights that are
trained. The output is a collapsed prediction, y. (Image source: [13])

Take Figure 2.6 for example. Each circle in the hidden layer represents a neuron and

each line is a weight linking the input or neuron to the next layer. The vast number of

weights and neurons make these Deep Learning (DL) ANN models overdetermined, allowing

them to capture nonlinear behavior in complex systems. Optimizing this massive system

is possible thanks to the power of modern computing and involves methods like Stochastic

Gradient Descent (SGD) via backpropagation (BP). A neuron in layer ℓ is calculated by

its inputs and weights, which consists of the outputs from the previous neurons, which in

turn is the result of its own inputs and weights, etc. This creates a chain of neurons and

weights: σℓ(wℓσℓ−1(wℓ−1 . . . σ1(w1x) . . .)). Calculating each neuron and optimizing weights is

then a matter of calculating the chain rule derivatives starting with the last layer, ℓ, working

backwards. Weights can be updated iteratively using gradient descent:

wt+1 = wt − µ∆wf(wt) (2.5)

where µ is a hyperparameter, learning rate, that determines the magnitude of each update.
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SGD is a stochastic process where the gradient ∆w is approximated using randomly selected

instances of x to calculate the update.

When training an ML model with an optimization algorithm like SGD, a training dataset

of samples is used to compute loss (e.g. MSE in Equation (2.4)) and update network weights

(e.g. Equation (2.5)) accordingly. This process is repeated for a specified number of epochs,

which are full training iterations over all samples in the training dataset. Large training

datasets can incur large losses and therefore lead to instabilities in weight adjustments. A

system of batching can be implemented to mitigate this effect. Subdividing the training

dataset into equal batches, the network’s weights are then updated after each batch (and an

epoch is completed after all batches have been processed once). The smaller optimization

steps when batching introduce noise that would otherwise be averaged when using the whole

dataset. This noise can help escape local minima in the commonly non-convex optimization

spaces of ML (too small of a batch size and the noisy weight updates may be too gradual

to converge). Optimal batch sizes are ill-defined and will depend on the dataset and model

structures (multiple sizes can be tested or batch size can be applied as a hyperparameter).

2.3 A Survey of Semi-Supervised Machine Learning

SSML encompasses machine learning models that use both labeled and unlabeled data. This

class of models sits between traditional supervised and unsupervised machine learning. The

development of these methods was motivated by high-cost regimes for labeling. In some

fields, labeling must be done manually and requires domain expertise. Both increase the

cost of this time-consuming pre-processing step. When the cost is prohibitive, but data is

plentiful, SSML attempts to alleviate this task. For a larger overview of SSML, refer to the

textbook compiled by Chappelle et al. [14].

A pattern recognition model, f(x, y), tries to approximate the joint distribution, P (X =

x, Y = y) for a given state space describe by the problem domain. The joint distribution is
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made of the conditional probability (P (X = x | Y = y)) and the marginal probability of the

observable (P (X)). For an ideal model:

f(x, y) = P (X = x, Y = y) = P (X = x | Y = y)× P (X) (2.6)

Machine learning can broadly be defined under two target task groups. If the model only

endeavors to understand the conditional probability (P (X = x | Y = y)) adequately enough

to predict unlabeled patterns, or observations, in the state space, then it is a transductive

method. In other words, a transductive method only concerns itself with the information

necessary for classification, not the general rules governing data generation (P (X)). If,

however, the model attempts to describe the joint probability (P (X = x, Y = y)) fully, it

is an inductive method. Therefore, induction includes an intermediate task studying the

marginal distribution (P (X)) for constructing a model to classify the entire space, not just

the test or unlabeled points. Thus, an inductive method would be capable of generating

new observables (x) given it successfully learned the general rules of generation from the

marginal distribution. Either target task is valid for SSML.

To complete these tasks, machine learning employs two types of models. First, genera-

tive models try to learn the state space to accurately describe the statistical processes that

produce the modeled samples. Also known as a regression, this is used to generate additional

data instances for downstream modeling and simulation. This is equivalent to finding the

classification function (i.e. inductive modeling) which captures the joint probability. Alter-

natively, statistical methods can be used for transductive tasks by creating discriminative

models. These methods are not designed to generate new data instances but rather learn

enough information to discriminate between classes of data in the state space. By creating a

classification model, the conditional probability is measured instead of the joint probability.
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2.3.1 Semi-Supervised Taxonomy

Several early surveys of SSML techniques [14] [15] focused on the distinction between gen-

erative and discriminative methods. More modern surveys have focused on the difference

between inductive and transductive methods [16]. While significant improvements have been

made to learning models that improve upon the methods mentioned above, methods that

incorporate neural networks have shown increased interest in recent years. This is largely

associated with the explosion of ANNs and DL in supervised regimes like image classifica-

tion, Natural Language Processing (NLP), and computer vision. The organization of certain

SSML models into buckets of inductive vs. transductive or generative vs. discriminative

have blurred over time. Instead, advancements and gradual developments have made certain

methods more flexible for different target tasks.

Figure 2.7: This is a non-exhaustive taxonomy of semi-supervised machine learning models grouped
by their general algorithmic principles. Preliminary work includes a survey of models with potential
applicability to nuclear nonproliferation (green check). Subsequent research focuses on contrastive
learning, or self-supervision (gold star).

To avoid committing to these distinctions, a non-exhaustive SSML taxonomy is offered

in Figure 2.7. Here, SSML principles are organized into broad categorizations with represen-

tative algorithms. For example, SSML methods include co-training and contrastive learning



20

(more in Chapter 5) whereas modern CNN implementations are cross-cutting between many

forms of SSML. Methods that have been implemented and studied below are marked with

a green check. Contrastive learning, highlighted with a gold star, will be the focus of the

following research. Weak supervision is a burgeoning class of methods that relies on domain-

expertise to develop several noisy labeling heuristics and apply them to unlabeled data.

Then, labeling techniques like majority vote can be used to apply labels to instances passed

to downstream machine learning models. The whole pipeline is then optimized, including

the voting importance of each heuristic.

Two methods listed in the taxonomy should be highlighted here: co-training and Label

Propagation. Co-training serves as an early precursor to collaborating networks in which two

(or more) models attempt to train on labeled data, passing this information on to unlabeled

data and each other. Self-training then iteratively trains a model between steps of pseudo-

labeling unlabeled instances. That is, train a model using labeled data (f1 : XL → YL) and

predict an unlabeled instance: f1 : xu1 → ŷu1 . Then, include that newly labeled instance in

the training data and train a new model, f2 : XL+u1 → YL+u1 , repeat. For a more detailed

overview of co-training, see Section 3.3.2.1.

Another example, Label Propagation, is an unsupervised technique in which graph-based

relationships between instances are used to transductively label data: A notional distance

between samples is computed with a distance metric. Unlabeled data are assigned a label

from their closest labeled counterpart. Slowly, over iterations, labels are propagated from

labeled to unlabeled data.

2.3.2 The Two Fundamental Semi-Supervised Assumptions

SSML relies on certain assumptions to learn a decision boundary. This is necessary for

connecting information about classification from labeled data to knowledge about the un-

derlying data distribution from unlabeled data. Without these assumptions, SSML is not

guaranteed to benefit from additional unlabeled data over a traditional supervised model.
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In fact, the relationship between labeled and unlabeled data may confound a model if labels

are extrapolated to points that are uncorrelated, introducing further noise into the system.

The cluster assumption states that if two samples, x1 and x2, are close together, their

labels should agree: y1 = y2. The notion of closeness is up to interpretation and depends

on the unique data modality. This effectively relies on the reasonable assumption that the

selected features do indeed describe the state space responsible for classification with some

notion of smoothness, i.e. f(x0 ± ϵ) should exhibit the same response for some small noise,

ϵ. A model cannot learn a decision boundary from a feature vector if the feature space has

no correlation with class labels. This is connected to the smoothness assumption, which

contends that classes of data should be clustered in a region of high-density, describable by

that state space.

The manifold assumption maintains that the higher dimensional data lie on a lower di-

mensional manifold (a topological space). Therefore, the decision boundary that separates

classes in this space may also be lower dimensional and thus not require the entire feature

space to discern separation. For example, a 3-dimensional dataset may have a 2-dimensional

representation that makes its classes separable. Both assumptions are illustrated in Fig-

ure 2.8. Each assumption supports scenarios in which unlabeled data can improve a learned

decision boundary with added information.

T. Lu [17] argues that near certainty about “some non-trivial relationship between labels

and the unlabeled distribution” is required for success with SSML. Otherwise, convergence

will not be guaranteed. Singh, Nowak, and Zhu [18] take this further by quantifying the

data distribution contexts in which SSML will converge faster or perform better than su-

pervised methods. This is done within the perspective of the cluster assumption, but the

definitive conclusion agrees with above: SSML will be more effective if a relationship exists,

and classes are sufficiently distinguishable. Arguably this hold for nuclear cross-section data.

Spectra that come from the same radiation source should exhibit the same radiation signa-

ture/photopeak. Any variation is the result of environmental effects and detector efficiencies
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Figure 2.8: The two underlying SSML assumptions. In each plot, pluses and triangles are labeled
instances, dots are unlabeled instances. Color (blue and orange) represent different classes. Note
how the inclusion of unlabeled data in a ML model would improve its learned decision boundary.
(Image source: [16])

like distance to source and the overall underlying background distribution. Spectra should

contain the same labeling information regardless of whether they are labeled or unlabeled,

excluding edge cases where the signature is barely discernible within a spectrum (like border

samples from Singh et al. [18])

2.3.3 An Illustrative Example: Transductive Support Vector

Machines

Consider, as an emblematic semi-supervised machine learning model, the Transductive Sup-

port Vector Machine (TSVM). First introduced by Gammerman, Vovk, and Vapnik [19]

in 1998, this method has evolved to be called a Semi-Supervised Support Vector Machine

(S3VM) [20]. For binary classification, a given set of labeled pairs (xi, yi) can be separated

by a hyperplane:


wxi − b ≥ 1 if yi = 1

wxi − b ≤ −1 if yi = −1
(2.7)
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For noisy data with a soft margin (no clear separation), a slack term is introduced to

adjust the margin:

yi((wxi)− b) + νi ≥ 1

νi ≥ 0

(2.8)

Therefore, the minimization problem involves regularizing the weights, w, and the slack

term with a hyperparameter misclassification penalty, C:

min
w

1

2
∥w∥2 + C

n∑
i=1

νi (2.9)

Optimization results in a hyperplane that separates the labeled data along the maximum

margin between the distributions: 1
∥w∥ . The hyperplane does not need to be linearly separa-

ble. Using a kernel as a feature map can lead to arbitrary dimensional planes of separation.

To incorporate unlabeled data, numbering m, terms η and z are similarly used as soft mar-

gins that do not require a label, yi. Instead, these are coupled constraints on unlabeled data,

one for each binary classification, and minimization occurs alongside the original labeled

data constraints:

min
w

C
[ n∑

i=1

νi +
m∑
j=1

min(ηj, zj)
]
+ ∥w∥

s.t. yi(wxi − b) + νi ≥ 1

(wxj − b) + ηj ≥ 1

−(wxj − b) + zj ≥ 1

(2.10)

In summary for each soft margin, νi constrains labeled data (note it includes yi), ηj

constrains unlabeled data with a potentially positive label, and zj constrains unlabeled data

with a potentially negative label. The two additional constraints are soft margins on the

unlabeled data and the eventual decision boundary applies labels on the unlabeled training
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data (i.e. transductive learning). This optimization problem is not necessarily convex,

and significant research has been committed to improving this technique. Regardless, this

semi-supervised model can consider both forms of data and possible reach a more optimal

decision boundary. Take for example Figure 2.9, which is not an implementation of S3VM

but illustrates the point. The inclusion of unlabeled data may lead to a decision boundary

that is more representative of the true statistical distribution even if those data lack explicit

labeling information.

Figure 2.9: Nominal planes of separation for a supervised and semi-supervised Support Vector Ma-
chine (SVM). (a) Purely supervised SVM using only labeled points (positive and negative signs).
(b) A TSVM that uses labeled points as well as unlabeled points (black dots). Note that including
unlabeled points reveals more information about the plane of separation between the two classes of
data. (Image source: [21])

2.4 Semi-Supervised Applications to Nuclear

Engineering

Most applications of semi-supervised machine learning in nuclear engineering to date have

been for fault diagnosis and transient identification. Ma and Jiang [22] utilize a graph-based

SSML method. This is implemented in a self-training workflow, incorporating new data

in future training iterations. Empirical success was shown in classifying experimental and

simulated nuclear power plant (NPP) fault scenarios. Another example of SSML used for
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nuclear safety is Pinciroli et al. [23] where a more ad hoc system of feature extraction based

on importance for characterization is used. Sun et al. [24] use a system of weak supervision

to implement a CNN that applies pseudo-labels eventually included in future training. This

results in a system for object detection that then is applied to nuclear waste.

Moshkbar-Bakhshayesh et al. [25, 26] use a two-step approach for identifying transients

and then apply SSML to unknown transient classifications. First, a supervised machine

learning model attempts to identify known transients. Unknown transients are then passed

to a TSVM to predict unlabeled samples.

In general, these papers present implementations of SSML to nuclear engineering that

demonstrate viability but lack context to nuclear nonproliferation. Implementations of SSML

appear to be an emerging technology for nuclear nonproliferation applications. Most appli-

cations of machine learning in this space are supervised, which do not utilize the plethora

of unlabeled data that may be available when labeling is costly. Therefore, SSML should be

tested as a viable alternative to supervised machine learning techniques. This report, having

identified the gap in nuclear engineering research, will study SSML applications to nuclear

nonproliferation. In Chapter 3 and Chapter 6, SSML for nuclear nonproliferation applica-

tions will be developed, with a focus on data augmentations and SSL for nuclear radiation

detection.
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Chapter 3

Exploratory Work

This chapter introduces an experiment to demonstrate the value of semi-supervised machine

learning to identifying SNM transfers using real-world data. Several SSML models are com-

pared to a traditional supervised model. The machine learning methods used here discover

underlying patterns in data useful for anomaly detection of SNM transfers. Previous im-

plementations that utilize MINOS data have relied on anomaly detection using Sequential

Probability Ratio Test (SPRT) with post-hoc data analysis [27] or physics-informed machine

learning combined with data fusion [28].

Here, an alternative method with careful consideration of human and compute costs

is offered. The model presented can detect anomalous radiation measurements and, when

trained, uses a machine learning method to distinguish SNM transfers from other anomalous

events. A hypothesis testing algorithm is implemented in order to identify anomalies. This

test is also used to determine the domain-specific thresholds for anomaly detection. The

results are fed into a labeling heuristic that applies a pseudo-label which is then used for

training and testing various machine learning models. Overall, three SSML implementations

are benchmarked against one supervised method. The results indicate an advantage in using

an SSML method that utilizes unlabeled data when labeled data is limited.

3.1 Introduction

This work evaluates how semi-supervised machine learning can utilize information gained

from both unlabeled and labeled data in pattern recognition algorithms for application in

nuclear nonproliferation. In this application space, the goal is to optimally leverage large
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volumes of radiation data with limited ground-truth data. The efficacy of SSML models

will be demonstrated on real-world data collected at ORNL containing transfers of shielded

radiological material. Previous implementations that utilize MINOS data have relied on

anomaly detection using a SPRT with post hoc data analysis [27] or physics-informed ma-

chine learning combined with data fusion [28].

Here, an alternative method with careful consideration of human and computing costs is

offered. The model presented can detect anomalous radiation measurements and, when

trained, uses a machine learning method to distinguish transfers from other anomalous

events. A hypothesis testing algorithm is implemented in order to identify anomalies. This

test is also used to determine the domain-specific thresholds for anomaly detection. The

results are fed into a labeling heuristic that applies a pseudo-label that is then used for

training and testing various machine learning models. Overall, three SSML implementations

are benchmarked against one supervised method. The results indicate an advantage in using

an SSML method that utilizes unlabeled data when labeled data are limited.

In summary, the main contribution of this work is an empirical demonstration of SSML as

a tool for nuclear nonproliferation. The workflow introduced here utilizes all data collected,

regardless of labeling status, without sacrificing performance but rather improving it over

comparable supervised methods.

3.2 Methods

3.2.1 MINOS Data

The MINOS venture at ORNL collects multi-modal data streams relevant to nuclear nonpro-

liferation. This is accomplished using a multimodal network of mature sensor technologies

distributed at ORNL’s campus surrounding two points of interest: Radiochemical Engi-

neering Development Center (REDC) and High-Flux Isotope Reactor (HFIR). The reactor

facility, HFIR, is used for scientific experiments (e.g., neutron scattering) and isotope pro-
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duction. Materials generated at HFIR are loaded into shielded casks and are transferred

by a variety of methods (e.g. flatbed truck) to REDC. Once at REDC, the materials are

unloaded, stored, and/or processed in, for example, hot cells.

Some of the material produced and processed at ORNL and detected by MINOS in-

clude [28]:

1. Unirradiated 237Np targets used for 238Pu production;

2. Irradiated 237Np containing 238Pu;

3. Unirradiated Cm targets used for 252Cf production;

4. Irradiated Cm containing 252Cf;

5. 225Ac;

6. Activated metals;

7. Spent fuel.

The ultimate goal is to develop capabilities that distinguish and differentiate between

shielded radiological material that might be present at the testbed. Material transportation

can occur along several routes between facilities. Nodes in MINOS are distributed across

the possible routes alongside the road. These nodes collect different forms of data including

atmospheric conditions (e.g., temperature and pressure), video, audio, seismo-acoustic, and

radiation.

Radiation data are collected using a network of NaI detectors—each designated as a

node—that are distributed along the roads between HFIR and REDC (illustrated in Fig-

ure 3.1). This detector is capable of measuring gamma radiation emitted from nearby sources.

Nodes are designed to take one measurement every second. This measurement is energy-

dependent, binned in 1000 channels of 3 keV per bin. Energy calibration, which accounts
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Figure 3.1: MINOS radiation sensor network distributed around HFIR and REDC, labeled. There
are six radiation detectors in total (red), placed along roads used as routes for material transfers.
(Image source: [28])

for gain drift in detector electronics, is completed before being shared for data analysis. Ma-

terials transferred around the MINOS testbed will serve as observables for developing and

testing analysis methods.

3.2.2 Radiation Events

A transfer event occurs when a vehicle or source moves past a detector and thereby exhibits a

response in that node. Material recently generated in HFIR will typically have high activity,

which is why shielding is necessary for the safety of individuals handling the material. This

shielding means that the signature’s characteristic photopeak will not be observed by the

detector. Instead, emitted gammas are scattered by the shielding material before reaching the

detector. The NaI response will appear as a low-energy, downscattered continuum without

the expected photopeak. If a background spectrum can be measured or approximated, this

continuum should appear above the characteristic background. This is time dependent, and

count rates will rapidly rise as the transportation vehicle approaches and fall as it drives
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past the detecting node.

Other radiation events can appear to be anomalous if they exhibit similar rapidity in

count-rate change and must be accounted for in detection algorithms. For example, HFIR

produces a large flux of neutrons when it is active. These neutrons can be captured by

argon naturally in the air at a non-negligible rate. This produces 41Ar, which is radioactive,

undergoing β− decay to stable 41K while emitting gamma radiation with a photopeak energy

of 1,294 keV. Another example occurs when it rains, which can “washout” radioactive 222Rn

with a half-life of approximately 3.8 days and is a result of the decay of 238U. This weather

pattern will exhibit elevated gamma radiation sourced from the radioactive daughters in this

decay chain.

These unique environmental conditions will each contribute to the background radia-

tion distribution with different intensities at different times. Exact characterization of the

background spectrum is impossible without full knowledge of these conditions. Even a fully

constructed background distribution for one measurement may not be transferable to a

second measurement with different diurnal or seasonal variations. Here, an estimation of

background is used if it is reasonable for a given time and state of a measurement.

3.2.3 Hypothesis Testing

First, a model is constructed to identify anomalous measurements from the temporally con-

tinuous radiation data stream. This model ingests energy-independent count rates for each

minute of measurement. That is, the one-second, 1,000-bin measurements are integrated for

all energies and every second in a one-minute window. This results in a “gross” count rate

that is a raw measure of the number of gamma emissions counted by the NaI detector in that

period. All of this data pre-processing occurs in RadClass—the software suite developed for

this analysis—as shown in Figure 3.2.
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Figure 3.2: RadClass expects a standardized data format that can be abstracted to an n by m matrix
with n temporal instances and m bins of data. For MINOS radiation measurements, this would be
1-second temporal instances and 1000 energy bins. For example, one month would be approximately
a 43,200 × 1000 matrix. Given an integration time, RadClass will collapse and integrate a set
of rows for every column. If the integration time is 60 seconds, every 60 rows will be integrated
column-wise. An optional stride parameter could be defined to overlap or skip rows for integration.

A method of hypothesis testing is employed that was originally used in counting statis-

tics [29]. Given two measurements, x1 and x2 (in this case, one-minute gross count-rates),

taken at times t1 and t2, respectively, it is expected that they are each sampled from some

statistical distribution. In the case of radiation counting statistics,

x1 ∼ Poisson(µ1)

x2 ∼ Poisson(µ2) ,

(3.1)

where µ1 and µ2 are the expected values of the Poisson distribution. If the magnitudes of x1

and x2 are approximately equivalent, then they likely come from the same distribution. For

example, if that distribution is the background, then they can both confidently be labeled as

coming from the background. However, if their magnitudes are appreciably different, then
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they should be labeled as anomalous, i.e., from different statistical distributions:

H0 : µ1 = µ2

H1 : µ1 ̸= µ2 .

(3.2)

This anomalous behavior could be from a nuclear material transfer or from any other kind

of radiation event off-normal for the defined background distribution. Anomalies depend

on the rate of change between t1 and t2 to be recognized as having sufficiently varying

magnitudes. The expected values, µ1 and µ2, are typically not measurable without enough

unbiased samples. Suppose H0 is true, then a mathematical translation can be made:

n = x1 + x2

µ = µ1 + µ2

p =
µ1

µ2 + µ2

=
1

2
.

(3.3)

Therefore, comparing one measurement, x1, with the sum of both measurements, n,

behaves like a binomial distribution

x1 | x1 + x2 ∼ Binomial(x1, n,
1

2
) . (3.4)

If H1 is true, then the binomial test above will fail to some significance level. This

binomial test can be completed using MINOS data and identifies anomalous measurements in

a temporal dataset. Each consecutive pair of measurements is tested, a p value is computed,

and the null hypothesis is either accepted or rejected to some significance level. In practice,

this means the testing framework evaluates by how much two measurements deviate from

equivalence, illustrated in Figure 3.3. For a specified significance level, certain amounts of

deviation are tolerated beyond which the null hypothesis is rejected, and an anomaly is

identified. This significance level threshold acts as a hyperparameter and must be set via

optimization using a ground-truth reference.

Using one node, one month of data (approximately 43,200 measurements) and ground

truth for transfers, a Receiver Operating Characteristic (ROC) curve can be generated (see
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Figure 3.3: From [29], this represents the decision each hypothesis test applies for every x1, x2
pair. If they skew (i.e. one is larger than the other) by a significant amount, the null hypothesis
is rejected. This is manifested by a significance level that sets a threshold on the resulting p-value,
illustrated by the bolded step function on either edge of x1 = x2.

Figure 3.4). For an overview of ROC curves, see Appendix I. Here, a positive is defined as a

prediction of a transfer event, and a negative is a prediction of some other anomalous event

(for an introduction to confusion matrices, positives, and negatives, refer to Appendix I).

First, the number of correct positive classifications can be expressed as the true positive

rate: Recall = TPR = TP
TP+FN

. The rate of positive misclassifications can be expressed as

the false positive rate: FPR = FP
TN+FP

. True positives are defined here as an anomalous

measurement taken within 20 min of the timestamp for the event in ground truth or, ab-

sent a specific ground-truth timestamp, one anomalous measurement in a given day with

a recorded transfer. This accounts for transportation and detector efficiencies that delay

nuclear material transfers from being registered in a detector response for some time after

the event may be recorded in ground truth.
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Figure 3.4: ROC for one node and one month of data using energy-independent, 1-minute count
rates. Individual red points on the curve indicate different significance levels, which vary how strictly
to enforce the measurement equivalence. As the significance level becomes larger, more and more
null hypotheses are rejected, capturing more true and false positives. The gray dotted line indicates
a 50–50 ratio, equivalent to an algorithm that makes a random guess for classification.

Note that the ROC curve sweeps over several values for significance level. An ideal signif-

icance level is one that maximizes true positives while minimizing false positives. However,

true positives (i.e., material transfers) are rare in the dataset compared to the measurement

frequency. This leads to an imbalance in the number of true positives and true negatives.

That is, a percentage increase in the FPR is a larger increase in magnitude of false positives

than a comparable percentage increase in the TPR.

For example, the tenth point (a significance level of 0.001) registers 22 out of 23 true

positives (TPR = 95.7%) with a FPR of only 1.2%. In gross terms, this false-positive rate

corresponds to 540 one-minute false-positive measurements. The next significance level of

0.005 captures the last true positive at the cost of an additional 397 false positives (TPR =

100%, FPR = 2.1%). This imbalance must be considered in choosing a strict value for

training and testing the models below.

The p value used for the analysis below is 10−20, which is the strictest value tested with a
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true positive rate of only about 40% but is also the smallest false positive rate tested. Future

experiments can loosen this restriction by using a larger significance level that increases

the number of true positives and false positives and thereby furthers the need for event

discrimination. The overall magnitude of false positives is very large in part because of noisy

ground-truth labeling. A small significance level is chosen to avoid confounding the machine

learning models tested below with a large number of false positives, especially since the

ground truth will not be used moving forward. This further emphasizes the need to carefully

discriminate between SNM transfers and other anomalous measurements in any downstream

analyses.

Figure 3.5: The hypothesis testing algorithm results from Figure 3.4 are compared to several outlier
detections algorithms implemented in Scikit-learn. The gray dotted line indicates a 50-50 ratio,
equivalent to an algorithm that makes a random guess for classification. Each algorithm is varied
by one hyperparameter, with accuracies measured against the same ground-truth. Note that most
algorithms capture significantly less true positives with increasing false positives.

The hypothesis testing algorithm can also be compared to other anomaly detection meth-

ods available in Scikit-learn. The results are shown in Figure 3.5. These models do not

consider temporal dependencies in data like the algorithm above but instead attempt to

quantify the typical response in the overall data distribution and draw a decision boundary

for outliers. The models tested are One-Class SVM, Local Outlier Factor, Isolation Forest,
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and Robust Covariance. Each “blackbox” model generally performs worse than hypothesis

testing across the ROC. Note that no hyperparameter optimization has been done on these

models. Instead, one parameter is varied while the others remain fixed. Robust Covariance

achieves the highest performance after hypothesis testing. Robust Covariance is the only

model that assumes a Gaussian statistical distribution for the data. This likely explains the

performance since this behavior mimics the Poisson expectation of hypothesis testing.

3.2.4 Labeling Heuristic

In evaluating the predictive accuracy of the machine learning models described below, three

data subsets must be created: labeled training data, unlabeled training data, and labeled

testing data. First, five months of energy-independent (gross count-rate) data from six dif-

ferent MINOS nodes are passed through the hypothesis-testing algorithm with a temporal

integration time of one-minute. This provides a collection of spectra for timestamps at

which the gross count rate was deemed anomalous (i.e., the null hypothesis was rejected).

For this and all downstream tasks, the background is removed from the anomalous spec-

trum by estimation. It is assumed that for each event, a spectrum taken 20 min prior

would constitute a typical background distribution absent any radiation events. This is

subtracted from the event spectrum, resulting in a feature vector that notionally consists

of only energy-dependent counts associated with the anomalous event (called the difference

spectrum, illustrated in Figure 2.3).

Rather than using the ground truth to apply labels to the data, a labeling heuristic

applies an automated “guess” that serves as a noisy label (i.e., with nonzero labeling error)

for each sample. That guess could be a material transfer, 41Ar event, Radon washout, or

other anomalous behavior. The labeling heuristic uses Scikit-learn’s find_peaks method to

estimate the most prominent peaks in each spectrum. If one of those peaks appears within an

energy range where signatures resulting from shielded radiological material transfers would

be expected, and that peak is sufficiently prominent, the labeling heuristic assigns a material
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transfer guess to that sample. If not, a different label may apply. If none of the peaks are

prominent enough to make a definitive guess, the spectrum is not labeled, and the sample

is removed from the collection of anomalies.

In this way, the labeling heuristic applies a noisy label prediction to samples without re-

lying on ground-truth information. This heuristic itself is not a sufficient model for discrim-

inating between SNM transfers and other anomalous events because its accuracy is limited

by an intrinsic error rate related to noisy labeling. The labeling heuristic is still better than

random guessing because it applies limited domain knowledge related to expected behavior

from material transfers and the detector response from MINOS. Therefore, these labels can

appropriately be used for training and testing machine learning models because the uncer-

tainty associated with noisy labeling is propagated to each model and is thus invariant when

comparing models to each other. Any uncertainty associated with the labeling heuristic will

be propagated to each model trained and tested on the resulting labels. Therefore, MINOS

data can be used to train and compare ML models, avoiding reliance on ground truth for

preparing training data.

The labels are organized for binary classification: material transfer or “other” anomalous

measurement. The labeled corpus is then randomly split into small subsets that approxi-

mately maintain the binary class population ratio. The remaining majority are passed (as

unlabeled data) with their label masked from any models or evaluation techniques. This sim-

ulates the real-world behavior of costly labeling in which it may be difficult to label a large

amount of data, but a smaller amount is still feasible. Labeling these unlabeled data was

not necessary (since the label was not stored) but it ensured that the labeled and unlabeled

subsets had similar distributions of classes. The heuristic is summarized in Figure 3.6.
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Figure 3.6: The breakdown for sample splits between labeled training, labeled testing, and unlabeled
data from the labeling heuristic. Note that using 5 months and 6 nodes worth of data results in
1991 anomalous measurements, where 814 are discarded since their label could not be resolved by
the heuristic, and the rest are divided proportionally into train, test, and unlabeled subsets.

In summary, this provides three sets of data. The training data can be divided into two

subsets: the labeled data, L, and the unlabeled data, U . A labeled test subset that is not

used in training can be used for checking the precision of a trained model.

D = {(x1, y1), (x2, y2), . . . , (x|L|, y|L|), x|L|+1, . . . , x|L|+|U |} (3.5)

3.3 Machine Learning Models

3.3.1 Supervised

Logistic Regression

Logistic regression serves as the baseline supervised model to be compared with semi-

supervised machine learning. This model minimizes a loss function on labeled data:

min
w,c

1

2
wTw + C

n∑
i=1

log(exp(−yi(xT
i w + c)) + 1) . (3.6)

where w is a weight vector that predicts a label from some sample xi with a bias term

c. The model minimizes the disagreement between a predicted label xT
i w and the actual
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label yi while minimizing the magnitude of weight values in w (L2 regularization). Logistic

regression requires a fully labeled training corpus and cannot utilize unlabeled data in this

form. Therefore, this model only trains on L. This can be problematic in a costly labeling

regime where labeled data are less voluminous.

3.3.2 Semi-Supervised

3.3.2.1 Co-Training with Logistic Regression

This first semi-supervised machine learning model extends the supervised logistic regression

model above to handle unlabeled data. Two supervised logistic regression models are trained

in tandem, passing information gained between each other, called co-training [30]. The logic

is described in Algorithm 1. Each model learns some information from its training corpus

so that it can predict an unlabeled sample, and it trades this information with its partner

model. Ideally, the two models will converge to some increased level of accuracy because of

shared information learned from each other (observed in Figure 3.7).

Algorithm 1 Co-training
Given: L and U , split L between two logistic regression models (h1 and h2)
while len(U) > 0 do

Train h1 and h2 on their portions of labeled data, L1 and L2

Have h1 predict u1 and h2 predict u2, ∥u1 + u2∥ ≤ ∥U∥/2 sampled from U .
Include u1 in L2 and u2 in L1 with their predicted labels; remove from U .
Repeat training with this newly labeled unlabeled samples

end while
Evaluate on test set
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Figure 3.7: The test accuracy for each co-training model as trained using Algorithm 1. Test accuracy
is defined as the percentage of correctly classified samples in a test set not used in training the models
(refer to Equation (3.10)). Ideally, both models would converge to a higher accuracy, indicating that
information passed between models was helpful for learning and pattern recognition. A marginal
increase is observed here.

3.3.2.2 Label Propagation

Label propagation [31] is a transductive approach that acts like a semi-unsupervised model.

This algorithm propagates labels from labeled data, L, to unlabeled data, U . Propagation is

accomplished by comparing distances between data samples, whatever that notion of distance

might be. First, data are arranged as a fully connected graph with edge weights defined by

some kernel. In this experiment, a Radial Basis Function (RBF) is used:

wi,j = exp

(
−||xi − xj||2

σ2

)
. (3.7)

where σ is essentially the standard deviation in the dataset or can be learned as a hyper-

parameter. This is used to create a transition matrix, T , which updates the label matrix,

Y , with dimensions (|L| + |U |) × C where C is the number of classes (C = 2 for binary

classification). Each row is the probability of that sample being labeled with each respective

class. If, for example, a row was associated with a labeled instance for the first class, its

row would be [1.0, 0.0]. To reiterate, propagate using Y ← TY , normalize row-wise, and
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clamp any labeled rows to conform with their labeled classification instances. Afterward, an

argmax can be applied to classify each row according to the most probable label.

There is a unique solution to this construction because it can be shown that the intializa-

tion of Y is inconsequential [31]. Therefore, there is no training per se if sufficient propagation

iterations have occurred to converge (alternatively, the solution can be solved directly). This

is also the only semi-supervised machine learning algorithm used in this work that is read-

ily available in Scikit-learn. Only two other SSML models have been implemented: label

spreading and a self-training classifier.

3.3.2.3 Convolutional Neural Network

An ANN is a form of machine learning model that is designed around networks of connected

neurons consisting of unique activation functions that train for predictive classification by

learning patterns in labeled data. These networks can be large or deep, which allows them

to be flexible in pattern recognition but which requires copious amounts of data for training.

In principle, CNNs are designed to pass filters over data and to convolve data structures for

more robust feature representation. This operation is also shift invariant, making it effective

for nonlinear patterns.

Shadow [32] is a Python package with loss functions that can be applied to various neural

networks implemented in PyTorch. Originally designed for seismological data, these loss

functions are data agnostic and include semi-supervised functions for processing unlabeled

data in a neural network. Given some model, fθ, the loss function is divided into two

portions:

L(fθ(xl), yl) + αg(fθ, x) . (3.8)

In this case, fθ is a CNN and can predict a classification label for an instance, xl, and L

compares it to the actual label, yl, where labeled data exist. The model can also be passed

to a consistency-enforcing function, g(·), alongside any data instance (labeled or unlabeled)

and penalizes differences given some perturbation. The consistency-enforcing function is
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weighted in the overall loss function by a hyperparameter, α. The loss function, g(·), used

here is Exponential Averaging Adversarial Training (EAAT) [32]

g(fθ, x) = d(fθ(x+ radv), f
′

θ(x)) , (3.9)

where d(·) is a distance metric that describes the difference between its two inputs: the

exponential moving average teacher, f ′

θ, and its student, fθ. Here, a small perturbation, radv,

is added to the data. Utilizing the cluster assumption, a sufficiently small perturbation should

not affect the predicted label since samples close together in state space should have similar

classifications. The EAAT algorithm combines Virtual Adversarial Training (VAT) with

Mean Teacher (MT). Virtual adversarial training chooses perturbations that produce the

largest change in model output to enforce regularization. Mean teacher sets model weights

using an exponential moving average, which is shown to produce more stable predictions.

In practice, both labeled and unlabeled data are processed by a CNN, optimized using

SGD with a cross-entropy loss function, and employs the cluster assumption to better probe

the decision boundary for classification. The initial neural network architecture for this

model is based on an example structure for handling MNIST data [33], which comprise a

collection of 2D images of handwritten digits. Instead of accepting 2D image inputs, the

model here accepts 1D spectra. Figure 3.8 shows the initial CNN architecture prior to

hyperparameter optimization. As the loss function is minimized, the model is optimized by

maximizing the classification of labeled instances and enforcing consistency among unlabeled

data (see Figure 3.9). The loss decreases over the training period. However, the variability—

or noise—over epochs shows that certain instabilities may prevent further loss minimization

or outright convergence.
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Figure 3.8: The base (prior to hyperparameter optimization) architecture for the CNN used by
Shadow EAAT. This consists of two convolution layers with max pooling and dropout, resulting in
a representation that is passed to linear, connected layers ending in a binary classification prediction.
This was offered as an example architecture for analyzing MNIST data [33] by Shadow, adjusted
for accepting 1D spectra rather than 2D images.

(a) Loss Curve (b) Test Accuracy

Figure 3.9: The results of training for the best Shadow model found via hyperparameter optimiza-
tion. (a) The results of the loss function optimized during training: cross-entropy loss with EAAT
optimized using SGD. (b) Accuracy on test data for every epoch. Accuracy notionally increases as
the model is optimized, with early stopping resulting in a test accuracy greater than 70%.
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Table 3.1: Hyperparameter optimization balanced accuracy results.

Model Worst (%) Best (%)

Logistic Regression 63.9 67.7
Co-training 56.1 71.8
Label Propagation 55.1 77.1
Shadow EAAT 48.4 70.9

3.4 Results

Hyperparameter optimization was implemented using the Hyperopt [34] software package.

This method uses Bayesian inference to explore the hyperparameter state space and to find

the model parameters that maximize classification accuracy. Hyperparameters are chosen

in a direction of expected accuracy increase. The loss function for optimization is the error

rate, which Hyperopt attempts to minimize. Different hyperparameters are chosen over 100

tuning epochs. The resulting performance ranges are shown in Table 3.1. Local minima are

possible for more complex models, but convergence typically occurs well before 100 tuning

epochs.

The following metrics for binary classification—relating correctly classified instances, true

positives (TP ) and true negatives (TN), to misclassifications, false positives (FP ) and false

negatives (FN)—are used in evaluating a model’s performance:

Accuracy =
TP + TN

TP + FP + TN + FN

Balanced Accuracy =
1

2
(

TP

TP + FN
+

TN

TN + FP
)

Precision =
TP

TP + FP

Recall =
TP

TP + FN
.

(3.10)

Balanced accuracy (balanced for different class populations) will be used as a concise mea-

sure for comparing models. Several feature vector normalization options were also tested to

maximize accuracy. Label propagation benefited from input features that were not normal-

ized, since it measures distances between samples. Therefore, any notional distance exhibited
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by data samples would be affected by normalization, reducing label propagation’s perfor-

mance. Shadow significantly benefited from normalization against the distribution’s mean

and standard deviation, since the neural network’s loss function is sensitive to large feature

magnitudes. K-fold cross-validation was studied on logistic regression and co-training to en-

sure that there was no accuracy biasing because of random train–test splits. No appreciable

difference was noted from different random splits.

Figure 3.10: Confusion matrices on test datasets for each machine learning model. Note that the
scores above for each confusion matrix are its respective balanced accuracy. SNM, class label 0, rep-
resents a positive transfer event of shielded radiological material, and other, class label 1, represents
a negative.

Confusion matrices for each model’s best balanced accuracy score (from Table 3.1) can

be seen in Figure 3.10. The models, in order of increasing maximum balanced accuracy
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achieved, are: logistic regression, Shadow, co-training, and label propagation. None of the

models tested predicted more false positives than false negatives, leading each to have a

higher precision than recall. Co-training and Shadow, despite having comparable balanced

accuracy scores, have exceptionally low recall (and very high precision) due to numerous false

negatives, and only a handful of false positives. False positives are arguably less impactful

than false negatives (i.e., recall is more important than precision) since detecting all instances

of SNM transfers is the desired objective. In practice, the level of tolerance for false positives

and false negatives is influenced by the needs of an end-user. A policy could be designed that

weights these factors in model optimization or guides the deployment choice from a selection

of trained models.

Several possible explanations exist for each model’s accuracy. Logistic regression performs

the worst of all four methods, suggesting that it is not generalizable to the test dataset.

That is, this model has relatively simple complexity but is still capable of learning a decision

boundary within the limited labeled training dataset. A more complex supervised model,

such as a Multilayer Perceptron (MLP), could possibly generalize, but these methods are

typically data hungry. This illustrates the challenge of using supervised models in this regime

because a large, labeled data corpus is required to achieve high performance, but collecting

such a dataset is costly (perhaps infeasible).

Co-training achieves a higher balanced accuracy because it utilizes previously unused

unlabeled data. However, the increase in accuracy is likely limited by the structure of the

data algorithm used. The authors of this method state that the two sets of labeled data,

L1 and L2, must exhibit conditional independence. That is, X1 ⊥ X2 | Y , i.e., each subset

contains predictive information for the classification but not for its counterpart. This is

enforced so that each model learns different information to share. If L1 and L2 do not

exhibit conditional independence, convergence to a higher accuracy is not guaranteed.

The data passed here are not necessarily conditionally independent. Only radiation data

are used, and the measurements of all nodes are combined into one corpus. Two measure-
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ments from the same detector, and even for the same event, could be present in the training

data for both models, breaking independence. Any increase in performance from training

could be the result of information passed between models that is from different detectors and

events. Co-training’s accuracy could be increased by enforcing conditional independence and

by carefully separating detectors between models. A more powerful implementation would

utilize data fusion, a natural extension of MINOS. For example, one model could be trained

on seismo-acoustic data, and one model could be trained on radiation measurements, both

of which are coincident on SNM transfers but conditionally independent of each other.

Label propagation achieves the highest recall among the four models used (with the

largest number of true positives classified). This is likely because label propagation is the only

model to consider the geometric or distance relationship between data points, thus indicating

that pattern information could be embedded in the data manifold. A manifold pattern

also suggests some feature importance, or low-dimensional representation, which leads to

eventual classifications. This agrees with physical intuition that radiation signatures are

energy-dependent and should be unique between transfers of shielded radiological material

and other types of radiation events.

Finally, Shadow’s performance was surprisingly the lowest among the semi-supervised

models. Shadow’s CNN has many hyperparameters that can be further optimized, including

the architecture of the network itself. The MNIST structure used here might not lend itself

to spectral data. Rather, a network architecture such as those used for frequency/audio

data could be used. The loss function may be too difficult to minimize for high-variance

data such as radiation spectra. Training indicated that Shadow can optimize to many local

minima in its state space. Different loss functions could be applied, including different semi-

supervised functions, that may train with more stability or converge to an optimal decision

boundary. Overall, a CNN still requires significant amounts of data to train an accurate

classifier. Despite the inclusion of unlabeled data, more labeled (and unlabeled) data could

be required to find an effective decision boundary.
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3.5 Conclusions

Nuclear material transfer detection methods that reduce computing and domain costs while

maintaining detection performance can be an important component toward advancing nu-

clear nonproliferation. Models using SSML can alleviate the high cost of labeling radiation

samples while still utilizing otherwise unused unlabeled data to build robust ML models for

the detection of SNM transfers. The work presented here applied an anomaly-detection algo-

rithm to analyze radiation data collected at the MINOS testbed and to distinguish radiation

events from background. A labeling heuristic was designed to study the effects of noisy label-

ing on training data to reduce the reliance on ground truth or on unreliable prior knowledge.

All the semi-supervised models tested performed with higher accuracy than a supervised

logistic regression benchmark, indicating that it is possible to utilize labeled and unlabeled

data in SSML models for detecting and characterizing SNM transfers. The increased accu-

racy of SSML models suggests that there is still valuable classification information about the

data distribution present in unlabeled data. This warrants more detailed work to study the

effects of learning on unlabeled data using more advanced systems of SSML techniques.
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Chapter 4

Contrastive Machine Learning

This chapter provides the mathematical foundation for contrastive self-supervised machine

learning underpinning the analytical method used in this work. A generic framework is

presented which will be used in designing a contrastive machine learning model for iden-

tifying nuclear material transfers from radiation spectra. A derivation for the contrastive

loss function—used to optimize a representation model’s output—is detailed. Alternative

contrastive machine methods and models are discussed. Finally, an important extension

to contrastive ML, anomaly detection, and material transfers detection is explored: out-of-

distribution detection. While not implemented in this work, out-of-distribution detection

could be a powerful application of this analytical technique for nuclear nonproliferation.

4.1 Overview

Contrastive learning, or self-supervision more broadly, is a set of SSML methods that con-

siders the similarity between data instances. Like other graph-based methods (e.g. Label

Propagation), contrastive ML uses a notion of distances for making label predictions. Take

the Simple Framework for Contrastive Learning of Visual Representations (SimCLR) frame-

work [7] in Figure 4.1 for example. Given an instance, x, apply a transform t ∈ T to get

an augmented instance x̃. These are fed into a model f(x) that can produce some repre-

sentation, h. A representation is similar to an encoded embedding from other forms of DL,

but it is typically higher-dimensional to capture more of the abstract patterns and behaviors

in x, x̃ ∈ X . g(h) then uses the representation to output a prediction, z. This prediction

depends on the target task. It could be another multivariate output like x (e.g. another
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image) or it could be a classification, assigning a predicted class to the input.

Figure 4.1: A contrastive learning model that uses two transformed instances of an original data
sample x. Using a representation model f(x̃ = h) and a predictive model g(h) = z, positive pairs
are trained to maximize agreement (i.e. contrastive learning). (Image source: [7])

Because each x̃ was created by transforming x, they should both have the same label

because they contain the same intrinsic information and assuming the transformation is

label invariant. The optimization task of contrastive learning is then to ensure that z =

g(h) = g(f(x)) agrees for similar, or positive, pairs. These pairs could be the original

instance, x, and its transformed value, x̃, or two augmented instances, x̃1, x̃2, from the same

source instance. Negative pairs from dissimilar sources should have maximum disagreement.

Therefore, the model contrasts between similar, augmented views of samples—which implies

information about an instance’s class—and dissimilar samples in a batch. Note that the true

or observed label is not necessary for contrastive learning. The notion that two augmented

instances are derived from the same original sample is all that is needed to define a positive

pair since all three should agree on a subsequent label.

Dissimilar instances, or negative pairs, are only defined as such because they are not

derived from the same original sample. However, it is possible that two instances, augmented
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from different samples, could share the same true label despite being defined as a negative

pair. Contrastive training will attempt to construct representations generated by these two

augmented instances to be maximally dissimilar since they are a negative pair. An oracle

model (one with knowledge of true labels or the true decision boundary) would avoid making

these representations dissimilar, but since the true label for augmented instances generated

from unlabeled samples is unknown, these nominally negative pairs can occur and become

a limitation on performance for contrastive models. Some work has attempted to address

this directly with simultaneous contrastive attraction and repulsion [35]. Empirical success

has been observed by using large batch sizes [7], which provide more augmented views of

data in a single batch and thereby more (true) negative samples to contrast against.∗ For

rare-event classes, the risk of contrasting samples with the same label would be rare for a

large unlabeled dataset.

If labeled data is available, it can be used to regularize and fine tune the model (see

Section 4.2 for more details). The models f(x) and g(h) are abstractly defined and could take

on any structure that outputs a representation or prediction, neural network or otherwise.

The point of data augmentation is to allow a model to build intuition for valid class

distributions and understand key features needed for classification. This process of data

augmentation is typically defined as a pretext task. Four pretext tasks have been defined for

contrastive learning on images [36]: color transformation, geometric transformation, context-

based tasks, and cross-modal based tasks. Certain transformations are appropriate for cer-

tain pretext tasks [37]. Thus, it is important to consider similar pretext tasks for other

data distributions. This work will will design transformations that naturally help more ro-

bust learning within a domain-specific pretext task that captures the principles of radiation

detection.

Recent research [38] has shown that self-supervised models may have poorer performance
∗This work uses a smaller batch size (512) than reported for SimCLR because the benefit of larger batch

size was not well observed when tested (likely because the total unlabeled dataset size is smaller here than
for SimCLR).



52

than supervised models when the downstream task is object recognition (e.g. image clas-

sification) but can outperform supervised methods in tasks for part-level recognition (i.e.

any of retrieval, classification, or segmentation). While this success assumes sufficient la-

beled data for successful supervised training, the advantage of self-supervised models in

part-level recognition reflects that representations highlight input feature patterns. Further,

the projection head is shown to connect the part-aware representations produced by the

representation model to the whole object. The distillation of part-aware representations to

a lower dimensional representation that is used in contrastive training could successfully

produce a model for either downstream task: object detection or part-level recognition [39].

More simply, the reduced dimensionality of projected representations reduces the curse of

dimensionality associated with Euclidean and other distance metrics like cosine similarity.

Even if self-supervised methods are weaker at object recognition (e.g. nuclear material trans-

fer detection) with abundant labeled data, it seems reasonable to expect that meaningful

representations accentuate features that would otherwise be occluded in raw spectral mea-

surements and therefore difficult to learn when labeled data is scarce. This factor could be

exploited in constructing and training downstream, task-specific classifiers.

4.2 Normalized Cross-Entropy Loss

The loss function used in SimCLR is a generalization of N-Pairs Loss, dubbed the normalized

temperature-scaled cross-entropy loss (or NT-Xent). Elsewhere, this loss function is titled

Info NCE [40, 41]. Given a set of data augmentations, samples are fed through a base en-

coder which produces a representation. There are no constraints on this encoder in SimCLR,

varying strategies include producing higher-dimensional representations, an encoder/decoder

pair, convolution followed by average pooling, etc. SimCLR observed that attaching a pro-

jecting head consisting of a single hidden layer with a ReLU activation function is beneficial

for applying and optimizing contrastive loss.



53

The projection head reduces the dimensionality of the representations to what is fed to

the contrastive loss function. The training algorithm for SimCLR is as follows. For a given

batch of batch size N , produce two augmentations for each, resulting in 2N (augmented)

samples. Each pair of augmented samples, {z̃i1 , z̃i2}, deriving from the same sample (xi) are

considered a positive pair; the other 2(N − 2) samples are assumed as negatives.

For two non-zero vectors, the Euclidean dot product is

A ·B = ∥A∥∥B∥ cos(θ) (4.1)

where θ is the angle between the two vectors. Rearranging, the cosine similarity is then

sim(A,B) =
A⊺B

∥A∥∥B∥
(4.2)

which varies in the range [0, 1]. This serves as a distance metric, or difference measure,

between the two vectors (i.e. two input samples). NT-Xent loss is then the cross-entropy

of cosine similarities for the projected representations of positive pairs (zi1 , zi2), normalized

over all pairs

ℓ(zi1 , zi2) = − log
exp(sim(zi1 , zi2)/τ)∑2N

k=1 1[zk ̸=zi1 ]
exp(sim(zi1 , zk)/τ)

= − log
[
exp(sim(zi1 , zi2)/τ)

]
+ log

[ 2N∑
k=1

1[zk ̸=zi1 ]
exp(sim(zi1 , zk)/τ)

]. (4.3)

Note that the denominator sums over the first input, zi1 , paired with all other samples

but itself. If, for example, zi1 = zi2 , then their cosine similarity will be 1, and (assuming

τ = 1) the first term of Equation (4.3) will be −1. If zi1 ⊥ zi2 , then their cosine similarity will

be 0, and the first term of Equation (4.3) will be 0. In practice, many negative pairs will not

be exactly orthogonal to the anchor point (i.e. the first input) and therefore the second term

will be nonzero, meaning the minimum will be nonzero even if the positive pair is optimally

identical (remember that the objective is to minimize loss). However, the additional nonzero

loss for negative pairs encourages them to be maximally dissimilar (i.e. assuming τ = 1,

an optimal solution would have sim(zi1 , zi2) = 1 for positive pairs and sim(zi1 , zi2) = 0 for
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negative pairs). Therefore, minimizing the loss function achieves two goals: maximizing

similarity between positive pairs and minimizing similarity between negative pairs.

The temperature coefficient, τ , acts as a fixed hyperparameter scaling the magnitude of

similarities. Finally, the loss is averaged for all positive pairs in each direction†

LN =
1

2N

N∑
i=1

[ℓ(zi1 , zi2) + ℓ(zi2 , zi1)]. (4.4)

Even though cosine similarity is a symmetric distance metric (i.e. sim(zi1 , zi2) = sim(zi2 , zi1)),

ℓ(zi1 , zi2) ̸= ℓ(zi2 , zi1) because the denominator of Equation (4.3) will change depending on

the anchor point of ℓ(. . .).

Semi-supervised contrastive loss computed for labeled data can be used to train a repre-

sentation model if labeled data is included in the training corpus. Additional loss terms are

computed when more than one sample of the same class is passed, since the labels are known

for these samples and therefore multiple positive pairs can be generated. For example, two

labeled spectra of the same class generate four augmented samples or six positive pairs, for

a total of 12 loss terms (ℓ(. . .)), as opposed to the four loss terms from two positive pairs

generated by two samples of different (or unknown) classes. Semi-supervised contrastive loss

acts as regularization terms (scaled by a hyperparameter, α) that guides the representation

model to produce representations corresponding to the labeled data, introducing context to

the downstream domain specific task. Accounting for additional loss terms, semi-supervised

contrastive loss loops over the labeled training corpus, M ,

LM =
α

2

M∑
j=1

1

2|Kj| − 1

[
[ℓ(zj1 , zj2) + ℓ(zj2 , zj1)]

+
∑
k∈Kj

1[k ̸=j][ℓ(zj1 , zk1) + ℓ(zj1 , zk2) + ℓ(zj2 , zk1) + ℓ(zj2 , zk2)]

] (4.5)

where Kj is the set of indices for all training spectra that share the same label with zj (i.e.

Lk = Lj). The first two loss terms are the same as before: contrastive loss between the
†The software implementation conducts a sub-batching routine that computes the loss for 64 positive

pairs in a batch at a time. This is functionally equivalent, but circumvents memory limitations for larger
batch sizes.
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two augmented samples from the same original training spectrum. The other loss terms

compute the contrastive loss between (augmented) spectra sharing the same label. Note

that because the denominator of Equation (4.3) sums over all augmented samples from the

training dataset, the sum there would now be through 2(N +M).

For intuition, imagine a square matrix where every column and row correspond to an

augmented sample, all of which share the same label. Elements of the matrix correspond to

the contrastive loss for the positive pair of that row and column. Since augmented samples

are not contrasted against themselves, the diagonal is zero. Therefore, the total number of

loss terms, including the reverse of each positive pair, is (2k)2 − 2k = 2k(2k − 1). The total

loss when labeled data are included is

L = LN + LM . (4.6)

4.3 Alternative Contrastive Methods

Several different contrastive and self-supervised models have already been proposed. Sim-

CLR [7] does not use the original sample image (here, a spectrum) but rather trains a model

using only augmented pairs. Alternatively, a student-teacher method [42] could compare

an augmented sample versus its untransformed parent. Some implementations [43] train a

smaller, distillation model to effectively generalize. Others [44] create a stop-gradient so that

optimization does not occur along augmented instances. One implementation [45] includes

spectral clustering to avoid a requirement for conditional independence and more closely

consider class similarity.

Empirical results [46] suggest that self-supervised learning frameworks like contrastive

learning above can be robust to class imbalance in select data streams. This is likely because

the representations learned are strong enough to discriminate between different types of class

distributions. Even though the experiments described above conduct binary classification

as an ultimate downstream target task, these models would be beneficial for multinomial
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classification. SNM transfers tend to be rare in the MINOS data and potentially non-existent

for certain real-world monitoring applications. If so, a model needs to be tuned and prepared

for severe class imbalance to the point of anomaly detection.

Contrastive learning, and self-supervised machine learning broadly, does not intrinsically

require labeled data to optimize a model. Contrastive loss functions typically maximize

agreement between positive pairs, where positive pairs are defined either as two augmen-

tations of the same data instance or one augmented instance compared with the original.

Optimization in this way can be successfull if the augmentations—given a known set of

transformations—are not severe enough to obscure labeling information present in the un-

altered observation. If labeled data is available, fine-tuning can be used to “check answers”

in model training or more importantly define the number of classes possible in the dataset.

Semi-supervised has an advantage over supervised learning because it can handle unlabeled

data and extrapolate labels via known classes.

How else could labeled data be used in SSL? Typical SSML models are rooted in super-

vised methods with consistency enforcing functions added to the loss term. Self-supervision

is almost the opposite, reminiscent of unsupervised methods. One such example trains a

larger model contrastively and then prunes the model, or makes it smaller, by a process of

supervised fine-tuning [47]. Another example, supervised contrastive learning [48], uses la-

beled data as anchor points for the broader data distribution, further defining positive pairs

and adding generalization weight to contrastive learning. Finally, another example uses the

similarity between samples to gradually group classes: weakly supervised contrastive learning

[49].
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Chapter 5

Spectral Augmentations

The SimCLR framework utilizes mature augmentations that have been designed for image

classification, illustrated in Figure 5.1. Each label-invariant transformation exploits certain

properties of an image and image generation. For example, a cutout (g) of variable size could

be applied to an image of a dog. If the augmentation is not overly severe, enough contextual

information should still be present in the image to label it as a dog. If any augmentation

is applied too heavily, it is possible that the labeling information becomes indistinguishable.

The set of augmentations are arranged such that an image’s perturbed counterpart could

plausibly be observed by real-world measurement.

The combined use of (randomly applied) augmentations expands a finite training dataset

and helps a contrastive model learn semantic labeling information that can be used in down-

stream detection tasks. While SimCLR focuses on image representation, these principles are

not limited to a specific data modality. This chapter details data augmentations specifically

designed for gamma spectra and their use in contrastive machine learning.

5.1 Mathematical Background

First, a formalized derivation of spectral properties should be established. Assume that an

individual spectrum can be decomposed into three constituent parts

x = s+ b+ p. (5.1)

That is, a spectrum (x) consists of Gaussian-shaped signals (s) specifically associated with

various radioactive sources present during measurement, a persistent and characteristic back-
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Figure 5.1: A grouping of each type of valid image augmentation that will maintain labeling infor-
mation for classification given a reasonable degree of transformation. (Image source: [7])

ground distribution (b), and Poissonian noise (p). The spectra in this analysis consist of

vectors with 1000 components corresponding to the 1000 energy bins (3 keV each) collected

during measurements. Each augmentation below manipulates at least one of a spectrum’s

underlying components or an individual feature in that component.

It is necessary for some augmentations to first estimate the background distribution (b)

before transforming the spectrum. This can be a difficult to manually extract—even for an

SME—because background radiation is highly dependent on environmental factors that are

unique for every measurement. For example, in a given Region of Interest (ROI) ([xi, xj])

where one signature is present, a common procedure is to fit the curve

x = s+ b

=
A

σ
√
2π

exp
(
− 1

2

(x− µ)2

σ2

)
+mx+ c

(5.2)

where the additional fit parameters are the peak’s amplitude (A), the peak’s standard devi-

ation (σ, related to the peak’s width), the peak’s centroid (µ), the background’s linear slope

(m), and the background’s zero-point (x). This assumes an ROI sufficiently small enough

to capture the peak and its shoulders, where the present background is approximately lin-

ear. Equation (5.2) omits the noise associated with counting statistics for detection setups
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Table 5.1: Optimized BEADS Hyperparameters.

Parameter Value
fc 4.749× 10−2

r 4.1083
df 2
λ0 3.9907× 10−4

λ1 4.5105× 10−3

λ2 3.3433× 10−3

(pi ∼ Poisson(xi)) because modeling this noise could result in overfitting if successful. This

fit procedure is used below when estimating signal peak parameters for manipulation.

Instead of measuring ROI fit parameters directly, an entire spectrum could be decomposed

using baseline estimation and denoising using sparsity (BEADS) [50]. BEADS uses a method

of matrix decomposition—essentially a low-pass and high-pass filter—to separate a spectral

measurement (originally intended for chromatography) into its components by modeling it

as a sparse signal with sparse derivatives. In summary, the BEADS fit parameters for a

typical NaI detector can be learned via hyperparameter optimization and defaults for this

analysis are chosen as such (see Table 5.1 for reference values). An example decomposition

of a spectrum using BEADS is shown in Figure 5.2. See below for a more detailed derivation

of BEADS:

Derivation 1. For an observed spectral vector x, model it as consisting of three components,

x = s+ b+ p

x ∈ RN .

(5.3)

Here, s is a vector consisting of numerous peaks (photopeaks and their associated mechanisms

in nuclear radiation spectroscopy), b is a smoothly varying baseline signal (i.e. low-pass),

and p is Poissonian noise. For a given estimate of s (i.e. ŝ) a sparse-derivative signal can
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be reconstructed by reconstructing the baseline

x̂ = b̂+ ŝ

= L(x− ŝ) + ŝ

= Lx+Hŝ.

(5.4)

The high-pass filter, H, is related to the low pass, L, via an identity matrix: H = I−L.

Since the reconstructed sparse-derivative signal and baseline rely on the estimated peak signal,

that can be found via the difference with the observed

∥x−Lx−Hŝ∥22 = ∥H(x− ŝ)∥22. (5.5)

The high-pass filter is defined as a combination of two banded convolution matrices [50].

Therefore, BEADS reconstructs the peak signal by optimizing a penalty function that encour-

ages a positive reconstruction by penalizing negative x values

ŝ = argmin
s
{F (s) =

1

2
∥H(x− s)∥22λ0

N−1∑
n=0

θϵ(sn; r) +
M∑
i=1

λi

Ni−1∑
n=0

ϕ∥[Dis]n∥}. (5.6)

Here the penalty function, ϕ, is defined to be symmetric with a first derivative, λ’s are

regularization parameters, [Dis] are diagonalized versions of x, θ is a convex function

θ =


x, x > ϵ

f(x), |x| ≤ ϵ

−rx, x < −ϵ

(5.7)

and r is a positive parameter. With an estimated signal vector, ŝ, a baseline can be estimated,

b̂, and the residual noise is p̂ = x̂− x.

BEADS does not necessarily converge to a correct decomposition, and in fact can be

troubled by the low signal-to-noise ratios exhibited by NaI detectors. This means that

the peak shapes and amplitudes and the precise baseline distribution can be quantitatively

incorrect when compared to traditional radiation detection methods. This system is sufficient

for a method of rough background estimation and requires less computation compared to a

manual analysis.
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Figure 5.2: An example decomposition of a spectrum using BEADS. The original (top) consists
of peaks (signal) resting on a slowly varying baseline distribution (background) perturbed by some
fluctuations (noise) associated with counting statistics.

5.2 Data Augmentations

The first step in a self-supervised pipeline is data augmentation, which employs transfor-

mations that will be used to learn representations relevant for downstream tasks, like clas-

sification. While appropriate data augmentations might be mature for image classification,

valid transformations for spectroscopic data must be developed. If physically viable transfor-

mations can be constructed, then self-supervision can be used to process unlabeled spectra

and create a classifier with low labeling cost. Detailed here are transformations designed to

naturally aid in robust contrastive learning based on physical principles of nuclear radiation

detection. A summary of the augmentations described below is illustrated in Figure 5.3.

Each augmentation is implemented in a manner such that a user can specifically control



62

the characteristics and magnitude of each spectral augmentation, or it can be automatically

generated using a set of default parameters and estimates for each spectrum. A set of

manually labeled, one-minute material transfer spectra from MINOS consisting of seven

transfer classes is used to demonstrate augmentations: unirradiated 237Np targets used for
238Pu production, irradiated 237Np containing 238Pu, unirradiated Cm targets used for 252Cf

production, irradiated Cm containing 252Cf, 225Ac, activated metals, and spent fuel [28].

Figure 5.3: These augmentations are presented as valid transformations for gamma spectra. They
are physically derived and maintain labeling information (granted that the transformation is not
severe). The transformation (red-dotted) upon the original spectrum (dark blue-solid) is indicated
with arrows (green).

5.2.1 Channel Resampling

Arguably the simplest transformation involves randomly resampling each bin in a spectrum.

Due to counting statistics in detection physics, the response in a bin as a result of detecting

various radiation signatures will be inexact by some amount of noise, pi. The new augmented

spectrum is synthetic—because it is randomly resampled from a statistical distribution—

but is derived from a physical measurement. See Figure 5.4 as an example. Note that

the final plot, showing the ratio of augmented over original counts per bin, indicates where

significant changes were made in the spectrum. For channel resampling, the change looks
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like Poissonian noise as expected (with the relative change increasing as the absolute count

magnitude decreases for higher energy bins).

Figure 5.4: Channel resampling augmentation example: original transfer spectrum of activated metal
(top) compared to an augmented version (center), and the ratio of augmented over original (bottom).

Rather than extracting p from x, each been can be randomly resampled directly. Assume

the counts of a given channel, xi, represent the expected value (λ) of that channel’s distribu-

tion: xi ∼ Poissonλ = Poissonxi. To avoid unrealistic counting statistics at low count-rates

(particularly at higher energies), resampling is taken from a Binomial distribution. Arbitrar-

ily fixing the Binomial distribution’s probability of success, p = 0.5, the “number of trials”,
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n, are derived as:

xi = λi = nipi

pi = 0.5

ni = xi/pi = xi/2.

(5.8)

Then, randomly resample: xi = Binomial(1
2
, xi

2
).

5.2.2 Different Backgrounds

Learning to recognize the underlying background continuum may help a model distinguish it

from event signatures. Characteristic event signatures (s) are typically superimposed onto

a different background distribution (b) constructed from the KUT decay chain. The back-

ground distribution—though fairly consistent for consecutive measurements—can change

significantly for different detection environments (e.g. altitude, time of day, geographic lo-

cation, weather, etc.). By replacing b in a spectrum, different environmental scenarios can

be simulated.

A library of replacement background distributions can be generated using BEADS. A

dataset of weakly anomalous spectra collected from August 2019 to December 2021 (see

Section 6.1) are used. The three components of each spectrum are extracted, and b is saved.

This creates a large library (≈45k) of representative background samples that could be used

in a background transformation. When a spectrum is selected for augmentation, s and p

are estimated using BEADS, and b is randomly replaced with a different distribution from

the library. See Figure 5.5 as an example.

Not all background measurements in the library are truly a background measurement

or have a shape representative for typical background that might be useful for learning

information useful in downstream detection tasks. Artifacts as a result of repalcement or

BEADS decomposition are possible and can result in unrepresentative shapes for typical

background. These backgrounds do not appear to limit contrastive training to the point of
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Figure 5.5: Different background augmentation example: original transfer spectrum of 252Cf (top)
compared to an augmented version (center), and the ratio of augmented over original (bottom).

requiring manual inspection and removal. If samples from the background corpus are, on

average, representative of a typical background response, the downstream model should be

able to learn from this augmentation.

5.2.3 Signal-to-Background

Detecting a radiation event is dependent upon proximity. As a detector moves away from

a source (or vice versa), the count-rate intensity of radiation associated with the source

decreases on the order of 1/r2 (r being the radius, or distance, between the detector and

the source). Therefore, the strength of an event could be varied to coincide with different

geometric efficiencies, or proximity to the source. This is a natural extension of differing the

background above since it amounts to a complementary change in the signal-to-background
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ratio. Here, the signal (s) is being transformed rather than the underlying background

distribution (b) it lies upon.

The signal extracted from BEADS is scaled by some ratio, r, randomly upscaling or

downscaling by up to two-times the original magnitude. For simplicity of use, r must be

positive. A value less than 1 indicates a downscaling by r, vice versa for greater than 1 and

upscaling. Once perturbed, s is re-added to the other components of x.

Figure 5.6: Signal-to-background augmentation example: original transfer spectrum of an unirradi-
ated Np target (top) compared to an augmented version (center), and the ratio of augmented over
original (bottom).

Two NaI detectors could have similar detector responses, but the unique circumstances of

their measurement may result in varying background distributions or signature intensities,

especially if they are different distances to the source. Therefore, perturbing spectra by

manipulating their signal-to-background ratios could amount to the largest variation between

realistic spectral measurements. Note an important limitation: BEADS can misattribute
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persistent peaks in a spectrum as part of its signal (s) that would ordinarily be associated

with background (b). In this case, the background photopeak would be scaled along with

other peaks in the spectrum. See Figure 5.6 as an example.

5.2.4 Signal/Photopeak Insertion

This augmentation involves artificially introducing detector specific phenomena, peaks, and

distributions for radiation signatures (s) that could realistically expected to be present in a

spectrum. Other detection mechanisms could also be introduced into spectra. For example,

a photon with energy greater than 1.022 MeV will register a photopeak in a detector and can

also undergo pair production. This will produce two photons of energy 511 keV imparted

from the incident gamma radiation. If these photons are not absorbed by the detector, the

response will be the photopeak energy less 511 keV (single escape peak) or 1,022 keV (double

escape peak). Sometimes these peaks do not appear in a spectrum because they have a low

detection probability and therefore do not appear above the baseline distribution. However,

these spectral features could give further indications of a signatures presence if their pattern

can be learned.

First, BEADS is used to isolate peaks (s) from the baseline distribution (b) in a spectrum.

Even if the peak shapes extracted with BEADS are inaccurate, their centroids are typically

trustworthy, which is all that is necessary for identifying peaks to manipulate. Centroids are

estimated from the BEADS-extracted peaks using Scipy’s find_peaks method. Requiring a

width of 4 bins, measured at the FWHM, appears to give an adequate selection of the most

important peaks in a spectrum. The fit ROI around a peak is 1% of the total number of

bins in the spectrum. That means that a spectrum with 1,000 bins would identify peaks in

an ROI of 10 bins. The ROI is so small because the only fit parameter that is used is the

estimated centroid (µ) and avoids other peaks that might be close or overlapping.

For this analysis, the list of possible peak insertions consists of radiation events that

occur in MINOS but are not transfers: the KUT decay chain (40K: 1460 keV, 232Th: 2614
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keV), 214Bi: 609, 1764, and 2204 keV, 214Pb: 295 and 352 keV, and 41Ar: 1294 keV. This

augmentation randomly inserts a nuclide’s signatures from the list at its requisite energy.

Amplitude and peak width are approximated by existing peaks in the spectrum. That is,

all peaks beyond the first 100 bins (to avoid fitting the low-energy baseline distribution as

a peak in itself) are fit using Scipy’s find_peaks algorithm with a minimum prominence of

20 counts above baseline and a width of at least 4 bins as measured by Full-Width Half-

Maximum (FWHM). The augmented peak’s parameters are estimated using the values of

the most prominent peak in the spectrum, assuming a linear relationship for amplitude and

width as a function of peak energy. Note that the prominence threshold tends to result in

high-energy peaks greater than 2 MeV being ignored, since they have a low count-rate (< 20

counts in some cases) when the background is essentially 0. In the future, if these peaks

are of interest, the find_peaks thresholds should be adjusted. This crude approximation

means that artificial peaks tend to have the same shape as the most recognizable peaks in

a spectrum, but it will vary by spectrum independent of the underlying physics that would

generate the augmented signals.

The artificial peak is inserted into the spectrum along with the approximated background

near the peak shoulders and lower magnitude escape peaks if the inserted peak has an energy

greater than 1.022 MeV. See Figure 5.7 as an example. The value of inserting different nuclear

interactions is in teaching a model which radiation signatures that are not relevant to the

class it is training on. If an augmentation inserts a radiation signature that is irrelevant to

the characteristic signatures of a label class, this encourages the model to learn that this

optional signature is not needed for a classification decision if it is present in a test spectrum.

Then, if a transfer or event occurs on top of some other anomalous or underlying radiation

event, the model can distinguish between the two. In practice, a user could specify a list of

nuclides and gamma emissions that could occur in the data collection environment but are

not necessary for classification.
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Figure 5.7: Signal augmentation example: original transfer spectrum of an irradiated Np target (top)
compared to an augmented version with an 214Bi 609 keV photopeak inserted (center), and the ratio
of augmented over original (bottom).

5.2.5 Detector Resolution

Detection efficiency can affect photopeak energy resolution leading a peak to appear sharper

or wider in a spectrum. This is typically measured using FWHM, the width of a peak at

half its maximum height divided by the centroid energy. Gamma signatures are discrete in

that they have a finite energy associated with the nuclear decay that produces them. Nu-

clear physics interactions within the detector (like Compton scattering or pair production)

results in imperfect detector responses. This widens the discrete response to approximately

a Gaussian distribution whose width is determined by individual detector properties (see

Equation (5.2)). Widening or narrowing a peak would result in a spectrum that still main-

tains the same labeling information but appears with a different FWHM.
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Peaks (s) in a spectrum are first identified using Scipy’s find_peaks algorithm. The

model then randomly selects a peak and an ROI of 3% around that peak. The peak is fit to

a Gaussian distribution, and a peak width (i.e. standard deviation) is estimated. Note that

the width of the ROI matters greatly here. A small ROI may not capture the approximately

linear background on either shoulder of the peak or the full peak distribution itself. A large

ROI may include other peaks or spectral shapes that can confuse a fitting routine. Too large

of an ROI could also erase peaks close to the one inserted and replace it with a crudely fit

linear representation of the local background distribution.

Figure 5.8: Resolution augmentation example: original transfer spectrum of 225Ac (top) compared
to an augmented version with a perturbed 200 keV photopeak (center), and the ratio of augmented
over original (bottom).

The peak width is multiplied by a random scalar between 0.5 and 1.5. The original

signature is overwritten by adding the new Gaussian peak with scaled width. The new

peak is perturbed using channel resampling above to give it a realistic detection shape. See
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Figure 5.8 as an example.

Altering detector resolution would be valuable because it simulates mild variations in real-

world detector applications. If a successful peak cannot be obtained (i.e. the peak finding and

fitting procedure returns an error after 100 attempts) or its fit parameters are nonsensical

(e.g. negative amplitude), the augmentation is abandoned and the original spectrum is

returned. This almost never occurs, but can slow the augmentation routine for spectra that

are particularly difficult to estimate.

5.2.6 Masking

In contrastive learning on images, masking (i.e. setting a regions values to some null point)

is a commonly used augmentation. By omitting the features in a masked region, especially

when applied randomly, the model cannot rely on that semantic information for generating

meaningful representations. For example, a masked image of a dog would encourage a model

to recognize that a dog’s entire body will not always be present in an image, so it should

recognize individual features for object detection. A spectrum could be masked, but care

must be taken to select an appropriate mask that reflects ways in which a detector may be

unable to resolve certain energy regions.

Masking is applied here by setting a random region from 20 to 100 of the first bins in a

spectrum to zero. Detection systems commonly apply a low energy mask to avoid the over-

whelming response associated with low energy radiation, typically in the first couple bins

of a spectrum. Just like with images, care must be taken to select appropriate mask prop-

erties. Larger masking regions could mean masking classification information. Conversely,

too small of a masked region and it becomes a meaningless augmentation for representa-

tion learning. A variable mask region between 20 and 100 strikes a balance that sufficiently

perturbs spectra for contrastive learning. See Figure 5.9 as an example.

While this masking strategy is aligned with radiation detection practices, other masking

strategies could theoretically be applied. It may not be physically realistic, but masks could
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Figure 5.9: Masking augmentation example: original transfer spectrum of spent fuel (top) compared
to an augmented version (center), and the ratio of augmented over original (bottom).

be applied anywhere in a spectrum. Masking a mid-energy region with notable spectral

features would encourage a model to infer typical responses in that region through contextual

information elsewhere in a spectrum (contrasted with the augmented spectrum’s positive

pair). These masks could help with pattern recognition, but risk losing label-invariance if

labeling features only span a handful of energy bins.

5.2.7 Gain Shift

Energy versus channel gain calibration is a post-processing step in detection data acquisition.

If the calibration in pulse-height discrimination is off, the entire spectrum can be shifted by

several units of energy (as determined by the multi-channel binning). If severe, photopeaks

could be misclassified as the wrong energy even if they are a true event signature, confounding
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detection and classification. Severe gain shift can stretch or squeeze the features and shapes

in a spectrum. Mild gain shift is typical for long-running measurements, so calibration often

occurs over the course of a measurement sequence.

Figure 5.10: Gain shift augmentation example: original laboratory measurement spectrum of 137Cs
& 60Co (top) compared to an augmented version (center), and the ratio of augmented over original
(bottom).

Gain shift is applied via rebinning a spectrum by linearly interpolating. That is, the

spectrum is randomly shifted up to 10 bins in either direction by adding these bins to the

beginning or end of the spectrum. Then, the spectrum’s counts are linearly interpolated

through this new binning length, the original total count magnitude is conserved, and the

spectrum is clamped to the original spectral length (1000 bins for MINOS data). This proce-

dure results in a similar shaping behavior to physical gain shift in a detection system where

spectra that otherwise would be well calibrated are stretched or squeezed. See Figure 5.10

as an example.
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Gain shift introduced as a data augmentation may make a contrastive learning model

more robust to shifts in energy and encourage tolerance for uncertainty in a photopeak’s

centroid. Note that Figure 5.10 perturbs a laboratory measurement of 137Cs & 60Co. This is

to emphasize that these augmentations are not specialized for an individual dataset but gen-

eralized to principles of gamma spectroscopy. The behavior is comparable across augmented

spectra even if the detection systems and target sources change.

5.3 Conclusion

A set of valid augmentations for gamma spectra based on principles of radiation detection

have been presented and described here. Each augmentation exploits at least one com-

ponent of any given x. A contrastive learning model would be able to learn information

for constructing meaningful representations from label-invariant perturbations in observed

training samples. The next chapter illustrates an example of using these augmentations

for contrastive learning, resulting in a model useful for detecting and characterizing nuclear

material transfers even when trained on a limited amount of labeled data.
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Chapter 6

Detecting Nuclear Material Transfers

This chapter constitutes a wide ranging study of contrastive learning applications to the

detection and characterization of shielded radiological material transfers in support of nuclear

nonproliferation. Labeled and unlabeled data collected from the MINOS testbed at ORNL

are used to train and test a contrastive learning framework. An example model is presented,

where the supervised classifier is trained on an extremely limited set of labeled spectra. The

reported results are compared to other popular methods for classification. Several analysis

tools are presented to evaluate the performance of a given contrastive model, including PCA

and integrated gradients for feature importance. The value of individual augmentation types

are studied. Finally a discussion is offered for optimal allocation strategies of limited labeled

data and how noisy labels can effect the performance of SSL and SSML models.

6.1 MINOS Data and Detection Task

The data used for all experiments in this chapter were collected at the MINOS testbed (see

Section 3.2.1 for more details). A breakdown of all data, unlabeled data, and labeled data

can be seen in Figure 6.1. At a one-minute integration time, there are approximately 9.5

million uncharacterized spectra collected over six nodes and three years at the testbed. Since

most of the spectra measured over time will be of background, down-sampling will provide a

training set more reflective of nuclear material transfers. A training subset is collected using

the hypothesis testing anomaly detection algorithm detailed in Section 3.2.4.

Here, a larger p-value captures more anomalous spectra by applying a looser threshold

to changes in gross count-rate over time. A p-value of 1× 10−5 yields 68,124 weakly anoma-
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Figure 6.1: A breakdown of all MINOS data used in contrastive machine learning. A weakly anoma-
lous subset of the entire dataset (blue) is generated using hypothesis testing anomaly detection with
p = 1× 10−5 (purple). A smaller subset (green) with an unknown amount of overlap with the unla-
beled subset was manually labeled using ground-truth as a reference by an SME.

Table 6.1: Shielded radiological material transfers present in MINOS data.

Byproducts Nuclear Material
225Ac Fresh Cm
Activated Metals 252Cf
Spent Fuel Fresh Np

Irradiated Np

lous spectra. This subset will include some unknown number of transfers, background, and

other anomalous event spectra. An even larger p-value could be used, but as p increases,

more and more of the entire dataset is captured as “anomalous.” For example, p = 0.01,

captures 252,854 spectra, but the increase from p = 1× 10−5 only includes spectra that are

less anomalous and therefore less likely—but not impossible—to be from material transfers.

Initial contrastive models that were trained and tested indicated no added benefit to clas-

sification accuracy by using p = 0.01 over p = 1 × 10−5. Likewise, a smaller p-value would

capture fewer anomalies and therefore have less unlabeled data to contrastively train from.

Therefore, p = 1 × 10−5 strikes a balance of a large enough training dataset for contrastive

learning.
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The classification task here is to identify shielded radiological material transfers. Seven

types of transfers occur in the MINOS dataset that can roughly be subdivided into two binary

classes (see Table 6.1). To simulate nuclear nonproliferation scenarios, there are byproducts

of the nuclear fuel cycle that may be radioactive or have alternative applications but are not

necessarily material of interest. Contrast these with nuclear material that might be tracked

or monitored for proliferation resistance. To demonstrate the utility of contrastive machine

learning, the model attempts to distinguish between these two classes. Many other nonpro-

liferation detection tasks could be designed from this dataset (e.g. multiclass classification

for identifying each type of material transfer). The task chosen here is more challenging than

the original task of Chapter 3 (i.e. identifying material transfers from other anomalies) but

is not so granular as to stretch the limited number of labeled samples per transfer type.

An even smaller subset of labeled data was prepared for training a supervised classi-

fier. Labeled data was prepared and shared by an SME cross-referenced with ground-truth

transfer records. In total, 261 spectra spanning the seven transfer subcategories were la-

beled. Timestamps are not available for these spectra and the degree of overlap with the

unlabeled subset is unknown. Crucially, some spectra may not qualitatively exhibit char-

acteristic features (e.g. photopeaks) associated with their labeled transfer type. This can

occur when ground-truth specifies a transfer but various factors (e.g. background) obfuscate

features. A contrastive learning framework and classifier may be able to classify these spec-

tra if it is sensitive enough to transfer type, or these spectra may result in misclassifications

or out-of-distribution (OOD) behavior, resulting in limited classification performance.

6.2 Experimental Design

The following sections offer details on an initial machine learning model design (prior to

hyperparameter optimization in Chapter 7), semi-supervised and self-supervised frameworks,

and individual model architectures.
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6.2.1 Contrastive Learning Framework

The model framework for using MINOS data for training a representation model based on

contrastive machine learning is illustrated in Figure 6.2. From the entire MINOS dataset,

radiation data (as described in Section 6.1) is used as the sole data modality for this model.

Figure 6.2: A contrastive learning framework defined for use with MINOS radiation data. Spectra,
s, are perturbed using a transformation, τ , into augmented spectra, s̃. Augmented spectra serve as
input to a representation model, g(·), which provides representations to a projection head, f(·), upon
which contrastive learning is ultimately conducted.

Each unlabeled (or labeled) spectrum, s, in a batch is augmented twice using two random

transformations, with replacement, from the set of transformations discussed in Chapter 5

(i.e. τ (i), τ (j) ∈ T ). The two transformations randomly generate (within a degree of sever-

ity) two augmented spectra, s̃1, s̃2. The representation model, g(·), takes each augmented

spectrum as input and outputs a higher dimensional representation. These representations

become the input of a projection head, f(·), which reduces the dimensionality (thereby dis-

tilling significant features or patterns in representations) to an output that is directly used
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in computing and optimizing a contrastive loss (see Section 4.2).

6.2.2 Model Architecture

A pictorial representation of the contrastive learning framework can be seen in Figure 6.3.

A representation model, or encoder, produces representations from spectra. The projection

head produces projections from the representations with reduced dimensionality.

Figure 6.3: Pictorial depiction of the framework during contrastive machine learning. Spectra passed
through an encoder generate higher dimensional representations which, when projected, can be used
to compute and minimize a contrastive loss.

Nothing about the above contrastive learning framework specifies model design or ar-

chitecture. This serves as an advantage in that, besides the set of augmentations T , the

framework is data and model agnostic. After contrastive training, the projection head is

discarded. Instead, a classifier is trained directly on the representations (see Figure 6.4).

The classifier used here is a linear model, containing no hidden layers, that takes the rep-

resentation features and produces two class probabilities: one for byproducts and one for

nuclear material transfers. This simple classifier in itself may not be complex enough to cap-

ture the relationships between representations and labels, but it allows observed increases in

accuracy to be the result of contrastively learned information by the encoder. The largest

class probability is the designated label for any spectrum in the training or testing dataset.

The classifier is trained using the Limited-memory Broyden-Fletcher-Goldfarb-Shanno (L-

BFGS) algorithm in PyTorch via supervision by a labeled subset with cross-entropy loss
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penalizing disagreement between estimated and expected labels.

Figure 6.4: Pictorial depiction of the framework after contrastive machine learning, during training
and testing of a supervised classifier. The projection head is replaced by a classifier which takes high
dimensional representations and produces class probability. In this case: binary class probabilities.

Before hyperparameter optimization, the studies below will use the same general model

architecture. The basic building block will be a fully-connected neural network, or MLP.

From now on, neural networks will be denoted by their type (MLP or CNN) and their hidden

layers: MLP[hidden_layer1, . . . , hidden_layern]. For example, an MLP with three hidden

layers with 128 neurons each is MLP[128, 128, 128]. The encoder is MLP[4096, 4096, 4096, 4096].

Through four fully-connected layers, it produces representations that are approximately four

times larger than the original spectral dimensionality of 1000 channels. The projection head

consists of one hidden layer and reduces the dimensions to 128: MLP[4096, 128]. The basic

classifier is a linear model that takes the representations of dimension 4096 and outputs a

two-dimensional (binary classification) class probability.

6.3 Example Results

The following section offers a systematic demonstration of training and testing this con-

trastive learning framework using the data and neural architectures described above.
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Table 6.2: Hyperparameters for self-supervised contrastive learning.

Parameter Value

α 1.0
Temperature (τ) 0.5

Base Learning Rate 0.01
Batch Size 512

Epochs 33
Batches per Epoch 31

6.3.1 Representation Model

For a list of hyperparameters used in this example, refer to Table 6.2. The actual learning

rate is determined by skewing the base learning rate, dependent on the batch size,

lr =


base_lr×

√
batch_size

256
, batch_size ≤ 1024

base_lr× batch_size

256
, batch_size > 1024

. (6.1)

This scaling helps stabilize training when batch size is very large [39]. For 33 epochs, 100

batches of 512 unlabeled spectra (identified as weakly anomalous) are augmented and con-

trasted. The representation training curve can be seen in Figure 6.5. Note that the model

minimizes to a minimum loss after only a handful of epochs. The spikes in training loss

observed at later epochs is a result of the optimization algorithm attempting to escape local

minima.∗

6.3.2 Classifier

With the representation model optimized by self-supervision, a supervised classifier can be

trained to take encoded representations of spectra and output a label for tracked material

transfer detection. Here, the labeled subset of 261 spectra can be used for training and

testing. Only seven labeled spectra will be used for training the classifier to demonstrate the
∗This particular attempt uses SGD for training. As is shown in Chapter 7, using Adam for loss mini-

mization results in a more stable training curve.
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Figure 6.5: The training loss curve during self-supervised contrastive learning for the representation
model. Note the rapid convergence to a local minimum loss. The spikes in training loss at later
epochs is the result from the optimizer attempting to escape local minima.

Table 6.3: Ground-truth label for material transfers in classifier training set.

Transfer Type Total

Byproduct 1
225Ac 1

Nuclear Material 6
252Cf 1

Fresh Np 1
Irradiated Cm 2
Irradiated Np 2

Total Transfers 7

efficacy of this method when labeled data is extremely limited. Each spectrum and transfer

type used in the training set are listed in Table 6.3.

Note that this training set is very asymmetric. There is only one transfer for the byprod-

uct classification label and six for the tracked nuclear material label. The classifier will

therefore only have feature space information from the one byproduct spectrum to deter-

mine a decision boundary for the two classes. In practice, this type of training regime is
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likely to be plagued by suboptimal local minima that do not characterize the test space

properly.

Training the classifier minimizes the cross-entropy loss between the predicted label given

(with representations encoded from spectra passed to the classifier) compared to the true

label in the training set. The L2 norm regularization weight is 1×10−3 and the learning rate

is 1× 10−2 for the L-BFGS optimizer. A decision boundary is reached for a loss of 0.0 and a

training accuracy of 100%. The testing accuracy—computed on the remaining 254 labeled

spectra—is 75.197%, for a balanced accuracy of 79.25%.

The resulting confusion matrix is shown in Figure 6.6. Whereas most of the byproducts

are correctly identified (a false positive rate of 10.26%), nearly a third of the tracked nuclear

material transferred are misclassified as byproducts (a false negative rate of 31.25%). This

model as it stands could not feasibly be deployed in a monitoring scenario with, for exam-

ple, the IAEA because their thresholds for false alarm rates (false positives) and detection

probability (1−FNR) are 5% and 90%, respectively [51]. However, the model demonstrates

progress on developing a methodology for utilizing semi-supervised machine learning in nu-

clear material transfer detection.

Note that the accuracy and balanced accuracy scores achieved here are higher than was

achieved in Chapter 3. Better metrics are achieved even though the target task of distinguish-

ing between types of material transfers is more challenging than the task there, which was

to distinguish transfers wholesale from other anomalous radiation events. Chapter 3 demon-

strated that transfer detection information can be gained from unlabeled data. Here it has

been demonstrated that a system of gamma radiation augmentations designed to generate

encoded representations—combined with even limited labeled data—can learn information

needed to successfully characterize between types of material transfers.
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Figure 6.6: The confusion matrix for a binary classifier trained and tested on labeled spectra passed
through a representation encoder. Since the two classes (byproducts and nuclear material) are im-
balanced, the balanced accuracy score is reported. Note that this model has competitive performance
with other models tested despite the nontrivial false negative rate.

6.3.3 Systematic Misclassification

The model successfully assigns each subclass of the seven training spectra to their respective

binary class. That is, the model optimizes to a training accuracy of 100% on the training

data. This is rather trivial when trained on such a small number of spectra. But investigating

which subclasses are systematically misclassified by a given model helps diagnose strengths or

weaknesses in the model’s ability to identify specific transfer types. Figure 6.7 is a confusion

matrix for all test spectra in the byproduct class broken down by their respective subclasses,

Figure 6.8 provides a similar summary for the tracked nuclear material transfers.

Whereas 225Ac and spent fuel transfers are largely labeled correctly by the model, ac-

tivated metals are less successful although largely still labeled correctly. Both subclasses,

activated metals and spent fuel, have the same number of test samples, which are signifi-

cantly less than 225Ac. Consider also that the one byproduct training sample used was of

an 225Ac transfer. This may suggest that activated metals have features and patterns more

distinct from 225Ac and spent fuel, causing poorer detection accuracy. Or perhaps the sin-
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Figure 6.7: Classification accuracy summary for each subclass in the byproduct class (i.e. all in-
stances have a true binary label of byproduct). In each cell, the percent (and gross number) of test
spectra labeled a given binary class are listed. A higher true negative rate is shaded blue, a higher
false positive rate is shaded red. The model appears to have better detection accuracy for 225Ac and
spent fuel than it does activated metals.

gle training sample provided insufficiently generalizable information for drawing a decision

boundary capturing all the activated metal transfers in the testset.

The encoder and classifier model had worse performance in capturing the behavior nec-

essary for labeling tracked nuclear material transfers. No subclass in the nuclear material

testset was perfectly classified, which may be a limitation of the classifier or a demonstration

of the noisiness in the labeled data. The model particularly struggled to successfully identify

unirradiated transfers: 252Cf and fresh Np. This is contrasted with better success at detecting

irradiated material transfers: irradiated Cm and irradiated Np. This may be unsurprising

because the recently irradiated samples would have stronger radioactive signatures (even if

they are more shielded).

It is possible that binary classes constructed may be ill-suited for transfer detection.

That is, perhaps the irradiated and unirradiated transfers are sufficiently different such that

detection accuracy would increase by separating them into separate classes and conducting



86

Figure 6.8: Classification accuracy summary for each subclass in the nuclear material class (i.e. all
instances have a true binary label of nuclear material). In each cell, the percent (and gross number)
of test spectra labeled a given binary class are listed. A higher true positive rate is shaded blue, a
higher false negative rate is shaded red. The model appears to have better detection accuracy for
irradiated Cm and irradiated Np transfers than it does for unirradiated transfers (252Cf and fresh
Np).

multiclass classification instead. While not tested in the scope of this work, it is possible

that the arbitrary restraint of binary classification lowers detection accuracy by grouping

dissimilar classes. However, given the available labeled data, a multiclass machine learning

model would have less labeled samples to train on per class, which could introduce different

limitations on detection accuracy.

6.4 Comparison to Scikit-Learn

A critical question should be considered: why bother with this complex framework of con-

trastive learning and semi-supervision when more simple, blackbox models are available

through, say, Scikit-Learn. The reason these available methods are popular is because

they are lightweight and performant for well curated, labeled data (they are often used to

demonstrate Artificial Intelligence (AI) functionality for educational purposes). Available
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Table 6.4: Cross-validated scores for logistic regression on encoded representations.

Trials Logistic Regression

Accuracy Balanced
Accuracy

1 81.25% 81.68%
2 75.60% 72.65%
3 75.12% 71.16%
4 78.47% 75.93%
5 74.16% 69.51%

Average: 76.92% 74.19%
STD: 2.60% 4.30%

methods include logistic regression, supervised MLP, SVM, and even semi-supervised Label

Propagation which was used in Chapter 3. Unfortunately, what these methods gain in ease-

of-use, they lack in generalizability and robustness to poorly characterized, real-world, and

unconventional data modalities (e.g. radiation vs. images).

For example, each of the methods mentioned from Scikit-Learn is trained and tested

using the 261 labeled spectra from MINOS. These methods only used the labeled dataset

because they are purely supervised (apart from Label Propagation) and therefore incapable

of handling unlabeled data. The training subset consists of 52 spectra (20%) and the testing

subset consists of 209 spectra (80%)†.Five-fold cross-validation can be used to average the

resulting accuracy and avoid training bias associated with a specific cut of the labeled dataset.

The results can be seen in Table 6.5.

Even with 52 spectra, each model is incapable of reaching competitive accuracy scores

compared to the contrastive framework above. That is, they are not robust to some of

the shortcomings in labeled data that have been observed so far: noisy labeling, obscured

spectral features, and limited labeled data.

One of the advantages of contrastive learning is the development of the representation

model, which provides a richer state space for determining a classification decision boundary.

The encoder learns and accentuates spectral features associated with radiation sources in a
†Typical practice for cross-validation is to use a leave-one-out strategy. The opposite was used here to

accentuate the effects of conducting supervised learning with limited labeled data.
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Table 6.5: Cross-validation using five folds on various Scikit-Learn algorithms.

Trials Support Vector Machine Logistic Regression Multilayer Perceptron Label Propagation

Accuracy Balanced
Accuracy Accuracy Balanced

Accuracy Accuracy Balanced
Accuracy Accuracy Balanced

Accuracy
0 69.71% 50.00% 71.15% 62.70% 76.44% 67.84% 65.38% 61.26%
1 69.86% 50.00% 78.47% 68.35% 76.56% 70.59% 75.60% 64.94%
2 69.86% 50.00% 75.12% 67.30% 77.99% 68.00% 74.16% 72.03%
3 69.86% 50.00% 79.90% 72.08% 77.03% 70.48% 75.12% 67.75%
4 69.38% 50.00% 78.95% 73.92% 77.99% 71.05% 72.73% 65.07%

Average: 69.73% 50.00% 76.72% 68.87% 77.20% 69.59% 72.60% 66.21%
STD: 0.21% 0.00% 3.60% 4.37% 0.75% 1.54% 4.18% 3.99%
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task-agnostic manner. In fact, the linear classifier used in the contrastive framework has lim-

ited complexity and could be replaced by any of the supervised methods used here to capture

more labeling information present in encoded representations. For example, cross-validation

can be conducted on representations generated using the hyperparameter optimized encoder

from Chapter 7 instead of training and testing the logistic regression model directly on

spectra. The results are reported in Table 6.4. Cross-validated scores for a supervised lo-

gistic regression model using encoded representations learned from contrastive learning are

clearly stronger than the same model trained and tested on the same data but as spectra

instead. The combined utility of a self-supervised contrastive encoder and a complex su-

pervised classifier results in a powerful model capable of distinguishing between types of

material transfers.

6.5 Understanding Information Gained

An increase in detection accuracy has been observed, but this information learned could

be the result of the augmentations used, the encoder which produces higher-dimensional

representations, or the application of neural networks. This section attempts to qualify each

component in kind.

6.5.1 Using PCA

One should ponder what benefit to transfer identification the representation model provides.

Although it is demonstrated in Section 6.4 that alternative models trained directly on spectra

are largely unsuccessful, how does the representation space generated by the encoder lead

to success? Applying PCA can help to probe this question. For a background overview of

PCA, refer to Appendix I.1.

A PCA is conducted on the normalized spectra directly and on the normalized repre-

sentations produced by the encoder from input spectra. The entire labeled dataset (261
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Figure 6.9: The first ten explained variance ratios in a PCA for spectra (blue) and encoded repre-
sentations (red). The ratios represent the percentage of distributional variance that can be explained
by a given principal component. Note that the variance is spread across many more components for
representations than for spectra.

spectra) is used to compute each PCA. The variance ratios for the first ten principal com-

ponents are plotted in Figure 6.9. The components are ordered in decreasing share of the

dataset’s variance. Each ratio represents the percentage of total variance in the dataset that

lies in a given component’s dimension.

For the spectral PCA, almost all the variance in the dataset can be explained by two com-

ponents. This means that, generally, no other degrees of freedom can be used for separating

the binary classes. A decision boundary would effectively have to be drawn in this two-

dimensional feature space. While some classes appear distinct, separating labeled transfer

spectra—even when reduced to a binary classification task—is visually difficult to accom-

plish (refer to the two-dimensional PCA plot in Figure 6.10). The limited degrees of freedom

in spectral feature space helps explain why the models in Section 6.4 have limited detection

accuracy.

Contrast this to the PCA created for encoded representations generated from the trained
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Figure 6.10: A two-dimensional PCA is conducted on the spectra from the labeled dataset. Each
subclass is uniquely colored. Note any visual separation between classes and the explained variance
covered by these two components.

Figure 6.11: A two-dimensional PCA is conducted on the representations generated by the encoder
using the spectra from the labeled dataset. Each subclass is uniquely colored. Note any visual
separation between classes and the explained variance covered by these two components.
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encoder presented in Section 6.3. Explained variance is more spread out across the top ten

components, and far less is explained by two-dimensions than with spectra directly. Whereas

binary separation is just as unlikely to be found in two components with representations

(refer to Figure 6.11), the extra degrees of freedom with explained variance suggests more

feature space for drawing a decision boundary. A classifier that uses encoded representations

instead of spectra directly has more distributional directions to separate classes, supporting

the observation that the example model in Section 6.3 is more successful.

6.5.2 Integrated Gradient for Feature Importance

Can the contrastive learning framework be expected to learn spectral features for different

classes that are physically realistic for the signatures of associated gamma radiation? This

question can be explored using a system for quantifying feature importance: integrated

gradients [52]. Unlike other methods like shapley values that use game theoretic approaches,

integrated gradients directly exploits the differentiability of neural networks. That is, feature

importance is constructed by computing the integral of the gradients of the neural network

with respects to a given input or baseline. This method assumes that (a) the gradient is

sensitive to important features and that (b) functionally equivalent neural networks should

have identical feature importance. The Captum package from PyTorch will be used to

compute integrated gradients.

In each of the figures below, the original spectrum (blue) is plotted above its normal-

ized variant (black, which is calculated by subtracting the mean and dividing the standard

deviation of the weakly anomalous training data) and the integrated gradient (i.e. feature

importance, red). This analysis should demonstrate how integrated gradients could be used

alongside a successful detection model to guide manual analysis of spectra where typical or

expected features may be difficult to perceive.

Figure 6.12 shows an example of a correctly labeled byproduct spectrum from the test

dataset. For this spent fuel spectrum, the low-energy continuum appears to be smaller than
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Figure 6.12: An original spectrum (blue) for a spent fuel transfer (byproduct), the normalized feature
vector passed to the representation model (black), and the integrated gradient, or feature importance
(red). Note that the model uses deviations in the spectrum at low and high energies to label the
spectrum as a byproduct.

the training normal. The 2614 keV 208Tl photopeak and surrounding region also appear to be

highly variable compared to the training normal. These two features—and their deviations

from the typified anomalies of the contrastive training dataset—appear to contribute most

to the integrated gradient and the ultimately correct labeling of byproduct.

Figure 6.13 shows an example of a correctly labeled nuclear material transfer spectrum

from the test dataset. This is a spectrum for a transfer of irradiated Np, which contains

unknown amounts of 238Pu. No photopeaks or signatures of 238Pu and its decay chain are

easily identified visually from the original spectra. This is likely because the transfer was

shielded when it was transported. However, the integrated gradient exhibits at least two

low-energy distributions responsible for correctly labeling this spectrum as a nuclear material
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Figure 6.13: An original spectrum (blue) for an irradiated Np transfer (nuclear material), the nor-
malized feature vector passed to the representation model (black), and the integrated gradient, or
feature importance (red). Note that the model correctly identifies low-energy signatures expected of
an irradiated Np transfer containing 238Pu.

transfer. Low-energy gamma radiation is expected when 238Pu is present. These distributions

likely correspond to physically derived signatures associated with the underlying irradiated

NP transfer, or at least a nuclear material transfer in general.

Not all spectra are correctly labeled/identified, and integrated gradient provides a diag-

nostic tool for investigating what features or patterns led to a particular misclassification.

When reading integrated gradients for a misclassified example, the magnitude intuition is

reversed. Now, a positive magnitude indicates that feature has a stronger contribution to

mislabeling the sample, and vice versa for negative magnitudes. For example, Figure 6.14

shows an 225Ac transfer with higher-than-average counts for channels in the first half of the

spectrum. Whereas the shape and magnitude of the signatures between channels 100 and
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Figure 6.14: An original spectrum (blue) for an 225Ac transfer (byproduct), the normalized feature
vector passed to the representation model (black), and the integrated gradient, or feature importance
(red). Note that the model misinterprets the low-energy background continuum leading to a false
positive labeling.

200 would have correctly labeled this spectrum as a byproduct transfer, it is outweighed by

peculiarities elsewhere. Channels on the extreme ends of the spectrum are highly sensitive to

large differences in counts expected from the observed anomalous training set. In particular,

the large differences in counts for the first few channels leads the model to incorrectly label

this spectrum as a nuclear material transfer falsely derived on the low-energy background

continuum.

Note that the normalized spectra for the labeled subset can often be dominated by outlier

bins. These are bins with magnitudes largely unobserved by the training dataset. For more

obvious material transfers (i.e. more prominent photopeaks and signatures), the spectra can

be so unique as to be virtually OOD compared to what the model expects from the weakly



96

Figure 6.15: An original spectrum (blue) for a fresh Np transfer (nuclear material), the normalized
feature vector passed to the representation model (black), and the integrated gradient, or feature
importance (red). Note that the model struggles to identify the OOD features of this spectrum,
leading to a false negative labeling.

anomalous training data. This affects the resulting representation produced by the encoder,

with an unclear effect on the resulting label classification. In Figure 6.15, this spectrum’s

foreign features result in a misclassification as a byproduct. One possible solution is to

include example spectra with these features in the self-supervised training set to reduce

the OOD likelihood. Alternatively, it is possible these extremely deviated spectra are not

characteristic of the distribution for their given label, and should be considered an “other”

class.
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6.5.3 Augmentation Importance Study

So far, the augmentations detailed in Chapter 5 are used with the assumption that they

are label-invariant and provide some level of meaningful learning to the contrastive training

process. Are any augmentations harmful to successful contrastive training (as measured by

transfer detection accuracy), in which case they should be removed from the transformation

pool? Alternatively, are any of the augmentations predominantly responsible for contrastive

learning, in which case they should be preferentially utilized?

To quantify the value of each designed augmentation, models were trained on a specified

combination of augmentations. First, a model was trained using an individual augmentation

contrasted against the original spectrum. Second, a model was trained on pairs of augmen-

tations for all enumerated combinations. In all iterations, an MLP[4096, 4096, 4096, 4096]

was trained for 100 epochs, with 100 batches of 512 samples per epoch. Adam [53] was used

as an optimizer and the classifier was trained and validated every 10 epochs. No labeled data

was used in representation learning (i.e. representation learning was purely self-supervised).

Note that the final balanced accuracy results are taken as-is after training a model one time

(i.e. no averaging occurs). It is possible (and likely) that these results suffer from local

optimization minima and could be stabilized by averaging over several model training iter-

ations. The resources for such an experiment were not available, and the results presented

here should be sufficient for lending a sense of how these augmentations compare to each

other, even if they are not quantitatively precise.

Training loss for each augmentation regime is illustrated in Figure 6.16. The largest

magnitude augmentations are consistently Gain Shift, Background, Signal-to-Background,

and Resolution (in no particular order). This may be unsurprising because each of these

transformations can significantly affect a spectrum across many—if not all—energy bins. The

only one that is concerning is Resolution, since this does not affect the spectrum more than by

an individual photopeak to the same degree as, say, the Signal augmentation. This suggests

that Resolution might be incorrectly estimating the peak parameters and overwriting too
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Figure 6.16: Each curve represents the contrastive loss of a self-supervised representation model
using an individual augmentation to contrast an augmented spectrum from the original version.

Table 6.6: Relative change in loss over training epochs.

Mask -98.92%
Signal -98.89%
Resample -98.38%
GainShift -94.21%
Sig2Bckg -93.75%
Resolution -90.52%
Background -83.60%

much of the spectrum, causing the representation model to learn incorrect information from

a bad augmentation. The other augmentations (Signal, Resample, and Mask) have a smaller

loss magnitude because they do not affect the spectrum as widely.

Each experiment results in nearly one full order of magnitude decrease in loss magnitude.

In decreasing order of optimization extent (see Table 6.6): Mask, Signal, Resample, Gain

Shift, Signal-to-Background, Resolution, and Background. Notice that the augmentations

that have the smallest magnitudes result in the largest decrease in relative magnitude.

Compare these numbers to the test accuracy results for the individual augmentations

as shown in the table below. In decreasing order of best balanced accuracy score (see
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Figure 6.17: Summary results for studying the importance of individual augmentations. Each value
corresponds to the final balanced accuracy of a classifier using a trained representation model with
the specified augmentations. Iterations along the diagonal involve one augmentation contrasted again
the original spectrum. Iterations off the diagonal contrast two augmentations against each other.

Figure 6.17): Resample, Resolution, Gain Shift, Background, Mask, Signal, and Signal-

to-Background (this is approximately commensurate with the raw accuracies). Signal and

Mask, despite having the highest decrease in relative loss, have comparatively poor balanced

accuracies (contrasted with Resample, which has relatively high optimization and balanced

accuracy scores).

It perhaps makes sense that Resample, Resolution, Gain Shift, and Background are

the top four augmentations (in that order) for balanced accuracy since they represent the

largest changes in a measured spectrum for varying environmental and detection scenarios:

Resample for different counting statistics, Resolution for different detectors, Gain Shift for
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different post-processing calibrations, and Background for different detection environments.

Mask may not be physically realistic or provide insight on labeling information, Signal may

not provide a diverse enough set of new photopeaks, and Signal-to-Background may be

redundant with Background.

Recent research has shown that successful SSL used for anomaly detection synergizes

augmentation type and the physical mechanisms that generate anomalies [54]. That is,

data augmentations either serve to bolster normal unlabeled data or accentuate expected

anomalies in the training data. Here, the unlabeled data used for contrastive training con-

tains weakly anomalous background spectra, other anomalous events, and unlabeled material

transfers. Because each augmentation type is designed with detector physics in mind (see

Chapter 5), they are aligned with the environmental characteristics that would generate

background and/or transfers/anomalies. The captured physical behavior should result in

a deeper representation state space that improves accuracy over classification on spectral

dimensions directly.

Other studies [55] have demonstrated that examples that have small contrastive loss (i.e.

their augmented instances are most similar to other augmented instances and their counter-

part in a batch) contribute more overall to training a representation model and classification

performance. Samples with small contrastive loss act as anchors for latent and generalized

classes in optimizing similarity and dissimilarity of representations. In a data-constrained

environment, similar samples can be used for contrastive learning and complex examples can

be used for supervised training of a downstream classifier. This reasoning could be extended

to augmentation types, where augmentations that lead to more loss minimization are less

effective for downstream classification. The results here are inconclusive, however, since the

top four augmentations for change in loss over training are evenly split between higher and

lower accuracy compared to other augmentations. A study using cleaner, less variable, and

more highly characterized data may be able to accurately identify the relationship between

augmentation type and degree of contrastive loss.
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In summary, while some augmentations appear to be strong candidates for use in con-

trastive machine learning on radiation spectra (e.g. Resample), no individual augmentation

appears to be self-sufficient for success. For example, Resample combined with Gain Shift

achieves a higher balanced accuracy score (82.90%) than Resample alone. The interplay

between augmentations can be difficult to quantify. Background-Sig2Bckg has really good

balanced accuracy, but Sig2Bckg-Background is less than 50%. Further analysis may sug-

gest preference for augmentations. For example, even if Resample and Resolution are both

valuable augmentations, maybe it is preferable to use Resample 80% of the time.

6.6 Semi-Supervised Contrastive Learning

How can labeled data be effectively leveraged by a contrastive learning framework? Labeled

data can be used in contrastive learning by using the additional loss term in the contrastive

loss function (see Equation (4.4)). Loss for those labeled samples included in the contrastive

training corpus will penalize difference in representations generated from augmented instance

of those labeled data. Multiple positive pairs can be present in a batch if multiple spectra for

the same class are included as labeled data, leading to losses penalizing difference in output

for all samples of the same class. The value added by including labeled data in representa-

tion learning must be evaluated, especially when labeled data is limited in nonproliferation

regimes.

For all the experiments discussed here, there are three bodies of labeled data used in a

training experiment: representation learning, training a classifier, and testing a classifier.

Each experiment below is denoted with these splits. For example, an experiment that uses

5% of labeled data for representation learning, 10% for training a classifier, and 85% for

testing is denoted as 5/10/85. All splits are in addition to the unlabeled data typically used

for self-supervised contrastive learning, spanning several nodes and months’ worth of weakly

anomalous spectra identified with anomaly detection. The available labeled data remains
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Table 6.7: Labeled data for representation learning.

70/10/20
Trial Accuracy Balanced

Accuracy
α

1 67.92 71.71
2 69.81 71.28
3 64.15 67.23
4 69.81 73.06

1

Average: 67.92 70.82

the 261 manually labeled spectra generated from the ground-truth of MINOS.

6.6.1 Initial Observations

Labeled data is expected to act as a regularization term (with hyperparameter α) by guiding

representation output towards the task-specific context associated with the labels provided.

Representations produced by semi-supervised contrastive learning should have accentuated

features related to task-specific labels. Representations with these patterns should be more

valuable input to a classifier attempting to draw decision boundaries for identifying different

types of material transfers. For example, initial testing primarily using labeled data for rep-

resentation learning (70/10/20) showed final balanced accuracy scores greater than accuracy

(see Table 6.7). However, plentiful labeled data is not typically available in nonproliferation,

therefore assigning the majority of labeled data to training a representation model may not

be optimal.

6.6.2 Allocating Limited Labeled Data

Since this work is primarily motivated by limited labeled data in nuclear nonproliferation

applications, should labeled data be prioritized in guiding contrastive learning or training a

supervised classifier? Several experiments were conducted for varying training data splits and

values of α. For all experiments, training occurred with default parameters (see Table 6.8).

For all splits, ten trials were executed. 0/20/80 had an extra trial and trial 9 failed for
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Table 6.8: Semi-supervised contrastive learning experiment parameters.

Parameter Value
Learning Rate 1× 10−2

Batch Size 512
Epochs 100

Batches per Epoch 100
Hidden Layers 4

Hidden Layer Size 4096

5/15/80. The accuracy, balanced accuracy score, average, and difference from the baseline

of not using semi-supervised contrastive learning are listed in Table 6.9.

Perhaps surprisingly, not using any labels in representation learning achieves the highest

accuracy. The 10/10/80 and 15/5/80 splits have significantly worse performance metrics

on average than 0/20/80. Using an asymmetric amount of labeled data in semi-supervised

contrastive learning compared to training a classifier (5/15/80) achieves higher accuracy than

15/5/80 or 10/10/80 and is only marginally worse than the baseline experiment. Almost none

of the trials exhibit the greater balanced accuracy score than accuracy behavior observed in

Table 6.7. There also appears to be no discernible effect on final accuracy when changing

the value of α.

If it was, then a larger α would lead to higher accuracy as the representation model

becomes increasingly aligned with the downstream classification task.

When labeled data is scarce, it is crucial to prioritize training the classifier over consis-

tency regularization in representation learning. Without sufficient data, a classifier struggles

to determine a decision boundary regardless of how useful representations are for the spe-

cific task. For example, most of the trials in Table 6.7, with only 10% of labeled data used

for training a classifier, have worse accuracy than the baseline trials in Table 6.9 that use

20% despite using most of the labeled data (70%) for semi-supervised contrastive learning.

According to these results, semi-supervised contrastive learning is not advantageous when

labeled data is limited but should instead be fully used in building a classifier. Unlabeled

data is sufficient for constructing a representation model. See Section 6.4 for a discussion on
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Table 6.9: Semi-supervised contrastive learning with limited labeled data experimental results.

0/20/80 10/10/80 15/5/80 5/15/80
Trial Accuracy Balance

Accuracy Accuracy Balanced
Accuracy Accuracy Balanced

Accuracy Accuracy Balanced
Accuracy

α

1 73.21 67.74 64.59 55.71 76.56 71.94 79.9 80.65
2 72.73 71.91 67.94 63.07 61.24 55.57 66.99 62.38
3 74.16 72.03 71.77 68.97 66.51 57.08 68.42 66.57

0.5

4 78.95 74.55 49.76 39.23 74.16 76.09 78.95 76.81
5 77.99 75.22 64.11 59.88 69.38 61.84 73.68 70.34
6 74.64 71.92 69.86 66.69 64.59 59.77 71.29 68.17
7 73.68 73.49 63.64 65.4 75.12 73.17 70.81 71.89

1

8 78.95 72.3 71.29 62.31 70.81 58.36 75.6 68.1
9 73.68 66.73 72.73 73.26 65.55 57.75 - -

10 65.07 67.78 56.94 58.35 79.9 82.91 74.64 66.06
1.5

11 77.99 72.52 - - - - - -
Average: 74.64 71.47 65.26 61.28 70.38 65.45 73.36 70.11
Difference from 0/20/80: -12.56% -14.25% -5.71% -8.43% -1.71% -1.91%
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the benefit of using a representation model over the original spectra as inputs for detecting

material transfers.

6.6.3 Allocating Noisy Labeled Data

If available labeled data are noisy (i.e. mislabeled or containing obfuscated labeling infor-

mation), can they be used in training SSML models? The value of labeled data allocated

to contrastive learning versus training a classifier in Section 6.6.2 above is difficult to assess

because there are two independent variables. Furthermore, an optimal allocation strategy

is difficult to determine because the amount of labeled data for training is so limited (and

therefore marginal changes in allocation result in only marginal effects). The following ex-

periment attempts to amplify the effects of labeled data on contrastive learning, using more

of the subset for training.

Here, the model architecture remains the same, but the number of batches per epoch of

contrastive learning is reduced. Instead of 100 batches per epoch, there are approximately

ten batches per epoch, with the number of unlabeled data being reduced to 7.5% of the

original dataset: approximately 5100 spectra. Of the labeled data, 50% is allocated to

testing the model, the other 50% is allocated to training the classifier and representation

model, enumerating between all options in steps of 10%. Since there are 261 labeled spectra

in total, a step of 10% corresponds to a change of about 26 spectra in a training subset.

Because each positive pair produces one contrastive loss pair, there is less unlabeled data,

and passing multiple labeled spectra of the same class (n) produces 2n(2n − 1) positive

pairs, the effect of labeled data on contrastive learning should be more pronounced in every

iteration. For every allocation strategy, α = 1. The results of ten iterations for every

combination can be seen in Table II.1.

A summary of the average accuracies and average balanced accuracies can be found in

Table 6.10 and Table 6.11, respectively. The individual trials are reported in Appendix II.

If the notion that more labeled data always helps a classifier achieve higher accuracy is true,
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Table 6.10: Accuracy results for semi-supervised contrastive learning with different allocation strate-
gies.

Representation ModelAverage Accuracy 0.00% 10.00% 20.00% 30.00% 40.00%
10.00% 75.651 72.827 72.977 76.185 75.496
20.00% 77.1 76.871 76.795 75.575 -
30.00% 75.039 77.863 75.42 - -
40.00% 78.398 78.932 - - -

Classifier

50.00% 77.253 - - - -

Table 6.11: Balanced accuracy scores for semi-supervised contrastive learning with different alloca-
tion strategies.

Representation ModelAverage Accuracy 0.00% 10.00% 20.00% 30.00% 40.00%
10.00% 71.475 68.809 68.149 71.579 72.976
20.00% 72.799 72.774 73.209 71.14 -
30.00% 72.155 72.736 71.659 - -
40.00% 73.452 74.256 - - -

Classifier

50.00% 71.786 - - - -

then the accuracies in Table 6.10 and Table 6.11 should be expected to increase monotoni-

cally down a column, across a row, or otherwise diagonally. These behaviors are not strictly

observed, and in some cases increasing labeled data can be harmful to accuracy (see alloca-

tions where the classifier is trained on 10% of the labeled dataset). Although it is possible

that some allocation strategies suffer from outlier iterations, this suggest some limitations in

using labeled data.

Unlike the highly characterized and curated toy datasets used in fundamental machine

learning research, the collection of labeled data used here are noisy. Noise in labeled data is

either the result of mislabeling (unlikely given that an SME prepared this dataset with ref-

erence to ground-truth) or spectra that do not exhibit prominent features (e.g. photopeaks)

expected for a given label. For example, a transfer spectra labeled for irradiated Np should

exhibit signatures associated with the decay products and radioactive isotopes present in

such a nuclear material transfer. If these features are not present, or occluded, in a labeled

spectrum due to a variety of reasons (e.g. shielding, distance between detector and source),
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then contrastive learning on its positive pairs will incorrectly make representations similar

or dissimilar.

Recent work has shown that contrastive machine learning can be harmed by semi-

supervision with a subset of labeled data if the degree of noisy labeling is nontrivial [56].

This is likely behind the limitation in the study here. The labeled data used here has some

degree of noisy labeling, or at least labeling without defined class features in an observed

spectrum. Weakly labeled samples passed to the representation model could have an out-

sized effect on regularizing representations to a form less amenable to a decision boundary

that outcompetes the value added in the context of correctly labeled samples. The noise

rate for this labeled dataset is unknown and permeates both training and testing data. Even

when no labeled data is used for contrastive learning, allocating more labeled data to train-

ing the classifier does not necessarily increase accuracy. This variability indicates that the

additional 26 spectra added to the classifier’s training subset are introducing more noise,

thereby decreasing transfer detection accuracy.

The representation model is perhaps less generalizable because it is training on less

unlabeled data. The variability in Table 6.10 and Table 6.11 is likely explained by a nontrivial

noise rate in labeled data that outcompetes the added benefit of context introduced by labeled

data used in contrastive training. Therefore, unless the labeled data of transfer spectra are

highly characterized—or curated in such a way as to limit noise—semi-supervised contrastive

learning can actually harm transfer detection, and the optimal allocation strategy remains

committing labeled data to supervised training of a classifier. Particularly when labeled

data is limited (as in Section 6.6.2), self-supervised contrastive learning appears to be most

advantageous, as the benefit of context is outweighed by the confusion of noise.
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6.7 Conclusion

This chapter represents a summation of several key components researched in designing a

contrastive learning framework for detecting and characterizing nuclear material transfers.

Unlabeled and labeled spectra from MINOS are used in the self-supervised contrastive train-

ing of an encoder and supervised training of a transfer classifier, respectively. This framework

uses a set of spectral augmentations that aide a model in learning features and signatures

associated with different types of (transfer) spectra.

An example model is presented. The task-specific classifier is trained on an extremely

small sample of seven labeled spectra to conduct binary classification of transfers: byprod-

uct or tracked nuclear material. Promising balanced accuracy is achieved, with the model

showing acute sensitivity for detecting irradiated material transfers. The encoder produces

representations that improve the separability of transfer subclasses, providing a richer state

space for an ML model to create a decision boundary. While it is difficult to assess whether

the model is learning classification patterns that are associated with distinct radioactive

sources, a method of feature importance is used as a diagnostic for relating input spectra to

a model’s output classification.

Overall, this model decisively outperforms other traditional ML methods and advocates

for a more systematic approach to AI approaches for nuclear nonproliferation. The aug-

mentations designed and implemented here all contribute to a performant detection model,

and generally capture the behavior expected in radiation detection. One important chal-

lenge in nuclear security is optimal allocation of limited labeled data and limited contextual,

or ground-truth, information. When assigning labeled data, the level of noisy labeling is

crucial and must be considered. If training data is non-negligibly misclassified, or labeling

features/information is obfuscated, increasing the amount of labeled training data can hinder

model performance rather than help it. When labeled data is limited, it is more important

to allocate data to training a robust classifier than encouraging task-specific representations,

especially when noise can confuse representation outputs. The question of efficient resource
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allocation is explored further in the next chapter, where hyperparameter optimization is used

to create a model that is defensible to variability in data and model architecture.
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Chapter 7

Hyperparameter Optimization

The results presented in Section 6.3 represent an individual model trained with a unique

split of the labeled data used for training and testing. While the performance—as measured

by accuracy—is quite good for this model, there is no guarantee that this is reproducible for

different combinations of labeled training and testing data. Further, the architecture was

chosen carefully, but arbitrarily, and there is no guarantee that a repeated training of the

framework with the given hyperparameters but a different initialization would result in an

equally performant model. The model in Section 6.3 ultimately represents a serendipitous

result. Hyperparameter optimization and cross-validation are required to test the robustness

of the system and measure accuracy metrics that account for these generalizable variabilities.

In this section, hyperparameter optimization will be conducted using a system of Bayesian

inference for selecting and optimizing hyperparameter values, just as in Chapter 3.

7.1 Method for Hyperparameter Optimization

Hyperparameters are iteratively optimized over the three main models of the framework: the

encoder, projection head, and classifier. After each component, the respective hyperparam-

eters are fixed and a fresh model is trained from scratch. That new model—trained with

the best hyperparameters from its respective hyperparameter optimization trials—is used in

optimizing all subsequent components/trials.
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Table 7.1: Hyperparameters for encoder optimization.

Hyperparameter Minimum Maximum

Base Learning Rate 1× 10−5 0.5
# Layers 1 7
Temperature (τ) 0.1 0.9
β1 0.7 0.99
β2 0.8 0.999
Weight Decay 1× 10−7 1× 10−2

Architecture (Choice) MLP CNN

7.1.1 Encoder

First, the encoder’s architecture and individual hyperparameters are optimized. A table of

hyperparameters and the range of values tested are listed in Table 7.1. All hyperparameters

except the layer size and architecture choice are assigned by the optimization algorithm:

Adam [53]. Hyperparameter values are selected from a uniform distribution within the range

of specified values. The minimization objective is the final contrastive loss after contrastive,

self-supervised training. That is, the best model will have the smallest contrastive loss with

the default training criteria (see table Table 7.2). In total, 351 trials of hyperparameter

optimization were conducted.

In determining the encoder’s architecture, first the number of hidden layers and whether

an MLP or CNN will be used is chosen. Once these hyperparameters are selected for a given

trial, the size of each hidden layer is randomly selected from a pre-selected list of values.

For MLP, the possible hidden layer sizes are: 512, 1024, 2048, and 4096. For CNN, the

possible hidden layer sizes are: 8, 16, 32, 64, and 128. These values are chosen based on

typical convention in ML research (that is, values of 2n). Not all combinations of number of

layers and hidden layer sizes will result in an encoded representation that is larger than the

length of the original spectra, so this is implicitly tested during hyperparameter optimization.

Certainly, more combinations or possible hyperparameter values could be tested given more

time and computing resources.

The best hyperparameters can be seen in Table 7.5. The best overall model is a CNN,
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Table 7.2: Hyperparameter optimization training criteria.

Parameter Value

Epochs 100
Batch Size 512
Batches per Epoch 66

Table 7.3: Hyperparameters for projection head optimization.

Hyperparameter Minimum Maximum

Base Learning Rate 1× 10−5 0.5
Temperature 0.1 0.9
β1 0.7 0.99
β2 0.8 0.999
Weight Decay 1× 10−7 1× 10−2

Projection Dimension 8 1024

for a final loss of 1.5253 and an architecture of CNN[64, 32, 64, 8, 128, 64] leading to a final

representation length of 832. The best MLP had a final loss of 1.8635 and an architecture of

MLP[4096, 2048, 4096, 2048]. Note that this is very similar to the original architecture used

in Section 6.3, just with fewer neurons in two layers and half the final representation length.

7.1.2 Projection Head

Next, the projection head and dimensions are optimized. Remember, the projection head is

used to reduce the dimensions of the encoded representations for computing a more stable

contrastive loss. The hyperparameters optimized here are listed in Table 7.3.

This optimization is conducted using the best CNN and the best MLP encoder. For

each case, 50 trials are completed. The minimization objective here is now a summation of

the final contrastive loss and one minus the final balanced accuracy score computed on a

freshly trained validation classifier. This classifier is still a linear model, trained on 20% and

tested on 80% of the labeled data. This combination of self-supervised training and domain-

specific task evaluation in the minimization objective gently starts to encourage models

that can accurately detect nuclear material transfers, not just models that are contrastively
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Table 7.4: Hyperparameters for classifier optimization.

Hyperparameter Minimum Maximum

Learning Rate 1× 10−6 1× 10−2

Regularization Weight 0.0 1× 10−6

robust.

The best hyperparameters can be seen in Table 7.5. After 50 trials each, the best CNN

has a contrastive loss of 1.069 and a balanced accuracy of 67.07%, with a projected dimension

of 155. The best MLP has a contrastive loss of 1.2155 and a balanced accuracy of 60.36%

with a projected dimension of 527.

7.1.3 Classifier

From this point onward, only the MLP encoder and its accompanying projection head will

be used in optimization. Even though the best CNN has smaller contrastive loss and higher

balanced accuracy, the MLP is more directly comparable to the model used in Section 6.3

since they only differ by a few hidden layers and hyperparameter values. Future work could

repeat this exercise for the best CNN, although the results are expected to be similar.

The two hyperparameters optimized are listed in Table 7.4 and belong to the Adam

optimization algorithm from PyTorch with L2 regularization. Simultaneously, 20 parallel

iterations of 1000 serial trials are conducted and then merged for a total of 20000 trials.

Training and testing a linear classifier is much less computationally expensive than train-

ing the representation model, hence the significantly larger number of trials despite less

hyperparameters. The best hyperparameters can be seen in Table 7.5.

In each trial, 5-fold cross-validation is conducted. That is, the labeled data is shuffled

and then split into five subsets. For each fold, one of the subsets is used to train the classifier

while the other four are used to test it. One minus the average balanced accuracy score for

the five folds is used as the minimization objective. Cross-validation avoids the reported

performance metrics from being biased towards specific split in the labeled dataset. Note
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Table 7.5: Optimized hyperparameters.

Hyperparameter Encoder (CNN) Encoder (MLP) Projector (CNN) Projection (MLP) Classifier

Base Learning Rate 0.3953 0.3663 0.09770 0.4412
# Layers 6 4
Temperature (τ) 0.1073 0.1080 0.1418 0.1263
β1 0.7792 0.9280 0.8841 0.7835
β2 0.9562 0.8659 0.8492 0.9462
Weight Decay 0.0003536 0.008326 0.008738 0.002930
Projection Dimension 155 527
Learning Rate 1.581× 10−4

Regularization Weight 7.939× 10−7
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that the 20-80 split still maintains a limited training data regime.

7.1.4 Summary

A summary of the workflow and results are also visualized in Figure 7.1. After 351 trials

optimizing the encoder, the best CNN had an output representation length of 832. The best

MLP had an output representation length of 2048. Using this architecture and the best (now

fixed) hyperparameters, a new CNN and MLP encoder were freshly trained.

Figure 7.1: A summary of the three components optimized sequentially for the contrastive learning
framework. Each component conducted hyperparameter optimization using Bayesian inference to
select given hyperparameters over a number of trials. The best parameters were selected and fixed,
and a new model was freshly trained with the given parameters before the next sequence was executed.

These representation models were then used as the basis for optimizing the projection

head. After 50 trials, the best projection head for the best CNN had a projected length

of 155. The best projection head for the best MLP had a projected length of 527. For

both types, this architecture and hyperparameters (now fixed) were used to freshly train an

encoder and projection head.
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Figure 7.2: Contrastive training loss curve for the MLP encoder trained after optimizing the encoder
and after optimizing the projector.

The training loss curve for the MLP model freshly trained after hyperparameter opti-

mization (for the encoder and projection head) can be seen in Figure 7.2. As observed, the

model has a steady convergence to a lower contrastive training loss over the training criteria.

This MLP encoder trained after hyperparameter optimization is the representation model

that will be used in optimizing the classifier and the detection performance results presented

below.

The new MLP model is then used in optimizing the linear classifier, which has only two

training hyperparameters (its architecture is fixed as a linear model). After 20000 trials,

training a classifier for five different slices of the labeled dataset (i.e. cross-validation), the

best average balanced accuracy score was 78.22%. This represents the best accuracy achieved

for the given number of trials, conditioned for variabilities in hyperparameters and bias in

data slices. In reality, the performance can vary significantly based on these values, but

the best average balanced accuracy indicates the level of learning achievable by this system

beyond the most rudimentary detection systems (e.g. a coin-flip).
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Figure 7.3: The classifier test results for all 20000 trials conducted in hyperparameter optimization
for the classifier. Since each trial conducted 5-fold cross-validation, the average balanced accuracy
(blue) is reported, and the trials are sorted according to this magnitude (i.e. this is not the serial
order in which trials were executed). One standard deviation—as calculated by the five balanced
accuracy scores reported for each trial—is plotted (blue shaded region). Note that the standard
deviation is noisy, even for trials with comparable average balanced accuracies.

7.2 Transfer Detection Performance

The best model—as determined by maximum balanced accuracy score achieved—is bench-

marked for comparison to the example result presented in Section 6.3. The accuracies of all

classifiers trained during hyperparameter optimization of the classifier model are presented

in Figure 7.3. The trials are sorted according to their average balanced accuracy. Since each

trial also conducts cross-validation, meaning five separate classifiers are trained and tested

on five separate folds of labeled data, the standard deviation is also plotted. Note that the

standard deviation is quite noisy trial to trial. That is, the ceiling and floor can change

drastically even for trials with similar average balanced accuracy (this causes the darker and

lighter hue in shaded regions around the average curve).

The average balanced accuracy curve achieved by cross-validation for any given trial

appears to have a range of values centered around 70%. A small portion of trials achieved



118

Table 7.6: Cross-validation balanced accuracy scores for the highest average achieved.

Fold Balanced
Accuracy

1 77.13
2 78.21
3 77.90
4 77.57
5 80.30

very poor performance, with a balanced accuracy score less than 50%. As is illustrated

later in Figure 7.12, these trials correspond to extreme hyperparameter choices. The best

average balanced accuracy achieved was 78.22%. The balanced accuracy score for every

cross-validation fold for this best iteration are reported in Table 7.6. As a benchmark, the

best model of the five trained and tested in cross-validation for this best trial will be used.

Figure 7.4: A confusion matrix for test spectra passed to the best model from the best trial trained
after all sequences of hyperparameter optimization (encoder, projector, and classifier). This model’s
balanced accuracy score is 80.30%, tested on 80% of the labeled dataset. Compared to the previous
model tested, this model seems more successful at detecting nuclear material transfers and less suc-
cessful at detecting byproducts.

For the best model from the best trial, which achieved a balanced accuracy score of

80.30%, the confusion matrix for spectra tested is plotted in Figure 7.4. Note that whereas
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97% of the labeled data is tested in Figure 6.6, only 80% are tested here. Whereas less

of the tracked nuclear material transfers are misclassified as byproducts here, more of the

byproducts tested are misclassified as tracked nuclear material transfers. The value of this

tradeoff between false positives and false negatives will depend on several factors for an end

user. Ultimately, a policymaker’s unique tolerance for false positives and false negatives will

lead to different adoption preferences for either of these two models (if any).

Figure 7.5: Classification accuracy summary for each subclass in the byproduct class (i.e. all in-
stances have a true binary label of byproduct). In each cell, the percent (and gross number) of test
spectra labeled a given binary class are listed. A higher true negative rate is shaded blue, a higher
false positive rate is shaded red. The model appears to have the best success at detecting 225Ac.

To analyze systematic misclassifications further, the test results categorized for each

subclass are presented in Figure 7.5 and Figure 7.6 for byproducts and tracked nuclear

material transfers, respectively. Before, the model appeared to have learned features that led

to more successful detection of irradiated nuclear material transfers than unirradiated nuclear

material transfers. Here, it appears that the model was more successful at detecting 252Cf

and irradiated Cm transfers in particular. This suggests some form of pattern recognition

that is advantageous for these types of transfers.
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Figure 7.6: Classification accuracy summary for each subclass in the nuclear material class (i.e. all
instances have a true binary label of nuclear material). In each cell, the percent (and gross number)
of test spectra labeled a given binary class are listed. A higher true positive rate is shaded blue, a
higher false negative rate is shaded red. The model appears to have better detection accuracy for
252Cf and irradiated Cm than it does for Np transfers (unirradiated or irradiated).

It is important to note that unlike the model in Section 6.3, this classifier did not achieve

100% training accuracy, as shown in Figure 7.7 and Figure 7.8 for byproducts and nuclear

material transfers, respectively. Instead, the model appears to achieve the best training

detection accuracy for activated metals and spent fuel transfers despite (or perhaps because

of) only having a handful of training spectra for those transfer types. The relation between

the training misclassifications, testing misclassifications, and a definitive decision boundary

are difficult to assess. The lower performance on training data may be the cause of success in

testing data, or it could be to its detriment. Perhaps another version of this model—trained

on the same data but at a different initialization—may perform better or worse. At the very

least, this best model of the best trial from a large sample of hyperparameter optimization

iterations presents a unique comparison with strengths and weaknesses that contrast it with

the model presented in Section 6.3.
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Figure 7.7: Training classification accuracy summary for each subclass in the byproduct class (i.e.
all instances have a true binary label of byproduct). In each cell, the percent (and gross number)
of test spectra labeled a given binary class are listed. A higher true negative rate is shaded blue, a
higher false positive rate is shaded red. The model only has perfect training accuracy for activated
metals and spent fuel, not 225Ac.

The PCA conducted on representations produced by the encoder used in this analy-

sis show promising results in Figure 7.9. Again, PCA is applied using the entire labeled

dataset of 261 spectra. Distinct clusters of classes are starting to emerge when compared to

Figure 6.10 and Figure 6.11. In Figure 7.10, these representations have explained variance

ratios that are more distributed across many component dimensions when compared to the

spectra directly or the encoded representations of Section 6.3. Further separation between

classes and more feature space dimensionality both help to explain the increase in balanced

accuracy. The classifier is likely taking advantage of the separation between representa-

tions in feature space to draw a decision boundary. Perhaps a more complex classifier than

the linear model used here could exploit these dimensions for more complicated tasks, like

distinguishing between all subclasses.

The features learned by this model are also exemplified by using integrated gradients
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Figure 7.8: Training classification accuracy summary for each subclass in the nuclear material class
(i.e. all instances have a true binary label of nuclear material). In each cell, the percent (and gross
number) of test spectra labeled a given binary class are listed. A higher true positive rate is shaded
blue, a higher false negative rate is shaded red. The model does not have perfect training accuracy
for any of the tracked material transfer types.

for feature importance. Figure 7.11 shows a 252Cf transfer spectrum that was correctly

classified by the model as a tracked nuclear material transfer. Even though this spectrum

deviates significantly from the distribution observed by the encoder, distinguishing features

and photopeaks are difficult to identify in the original spectrum. The integrated gradient

clearly accentuates signatures and shapes that it has learned for evaluating a spectrum for

transfer detection (with the exception of channels at the extreme ends of the spectrum, where

normalization and the model are most sensitive to changes in counts). This complicated

structure appears to not only consider the presence or absence of features but also the shape

of features (consider how the integrated gradient between channels 700 and 800 appears to

be focused on a specific portion of the broader peak at that location). Directly relating each

of these features and patterns to a radioactive signature would be difficult, but this example

demonstrates how an increasingly optimized ML model is capable of learning features for
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Figure 7.9: A two-dimensional PCA conducted on the representations generated by the encoder using
the spectra from the labeled dataset. Each subclass is uniquely colored. Note that the difference
transfer subclasses are visually distinct, and could be separable given more principal components
(and therefore more explained distributional variance).

Figure 7.10: The first ten explained variance ratios in a PCA for spectra (blue), encoded repre-
sentations from the example model in Section 6.3 (red), and encoded representations from the best
hyperparameter optimized model via cross-validation (green). The ratios represent the percentage of
distributional variance that can be explained by a given principal component. Note that the variance
is spread across more components for representations than for spectra, most so for the optimized
encoder model.
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Figure 7.11: An original spectrum (blue) for a 252Cf transfer (nuclear material), the normalized
feature vector passed to the representation model (black), and the integrated gradient, or feature
importance (red). Note that the model recognizes several complex structures and patterns in the
spectrum and uses them for evaluating what kind of transfer this sample is.

detection and characterization.

7.3 Optimally Optimizing

As a final analysis, this section considers the role hyperparameters serve in creating an ML

model. Hyperparameters are controls used in the training and construction of models, but

do not generally have a physically realizable relationship with data. Setting these parame-

ters typically requires a form of state space search because there is not an evidently optimal

choice (except in trivial or toy scenarios). In fact, finding an optimal selection of hyper-

parameter values becomes infeasibly hard as the number of parameters increase, the model
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becomes increasingly complex, and the data used for training and testing becomes highly

variable/noisy.

For example, even in the simplest cases, choosing a neural network architecture can

be a challenging decision. There are few heuristics that guide the width and depth of a

network, and they are rarely transferable to other domain data and tasks. Many network

architectures are chosen by domain convention. The limits placed on architecture choices in

the hyperparameters tested above were an attempt to limit the unbounded combinations for

neural network architectures. If the optimization space is extremely non-smooth, covered

in local minima with no indication of an optimal direction, how then can hyperparameters

be assigned and when can maximizing performance (as measured by balanced accuracy) be

considered sufficient?

Figure 7.12: All classifier sequence trials plotted for the learning rate and regularization weight
tested by hyperparameter optimization. Green hue is controlled by the average balanced accuracy
score from cross-validation for an individual trial. Extreme learning rate values prevent the model
from converging to a performant model in 100 epochs, discouraging Bayesian inference from choosing
in that range. Within a reasonable range of hyperparameter values, there is no discernable correlation
with resulting average balanced accuracy score.

Consider the final two hyperparameters optimized for the classifier, plotted in Figure 7.12.
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Figure 7.13: Average balanced accuracy score from cross-validation for every trial in order of com-
pletion. This particular run achieved the highest overall average balanced accuracy score (78.22%)
out of 20 parallel processes that ran 1000 trials each. No systematic increase in balanced accuracy
score is observed, although the highest average balanced accuracy score is achieved within the first
half of the trials.

Extremely small values for learning rate have significantly poorer balanced accuracy score.

This is likely because a smaller learning rate means the model converges more slowly during

training. The model likely did not converge within the 100 training epochs, hence the

worse performance. The Bayesian inference algorithm would therefore be discouraged from

selecting smaller learning rates for subsequent trials.

Outside of these extremes but within a wide range of hyperparameter values, there does

not appear to be a discernible correlation with higher average balanced accuracy score.

That is, balanced accuracy score does not appear to be dependent on the value of these

hyperparameters for a large range of values tested. This stochasticity means that even hy-

perparameter optimization algorithms that use Bayesian inference will be essentially random.

For another view, see Figure 7.13, where the average balanced accuracy score is plotted in

the order trials were completed. Even though hyperparameter optimization is attempting to

maximize balanced accuracy score, no definitive increase is observed over time. So, how can



127

one be sure to maximize model accuracy if it is stochastic with respect to hyperparameters?

First, if accuracy systematically depended on hyperparameter optimization, then very

few trials would be necessary. The extreme value for each hyperparameter that maximizes

accuracy could be selected by quickly following the gradient of optimization. Instead, hy-

perparameter optimization provides a mechanism by which a state space can broadly be

sampled, and the best model selected from that sample. Due to all these variabilities (in

data split, neural architectures, hyperparameters, etc.), the best model for one set of opti-

mization trials may differ significantly from the best model of a different set of optimization

trials. The optimization task then becomes a matter of how many trials are required to

achieve a desired level of accuracy, as chosen by a user.

Figure 7.14: The maximum (blue) average balanced accuracy score from cross-validation achieved
over all trials in order of completion. Each line represents a different parallel process—20 in total—
completing 1000 trials each. The bolded line represents the process with the highest final average
balanced accuracy score (78.22%) overall. The maximum accuracy achieved quickly converges to
some asymptote that only varies by a couple percent between processes.

If a desired maximum level of accuracy is achievable (which is difficult to know definitively

but related to the noisiness and separability of data), then how many trials are necessary to

achieve it? See Figure 7.14, where the maximum average balanced accuracy scores achieved
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is tracked over all trials. The maximum accuracy achieved monotonically increases to some

asymptote, which is rapidly reached in the first 500 trials; no change is observed in the

remaining trials. This curve suggests a specific number of trials necessary to find a model

that reaches a certain accuracy, given a set of training/testing data, but this is determined

empirically and could be misleading for a different dataset or model construction. Perhaps

an even higher balanced accuracy can be achieved with twice as many trials, or perhaps

78.22% is the absolute best possible average balanced accuracy score that can be achieved

with cross-validation given a linear classifier, and a trained encoder.

A sequential system of hyperparameter optimization could be a suboptimal procedure

for finding the optimal model and parameters. Given unlimited computing resources and

time, a better system might be to optimize all hyperparameters and models simultaneously.

However, additional hyperparameters included in an optimization algorithm are not neces-

sarily linearly complex. In fact, because neural network architecture is so unbounded, finding

an optimal model structure with optimized hyperparameters is likely intractable. Further,

minimizing contrastive loss is not perfectly correlated to maximizing balanced accuracy (and

is highly dependent on combinations of labeled training and testing data). Sufficiently bal-

ancing these two objectives would require experimentation for any given dataset (like here).

7.4 Conclusion

In summary, hyperparameter optimization was conducted in three sequential steps. First,

hyperparameters controlling the encoder—including rudimentary choices of neural network

architecture—were tuned by minimizing the final contrastive training loss after 100 epochs.

Second, the projection head, which determines the dimensionality of representations when

computing contrastive loss, is optimized by minimizing the final contrastive training loss

after 100 epochs and maximizing the balanced accuracy score achieved with a linear clas-

sifier. Finally, the two hyperparameters controlling the linear classifier model are tuned by
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maximizing the average balanced accuracy score achieved by cross-validation using 20% of

the labeled dataset for training and 80% for testing.

The best model from the best trial (as measured by balanced accuracy score) is selected

for comparison to the model trained and tested with limited labeled data in Chapter 6. This

model shows improved signs of transfer detection and characterization, despite a weaker

balanced accuracy score. The model seems suited for detecting transfers of unirradiated

and irradiated Np transfers. The encoder is particularly stronger in producing robust rep-

resentations, which indicate increased separability in a PCA analysis. Integrated gradient

feature importance suggests certain patterns are learned and used by the model for evaluat-

ing a spectrum (and its subsequent representation) for transfer detection, although physical

correlations are hard to connect.

In determining computing resource allocation for achieving desired success in hyperpa-

rameter optimization, a few lessons and heuristics are discussed. Presumably, as the number

of trials approaches infinity, the maximum achieved balanced accuracy approaches the global

maximum. (This is the global maximum for the given training/testing dataset, there is no

guarantee this will be the global optimum for another dataset for a field-deployed model!)

How many trials are necessary in the search for an optimally performant model will depend

on a given policymaker’s need for accuracy, tolerance for computation time, and supply of

computational resources. The purpose of hyperparameter optimization is not to find the

optimal assignment of hyperparameters, but generate a set with a tolerably optimal model

that is acceptable given resources available.
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Chapter 8

Conclusion

This chapter offers some concluding remarks, including a summary of the research conducted,

conclusions and insights that were reached, and a brief overview of future work this research

can precipitate.

8.1 Summary

The work conducted here has been primarily motivated by a challenge of limited labeled

data in nuclear nonproliferation applications. That is, even when data generation is feasible,

carefully characterizing the necessary volumes of labeled data for use in machine learning

applications can be challenging. Gamma spectra, despite being an essential observation

modality, often require manual analysis to determine present nuclear sources. Manual anal-

ysis can be time consuming, highly variable, and dependent on subject-matter expertise.

These problems might become intolerably resource intensive when the number of spectra

needed to adjudicate alarms or anomalies increases, either because of an increasingly large

sensor network or longer collection periods.

In essence, the problem is circular. Artificial intelligence has potential to alleviate the cost

from the manual analysis of spectra, but the current regime of manual analysis is too costly

to generate the necessary training data to implement artificial intelligence systems. There-

fore, this work explored modern machine learning techniques—specifically semi-supervised

machine learning—to develop a methodology for making the analysis of radiation spectra

for nuclear security more efficient. To demonstrate this capability, semi-supervised machine

learning is used on gamma spectra from the MINOS testbed at ORNL (collected with lim-
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ited ground-truth) to detect and characterize the transfer of shielded radiological material.

Summary accomplishments and conclusions are highlighted below.

If persistent monitoring can generate significant amounts of

unlabeled data, is there value in using unlabeled data for detection

tasks?

Preliminary work demonstrated that unlabeled data used in semi-supervised machine learn-

ing methods can increase detection accuracy compared to purely supervised methods relying

on only small amounts of labeled data. Three established SSML techniques were trained

using a combination of data types, and tested to outperform supervised logistic regression

when characterizing material transfers from other types of anomalous radiation events. The

distributional context provided by unlabeled data allows SSML methods to utilize assump-

tions about the relationship between observations, regardless of their labeling status. That

is, the SSML methods perform better by either enforcing consistency in model output over

the feature space or by extrapolating manifold information from the data distribution. This

experiment demonstrated that SSML methods can be successful even when labeled data

is limited (where traditional methods would normally fail) and can alleviate the otherwise

required cost of labeling training data.

How can contrastive learning be used with radiation spectra?

In preparing a contrastive learning framework, several unique data augmentations were de-

signed and implemented for gamma spectra. These augmentations capture physical phe-

nomena that occur in radiation detection and are used to stochastically perturb measure

spectra. For example, replacing the underlying background distribution (which first requires

an estimation of the baseline with BEADS) simulates different detection environments. Data

augmentations encourage a model to isolate radiation signatures specifically associated with
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material transfers and be robust in identifying them for different spatio-temporal environ-

ments. No individual data augmentation is responsible for success in contrastive learning,

but specific augmentations spanning the principles of radiation detection help a model with

pattern recognition.

The broader contrastive learning framework has been fitted for use with radiation data.

For every measured spectrum from MINOS, two augmented samples are generated. The

representations produced by an encoder from these perturbed instances are encouraged to

be similar, contrasted to any other augmented spectrum’s representation regardless of an

underlying label. This self-supervision generalizes the encoder, producing representations

that are task-agnostic. The higher dimensional representations can be used as inputs to a

classifier designed for a specific task like detecting material transfers. The semi-supervised

framework, consisting of an encoder trained on unlabeled data and a classifier trained on

labeled data, efficiently learn necessary labeling information for an accurate analysis model.

What is an efficient way to utilize unlabeled and labeled data for

detecting shielded radiological material transfers?

A self-supervised contrastive encoder and a supervised linear classifier are capable of distin-

guishing between types of nuclear material transfers even when trained on only seven labeled

spectra (i.e. few-shot learning). The classifier, using encoded representations as input, was

able to learn necessary labeling information for successfully characterizing between transfers

of byproducts from the nuclear fuel cycle at the MINOS testbed and nuclear material trans-

fers that might be tracked in a nonproliferation scenario. The asymmetric training dataset of

seven spectra (consisting of 1 byproduct and 6 nuclear material transfer spectra) was enough

for the classifier to achieve 79.25% balanced accuracy on the test dataset. The model showed

particular strengths for detecting 225Ac and spent fuel transfers but struggled with detected

activated metal transfers. Likewise, the classifier was stronger at detecting irradiated nuclear

material than unirradiated targets (likely because irradiated transfers had more pronounced
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signals, less occluded by shielding and background radiation). Overall, the accuracy of this

model was high for a challenging detection task despite various false positives and negatives.

Can a model be trusted to learn relevant detection information and

how can it be evaluated for explainability?

Contrastive machine learning efficiently learns labeling information from unlabeled and

labeled data, something out-of-the-box supervised methods struggle to do. Using cross-

validation to negate effects of biased splitting between training and testing data, several

supervised and semi-supervised machine learning methods were tested from the package

Scikit-Learn. When trained on 20% of the labeled dataset and tested on the other 80%,

none of the implementations could achieve the same balanced accuracy. Many models did

not even learn a decision boundary at all, failing to move beyond labeling all spectra as one

type of transfer. This behavior would only be further pronounced in low-shot learning, when

less and less labeled spectra are used for training a classifier.

A trained contrastive encoder produces representations in a feature space that is more

amenable for downstream detection tasks. Using PCA, representations showed higher dimen-

sionality for explaining data distributional variance. That is, more components are available

for drawing a decision boundary for representations, unlike the spectral feature space which

could be almost fully explained by two components. Where subclasses of nuclear material

transfers are hardly separable as spectra, an encoder provides a more separable feature space

that can be learned by a classifier.

Integrated gradients can be used as a diagnostic tool for evaluating whether a model

is learning appropriate features in radiation spectra for transfer detection. This method

directly relates individual channels of a spectrum to its relative importance to a classifiers

output label. It can be hard to evaluate heuristics a trained model follows in detecting

transfer type. Fortunately, there are clear patterns in example integrated gradients that are

related to expected signatures in a transfer spectrum, even if those signatures are difficult



134

to visually identify.

How can scarce labeled data be effectively allocated to training

tasks?

Labeled data is best suited for training a classifier for detection tasks, but it can help guide

contrastive learning if noise is limited. That is, labeled data can act as a regularization

term when used in contrastive learning. Training the encoder results in representations that

are encouraged to take forms that better accentuate features associated with the down-

stream task. For example, if the labels denote types of transfers, representations for similar

transfers should be similar, rather than representations being similar only when spectra are

similar. However, if labeled data are noisy—either because of mislabeling or occluding la-

beling features—including them in contrastive learning can confuse a model more than it

provides in context. Unless the rate of noise is negligible (which is not trivial for manu-

ally labeled, real-world spectra), more labeled training data can have deleterious effects on

performance.

When can a contrastive model and its hyperparameters expected

to be sufficiently optimized?

Hyperparameter optimization is used to quantify the average information gained when con-

trolling for variabilities in model structure and data splitting for training and testing. An

optimization sequence was conducted for empirically determining and assigning neural archi-

tectures and hyperparameters for the encoder, projection head, and then classifier. Five-fold

cross-validation was used to benchmark the optimized model’s performance. The best trial

of cross-validation and subsequent hyperparameters achieved an average balanced accuracy

of 78.22%. The best of five models (as determined by its tested balanced accuracy) achieved

a score of 80.30% and showed promising pattern recognition and a strength for detecting
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Cm transfers. The encoder model indicated continued strength at producing a rich repre-

sentation space for drawing decision boundaries, as observed by PCA, feature importance,

and subclass performance.

Assuming a desired detection accuracy is achievable, hyperparameter optimization can

be used to span a state space in search of a performant or generalizable model. As should

be clear, consistently finding a performant transfer detection model is challenging when

the state space is non-smooth, training data is noisy and limited, and model design choice

is unbounded. When resources are constrained, the methodology detailed here efficiently

uses data and can be a powerful data analytical tool for nuclear security. Assuming a

hyperparameter optimization goal of finding a model with maximized balanced accuracy

score (for a given training and testing data), separate classifier optimization trials appear to

converge to a consistent accuracy, even if the needed number of trials is ambiguous.

8.2 Future Work

Several avenues exist for further development of this model and broader applications for

nuclear nonproliferation scenarios. Some of these have established research efforts in other

domains and could show promising synergy when applied here.

8.2.1 Uncertainty Quantification

While several methods were explored to aid in explainability (e.g. PCA and integrated

gradients), the models demonstrated here are notably lacking uncertainty quantification.

Measuring the uncertainty of machine learning methods is a burgeoning field of study in

computer science because uncertainty is difficult to measure for nonlinear systems like neural

networks. One method in particular uses Monte Carlo dropout (that is, randomly zeroing

neuron weights) to approximate uncertainties in a neural network [57]. Implementing this

would require minimal refactoring, as dropout is already part of PyTorch networks.
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Estimating uncertainty with dropout would also decompose model uncertainty between

aleatoric and epistemic. Aleatoric uncertainty is that which is determined by the accuracy

of data generated, whereas epistemic uncertainty dictates a model’s limitations for OOD

observations. This could be very useful in assessing whether a model is inaccurately ascribing

confidence to labeled test samples. Epistemic uncertainty could be useful for determining a

model’s generalizability strengths and whether it is robust to previously unseen anomalous

spectra.

8.2.2 Novel Class Discovery

The response of an ML detection model can be unpredictable when presented with OOD

spectra. For example, if a model has been trained to learn the patterns of background spectra,

spent fuel transfers, and unirradiated Np transfers to detect between types of transfers, what

happens if it is presented with an irradiated Cm transfer spectrum? Depending on whether

the model learned generalizable information during training, it may recognize this as another

type of tracked nuclear material transfer with similarities to other irradiated transfers, or it

may wildly fail and label the transfer as a byproduct. If, however, a model has been trained

with functionality for OOD detection [58], it would be more robust to unknown transfer types

and could learn new transfer types once recognized. This overlaps with few-shot learning,

where the limited labeled training data may be missing samples for subclasses (e.g. irradiated

Cm) that are present in the test distribution. Fortunately, contrastive learning’s system of

augmentations may intrinsically contribute to OOD robustness by perturbing inputs (akin

to adverarial methods [59]).

In practice, especially with large volumes of unlabeled data, the number of classes may

be unbounded, unknown, or at least larger than specified. These novel classes may be the

result of previously unobserved environmental characteristics and may or may not be equally

interesting classes from a nonproliferation detection perspective. Open-world contrastive

learning considers the opportunity for novel classes to exist and be discovered during training.
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The first implementation [60] has a loss function consisting of three parts. First, a supervised

term to handle previously seen classes and form novel classes if not seen. Novel classes

are balanced against biasing towards known classes using a system of adaptive uncertainty.

Second, a pairwise term that considers similarity between pairs which generates pseudo-labels

for unlabeled data. Third, a regularization term.

The next evolution in open-world contrastive learning was produced in OpenCon [61].

This multistep process includes an out-of-distribution detection operation for novel discovery.

Prototypical samples are used in clustering data based on similarity. Sufficiently dissimilar

clusters can be considered different classes and labeled as such. This produces more distin-

guishable and compact classes, known and novel.

8.2.3 Multiclass Classification

This work has purely focused on binary classification, between types of transfer spectra:

byproducts and tracked nuclear material transfers. This task construction implicitly as-

sumes a relationship between the subclasses that are grouped together in the dataset. Even

though irradiated Cm and irradiated Np may both be materials of interest for detection

and characterization, it may not be appropriate to group these two together if their rele-

vant labeling information is different in a spectrum. In fact, because different radioactive

sources have (sometimes subtly) different gamma emission patterns, grouping different types

of transfers together expects a model to recognize spectral features that can sometimes be

mutually exclusive. By constructing a model to predict between several classes of transfers,

it may make the detection task easier, by separating the number of features that must be

learned by a model between classes. However, two limitations arise from a multiclass design

for detecting nuclear material transfers.

First, separating subclasses into separating labels reduces the number of labeled spectra to

train on per class. For example, if there were five irradiated Cm transfers and five irradiated

Np transfers that were originally used to train a binary classifier, now the model only has
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five instances for each to learn from in a multiclass setting. This can exacerbate challenges

with training on limited labeled data when labeled data is already scarce, as explored here.

Second, multiclass systems assume an enumeration of all the possible transfer types ex-

pected. Whereas tracked nuclear material transfers is a potentially broad and ambiguous

class, more granular labels risk omitting potentially unseen transfer types. These unseen

transfer types will have unpredictable responses in a multiclass setup, returning to the prin-

cipal challenges of OOD detection.

8.2.4 Multi-modal Data Fusion

Prior work utilized the multi-modal data collected by MINOS in tracking nuclear material

transfers. For example, alarms were designed to identify transportation vehicles from seismo-

acoustic measurements and detect the coincident presence of nuclear material with radiation

measurements [28]. The contrastive learning framework used here was exclusively applied to

radiation data, but the framework—except augmentations—is data-agnostic. Augmentations

can be similarly applied to different data modalities and produce encoders that could be used

in tandem for a more robust detection system. The original contrastive model in SimCLR

was originally used on images with their respective augmentations set. Frequency domain

augmentations could feasibly be designed for, say, seismo-acoustic data.

This work has also isolated radiation measurements static in time (each sample is inte-

grated for a minute measurement length), irrespective of detection location at the MINOS

testbed. It is possible, particularly with data fusion, that this framework could be used to

detect the spatio-temporal transportation of nuclear material if deployed as part of a broader

sensor network. That is, a contrastive model could individually detect transfers at individual

detectors and raise time-dependent alarms when material is present.

Time could also be included in the data structure used by the contrastive learning frame-

work. Again, because all spectra used so far have been static in time, the feature space

given to the model consists of one-dimensional spectra vectors. Instead, two-dimensional
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“images” could be constructed, consisting of energy/detection channels as a function of time.

The same augmentations could apply to “slices” in the snapshot or could be combined with

time-dependent augmentations. Considering time-dependency in tracking nuclear material

transfers offers a more complex state space of observations but could generate strong and

robust models for detection and characterization.
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Appendix I

Tools for Data Analytics

This appendix provides an introduction of three important tools for data sceince and ana-
lytics: PCA, confusion matrices, and ROC curves.

I.1 Principal Component Analysis
Consider a data distribution of feature vectors:

xi = {x1, x2, . . . , xd}
xi ∈ X

i = 1, . . . , k

(I.1)

A matrix can be constructed from this dataset where each row is an instance of X , xi,
numbering some data subset k and the columns are features, length d, from each vector.

X =

x11 . . . x1d
... . . .

xk1 xkd

 (I.2)

Using the Gram matrix, X⊺X, a representation can be made that defines the data dis-
tribution along its axes of largest variance, i.e. principal components. The first principal
component vector of X would be the vector that lies along the direction of maximum vari-
ance:

w1 = argmax
w∈Rk

w⊺X⊺Xw

w⊺w

= argmax
w

∥Xw∥22
∥w∥22

(I.3)

As an aside, this can also be represented using the Singular Value Decomposition (SVD)
of X. In this case, the first principal component would have length σ2

1, i.e. the magnitude
of the first singular value of X. For each subsequent axes of variance, in decreasing order, a
similar process can be used. Each subsequent principal component vector would also have
to be orthogonal to all previous principal component vectors:

w⊺
jwj−1 = w⊺

jwj−2 = . . . = w⊺
jw1 = 0 (I.4)
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In summary, these principal component vectors provide a matrix transform that converts
the original data instances in X to different axes. Take Figure I.1, for example. The
original data, as orange dots, lie along a traditional two-dimensional place. After finding
the directions of maximum variance, this data can be transformed along the new axes. The
first principal component direction is along the longer black arrow. The second dimension is
along the second, smaller, black arrow.

Figure I.1: PCA is demonstrated here using two-dimensional data (orange dots). The direction of
maximum variance is the first principal component (PC1). The second principal component is in
the direction of the second largest variance (PC2). (Image source: [62])

I.2 Confusion Matrices
Three sets of data are used during the construction and development of a machine learning
model. First, training data is used to train a model and determine its parameters. Of the
total data partition, this subset is usually the largest, as a sizeable portion is required as the
number of model parameters increase. To determine the final accuracy of a trained model,
a test set is used. Sometimes, as a model is trained or if several models are trained simul-
taneously, a validation set is used. This validation set is also used to test the accuracy of a
model but is used as part of the model selection process during training, not for evaluation
of a trained model. For example, K-fold cross-validation partitions a dataset into several
iterations (K) between training and validation and averages to avoid biasing along any par-
ticular data partition. Neither the validation nor test set is used by the model to train its
parameters.

Several metrics are available to test a model’s performance. Although occasionally used
interchangeably, accuracy and precision are slightly different measurements. Accuracy refers
to how often the model was accurate at predictions (continuous or discrete) overall. Precision
refers to a model’s accuracy at predicting a specific class (especially important for multiclass
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Figure I.2: A diagram indicating what each quadrant of a binary classification confusion matrix rep-
resents. This can be extended to n number of classes, with the eventual confusion matrix expanding
to size n× n.

problems). Further, a balanced accuracy score accounts for class imbalance in a dataset.
Using Figure I.2, each metric can be calculated. This matrix divides any given model’s
results into four quadrants by comparing a test instance’s true label to the predicted label.
Note that this implicitly requires test data that is pre-labeled, or data in which the actual
label is assumed to be true. The measures are then:

Accuracy =
TP + TN

TP + FP + TN + FN

Balanced Accuracy =
1

2
(

TP

TP + FN
+

TN

TN + FP
)

Precision =
TP

TP + FP

(I.5)

Accuracy is a metric that penalizes any misclassifications, false positives or false negatives.
Precision is a metric that penalizes false positives specifically. This metric may be useful
when limiting the number of predicted positives is important. Another metric often used is
recall. Recall is opposite of precision in that it penalizes false negatives specifically. This
may be valuable when classifying all true positives is important.

Recall =
TP

TP + FN
(I.6)

Finally, sometimes a summary score is given to a model that attempts to account for all
intricacies in the confusion matrix. A common metric would be the F1 score, which strikes
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a balance between precision and recall. The F1 score has a range of possible values between
0 and 1. A perfectly performing model, where there are no false positives or false negatives,
would have an F1 score of 1.

F1 = 2
Precision× Recall
Precision + Recall

=
2TP

2TP + FP + FN

(I.7)

I.3 Receiver Operating Characteristics Curve
Another method of model diagnostics using test results like true positives and false positives
is a ROC. First, the number of correct positive classifications can be expressed as the true
positive rate: TPR = TP

TP+FN
= Recall. Alternatively, the rate of positive misclassification

can be expressed as the false positive rate: FPR = 1− TNR = FP
TN+FP

.
Any given model, trained and evaluated with a validation set, will have a given TPR

and FPR. Different models can be compared using these different metrics in a ROC. This
curve can be used to answer the question, “what predictive threshold should be used for a
probabilistic classifier?” In this scenario, each instance in the validation set will have a true
label and a predicted probability of having a positive label (for binary classification). A
threshold can be applied that acts as a cutoff for accepting predicted labels.

Figure I.3: An example ROC curve for a given test dataset ranging from [inf, 1.] for a given model
parameter. (Image source: [63])

For example, for a threshold of 0.9, any probability for a positive label with value greater
than or equal to 0.9 will be labeled as a positive instance. From this, TPR and FPR can be
computed. Sweeping over different values of this threshold will result in Figure I.3. Then,
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an optimal model, or threshold, would be one that maximizes the true positive rate while
minimizing the false positive rate. Here, that appears to be approximately 0.4. Thus, ROC
was used to choose a model parameter as a method of semi-manual optimization. This can
be extended to other forms of hyperparameters not limited to probabilistic models. For
discrete classifiers, TPR and FPR can be calculated outright and an input hyperparameter
can be varied as part of training.
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Appendix II

Trials of Labeled Data Allocation
Strategies

The results of various labeled data allocation strategies used in semi-supervised contrastive
learning, Section 6.6.3, are reported here. For each allocation of labeled data, 10 trials are
conducted and the final accuracy and balanced accuracy are computed.
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Table II.1: Results for all iterations of semi-supervised contrastive learning with different allocation strategies.

Trials 0/10/50 0/20/50 0/30/50 0/40/50

Accuracy Balanced
Accuracy Accuracy Balanced

Accuracy Accuracy Balanced
Accuracy Accuracy Balanced

Accuracy
1 69.47 63.31 74.81 67.16 74.05 72.21 82.44 79.66
2 74.81 71.36 77.1 75.81 74.05 72.21 84.73 80.6
3 77.86 70.76 75.57 69.11 78.63 74.81 78.63 74.11
4 69.47 68.21 78.63 74.11 82.44 78.96 71.76 66.36
5 74.05 72.21 80.15 78 77.86 70.76 75.57 68.41
6 74.81 69.26 82.44 80.36 70.99 69.31 76.34 73.16
7 80.92 83.46 77.1 70.91 71.76 67.76 78.63 70.6
8 72.52 63.41 69.47 62.61 71.76 71.26 83.97 79.35
9 80.92 75.76 77.1 77.21 73.28 71.66 75.57 69.81

10 81.68 77.01 78.63 72.71 75.57 72.61 76.34 72.46
Average: 75.65 71.48 77.10 72.80 75.04 72.16 78.40 73.45
STD: 4.56 6.16 3.47 5.45 3.63 3.05 4.16 4.98
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Trials 0/50/50 10/10/50 10/20/50 10/30/50

Accuracy Balanced
Accuracy Accuracy Balanced

Accuracy Accuracy Balanced
Accuracy Accuracy Balanced

Accuracy
1 77.1 73.01 76.34 76.66 74.81 69.96 77.86 68.65
2 80.92 74.35 77.1 71.61 72.52 69.01 78.63 69.9
3 78.63 73.4 69.47 62.61 77.1 73.01 80.92 75.05
4 80.15 76.61 67.18 64.46 74.81 68.56 77.86 73.56
5 73.28 66.06 80.15 71.7 79.39 77.46 75.57 71.91
6 76.34 72.46 78.63 80.41 78.63 69.2 77.86 82.16
7 71.76 62.16 65.65 62.66 80.15 78.71 79.39 74.66
8 80.92 72.95 77.1 73.01 74.81 66.46 74.05 70.11
9 80.15 72.4 60.31 53.91 77.1 74.41 77.1 68.1

10 73.28 74.46 76.34 71.06 79.39 80.96 79.39 73.26
Average: 77.25 71.79 72.83 68.81 76.87 72.77 77.86 72.74
STD: 3.47 4.33 6.67 7.83 2.55 4.94 1.97 4.12
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Trials 10/40/50 20/10/50 20/20/50 20/30/50

Accuracy Balanced
Accuracy Accuracy Balanced

Accuracy Accuracy Balanced
Accuracy Accuracy Balanced

Accuracy
1 80.15 75.21 73.28 70.96 83.97 78.65 77.1 69.51
2 83.21 78.8 74.81 74.16 75.57 69.81 75.57 72.61
3 77.86 70.05 74.81 72.76 83.21 78.8 77.86 73.56
4 78.63 74.81 70.99 62.31 74.81 72.76 68.7 67.66
5 74.05 68.01 77.1 67.4 75.57 72.61 79.39 75.36
6 80.15 77.31 66.41 70.22 74.05 69.41 67.94 66.41
7 82.44 77.55 72.52 66.21 71.76 64.96 79.39 80.26
8 80.15 73.1 73.28 60.45 63.36 60.32 74.05 72.21
9 78.63 76.21 72.52 66.21 83.21 83.01 72.52 64.11

10 74.05 71.51 74.05 70.81 82.44 81.76 81.68 74.9
Average: 78.93 74.26 72.98 68.15 76.80 73.21 75.42 71.66
STD: 3.06 3.52 2.84 4.45 6.55 7.38 4.61 4.81
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30/10/50 30/20/50 40/10/50
Trials Accuracy Balanced

Accuracy Accuracy Balanced
Accuracy Accuracy Balanced

Accuracy
1 72.52 68.31 74.05 65.91 73.28 68.16
2 69.47 69.62 75.57 69.11 77.1 75.81
3 76.34 70.36 71.76 69.86 75.57 69.81
4 76.34 77.36 80.92 76.46 74.05 71.51
5 77.1 66.7 76.34 70.36 80.15 74.51
6 73.28 68.86 74.05 72.21 78.63 75.51
7 83.21 80.91 76.34 68.96 67.18 67.27
8 78.63 72.01 77.86 76.36 80.15 74.51
9 74.81 67.86 74.05 71.51 73.28 74.46

10 80.15 73.8 74.81 70.66 75.57 78.21
Average: 76.19 71.58 75.58 71.14 75.50 72.98
STD: 3.96 4.55 2.52 3.26 3.90 3.60
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