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Abstract

In an era where smart devices and Machine Learning as a Service (MLaaS) are ubig-
uitous, and data is abundantly available, technologies such as speech recognition,
speaker identification, and face recognition have become integral to user-machine
interactions. These technologies, developed primarily for performance enhance-
ment and user experience improvement, are pivotal in how humans interact with
machines. However, their widespread adoption has brought forth significant pri-
vacy, security, and integrity challenges. These include unauthorized access to
private data stored in the cloud, accidental activations of smart devices, unsolicited
biometric data collection, and susceptibility to impersonation attacks. Further-
more, these technologies demonstrate failure modes and spurious correlations
that disproportionately affect certain demographic groups.

This thesis delves into a multi-faceted approach aimed at reinforcing more
secure and reliable user-machine interactions. Our objectives are threefold. First,
we analyze the emerging privacy and security threats associated with machine
learning technologies, especially those involving biometric data. Second, we scru-
tinize and challenge the current standards of security in biometric authentication,
revealing vulnerabilities that have been largely overlooked. Finally, we develop and
implement practical solutions designed to mitigate these risks, thereby maintaining
the utility and convenience of these technologies. Through this thesis, we aspire
to establish a new standard in the development and deployment of user-machine
interaction technologies, ensuring they are not only efficient and convenient but
also secure and equitable for all users.



Chapter 1
Introduction

Machine Learning (ML) systems power our everyday interactions with digital
services and personal devices. Social media platforms, smart devices, governments,
and businesses employ ML for a myriad of tasks, including identity recognition
and authentication, speech transcription, personalization of user experiences, and
targeted advertising. More recently, emerging generative Al technologies have
revolutionized how we create and interact with digital content, offering unprece-
dented capabilities in generating realistic media including images, text, and speech.
The widespread adoption of ML systems, however, comes at a considerable soci-
etal cost in terms of privacy, fairness, and trust. Generative Al also brings new
challenges in areas like authenticity verification and ethical use.

ML systems consume massive amounts of data from their users for both main
task inference and the ongoing training and benchmarking of the underlying
models. This raises concerns about data privacy, as individuals” information is
collected, analyzed, and potentially shared without their consent. Often, the data
is intrusive, encompassing sensitive details about users’ identities, behaviors, and
actions. Additionally, ML models can deduce more information about users than
what is intended for their primary function. Consequently, this situation forces
users into an undesirable trade-off between utility and privacy.

In the realm of public safety and trust, the use of ML in surveillance can infringe
upon individuals’ rights and amplify concerns about abuse of power. Further-
more, ML algorithms used in decision-making processes can perpetuate bias and
discrimination, affecting the fairness and justice of outcomes. Finally, the spread
of misinformation through Al-generated content challenges the integrity of free



speech and trust in digital media. These examples emphasize the need to de-
velop frameworks that ensure a responsible deployment of these technologies and
trustworthy user-machine interaction.

In this thesis, we examine the risks posed by ML algorithms and develop robust systems
to mitigate these risks and facilitate a trustworthy interaction, ultimately empowering
users with greater control over their data. Specifically, we have explored different
ubiquitous ML applications encompassing various data modalities such as speech
and vision. For each application, we define the privacy and security risks users face
when interacting with the technology, highlight the shortcomings of the existing
deployments, and propose a system that enhances the utility and privacy and

integrity trade-offs and enables a more trustworthy interaction.

1.1 Voice-based User-Machine Interaction

Motivation: Speech is a natural form of human communication which makes
it a very convenient vehicle for human-computer interactions as well. Scientists
have been developing systems for natural speech understanding for decades. This
task has become much easier in recent years due to the massive growth of smart
devices, the advancement of machine learning algorithms, and the abundance of
public speech data. Thanks to these advancements, machines can now understand
speech, generate close-to-natural speech, differentiate between different speakers,
and even detect many paralinguistic features about the speakers such as their
emotions, health condition, age, gender, and mental health.

Speech technologies such as automatic speech recognition, speaker identifica-
tion, keyword spotting, and sound classification have become very reliable. Cloud
operators offer these technologies as a machine learning as a service (MLaaS)
business model. These services enable the integration of such technologies in
many appliances and devices that we interact with in our daily lives. For example,
automatic speech recognition is capable of accurately transcribing long conversa-
tions in a few seconds for a reasonable cost. This technology is highly valuable in
many domains such as journalism, hybrid meetings, live captions for videos and
conferences, customer service calls, and online education.

Another groundbreaking application is voice-activated devices such as stan-
dalone voice assistants, e.g. Google Home and Amazon’s Echo, and built-in voice-



enabled devices such as smart appliances and Iol devices. Voice-activated devices
are increasingly pervasive in households. As of 2019, about 35% of U.S. house-
holds are equipped with at least one voice assistant, and this rate is expected to
increase to about 75% by 2025 [2]. By 2024, it is predicted that the number of
voice-activated devices will reach 8.4 billion units; this number is higher than the
world’s population [3]. Voice-activated devices offer their users a convenient way
to access information, set alarms, play games, or control appliances, especially
when traditional (physical) I/O modalities are inconvenient.

These technologies are developed with performance and user experience as
their main driving objectives. However, they are accompanied by unprecedented
privacy, security, and integrity threats that have become more prevalent with
their wide deployment. These threats include cloud access to private recordings,
unauthorized voice activations of smart speakers, unauthorized voice biometrics
collection, and speaker impersonation. Recent privacy regulations, such as the
GDPR and CCPA, provide guidelines for protecting users” privacy. However,
current technologies and cloud services fall behind in meeting these requirements.
In this thesis, we analyze the emerging privacy and security threats accompanying
speech technologies. We develop practical systems to mitigate the risks while
preserving the utility and convenience of the current technology. We validate the

efficacy of our work by empirical and theoretical analyses.

System Model

Fig. 1.1 shows a general pipeline of a human-machine speech interaction. The
figure illustrates the user’s interaction with a voice-enabled device, such as a home
assistant or a smart vehicle assistant. The pipeline consists of an input speech

sensor (microphone) and three main voice-related ML components:

1. A keyword spotting system (KWS) that activates the device when the user says
the wake-up (activation) phrase. This system runs locally on the device and

only communicates with the cloud when it detects a possible activation.

2. A speaker identification system that identifies the speaker from their voiceprint.
It can run locally or on the cloud, and it facilitates two main objectives: authen-

tication and personalization.
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Figure 1.1: A general pipeline of human interaction with a voice-enabled device.
The pipeline consists of three main voice-related ML components: (1) a keyword
spotting system (KWS), (2) a speaker identification system, and (3) an automatic
speech recognition system (ASR), along with the natural language understanding
unit (NLU) that controls the device’s action.

3. An automatic speech recognition system (ASR) that converts the recorded
speech into a transcript. ASR usually runs on the cloud because it is a computa-

tionally expensive task, as explained in Chapter 3.

The voice-enabled device is equipped with microphones that are always lis-
tening for a wake-up word followed by a voice command and are connected to
the cloud for command transcription and execution. Once the keyword spotting
module detects the activation keyword, it activates the pipeline. The speaker recog-
nition module detects the speaker’s identity for authentication and to facilitate a
personalized experience. Then, the speech command is sent to the cloud for tran-
scription and execution. Finally, many natural language tasks can be performed on
the transcript to further understand the user’s speech or request. Next, we detail

the threat model accompanying each technology.

Threat Model

Keyword Spotting

Voice Assistants (VA) offer their users a hands-free natural interaction via voice
which is preferable in many situations such as driving, cooking, and exercising.
VAs are equipped with microphones that are always listening for a wake-up word



followed by a voice command and are connected to the cloud for command tran-
scription and execution. Thus, despite their convenience, they introduce crucial
security and privacy implications [4]. It is unprecedented to have an always listen-
ing device in our most private and intimate spaces, potentially recording private
conversations and sending them to the cloud [5]. Moreover, voice assistants collect
sensitive information like credit card data and bank accounts, and control physical
smart home devices such as the lights, garage door, and other smart appliances.
Compromising the VA by a malicious activation gives the adversary access to all
the powerful controls the VA possesses. Adding to the problem is the disconnect
between the VA’s behavior and the user’s expectations. Thus, the integrity of the VA
operation is a critical requirement for a safe and secure deployment that matches

the user’s expectations.

Automatic Speech Recognition.

Cloud providers, such as Google, Amazon, and Microsoft, offer online APIs for
automatic speech recognition (ASR), which achieve a near-human performance,
especially in low-noise settings [6]. This service enables near real-time transcription
with high accuracy and minimal computation burden on the customers. However,
the accessibility and scalability of this technology come at the cost of customers’
privacy. Speech is a rich source of personally identifying information. The acoustic
features are biometric identifiers of the speakers, enabling speaker identification
from short segments of speech [7]. Much paralinguistic information such as
age, sex, accent, health condition, and emotional state [8] can be inferred from
speech recordings. The linguistic and textual content also conveys lots of sensitive
information [9]. For example, medical recordings can contain private health
information about patients [10], and business meeting recordings can include
proprietary information. The same applies to journalism, educational, and legal
settings. The privacy of the speakers in most of these settings falls under federal
laws such as FERPA and HIPAA. Moreover, current cloud services already support
several speech processing APIs like speaker identification, and text analysis like
topic modeling, document categorization, sentiment analysis, and entity detection
that can automatically extract sensitive information from speech and its transcript.
The unregulated usage of speech recognition APIs can significantly undermine

the privacy of their customers.



Speaker Identification

Users’ voice biometric features contain a voiceprint that can be used to identify
and authenticate the speaker. Aside from voice assistants, this technology has
been deployed in real-world security-sensitive applications such as phone banking
services (e.g. HSBC [11] and Chase [12] banks). Voice authentication, like other
biometric-based authentication schemes, is more convenient to the user than con-
ventional authentication mechanisms such as passwords, security questions, or
private keys. However, voice authentication is vulnerable to impersonation and pre-
sentation attacks. Speech synthesis and voice conversion [7] are two technologies
that can generate synthetic speech in a target speaker’s voice. These technologies
jeopardize the security of applications that rely on speaker identification as an
access mechanism. Moreover, speaker identification can be used for unauthorized
surveillance. With the abundance of speech data on social media platforms, peo-
ple can be enrolled in a speaker identification system without their consent for
tracking and surveillance. To mitigate these threats, we need to verify that the
speaker identification request is not synthetic and is intentionally initiated by the

corresponding user.

1.2 Vision-based User-Machine Interaction

Vision-based user-machine interactions represent a rapidly evolving field within
the realm of Al and human-computer interaction. This technology involves us-
ing visual input, usually from a camera, to enable machines to identify humans
and respond to their actions or presence. This type of interaction goes beyond
traditional input methods like keyboard and mouse, offering a more intuitive and
natural way for users to engage with technology. These technologies have found
significant applications in education, retail, healthcare, public safety, and social
media platforms. In retail, for instance, vision-based customer identification can
enhance customer experience by providing interactive and personalized shopping
experiences. In healthcare, vision-based systems could monitor patients” physical
responses and facial expressions, providing valuable data for diagnostics and treat-
ment. Vision technologies on social media platforms have transformed the way
users interact with content and each other. Platforms offer many vision services

for the users” uploaded visual content such as facial recognition for tagging friends
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Figure 1.2: Face recognition pipeline. Its applications include surveillance, social
media, and camera-based access control. The application captures an image of the
user’s face, feeds it to the face recognition ML system, and gets the user’s ID.

in photos, and applying filters to enhance images and video quality. Moreover,
such technologies can detect personal attributes about the customers such as age
and gender to personalize their experience and automatically suggest relevant and
possibly addictive content.

This seamless and personalized approach naturally leads to the focus on face
recognition technology, a key component in vision-based interactions. Face recogni-
tion, with its ability to identify and verify individuals based on their facial features,
is a valuable tool in ensuring security and personalization. Its application ranges
from unlocking personal devices like smartphones and laptops to enhancing se-
curity measures in public spaces and airports. However, the deployment of face
recognition technology raises significant privacy and ethical concerns. Issues re-
lated to consent, data security, and the potential for misuse or bias in the algorithms
are critical. Moreover, the accuracy and fairness of face recognition systems are
under scrutiny, especially in cases where they have been found to exhibit biases
against certain demographic groups. The ongoing development and application
of face recognition technology thus present a critical intersection of technical inno-
vation and ethical responsibility, necessitating a careful and balanced approach to
its use and regulation.



System Model

Fig. 1.2 shows an example of the face recognition technology. The system captures
an image of the user’s face, feeds the image to the face recognition model, and
gets the user’s ID. Typically, the face recognition model functions as a metric
embedding network, which transforms the input image into a representation
within an embedding space. This network is designed and trained to position
images that are semantically similar in close proximity to each other within this

space.

Threat Model

Race and gender bias in facial recognition has been studied extensively over the
years [13, 14, 15, 16, 17]. It is widely reported that face recognition systems can
be biased towards male and light-skinned faces while demonstrating the lowest
accuracy on dark-skinned female faces [18, 17, 16]. Other facial semantics like
age [19, 16, 20], pose [21] and hair [20, 22] have also been shown to contribute to
facial recognition performance.

The prominent natural datasets used to train face recognition models include
LFW [23], CASIA WebFace [24], VGGFace [25, 26], and Flickr-Faces-HQ [27].
These datasets are sourced from the web, mostly contain celebrity faces, and can
be biased towards certain demographics [28]. Many balanced datasets have been
proposed [29, 30, 31] to overcome problems with the above datasets. However,
even a demographically balanced dataset can show disparate facial demographic
performance [32] due to limiting factors like lightning, pose, and image quality.
In this thesis, we aim to synthesize a balanced dataset representing different
demographics with ground truth labels of different semantic attributes for each
identity in the dataset.

1.3 Thesis Contributions

In this thesis, we design tools and systems to address the threats facing various
speech and vision technologies, which billions of users interact with daily.

EKOS [33]. First, we assess the privacy risks associated with false activations
of voice assistants (VAs) like Amazon Echo. To address these risks, we propose



EKOS: an ensemble of smart devices. EKOS leverages the diversity of physical
channels, the nature of speech signals, and the diversity of ML architectures to
enhance the robustness of the keyword spotting system against false activation
threats.

Preech [34]. Second, we investigate the privacy concerns associated with cloud-
operated speech transcription services. While these services offer high utility, they
process and store users’ voice biometric data and transcribed content in the Cloud,
potentially jeopardizing privacy. To address these concerns, we propose Preech, an
end-to-end system that applies voice conversion and differential privacy to protect

speakers’ voice biometrics and textual content.

Mystique [35]. Third, in the context of speaker authentication, we argue against
relying solely on voice biometrics for security-critical applications, such as voice
banking. Through physical demonstrations, we design an impersonation attack
using physical objects, such as a structure of tubes, to reshape a speaker’s voice
and successfully fool a speaker identification system. This chapter highlights the
need for multi-factor authentication approaches that consider the vulnerabilities

of voice biometrics.

Visual Semantic Robustness [36]. Finally, in the context of face recognition, we
utilize Text-to-Image diffusion models to synthesize a diverse face image dataset.
We instruct the model to generate images representing various demographic
groups and incorporate a semantic guidance network that steers the diffusion
model’s generation toward incorporating a variety of semantic attributes. We
further validate the faithfulness of the generated dataset using user surveys. We
believe this dataset will be very useful for future research assessing the performance

of face recognition models.
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Chapter 2

EKOS: Ensemble for Robust
KeywOrd Spotting

2.1 Introduction

Voice assistants (VAs) interpret voice commands from their users to assist in dif-
ferent tasks, access services, and control smart devices. A typical voice assistant
continuously samples audio through its microphone to detect a user saying a key-
word, such as “Alexa,” “Siri,” or “Google.” This process, referred to as Keyword
Spotting (KWS), serves as the primary access control to an active voice assistant.
Once it detects the wake keyword, the voice assistant streams the subsequently
recorded audio to be analyzed as a voice command.

The Keyword spotting (KWS) task is a two-stage process spanning the device
and cloud: a local on-device model first detects the keyword and sends a speech
segment to the cloud, which verifies the keyword and processes the accompanying
command [37]. Verification is necessary since on-device models are typically less
accurate; they are optimized to minimize their compute footprint and latency of
predictions [38, 39, 40], whereas the cloud model can be a full-fledged natural
language model with higher precision.

In this chapter, we find that unauthorized accidental activations due to poor
precision of the on-device KWS model can lead to significant privacy violations
with up to a minute of private speech being uploaded to the cloud. In addition,
adversaries who wish to get unauthorized access to the private VA may system-
atically trigger such unauthorized activations with adversarial examples. This
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adversarial activation puts the device integrity and the user’s security at risk, given
the numerous appliances and services connected to voice assistants (e.g., garage
door, lights, and credit cards) [41, 42, 43].

As the entry point for any interaction with the VA, improving the precision
of on-device KWS directly limits the extent of private conversations leaked to the
cloud and reduces the attack surface available to adversaries. Existing defenses to
these problems rely on generic machine learning approaches, such as adversarial
training [44]. Such approaches typically harm the natural accuracy—an unac-
ceptable proposition for VAs—or fail to provably increase the cost of an adversary
launching an over-the-air attack. Other approaches employ liveness detection
mechanisms [45] that potentially introduce additional privacy problems and do
not address the accidental activations problem. In short, this chapter considers
the question of how to improve the robustness of KWS against accidental and adversarial
activations while preserving its precision?

In this chapter, we design, implement, and evaluate EKOS (Ensemble for
KeywOrd Spotting) as an affirmative answer to the above question. EKOS lever-
ages the semantics of the KWS task to arrive at a more favorable tradeoff between
the robustness and precision of the KWS model. First, EKOS incorporates spatial
diversity from the acoustic environment at both training and inference time to min-
imize distribution drifts responsible for accidental activations. Second, it exploits a
physical property of speech—its spectrum redundancy—to deploy an ensemble of
models trained on different harmonics. It provably forces the adversary to modify
more of the frequency spectrum to obtain successful adversarial examples.

Modeling distribution drifts responsible for accidental activations is challenging
because the physical environment evolves constantly. EKOS addresses this issue by
exploiting the natural randomness from the physical environment (such as room
impulse responses) and ensembling other voice-aware devices available in the
vicinity of the virtual assistant. In particular, EKOS performs KWS with an ensemble
of models, each served by a device with varying internal sensors, hardware, and
channel from the user. EKOS uses the diversity ensuing from the ubiquity of smart
devices in a given environment, such as tablets, computers, and smartphones, to
improve the precision of the KWS task by combining the detection results from
these devices.

Improving robustness to adversaries is more challenging because they can
still overcome ensembles of models [46, 47], especially when the feature space is
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common to all models. EKOS addresses this challenge by utilizing the redundancies
in speech signals and properties of the KWS task. A speech signal carries replicas
of the same content (i.e., a word) at different frequency components: harmonics.
It is thus possible to slice the signal’s spectrogram into different slices and assign
each slice to a different model without much impact on the natural accuracy. We
design these slices and architectures to exhibit poor transferability. Further, EKOS
randomizes the slice-architecture combinations in the ensemble at run-time. This
approach increases the cost of an adversary because they now have to perturb
a majority of the frequency slices before they can control the predictions of the
ensemble.

In summary, our contributions are as follows:

1. We show that privacy leakage is greater than previously believed when on-
device models send private conversations to the cloud due to accidental
activations. Previous analysis [48] reported misactivations resulting in 10
seconds of speech being leaked; our evaluation shows that some misacti-

vations lead to up to a minute of speech leaking to the cloud (Sec. 2.8 —
Fig.2.7).

2. We design an ensemble of KWS detectors that can run on distributed devices
in an environment. This ensemble leverages the semantics of the KWS task,
the properties of the audio channel, and the nature of the speech signal to
introduce real diversity to the prediction task (Sec. 2.5).

3. Our end-to-end evaluation shows that an ensemble of three to five devices,
with random slicing and architectures, increases the cost of adversarial at-
tacks (Sec. 2.7, 2.8). At the same time, EKOS preserves the natural accuracy;,
approximating the baseline accuracy and has little performance overhead
(Fig. 2.3,2.5). We validate the performance of EKOS with over-the-air exper-
iments on commercial devices; we find that EKOS improves the precision of
the KWS task in non-adversarial settings (Sec. 2.7, 2.8).

4. We generate and release! a dataset of the Amazon Echo’s wake keywords:
{Alexa, Computer, Amazon, Echo}. We use this dataset to validate EKOS ro-
bustness on Amazon’s Echo devices. The same methodology can be followed
for other commercial devices and keywords.

"https://github.com/wi-pi/EKOS
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2.2 Background on Keyword Spotting

The KWS task is responsible for detecting a set of predefined keywords in an audio
stream. Typically, the VA’s microphone(s) capture the over-the-air audio stream.

Then, the VA performs audio pre-processing and KWS classification.

Physical Environment. When an audio signal is transmitted over-the-air, the
signal reflects off the room walls and the objects in the room. The received signal
at a microphone is the sum of the line-of-sight and reflected audio copies, known
as reverberations or echo, as shown in Fig. 2.1. The reverberation can be modeled
via a room impulse response (RIR) h(t), and the received signal is the convolution
of the transmitted audio and the RIR, r(t) = s(t) * h(t), where h(t) depends on the
speaker and microphone locations, the room dimensions, objects, and the materials
absorption factors. Hence, h(t) is unique per every room and speaker-microphone

setup.

Feature Extraction. The mel-frequency cepstrum coefficients (MFCC) are the
conventional features used for speech recognition tasks including ASR and KWS;
they reduce the dimensionality of an audio signal, r(t), to a 2D temporal-spectral
map. The MFCCs are computed as follows [49]: (1) divide r(t) into short time
frames (20-40ms); (2) compute the short-time Fourier transform (STFT) of these
frames; (3) map the STFT linear frequency scale to the mel-scale using a mel-spaced
tilterbank. The mel-scale approximates the human auditory system as it applies
more (fewer) filters in the low (high)-frequency range; (4) take the log of the
power; and (5) apply the discrete cosine transform (DCT). The MFCCs are the
coefficients of the resultant spectrum at each time frame.

Classification. The KWS task employs a multi-class model f(-) to classify an input
audio 7(t) as a label corresponding to the detected keyword, with the “unknown”
label for non-keyword speech. The model consists of three components: (1) ex-
tracting MFCC features from 7(t), (2) feeding the MFCCs to a deep neural network
(DNN), and (3) computing an average score of the individual frames’ posterior
scores to report the keyword score. Earlier research on KWS considered DNN
architectures which treated MFCCs as 2D features [50, 51].

Choi et al. [52] were the first to treat the MFCCs as a 1D time signal, where

the frequency coefficients are the input channels. They proposed TC-ResNet, a
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temporal convolution residual network architecture. The 1D temporal convolution
reduces the feature map size and has a large receptive field since the filter covers
the whole range of frequencies (channels). It achieves better performance at a
smaller number of parameters and computations, hence, lower latency. We utilize
these architectures in the design of EKOS.

2.3 Background on KWS Misactivations

The KWS performance is crucial for the VA’s user experience [4]. A near-optimal
true-positive rate is essential for the device’s responsiveness and utility. On the
other hand, a KWS misactivation compromises the user’s privacy and the VA’s
integrity. A misactivation takes place when the VA is activated by an unauthorized
command, i.e., a sound that is not the correct keyword. In this chapter, we consider
two types of misactivations: accidental and adversarial activations.

Accidental Activations

An accidental activation happens when the KWS model mistakenly interprets a sound
that is not the keyword as a positive activation, i.e., a false-positive detection. In
such a case, the VA inadvertently records the user’s private conversations and sends
them to the cloud for transcription and execution.

The privacy threats stemming from having an always listening microphone in
private spaces have been extensively studied [53, 54, 55, 56, 57, 58, 5]. Recently,
two studies [48, 37] performed a comprehensive analysis of the accidental acti-
vation triggers on a variety of VA devices and keywords. They use TV shows,
newscasts, and speech datasets to locate phrases that accidentally trigger each VA.
Dubois et al. [48] observed 0.95 misactivations per hour, where they identified
some activations lasting for at least 10 seconds. Likewise, Schonherr et al. [37]
located hundreds of accidental activations in the evaluated media. They observe
that the cloud-based KWS verification model reduces the number of local misacti-
vations. Yet, more than half of the evaluated triggers still incorrectly activate the
cloud’s model. Moreover, they created a dataset of more than 1000 English n-gram
phrases that are phonetically similar to the commercial keywords; these phrases
are likely to cause misactivations. Both studies noted that the VA’s operation is

non-deterministic; it is hard to predict when a device may be accidentally activated.
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Adversarial Activations

As far as their integrity? is concerned, KWS models are vulnerable to inference
time adversarial examples [60, 61], where an adversary constructs imperceptible
commands hidden in a non-suspicious audio utterance, such as music or a YouTube
video, to wake up and interact with the VA [42, 41, 62].

Given an audio signal r(t), and a KWS model F(-), the attacker’s objective is to
find a small perturbation §, such that F(r(t) +8) =y, where y is the target keyword
that triggers the VA. We refer to this attack as an adversarial activation.

Adversarial Examples on Audio. Carlini and Wagner [63] constructed a targeted
white-box attack on the neural ASR system, Deep Speech. The attack is digital; i.e.,
it does not consider a physical channel and assumes the audio stream is directly

fed to the model. The attack optimizes this objective:
min £(F(s+90), y) + & |0l s-t. ||l <€, (2.1)

where s is the input to the neural network f(-), 8 is the perturbation, y is the target la-
bel, { is the loss function, € is the attack budget which bounds the maximum added
perturbation, and « is a hyperparameter; the adversarial example is s’(t) = s(t) + 9.
The authors choose { to be the CTC (Connectionist temporal classification) loss
and use the max-norm (|| - ||) which has the effect of adding a small perturbation
consistently throughout the utterance samples. This attack, however, is against
ASR, not KWS; both ASR and KWS have similar preprocessing pipelines involving
MEFCCs, but the task solved by each model is different.

The adversarial example s’(t) constructed with Eqn. 2.1 is neither completely
imperceptible nor effective over-the-air. The former requires that s’(t) sounds
very similar to s(t) to a human listener. The latter requires that F(s’(t) *x h) =y
for any h, where h is the physical environment room impulse response (RIR)
(Sec. 2.2). Following this initial attack, recent works have focused on solving these

two challenges.

Imperceptibility. Schonherr et al. [62] examine a different bound on the pertur-

bation that better addresses the human auditory system perception. They propose

2We note that integrity is not the only property adversaries may target. Attackers also jeopardize
the availability of the ML system, as shown in recent work on the presence of adversarial music [43]
or Sponge Examples [59].
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psychoacoustic masking, as in MP3 encoding, to hide the perturbations around
the original speech frequency components, where they are barely perceptible to
humans. However, their attack assumed a perfect channel; i.e., it is not robust

over-the-air.

Over-the-air Robustness. Adversarial examples are not robust in the physical
world when the input signal is subject to environmental variations (transformations)—
as initially observed in vision [64]. The adversary can adapt by considering the
distribution of possible transformations, and optimizing the perturbation over the
Expectation over Transformation (EoI') [64], such that the resulting perturbation
transfers across these transformations on average. Qin et al. [42] and Schonherr

et al. [62] apply EoT to the acoustic domain to capture room reverberation. They
convolve the audio signal with RIR:

min E [((F((s+8)*h), Yl + a-||5]l, st. [I5], < e, (2.2)

h~3C

where J{ is the RIR distribution of the possible room dimensions, and speaker and

microphone locations.

2.4 System and Threat Models

System Model. We assume the VA to exist in an environment that contains a set
of trusted devices, such as smartphones, computers, and tablets. Each device has at
least one microphone, a network interface, and computing capabilities. We believe
these assumptions are realistic about the households or spaces with a VA. As in
any realistic setting, these devices are randomly located within the environment,
experiencing random acoustic channels, and have inherent hardware variations, as
shown in the setup at Fig. 2.1 (left). The user deploys EKOS by installing an app
on their microphone-equipped devices. The app runs in the background, reads

the microphone, performs KWS, and communicates with the VA.

Threat Model. We consider two independent threat vectors that result from false
VA activations due to the KWS model’s imperfections. Both vectors are different in
the adversary definition, attack implementation, and the subsequent privacy and

security violations. We do not suggest that the same adversary can execute both
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threat vectors; yet, both threats are enabled by the same vulnerability: a false VA
activation.

The first threat vector covers a remote and passive adversary with access to the
VA’s recordings once they are uploaded to the cloud. Because of imperfections
of KWS models, the VA can be accidentally triggered, causing it to record conver-
sations not intended as commands. Although the cloud has access to the users’
legitimate commands, accidental activation poses real privacy threat [37, 4]. Under
a legitimate activation, the user is aware that their commands will be recorded
and uploaded to the cloud. Detecting the legitimate keyword forms an implicit
consent to be recorded. However, in the case of accidental activation, the recorded
conversations are private; the users are unaware and did not approve the record-
ing. The privacy concerns stem from the content of the private conversation, the
context, and the background noise. Under this setting, the user’s privacy can be
compromised in different ways: (1) the cloud uses these recordings to train ML
models [65, 66], these models can memorize the training data [67]; (2) an adver-
sary compromises the cloud servers and leaks such conversations [68, 69, 70]; or (3)
third-party transcription contractors or law enforcement agencies can potentially
have access to the private recordings [71, 72, 73].

The second threat vector covers a remote and active adversary who activates the
VA with imperceptible perturbations hidden in a non-suspicious audio utterance,
e.g., music. This adversary can remotely trick the user into playing audio from
a TV, YouTube, or SoundCloud, which embeds the imperceptible perturbation —
scaling the attack to many users. Prior research has demonstrated the feasibility of
generating adversarial samples in the form of inconspicuous background music [43,
41]. Once the VA is activated, the adversary can push commands to activate
malicious skills or interact with physical devices in the user’s environment. Such
adversarial activation puts the device’s integrity and user’s security at risk given
the numerous services and appliances connected to the VA (e.g., garage door, bank
accounts). We consider a white-box attacker who has access to the KWS model
parameters as well as EKOS'’s setup internals. This adversary can launch adaptive
attacks in an attempt to circumvent EKOS. Note that the adversary has no physical
access to the VA; otherwise, the adversary can interact with the device using their
own voice without the need to launch adversarial perturbations.

Threat vectors that directly attack the microphone interface, such as ultrasound
[74, 75] and laser attacks [76], are outside the scope of this chapter as they are not
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based on false activations of the VA. Our work is orthogonal and can compose well
with approaches to defeat these other threats [77, 78]. In Sec. 2.9, we discuss how
EKOS can address these threats.

2.5 EKOS: Ensemble for KeywOrd Spotting
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Figure 2.1: EKOS Overview. Left: High-level operation. Right: Details of the
signal processing pipeline at the device. Step (1) is the spoken speech signal,
step (2) is the received signal after experiencing the acoustic channel, step (3)
is applying a random feature slicing filter, step (4) is passing the filtered signal
through a randomly chosen architecture, step (5) refers to sending the decisions
from individual devices to the VA, and step (6) is the final ensemble output of a
majority vote.

High-level Overview

EKOS comprises two components: a machine learning-based component (en-
semble learning) to improve the robustness of the KWS task against accidental
activations, and a signal processing-based component (feature slicing) to handle
adversarial examples against KWS.

Fig. 2.1 illustrates the high-level operation (left) and the processing pipeline
of EKOS (right) at each device. EKOS deploys diverse keyword spotting models
on a set of commodity devices, such as smartphones, smart TVs, laptops, and
edge devices, and combines their decisions to improve the overall classification
performance, a technique known as ensemble learning. EKOS views the output of
each model as an independent random variable (vote) specifying the identified
keyword from the input audio. All devices run a lightweight webserver and are
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connected to the same wireless network. The ensemble integration happens as
follows: (1) the main VA (server) listens continuously; it initiates the KWS vote
collection from the other devices (clients) upon detecting a keyword; (2) the main
VA issues parallel requests to the client devices and waits for their response; (3)
each client device buffers its microphone signal and waits for an inference request;
(4) upon receiving one, it runs its KWS model and returns the predicted hard
label; and (5) the main VA outputs the final prediction through a majority vote

mechanism.

Accidental Activations. A key point to harvest the gain of ensemble learning is
to ensure (as much as possible) that the models’ errors are uncorrelated [79, 80]; a
voting mechanism in such a case would reduce the false positive rate responsible
for accidental activations. EKOS satisfies this condition by introducing different
levels of diversity at the model design and the received input signal.

EKOS processes speech samples using a set of | KWS models. We introduce
diversity into the models decisions by selecting different architectures and hyper-
parameters for each model (Sec. 2.5). EKOS allows this KWS ensemble to be either
centralized in the VA or distributed over a set of N smart devices existing in the
environment. These devices experience different acoustic propagation channels
and have inherent hardware diversity. Hence, they capture uncorrelated samples
of the audio stream [81].

Adversarial Examples. In its second component, EKOS leverages diversity from
the feature space and the environment to increase the cost of generating adversar-
ial examples against KWS. EKOS decomposes the speech spectrum into a set of
possibly overlapping spectrum slices (feature slicing in Sec. 2.5). Because of the
nature of the speech signal, the spectrum slices contain harmonics that encode
replicas of the speech content. These frequency components, however, undergo
different transformations as they travel across the physical channel. As a result,
each spectrum slice is useful in identifying keywords found in speech but requires
the adversary to inject a perturbation specific to this spectrum slice.

Ensemble devices behave independently at run-time; each device chooses a
subset of spectrum slices at random. Then, it passes the slice into a randomly
chosen architecture (randomized ensemble in Sec. 2.5). Each model assigns the
slice with a classified keyword and relays its label to the VA.
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The robustness in this approach arises from three insights related to the classifi-
cation of audio signals. First, the channels are spatially independent; the adversary
has to account for more transformations in generating the adversarial examples.
As specified in Sec. 2.3, an adversary uses the expectation over transformation
technique to generate adversarial examples that are adaptive to this defense, where
each transformation represents a simulated channel. Having a set of simultane-
ous independent channels constrains the attacker’s optimization problem further;
the result is a less optimal (larger) perturbation (Sec. 2.7). Second, adversarial
examples in the audio domain have poor transferability properties; an adversarial
example optimized for a slice-architecture combination does not transfer easily
to other combinations. This insight is supported by previous results about the
transferability of audio adversarial examples [82], as well as our results presented
later in Sec. 2.6 and Fig. 7.3. Third, EKOS chooses the slices and architectures
randomly at run-time, which forces the adversary to cover more slice-architecture
combinations to ensure a sufficiently large probability of attack success. In the
following, we discuss EKOS'’s feature slicing and randomized ensemble.

Feature Slicing

The feature slicing in EKOS applies bandpass filters to the speech spectrogram
to select frequency slices. EKOS leverages a key property of audio signals: they
carry replicated information across the different frequency bands. This informa-
tion content, however, is not uniform; bands in lower frequencies contain more
information than bands in the higher frequency range. This insight forms the
basis for the MFCCs, which perform non-linear mel-scaling of bands as inspired
by the human auditory system [49]. In EKOS, we follow a similar methodology;
we define six bandpass filters, three at the lower end of the spectrum spanning
the bands: (1)-[0Hz, 750Hz], (2)-[700Hz, 1700Hz], (3)-[1650Hz, 2900Hz], and an-
other three at the higher end of the spectrum: (4)-[2850Hz, 4350Hz], (5)-[4300Hz,
6050Hz], (6)-[6000Hz, 8000Hz]. Notice that the bandwidth of the filters increases
linearly from 750Hz to 2000Hz with 250Hz increments. These bandpass filters are
the building blocks of the feature slicing filters.

The design of these filters involves two tradeoffs between natural and adversar-
ial robustness. The first tradeoff is the width of the filter. A set of narrow filters

force the attacker to add the perturbation in more concentrated frequency regions,
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making it harder to hide imperceptible perturbations [42] — at the cost of reduced
natural accuracy. The bandwidth has to be wide to capture more content of the
speech signal.

The second tradeoff concerns the overlap between the filters. If filters overlap
to the extent that they all share a common frequency band, the attacker’s strategy
would be to target this single shared band, resulting in a single perturbation that
transfers across all the filters; the attacker’s optimization function resolves to a
single objective as in Eqn. 2.3. On the other hand, if the filters have no overlap, the
number of possible filters will be limited. Moreover, the attacker can target such
mutually exclusive bands separately, where the final perturbation is the sum of
the individual perturbations. Hence, it leads to less robustness and randomness in
the EKOS ensemble.

As such, we design the set of filters G such that each feature slicing filter g € G
includes two bandpass filters, one chosen from the set of lower bands (filters 1, 2,
and 3) and the other chosen from the set of higher bands (filters 4, 5, and 6). This
design results in G comprising nine combinations {(1,4), (1,5), (1,6), (2,4), (2,5),
(2,6),(3,4),(3,5),(3,6)}. Any single band is repeated only three times across the
filters set G. Hence, g = wlsy, ei] + W[sy, en], where w is a rectangular window
function, sy, e, are the low-frequency window start and end frequencies, and same
for sp, ey for the high-frequency window. This design balances the amount of
information passed by each slicing filter and intentionally adds overlap between
the filters without sharing any single band among all of them. We show later
(Sec. 2.7) that the designed filters preserve the model’s natural accuracy and
provide feature space diversity such that their ensemble accuracy approximates
the baseline accuracy.

Runtime Ensemble

In an environment with N devices, the user’s speech signal s(t) travels over a set
of channels h;(t); each device d; receives a signal ;(t) = s(t) % hi(t). A device d;
has access to the set of G filters as defined in Sec. 2.5 and a set F = {F.| 1 < k < K}
of architectures, where K is the number of baseline KWS architectures. We refer to
Fj x as the architecture Fy trained after applying filter g;. Each device can run one
or a subset of KWS models simultaneously based on its processing capabilities, the

availability of other devices, and the user’s preferred level of privacy and utility
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(Sec. 2.9). The device chooses randomly a subset G; C G frequency filters. It
applies each g;; € G to 1; resulting in a set of signals 1y ;(t) = ri(t) * gy ,;(t). Then,
the device assigns each 7 ;(t) a random architecture Fy, € J; each model outputs
fi; = Fjx(r1;(t)), where f; ; indicates the output class (keyword). Each device d;
sends the set {f; ;|1 < j < |G;l} to the VA for the final decision. The VA receives a
set of 1 decisions from all the devices, such that L = 3" I |G/. It performs majority
voting by choosing the class with the highest number of votes.

We exhaustively searched through the models trained over slice-architecture
combinations to ensure adversarial examples have low transferability. Fig. 7.3, in
the Appendix, shows that these models exhibit poor transferability. We conjecture
that reducing the overlap between the filters in G contributes to this observa-
tion. This poor transferability is an important property for EKOS’s robustness, as
discussed in Sec. 2.5.

An adaptive attack can target the ensemble models simultaneously [47, 46]
given a higher perturbation budget. Thus, we introduce inference time randomiza-
tion to EKOS’s operation: we randomize the slice-architecture combination. Ateach
T; interval, each device i randomly selects a frequency filter subset G; C G and as-
signs each filter g;; € G; a random architecture F, € JF, where T; is independently
set by each device. Hence, the slice-architecture combinations independently and
randomly change every T;.

Finally, EKOS design is flexible and can be optimized towards a customized
utility-robustness level. The user has the option not to apply the feature slicing prior
to the ensemble. In such a case, EKOS does not apply the randomized feature and
architecture selection. It just passes the received signal at each device to a model
F; and aggregates the decisions at the VA. This mode improves the KWS accuracy
against accidental activations but not against adversarial activations. Moreover,
the user sets EKOS’ hyperparameters, such as N, 1, K, and |G;|, to optimize the

computational overhead (Sec. 2.9).

Robustness Properties

The robustness of EKOS arises from the increase in the attacker’s cost. The original

attack requires optimizing over a single constraint to force a label y, such that:

min/[oflp, s.t. h~Eﬂ{ [F((s(t)+0)xh(t) xg(t))] =y, (2.3)
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where h ~ H is a random variable describing the channel between the speaker and
possible devices.

Introducing the ensemble of slice-architecture combinations, and assuming
the attacker knows the chosen slices and architectures, the attacker’s optimization
objective comprises multiple constraints. Without loss of generality, assume that
each device d; runs a single model F;x for a specific filter g;;. The attacker’s
objective can be represented as:

min ||5]|,, s.t.

<hE [Fjx ((s(t) +8) * ho(t) * go;(t))] =y

o~

(2.4)

A E[Fk ((s(t) +8) s hyja(t) * gr;(t)] = U)-
Ty p~3€

Because of majority voting, the attacker has to satisfy a set of 1/2 + 1 constraints
to control the ensemble output. Intuitively, this optimization problem is more
constrained and will result in a larger perturbation compared to the less constrained
problem of one slice-architecture combination. This property, however, only holds
when gradients of the constraints are linearly independent. Otherwise, the same
perturbation may be able to force models trained on two or more spectrum slices
to misclassify when these models” gradients are linearly dependent. In EKOS, we
encourage gradients to be linearly independent with diverse architectures and by
designing the filters to have little overlap (Sec. 2.5).

EKOS randomizes the slice-architecture selections at run-time to increase the
cost of the attack. Given a set of M possible channel-slice-architecture combina-
tions, the adversary has to attack the M combinations simultaneously to overcome
the randomized ensemble and guarantee attack success, provided that poor trans-
ferability properties hold. This introduces a tradeoff between the attack success
and the perturbation size. The attack success increases when the attacker covers
more channel-slice-architecture combinations at the cost of constraining the opti-
mization problem further. We evaluate the effect of inference time randomness on
the attack in Fig. 2.5.



24

2.6 EKOS Evaluation

We evaluate EKOS in two scenarios: through (1) end-to-end open-source (white-
box) models (Sec. 2.7) in a simulated environment and a physical over-the-air
environment, and using (2) black-box commercial VAs (Sec. 2.8). We design the

evaluation in each scenario to answer these questions:

Q1: Does EKOS reduce the accidental activation instances? — Sec. 2.7, 2.8.

Q2: Does EKOS increase the cost of generating an adaptive adversarial activation
attack? — Sec. 2.7, 2.8.

Q3: What is the performance overhead of EKOS in terms of natural accuracy and
latency? — Sec. 2.7, 2.7.

2.7 Open-Source Models

We implement EKOS on open-source models and datasets.

Experimental Setup

Keyword Spotting. We use Google’s Speech Commands dataset [83] for training
and testing KWS models. The dataset consists of approximately 65,000 one-second
long utterances of 30 short words, from thousands of different speakers. Similar
to prior work, we select 12 labels: {yes, no, up, down, left, right, on, off, stop, go,
silence, unknown} [51, 52]. We split the data into: 80% training, 10% validation,
and 10% testing (3081 samples). We use Choi et al.’s implementation of the dense
(DS-CNN), 1D temporal ResNet (TC-ResNet), and 2D ResNet (TC-ResNet2D)

models [52], which achieve the highest accuracy with a reduced inference time.

Simulated Environment. We simulate the over-the-air channel using Pyrooma-
coustics [84] python package®. This package implements the image-source model [85]
to calculate the acoustic reverberation and generate the room impulse response
(RIR). We generate 1000 unique RIR samples where the room dimensions, speaker,

Shttps://github.com/LCAV/pyroomacoustics


https://github.com/LCAV/pyroomacoustics
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and microphones locations are drawn uniformly at random. During audio pre-
processing, we apply background noise, RIR convolution, and random shift to the

speech samples to approximate real-world scenarios.

Over-the-air Environment. In the physical setup, we evaluate EKOS on a set
of commodity devices with varying background noise. We deploy EKOS on six
devices (D1-D6): a MacBook Pro laptop, an iPad tablet, a Dell PC with a high-
quality directional microphone (Blue Snowball)?, a Dell laptop, a Google Pixel XL
phone, and a Google Pixel 2 XL phone. The devices are distributed in a lab space
(14.2x7x3.8m). All devices run a lightweight webserver and are connected to the
same wireless network. The PC is the main VA (server): it requests and aggregates
votes from other devices (clients).

We use two Echo Dot devices as Bluetooth speakers; the first plays the keywords
and the second plays background noise at half the volume. We evaluate four
background scenarios: (1) noise naturally found in the lab, including a humming
AC, keyboard typing, and mouse click sounds; (2) popular English songs (music
& speech); (3) Google Commands dataset noise files that include doing the dishes,

biking, running water, miaowing, white and pink noise; and (4) classical music’.

Attack against a single model. We build on Qin et al.’s implementation® [42] for
imperceptible and over-the-air robust adversarial examples on ASR (Sec. 2.3). Note
that this attack is robust only on simulated environments. In contrast with ASR,
which involves sequence-to-sequence modeling, KWS is a single word classification
task. Thus, we simply apply the cross-entropy loss (instead of the CTC loss) with
a regularizer for either robustness or imperceptibility.

Attack against an ensemble. Alongside attacks on individual models, we evalu-
ate an adaptive attacker. We consider the strongest possible threat model, where
an adversary has full access to the ensemble details. This adversary targets EKOS
ensemble as a whole: it calculates the overall loss by summing the predicted logits
(i-e., the scores assigned to each class) across the ensemble models on the input to
be attacked. Then, the attack is optimized directly on this combined loss.

“https://www.bluemic.com/en-us/products/snowball/
Shttps://www.youtube.com/watch?v=y1dbbrfekAM
®https://github.com/tensorflow/cleverhans/tree/master/examples/adversarial _asr


https://www.bluemic.com/en-us/products/snowball/
https://www.youtube.com/watch?v=y1dbbrfekAM
https://github.com/tensorflow/cleverhans/tree/master/examples/adversarial_asr
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Architecture BL 1=1 1=3 1=4 1=5

DS-CNN-M 94.61 82.53 +1.63 8431 +1 83.95+£0.85 84.12+0.81
TC-ResNet1l4 9643 91.74+19 9371+134 9343+1.12 94.13+0.97
TC-ResNet2D8 96.85 84.64 +1.74 8627 £0.54 86.51+0.87 8697 +0.5
TC-ResNet8 96.50 9299 +1.19 9385+0.74 9457+0.71 94.52+0.43

Random Arch. - - 95.131 £ 0.81 94.606 + 0.67 95.141 £ 0.93

Table 2.1: Accidental activation accuracy (%) (meanzstd) of an ensemble (of size
1) in a simulated environment without enabling feature slicing.

Accidental Activation Evaluation

First, we evaluate EKOS’s performance against accidental activations and compare
it to the baseline (single KWS model) performance. Therefore, we exclude the

feature slicing component from EKOS’s pipeline in this experiment.

Simulated Evaluation. We evaluate an ensemble of 1 models, where each model
experiences a unique channel (RIR). We evaluate two scenarios: (1) the same
architecture is deployed on all 1l models, and (2) each model independently selects
an architecture at random with replacement. We run the evaluation 20 times to
account for randomness.

Table 2.1 shows the mean and standard deviation accuracy at 1 = 1, i.e, a
single device, and at an ensemble of size | = 3,4, 5, versus the unrealistic baseline
(BL) accuracy when the audio is directly fed to the model (digitally rather than
physically). An ensemble of size 3 outperforms the single device for all architec-
tures. There are diminishing returns for ensembles with more than three models.
Random architecture selection also outperforms individual architectures. We thus
confirm that an ensemble of diverse architectures and audio channels enhances
the natural accuracy of any single model.

Note that Google Commands is a multi-class and balanced dataset with 12
classes. Classifying each keyword with high accuracy means fewer errors, hence,
lower accidental (erroneous) activations. Thus, the classification accuracy on such

a dataset is an indication of robustness to accidental activations.

Over-the-air Evaluation. We play the same 3081 test samples over the air and
record the six devices” microphones. We feed these samples to the four KWS
architectures. Fig. 2.2 shows individual devices (D1-D6) mean accuracy and
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Figure 2.2: Over-the-air accuracy (mean and std) of EKOS against accidental
activation for different background noises, ensemble size (1), and architecture
selection. EKOS outperforms individual devices (D1-D6) under all scenarios.

standard deviation across architectures and background noise. Devices closer to
the speaker (D1, D4) achieve higher accuracy than other devices (D2, D5, D6) for
all noise types since they experience a higher signal-to-noise ratio (SNR). D3 also
performs well since it utilizes a directional microphone.

Next, we randomly combine the six devices in an ensemble of size 1l = 3,5,7.
Each model in 1 selects its architecture independently at random with replacement.
We repeat the evaluation ten times to account for architecture and device selection
randomness. Fig. 2.2 shows that EKOS outperforms all the individual devices under
all background scenarios. Hence, the physical evaluation matches the simulated
evaluation and validates EKOS’ robustness against accidental activations.

Adversarial Activation Evaluation
Second, we evaluate EKOS’s performance against adversarial activations: we now

include the feature slicing component.

Simulated Evaluation. Before we evaluate the robustness benefits of feature

slicing, we ensure that our pipeline maintains its natural accuracy. Fig. 2.3 shows
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Figure 2.3: Natural mean accuracy (%) of EKOS with feature slicing (solid lines)
and filter cutoff shift (dotted lines) at different architectures and ensemble sizes.
The feature slices and cutoff shift are randomly selected at run-time.

the performance of EKOS at different architectures and ensemble size, with two
levels of inference time randomness; (1) random filters selection from the set G,
and (2) random filter cutoffs shift at run time. We apply random shifts drawn
uniformly from the range +200Hz to the 4 cutoff parameters (s, 1, Sh, en).

First, when applying random feature slicing, an ensemble of only | = 5 improves
the individual models” accuracy by an average of 6%—corresponding to 50%
error rate reduction, at all architectures. Hence, the | = 5 ensemble accuracy
approximates the models” accuracy in Table 2.1, where no feature slicing is applied.
Second, when the +200Hz random cutoff shift is applied, it deteriorates the models’
accuracy. Still, the ensemble accuracy increases with the ensemble size.

Next, we evaluate EKOS against an adaptive white-box attacker. We compare
the performance of Projected Gradient Descent (PGD), PGD with frequency mask-
ing, and PGD with 20 RIRs attacks. The adaptive attack is performed over an
ensemble of sizes 1, 3, and 5, repeated five times for each ensemble size. All attacks
use 100 iterations to accurately approximate the shortest distance to the decision
boundary.

Fig. 2.4 plots the false activation rate on adversarial examples as a function of
the attack budget, with standard deviation computed over different keywords. The
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Figure 2.4: False activation rate (%) of EKOS against 5 randomly selected ensembles
of sizes | = 1,3,5 along-with a TCResNet8 baseline model under adversarial
examples generated by: (a) PGD, (b) PGD with frequency mask, and (c) PGD
with RIR attacks.

baseline shows TCResNet8 model trained on all the spectrum; we select TCResNet8
as it shows the highest robustness among the baseline architectures. The figures
show that as the ensemble size increases, the adversary is unable to maintain the
same attack performance compared to the baseline; i.e., the adversary needs a
higher perturbation budget to reach a specific false activation rate. At higher attack
budget, the perturbation power increases which leads to higher attack perceptibility.
Therefore, EKOS increases the cost the adversary faces.

Most interestingly, we find that EKOS makes it hard to launch frequency mask-
ing attack efficiently (Fig. 2.4b). The mask constraint is no longer satisfied as
frequency peaks are not necessarily used by individual models due to feature slic-
ing. The PGD with frequency masking attack on EKOS is effectively relaxed to the
less constrained PGD attack in Fig. 2.4a. For PGD with RIR attack, Fig. 2.4c shows
a lower false activation rate, w.r.t. Fig. 2.4a and 2.4b, at the low attack budget due
to RIR randomness. Note that PGD with RIR optimizes the perturbation over an
EoT of the RIR transform (Eqn. 2.3); the perturbation is not guaranteed to succeed
at run-time.

Fig. 7.2, in the Appendix, similarly shows the performance of the attacks in the
presence of a random filter cutoff shift of £200Hz. The models exhibit behavior
similar to Fig. 2.4 and cause an increased complexity for the attacker despite its
relatively lower natural accuracy. Although hard to formally capture with the adap-
tive white-box attack evaluation, randomized filter cutoff introduces additional
uncertainty for the attacker. Finally, we show in Fig. 7.1 that the attack results in

an increase in the perturbation power received by individual models compared to
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Attack D1 D2 D3 D4 D5 1=5

PGD 33.78 28.67 39.0 3433 33.33 46.89
PGD_RIR 3722 36.44 4889 41.11 340 54.33

Table 2.2: Over-the-air adversarial accuracy (%) of individual device and EKOS at
1 = 5 against PGD and PGD with RIR attacks, 90 examples each.

the baseline.

Over-the-air Evaluation. We generate 90 adversarial examples from each of the
PGD and PGD with RIR adaptive attacks against an ensemble of size | = 5. We
play the adversarial examples over the air and capture the recordings from the
commodity devices. We evaluate adversarial examples in a white-box setting,
i.e., against the same exact models and feature filters that were used to generate
them. However, the device-model assignment is done randomly. Thus, we repeat
the evaluation ten times. Table 2.2 presents the average adversarial accuracy and
confirms that EKOS’” ensemble outperforms the individual devices against both
attacks.

Next, we evaluate the attack against a randomized run of EKOS; i.e. the feature
filters and KWS architectures are selected independently at random. The evaluation
is repeated ten times. Fig. 2.5 shows the accuracy (mean and standard deviation)
of individual devices and of EKOS’s ensemble at size | = 3,5, 7 for the adversarial
examples and their benign samples as well. It is clear that all the devices” accuracy
is higher than their values in Table 2.2 due to the randomized run.

We observe from Fig. 2.5 that EKOS’s ensemble outperforms individual devices
on benign and adversarial samples. Although we perform feature slicing in this
experiment, accuracy on benign samples matches that of EKOS without feature
slicing (Fig. 2.2), especially at 1 > 3. This is consistent with our findings from the
simulated setup (Fig. 2.3); the ensemble gain compensates for the accuracy drop
due to feature slicing.

Although adversarial examples are successful in the simulated setup (the
model’s accuracy is 0), they do not always succeed over the air (accuracy > 0 in
Table 2.2 and Fig. 2.5). Moreover, while the PGD with RIR attack takes the acoustic
channel into consideration, its attack success rate (1-accuracy) is not always higher
than the PGD attack (without RIR). We attribute these observations to multiple
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Figure 2.5: Over-the-air accuracy (mean and std) of EKOS under PGD and PGD-
RIR attacks and their benign samples with random slicing filter and architecture
selection.

factors: (1) the RIR simulation is only an approximation of the physical acoustic
channel; (2) there are other physical transformations not taken into account, such
as the microphone’s non-linearity and noise; and (3) the expectation over RIR
optimization does not guarantee a successful perturbation across all RIR transforms
(all devices and environments). These observations match the findings from Qin
et al. [42], where their adversarial examples were successful only in a simulated

environment.

System Integration Analysis

Finally, we assess EKOS’s deployment in terms of devices integration and end-to-
end latency. EKOS latency stems from two sources: (1) model inference and (2)
vote communication and aggregation. EKOS is not sensitive to device synchroniza-
tion errors since it combines votes, not signals. Since the ensemble models run
simultaneously and independently, the first source is dominated by the slowest
device-architecture pair. The latencies of EKOS’s architectures are available in prior
work [52] (Table 1 and 2) and range between 1.1ms and 10.1ms.” We measure the

’The inference time is measured on a Google Pixel 1 using the TensorFlow Lite Android
benchmark tool. The authors forced the model to be executed on a single core in order to emulate
the always-on nature of KWS.
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end-to-end latency AT by running an ensemble of size | = 10 on our set of devices;
some devices run more than one model simultaneously. The setup is as follows: D1
runs three models, D4 runs two models, D5 and D6 run a single TensorFlow-Lite
model each, and D3 (the main VA server) runs three models and aggregates the
votes.

We performed 100 inference requests, the average latency AT is 0.32s+0.25s;
the median, max, min are 0.21s, 1.53s, 0.20s, respectively. EKOS’s latency AT is
consistent with the latency window it takes the cloud KWS module to verify the

local activation and to perform “Echo Spatial Perception®”

to coordinate multiple
Echo devices in the same environment. Hence, EKOS’s latency does not degrade
the user experience. Moreover, EKOS latency does not increase linearly with the
number of devices; it is not accumulative. Thus, introducing more devices to EKOS

will not necessarily increase its latency unless the new device forms a critical path.

2.8 Commercial Voice Assistants

In this section, we extend our evaluations of EKOS to commercial VAs and their
keywords. This evaluation is challenging since we do not have access to their
dataset, and there is no API access to the local KWS engine. Moreover, since the
commercial models are not trained with feature slicing transformation, we cannot
evaluate EKOS end-to-end; it is only feasible to assess the physical environment
effect on accidental and adversarial activations. We do not apply any feature

transformation or pre-processing on the evaluated keywords.

Experimental Setup

Our setup comprises 5 Echo devices: 4 Echo Dot (3" Gen), and one Echo tower
(1°* Gen), distributed in a lab space (Fig. 2.6). The Bluetooth speaker is located
in the middle of the room, and the Echo devices are located at 0.7, 3, 3, 2.7, and
2.6m away from the speaker. We choose Amazon’s Echo devices because they can
be activated by four different keywords: {Alexa, Echo, Amazon, Computer}, hence,
enabling a comprehensive study. We automate the activation detection using a
digital photosensitive sensor attached to the device’s light rim. Once a device
detects the keyword, its rim light turns on, and the sensor captures the change in

8http://tiny.cc/aTtrvz
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Figure 2.6: Commercial (Amazon’s Echo) VAs setup of 4 Echo Dots, 1 Echo tower,
and a Bluetooth speaker.

light. The setup is controlled by a Raspberry Pi 4 Model B that plays the audio
sample on the Bluetooth speaker and records the Echo devices” activations via the
sensors’ output.

We run the experiment on the local (offline) and the local+cloud (online) KWS
models. Since the VAs operation is non-deterministic [37, 48], we repeat the offline

(online) experiment three (ten) times and report the average values.

Evaluation Dataset

Positive Samples. We generate two sets of positive samples for each of the four
keywords, namely Positive-TTS and Positive-Speech. In the first set, Positive-TTS,
we use text-to-speech APIs from Google, Amazon, and IBM to generate 77 samples
for each of the four keywords in different voices (while synthetic, the samples
sound natural to the ear).

We extract the second set, Positive-Speech, from conventional speech recognition
datasets — Librispeech, VCTK, Common Voice, TED-LIUM, and M-AILABS. We
search the transcriptions for the keywords. We use the Montreal Forced Aligner’ to
align the speech with its transcript and extract the keyword utterance. The Positive-
Speech set has 104, 138, 405 samples for Amazon, Echo, and Computer, respectively.
We found no samples for Alexa. Since these datasets were not manually validated,
we curate them by discarding samples that do not activate any of the five devices.

‘https://montreal-forced-aligner.readthedocs.io/en/latest/first_steps/example.
html
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Alexa Amazon Computer Echo
Devices Offline  Online Offline Online Offline Online Offline  Online

TP FA TP FA TP FA TP FA TP FA TP FA TP FA TP FA

EchoDotl 68 44 67 20 140 75 125 89 181 326 169 217 89 75 89 49
EchoDot2 60 31 61 14 120 48 115 39 208 136 180 86 79 23 77 36

EchoDot3 51 27 50 31 99 29 111 22 163 130 172 55 81 36 68 34
EchoDot4 57 22 49 3 86 6 65 4 93 71 8 54 62 30 50 11
Echo tower 59 44 66 18 92 37 95 50 189 156 167 202 72 69 70 54
Ensemble 61 21 63 9 113 23 110 22 174 128 163 75 8 31 77 24
Class Size Pos: 69 — Neg: 985 Pos: 147 — Neg: 808 Pos: 263 — Neg: 1738 Pos: 105 — Neg: 596

Table 2.3: Amazon Echo’s offline (local) and online (cloud) KWS performance at
different keywords. TP = true-positive, FA = false-activation. Pos: the positive
class sample size, and Neg: the accidental activation class sample size. The TP and
FA values that result in the highest accuracy per keyword are displayed in bold.

Negative Samples. Generally speaking, any speech utterance other than the
keyword is a negative sample. However, in this experiment, we focus on worst-case
samples with a high probability of incorrectly activating the device. Thus, the
false activation (FA) rates we report (e.g., in Table 2.3) are higher than expected
normal operation values. We extract the accidental activation dataset that Dubois
et al. [48] identified in TV shows. We also use Schonherr et al.’s crafted accidental
activation triggers [37]. This dataset consists of n-gram English phrases that are
phonetically close to the keyword. We use text-to-speech APIs to synthesize these

phrases in different voices, as done for Positive-TTS samples.

Adversarial Examples. We use the adversarial examples generated by Devil’s

Whisper attack [41] on Amazon Echo!?, which is an over-the-air robust attack.

Accidental Activation Analysis

Local Activation. We evaluate the local KWS model performance by disconnect-
ing the Echo devices from the Internet. When an utterance activates the local
model, the rim light turns red, and the device plays an error message. Table 2.3
shows the true-positive (TP) and false-activation (FA) counts along with their
class sizes for the individual devices and their ensemble. The ensemble decision is

a majority vote; i.e., it is activated when at least 3 out of 5 devices are activated.

https://github.com/RiskySignal/Devil-Whisper-Attack/tree/master/AEs
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Alexa Amazon Computer Echo
Devices Offline Online Offline Online Offline Online Offline Online
Acc F1 Acc F1 Acc F1 Acc F1 Acc F1 Acc F1 Acc F1 Acc F1

EchoDotl 9573 75.15 97.92 86.05 9145 7742 8836 69.17 79.63 47.03 84.46 5244 87.07 66.12 90.83 73.55
EchoDot2 9620 75.00 97.97 85.10 9211 76.06 92.6 76.46 90.44 68.48 9153 67.94 93.06 76.56 90.8 70.56
EchoDot3 9570 69.24 9533 67.24 9197 7209 93.97 79.31 88.51 58.63 92.70 70.10 91.39 7268 89.86 6572
EchoDot4 96.77 77.15 97.84 81.10 9298 7202 91.04 60.14 8797 4359 8837 4207 89.63 63.04 90.67 60.55
Echo tower 94.88 68.68 97.92 85.75 90.33 66.57 89.32 65.00 88.51 6216 85.12 53.09 854 58.68 8735 61.42

Ensemble  97.19 80.40 98.57 89.32 94.03 79.85 938 78.65 89.16 61.54 9123 64.96 9249 7594 9257 74.8
Class Size Pos: 69 — Neg: 985 Pos: 147 — Neg: 808 Pos: 263 — Neg: 1738 Pos: 105 — Neg: 596

Table 2.4: Amazon Echo’s offline (local) and online (cloud) KWS performance at
different keywords in terms of the accuracy and F1 scores (%). Pos: the positive
class sample size, and Neg: the accidental activation class sample size. The highest
Acc and F1 scores per keyword are displayed in bold.

The devices closer to the speaker such as Echo Dotl, the closest device to the
speaker, have high TP values and also high FA for all keywords, and vise versa such
as Echo Dot4. Hence, the user’s experience and privacy are at odds with respect to
the device’s proximity to the user. On the other hand, the majority vote ensemble
has a lower number of misactivations (FA) than most of the devices. Table 2.4
shows the accuracy and F1 scores of the individual devices and their ensemble.
The ensemble accuracy and F1 are higher than the five devices at all keywords
except Computer. For the keyword Echo: The ensemble accuracy is very close to
Echo Dot2 and is higher than the other four devices. Hence, EKOS’s ensemble
achieves the two-fold objective: it protects the user’s privacy with fewer FA without
sacrificing the utility.

Cloud-based Activation. We reconnect the devices to the Internet to evaluate
cloud KWS on both authorized and unauthorized samples. Table 2.3 shows that
the numbers of FA are significantly lower than the local KWS model for almost
all devices and keywords. Local activations not confirmed by the cloud model
are transcribed on the voice history page with “Audio was not intended for Alexa.”
Although the cloud KWS verification enhances the user experience by limiting un-
wanted and unexpected interactions with the user, it does not necessarily mitigate
the privacy concerns: private conversations are still being sent to the cloud.

To quantify the privacy leakage, we analyze the misactivations duration, i.e., the
time during which the rim light stays on. Fig. 2.7 shows the duration distribution
per keyword. We find that the duration is concentrated from 1.6s to 10s with

6.33s median and 5.75s mean, with some samples reaching up to 86s. Hence, the
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Figure 2.7: Duration (seconds) of Cloud-based Misactivations of Echo VAs per
Keyword.

misactivations are long enough to leak private conversations. The FA rate and the
misactivation duration quantify the magnitude of privacy leakage.

We believe that our experiment could capture some worst-case misactivation
durations, as compared to prior research [48]; the devices are distributed in a large
room with uncontrolled background noise, unlike prior work [48] that places the
VAs and the speaker in a small isolated cabinet.

The cloud TP values, however, are in the same range as the local KWS model.
This observation is unsurprising since the positive activation is mainly controlled
by the local model; the cloud model only confirms or discards the local activation.
In other words, the false-negative (misdetection) rate, (FNR = 1 — TPR), cannot be
improved by the cloud model, which explains why the local KWS model’s design
favors TPR rather than FPR. We attribute the small differences in the TP values
between local and cloud models to the non-deterministic behavior of VAs and the
uncontrolled environmental variations in the lab, such as background noise.

Finally, similar to the local model, EKOS’ ensemble outperforms the individual
devices; it has a lower FA and a higher TP. Table 2.4 also shows that the ensemble
accuracy and F1 scores are superior to most of the devices. Hence, the KWS
ensemble is a practical solution that can enhance commercial VAs performance

and preserve the user’s privacy.
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Adversarial Examples on Commercial VAs

We play Devil’'s Whisper 2 adversarial examples on the keyword Echo, which
reports a 0.5 adversarial success rate (SR) in their original setup. Their adversarial
SR on our setup (Fig. 2.6) is 0.7, 0, 0, 0, and 0.1 on the individual devices, and
SR= 0 on the ensemble. We relocate the devices such that they are at a Im distance
from the speaker; the SR increases to 0.6, 0.7, 0.15, 0, and 0.9, respectively, and
the ensemble SR= 0.45. Hence, the ensemble vote could reduce the adversarial
activations as well, even without feature slicing and architecture diversity, in a
non-adaptive attack setting.

2.9 Discussion

In the following, we discuss the tradeoffs in deploying EKOS as well as some

limitations and future work directions.

Deployment Analysis

EKOS is a flexible system; it enables a custom-tailored operation with tunable
utility, usability, and privacy trade-off.

Number of devices N: Ensemble models can be either centralized in the main
VA or distributed over a set of smart devices in the environment. The former is a
compact and, possibly, more usable setting. On the other hand, the latter minimizes
the VA footprint via distributed computation and provides more spatial and hard-
ware diversity. Thus, N is a control parameter the user can tune to optimize the
robustness, utility, and computational cost. We evaluate EKOS on closely located
microphones on a single VA in Appendix 7.1.

Feature Slicing: The user can enable (disable) the feature slicing filters to in-
clude (exclude) the adversarial activation threat model. However, as shown in
Fig. 2.3, 2.5, with | > 5, the ensemble with feature slicing enabled reaches the
baseline natural accuracy without feature slicing (Table 2.1, Fig. 2.2). Also, the user
can enable (disable) the random filter cutoffs shift for a more robust (accurate)
operation — refer to Fig. 2.3.

Number of architectures K: As shown in Table 2.1 and Fig. 2.2, architecture di-

versity enhances the ensemble accuracy and robustness. Yet, channel diversity
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and feature slicing also contribute to EKOS” accuracy and robustness. Hence, the
number of stored architectures can be set to only one without sacrificing EKOS’s
performance when device storage is limited.

Number of models l: As shown in Table 2.1 and Fig. 2.2, 2.3, the optimal number
of models ranges from 3 to 5. Hence, EKOS is a practical system, it enhances the
VA robustness at an overhead of 1 < 5 models deployed on N < 1 devices.
Computation Overhead: EKOS adds computation overhead to the commodity
devices. However, the client devices run the KWS model only when they receive
a request from the main VA (Sec. 2.5). Hence, the computation overhead will
be limited to infrequent true-positive and false-positive incidents. Moreover, the

centralized mode of operation only loads the main VA, which is a plug-in device.

Limitations and Future Research

Distance Bounding. A device far from the user may increase the false-negative
rate due to its low SNR. Hence, the ensemble devices should perform a periodic
distance bounding check. Although we do not include this component in this
chapter, distance bounding is a well-studied problem with existing engineering

and cryptographic solutions [86, 87].

Other Robustness Measures. EKOS can be integrated with other measures to
increase robustness such as adversarial training and data augmentation. Another
interesting integration is to perform voice recognition where the VA only accepts
commands that match the authorized user voiceprint. Voice recognition filters out
accidental and adversarial activations from unauthorized speakers, TV, YouTube
videos, etc. An adversary would need to attack both systems jointly to initiate a
successful mis-activation . Hence, voice recognition will increase the attack cost

and enhance the robustness.

Other Attack Models. EKOS does not directly address attacks based on the
microphone non-linearity such as light commands [76] and ultrasound signals [75,
74], yet, it increases their cost. For example, the light attack will require at least
1/2 + 1 laser beams to target the majority of the devices simultaneously. Likewise,
the ultrasound attack needs to be performed at close proximity to the microphones
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with speaker-microphone aligned orientation. Hence, the distributed ensemble
will increase this attack cost as well.

Replay and spoofing attacks can fool the KWS using recorded or synthetic
speech commands that contain the correct keyword. To address them, EKOS can
incorporate a voice-liveness detector [45, 88] to distinguish human and machine-
generated commands. We envision a hierarchical detection algorithm that rejects

any non-human command.

2.10 Related Work

Privacy Measures for KWS. Cloud operators provide some privacy measures
to minimize accidental activations. For example, VA providers give their users
access to their voice commands history, where they can listen to and delete their
past commands [89]. After the public backlash on manual transcription of voice
commands, Google, Apple, Amazon, and Facebook suspended the default enroll-
ment and are currently giving the users opt-in and opt-out choices [90]. Recently,
Google has enabled a tunable keyword sensitivity setting to give the users control
over the utility and privacy tradeoff [91]. Yet, these measures do not address the
privacy threats of VA misactivations and do not meet the users’ expectations of
hands-free interactions. Recently, Apple has announced [92] that Siri will process
speech locally on the user’s device to mitigate these privacy concerns.

Researchers have also proposed external privacy control systems to reduce
misactivation incidents. Karmann proposes a small add-on device that jams the
VA’s microphones and lifts up the jamming when it detects a user-customized
keyword [93]. However, it suffers from the same privacy threats of KWS misacti-
vation. Wu et al. [94] propose an audio-visual speech recognition by analyzing
lip movement in a sensor-fusion algorithm. Similarly, Mhaidli et al. [95] use the
gaze direction and voice volume level as interpersonal communication cues of the
user’s intent to activate the VA. These efforts, however, introduce another privacy
threat by adding an always-on camera in the user’s private environment. Coucke
et al. propose Snips, a private-by-design system [96] that processes the commands
locally without cloud interactions. Yet, it cannot be integrated into the commercial
VAs.
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Adversarial Example Defenses. Generic defenses like adversarial training [44]
and verifiable robustness [97, 98, 99] are largely detached from the real world;
they assume the adversarial capabilities to respect an {,-norm ball constraint. Yet,
attacks in the physical space can map to large {,,-norm perturbations in the digital
space. Moreover, these approaches are hard to train, and come with significant
performance loss limiting their adoption. Others have explored defenses specific
to the audio domain. Bhattacharya et al. [77] propose a stochastic compression
technique. Liveness detection distinguishes commands coming from a human or
an audio speaker, either via spectrum analysis [88, 45] or motion sensing [100],
or detecting the audio speaker magnetic field [101]. This technique introduces
additional privacy threats of sensing human activities and is ineffective against
accidental activations.

2.11 Conclusion

We took two complementary approaches to tackle two forms of misactivations:
accidental and adversarial. Both approaches rely on a diversity of sensors and
models used to perceive the environments. However, they differ in that adversarial
activations require provable guarantees of increased costs, which we achieve by
exploiting a physical property of the audio wave (replicas of speech at different
harmonics) rather than taking an ML approach. We hope this chapter paves the
way for a new class of approaches that systematically characterize environmental
constraints to improve ML robustness. In the following chapter, our focus shifts
to examining the privacy implications inherent in cloud-based speech transcription.
Unlike voice activation, speech transcription entails the transformation of continu-
ous and extended speech recordings, such as those from meetings or interviews,
into textual transcripts.
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Chapter 3

Preech: Privacy-Preserving Speech

Transcription

3.1 Introduction

In this chapter, we broaden our investigation of the privacy risks associated with
voice-enabled technologies to include cloud-based speech transcription. Our focus
extends from individual device interactions to the broader implications of outsourc-
ing speech data processing to the cloud. Investigating privacy violations within the
context of speech transcriptions enhances our understanding of the multifaceted
nature of privacy concerns in machine learning applications, particularly in the
context of speech and voice applications.

New advances in machine learning and the abundance of speech data have
made Automated Speech Recognition (ASR) systems practical and reliable [102, 6].
ASR systems have achieved a near-human performance on standard datasets [102,
6], atascale. This scalability is desirable in many domains, such as journalism [103],
law, business, education, and health care, where cost, delay, and third-party legal
implications [9] prohibit the application of manual transcription services [10]. For
example, recent research has identified private voice transcription as one of the
challenges journalists face when interviewing sensitive sources [103].

Several companies, such as Google and Amazon, provide online APIs for speech
transcription. This convenience, however, comes at the cost of privacy. A speech
recording contains acoustic features that can reveal sensitive information about
the user, such as age, gender [104], emotion [105, 106], accent, and health condi-
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tions [8]. The acoustic features are also biometric identifiers of the speakers [107],
enabling speaker identification and impersonation [7]. Additionally, the textual
content of speech can be sensitive [9]. For example, medical recordings can contain
private health information about patients [10], and business recordings can include
proprietary information. Current cloud services already support several speech
processing APIs like speaker identification and diarization. They also support
text analysis APIs, such as topic modeling, document categorization, sentiment
analysis, and entity detection (Sec. 3.3), that can extract sensitive information from
text. Applying these APIs to the recorded speech can significantly undermine the
user’s privacy.

Offline and open-source transcription services, like Deep Speech [108], solve
these privacy challenges as the speech files never leave the user’s trust bound-
ary. However, we find that their performance does not match that of a cloud
service provider [109], especially on real-world conversations and different accents
(Sec. 3.2). Thus, the primary goal of this chapter is to: provide an intermediate
solution along the utility-privacy spectrum that uses cloud services while providing a
formal privacy guarantee.

This chapter presents Preech (Privacy-Preserving Speech) as a means to achieve
this goal; it is an end-to-end speech transcription system that: (1) protects the users’
privacy along the acoustic and textual dimensions; (2) improves the transcription
performance relative to offline ASR; and (3) provides the user with control knobs
to customize the trade-offs between utility, usability, and privacy.

Acoustic Privacy: Preech applies voice conversion to protect the acoustic features
of the input speech file and ensure noise indistinguishability.

Textual Privacy: Preech segments and shuffles the input speech file to break the
context of the text, effectively transforming it into a bag-of-words. Then, it injects
dummy (noise) segments to provide the formal privacy guarantee of differential
privacy (DP) [110].

We evaluate Preech over a set of real-world datasets covering diverse demo-
graphics. Our evaluation shows that Preech provides a superior transcription
accuracy relative to Deep Speech, the state-of-the-art offline ASR. Also, Preech
prevents cloud services from extracting any user-specific acoustic features from
the speech. Finally, applying Preech thwarts the learning of any statistical models
or sensitive information extraction from the text via natural language processing

tools.
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The main contributions of this chapter are:
(1) End-to-end practical system: We propose Preech, a new end-to-end system
that provides privacy-preserving speech transcription at an improved performance
relative to offline transcription. Specifically, Preech shows a relative improvement
of 2% to 32.52% (mean 17.34%) in word error rate (WER) on real-world evaluation
datasets over Deep Speech, while fully obfuscating the speakers’ voice biometrics
and allowing only a DP view of the textual content.
(2) Non-standard use of differential privacy: Preech uses DP in a non-standard way,
giving rise to a set of new challenges. Specifically, the challenges are (1) “noise”
corresponds to concrete words, and need to be added in the speech domain (2)
“noise” has to be indistinguishable from the original speech (details in Sec. 3.4).
(3) Customizable Design: Preech provides several control knobs for users to cus-
tomize the functionality based on their desired levels of utility, usability, and
privacy (Sec. 3.7). For example, in a relaxed privacy setting, Preech’s relative
improvement in WER ranges from 44% to 80% over Deep Speech (Sec. 3.7).

3.2 Speech Transcription Services

We first provide some background on online and offline speech transcription
services. Next, we present a utility evaluation using standard and real-world

speech datasets.

Background

Speech transcription refers to the process of extracting text from a speech file. ASR
systems are available to the users either through cloud-based online APIs or offline
software.

(1) Cloud-Based Transcription: We utilize two cloud-based speech transcription
services: Google’s Cloud Speech-to-Text and Amazon Transcribe.

(2) Offline Transcription: We consider the Deep Speech architecture from Baidu [108],
which is trained using Mozilla’s ' Common Voice dataset as a representative offline
transcription service. This dataset is crowdsourced and open-source. Specifically,
we use the Deep Speech 0.4.1 model ? (released in January 2019). Note that we

'https://voice.mozilla.org/en/datasets
https://github.com/mozilla/DeepSpeech
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do not consider offline transcribers that are not open for general use. For exam-
ple, Google’s on-device speech recognizer [111] is an offline transcriber that is
currently only supported on Google’s Pixel devices and does not allow an API or
open-source access, limiting its usability.

Notations: Let S denote the input speech file associated with a ground truth
transcript T§. The user can either use a cloud service provider (CSP) or an of-
fline service provider (OSP) to obtain the transcript (denoted by TSP or TSP,

respectively).

Transcription Accuracy: The standard metric for quantifying the accuracy loss
from transcription is the word error rate (WER) [108]. WER treats the transcript
as a sequence of words. It models the difference between the two sequences by
counting the number of deleted words (D), the number of substituted words (1),

and the number of injected words (I). If the number of words in T§ is W, WER is

D+U+T

given as: =

Utility Comparison

In this section, we empirically evaluate the utility gap between the CSP and the
OSP over a wide range of standard and real-world datasets. We use these datasets
throughout the chapter.

Standard Datasets: These datasets include (1) the TIMIT-TEST subset [112], (2)
a subset from Librispeech dev-clean dataset [113], and (3) the DAPS dataset [114].
TIMIT-TEST ? subset comprises of 1344 utterances by 183 speakers from eight
major dialect regions of the United States. The LibriSpeech subset consists of
eleven speakers, 20 utterances each. For DAPS, we use the evaluation subset
prepared for the 2018 voice conversion challenge [115] that consists of five scripts
read by ten speakers: five males and five females.

Real-world Datasets: We also assess the real-world performance of both tran-
scription services on non-American accent datasets and real conversations among

speakers of different demographics. For the accented datasets, we evaluate 200

Shttps://catalog.ldc.upenn.edu/LDCI3S1
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Datasets Google AWS Deep Speech

"% LibriSpeech 9.14 8.83 9.37
= DAPS 6.70 7.53 10.65
;}3; TIMIT TEST  6.27 7.11 20.08

VCTK p266 5.15 10.09 26.72
©  VCIK p262 4.53 7.87 15.97
T Facebookl 576  7.45 2472
a‘!; Facebook 2 3.07 8.19 26.61
'g Facebook 3 8.32 9.42 30.72
Z Carpenter 1 9.44 9.44 25.85

Carpenter 2 9.22 11.53 39.71

Table 3.1: WER (%) comparison of cloud services, Google and AWS, versus the
state-of-the-art offline system, Deep Speech.

utterances of two speakers from the VCTK dataset [116]: speaker p262 of a Scottish
accent and speaker p266 of an Irish accent. For the real-world datasets, we evaluate
20 minutes of speech from the "Facebook, Social Media Privacy, and the Use and
Abuse of Data" hearing before the U.S. Senate 4. We construct the 20 minutes by se-
lecting three continuous chunks of speech from the hearing such that they include
nine speakers: 8 senators and Mark Zuckerberg. Another real-world dataset is the
Supreme Court of the United States case "Carpenter v. United States" °. For this
dataset, we evaluate a total of 40 minutes of speech from the advocates in the case.

Accuracy Comparison: Table 3.1 presents the WER comparison results. The
results show that the CSPs are superior to the OSP on all the datasets. The perfor-
mance gap, however, is more significant on the non-standard datasets; the CSP
outperforms Deep Speech by 60% to 80% in WER.

3.3 Privacy Threat Analysis

We study the privacy threats that a cloud-based transcription service poses while

processing private speech data.

“https://www.commerce.senate.gov/2018/4/facebook-social-media-privacy-and-the-use-and-abuse-of
Shttps://www.oyez.org/cases/2017/16-402
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Voice Analysis

The biometric information embedded in S can leak sensitive information about
the speakers, including their emotional status [105, 106], health condition [8],
sex [104], and even identity [107]. Furthermore, extracting this information enables
critical attacks like voice cloning and impersonation attacks [117, 118]. In this
section, we showcase a few representative examples of how cloud-based APIs can

pose serious privacy threats to the acoustic features within S.

Speaker Diarization: CSPs utilize advanced diarization capabilities to cluster
the speakers within a speech file, even if they have not been observed before. The
basic idea is to (1) segment the speech file into segments of voice activity, and (2)
extract a speaker-specific embedding from each segment, such that (3) segments
with close enough embeddings should belong to the same speaker. We verified
the strength of the diarization threat over three multi-speaker datasets: VCTK
(mixing p266 and p262), Facebook, and Carpenter. We measure the performance
of the IBM diarization service using Watson’s Speech-to-Text API ¢ via Diarization
Error Rate (DER). DER estimates the fraction of time the speech file segments are
not attributed to the correct speaker cluster. The DER values are 0%, 4.85%, and
1.32% for the three datasets, respectively. Hence, the API can correctly distinguish
between, and cluster, the different speakers, more than 95% of the entire dataset

duration despite lacking any prior information about the individual speakers.

Speaker Identification: A speaker identification task maps the speech segments
in a speech file to an individual. We use the Azure Identification API, which
consists of two stages: (1) user enrollment and (2) identification (whether a given
voice sample matches any of the enrolled users). The enrollment stage requires
only 30 seconds of speech from each user to extract their voice-print. We enrolled
22 speakers as follows: 10 from DAPS, two from VCTK, two from Carpenter, and
eight from Facebook. The identification accuracy was nearly 100% for all speakers.

Speaker Cloning and Impersonation: Lastly, we applied an implementation” of a

Tacotron-based speech synthesizer from Google [7]; a network that can synthesize

®https://www.ibm.com/cloud/watson-speech-to-text
"https://github.com/CorentinJ/Real-Time-Voice-Cloning
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speech in the voice of any speaker. The network generates a target speaker’s em-
bedding, which it uses to synthesize speech on a given piece of text. In our setting,
we used the network to generate the embeddings of the speakers in our evaluation
datasets. Then, we synthesized eight speech utterances using the embeddings of
each speaker. We enrolled the speakers in Azure’s Speech Identification API using
their natural voice samples and tested whether the API will map the synthesized
segments to the corresponding speaker. Except for the second speaker in Carpenter,
the cloned samples were successfully identified as the true speakers. Hence, the
synthesizer could successfully impersonate the speakers in the eyes of Azure’s
APL

Text Analysis

CSPs possess natural language processing (NLP) capabilities that enable automated
statistical analyses on large sets of documents. Those analyses fall into two broad
categories. The first type involves identifying specific words from the transcript
that correspond to sensitive information such as an address, name, and SSN using
named-entity extraction [119]. The other type of analysis involves statistically
analyzing the entire transcript on the whole to extract some semantic or user-
identifying information. This analysis uses two types of information: the set
of words (i.e., bag-of-words representation of the transcript) and their order of

appearance (to capture the context).

Bag-of-Words Analysis: One of the most commonplace analysis that treats a
document as a bag-of-words is topic modeling [120, 121]. Topic modeling is an
unsupervised machine learning technique that identifies clusters of words that best
characterize a set of documents. Another popular technique is stylometry analysis,
which aims at attributing authorship (in our case, the speaker) of a document
based on its literary style. It is based on computing a set of stylistic features like
mean word length, words histogram, special character count, and punctuation

count from the disputed document [122].

Context-based Analysis: An example of context-based analysis is sentiment
analysis (understanding the overall attitude in a block of text). Text categoriza-



48

tion is another example; it refers to classifying a document according to a set of
predetermined labels.

3.4 Preech

Our discussion in the previous sections highlights a trade-off between privacy and
utility. The OSP provides perfect privacy at the cost of higher error rates, especially
for non-standard speech datasets. On the other hand, clear privacy violations
accompany revealing the speech recording to the CSP. Motivated by this trade-off,
we present Preech, a practical system that lies at an intermediate point along the
utility-privacy spectrum of speech transcription.

System and Threat Models

We consider the scenario where users have audio recordings of private conver-
sations that require high transcription accuracy. For example, a journalist with
recordings of confidential interviews is a paradigmatic user for Preech. Other ex-
amples include a therapist with recordings of patient therapy sessions or a course
instructor with oral examination records of students. Preech, however, does not
target real-time transcription applications. For example, voice assistants and online
transcription (e.g. a live-streaming press conference) are out-of-scope. Thus, for our
target use cases, the latency of transcription is not a critical concern.

The adversary is the CSP or any other entity having direct or indirect access to
the stored speech at the CSP servers. This adversary is capable of the aforemen-
tioned voice- and text-based analysis.

Preech Overview

Preech provides an end-to-end tunable system which aims at satisfying the fol-
lowing design goals:

1. protect the users’ privacy along the acoustic and textual dimensions;

2. improve on the transcription accuracy compared to offline models; and

3. provide the users with control knobs to customize Preech’s functionality accord-
ing to their desired level of utility, usability, and privacy.
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Figure 3.1: High-level overview of Preech, showing the knobs where a user can
tune the associated trade-offs.

To this end, Preech applies a series of privacy-preserving operations to the input
speech file before sending it to the CSP. Fig. 3.1 shows the high-level overview of
Preech. Below, we briefly describe Preech’s privacy-preserving operations.

Preserving Textual Privacy

Preech protects the privacy of the textual content of an input speech file S through
the following three operations:

Segmentation and shuffling: Preech breaks S into a sequence of segments, de-
noted by S. This is followed by shuffling the segments to remove all ordering
information. Thus, segmenting and shuffling S transform its textual content into a

bag-of-words representation.

Sensitive word scrubbing (SWS): First, Preech applies the OSP to identify the
list of sensitive keywords that contain numbers, proper nouns, or any other user-
specified words. Next, Preech applies keyword spotting, KWS, (identify portions
of the speech that correspond to a keyword) to each of the segments in S. Only
the segments that do not contain a keyword pass to the CSP for transcription.

Dummy word injection to ensure differential privacy: The bag-of-words repre-
sentation of a transcript corresponds to its word histogram (Sec. 3.4). As discussed
in Sec. 3.3, several statistical analyses can be built on the word histogram of the

transcript T$ 5P

such as topic modeling or stylometry analysis. Thus, protecting
the privacy of this word histogram is a primary focus of Preech, and the privacy
guarantee we choose is that of differential privacy. To this end, Preech ensures
DP by adding a suitable amount of dummy words to S before sending it to the

CSP. This way, the CSP is allowed only a differentially private view of the word
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histogram and any subsequent statistical model built over it (by Thm. 3.4.1 in
Sec.3.4).

The main challenge in this setting is that the dummy words must be added
in the speech domain, which Preech addresses as follows. First, Preech estimates
the general domain of the text for S (specifically its vocabulary, details in Sec. 3.4)
from TPSP. Next, it generates dummy text segments using a state-of-the-art NLP
language model. Finally, Preech applies text-to-speech (TTS) transforms to these
dummy segments and adds them to S. However, leaving it just at this would be
insufficient as the CSP can potentially distinguish between the two different sources
of speech (TTS generated dummy segments and segments in S) based on their
acoustic features. Therefore, Preech provides the user with multiple options to
synthesize indistinguishable dummy segments, namely (1) voice cloning [7], and
(2) voice conversion [123, 124]. These options offer different trade-offs between
utility, usability, and privacy (Sec. 3.4 and 3.4). As stated in Sec. 3.3, text-based
attacks exploit individual sensitive words or the order of the words or the word
histogram. Thus, from the above discussion, Preech protects privacy along all
three dimensions (evaluation results in Sec. 3.7).

Preserving Voice Privacy

Voice conversion, VC, is a standard speech processing technique that transforms the
voice of a source speaker of a speech utterance to that of another speaker. Preech
applies voice conversion to fulfill a two-fold agenda. First, it obfuscates the sensitive
voice biometric features in S. Second, VC ensures that the dummy segments (noise
added to ensure differential privacy) are acoustically indistinguishable from the
original speech file segments. There are two main categories in voice conversion:

one-to-one VC, and many-to-one VC ( Sec. 3.4).

End-to-End System Description

Fig. 3.1 depicts the workflow of Preech. Given a speech file S, the first step (1) is to
break S into a sequence of disjoint and short speech segments, S. This is followed
by (2) sensitive word scrubbing where speech segments containing numbers,
proper nouns, and user-specified keywords are removed from S. Next, (3) given
the domain of S’s textual content (its vocabulary), Preech generates a set of text
segments (as is suitable for satisfying the DP guarantee as discussed in Sec. 3.4),
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Figure 3.2: Anillustration of Preech’s segmentation algorithm. The coarse segments
in light gray. The absence of pitch information indicate non-speech instances, which
further breaks down the coarse segments into finer segments.

and subjects it to TTS transformation (4). At this point, Preech has audio segments
for the input speech, S, as well as the dummy segments, S4. If the user also wants
to hide the voice biometric information in S, Preech applies (5) voice conversion
over all the segments in S| J S, to convert them to the same target speaker. This
process hides the acoustic features of S and ensures that the segments in S and
Sga are indistinguishable. This is followed by Preech partitioning S across N > 0
non-colluding CSPs (Sec. 3.4). This partitioning reduces the number of dummy
segments that are required to achieve the DP guarantee (Sec. 3.4). Next, Preech
adds a suitable amount of dummy segments from Sy to each partition S;,1 € [N]
and shuffles them. Additionally, Preech keeps track of time-stamps TS; of the
dummy segments and order of shuffling Order; for each such partition (6). After
obtaining the transcript (7) for each partition from the N CSPs, Preech removes
Sa’s transcripts and de-shuffles the remaining portion of the transcript using TS;
and Order;, and outputs the final transcript to the user (8).

In what follows, we elaborate on the key components of Preech, namely segmenta-

tion, sensitive word scrubbing, DP word histogram release, and voice conversion.

Segmentation Algorithm

A key component of Preech is breaking the textual context by segmenting S. We
represent S as a sequence of segments S, where each segment can contain multiple
words. Preech applies a hierarchical segmentation approach that starts with a stage
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of silence detection based on the energy level, followed by pitch detection to detect
speech activity for finer segmentation. The mechanism is illustrated in Fig. 3.2.

We define a period of silence as the time duration when the RMS power of the
speech signal drops below -35 dB for at least 500ms. The initial segmentation stage
detects such silence periods from S resulting in coarse segments. A human speech
signal can be viewed as a modulated periodic signal where the signal period is
referred to as the glottal cycle [125]. In the second stage, Pre ech uses the existence of
glottal cycles [126] to detect human voice, which breaks down the coarse segments
into finer ones. A time duration of at least 20 ms without the presence of glottal
cycles is regarded as non-speech.

As some segments might be abrupt or too short to allow for correct speech
recognition, Preech performs two additional optimization steps. First, it merges
nearby fine segments to ensure a minimum length per segment. Second, it does not
partition segments at the boundaries of the identified human speech and allows
40 ms of non-speech to be included at the beginning and the end of each segment.
The formal algorithm is outlined in Algorithm 1.

Control Knob: Segmenting S presents with a trade-off — smaller segments result
in better privacy guarantee at the expense of deteriorated transcription accuracy
due to semantic context loss. Preech allows the user to tune the minimum length of
the segments as a means to control this trade-off.

Sensitive Word Scrubbing

Preech performs sensitive word scrubbing (SWS) as follows. First, it obtains the
offline transcript of S, TY>P. Next, it applies named entity recognition (NER) on
TSP, NER is an NLP technique that seeks to locate and classify named entities
in text into pre-defined categories such as the names of persons, organizations,
locations, expressions of times, monetary values, etc. Preech also gives the option
for users to specify some keywords of their choice. This allows customization of the
sensitive keyword list as users have subjective ideas of what they might consider
sensitive.

After the list of sensitive words is finalized, Preech applies keyword spotting
(KWS) on the segments. KWS is needed for the following three reasons. First,
KWS is used to spot the user-defined keywords which cannot be identified by
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Algorithm 1 Hierarchical Speech Segmentation

Input: Speech file S
Minimum segment duration lg
Output: Sequence of speech segments S
Stage 1: Silence Detection
1: Identify the timestamps ts = {t§} corresponding to periods of silence in S
2: Divide S into a sequence of coarse segments S; such that each segment is
bounded by sequential timestamps from tg
Stage 2: Pitch Detection
3:S=0
4: for segment S} € S,

5. Divide each S} into a sequence of finer segments, S},
by identifying glottal cycles with buffers of non-
speech at the segment boundaries

6: do

7: merge adjacent segments in S} into a longer

segment S*

8:  while (length(S!) < lg)

990 S=S+§' > “+” denotes that the segments
are added in a sequence ordered
by their timestamps

10: end for
11: Return S

NER. Second, the initial TP is generated on S without segmentation to achieve the
highest estimation accuracy. However, for Preech, we need to identify the segments
containing the keywords. Finally, the OSP might not transcribe the named-entities
correctly at all locations. For example, the name “Carpenter” might be repeated 20
times in S, while the OSP transcribes it accurately only five times. KWS has higher

accuracy in spotting keywords than the OSP’s transcription accuracy.

Control Knob: KWS takes the list of keywords and matches them phonetically to
a speech file based on a sensitivity score. This sensitivity score sets a threshold for
the phonetic similarity required for a keyword to be spotted. A low score results in
false positives by flagging phonetically similar words as keywords which degrades
the utility by transcribing non-sensitive segments using the OSP. Conversely, a
high score could result in some keywords being missed and revealed to the CSP.
Hence, the sensitivity score is a trade-off parameter between privacy and utility
(Sec. 3.7).
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Differentially Private Word Histogram

We define vocabulary, V, to be the domain of non-stop and stemmed words from
which T¢ is constructed. Let c; denote the frequency of the word w; € Vin T¢.
As is typical in the NLP literature, we model the transcription as a bag of words:
BoW = {w; : c¢ilw; € V}. Additionally, let H represent [c;]—the count vector of
BoW. In other words, the bag of words model represents a histogram on the

vocabulary, i.e., a mapping from V to N'VI.

Privacy Definition

As discussed in Sec. 3.3, the aforementioned word histogram is sensitive and
can only be released to the CSP in a privacy-preserving manner. Our privacy
guarantee of choice is DP which is the de-facto standard for achieving data privacy
[110, 127, 128]. DP provides provable privacy guarantees and is typically achieved
by adding noise to the sensitive data.

Definition 3.4.1 ((e, §)-differentially private d-distant histogram release). A ran-
domized mechanism A : NVl — NI which maps the original histogram into
a noisy one, satisfies (¢, §)-DP if for any pair of histograms H; and H, such that
IH; — Hall; = d and any set O C NV,

PrlA(H,) € O] < e€ - PrlA(H,) € O] + 6. (3.1)

In our context, the DP guarantee informally means that from the CSP’s per-
spective, the observed noisy histogram, H, could have been generated from any
histogram within a distance d from the original histogram, H. We define the set of
all such histograms to be the e-indistinguishability neighborhood for H. In other
words, from H the CSP will not be able to distinguish between T$S? and any other
transcript that differs from TSP in d words from V.

An important result for differential privacy is that any post-processing compu-
tation performed on the output of a differentially private algorithm does not cause

any loss in privacy.

Theorem 3.4.1. (Post-Processing) Let A : X — R be a randomized algorithm that is
(e,8)-DP. Let f : R — R’ be an arbitrary randomized mapping. Then fo A : X — R’ is
(e,8)- DP.
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Figure 3.3: The word cloud of the Facebook dataset visualizing the histogram as it
changes after adding different levels of noise.

Another result is that the privacy of DP-mechanism can be amplified if it is
preceded by a sampling step.

Theorem 3.4.2. Let A be an (e, 8)-DP algorithm and D is an input dataset. Let A’ be
another algorithm that runs A on a random subset of D obtained by sampling it with
probability (3. Algorithm A’ will satisfy (e’,5’)-DP where ¢’ = In(1+ B(e€ —1)) and
&' < Po.

Additionally, we define a DP mechanism namely the truncated Laplace mecha-
nism [129] which is used in Preech.

Definition 3.4.2 (Truncated Laplace mechanism for histogram). Given a histogram
H, the truncated Laplace mechanism, Lp(e, 9, d), adds a non-negative integer noise

vector [max(n, 0)]"V! to H, where 1 follows a distribution denoted by L(¢, §, d) with

. e/d
dln((ee +18) 4 4.

ap.dfPrin=x] =p-e (/D1 wherep = L and ng

€/d+1

Theorem 3.4.3. The truncated Laplace mechanism satisfies (€,8)-DP for d-distant his-
togram releases [129].

Fig. 3.3 visualizes the histogram of the Facebook dataset as a word cloud for
different noise levels. As evident from the original word cloud, the histogram em-

phasizes few important words such as Facebook, people, information, and users. With
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increased value of d, the resulting histogram has a roughly uniform distribution of
the included words.

DP Discussion

Preech’s use of DP is different from the most standard use-case of DP (like numeric
datasets). It deals with concrete units like words instead of numeric statistics—
introducing new challenges. We discuss these challenges and how Preech circum-
vents them in this section.
Vocabulary definition: The foremost task for defining the word histogram is
defining the vocabulary, V. The most conservative approach to define V is to con-
sider the total set of all English stemmed and non-stop words. Such a vocabulary
would be prohibitively large for efficient and practical usage. However, note that
such a definition of V is an overestimate as no real-world document would contain
all possible English words. Recall that our objective of adding noise is to obfuscate
any statistical analysis built on top of the document’s BoW (histogram), such as a
topic modeling and stylometry analysis. Typically, BoW based statistical analyses
are concerned only with the set of most frequent words. For example, any standard
topic model captures only the top m percentile most frequent words in a transcript
[120, 121]. The same applies to stylometry analysis, which is based on measures
of the unique distribution of frequently used words of different individuals.
Thus, as long as the counts of the most common words of the transcript are
protected (via DP), the subsequent statistical model (like topic model) built over
the word histogram will be privacy-preserving too (by Thm. 3.4.1). However, high-
frequency words might not be the only ones that contain important information
about Ts. To tackle this, we also include words with large Term Frequency-Inverse
Document Frequency (TF-IDF) weight to our vocabulary. This weight is a statistical
measure used to evaluate how significant a word is to a document relative to a
baseline corpus. The weight increases proportionally to the number of times a word
appears in the document but is offset by the frequency of the word in the baseline
corpus. This offset adjusts for the fact that some words appear more frequently
in general. To this end, Preech makes an estimate of the vocabulary from TOSP.
Although existing offline transcribers have high WER, we found (empirically) that
they can identify the set of domain words of S with high accuracy (details in Sec.
3.7). For computing the TF-IDF values, IDF is computed using an external NLP
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corpus like Wikipedia articles. Thus formally, V = {wjw € {top m percentile of the
most frequent words in TP} U {words with TF-IDF value > A in T®5"}}. Note
that V should be devoid of all sensitive words which are scrubbed off from S in step
2 of Fig. 3.1. Additionally, the vocabulary can be extended to contain out-of-domain
words, i.e., random English words that are not necessarily part of the original
document. This helps in protecting against text classification attacks (Sec. 3.7).

Specificities of the word histogram: As discussed above, the goal of the DP
mechanism is to generate noisy counts for each w; € V. An artifact of our setting
is that this noise has to be non-negative and integral. This is because dummy
words (for the noisy counts) can only be added to S; removing any word from S is
not feasible as this would entail in recognizing the word directly from S, which
would require accurate transcription. Hence, Preech uses the truncated Laplace

mechanism to ensure non-negative and integral noise.

Setting privacy parameters: The parameters € and & quantify the privacy pro-
vided by a DP-mechanism; the lower the values the higher the privacy guarantee
achieved. The distance parameter d, intuitively, connects the privacy definition
in the word histogram, which is purely a formal representation, to a semantic
privacy notion. For example, it can quantify how much the noisy topic models
computed by the CSP (from T$5”) should differ from that of T¢. Thus, the user
can tune d depending on the target statistical analysis. In the following, we detail
a mechanism, as a guide for the user, for choosing d when the target statistical
analysis is topic modeling.

Let us assume that the user has a set of speech files {S;} to be transcribed. Let D;
denote the ground truth transcript corresponding to speech file S;. The objective
is to learn t topics from the corpus [ J; D with at least k words per topic (a topic
is a distribution over a subset of words from the corpus). Let T = {Ty,---, Ty}
represent the original topic model built on {J; D; = U; Tsf"j and 7' = (T{,---,T{)
represent the noisy topic model computed by the CSP.

The following theorem (Thm. 3.4.4) provides a lower bound on the pairwise {;
distance between the true and noisy topics as a function of the privacy parameters
of the DP word histogram release mechanism (specifically, the term C,in is a
function of (d, €, d)).
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Theorem 3.4.4. For any pair of topics (T, T') € T x T/,

1 Coin 1 K
IT=T>2 - ( t —5(1—tm>>,

where Cin = minﬂ{%) }, ID;| is the total number of words in Dj, w;
is the total number of unique words, v is the variance of the distribution Lp(e’,8’, d),

0" = B and |w ;| is the number of times the word wy € V appears in Dj.

The proof of this theorem and the parameters description are in Appendix 7.3.

Dummy word injection: As discussed earlier, achieving differential privacy
requires adding dummy words to S. Preech generates the dummy text corpus
using an NLP language model (Sec. 3.6). The model takes in a short text sample
from the required topic and generates an entire document of any required length
based on that input. In some scenarios, the user can also provide a corpus of
non-publicly available documents with the same vocabulary. This scenario is valid
in many practical settings. For instance, in an educational institution, the sensitive
speech files requiring transcription might be the interviews/oral exams of the
students conducted on a specific subject, and the noise corpus can be the lecture
notes of the same subject.

Next, Preech generates a set of dummy segments, S4, from the dummy corpus
above. Let us assume that each of the true segments contains at most k non-stop
words (depends on the segment length). Preech ensures that each dummy segment
also contains no more than k non-stop words. Additionally, each such segment
must contain only one word from the vocabulary V. This means that although the
physical noise addition is carried at the segment level, it is still equivalent to adding
noise at the level of words (belonging to V) as we only care about w; € V. Each
dummy segment is injected only once per CSP. Since the dummy segments have to
be added in the speech domain, Preech applies TTS transforms to the segments in
Sa such that they have the same acoustic features as S. This condition ensures that
Sg4 are indistinguishable from S in terms of their acoustic features. Preech provides
the user with two broad options to satisfy this condition—voice cloning or voice
conversion.

Voice cloning is a TTS system that generates speech in a target speaker voice.

Given a speech sample from the target speaker, the system generates an embedding
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of the speaker’s voice biometric features. It uses this embedding to synthesize new
utterances of any linguistic content in the target speaker’s voice. Preech utilizes
such a technology to clone the original speaker’s voice and uses it to generate
acoustically similar dummy segments Sq4. Preech applies a state-of-the-art voice
cloning system [7], which generates a close-to-natural synthetic voice after being
fine-tuned on a short sample (~ 5 sec.) from the target voice.

We evaluate this cloning system in Sec. 3.3, and the cloned samples are success-
fully identified as the true speakers. However, voice cloning does not protect the
speakers’ voice biometrics, and can be potentially thwarted by a stronger adversary.
Hence, Preech provides voice conversion (VC) as a stronger privacy-preserving
option for the user. VC transforms the voice of a source speaker to sound like a
target speaker. Preech utilizes VC to obfuscate the true speakers’ voice biometrics
as well as to mitigate the DP noise indistinguishability concern by converting the
true and dummy segments into a single target speaker voice (Sec. 3.4). We discuss
the utility-privacy trade-offs of both options in Sec. 3.7.

It is important to note that the dummy segments do not affect the WER of TSP,
It is so because Preech can exactly identify all such dummy segments (from their
timestamps) and remove them from T$*P. Additionally, since the transcription is
done one segment at a time, the dummy segments do not affect the accuracy of
the true segments (S) either. Segmentation and voice conversion are the culprits
behind the WER degradation, as will be evident in Sec. 3.7. Thus in Preech, the
noise (in the form of dummy segments) can ensure differential privacy without
affecting the utility. This is in contrast to standard usage of differential privacy
for releasing numeric statistics where the noisy statistics result in a clear loss of
accuracy. However, the addition of the dummy segments in Preech does increase
the monetary cost of using the online service that has to transcribe more speech
data than needed. We analyze this additional cost in Sec. 3.7.

In practice, we have multiple well-known cloud-based transcription services
with low WER like Google Cloud Speech-to-Text, Amazon Transcribe, etc. Preech
uses them to its advantage in the following way. Preech splits the set of segments S
into N different sets (step 3 in Sec. 3.4) S;,1 € [N] where N is the number of CSPs
with low WER. Then, Preech sends each subset to a different CSP (after adding
suitable noise segments to each set and shuffling them). Since each engine is
owned by a different, often competing corporation, it is reasonable to assume that
the CSPs are non-colluding. Thus, assuming that each segment contains at most
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one word in V, each subset of segments S; can be viewed as randomly sampled
sets from S with sampling probability 3 = 1/N. From Thm. 3.4.2, this partitioning

results in a privacy amplification.

Mechanism

We summarize the DP mechanism by which Preech generates the dummy segments
for S. The inputs for the mechanism are (1) S — the short segments of the speech
file S, (2) the privacy parameters € and 6 and (3) N — the number of non-colluding
CSPs to use. This mechanism works as follows:

e Identify the vocabulary V = {wjw € { top m percentile of the most frequent
words in TYSP} U { words with TF-IDF value > A in TP} through running
an offline transcriber over S.

e Tune the value of d based on the lower bound from Thm. 3.4.4, € and 5.

e Generate N separate noise vectors, n; ~ [Lp((In(1+ %(e€ —1)),p5,d)]"V,1 e [N].
Thus for every partition i, Preech associates each word in V with a noise value,
a non-negative integer.

e From the NLP generated text, extract all the text segments that contain words
from V. For each partition i, sample the text segments from this corpus to match
the noise vector 1;. This is the set of noise (dummy) segments for partition i,
Sa,i- Iterate on generating text from the NLP language model until the required
noise count is satisfied.

e Randomly partition Sinto N sets S;, 1 € [N] where Pr[segment s goes to partition i] =
p=1/N,s €S.

e For each partition i € [N], shuffle the dummy segments in S, ; (after applying
TTS and VC) with the segments in S; (after applying VC), and send it to the
CSP;.

The first 4 steps in the above mechanism are performed in stage 3 in Preech
(Fig. 3.1) while steps 5-6 are performed in stage 6.

Theorem 3.4.5. Any topic model computed by CSP;,i € [N] from T$>" is (e, 8)-DP.

Proof. From Thm. 3.4.2 and Thm. 3.4.3, we conclude that the word histogram H;
computed from Tg °"* is (e, 8) - DP for distance d. Thm. 3.4.1 proves that the topic
model from H; is still (e, 8)-DP as it is a post-processing computation. O
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Novelty of Preech’s Use of Differential Privacy

Here, we summarize the key novelty in Preech’s use of DP:

(1) Typically, DP is applied to statistical analysis of numerical data where "noise"
corresponds to numeric values. In contrast, in Preech, "noise" corresponds to con-
crete units — words. To tackle this challenge, we applied a series of operations
(segmentation, shuffling, and partitioning) to transform the speech transcription
into a BoW model, where the DP guarantee can be achieved. Moreover, the noise
addition has to be done in the speech domain. This constraint results in new chal-
lenges: the lack of a priori access to the word histogram domain V, and generating
indistinguishable dummy speech segments.

(2) In our setting, the use of a DP mechanism does not introduce a privacy-utility
trade-off from the speech transcription standpoint. Preech performs transcription
one segment at a time. It keeps track of the timestamps of the dummy segments
and completely removes their corresponding text from the final transcription (Sec.
3.4). This filtration step is achievable in Preech, unlike numeric applications of
DP, because of the atomic nature of transcription. However, the dummy segments
increase the monetary cost of transcription, resulting in a privacy-monetary cost
trade-off as shown in Table 3.3. To tackle this issue, Preech takes advantage of the
presence of multiple CSPs (Sec. 3.4). Thus, the idea of utilizing multiple CSPs for
cost reduction (Thm. 3.4.2) is a novel contribution.

(3) We introduce an additional parameter d, the distance between the pair of his-
tograms, in our privacy definition (Def. 3.4.1). Intuitively, d connects the privacy
definition in the word histogram model, which is purely a formal representation,
to a semantic privacy notion (e.g., {; distance between true and noisy topic models,
Thm. 3.4.4) as shown in Fig. 3.7 and 3.6. This contribution builds on ideas like
group privacy [110] and generalized distance metrics [130].

Control Knobs

The construction of the DP word histogram provides the user with multiple control
knobs for customization:
Parameter d: According to Def. 3.4.1, from H the CSP will not be able to distinguish

TESP in d words from V.

between TSP and any other transcript that differs from
Thus, higher the value of d, larger is the e-indistinguishability neighborhood for H

and hence, better is the privacy guarantee. But it results in an increased amount of
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Figure 3.4: An illustration of the many-to-one VC pipeline.

noise injection (hence, increased monetary cost — details in Sec. 3.7).
Vocabulary: The size of V is a control knob, specifically, the parameters m and A
and the number of out-of-domain words. The trade-off here is: the larger the size of
V, the greater is the scope of the privacy guarantee. However, the noise size scales
with |V| and hence incurs higher cost (details in Sec. 3.7).

Voice transformation for noisy segments: Preech provides two options for noise
synthesis — voice cloning and voice conversion. Voice cloning does not affect the
transcription utility, measured in WER, because it does not apply any transfor-
mations on the original speaker’s voice. However, it fails to protect the sensitive
biometric information in S. Moreover, there is no guarantee that a strong adversary
cannot develop a system that can distinguish the cloned speech segments from
the original ones. This puts Preech’s effectiveness at the risk of the arms race
between the voice cloning system’s performance and the adversary’s strength. This
limitation is addressed by voice conversion at the cost of transcription utility. We
quantify these utility-privacy trade-offs in Sec. 3.7.

Number of CSPs used for transcription: As discussed above, employing multiple
CSPs lowers the monetary cost incurred. However, as shown in Table 3.1, AWS has
a higher WER than Google. Hence, using both the CSPs results in lower overall

utility than just using Google’s cloud service.

Voice Conversion

Below, we discuss the two main categories of VC systems, highlighting their privacy-

utility trade-offs.
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One-to-One Voice Conversion

One-to-one VC maps a predefined source speaker voice to a target speaker voice.
In Preech, we use sprocket [123], which is based on spectral conversion using
a Gaussian mixture model (GMM). Sprocket’s training phase takes three steps:
(1) acoustic features extraction of the source and target speakers samples, (2)
time-alignment of the source and target features, and (3) GMM model training.
During conversion, sprocket extracts the acoustic features of the new utterances,
converts them using the learned GMM model, and generates the target waveform.
Preech applies sprocket to convert the voice of all source speakers, including the
synthesized dummy segments, into the same target speaker voice.

Many-to-One Voice Conversion

For perfect voice privacy, the VC system should (1) map any voice (even if previ-
ously unseen) to the same target voice, (2) not leak any distinguishing acoustic
features, and (3) operate on speech containing multiple speakers. To this end,
Preech deploys the two-stage many-to-one VC [124] mechanism. As shown in
Fig. 3.4, the first stage is a phoneme classifier that transfers the speech utterance
into a phonetic posterior grams (PPG) matrix. A PPG is a time-aligned phonetic
class [124], where a phoneme is the visual representation of a speech sound.
Thus, the phoneme classifier removes the speaker-identifying acoustic features by
mapping the spoken content into speaker-independent labels. In the second stage,
a speech synthesizer converts the PPGs into the target voice.

The PPGs intermediate stage is irreversible and speaker-independent. It guar-
antees that the converted dummy segments Sy and converted original segments S
cannot be distinguished from each other. However, the actual implementation of
the system carries many challenges. The first stage is a performance bottle-neck
as it needs large phonetically aligned training data to generalize to new unseen
voices. We overcome this challenge by generating a custom training speech dataset

with aligned phonemes as described in Sec. 3.6.

Control Knobs

The aforementioned VC techniques present an interesting utility-usability-privacy

trade-off. The one-to-one VC technique gives better accuracy than many-to-one VC
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since it is trained for a specific predefined set of source speakers (details in Sec.
3.7). However, this utility gain comes at the price of usability and privacy. First,
unlike many-to-one VC, sprocket needs parallel training data—a set of utterances
spoken by both the source and target speakers. Hence, it requires an enrollment
phase to get the source speaker’s voice samples, thereby limiting the scalability of
Preech for previously unseen speakers. Second, one-to-one VC does not provide
perfect indistinguishability. These two limitations can be mitigated by applying

many-to-one VC (Sec. 3.7) at the expense of degraded transcription accuracy.

3.5 End-to-End Threat Analysis

In this section, we go over the end-to-end system design of Preech and identify

potential privacy vulnerabilities.

Voice Privacy: Many-to-one VC removes all the identifying features from S, like the
speakers’ voices, background noise, and recording hardware, thereby protecting

voice privacy.

Textual Privacy: For sensitive word scrubbing, the best-case scenario from a pri-
vacy point of view is to have the user spell out the entire keyword list. However,
due to its high usability overhead, Preech uses NER instead to identify named
entities automatically from TQP. In Sec. 3.7, we empirically show that Preech can
achieve a near-perfect true positive rate in identifying the segments containing
sensitive words. However, this is only an empirical result and is dataset dependent.

Our main defense against statistical analysis on the text is the DP guarantee
on the word histogram. This DP guarantee would break down if the adversary
can distinguish the dummy segments from the true segments. Many-to-one VC
technique, by design, ensures that both sets of segments have the same acoustic
teatures. However, the possibility of distinguishing them based on their textual
features still remains. To address this threat, we rely on state-of-the-art NLP models
with low perplexity (log-likelihood) scores to generate the dummy text corpus.
The low perplexity scores ensure that the auto-generated text is as close as possible
to the natural language generated by humans [131, 132]. Although there is no
formal guarantee about the adversary’s ability to distinguish dummy and true
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segments based on their textual features, we have empirically analyzed this threat
in Sec. 3.7 and Sec. 3.7. We leverage state-of-the-art NLP techniques to mount
attacks on the dummy segments. Our results show that the adversary fails to
distinguish between the dummy and true segments. However, the extent of such
robustness is based on the efficacy of state-of-the-art NLP techniques.

Word correlations can also weaken the DP guarantee (d —w, if w is the maxi-
mum size of word groups with high correlation). This can be addressed by either
increasing d or considering n-gram (n = w) word histograms. However, this
would increase the requisite amount of dummy segments.

Long segments can also be a source of privacy vulnerability as each segment
contains more contextual information. Hence, in the prototype Preech presented
in the chapter, we use short segments that contain at most two non-stop words.

Another weakness is related to vocabulary estimation, especially if some of
the distribution-tail words are deemed to be sensitive. Preech provides no formal
guarantees on the words that do not belong to V. Although our empirical evaluation
shows that the OSP has a very high accuracy for the weighted estimation of V
(Sec. 3.7), some sensitive distribution-tail words might still be missed due to the
OSP’s transcription errors. Additionally, our formal DP guarantee holds only for
the word histogram (BOW) on V. Textual analysis models other than BOW are
empirically evaluated in Sec. 3.7 and Sec. 3.7.

Finally, if the CSP can reorder the segments (even partially since the speech file
it receives contains dummy segments as well), it will be able to distinguish the
dummy segments from the true ones and hence, learn the textual content of the
file. For this again, we show empirically that current NLP techniques fail to reorder
the segments (Sec. 3.7) even in the worst-case setting where all the segments go to
one CSP. However, as before, this is an empirical result only.

Formal Privacy Guarantee: For a speech file S, Preech provides perfect voice privacy
(when using many-to-one VC) and an (e, §)-DP guarantee on the word histogram for
the vocabulary considered (BOW), under the assumption that the dummy segments are
indistinguishable from the true segments.



66

3.6 Implementation

In this section, we describe the implementation details of Preech’s building blocks
(shown in Fig. 3.1).

Segmentation: We implement the two-level hierarchical segmentation algorithm
described in Sec. 3.4. The silence detection based segmentation is implemented
using the Python pydub package®. We used Praat’ to extract the pitch information
required for the second level of the segmentation algorithm.

Sensitive Keyword Scrubbing: We use the NLP Python framework spaCy ° for
named entity recognition (NER) from the text. The keyword lists per each dataset
can be found in Appendix 7.4. We employ PocketSphinx'! for keyword spotting, a
lightweight ASR that can detect keywords from continuous speech. It takes a list of
words (in the text) and their respective sensitivity thresholds and returns segments
that contain speech matching the words. PocketSphinx is a generic system that can
detect any keyword specified in runtime; it is not trained on a pre-defined list of

keywords and requires no per-user training or enrollment.

Generating Dummy Segments: We use the open source implementation '? of
OpenAl's state-of-the-art NLP language model, GPT2[132], to generate the noise
corpus.

Using this predictive model, we generate a large corpus representing the vo-
cabulary of the evaluation datasets. An example of the generated text is available
in Appendix 7.5. To generate the dummy segments, we segment each document
at the same level as the speech segmentation algorithm. We build a hash table
associating each vocabulary word with the segments that contain it. Preech uses a

dummy segment only once per CSP to prevent it from identifying repetitions.

Text-to-Speech: We use the multi-speaker (voice cloning) TTS synthesizer [7]
to generate the speech files corresponding to the dummy segments. We use a

8https://pypi.org/project/pydub/
‘http://www.fon.hum.uva.nl/praat/
Onttps://github.com/explosion/spaCy
Uhttps://github. com/cmusphinx/pocketsphinx
’https://github.com/huggingface/transformers
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pre-existing system implementation and pretrained models 2.

One-to-One Voice Conversion: We use the open-source sprocket software '*. As
described in Sec. 3.4, sprocket requires a parallel training data and the target voice
should be unified for all source speakers. For the VCTK datasets, we use speaker
p306 as the target voice. Since we also evaluate Preech on non-standard datasets
(Facebook and Carpenter cases), we had to construct the parallel training data for
their source speakers. For this, we use TTS to generate the required target voice
training utterances in a single synthetic voice.

Many-to-One Voice Conversion: We utilize pre-existing architectures and hy-
perparameters ' for the two-stage many-to-one VC [124] mechanism, shown in
Fig. 3.4. The first network, net;, is trained on a set of {raw speech, aligned phoneme
labels} samples from a multi-speaker corpus, where the labels are the set of 61
phonemes from the TIMIT dataset. The only corpus that has a manual transcrip-
tion of speech to the phonemes’ level is the TIMIT dataset—a limited dataset.
We found that training net; on TIMIT alone results in an inferior WER perfor-
mance. For better generalization, we augment the training set by automatically
generating phoneme-aligned transcriptions of standard ASR corpora. We use the
Montreal Forced Aligner ' to generate the aligned phonemes on LibriSpeech and
TED-LIUM [133] datasets. The second network, net,, synthesizes the phonemes
into the target speaker’s voice. It is trained on a set of {PPGs, raw speech} pairs
from the target speaker’s voice. We use the trained net; to generate the PPGs data
for training net,. As such, we only need speech samples of the target speaker to
train net,. This procedure also allows net, to account for net;’s errors. We use
Ljspeech!” as the target voice for its relatively large size—24 hours of speech from
a single female.

Bhttps://github.com/CorentinJ/Real-Time-Voice-Cloning
“https://github. com/k2kobayashi/sprocket
Phttps://github.com/andabi/deep-voice-conversion
1enttps://montreal-forced-aligner.readthedocs.io/en/latest/
https://keithito.com/LJ-Speech-Dataset/


https://github.com/CorentinJ/Real-Time-Voice-Cloning
https://github.com/k2kobayashi/sprocket
https://github.com/andabi/deep-voice-conversion
https://montreal-forced-aligner.readthedocs.io/en/latest/
https://keithito.com/LJ-Speech-Dataset/

68

3.7 Preech Evaluation

We evaluate how well Preech meets the design objectives of Sec. 3.4. Specifically,
we aim to answer the following questions:
(Q1.) Does Preech preserve the transcription utility?
(Q2.) Does Preech protect the speakers’ voice biometrics?
(Q3.) Does Preech protect the textual content of the speech?
(Q4.) Does the different control knobs provide substantial flexibility in the utility-
usability-privacy spectrum?

We answer the first three questions for a prototype implementation of Preech
that provides the maximum degree of formal privacy and hence, the least utility.
For evaluating Q4, we relax the privacy guarantee to obtain utility and usability

improvements.

Prototype Preech: For the prototype Preech presented in the chapter: (1) seg-
mentation length is adjusted to ensure that each segment contains at most two
non-stop words (2) noisy segments are generated via the GPT2 language model
(3) a single CSP (Google) is utilized (4) many-to-one VC is applied to both the

dummy and true segments.

Q1. Transcription Utility

We assess the transcription WER after deploying end-to-end Preech on the non-
standard datasets. Recall that Table 3.1 in Sec. 3.2 shows the baseline WER perfor-
mance of the CSP and OSP before applying Preech.

WER Analysis: Column 4 in Table 3.2 shows the end-to-end WER for the proto-
type Preech which represents the accumulative effect of segmentation, SWS, and
many-to-one VC. Although VCis the main contributor to Preech’s WER, as is evident
from Sec. 3.7, there are two main observations. First, many-to-one VC is superior to
Deep Speech. Specifically, Preech’s relative improvement over Deep Speech ranges
from 11.91% to 32.25% over the evaluation datasets (except for Carpenter2). Recall
that we trained the VC system using standard ASR corpora, while we evaluate the
WER on non-standard cases. Still, Preech’s WER is superior to that of Deep Speech,
which has been trained through hundreds of hours of speech data. Second, Preech



Datasets Cloning One-to-One  Many-to-One OSP
VCTK p266 5.15 (80.73%) 16.55 (38.06%) 21.92 (17.96%) 26.72
VCTK p262 4.53 (71.63%)  7.39 (53.73%) 10.82 (32.25%) 15.97
Facebookl  8.26 (66.59%) 14.60 (40.94%) 20.30 (17.88%) 24.72
Facebook2  9.75 (63.36%) 18.27 (31.34%) 19.44 (26.94%) 26.61
Facebook3  14.93 (51.40%) 23.25(24.32%) 27.06 (11.91%) 30.72
Carpenterl 14.43 (44.18%) 23.88 (7.62%) 22.63 (12.46%) 25.85
Carpenter2 13.53 (65.93%) 33.71 (15.11%) 38.90 (2.04%) 39.71
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Table 3.2: WER (%) of end-to-end Preech which represents the accumulative
effect of segmentation, SWS, and different settings of voice privacy and its relative
improvement in (%) over OSP (Deep Speech).

does not have the same performance for all the datasets. This observation arises
again from the lack of diversity in our VC training set. For example, the speaker in
Carpenter 1 speaks loudly, allowing VC to perform well. On the other hand, the
second speaker (Carpenter 2) is not as clear or loud, which results in an inferior
VC performance. This observation is consistent with Deep Speech as well.

Our experiments show that these results can be improved by adding samples of
the source speaker voice to the training pipeline of net; and net,. We chose not to
go with this approach as this limits the usability of the system, and in such a case

sprocket (Sec. 3.7) would be a better choice.

Q2. Voice Biometric Privacy

To test the voice biometric privacy, we conduct two experiments using the voice
analysis APIs (details in Sec. 3.3). In the first experiment, we assess the CSP’s
ability to separate speech belonging to different speakers after Preech applies the
VC system. On our multi-speaker datasets, IBM diarization API concludes that
there is only one speaker present.

Furthermore, we run the diarization API after adding the dummy segments
(after TTS and VC). Again, the API detects the presence of only one speaker. Thus,
not only does Preech hide the speaker’s biometrics and map them to a single target
speaker but also ensures noise indistinguishability, which is key to its privacy
properties.

The second experiment tests Preech’s privacy properties against a stronger
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Figure 3.5: ROC curve for sensitive words detection at different values of the
sensitivity score.

adversary, who has access to samples from the true speakers. We enroll segments
from the true speakers as well as the fake target speaker to Azure’s Speaker Identi-
fication API. We pass the segments from Preech (after adding dummy segments
and applying VC) to the API. When many-to-one VC is applied, in all evaluation
cases, the APl identifies the segments as belonging to the fake target speaker. Not
a single segment was matched to the original speaker. Both experiments show that
prototype Preech is effective in sanitizing the speaker’s voice and ensuring noise

indistinguishability.

Q3. Textual Privacy

We perform an extensive evaluation of the textual privacy, including sensitive word

scrubbing, analysis of the DP mechanism, and defense against statistical analysis.
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Sensitive Words Scrubbing;:

We run PocketSphinx keyword spotting on each dataset at different sensitivity
scores ranging from 0.2 to 1'®. Fig. 3.5 shows the detection true positive rate (TPR)
versus the false positive rate (FPR) at different sensitivity scores. As the figure
shows, the sensitivity score is a trade-off knob between privacy (high TPR) and
utility (low FPR). We observe that Preech is able to achieve almost perfect TPR
with low FPR values.

Next, we evaluate the impact of SWS on the transcription utility. We set a sensi-
tivity score of 0.95 for all the datasets to have a near-perfect TPR while minimizing
the FPR. Our experiments show that the total duration of the segments flagged with
sensitive keywords at this score is: 0.13%, 0.06%, 0.18%, 0.20%, and 0.08% of the
total duration of each dataset in Fig. 3.5. Then, we transcribe the sensitive-flagged
segments using Deep Speech. The overall transcription accuracy after SWS (i.e.,
equivalent to choosing voice cloning in Preech as cloning results in no addition
WER) is presented in the second column of Table 3.2. Since the segments are short,
the portion of speech transcribed locally is limited. Hence, the impact of the OSP

transcription errors is not significant.

DP Mechanism Analysis:

We follow the DP mechanism described in Sec. 3.4.

Vocabulary Estimation: We estimate the vocabulary V using the OSP transcript.
Let W represent the set of unique words in T§. We define the accuracy of the vo-
cabulary estimation, D 4., as the ratio between the count of the correctly identified
unique words from TE5?, W, and the count of the unique words in TS, IWI.
For our datasets, the domain estimation accuracy is at least 75.54%. We also cal-

culate the weighted estimation accuracy defined as: Dyyeightea = z P(W“l;zé‘nw“few

where P(ws) is the weight of the estimated word weg in T§. Dyeightea is more
informative since it gives higher weights to the most frequent words in T¢. The
weighted estimation accuracy is 99.989% in our datasets. From W, we select V
over which we apply the DP mechanism. Additionally, we extend our vocabulary

to contain a set of random words from the English dictionary.

8The sensitive keywords list for each dataset is in Appendix 7.4.
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# words #Extra words due to dummy segments
inT¢ d=2 d=5 d=15

VCTK p266 483 922 ($0.22) 2915 ($0.68) 7247 ($1.69) 23899 ($5.58)
VCTK p262 471 914 ($0.21) 2845 ($0.66) 7157 ($1.67) 23230 ($5.42)
Facebook 1098 5326 ($1.24) 6660 ($1.55) 16567 ($3.87) 54038 ($12.62)
Carpenter 1474 7703 ($1.80) 8915 ($2.08) 22296 ($5.20) 72907 ($17.02)

Datasets V|

— — N N

Table 3.3: Number of extra words due to dummy segments and the additional
monetary cost in USD with varying d, at e =1 and & = 0.05.

Histogram Distance: We analyze the distance between the original and noisy
histograms (after applying Preech) and its impact on the cost of online transcription.
Because of the nature of Preech’s DP mechanism, the noise addition depends on
four values only: |V], €, §, and d.

For all our experiments, we fix the values of € = 1 and 6 = 0.05. Table 3.3 shows
the amount of noise (dummy words) and their transcription cost in USD ' for
each of the evaluation datasets at different values of d. Each dataset has a different
vocabulary size [V| and word count. The increase in the vocabulary size requires
adding more dummy segments to maintain the same privacy level. In Preech,
adding more noise comes at an increased monetary cost, instead of a utility loss.
The table highlights the trade-off between privacy and the cost of adding noise.

Statistical Analysis

In this section, we evaluate the statistical analyses (details in Sec. 3.3) performed
by the adversary to extract textual information on the noisy transcripts obtained

from Preech.

Topic Model: We generate the topic models from the documents corresponding
to the original and noisy word histograms, and evaluate their ¢; distance. The topic
model operates on a corpus of documents; hence we include eight more Supreme
Court cases to our original evaluation datasets (Facebook and Carpenter). In this
evaluation, we treat all these ten documents as one corpus; we aim to generate the
topic model before and after applying Preech to the whole corpus.

We use AWS Comprehend API to generate the topic model. The API needs the

number of topics as a hyperparameter that ranges from 1 to 100. Based on our

YThe pricing model of Google Speech-to-Text is: $0.009/15 seconds.
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Figure 3.6: Topics {; distance CDF at d = 2,5, and 15 for t =8, 10, 12, and 14

apriori knowledge of the true number of topics, we evaluate the topic model on
the following number of topics t = 8,10, 12, and 14.

We statistically evaluate the {; distance between true and noisy topics. The
topic model T = {Ty,---, T} is a set of t topics where each T;,1 € [t] is a word
distribution. We use the Hungarian algorithm to match each noisy topic T € T’
to its closest match in 7, the true topic model. We evaluate the topics {; distance
for 21 runs. At each run, we generate a random noise vector per document, select
the corresponding dummy segments, and evaluate the topic model on the set
of original and noisy documents. Fig. 3.6 shows the empirical CDF of the topics
{; distance at different values of d. As the figure shows, the higher the distance
parameter d, the larger is the {; distance between true and noisy topics.

Stylometry: In this experiment, we assume that the CSP applies stylometry
analysis on T$3F in an attempt to attribute it to an auxiliary document whose
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authors are known to the CSP. To evaluate the worst-case scenario, we assume the
adversary possesses the original document T¢, and we compute the {, distance of
the stylometric feature vectors generated from T war.t T¢.

First, we compute the £, distance of TSP before applying Preech. The respective
values for the Facebook and Carpenter datasets are 28.19 and 60.45. TSP differs
from T§ in lexical features due to transcription errors and because the CSP gener-
ates the punctuation instead of the actual author.

Second, we apply Preech on the two datasets at different values of the distance
parameter: d = 0,2,5,15. The corresponding {, distances for the Facebook (Car-
penter) dataset equal: 73.14 (83.64), 328.80 (577.72), 947.58 (1629.79), and 2071.18
(3582.10). Note that the {, distance at d = 0 shows the effect of segmentation
and SWS only on obfuscating the lexical features. Clearly, adding the dummy
segments increases the {, distance. This is expected as most of the lexical features

are obfuscated by the DP mechanism.

Category Classification: Google’s NLP API can classify a document to a prede-
fined list of 700+ document categories®’. First, we run the classification API on the
original documents from the topic modeling corpus. All of them classify as Law &
Government. Running the API on Preech processed documents, using an extended
vocabulary (i.e., contains random words), dropped the classification accuracy to
0%. None of the documents got identified as legal, law, or government even at the
smallest distance parameter value d = 2. Although a portion of the noise words
belongs to the original Law & Government category, segmentation, shuffling, and

the out-of-domain noise words successfully confuse the classifier.

Sentiment Analysis: Sentiment analysis generates a score in the [—1, 1] range,
which reflects the positive, negative, or neutral attitude in the text. First, we evaluate
the sentiment scores of the original ten documents. For all of them, the score falls
between —0.2 and —0.9, which is expected as they represent legal documents. Next,
we evaluate the scores from Preech processed documents considering an extended-
vocabulary. We find that all scores increase towards a more positive opinion. Fig. 3.7
shows a heatmap of the sentiment scores as we change the distance parameter
d for the ten evaluation documents. Thus, Preech’s two-pronged approach—1)

addition of extended-vocabulary noise, and 2) removal of ordering information

2nttps://cloud.google.com/natural-language/docs/categories
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Figure 3.7: Sentiment scores heatmap of 10 documents with varying d, ate =1
and 6 = 0.05.

via segmentation and shuffling—proves to be effective. In a setting where the
adversary has no apriori knowledge about the general domain of the processed
speech, the noise addition mechanism gains extend from DP guarantee over the
histogram to other NLP analyses as well.

Indistinguishability Of Dummy Segments

The indistinguishability of the dummy segments is critical for upholding the DP
guarantee in Preech. We perform two experiments to analyze whether current state-
of-the-art NLP models can distinguish the dummy segments from their textual

content.

Most Probable Next Segment: In this experiment, the adversary has the ad-
vantage of knowing a true segment S; that is at least a few sentences long from
the Facebook dataset. We use the state-of-the-art GPT ! language model by Ope-
nAl [134] to determine the most probable next segment following S; using the
model’s perplexity score. In NLP, the perplexity score measures the likelihood
that a piece of text follows the language model. We get the perplexity score of
stitching S; to each of the other segments at the CSP. The segment with the lowest

2lhttps://github.com/huggingface/transformers


https://github.com/huggingface/transformers

76

perplexity score is selected as the most probable next segment. We iterate over all
the true segments of the Facebook dataset, selecting them as S;. We observed that
a dummy segment is selected as the most probable next segment in 53.84% of the
cases. This result shows that the language model could not differentiate between
the true and dummy segments even when part of the true text is known to the

adversary.

Segments Re-ordering: Next, we attempt to re-order the segments based on
the perplexity score. We give the adversary the advantage of knowing the first
true segment S). We get the perplexity score of S, followed by each of the other
segments. The segment with the lowest score is selected as the second segment S;
and so on. We use the normalized Kendall tau rank distance K. to measure the
sorted-ness of the re-ordered segments. The normalized K. distance measures
the number of pairwise disagreements between two ranking lists, where 0 means
perfect sorting, and 1 means the lists are reversed. The K. score for running this
experiment on the Facebook dataset is 0.512, which means that the re-ordered
list is randomly shuffled w.r.t the true order. Hence, our attempt to re-order the
segments has failed.

These empirical results show that it is hard to re-order the segments or distinguish
the dummy segments. This is expected due to three reasons: (1) the segments are
very short; (2) the dummy segments are generated using a state-of-the-art language
model; and (3) we observed that most of the transcription errors happen in the
first and last words of a segment due to breaking the context. These errors add
to the difficulty of re-ordering. Moreover, if the user partitions S among multiple
CSP’s (Sec.3.4), then consecutive segments would not go to the same CSP with high
probability. This setting would increase Preech’s protection against re-ordering
attacks.

Q4: Flexibility of the Control Knobs
Utility-Privacy Trade-off

In this section, we empirically evaluate the control knobs that provide a utility-

privacy trade-off.
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Figure 3.8: Segmentation trade-off between utility and privacy. WER(%) is mea-
sured using Google Cloud Speech-to-Text.

Minimum segment length: Fig. 3.8 shows the trade-off between the number of
words per segment and WER as function of the minimum segment length. As
expected, increasing the minimum duration of a segment results in an increase in
the number of words per segment. The WER in turn drops when the number of
words per segment increase as the transcription service has more textual context.
However, it can lead to potential privacy leakage. The results in Fig. 3.8 indicate
that for two real-world datasets, the number of words per segment can be kept
between 2 and 3 with an acceptable degradation of the WER.

Voice Cloning: Voice cloning does not affect the true segments (it is only applied
to dummy segments), resulting in no additional WER degradation. The WER for
deploying voice cloning is incurred only due to segmentation and SWS. Thus, as
shown in column 2 of Table 3.2, the relative improvement in WER ranges from 44%
to 80% over Deep Speech. This approach, however, has two limitations. First, the
speaker’s voice biometrics from S are not protected. Second, there is no guarantee
that an adversary would not be able to distinguish the cloned speech segments

from the original ones.

Sensitivity score of KWS: As shown in Fig. 3.5, the lower the sensitivity score,
the higher the TPR and hence the greater the privacy (most prominent in the
Carpenter2 dataset). However, this also increases the FPR, which means a larger

number of non-sensitive segments are transcribed via the OSP resulting in reduced
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accuracy.

One-To-One VC: Table 3.2, column 3, shows that one-to-one VC outperforms
many-to-one VC on most of the datasets. This result is expected since sprocket is
trained and tested on the same set of source speakers while the many-to-one VC
system generalizes to previously unseen speakers.

We observe that the improvement for the VCTK dataset is more significant than
others. Recall that in our one-to-one VC implementation in Sec. 3.6, the target
voice for VCTK is a natural voice—speaker p306. The target voice for the other
datasets is a synthetic one, which hinders the quality of the converted voice and
the transcription accuracy. We investigate this observation by training sprocket
for VCTK on a synthetic target voice as well. The WER then increased to 19.33%
and 9.21% for p266 and p262. Hence, we attribute the difference in the relative
improvement to the target voice naturalness. In practice, the target voice could
easily be a natural pre-recorded voice, and the users are asked to repeat the same
utterances at the enrollment phase.

However, the one-to-one VC technique suffers from some privacy loss. The one-to-
one VC system translates the acoustic features from a source to a target speaker’s
voice. Hence, it may leak some features from the source speaker. We observed that
one-to-one VC is vulnerable to speaker identification analysis. Specifically, using
Azure’s Speaker Identification API, 10% of the voice-converted segments using
sprocket were identified to their true speakers.

Usability-Privacy Trade-off

In our setting, usability can be measured along three dimensions: latency,
monetary cost, and implementation overhead. However, we would like to stress
that Preech is not designed for real-time speech transcription. Hence, latency is
not a primary concern for Preech. Nevertheless, we include it in the following
discussion for the sake of completeness.

Latency Evaluations: Note that all the operations of Preech are performed on
speech segments. Hence, the latency is linear in the number of segments. We
evaluate the end-to-end system latency per segment (with length ~ 6s) for the OSP,
the CSP, and Preech; the latency values are 2.17s, 1.70s, and 14.90s, respectively.
We observe that the overhead of Preech is mostly attributed to the many-to-one VC
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(11s per segment on average). When voice cloning (or one-to-one VC) is applied
instead, Preech’s end-to-end per segment latency reduces to 3.90s (or 11.47s) at
the expense of a privacy loss as discussed in Sec.3.7.

Vocabulary Size: Considering a larger V (Sec. 3.4) increases the scope of the
DP guarantee. For example, adding external words provides protection against
statistical analysis like text classification (Sec.3.7). However, larger V results in
an increased amount of dummy segments and hence, increased monetary cost
(Table 3.3). For example, extending V by ~ 1000 out-of-domain words for the
Carpenter dataset incurred a total cost of $25 at d = 15.

Distance Parameter d: As explained in Sec. 3.4, larger the value of d, greater is
the scope of privacy. However, the amount of required noise increases by d. For
example, for the dataset VCTK p266, increasing d from 2 to 15 increases the cost
by roughly $5 (Table 3.3).

Utility-Usability Trade-off

The following control knobs provide a venue for customizing the utility-usability
trade-off.

Number of CSPs: As discussed in Sec. 3.4, using multiple CSPs reduces the
amount of dummy segments (and hence, the monetary cost) in Preech. However,
it comes at the price of utility; the transcription accuracy of the different available
CSPs varies. For example, from Table 3.1, we observe that AWS has a higher WER
than Google. Thus, using multiple CSPs may result in a lower mean utility.

One-to-One VC: As discussed above, one-to-one VC technique has lower WER
than many-to-one VC technique (Table 3.2). However, it requires access to repre-
sentative samples of the source speaker voice for parallel training thereby limiting
scalability for previously unseen speakers (Sec. 3.4).

3.8 Related Work

In this section, we provide a summary of the related work.
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Privacy by Design: One class of approaches redesigns the speech recognition
pipeline to be private by design. For example, Srivastava et al. proposes an encoder-
decoder architecture for speech recognition [135]. Other approaches address the
problem in an SMC setting by representing the basic operations of a traditional
ASR system using cryptographic primitives [136]. VoiceGuard is a system that
performs ASR in the trusted execution environment of a processor [137]. However,
these approaches require redesigning the existing systems.

Speech Sanitization: Recent approaches have considered the problem from a
similar perspective as ours. They sanitize the speech before sending it to the
CSP. One such approach randomly perturbs the MFCC, pitch, tempo, and timing
features of a speech before applying speech recognition [109]. Others sanitize the
speaker’s voice using vocal tract length normalization (VTLN) [138,139]. A recent
approach modifies the features relevant to emotions from an audio signal, makes
them less sensitive through a GAN [106]. Last, adversarial attacks against speaker
identification systems can provide some privacy properties. These approaches
apply minimal perturbations to the speech file to mislead a speaker identification
network [140, 141].

These approaches are different from ours in two ways. First, they do not con-
sider the textual content of the speech signal. The only exception is the approach
by Qian et al. [139], which addresses the problem of private publication of speech
datasets. This approach requires a text transcript with the audio file, which is not
the case for the speech transcription task. In addressing the textual privacy of a
speech signal, Preech adds indistinguishable noise to the speech file. The proposed
techniques fail to provide this property. Second, the approaches above only con-
sider voice privacy against a limited set of features, such as speaker identification
or emotion recognition. Preech applies many-to-one VC to provide perfect voice
privacy.

3.9 Conclusion

In this chapter, we have proposed Preech, an end-to-end system for speech tran-
scription that (1) protects the users’ privacy along the acoustic and textual dimen-
sions at (2) an improved performance relative to offline ASR, (3) while providing
customizable utility, usability, and privacy trade-offs.
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Chapter 4

Mystique: Analog Attack on Speaker

Identification

4.1 Introduction

As a primary mechanism for human communication, speech is a natural vehicle for
human-computer interaction (HCI). Fueled by advancements in Machine Learning
(ML), everyday devices and services accept speech as input; users can seamlessly
control their smart devices and communicate with automated customer services.
This convenience brought the need to authenticate users when speech is the pri-
mary interaction modality. Companies deploy automatic speaker identification
systems (ASI) that pack ML-based models to authenticate users based on their
voiceprint [142, 143].

Building upon prior chapters, this chapter delves into vulnerabilities within
speaker identification systems. We investigate the potential for impersonation
attacks and vulnerabilities within existing defenses, uncovering a new, previously
unexplored, attack vector. The underlying theme across these attacks is the manip-
ulation of speech signals, with adversaries aiming to deceive the speaker identi-
fication system. This exploration builds on our examination of privacy concerns
in voice-enabled technologies, providing a more comprehensive understanding
of security challenges in the context of machine learning applications relying on
speech as a primary modality for human-computer interaction.

Speaker identification systems are vulnerable to an array of attacks such as

speech synthesis [ 144, 145, 146], voice conversion [147, 148, 149], replay attacks
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Figure 4.1: Overview of Mystique voice impersonation attack. Left: Acoustic envi-
ronment fall’s under the adversary’s control. Right: the system under attack setup.
@ The adversary speaks through an adversarially designed tube. @ A liveness
detection model confirms the liveness of the captured voice. €@ An automatic
speaker identification model recognises the identity of the adversary as the target
speaker. @ The secure system gives access to the adversary.

[150], and adversarial examples [151, 152, 153]. The adversary generates and feeds
the speaker identification system a speech sample to impersonate a target speaker.
While the attack techniques differ, they share a common principle: the attacker
manipulates the speech signal in the digital domain and potentially plays it through a
speaker. Note that even physical adversarial examples in the vision domain follow
the same principle. Generating these examples requires obtaining a signal (such
as a speech recording or a visual patch) by solving an optimization problem in the
digital domain and later realizing it in the analog domain.

Current defenses leverage this observation and employ mechanisms to detect
the digital attack artifacts in the input signal [154, 78, 155]. These defenses target
either the (1) physical properties of the speaker e.g. their physical presence [156,
157] or (2) properties of the speech speakers produce e.g. the energy distribution of
different harmonics [158, 101]. The resulting unified acoustic pipeline constrains
the attacker when generating the attack samples, thus increasing the cost of the
attack [159, 154, 155]. Generally speaking, the defense literature makes a basic
assumption that the attack source is not human. In this chapter, we challenge it by
asking this question: Is it possible to attack speaker identification systems using analog
manipulation of the speech signal?

Answering this question in the affirmative has critical implications on using
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ML to detect and identify human speakers. An analog transform of the speech
signal to evade speaker identification challenges the identifiability assumption that
underlies various acoustic tasks; human characteristics can no longer be uniquely
identified from their speech. An attacker can control the propagation medium to
affect the speaker identification task. Towards that end, we present Mystique, a
live spoof attack, which enables analog transformations of speech signals. Mystique
allows the attacker to transform their voice for inducing a targeted misclassification
at the ASI system, effectively impersonating a target victim.

Realizing Mystique requires us to satisfy four conditions. First, the analog
transform must occur on live speech. Second, an arbitrary speaker should be able
to impersonate another arbitrary victim; i.e., the attacker needs not be a professional
vocalist or have any impersonation experience. Third, the transform should directly
impact the ASI model prediction. Fourth, the transform can be mathematically
modeled to be incorporated in the attack optimization objective. Mystique exploits
the acoustic resonance phenomenon to satisfy these conditions. Acoustic resonance
is a physical transform where objects vibrate to specific frequencies. Acoustic
resonance allows an object to act as a frequency filter, amplifying some frequency
components and dampening others.

Mystique uses hand-crafted tubes to apply the adversarial resonance transfor-
mation to the speaker’s voice. We chose tubes as our attack’s physical objects for
two reasons. First, tubes are ubiquitous and inexpensive; they are available in
hardware stores in different dimensions. Second, there is extensive literature on
acoustic modeling of musical wind instruments, most of which have cylindrical
or conical shapes. Note that the same methodology can be extended to arbitrary
shapes using wave simulation and numerical analysis [160, 161].

To realize Mystique, we model the tube resonator as a band-pass filter (BPF)
transform; the tube dimensions fully define the filter. Next, we develop a black-box
optimization procedure over the filter parameters (tube dimensions) to trick the
ASI model into recognizing the voice of a chosen target speaker. We apply an
evolutionary algorithm (Sec. 4.4) that uses the ASI model to find the optimal tube
dimensions for a given target. An adversary can use these parameters to realize a
tube that would match their voice to a target speaker.

We perform extensive evaluation of Mystique on two state-of-the-art ASI models
and five spoofing detection baselines. We validate Mystique on a standard speaker
identification dataset, VoxCeleb, and on live speech by conducting a user study
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of 14 participants. We build a physical recording setup and evaluate Mystique
physically. We confirm that Mystique’s adversarial tubes succeed in performing
over-the-air impersonation attack in the real world.

This chapter makes the following contributions:

e We show that a human can directly produce analog audio adversarial ex-
amples in the physical domain. This adversary bypasses current acoustic
defenses based on liveness and (presumably uniquely) identifying character-
istics of the speaker, such as voice pitch.

e We demonstrate, using commonly available plastic tubes, that an attacker can
change the properties of their speech in a systematic way and manipulate ML
models. For example, an adversary can impersonate 500 other speakers using
tubes. Moreover, Mystique is only 23% detectable by the best ASVspoof 2021
spoofing detection baseline that has 100% accuracy on classifying natural

(i.e., no tube) recordings as live.

e We run our attack on live speech to confirm its practicality. We perform a
user study and show that the attack is successful over-the-air on live speech
with a 61.61% success rate. We conduct a human impersonation study as a

baseline and find that its success rate is only 6.2%.

e We discuss a set of strategies to detect the attack and add a discussion of

limitations and future work.

4.2 Acoustics Background

In this section, we introduce background concepts on acoustics and human speech

modeling.

Acoustic Resonance

Resonance is a natural phenomenon in which objects vibrate when excited with
a signal that contains specific frequency components [162]. These frequency
components are referred to as the resonance frequencies, and they contain the
fundamental frequency f, (object’s natural frequency) and its harmonics f;. A
resonating object acts as a filter that magnifies the resonance frequencies, and filters

out other frequencies in the excitation signal. The resonance vibrations encounter
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resistance and losses that define the filter sharpness—referred to as the quality
factor Q. The filter’s fy and Q are usually well defined by the object’s shape and
properties.

Acoustic resonance happens to sound waves that travel inside a hollow object,
such as a tube, when it forms a standing wave [163, 162]. This phenomenon is
observed in wind instruments musical notes. Similar to musical tones, human
speech is produced by resonance inside the speaker’s vocal structure. In Mystique,
we exploit this phenomenon and our understanding of the human speech to design
a physical speech filter using tubes and perform targeted attacks on ASI.

Resonance Frequency. In (cylindrical) tubes, the fundamental resonance fre-
quency fo = cqir/A (Hz), where cqir is the speed of sound in air, and A is the
standing wave wavelength. For open-ended tubes, as in our use case, the fun-
damental mode A = 2L where L is the tube length [164]. Thus, fy = cair/2L,
and c,ir = 20.05v/T (m/s) in dry air [162], where T (K) is the thermodynamic
temperature. These equations, however, do not consider the tube diameter and air

humidity. A more accurate equation is:

Cair
fo=c—Fo 41
7 2(L+084d) (41)
where d is the tube diameter, and AL = 0.8d is an empirical term derived from
measurements [165].

Quality Factor. The quality factor quantifies the acoustic losses inside the tube.
There are two main sources of losses [166, 162]: radiation loss and wall loss.
The radiation loss d.qq is the energy loss due to acoustic radiation outside the
tube [162]: drqa = 2mATf}/c%,,, where A is the tube cross-sectional area. The
wall losses happen because the air speed goes down to zero at the tube internal
walls, hence, it leads to energy loss. Wall losses can be quantified by this damping
factor [162]: dyau = \/m, where p = 1.81 * 10 °kg/ms is the air viscosity,
and p = 1.18kg/m? is the air density. There are other losses that are either hard to
quantify, or environment-dependent, or can be ignored compared to the radiation
and wall losses [167]. Thus, the tube quality factor can be approximated by:

QO = 1/(drad + dwall)- (42)
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Human Speech Modeling

Biological Characteristics. Humans generate speech using three main struc-
tures [168]: the lungs, the vocal folds (glottis), and the articulators as shown in
Fig. 4.2a. The lungs produce airflow and control air pressure, this airflow in turn
makes the vocal folds vibrate and modulate the passing air to produce sound
(audible air vibrations)—referred to as the glottal excitation. The vocal folds
physical shape controls the vibrations frequency, hence, it is considered the speech
source [168]. The vibrating air passes through the articulators—referred to as the
vocal tract—such as the pharynx, the oral cavity, the tongue, the nasal cavity, and
the lips. The vocal tract forms a flexible airway that shapes the sound into the final
distinctive speaker voice. The moving parts, such as the tongue and lips, change
their position to produce different sounds and speech phonemes. Thus, the vocal
tract is considered a linear acoustic filter [168], and human speech production is

modeled as a sound source followed by an acoustic filter.

Source-Filter Model. The glottal excitation defines the voice pitch and can be mod-
eled by an impulse train in the time domain g(t) and by harmonics in the frequency
domain G(f) = F(g(t)). The vocal tract can be modeled as a variable acoustic res-
onator H, (f) that filters the glottal excitation into speech s(t) = F1(H,(f) - G(f)).
The resonator characteristics depend on the vocal tract size and shape; i.e. the
speaker’s anatomy, and the speech phonemes vary with the tongue and lips move-
ment. The different parts of the vocal tract are modeled as consecutive tubes [169],
as shown in Fig. 4.2b. The tubes are an acoustic resonator that amplifies certain
frequencies and filters out others to shape the acoustic excitation into a specific

voice and speech sound.

4.3 System and Threat Models

In this chapter, we consider Automatic Speaker Identification (ASl)—a classification
task that determines a speaker’s identity, based on their speech [170], from a set of
enrolled speakers. Typically, the identification task can be text-dependent; i.e. the
speaker has to say a predefined utterance, or text-independent; i.e. the speaker
can say any utterance of their choice. Text-independent AS| is more secure against
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Figure 4.2: The vocal tract structure and model. (a) The structure including the
glottis, the pharynx, the oral cavity, the nasal cavity, and the lips—adapted from
AnatomyTool [1]. (b) Vocal tract parts modeled as consecutive tubes of different
diameters.

replay attacks, and more usable as it can be embedded within other tasks such as
speech recognition in a seamless interaction.

System Model. We consider a system that applies the ASI task for user identi-
fication and authentication. The system collects speech samples from its users
during the enrollment phase to extract their voiceprint (speaker embeddings) and
fine-tune the ASI model.

Modern ASI systems are based on speaker embedding by deep neural networks.
These models capture the speaker’s voice characteristics from a variable-length
speech utterance s(t) and map it to a vector (embedding) in a fixed-dimensional
space. X-vector DNN [170, 143] is a common AS| embedding network which
consists of 3 stages: (1) feature extraction, (2) speaker embedding, and (3) classifi-
cation. The first stage extracts the mel-frequency cepstrum coefficients (MFCC)
which reduce the dimensionality of the speech signal into a 2D temporal-spectral
map, and applies voice activity detection (VAD) to filter out non-speech segments.
Second, a time-delayed neural network (TDNN) maps the variable-length MFCC
samples into a fixed-dimensional embedding (x-vectors) space. Finally, a softmax
layer is applied on x-vectors to obtain the predicted identity of the speaker. The
network is trained using a multi-class cross entropy objective.

During inference, the system collects a speech utterance from the user, and
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runs the ASI task to determine the user’s identity. The ASI task is the only access
control mechanism deployed by the system. The system also applies a spoofing
detection technique as a countermeasure against spoofing attacks; as we detail
next in the threat model as well as Sec. 4.8.

Fig. 4.1 shows the system setup. The system runs a spoofing detector that
determines whether the recorded utterance is from a live speaker or digitally
produced, i.e., spoofed. If the utterance is detected to be live, the spoofing detector
feeds it to the ASI model which classifies the speaker identity and grants the user
access to the secure system. This system setup can be deployed for logical access
applications such as phone banking services, voice assistants, and smart home

devices.

Threat Model. We consider an adversary that wants to attack the ASI model to
be identified as a target user. First, the adversary will not perform conventional
spoofing techniques such as replay, speech synthesis, voice conversion, or digital
adversarial examples to evade detection by the system’s spoofing detector. Note
that spoofing detection techniques (Sec. 4.8) are based on the assumption that
spoofed speech is always generated by a digital speaker, not a live human. Instead,
the adversary will naturally impersonate the victim’s voice by changing their live
voice using physical objects. Our work introduces a systematic reproducible tech-
nique that allows the adversary to impersonate an arbitrary speaker’s voice, in the
eyes of the ASI model, without using a digital speaker. The attack is analog and
only allows for the use of physical objects and natural sounds.

Second, the adversary performs an audio-only interaction with the system.
Hence, they have complete control over the recording environment, as shown in
Fig. 4.1. They have no access to the ASI model internals; i.e., a black-box attack.
The adversary can only query the ASI model on inputs of their choice and get the
model’s output scores and label. As such, the adversary needs no recordings of the
victim’s speech. They only know the victim is enrolled in the ASI model. Finally,
the adversary impersonates the victim in the eyes of the ASI model to gain access

to their protected accounts. The attack does not target human listeners explicitly.



89

4.4 Attack Methodology

This section introduces our attack, Mystique, provides a theoretical intuition, and

details its operation.

Overview

Fig. 4.1 displays Mystique’s system and attack flow. A microphone captures the
speaker’s voice, validates the voice liveness, and feeds it to an ASI system. Mystique
exploits the flawed assumption that spoof attacks must be generated from a digital
speaker. The current ASI setup overlooks the acoustic environment attack vector.
Mystique challenges these assumptions and performs an attack that is live by default.
An attacker speaks through a specifically designed tube to induce a targeted
misclassification at the ASI system, effectively impersonating a target victim.

Attack Description. The attack is as follows. The adversary models the tube
resonator as a band-pass filter (BPF) transform (Sec. 4.4). The filter is fully defined
by the tube dimensions. Next, the adversary runs an optimization function over
the filter parameters (tube dimensions) to trick the ASI model into classifying the
voice as a chosen target speaker. In a black-box setting, we apply an evolutionary
algorithm (Sec. 4.4) that uses the ASI model score and label to find the optimal

tube dimensions for a given target speaker:

min  R(ASI(s),yt) s.t. s’ =Fupels,p), (4.3)
P

where s is the original speech sample, p is the tube parametrization, y; is the
attack target label, R is the loss, Fuupe(.) is the mathematical model of the tube, and
ASI(.) is the model under attack. The adversary would then purchase the required
tube, and speak through it to trick the system. Therefore, the adversary is able to
systematically bypass spoofing detection and attack ASI with an analog attack.

Modeling Resonance in Tubes

Modeling the filter corresponding to a particular tube is a key requirement for
Mystique. We model the tube transfer function H,(f) as a sum of band-pass filters
(BPFs), with a filter at each harmonic. The i*" filter H;(f) is defined by its center
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frequency at the resonance harmonic f;, and the filter width Af; is defined by the
quality factor Q; (Eqn. (4.5)), wherei=1,2,---,|fs/fy] is the harmonic number,
and f; is the speech sampling rate. The input speech signal s;,,(t) resonates at
the tube’s fundamental frequency f, and its harmonics f; =i - f;. Thus, the tube

output speech signal is:
Sout(t) - Ftube(sin/p) - gil(Hres(f) : Sin(f)); (44)

where ! is the inverse Fourier transform, S;,, (f) = F(sin (t)) is the input speech
spectrum, H,.s(f) = ) Hi(f) is the tube transfer function, and p = (L, d) are
the tube parameters. Note that H,.s(f) is parameterized by p, but we drop this
parameterization to make the notation simpler. In Mystique, we adopt a simple
two-pole band filter for H;(f).

Single Tube. Given a single tube with length and diameter parameters p, Eqn. (4.1)
and Eqn. (4.2) quantify the fundamental resonance parameters. The full harmonic
range of f; and Q; are:

fo=i-fo= Qi = Qu/Vf, (45)
where 1 is a positive integer representing the harmonic number for open-ended
tubes.

Our lab measurements revealed that there is about 1% mismatch between the
theoretical (Eqn. 4.1) and measured f,. We attribute this mismatch to the end-
correction term uncertainties and air humidity. Also, we estimated Q; empirically,
as its change with f; depends on the dominating loss for a given tube. We found

that Q; decaysas1/i,1/ Vi, or1/vi give reasonable estimates and we decided to
select the latter. We include both corrections in the filter formulation.

Multiple Tubes. Next, we extend the single tube model into a structure of multi-
ple consecutive tubes of different lengths and radii to increase Mystique’s degrees
of freedom and the set of possible filters. The extended structure can reach a wider
range of spoofed identities, hence, it increases the attack success rate as shown in
Sec. 4.6.
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Figure 4.3: Resonance model validation of Tube 1 (L = 40.6, d = 3.45) vs its BPF
model: (a) FFT of chirp, (b) FFT of a speech utterance, (c) speech wavefroms
showing DTW alignment between tube and BPF signals, and (d) cross-correlation
between tube and BPF waveforms.

Resonance inside connected open-ended tubes happens when the acoustic
impedance between the connected tubes equal an open-end impedance [171]. This

condition is mapped to the following equation for each two tubes intersection:
A1 - cot(2tfLy/Cair) = An - cot(27tfLy/Cair), (4.6)

where A; and A; are the two tubes cross-sectional areas, L; and L, are their lengths.
We solve this non-linear equation numerically to obtain the resonance frequencies
fi ’s.

Validation. We validate the resonance model by measuring real tubes resonance
and comparing it to our BPFs model. First, we excite the tube with a 3-second chirp
signal [172] that exponentially spans the frequency range from 100 to 3700 Hz.
Then, we play speech samples from VoxCeleb dataset and measure the similarity
between tube and BPF output signals. We use the setup in Fig. 4.5 for recording.
Fig. 4.3 shows the Fast Fourier Transform (FFT), waveform, and cross-correlation
plots for a tube of L = 40.6, d = 3.45 cm. Fig. 4.3a shows the FFT of the chirp
output, which is effectively the tube’s transfer function H,.(f). The vertical dotted
lines indicate the theoretical resonance frequencies, f;, which align perfectly with
the measurement. Fig. 4.3c shows the waveforms with the dynamic time warping
(DTW) alignment, and Fig. 4.3d shows that the waveforms are highly correlated.
We also measure the DTW alignment distance for a set of 6 tubes (Table 4.1),
which is a measure of similarity. The distances are 0.027, 0.03, 0.025, 0.023, and
0.021. Thus, the tube and BPF waveforms are very similar for all evaluated tubes.
Therefore, the BPF model is a realistic representation of the tube resonance. The
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attacker uses this model to obtain the tube parameters for a targeted attack.

Attack Intuition

Speech technology applications such as speech recognition, speaker identification,
and keyword spotting are highly sensitive to the acoustic environment. Models
trained on clean speech recordings often fail in real-world scenarios [173, 174, 175].
Usually, training data has to be augmented with simulated environmental effects
such as noise and echo [173, 174, 175]. The same applies for speech adversarial
examples. Adversarial perturbations do not succeed over-the-air when the en-
vironmental variations are not considered in the optimization objective [42, 33].
Hence, one of the fundamental intuitions behind Mystique is that if the acoustic
environment falls outside the expected distribution, the model predictions will
become unreliable.

Still, one can wonder why a tube (resonator) has such a high impact on the ASI
model’s performance. We theoretically show that tubes affect the estimated pitch.
Next, we empirically validate that tube parameters are statistically significant
predictors of pitch shifts between input and output signals. Such pitch shifts
introduce distribution shifts w.r.t the real-world utterance datasets used to train
speech models. It has been well-established that such distribution shifts reduce
model performance at inference time [176, 177]. In particular, ASI is sensitive to
the pitch of the speech signal; therefore, applying the tube is expected to alter the

classification.

Tubes Cause Pitch Shifts

We build on the work of McAulay and Quatieri [178] who frame the pitch esti-
mation as the solution of an unconstrained optimization of the mean square error
between the Short-time Fourier transform (STFT) of a signal s(t) and a sum of
harmonics, parameterized by the pitch.

McAulay and Quatieri [178] use the peaks of the Short-time Fourier transform
(STFT) of a time domain signal s(t) to represent it as a sum of L sine waves:

L
sn] = ZAg explj(nwg) + 0¢l.
=1
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The values of A, w¢, and 6, represent the amplitudes, frequencies, and phases
of the STFT peaks of the speech signal. Then, they find the value of w, which fits

s[n] to s[n, wy] as:

K(wo)

M, wyl = Z K(kw)exp[j(nkwo) + by,

k=1

where wj is the signal pitch, K(wy) is the number of harmonics in the signal,
A(kw) is the vocal tract envelope, and ¢y is the phase at each harmonic. Finally,
the pitch is estimated by minimizing the mean squared error € (wy) = Ps — p (wy),
where P; is signal’s power which is a constant. Therefore, we only need to minimize

—p(wy), or equivalently:

max p(wg) (4.7)
where
K(wo) L 1~
plwo) = > Alkwo) | Y Ag jsine (we — kawo)l — SA (kewp) | - (4.8)

k=1 =1
As discussed in Section 4.4, the tube results in a resonance effect, modeled as a
set of bandpass filters at the resonance frequencies of the tubes. As such, some of
the frequency components of s(t) will be dampened. We represent this effect as
Ay =0 for £ € £ as well as their submultiples w, € [K(wy)], where £ represents

the set of non-resonant frequencies:

max p(wo) (4.9)
s.t. Ag=0 Ve e L,Vw, € [K(wp)]

Note that Eqn. (4.9) is a constrained version of Eqn. (4.7). We can solve the latter

by maximizing the Lagrangian:

K(wo)

plw,n) =plw)) — ) D MuAd (4.10)

k=1 (el

where the matrix N = [Nxelk(w,)x|¢| Tepresents the Lagrange multipliers. Instead
of directly maximizing Eqn. (4.10) and finding 1, we re-write Eqn. (4.8) separating
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the components in and outside of £:

K(wo)

p(wo) = prlwo) + Z A(kawy) Z Aglsinc(we — kawp)l. (4.11)
k=1 LeL
where
K(wo) B 1~
pr(wg) = Z A(kwy) [ Z Ayl sinc(wy — kw)| — EA(kwo) , (4.12)
k=1 ezL

is the objective function for estimating the pitch of the filtered signal. Next, substi-
tuting Eqn. (4.11) in Eqn. (4.10):

K(wo)

plw,m) = prlwo) + > > (Alkawo)lsinc(we — ko)l ~nie) Ac  (413)

k=1 tel

Using the KKT conditions [179], we know for p(w, n*) to be the maximizer of
Eqn. (4.13), the second term should vanish. Given A; > 0, we should have that:

Mee = A(kwo)|sinc(wy — kwg)|. (4.14)

But that means p¢(wp) = p(wy,n*) is the exact solution to Eqn. (4.9), i.e., the
equality constraint holds perfectly.

Having established that the second optimization problem is a constrained
version of the first, it follows that Q, the feasibility set of Eqn. (4.7)is a subset of
Qy, the feasibility set of Eqn. (4.9). Then, unless £ = () (which trivially results in
Q = Qy), there exists wy € O\ Qy such that wy is a valid estimated pitch that has
been filtered out by the tube. Therefore, we have shown that the tube will cause
shifts in the estimated pitch.

Validation. We design an experiment to study the correlation between the pitch
shift and the change in the classification result. We played samples from the Vox-
Celeb dataset through three tubes of different lengths (corresponding to different
resonance frequencies). For each sample, we estimated the pitch of both signals
(original and output) using CREPE [180] which provides a time-domain signal of
the signal pitch. Given that the pitch varies in the duration of each utterance, we
need to account for different speakers, utterances and original clip recordings to

establish a generalized relationship between pitch shifts and tube parameters.
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Algorithm 2 Differential Evolution

1: Input: s, y¢, pool size N, attack budget n, fitness function f, crossover parameter c,
maximum iterations it, mutation proportion m

2: A: N x n = random(pool)

3: fori=0to it do

4: Apew :Nxn=0.0
5. forj=0in Ndo
6: T1,T2 = sample-randomly(A)
7: l = Apest + M X (11 —T2)
8: m = ¢ > random-mask-of-size(n)
9: a=lxm+A;*(1-—m)
10: if f(a,s,yt) > f(Aj, s,y¢) then
11: Anew,)' =a
12: else
13: Anew,)' = Aj
14: end if
15:  end for
16: A = Apew
17: end for

We regress this pitch difference using an ordinary least squares model with
a design matrix containing tube parameters and 2060 audio samples. The linear
regression model achieves an R? = 0.552. Therefore, the tube parameters explain
at least 55% of the pitch shift variances. P-values achieved are 1.77 x 1072 and
2.99 x 10~'* for length and parameter, respectively, which means that these tube
parameters are good regressors of the shifts introduced by the tube in a variety of

recording conditions, utterances, and speakers.

Mystique’s Algorithm

In Sec. 4.4, we parameterize the tubes by the quality factor Qo and the fundamental
frequency f,. Although, for a single-tube configuration, the search space is small
enough to be brute-forced within a few minutes, we find that in many cases we
can speed up the attack using optimization. More precisely, we experiment with a
gradient-free non-convex optimization algorithm from a family of evolutionary
algorithms called differential evolution (DE) [181].

Algorithm 2 describes our DE approach with best2exp strategy. The algorithm
performs the tube parameters A search by picking three data samples from an

underlying population and combining the best-performing one with the difference
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Figure 4.4: Average reachable target search performance across all of the partici-
pants with SpeechBrain model

between the other two. The algorithm is called differential since the update step
includes computing the difference between a pair of samples and stochastically
appending it to the third. In the search algorithm, we set boundary conditions
on the tube dimensions which define the underlying population. We define the
boundaries as f, ranges from 50 Hz to 1 kHz, and its Q ranges from 5 to 100, such
that fy falls in the typical range of human voice pitch. We sample from this range
using a step size of 10 Hz for f; and 5 for Q. According to Eqn. (4.1)and Eqn. (4.2),
the single tube length would range from 10 cm to 3 m, and the diameter ranges
from 1 cm to 15 cm, which is a practical range. For two-tube structures, each tube
length can range from 5 cm to 120 cm with a 5 cm step size, and the area ratio
ranges from 1 to 10 with a step size of 1. The resultant f;’s are found from Eqn. (4.6).
We set the population size N = 100, maximum iterations it = 5, and tolerance of
0.001. The attack is performed in a black-box fashion, requiring only the target
class score of the ASI model. Thus, the fitness function f(A, s, y) is the ASI model’s
score of the target label y; when transformation A is applied to the user’s utterance
s. We find that within 100 model invocations, as is demonstrated in Fig. 4.4, we
could find 46% = 12 of all possible reachable targets, whereas at 250 invocations
it grows to 55% + 14. Despite the relatively low performance, our DE algorithm
enables the attacker to within minutes check with a reasonable probability if a
user’s utterance s can be transformed to impersonate a target y.. Further results

are shown in Fig. 7.4 and 7.5 in Appendix 7.6.
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4.5 Experimental Setup

We design an experimental setup, comprising speech datasets, ASI models, spoof-
ing detection models, and a physical measurement setup to evaluate our proposed

attack, Mystique. Our evaluation answers the following questions:

Q1. How well does Mystique perform as an impersonation attack on ASI models? We
instantiate Mystique on a standard dataset, VoxCeleb, using the resonance
filter model. We show that Mystique can successfully attack two ASI mod-
els. Using Mystique, each adversarial speaker successfully impersonates 500
targeted victims, on average. (Sec. 4.6)

Q2. Does Mystique’s impersonation succeed in real-world? We build a physical record-
ing setup and run Mystique over-the-air on VoxCeleb (Sec. 4.6). We also
conduct a user study and evaluate Mystique on live speech. We show that
Mystique’s attack success rate over-the-air is 61% on a standard dataset and
61.61% on live speech. We also compare Mystique against human imperson-
ation as a baseline and find that most participants were not able to reliably
impersonate a target speaker with a success rate of 6.2% on average. Finally,

we show that Mystique is consistent over multiple trials.

Q3. How can a defender detect Mystique? We study different strategies to detect
Mystique. We show that while the Mystique-generated and victim voiceprints
are similar, the ASI model is less confident under Mystique. Further, we show
that a human can discern samples generated from Mystique. Finally, we find
that Mystique is successful against baseline spoofing detection, but not against
a detector trained on Mystique’s samples.

Datasets and ML Models

ASI| Models. We evaluate two state-of-the-art ASI models: (1) the x-vector net-
work [143] implemented by Shamsabadi et al. [182], and (2) the emphasized chan-
nel attention, propagation and aggregation time delay neural network (ECAPA-
TDNN) [183], implemented by SpeechBrain.! Both models were trained on Vox-
Celeb dataset [142, 184, 185], a benchmark dataset for ASI. The x-vector network

'SpeechBrain (https://github.com/speechbrain/speechbrain/) is an open-source state-of-
the-art toolkit on Hugging Face


https://github.com/speechbrain/speechbrain/
https://huggingface.co
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is trained on 250 speakers using 8 kHz sampling rate. ECAPA-TDNN is trained
on 7205 speakers using 16 kHz sampling rate. Both models report a test accuracy
within 98-99%.

Evaluation Dataset. Both ASI models are trained on VoxCeleb. Thus, we use
VoxCeleb as our test dataset. We select a subset of 91 speakers, 45 female and 46
male speakers, that are common in the training dataset of both models. We select

20 random utterances per speaker on which both models achieve 100% accuracy.

Spoofing Detection Models. We evaluate two spoofing detection techniques, (1)
ASVspoof baselines and (2) Void. We consider two state-of-the-art baselines from
the ASVspoof 2021 challenge? for physical access (PA) and logical access (LA)
tasks. The PA task objective is to discriminate between live human speech and
replayed recordings via loudspeakers, while the LA task objective is to differentiate
between live speech and artificially generated speech using text-to-speech, voice
conversion, or hybrid algorithms. The LA task considers only logical attacks;
i.e. the adversary feeds the spoofed utterance digitally to the ASI model and does
not play it over-the-air. Thus, the PA and LA tasks are designed to distinguish two
different features of spoofed speech: loudspeaker artifacts, and synthetic speech
artifacts. We use the official implementation® employing the light CNN (LCNN)
model [186]. However, each is trained on a task-specific dataset from ASVspoof
2019 challenge: bonafide and replayed samples for the PA-LCNN model, and bonafide
and synthetic samples for the LA-LCNN model. The second spoofing detection
technique is Void (Voice Liveness Detection) [45], a recent high-performing system
that uses spectral analysis to detect synthetic speech. It extracts 97 spectral features
to train an SVM model. The key assumption is that live speech power is higher at
low frequencies than at high frequencies, while synthetic speech power is linearly
spread out across the frequency range. This makes Void a good candidate for
detecting Mystique since the resonance effect redistributes the speech power and
amplifies the power at f;, and its harmonics f; as shown in Fig. 4.3 and Sec. 4.4. We
use Wenger et al.’s implementation [187], where they train three models on the
ASVspoof dataset: (1) SVM, (2) Light CNN [188], and (3) a custom 5-layer CNN.

’https://www.asvspoof .org
Shttps://github.com/asvspoof-challenge/2021
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Live Human Impersonation. We conduct a user study to test Mystique on live
speech, involving three stages.

— In the first stage, each participant records the first 50 utterances of the arctic
dataset* using a microphone, without a tube. Since ASl is a text-independent task,
we did not place any requirements or assumptions on the utterances’ linguistic
content. The use of the arctic dataset is an arbitrary choice. We then apply Mystique
on these recordings to impersonate victims enrolled in the ASI models—speakers
from VoxCeleb.

— In the second stage, we validate Mystique’s success rate by conducting the attack
over-the-air. We select three representative tubes that are common between the
impersonation attacks of all participants. We ask each participant to speak each
utterance through each tube and compare the live classification result to the one
obtained from the filter. We ask the participants to maintain the same speaking
style and not to press their lips against the tube opening as it creates non-linear
transformations not captured by Mystique’s model.

—In the third stage, we ask the participants to impersonate from 1 to 8 target speakers,
based on their capacity. We select the targets from the successful impersonations
using Mystique. Each participant watches videos of the target (celebrity) speaker
till they feel confident about impersonating them, which took from 5 to 20 minutes
each. Then, the participant is allowed five attempts to impersonate the target using
their own words; i.e. they were not given a specific script to read.

We recruited 14 individuals® (7 males, 7 females, age:18-30). We obtained
IRB approval from our institution to conduct the study. We collected no personal
information, obtained informed consent from each participant, and followed health
protocols. We use the ASI models described above, without retraining as to mimic
a realistic attacker, which would attack black-box models. We use the physical
setup, described below, to conduct the user study.

Physical Setup for the Attack

We design and implement a measurement setup to conduct the attack over the air.
Fig. 4.5 visualizes our setup which comprises tube(s), a recording device, and the

recording environment.

“http://www.festvox.org/cmu_arctic/
STwo participants abstained from conducting the third stage of the study.


http://www.festvox.org/cmu_arctic/
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4_

Figure 4.5: The recording setup: top view (left) and front view (right).

Tubes. We use two sets of tubes in this work. We conducted the single-tube
experiments using six PolyVinyl Chloride (PVC) pipes purchased from a hardware
store. Their dimensions are listed in Table 4.1. For the two-tube structures, we
3D printed the tubes for a fine-grained control over the tubes radii which impacts
the resonance frequency (Eqn. 4.6). We used Formlab’s Form 2° printer and Black
Resin’ material. We print the tubes with a 50 pm resolution for a smoother finish
and a thickness of 2 mm, no support material was on the inside of the tube. The
tubes are connected using High Density Fiberboard (HDF) rings at run time, for
tube reusability, as shown in Fig. 7.11 in the Appendix. We constructed three
two-tube structures whose dimensions are in Table 4.2. For both sets, we select the

tubes dimensions based on our observations from Sec. 4.6 experiment.

Recording Environment. We conducted the experiment in a 8 x 3.6 x 3.6 m
lab space. We built an audio chamber to prevent interference of the tube’s input
and output sounds, and isolate the experiment from the background noise and
speech interference from adjacent rooms; this helps unify the acoustic environment
throughout the experiments. The chamber is a wooden box lined with acoustic
panels to absorb the noise and minimize reverberation. We attached floating sus-
pension loops to the chamber’s ceiling to hold the tube in the air as shown in Fig. 4.5.
Suspending the tube minimizes its surface mechanical vibrations. We used a Blue

®https://formlabs.com/3d-printers/form-2/
"https://formlabs.com/store/black-resin/
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snowball microphone,® placed as Fig. 4.5, to capture the tube output signal. The
setup is inspired by the design of musical instrument measurement environments.
We use a Google Pixel 2 phone as a digital speaker to play sound over-the-air. A
MacBook Pro laptop controls the recording. We used python-soundevice library
to automate the recordings’.

4.6 Mystique Evaluation

We conduct the following experiments to answer the three questions from Sec. 4.5
in detail.

Impersonation Attack at Scale

First, we test Mystique’s impersonation attack feasibility on the full test set to address
the first evaluation question. We run Mystique on the VoxCeleb (91 speakers)
test set, representing the adversarial speakers, and find the range of successful
impersonation attacks and the corresponding set of adversarial tubes. In this
experiment, we consider structures of N-tubes, where N < 2. Hence, the resonating
frequencies depend on three parameters (degrees of freedom): the tubes length
L;, L,, and the tubes cross-sectional area ratio: ration = (d,/d;)>.

For each adversarial speaker, Mystique attempts to impersonate every enrolled
speaker in the ASI model; 7205 in SpeechBrain and 250 in X-Vector. Mystique
searches for the BPF filters parameters that trick the ASI into identifying the adver-
sarial utterance Fype (s, p) as the target victim speaker, y¢, using the DE algorithm 2.

Fig. 4.6 shows the number of target IDs from SpeechBrain that an attacker
could impersonate using Mystique theoretically; i.e., the number of target IDs where
Mystique successfully finds a tube configuration that fools the model for each
attacker. Since real-world requirements constrain the search and Mystique has little
degrees of freedom, the algorithm might not find a tube for each source-target pair.
Fig. 7.9, in the Appendix, shows the same for the x-vector model. As the figure
shows, by optimizing the tube dimensions, Mystique can successfully impersonate
a wide range of victim speakers. Specifically, a speaker can impersonate 500 (out
of 7205) target speakers on average on SpeechBrain model and 137 (out of 250)

8https://www.bluemic.com/en-us/products/snowball/
‘https://python-sounddevice.readthedocs.io/en/0.4.4/
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on the x-vector model. Recall that the models are initially 100% accurate on the
selected evaluation dataset. Hence, this experiment shows that Mystique is capable
of forming an adversarial impersonation attack on ASI models. Next, we analyze
the adversarial tube (BPF) parameters and the demographic distribution of the
predictions to interpret how the attack works. We report three findings.

First, the attack is most effective when f lies in the frequency range f, < 400 Hz
with a high quality factor Qy > 50 as shown in Fig. 7.7. This observation matches
our intuitions from Sec. 4.4; the significant f, range falls within the typical human
pitch range. An adult woman’s pitch range is 165 to 260 Hz on average, and an
adult man’s is 85 to 155 Hz. Moreover, the low frequency speech range carries
more information than the higher frequency range [49]. Hence, this range of f,
will have a stronger impact on the pitch, the significant spectrum, and the model
prediction. Also, a high quality factor means a sharper filter; and fine-grained
selection.

Second, Mystique is 80% more successful on impersonating same-sex targets
than cross-sex. Fig. 7.8, in the Appendix, shows the prediction confusion matrix
split by the attacker-victim speakers” sex. The figures show that the cross-sex
speakers’ submatrix is sparser than that of the same sex.

Third, we find that Mystique impersonates different victims when optimizing
for different utterances of the same speaker (attacker). Hence, the attack is not
utterance (text) independent. We attribute this observation to two reasons: (1)
ASI models are not perfect in separating the linguistic content and voice biometrics;
the model prediction varies with the spoken utterance, (2) the attack’s pitch shift
and voice transformation is the result of Mystique’s transformation applied on the

spoken utterance original spectral content.

Over-the-air Attack

We validate Mystique’s impersonation attack over-the-air using our physical setup
in Fig. 4.5 to answer the second evaluation question. We conduct this experiment
on VoxCeleb as a standard dataset for ASI—Sec. 4.6, and also on live speech from

our user study participants—Sec. 4.6.
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Figure 4.6: Successful impersonation attacks (out of 7205) on SpeechBrain model
for each adversarial speaker from VoxCeleb. The dotted line shows the average
number of successful attacks per speaker.

Tube Dimensions Resonance Parameters X-Vector False Predictions SpeechBrain False Predictions

Tube [ cm)  d(em) fo (Hz) Qo Real Filter ~ Match  Real Filter Match
1 406 345 40216 58 158 141 64 (4540%) 158 238 111 (46.64%)
2 613 4 27070 68 123 194  75(3866%) 134 255 106 (41.57%)
3 87 52 19148 77 202 242 101 (4174%) 198 308 141 (45.8%)
4 994 345 17089 64 325 174 77 (4425%) 220 200 121 (60.5%)
5 1203 52 14020 79 190 167 95(5689%) 210 351 146 (41.6%)
6 154 52 11036 76 176 108 63 (5834%) 179 185 114 (61.62%)

Table 4.1: Evaluation of Mystique over-the-air for 40 speakers x 20 utterances: 800
total inferences. Real: # successful attacks of the real tube, Filter: # successful attacks
of the corresponding filter model, Match: the number (percentage) of matched
attacks between the filter and real tube.

Standard Dataset Evaluation

Because of the physical resources (mainly run-time) limitations, we select a subset
of the evaluation speakers to form the adversarial speakers set. We also select a
subset of the possible tube dimensions to run the over-the-air attack. Specifically,
we randomly select 40 speakers, 20 males and 20 females, out of the 91 speakers
dataset. There are 20 utterances for each speaker; a total of 800 four-second long
utterances. The subset is balanced and representative of the full dataset. For
the single-tube setting, we select 6 random tubes of various dimensions, listed in
Table 4.1, which have fj, Q in the most significant range—Fig. 7.7 in the Appendix.
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Tube Parameters (cm)

Tube L & L d fo (Hz) Attack Success Rate
7 953 21 10 1 853.1 66.6%
8 1144 098 89 34 901.55 50%
9 1453 21 10 1 600.4 100%

Table 4.2: Two-tube structures fy and attack success rate over-the-air.

We purchase them from the hardware store. While for the two-tube setting, we
build three structures of 3D printed tubes as described in Sec. 4.5; their parameters
are listed in Table 4.2.

We use the Pixel phone to simulate the speaker and play the VoxCeleb utterances
over-the-air for all tubes. We record the tube output sound using the physical
setup. We place the speaker on a separate tripod to allow acoustic propagation
only through the air; i.e., no sound is transmitted to the microphone via vibrations
through the recording table. We allow a 3-second silence between consecutive
utterances. We repeat the recordings 6 times to account for any environmental

variations and to evaluate the attack reliability and consistency.

Single-Tube. Table 4.1 shows the number of successful attacks (impersonated
targets) per tube and compares it to the successful attacks using the filter model.
First, “Real” columns (6 and 9) report the number of successful attacks of the
40 speakers using the real tubes. Each speaker can impersonate up to 5 speakers
identities on average using an individual tube, depending on the attacker’s spoken
utterance. As discussed in Sec. 4.6, we found that different utterances sometimes
lead to different impersonated victims per attacker-tube pair. Second, the “Filter”
columns (7 and 10) show the number of successful attacks using each tube’s BPF
model. The filter’s successful attacks are of the same magnitude as the real tube.
Finally, the “Match” columns (8 and 11) show the matching rate between the
real and simulated tubes attacked identities. The match rate ranges from 38.7%
to 61.62%, 48% on average. Hence, Table 4.1 confirms that speaking through a
tube forms a real and effective attack on the ASI task, and the linear BPF model
(Eqn. 4.4, 4.5) is a reasonable approximation of the resonance effect. A more
accurate model is to use wave simulation engines at the expense of increased

computation complexity.
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Finally, we assess the attack’s reliability over multiple trials. We measure
the model’s prediction consistency rate—defined as the percentage of consistent
predictions across six runs. Table 7.4, in the Appendix, shows the consistency rate
per tube, on average 84% of the predictions are consistent over six runs.

Two-Tube. Similarly, Table 4.2 shows Mystique’s performance over-the-air using
the two-tube configurations. The success rate is the percentage of matched suc-
cessful attacks between Filter and Real tubes impersonated identities. Mystique’s
targeted attack succeeds more than 50% of the time.

Live Impersonation Attack

We run Mystique on 14 participants’ natural recordings, 50 utterances each, and find
the set of theoretically successful attacks (impersonated identities) per participant.
Fig. 4.7 shows the number of successful attacks on the SpeechBrain model. Fig. 7.10,
in the Appendix, shows the same for the x-vector model. An arbitrary speaker can
impersonate 163 (117 for x-vector) target identities on average using a single-tube.

Next, we ask the participants to speak the same 50 utterances through three of
our tubes. We evaluate the recordings on the ASI models and compare them to the
BPF predictions. Table 4.3 reports the percentage of Mystique’s BPF impersonation
attacks that also succeeded over-the-air in the live recording of each participant.
The average success rate ranges from 34.84% to 78.25%, showing that Mystique
reliably launches over-the-air attacks. This result is significant—live human speech
varies between recording sessions, unlike e.g. VoxCeleb experiment with fixed
recordings.

Moreover, we explore Mystique’s personalization by fine-tuning the filter pa-
rameters to each participant’s voice characteristics. Applying a voice envelope
calibration to the filter gain increases Mystique’s success rate, for most participants,
up to 10%. However, it drops for a few participants, as shown in column 6 of
Table 4.3. Thus, personalization is one way to further optimize Mystique, which we
leave to future work. Additionally, we observe the same skew in the speaker’s sex
for successful attacks as in VoxCeleb (Fig. 7.8), where the cross-sex submatrix is
sparse.

Finally, we evaluate the participants” impersonation capabilities without using

any tubes as a baseline for Mystique’s performance. The last column in Table 4.3
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ID Gender Tube3 Tube4 Tube6 Avg Avgcal Human

0 F 50.0 50.0 66.67 55.56 65.0 0/5

1 M 58.82 81.82 5714 6593  43.02 0/40

2 M 66.67 7273 7778 7240  72.58 0/20

3 F 63.64  83.33 750 73.99 78.7 0/20

4 F 66.67 5833 7143 6548 73.15 0/20

5 M 50.0 4286 5556 4947  42.29 1/20 (5%)
6 M 46.15  54.55 80.0 60.23 60.71  6/25 (24%)
7 F 66.67  77.78 80.0 7481 6222 —

8 M 4375 4286 5455 47.05 52.06 0/10

9 M 50.0 60.0 50.0 53.33 41.6 1/10 (10%)
10 F 66.67 62.5 80.0 69.72 75.0 5/20 (25%)
11 M 50.0 6154 7273 6142 69.17 -

12 M 10.0 54.55 40.0 34.84 35.56 0/15

13 F 80 7142 8333 7825 69.44 1/20 (5%)

Table 4.3: User study participants percentage (%) of successful over-the-air im-
personation attacks with and without Mystique. bold values are enhanced by
personalized calibration.

shows the number of times the participant was able to impersonate a target by the
total number of trials, where for each target the participant performs 5 imperson-
ation trials. Note that some participants were not willing to impersonate more than
one target, thus the total number of trials is not the same for all of them. This study
shows that most participants were not able to reliably impersonate a target speaker,
where the average success rate is only 6.22%. Specifically, 7 participants did not
succeed in any trials, 3 participants were able to impersonate one target one time
and failed at the 4 other attempts for the same target, and only 2 participants could
succeed more than once. We noticed they could capture the accent and pitch of the
target. Participant 6 impersonated 3 (out of 5) targets for (3, 2, 1) trials for the same
target, while Participant 10 successfully impersonated 2 targets for (2, 3) times.
Yet, Mystique significantly outperforms the strongest baseline; it impersonates 100+

victims with a success rate of up to 78.7%.

Mystique’s Robustness

We study different strategies to detect samples from Mystique, which include: com-
paring prediction confidence, human-based analysis, and state-of-the-art spoofing
detection.
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Figure 4.7: Number of successful attacks of the study participants recordings on
SpeechBrain. The dotted line shows the average number per true speaker.

What is the ASI model confidence on Mystique?

The ASI model outputs the class (speaker id) with the highest prediction score.
Here, we analyze the model’s confidence in the predicted class, using the softmax
score as a proxy.

Fig. 4.8 shows the distribution of the confidence scores of the model’s top two
classes, in the case of clean (benign) and Mystique (adversarial) samples. The figure
shows that the model is less confident of its top-1 class prediction on Mystique’s
samples; i.e., the gap between the top-2 scores decreases. This finding arises from
Mystique’s samples being out-of-distribution (OOD) samples with respect to the
model’s training data. Hence, this analysis suggests that Mystique’s threat can be
weakened if the ASI model is trained to reject samples of which it is not highly
confident [189].

How similar is Mystique to the victim’s voice?

Our second detection strategy assesses Mystique’s spoofed speech similarity to
the victim’s speech. We analyze the attack-victim speech pairs that are successful
over-the-air. Specifically, we visualize the attack in the problem space (audio) and
evaluate the similarity in the embedding space.

Fig. 7.6 in Appendix 7.7 shows a sample of the attacker and victim waveforms
and spectral content. The samples are not visually similar and do not exhibit
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Figure 4.8: The distribution of BrainSpeech softmax scores for the top two classes
on VoxCeleb clean and adversarial samples.

high cross-correlation. We attribute this result to speech being composed of two
entangled characteristics: the speaker’s voice and the linguistic content [149, 34].
The attack-victim samples are of different linguistic content. Note that VoxCeleb
is composed of Youtube recordings of celebrities, and there is no transcript or
one-to-one mapping of the linguistic content among different speakers. However,
the ASI models learn a representation of the speech utterances that are presumably
based on voice characteristics and invariant to the linguistic content.

Next, we analyze the ASI model embedding space similarity of the attack-victim
pairs. Table 4.4 shows that the embeddings of attack and victim sample pairs exhibit
high cosine similarity, compared with randomly selected non-victim speakers.
Thus, regardless of the linguistic content, Mystique applies a transformation on
the speech utterance that maps its embedding (voiceprint) towards the victim'’s
voiceprint.
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. iil e Tubes
Cosine Similarity 1 5 3 4 5 6
Attack-Victim 039 038 040 043 038 0.34

Attack-Non victim 0.07 0.07 0.08 0.08 0.08 0.08

Table 4.4: Average cosine similarity score of the embeddings of Mystique’s success-
ful attack utterances and its victim speakers’ utterances, compared to non-victim
speakers similarity scores.

Does Mystique confuse humans as well?

Here, we investigate the similarity from a human point of view. Although Mystique
is designed to attack ASI ML models by physically manipulating the spectral content
of speech, we are curious whether it also confuses humans. To answer this question,
we recruit participants to listen to two audio recordings and decide whether they
belong to the same speaker and also rate the audio quality as natural or unnatural.

The study is approved by IRB and is conducted on the Prolific platform.

Study design. We recruited 151 participants, each compensated $1.4 for their
effort, with an average completion time of 6 minutes.

Each participant listens to 10 pairs of audio recordings from VoxCeleb; 3 pairs
from each of the following cases: (a) the two recordings are clean and belong to
the same speaker, (b) the two recordings are clean and belong to two different
speakers of the same sex, and (c) one recording is generated by Mystique (attacker
using a tube), while the other recording is of the corresponding victim’s voice. The
tenth pair is an attention check with two identical clean recordings. For each pair
of recordings, we ask the participants two questions: (1) “do they belong to the same
speaker?,” and (2) “how natural does the recording sound?” on a 3-point Likert scale.
We discard any responses that did not answer “same speaker” for the attention
checker.

Results. Fig. 4.9 shows the distribution of responses. Fig. 4.9a shows that Mystique
generated successful attacks on humans’ perception 16% of the time, and was able
to confuse them 12% of the time. This result is interesting given that Mystique is
not optimized to trick humans. The study also shows that the participants could
distinguish different speakers’ voices with a high probability (89%). However,
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Figure 4.9: The confusion matrix of the user study responses on the audio recording
similarity and quality evaluation.

Pre-trained VoxCeleb  VoxCelebs ,pes
EER FAR, EER FAR, EER FAR,

LA-LCNN 2959 76.67 6.25 1921 8.54 22.30
PA-LCNN 3133 989 787 3394 1454 67.81
Void-SVM  62.12 97.70 36.70 91.64 48.3 96.12
Void-DNN  35.39 91.88 26.12 86.61 39.1 92.55
Void-LCNN 3291 93 2703 91 27.64 9255

Model

Table 4.5: Evaluation of five spoofing detectors on the user study recordings for:
(1) pre-trained detectors, (2) fine-tuned on VoxCeleb clean and tube recordings,
(3) fine-tuned on VoxCeleb without the three tubes used in the user study. Note:
FAR; = FAR at FRR=0%.

they were confused about the “Same” speaker recordings. Here, 44% were labeled
as the same (different) speaker; i.e. not significantly better than random guessing.
This result, supported by previous studies [190, 191], confirms that voice identity
perception can be challenging for humans, especially for unfamiliar speakers.
Finally, Fig. 4.9b shows that 63% of Mystique’s samples sound unnatural to the
participants, yet 14% sound natural. These results show how ML models perceive
speech differently than humans, creating the gap that Mystique and other attacks
exploit.
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Spoofing Detection

Finally, we assess Mystique’s robustness against a set of five representative defenses
and liveness detectors as detailed in Sec. 4.5. For the five evaluated models, we
report the equal error rate (EER) which is the model’s error rate when the false
acceptance rate (FAR) and false rejection rate (FRR) are equal. A lower EER
means a more accurate detector. We also report the FAR at 0% FRR, which sets the
detector’s operating threshold to correctly classify all live samples.

Table 4.5 reports the detectors performance on the recordings of 12 participants
from the user study (Sec. 4.6). We label the no-tube speech as bonafide (live) and
the tube recordings as spoofed. The “Pretrained” column reports the performance
of the pre-trained models on ASVspoof dataset. All evaluated models are unable to
distinguish the tube and no-tube samples. The best performing model (LA-LCNN)
labels 76% of the tube samples as bonafide. Note that these models perform very
well on the synthetic data from their original papers. For example, LA-LCNN'’s
EER = 9.26% on the ASVspoof test set [192] and Void’s EER < 12% on the curated
synthetic dataset by Ahmed et al. [45] and Wenger et al. [187]. Yet, spoofing
detectors do not generalize to Mystique’s samples.

Next, we retrain the models on our VoxCeleb clean and tube recordings as the
bonafide and spoofed samples respectively. The goal is to introduce Mystique’s
resonance effect to the model and label it as spoofed. The “VoxCeleb” column
in Table 4.5 shows that the EER and FAR, dropped for all models, especially LA-
LCNN with only 19% of the tube samples labeled as bonafide. Then, we retrain
the models again on VoxCeleb but without the recordings from the tubes (3, 4, 6)
that we use in the user study. The last column “VoxCelebs,ves” EER and FAR,
values increase by 2% to 85% relative to the VoxCeleb column. When the exact
tubes used by the participants in the test set are not part of the training data,
the performance drops significantly. Thus these models overfit to their training
distributions. Previous work [193, 194, 195] has reported the same observation;
spoofing detectors hardly generalize to unseen transformations in the training data,

which questions the security of voice-based authentication.
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4.7 Discussion

Defenses. Having established a major vulnerability in spoofing detection systems
leads to a question on how one stops such attacks. We show that defenses trained on
samples of the resonance transform can detect Mystique and limit its effectiveness.
However, it is not clear whether such a defense approach is reliable, or even
desirable. An attacker can simply use objects with different filter profile to render
the defense unsuccessful; the defender cannot predict what filter the attacker would
deploy. A better defense would have to incorporate properties of the medium and

other modalities to rely on multiple factors, not just the speakers features.

Reproducibility. From formulating the original idea to completing the experi-
ments, this chapter took around a year. We make a note of the things that slowed us
down significantly and required non-trivial debugging. First, the use of Bluetooth
or Wifi operated devices introduces significant problems because of occasional
variable lag and interference. Second, during the theoretical and practical match-
ing, it is important to isolate the setup as much as possible. In our case, matching
fo and Q without the acoustic chamber was extremely challenging. Third, distance
to the microphone and its” directionality matters—nothing should be blocking
the opening of the tube, as otherwise it leads to additional echo and changes the
filter as reported in the measurements literature [165]. Fourth, experiments ran
on different days lead to different results, because of a change in speed of sound
with temperature and humidity — its best to conduct hardware calibration and the
evaluation on the same day. Finally, when producing tubes with a 3D printer, the
material on the inside of the tube should be smooth.

Limitations. Despite highlighting a flaw in the current defenses design, there
are a number of limitations in the current evaluation. First, we only considered
simple tube structures, restricting the range of possible adversarial transformations.
Second, we run the attack in a static recording environment, limiting its deployment
in more practical situations where the adversary can be visually observed or has
partial control over the acoustic environment or experiences acoustic effects such
as noise and interference. Third, we evaluated a small number of speakers and
utterances, potentially underrating the overall attack performance. Fourth, the

resonance effect sounds unnatural to humans, other transforms should be explored
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to have a more subtle impression on human listeners. Finally, Mystique needs
access to the ASI model scores to perform the DE algorithm. However, Mystique
can omit this requirement and perform an exhaustive search over all possible tube

parameters, at the expense of the time complexity.

Future Work. We provide some directions to address Mystique’s limitations. First,
physical effects such as natural sounds and acoustic meta-materials should be
explored to provide higher degrees of freedom and a less susceptible attack. Second,
our evaluations suggest that the linguistic content can be optimized per each
attacker-victim pair. Moreover, Table 4.3 suggests that attack personalization
can boost its success rate. Third, Mystique can be made model-independent by
performing the optimization on the estimated pitch as a proxy of the ASI model’s
decision as explained in Sec. 4.4.

4.8 Related Work

The literature on computer-based voice authentication is vast, and dates back to at
least 1960s [158].

Attacks on ASI. We start by describing the four most common attacks: (1) speech
synthesis, (2) voice conversion, (3) replay attacks and (4) adversarial examples. In
speech synthesis, an adversary trains a speech synthesis model on samples recorded
from the victim speaker. The adversary uses this model to convert text into speech
in the victim’s voice [ 144, 145, 146]. Alternatively, voice conversion converts spoken
utterances into the victim’s voice [147, 148, 149]. In replay attacks, the adversary
records the speaker’s voice and replays the recorded speech [150]. Finally, many
modern ML-based ASI models inherit the vulnerability to adversarial examples
using standard gradient-based attacks [151, 152, 153].

Defenses against Acoustic Attacks. What these attacks have in common is that
the adversarially-generated sample would need to be generated, and transmitted
digitally and reproduced through a (digital) speaker. Defense mechanisms, there-
fore, include (1) detecting the electronic footprint of the digital speaker (known as
spoofing detection), or (2) verifying that the speaker is a live human.
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Spoofing detection relies on patterns extracted from the acoustic signal to
classify it as a legitimate or fake sample. Chen et al. [101] used a smartphone’s
magnetometer to detect the use of a loudspeaker. Blue et al. [196] tell electronic
and human speakers apart by analyzing individual frequency components of a
given speech sample. Yan et al. [197] calibrated individual speakers in the near
field of the speakers to tell humans and electronic speakers apart.

Second, liveness detection leverages other sensing modalities such as visual,
acoustic and EM signals to determine the liveness of the acoustic signal. Meng et
al. [159] used an active radar to project a wave onto the face of the speaker and then
detect shifts introduced to it from facial movement. Zhang et al. [157] analyzed
hand movement to detect live speech by turning a smartphone into an active sonar.

Finally, there exists a class of defenses that restrict the attack surface by reducing
attacker capabilities. Zhang et al. [198] used individual recordings from a stereo
microphone to calculate time difference of arrival to detect replay attacks. Blue et
al. [199] used two microphones to restrict the adversary to a 30 degree cone and
protect against hidden and replay commands. Wang et al. [78] used correlates

from a motion sensor to detect and reject hidden voice commands.

Physical Adversarial Examples. Physical adversarial examples are common in the
vision domain, but have not been produced for acoustic tasks. Example adversarial
objects include eyeware [200, 201], tshirts [202, 203 ], headwear [204, 205] and
patches [206]. Although these objects were recreated in the real world, there is an
important distinction here. These objects all apply perturbations that were initially
designed for the digital space and then retrofitted with sophisticated machinery
such at printers to realize them in the physical domain. Our attacks, on the other
hand, directly restrict the search space of perturbations to those that can be easily
realized physically. Most importantly, our attacks target a different property of the
physical world—we use the environment to shape the signal, rather than exploit
errors in the ML model.

4,9 Conclusion

We demonstrate that a human adversary can reliably manipulate voice-based
identification systems using physical tubes, without access to the victim'’s speech. Our
attacks highlight acoustic intricacies that were largely ignored by prior literature,
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namely, the acoustic environment. Current defenses assume that the adversary is
non-human and focus on verifying this assumption. Our human-produced attacks
show that this assumption does not hold in the first place. In this chapter, we
demonstrate that the subjective nature of speech can be exploited to jeopardize
the security of a critical system. Concretely, a fundamental question to consider in
speaker identification is whether a person’s identity can be accurately established
despite the transformation of their voice.
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Chapter 5

Semantic Robustness and Fairness

5.1 Introduction

As our exploration of privacy and security in machine learning unfolds, this chapter
shifts our exploration from audio to visual technologies, focusing on face recog-
nition and its security implications. This chapter bridges the gap between voice
identification systems and visual authentication, highlighting unique challenges in
facial data processing. We will examine the technical intricacies of face recognition
technology and explore the role of generative Al in creating facial images. The aim
is to provide a clear understanding of how privacy and security considerations
uniquely manifest in the realm of visual ML applications, drawing parallels and
contrasts with the auditory systems discussed earlier.

Automated face recognition technology has rapidly expanded across various
industries, including commercial and governmental domains. These systems
enable many applications, such as identifying individuals on social media, locating
missing persons, assisting in law enforcement and surveillance activities, and
authenticating personal identities [207, 208]. This rapid adoption benefited from
significant advances in face recognition systems, such as Amazon Rekognition,
and the wide availability of labeled facial datasets [209, 26].

While these systems are often evaluated for the average accuracy on available
datasets, more is needed to learn about their robustness and fairness against
distributional shifts in input data. As such systems are deployed in applications
with significant societal impact, ensuring their ethical and reliable use is essential.

We posit that characterizing and improving the performance of the deployed
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systems requires understanding how they make decisions. Towards that end,
counterfactual explanation techniques aim to generate human-understandable
input modifications that would have resulted in a different output decision by the
face recognition system. By auditing which attributes of the input data were most
influential in the system’s decision-making process, counterfactual explanation
techniques can identify unintended biases and failure modes in face recognition
systems. These explanations would also provide insights into improving face
recognition performance, which enables a more transparent deployment.

In this chapter, we propose a new method to generate counterfactual examples
for face recognition systems. The largest hurdle towards counterfactual analysis
of existing face recognition systems is generating realistically modified faces that
cover a range of demographic and semantic attributes. Sampling natural inputs that
satisfy this condition, such as faces with different skin tones, lighting conditions,
hairstyles, or accessories, is nearly impossible. We address this limitation by
utilizing recent innovations in Text-to-Image generative models to semantically
change faces until the face recognition system reaches a different decision. This
method involves generating a large set of identities with diverse demographic
attributes, generating multiple face images for each identity, and applying different
semantic attributes to the generated faces.

Text-to-image (TTI) diffusion models have become popular due to their unprece-
dented image-generation capability. Taking a textual prompt as input, these models
generate realistic images that align with user intentions. Their ability to synthesize
and modify human faces has spurred research into using generated face images in
training data augmentation and model performance assessments [210, 211]. For
example, face recognition systems can benefit from synthetic datasets that exhibit
more demographic diversity than existing natural datasets [212, 213].

This chapter analyzes the quality of synthetic datasets for facial recognition
applications and whether they exhibit demographic disparities. Achieving this
objective requires generating a large set of identities belonging to diverse demo-
graphic groups and generating multiple (different) faces for each identity. Existing
diffusion models are incapable of meeting this objective for two reasons. First,
aligning the generated faces with the provided prompt is challenging [214, 215].
Second, generating multiple faces with the same identity in a one-shot fashion
is typically infeasible [214, 215]. Limited research exists in this space. Previous
works either optimize the diffusion model to a particular demographic group,
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Source Facial Hair Old Young Sunglasses Smile

Figure 5.1: Samples of the non-celebrities dataset using Realism model for four
demographic groups: ‘East Asian Male’, ‘Black Female’, ‘Indian Male’, and “White
Female’. ‘Source’ refers to images generated from Realism using the prompt tem-
plate. The second to sixth columns show transformed images when an attribute is
applied to ‘Source” using SEGA.

generate faces without a notion of identity, or limit their objectives to frequency
analysis of the demographics of the generated images [216].

In this chapter, we propose a new framework to generate synthetic face images,
as shown in Fig. 5.1. Our face-generation pipeline takes as input demographic
attributes, applies custom prompts to generate identities for each demographic
attribute, and utilizes image editing models [215] to generate diversified faces for
each identity. The resulting dataset, which we manually verify, resembles a natural
face image dataset, albeit demographically balanced by design.

We then apply a three-pronged approach to assess the synthetic face image
dataset’s quality through face verification [217], quantitative quality metrics [218],
and a user study. Our evaluation shows that generated images exhibit demographic

disparities in the eyes of face recognition systems. Results from our user studies
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show a disparity in the quality of the generated faces for different demographics,
with images belonging to majority demographics rated as higher quality. We also
study the efficacy of edit correctness metrics built on CLIP and DINO [219, 220].
We find these metrics do not correlate with human preferences in facial semantic
changes. Research is needed to develop perceptually aligned metrics. Finally,
our findings suggest that methods intended to mitigate bias exhibit demographic
disparities in the quality of generated images.

To the best of our knowledge, this chapter is the first work that: (1) provides an
end-to-end pipeline, utilizing a TTI diffusion model, to generate batches of synthetic
faces annotated with fine-grained attributes; (2) evaluates the quality of large-scale
batch-generated faces using a user study; and (3) assesses the fidelity of recently
proposed TTI quality metrics on face images.

5.2 Related Work

In the following, we describe recent works in the context of synthetic face image
generation and associated biases.

Synthetic Face Image Generation

TTI diffusion models, such as DALL-E [221] and Stable Diffusion [222], rely on
internal randomness to generate high-quality examples through denoising steps.
They employ CLIP [223] or its variants as text encoders. Thus, a text prompt is
sufficient to control the output of a TTI diffusion model.

Two challenges arise in prompt-based face generation. The first is aligning the
generated faces with the provided prompt [214, 215]. The second is generating
multiple faces belonging to the same identity in a one-shot fashion [214, 215].
There exist methods to better control image generation. These methods include
segmentation masks and inpainting [220]; text-inversion, which learns a text
token that corresponds to certain image concept [224]; model fine-tuning and
embedding optimization [225]. While these techniques are generally effective,
they are unsuitable for large-scale generation of diverse faces. They often disrupt
the fast and natural interface that differentiates TTI diffusion models.

In this chapter, we aim to analyze the synthetic faces generated by TTI diffusion

models. This objective requires generating a large set of identities belonging to
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diverse demographic groups and generating multiple (different) faces for each
identity. We devise a novel pipeline that employs semantic guided attention
(SEGA) [215], fixed seeds, and specialized prompts. The pipeline, described

within the Framework section, depends on neither inversion nor fine-tuning.

Bias in Face Image Generation

Recent works [213, 226, 212] have studied the bias of TTI face generation by ana-
lyzing the proportions of demographics in generated images. Seshadri et al. found
that generative models amplify the discrepancies in training data [226]. One exam-
ple is gender-occupation bias, where Stable Diffusion can generate highly biased
face distributions from a gender-neutral prompt about occupations. Friedrich
et al. mitigated these biases with a post-processing technique called Fair Diffu-
sion [213]. When the user inputs their prompt, a model detects the potential bias
in the prompt and steers the output to a fairer region, leveraging a lookup table
of instructions and the semantic image-editing technique SEGA [215]. Similarly,
Smith et al. utilized InstructPix2Pix [219], an instruction-based image editing
model, to edit existing images to be demographically balanced. While this dataset
debiasing technique results in finer-grained control over demographic attributes, it
introduces a distribution shift between natural and synthetic images. It also stacks
the biases of different models [212].

Luccioni et al. performed a different bias characterization that relies on cor-
relating model outputs in the embedding space with social attributes [227]. The
authors found three popular TTI models are biased toward masculine and white
concepts. Struppek et al. studied another source of bias resulting from non-Latin
scripts [228]. They found that using special non-Latin characters better exposes
the internal biases of models and proposed using homoglyphs to mitigate this bias.
Murioz et al. analyzed the bias in relatively older face generation models trained on
the CelebA and FFHQ datasets [229]. Using quantitative metrics, including demo-
graphic frequencies, face recognition verification, and Fréchet inception distance,
they found that the generative models are biased.

These conclusions are consistent with earlier GAN literature, where Maluleke
et al. found them to generate racially biased distributions of faces [230]. Maluleke
et al. went one step further by analyzing the quality of generated faces through a

user study, where generated faces from minority groups (e.g., Black) exhibited
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lower quality.

In summary, existing works focus primarily on frequency analysis to character-
ize bias in TTI models, propose embedding-based metrics to evaluate the quality
of generated images, and utilize synthetic data to mitigate bias. In our work, we
characterize the synthetic datasets, showing that methods intended to mitigate
bias exhibit demographic disparities in the quality of generated images. We go
beyond frequency analysis by rating image quality in a user study. We also utilize
the user study results to assess embedding-based metrics in characterizing the

quality of the generated images.

5.3 Framework

We develop a framework, as depicted in Fig. 5.2, to audit the characteristics of
generated face images. This framework consists of choosing the demographic
conditions, prompting diffusion models to generate identities according to these
conditions, followed by evaluating the generated images both quantitatively and

qualitatively.

Notation

We first prescribe the notation used within this chapter. There exists a sample
space X C R4 and label set Y. A sample x € X is a d-dimensional vector. If x is an
RGB image, then d equals 3 x h x w, which corresponds to the number of channels
multiplied by the number of pixels in the image. In the context of face recognition,
we assume each face image x depicts an identity y € Y. A face recognition model
f: X — Yistrained on a finite dataset S € X x Y. S is drawn i.i.d. from distribution
D. Sometimes, when clear from context, S refers to an unlabeled dataset. A metric
embedding network f : X — R is often internal to deep-network based classifiers.
Metric embedding network fi, maps inputs to a k-dimensional embedding space.
If two samples have low pairwise distance, they are assumed to be more similar in
the associated label space.

We analyze disparities in generative models across social attributes. To analyze
these disparities, we examine synthetic face image quality and the performance of
generated images in face recognition tasks. A common class of social attributes

is demographics. With respect to demographics, we use terminology consistent
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with Buolamwini and Gebru [17], work among the most cited in the space of
face recognition fairness. Face images are annotated by sex and ethnicity. Sex
annotations are “Male” and “Female.” Ethnicity annotations are “White,” “Black,”
“East Asian,” and “Indian.” The set of demographic groups is denoted as G, where
g is a placeholder for a demographic group in G. In this chapter, we study eight
demographic groups, corresponding to sex-ethnicity combinations.

Given a text prompt p from the space of prompts P, a text-to-image model
hg : P — Xreturns the image prescribed by its textual prompt p, where the random
seed q is a real number. Because diffusion models have internal randomness, each
q generates a different realization of the same prompt p. In our framework, we
encode the identity y and its demographic group g in the textual prompt p, and we
vary the seed ¢ to generate multiple images of the same identity. We use a fixed
set of seeds to ensure the reproducibility of generated images.

Generative Models

We generate synthetic faces using two TTI Diffusion models: the open-source Stable
Diffusion v2.1 model by Stability AI and the finetuned Realistic Vision Model',
hereafter referred to as SDv2.1 and Realism, respectively. We analyze the images
generated by these models individually to assess their efficacy in face-generation
pipelines.

SDv2.1 is finetuned from the Stable Diffusion v2 (SDv2) checkpoint, which
was trained from scratch on a subset of the LAION-5B dataset. SDv2.1’s training
dataset contains more faces than that of SDv22. Hence, SDv2.1 performs bet-
ter in generating faces than SDv2. Realism is among the many openly available
fine-tuned models from the checkpoints of Stable Diffusion. However, its exact im-
plementation details are not known. We treat both SDv2.1 and Realism as grey-box
models. Both models are capable image generators with differing performance
characteristics, and our framework is agnostic to their implementation details. The
design of the system shown in Fig. 5.2 can be used with any relevant text-to-image
generative model to synthesize scalable batches of facial data useful for training
data augmentation or as tailored test sets for face recognition applications.

1https ://huggingface.co/SG161222/Realistic_Vision_V4.0_noVAE
’https://stability.ai/blog/stablediffusion2-1-release7-dec-2022


https://huggingface.co/SG161222/Realistic_Vision_V4.0_noVAE
https://stability.ai/blog/stablediffusion2-1-release7-dec-2022
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Figure 5.2: Our data generation pipeline: (1) generate N names (identities) belong-
ing to each demographic group g € G and insert them into the prompt template
p{name}, (2) TTI generates K images per identity, using K seeds, (3) SEGA steers
the TTI generation to incorporate each of the T semantic attributes.

To diversify generated faces, we employ the semantic-guidance image genera-
tion technique SEGA [215]. SEGA steers the TTI model towards generating images
that incorporate semantic concepts based on user-provided textual edits while
keeping the rest of the image semantics intact, all without the need for fine-tuning
the TTI models. This technique proves valuable in creating faces with diverse
attributes, such as incorporating sunglasses. Moreover, recent works [213, 212 ]
leverage SEGA and similar methods for fair face image generation by introducing
demographics as semantic concepts during image generation. Thus, we study the
efficacy of incorporating SEGA in the image generation pipeline.

Data Generation Pipeline

To generate our facial datasets, we design a prompt that specifies a demographic
group and an identity associated with that group. The prompt guides the model

to generate a set of diverse face images for each of these identities.

Identity. We found that when we explicitly mention the demographic group in
the prompt, like an Indian man, the generated images exhibit limited diversity; i.e.
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identities look quite similar. To encourage the generation of more varied identities,
we employed names as indicators of different identities within demographic groups.
We found that TTI models interpret names as proxies for ethnicity and sex, and
each name carries a unique identity despite the randomness of the generation
process.

For each of the eight demographic groups we study in this chapter, we instructed
GPT-3.5 to create two separate lists of names—one comprising ‘celebrity’ names
and the other ‘non-celebrity’ names. For the non-celebrity (celebrity) collection,
we generated 20 (30) names per demographic group. The two lists reflect different
levels of knowledge within the TTI model: celebrity images are more likely to exist
in the training data of TTI, while non-celebrities are more likely to be indirectly
learned by the model.

Prompt. We desire prompts that guide the model to generate multiple and diverse
face images with user-specified semantics. Including a name within a prompt
encodes both identity and demographic information. Trial and error, combined
with our user study, led us to the below approach.

For Realism, we experimented with a set of prompts, and we found this template
to generate face images of high quality: “A photo of the face of {identity}.” We
vary the TTI generator seed to generate multiple images per identity and prompt.
We also add a set of negative prompts that steer the model away from unrealistic,
cartoon, or low-quality image generation. These negative prompts are frequently
used in face image generation. For a fair comparison, we use this prompt template
along with a set of pre-selected five seeds to generate images of all identities and
demographic groups.

For SDv2.1, we observed that the prior template generates images of poor
quality on both celebrity and non-celebrity identities. Thus, we expanded the
prompt template as follows: “A photo of the face of ({identity}:2.0). (realistic:2.0).
(Face shot only:2.0).” This revised prompt improved the generated image quality
of celebrity identities. However, it did not have the same effect on non-celebrity
images. Thus, we decided to evaluate only the celebrity identities for the SDv2.1
model.

We manually validated that the generated images from both models contain a
face image, different seeds generate diverse images of the same identity, and that
identities are distinct and belong to the intended demographic group.
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Attributes. Using SEGA with Realism and SDv2.1, we induce five attributes to
the generated data: “young’, ‘old’, “facial hair’, ‘sunglasses’, and ‘smile.” We refer to
the images obtained without SEGA as source images and with SEGA as transformed
images. All the synthesized images are of 512 x 512 resolution. For SDv2.1, to
ensure better quality, we generate the images at 768 x 768 and then downsample
them to 512 x 512. Fig. 5.1 shows a sample of the non-celebrity images synthesized
using Realism and SEGA.

In total, we generate 800 source and 4000 transformed non-celebrity images,
and we generate 1200 source and 6000 transformed celebrity images per model.

Evaluation Methods

We use three independent evaluation methods to assess the quality of the generated

datasets: quantitative metrics, face verification, and user study.

Quantitative Metrics

The metrics below are used to evaluate the overall quality of the source and trans-

formed images.

e Image-Image Metrics: These are mainly used to verify identity retention un-
der SEGA transformation. CLIP-I and DINO-I measure the cosine similarity
between the source and transformed images” CLIP [223] and DINO-v2 [231]
embeddings, respectively. Higher similarity implies that the identity is pre-
served.

e CLIP-directional: CLIP-directional [232] intends to identify the correctness
of the semantic change in the transformed image. It measures the similarity
of the change between the embeddings of the source and transformed images
and the change between their captions.

Face Verification

Face verification accuracy utilizes pairwise face comparisons to measure embed-
ding space quality. The embeddings of two faces depicting the same identity are
expected to be close to each other. We analyze face verification performance on
Facenet [217], a well-studied face recognition network.
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Our analysis of face recognition models focuses on verification accuracy. Given

two face images x, x’, verification accuracy VER is computed as:

VER(x,y,x',y') £ 1ly =y'] - 1 [p(fu(x), fc(x')) < t]

(5.1)
+ 1y #y'l- 1]p(fi(x), £ (x") > t]

where 1 denotes the indicator function and threshold t is chosen heuristically to
minimize false verification rate. Further, y and y’ are identities associated with
x and x’, respectively. We report the average verification accuracy as computed
across sets of pairs. Within our evaluation, sets of pairs are constructed so that half
of the pairs correspond to the same identity. When analyzing verification accuracy
for the user study, we implicitly assume that humans can perfectly distinguish the
identities of generated faces.

To study the effect of demographics on verification, we report two notions of
verification accuracy: same group and any group. For a specified group g, same
group verification accuracy refers to the evaluation of VER on lists of pairs in which
both images x, x’ belong to group g. Any group verification accuracy refers to the
evaluation of VER where only each pair’s first image x must be in group g.

We utilize the Labeled Faces in the Wild (LFW) dataset as a baseline for natural
face verification. LFW is a canonical dataset for face recognition tasks. The LFW
dataset contains 13233 images and a total of 5749 unique identities. Demographic
annotations for images in LFW were obtained from the system introduced by
Kumar et al. [23].

User Study

We conducted a human evaluation of the generated images from both models
combined with SEGA. Toward that end, we designed an online Qualtrics survey for
each model-identity collection pair, resulting in three surveys: (SDv2.1 Celebrities,
Realism Celebrities, and Realism Non-Celebrities). The surveys are approved by
our IRB and are conducted on the Prolific platform.

For each survey, we randomly sampled 15 identities per demographic group,
one image per identity; 120 images in total. We paired each source image with its 5
transformed images corresponding to the 5 semantic attributes. This results in 600
source-transformed image pairs per survey. We presented each participant with a
set of 21 blocks, along with at least one attention question. Each block shows two
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images: one source image (without SEGA), and one transformed image (using
SEGA), along with the transform instruction used by SEGA. For each block, the
participant answers three questions: (1) whether the two images depict the same
person, (2) the consistency of the transformed image with the edit instruction on
a 5-point scale, and (3) how they rate the quality of the two images on a 5-point
Likert scale. An example block is shown in Fig. 5.3b.

Fig. 5.3 presents a snippet of the survey design. The survey instructions
(Fig. 5.3a) encourage participants to focus solely on the correctness of the edits and
to disregard any violations of social norms they may observe in the images. This
instruction is important since our work’s ultimate goal is to generate a dataset that
facilitates an assessment of face recognition applications in both in-distribution and
out-of-distribution scenarios. Out-of-distribution images may possess attributes
that seem unusable to participants.

For each survey, we recruited 85 participants, and each image pair received
three ratings on average. Each participant was compensated $3.5 for their effort,
with an average completion time of 15 minutes. The study was distributed evenly
to male and female participants.

5.4 Evaluation

After generating the datasets, we apply the evaluation methods to analyze the

associated demographic discrepancies. Three questions guide this evaluation:

Q1. How does face verification on synthetic data compare to natural data and does it
exhibit demographic disparities?

Q2. Does the quality of synthetic face images depend on the demographic group?

Q3. Can quantitative metrics replace expensive user studies to assess the quality of
synthetic face images?

Face Verification

Face verification performance is depicted in Fig. 5.4. The figure shows the verifica-
tion accuracy measured on LFW and synthetic datasets. Across all demographics
and datasets, with one exception, we observe that generated faces perform worse
than natural faces (LFW). Only in the White demographic does a synthetic dataset,
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instruction on face images.

The survey consists of 23 blocks. In each block, you will be presented with two images,
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it on the left image. The Al tool effectively executed the instruction, resulting in the edited
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Edit instruction: Add facial hair

@1. Do you think these two pictures depict the same person?
O Yes

QO No

O Not Sure

image displayed on the right.

istently the edit instruction has
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Edit instruction: "Add a mustache to the face™

Another example using the same edit instruction:
Q3. Did the Al tool apply other significant changes to the face that were not specified in the
editinstruction?

O Yes
O o
O Notsure

Q4 a. Assign a score from 1 to 5 to assess the overall quality of the left image, where:
Scere 1: image quality is very poor
Score 5: image quality is very good

Very poor poor fair good very good
Editinstruction: "Add a mustache to the face" ' 2 3 4 5

We kindly request you to focus solely on the Al's action of applying the intended instruction
and disregard any violations of social norms that you might observe in the edited images.

For each block, we ask for your feedback on three items: Q4 b. Assign a score from 110 5 to assess the overall quality of the rightimage, where:
(1) Do the two pictures depict the same person? é::;g ‘;jm@cﬂuf‘;\‘t{l‘ss\o:gpﬁd
(2) Compare the edit instruction with the actual changes made to the edited image. - image qualty Vo

(3) Rate the overall quality of both images. Very poor poor far good very good

Note that the respanse to each block is mandatory for full compensation and there are ! 2 3 4 s
attention questions randomly located in the survey.

= -

(a) Survey Instructions (b) An example of a survey block

Figure 5.3: User survey instructions and example block of questions.

Realism Celebrities, have better face verification performance than natural data.
We also observe that for each demographic and dataset pair, same-demographic
verification accuracy is often notably less than its any-demographic counterpart.
Hence, we conclude that face recognition systems are demographically aware on
generated faces in a manner similar to natural faces.

Synthetic Face Image Quality

Table 5.1 presents the average survey scores in terms of image quality and transfor-
mation correctness across all demographics and datasets. The scores suggest that
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Male Male Male
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(a) Survey Responses (b) Same Demographic Pairs  (c¢) Any Demographic Pairs

Figure 5.4: Verification Accuracy is plotted across four datasets. Each row is a
demographic, and each dataset is depicted with a different hue. Note that each
plot is x-axis limited between 0.6 and 1.

image quality depends on the identity’s demographic group. Moreover, SEGA
transformations drop the quality of all images, and the drop is also demographic-
dependent. We use one-way ANOVA in an attempt to reject null hypotheses of

forms:

Null Hypothesis 1. The per-demographic distributions of source image quality in (Dataset) are
identical.

Null Hypothesis 2. The per-demographic distributions of transformed image quality in
(Dataset) are identical.

Null Hypothesis 3. The per-demographic distributions of quality difference between
source and transformed images in (Dataset) are identical.

On the Realism Non-Celebrities and Realism Celebrities datasets, one-way
ANOVA rejects null hypotheses 1 to 3 with p-values less than 0.05; corresponding
p-values appear in Table 5.2. This test tells us that for these two datasets, source
image quality, transformed image quality, and the difference between source and
transformed image quality have a dependence on demographics. The only dataset
for which image quality does not conclusively depend on demographics is SDv2.1
Celebrities.

The same observation of demographic dependence applies to the transforma-
tion correctness measures (M3, M4). It is interesting to note that demographic

groups that have higher source image quality are not consistent with groups of
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Demographic group

Dataset E Asian Black Indian White Female Male

D1 4463 4401 4394 4515 4428 4459

M1 D2 4.253 4240 4.045 4.097 4166 4.140
D3 4121 4149 4112 4.039 4112 4.099

D1 0195 0.122 0187 0184 0.244 0.098

M2 D2 0190 0.085 0.114 0592 0364 0.140
D3 0.100 0.156 0.123 0123 0.154  0.098

D1 4020 3972 4144 3.945 3954 4.092

M3 D2 3.624 3367 3.717 2636 3203 3.455
D3 3.747 3.197 3516 3325 3492 3412

D1 87.5 84.6 90.3 83.8 85.5 87.7

M4 D2 78.4 69.5 80.7 51.2 66.0 73.6
D3 79.9 65.2 72.3 69.9 72.2 71.8

Table 5.1: User survey average answers to the following measures: M1: source
image quality on a 5-point scale, M2: drop in image quality after SEGA transforma-
tion, M3: SEGA transformation correctness on a 5-point scale, and M4: percentage
(%) of correct transformation (transformation correctness score > 3 out of 5). D1:
Realism Non-Celebrities, D2: Realism Celebrities, D3: SDv2.1 Celebrities. Highest
and lowest scores are highlighted in bold. E Asian denotes the East Asian demo-
graphic group.

Dataset Null hypothesis 1 Null hypothesis 2 Null hypothesis 3
SDv2.1 Celebrities 0.498 0.573 0.488
Realism Celebrities 0.000474 6.31 x 1072 4.02 x 10728
Realism Non-Celebrities 0.0306 5.16 x 107° 247 x 107°

Table 5.2: p-values associated with one-way ANOVAs on null hypotheses 1 to 3 for
Realism Celebrities, Realism non-Celebrities, and SDv2.1 Celebrities datasets

higher transformation correctness. This suggests that SEGA introduces its own

biases in the generative pipeline.

Quantitative Metrics vs. User Study

User studies are the most direct way to measure human perception of generated
faces. Unfortunately, they are prohibitively expensive when implemented at scale.
If we have a metric serving as a proxy for human sentiment toward generated face

quality, costs associated with generating realistic face data could be drastically
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Null hypothesis 4 Null hypothesis 5

Dataset

CLIP-I DINO-I CLIP Directional
SDv2.1 Celebrities 0.147 0.107 0.128
Realism Celebrities 0.197 0.122 0.348
Realism Non-Celebrities  0.245 0.142 0.0908

Table 5.3: Spearman correlation coefficients for null hypotheses 4 and 5. Each
correlation coefficient is statistically significant.

reduced. We analyze the correlation between the different metrics and the ques-
tions posed in the user study regarding the quality of the source and transformed
images, the presence of semantic change, and identity retention after applying the
semantic change. We calculate the Spearman correlation coefficients between the
metrics and the scores to the user-study questions and once again make use of
one-way ANOVA tests to reject null hypotheses:

Null Hypothesis 4. On (Dataset), there is no monotonic relationship between image-

image (similarity metric) and maintenance of identity post application of semantic change.

Null Hypothesis 5. On (Dataset), there is no monotonic relationship between CLIP-
directional and appearance of the semantic change.

On all three datasets, one-way ANOVA tests enable us to reject null hypothe-
sis 4 on image similarity metrics CLIP-I and DINO-I. We also similarly reject null
hypothesis 5 on the CLIP Directional metric. Despite rejecting null hypotheses,
each Spearman coefficient is low, as evident from Table 5.3 and the corresponding
p-values in Table 5.4. Hence, in the context of face recognition, image quality met-
rics are not a suitable proxy for humans in performing both identity verification
and transformation verification tasks. This result is partially surprising: DINO-I
metric, unlike CLIP-I metric, is designed to recognize differences between images
of similar descriptions [218]. Yet, our findings indicate a low correlation between

this metric and human assessment.
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Dataset Null hypothesis 4 Null hypothesis 5
CLIP-1 DINO-I CLIP Directional
SDv2.1 Celebrities 6.264 x 10718 7.35 x 1014 3.55 x 10710
Realism Celebrities 574 x 10732 1.022 x 1071 3.27 x 10713
Realism Non-Celebrities 3.26 x 107 2,18 x 10~ 6.64 x 10721

Table 5.4: p-values associated with null hypotheses 4 and 5.

B SDv2.1 Celebrities I Realism Celebrities I Realism Non-Celebrities
White ‘White

Black

Indian

Demographic
Demographic
Demographic

East
Asian

0.6 0.8 1.0 0.6 0.8 1.0 0.6 0.8 1.0
Verification Accuracy Verification Accuracy Verification Accuracy

(a) Black (b) White (c) Hispanic

Figure 5.5: User Verification Accuracy. The y-axis captures queried image demo-
graphics. Each subfigure depicts a respondent demographic. Note that each plot
is x-axis limited between 0.6 and 1.

5.5 Discussion

Our user study provides direction for follow-on research relating to the Own Race
Effect (ORE). ORE refers to the documented tendency of individuals to better
recognize faces from within their racial group [233, 234]. We observed that our
user survey seems to disagree with ORE as shown in Fig. 5.5. Hence, a rigorous
study of perceived identity of images under semantic transformations would be of
research value.

As evidenced by the user study, mechanisms of human face perception present
unique challenges to the application of generative models in face recognition. More-
over, automated prompt design strategies require access to a metric quantifying
the quality of generated images. This does not detract from techniques evaluating
generative model performance, rather, it opens a new research avenue: tuning
face quality metrics to better align with human preferences. Our techniques apply
outside of the face recognition task. Generative models for both audio and text are
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equally ripe for performance evaluation.

Though our analysis techniques generalize to other domains, they assume
CLIP functions as intended. Unfortunately, CLIP and similar semantic-visual
embedding models are trained on internet data. Hence, their embedding space
contains biases. Further, CLIP is known to have trouble constructing embeddings
for uncommon or otherwise niche words and phrases. Niche words and phrases,
such as “inter-eye distance” and “eyebrow slant”, which can affect human perceived
face identity [235], are problematic for CLIP. Further analysis of semantic-visual
embeddings is necessary to gain a full picture of text-to-image generative models.
Additionally, CLIP’s understanding of cultural constructs is not entirely understood.
For example, it is unclear what an “intelligent face” or “beautiful face” means to
CLIP. Thus, the semantic transformations we study are explicit face attributes.

Finally, our study does not negate the value of generative approaches in model
analysis. Generative examples can serve as a targeted curated dataset. Tailored
generation has the potential to mitigate inherent biases found in existing datasets;
however, the effectiveness of this approach is closely tied to the data used to train
the generative model. It’s important to remember that the generated examples
are not i.i.d. samples from the natural distribution. Instead, they represent i.i.d.
samples from a possibly skewed estimate derived from a finite pool of realized

examples within the training set.

5.6 Conclusion

Generative models have been the subject of much recent societal interest. Syn-
thesized examples achieve near-realistic quality. Though recent advances have
increased the expressive power of generative models, their performance charac-
teristics remain opaque, especially for face image generation. We put forth a new
framework to synthesize diverse face images and evaluate them from multiple
perspectives. This chapter demonstrates the need for further research into the
properties of semantic-visual embeddings and human perception mechanisms
upon generated faces. It further emphasizes the challenges of altering visual data
while preserving the semantics of the image. Looking ahead, we aim to investigate

comparable approaches for audio applications.
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Chapter 6
Conclusion

In this thesis, we examine the privacy, security, and fairness challenges inherent in
voice-based and visual-based machine learning (ML) applications, which engage
billions of users daily. Specifically, our focus is on three key voice-based applica-
tions: speech recognition, keyword spotting, and speaker identification. In the
realm of visual-based applications, we concentrate on face recognition, acknowl-
edging its critical role and widespread deployment. For each of these applications,
we identify the most significant threat models, quantify the associated risks, and
propose solutions aimed at enhancing the trustworthiness of the technology. We
outline the contributions of this thesis in the subsequent section and suggest po-
tential directions for future research, building upon the contributions laid in this

work.

6.1 Future Research

This chapter describes future research directions that are motivated by this thesis.

Speech Technologies Performance Disparities

Motivation. Major Cloud providers offer speech processing APIs that are highly
accurate and convenient to use as a service. These APIs are currently deployed
in various systems and applications that are used by millions of users around
the world. These APIs perform very well on the average test case. However, this
performance does not hold for all demographic subgroups. A recent work [236]
shows that speech-to-text APIs exhibit a racially biased performance against black
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speakers. For example, Apple, IBM, Google, Amazon, and Microsoft APIs word
error rates (WER) are substantially higher for black speakers than white speakers.
On average, black speakers WER is 35%, while it is 19% for white speakers. Another
disparity is observed across the gender attribute, where a higher performance is
observed for female speakers. Other works [237, 238, 239, 240] have confirmed
this disparity between different population subgroups across the gender, age, skin
tone, accents, and geographic locations attributes. Although conventional training
datasets are unbalanced with respect to the different population subgroups, Liu et
al. [237] found that fine-tuning speech recognition models on a balanced dataset
does not significantly reduce the model’s WER gap. This experiment shows that
speech technologies need a thorough investigation to understand the underlying
causes of performance disparities. Moreover, similar disparities have been observed
in vision [17] and language models [241, 242, 243]. These disparity commonalities
across different tasks and modalities suggest that the ML community makes similar
mistakes along the ML pipeline such as data collection and processing, the design

of training algorithms, and the way in which performance metrics are reported.

Privacy Implications. The performance disparities of these APIs not only de-
teriorate the underrepresented groups’ user experience but also increase their
vulnerability to privacy violations and security risks. For example, a performance
disparity in the KWS model will lead to a higher false activation rate for the un-
derrepresented group. Thus, this disparity puts them at a higher risk of leaking
their private conversations and maliciously controlling their VA. Moreover, this per-
formance discrepancy may open a new attack angle for the adversaries. Another
example is voice-based speaker authentication where the system has lower accuracy
in identifying the underrepresented group users. These users are more susceptible
to spoofing attacks and, thus, are at a higher risk of fraud and impersonation.
Analogous to the discussion in Chapter 5, an essential research direction in-
volves examining spurious correlations and failure modes in speech technologies.
This investigation represents an initial step towards designing unbiased speech

technologies.
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Unauthorized Collection of Voice Biometrics

Motivation. Speaker identification serves as an intuitive and valuable authenti-
cation solution for a variety of applications, including phone banking, customer
verification in call centers, voice-based check-in systems, and personalization of
multi-user smart devices. This value is derived from the technology’s convenience
for customers, its reliability, and the cost reduction it offers businesses. Speaker
identification employs the speaker’s voice biometrics as proof of identity. Ini-
tially, the application enrolls customers into the speaker identification system.
During this phase, the API extracts the speaker’s voiceprint and stores it in the
cloud. Subsequently, at runtime (inference), the API compares the voice features
of the speaker against the stored voiceprint to identify and authorize the indi-
vidual. However, current services are susceptible to various failure modes, such
as impersonation attacks, and other malicious uses. A particularly concerning,
yet under-researched, malicious use case is speaker surveillance. This vulnera-
bility arises from the service’s failure to validate user consent for enrollment and
identification.

The abundance of speech data available on social media platforms lowers
the par for malicious individual surveillance; it allows adversaries to enroll any
arbitrary speaker into a speaker identification service without their permission
or consent. Utilizing this powerful API, an adversary can then identify speakers
across all recorded media on the internet, effectively tracking their speech and
opinions. This threat becomes increasingly pronounced with the rising interest in
smart cities, where microphones are deployed in both public and private spaces
and speech is used to interact with augmented reality environments. Potential
adversaries include surveillance agencies that could track individuals’ private and
public conversations about political and religious views for purposes of retaliation
or social ranking. Another possible adversary is an advertising agency using
this capability to monitor conversations for targeted advertising. This threat is
facilitated by the fact that the API does not require validation of the speaker’s
consent for enrollment and identification, leaving speakers with no control over
their speech and voice biometrics.

Moreover, the advancement in speech synthesis technology has reached a point
where fake speech is nearly indistinguishable from natural speech. This develop-

ment opens up the possibility for adversaries to impersonate other speakers using
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synthetic voices, thereby gaining unauthorized access to security-critical systems.
For instance, an adversary could deceive a phone-banking system that utilizes a
speaker recognition API for authentication, resulting in unauthorized access to a
user’s bank account. This scenario highlights a significant vulnerability where the

system, misled by the synthetic voice, erroneously authorizes the adversary.

Proposed Future Work. In future work, we propose a dual-pronged solution to
mitigate the aforementioned threats, focusing on ensuring that enrollment and
identification requests originate from a live speaker who provides explicit consent
for identification. Firstly, we introduce Tainted-Speech, a user-side system designed
to protect users” uploaded speech on social media and video platforms. Tainted-
Speech applies adversarial perturbation to the user’s speech, effectively “tainting’
the speaker’s voice from the perspective of the speaker recognition API, thereby
preventing the extraction of a voiceprint. This approach serves as a safeguard
against unauthorized speaker enrollment and identification.

Secondly, we propose enhancing the speaker recognition system with an audio-
captcha system. This audio-captcha functions as a challenge-response audio mech-
anism, verifying two crucial aspects: that the speaker is a live human rather than a
synthetic voice, and that they are intentionally submitting their voice to the API.
By integrating this additional layer of security, the system can more effectively
discern and validate genuine users, bolstering its defenses against unauthorized
access and exploitation.

Utilize Synthetic Face Images for CounterFactual Explanation

Auditing ML is Challenging. The inner workings of neural networks are neither
human-understandable nor theoretically tractable. Consequently, the best way to
understand model performance is empirical validation. In traditional machine
learning settings, practitioners understand the model performance by evaluating
it on a validation set. Often, this validation set follows the same distribution as
the training data. This approach provides no insight into performance on out-of-
distribution data, which is the common case in real-world deployment.

Counterfactual Explanation. One way to achieve this goal is through explainabil-

ity methods, which explore the failure modes and spurious correlations inherent
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in the model. Counterfactual explanation (CE) is a post-hoc technique that aims to
perform hypothetical input modifications that would have resulted in a different
decision by the model. By revealing which features of the input data were most
influential in the model’s outcome, CE identifies unintended biases and spurious
correlations and provides insights into how to improve the model’s performance.

Recent works [244, 245] have explored diffusion models for generating coun-
terfactual examples, aiming to identify spurious correlation and failure modes in
vision classifiers trained on ImageNet. Vendrow et al. [245] defined 23 counterfac-
tual shifts such as “at night,” ‘blue,” ‘in the beach,” ‘in the snow,” and ‘sketch.” They
performed textual inversion, a few-shot fine-tuning step, to encode these shifts in
the diffusion model. However, this method requires fine-tuning (training) for each
new counterfactual concept, limiting its scalability. On the other hand, Wiles et
al.[244] explored the failure modes using an automated approach. They utilized a
diffusion model to generate a large collection of test images for each label in the
classifier under test. Then, they semantically clustered the images that received
an incorrect prediction. Using a captioning model, they labeled these clusters as
failure modes of the classifier model. However, it’s worth noting that neither of
the two works explored the application of face recognition models, where demo-
graphic disparity and the intricacies of facial features pose unique challenges for

counterfactual edits.

Generative Al for Counterfactual Explanations. A follow-up of our work in
Chapter 5 is to utilize the generation pipeline to generate counterfactual examples
for face recognition models. The methodology is to: (1) create a list of all possible
semantic attributes of human faces, (2) utilize SEGA ( section 5.3) to incorporate
these semantic attributes into the generated faces, and (3) pass the generated
images to the face recognition model and analyze the change in model outputs as a
function of the change in semantic attributes. By design, this methodology associate
each face image with fine-grained ground truth semantic and demographic labels.
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Chapter 7

Appendix

7.1 Circular Microphones Spatial Diversity

Here, we evaluate EKOS (Chapter 2) in the setting of a single centralized VA that
has m = 4 or m = 7 microphones — similar to commercial VA devices. We use
the circular microphone array model from Pyroomacoustics package to generate
the RIR at closely located microphone in a circle of 5cm radius, representing the
device board.

Table 7.1 shows the ensemble natural accuracy of EKOS’s pipeline at l = m =
{4,7}, where 1 is the number of ensemble models. We assign a model to each
microphone, and apply inference time randomness: (1) filter selection and (2)
filter cutoffs random shift within +200Hz. As the table shows, the ensemble
accuracy is only slightly lower than the values at Fig.2.3. We observe that the 4
microphones case is slightly better than 7 microphones, probably because they
experience more spatial diversity than the 7 microphones setup leading to a higher

majority vote accuracy.

7.2 Adversarial Perturbation Imperceptibility

We investigate the relationship between the imperceptibility of the attack and the
ensemble size 1. In EKOS, a successful attack needs to trick % + 1 models. Thus,
increasing the number of models 1 requires a higher perturbation size to reach the

same attack success rate (false activation rate) as shown in Fig. 7.1.
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. Random filters Random cutoff shift
Architecture
m=4 m=7|m=4 m=7
TC-ResNet8 91.32 8734 | 77.02 78.79
TC-ResNet14 92.06 93.04 | 78.64 77.19
TC-ResNet2D8 | 90.24 87.51 85.71 82.85
DS-CNN-M 89.18 8990 | 74.84 74.56

Random Arch. | 89.20  89.10 | 79.208 84.846

Table 7.1: EKOS’s accuracy (%) when deployed on a single VA that has m micro-
phones and | = m models, at different architectures and run-time randomness.
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Adversarial Examples Transferability

Figure 7.3 shows the transferability map of the PGD attack with 100 epochs and
0.05 perturbation budget across 9 architectures and 9 filters. Note that with this

budget, models usually reach near-random guess performance.
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Figure 7.3: Transferability of PGD with 100 epochs and 0.05 perturbation budget
across (a,b) 9 architectures with shared filter slices, and (c,d) 9 filters with a single
shared architecture.
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7.3 Topic Model Proof

This appendix contains the proof of Theorem 3.4.4 of Sec. 3.4.

Table 7.2: Notations

Symbol Explanations

A% - the vocabulary

t - total number of topics

w - represents a word

k - minimum number of words per topic

T - represents a true topic

T - represents a perturbed topic

T =(Ty,---,T¢) | -represents the true topic model

T = (T{,---,T{) | - represents the perturbed topic model

d - chosen distance parameter

n - total number of documents

D - represents a document

D=uUd D - the corpus of documents

wj - total number of unique words in document D;
Wil - count of word w; in document Dj

|D;| - total number of words in the document D;

P - the topic distribution for D; from topic model T
P’ - the topic distribution for Dj from topic model 7"
Q3 - the word distribution for topic T; in T

Qf - the word distribution for topic T in T’

Pij - probability of topic T; occurring in document D; output
di1 - probability of word w; occurring in topic T;

iy - probability of word w; occurring in topic T7

Pi; - probability of topic J{ occurring in document D; output
T(w) - probability of word w occurring in topic T

T (w) - probability of word w occurring in topic T’

Definition 7.3.1. The total variation distance between two probability distributions
P and Q is defined as

51v(P, Q) = supaes|P(A) — Q(A)] (7.1)
where J represents a sigma-algebra on the subset of the sample space Q.
Theorem 7.3.1. For a countable set, ()
S1v(P,Q) = P~ Qlli = 5 3 IP(w) — Q(aw) (72)

we
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Assumption 1. If a topic p has nonzero probability of occurring in a document, then
the topic must contribute at least one count for each word in it for the document.

Lemma 7.3.2. From assumption 1,

ming{pi;} > D
max

Proof. Restating assumption 1 we get,

Vi, Vj,Vlielt],j e ] le[V]
Pij - dil = =
’ |D;|

= Pij - qil = mm { “; ’}
1

|Dmax|
1

IDimax]
L
K

= Pij - qil =
= Py - min{qi} >

= Pij = | [ mm{qu}

Dmaxl

Thus min;{p;, )} |Dmm\ )

Lemma 7.3.3. The maximum possible value of pmax is1 — (t —1) - r‘fml.

Proof. According to the proof statement, the topic mixture for a document Dj
is given by P; = (55—, -, 5o, 1 — (t = 1) - 5E—). We will prove this by
contradiction. Let there exist some ]5 € P such that p > m. Clearly this means
that max; j{pij} =1—(t—2) 5=——-p<1—(t—1)- Mﬁ‘ Clearly from lemma
7.3.2 this concludes our proof. O

Theorem 7.3.4. For any pair of topics (T, T') € T x T/,

1 Gm.in 1 k
IT=Tlh =2 (B2 = 3(1 o))
1—(t—1)ﬁm

v-(IDjl—Iwy w;) : )
W}, |D;| is the total number of words in Dj, w;

is the total number of unique words, v is the variance of the distribution Lp(e’, &', d),

where Cin = minjll{
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v =prelem)/d( Lo 4+ 1 T2) +pfr(e (€ mI/a _eleml/a) _ (peleno)/a_r_ 4
pf(e*(el'ﬂo)/ —eleMo /d)) f= df f = (1 rdfdﬂ“d*l(lfr))’r _ e(e'/a) = ec/d_q

(1—1‘)2 ee/d 17
No = _ din((e</441)5") +d, e = ln(l +1 ( —1)), 8’ = B8 and |wy ;| is the number of

€

times the word wy € 'V appears in transcrzpt D;.

Proof. For any word wy in a document D;,1 € [|V[],j € [nl,

t
Wi
Zpi,jqi,l = _ID?| (7.4)
w4+
7.5
Zpl)qll |D |+V w; ( )

Now subtracting eq 7.4 from eq 7.5 we

t

, v - (|D;| — wi]w;)
S (ply - dl—Pes - di 7.6
Py - dia = Pui ) = (5 TD Ty - ) (7:6)

i=1

v-(IDjl|—Iwi|wj)
ID;1-(IDj+v-wj)

Let (i’u =

t t

D Pl aii—Pi - dul =) (Pl — P - gin) =G (7.7)

i=1 i=1
Now, observe that min{maxi{!p{,j . qi’,1 —Pi,-qi1l}} occurs when Ip{,j -q {,1 —P1i-qial =
= [pi; - 4oL — Prj - Gl = % Letp € Pj,p’ € P},q € Qi and q’ € Qf such
that P, P’,Q, Q' corresponds to min{maxi{lp{,)- “qi1 —Pij * qi1l}}. Now renaming

as follows
q1 = max{q, q’} (7.8)
p ifqi=gq;
= 7.9
p1 { p’ otherwise. (7.9)

q2 = min{q, q'} (7.10)

£ ah — a:
P2={p R (7.11)
otherwise.
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We get,

G
|P qi1 —p2- C|2| T

= (g1 —q2) - p1+ g2 (p1 —Pp2)| =

-+ ‘:.;Q o+ |\_.®

= (g1 — q2) - p1l + 192 - (p1 —p2)| =

k
= (g1 —q2) -pil +q2 - (1—t D]

1 k (‘3 1
qz)-P1|+§-<1—t- >>T[ Byeq710q2<2]

Dol
ﬁ(ql—qz)-(l—(t—l)-ﬁ) > O (e 2 )

) > C; [ From lemma 7.3.3]

= |(q1 —

|Dmax|
[ By lemma 7.3.3]
1 G, 1 k
=q1—qz > (2= -z (1 -t —
(1_(t—1) m) ( t 2 ( |Dmax|>>
Now clearly
D;
4 (Iwilw; — | I)}} (7.12)

min; {Cj 1} = max;{mi Tlt{ <

Dj| - (IDj| + 284

Let Crnin = Min;{C;,1}. Thus for any pair (T, T’) € T x T’ we have

Srv(T, T') = supyev|T(w) — T’ (w))]

<1—(t—1).Dk )'(entlin_%'<1—t'|D:ax|)) (7.13)

WV

Thus, we have

IT—Th >2
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7.4 Sensitive Keywords Lists

Table 7.3 presents the sensitive keywords list for each of Preech’s evaluation datasets.
We discuss Preech’s efficacy in scrubbing them and its effect on the transcription

utility in Sec. 3.7.

Datasets Facebook 1 Facebook 2 Facebook 3 Carpenter1 Carpenter2
South Carolina Grassley Obama Miller Wessler
" Harvey Cambridge Analytica Tillis Smith Massachusetts
= Sandberg South Dakota Harris Stewart Kennedy
g Palo Alto Kogan kogan Carpenter
Fy Cheryl Alexander Greenwood Graham
~ Roberts Kogan
Breyer

Table 7.3: Sensitive keywords lists for each dataset

7.5 NLP Generated Text

In this section, we show a piece of the NLP-generated text using the GPT2 language
model. The generated text is used as a corpus for dummy segments generation,
as explained in Sec. 3.4. The model’s input is a few sentences from the Carpenter
case.

"In determining that the information is reasonable, the Court may find that this amount
of intrusion is reasonable and that it is a reasonable effort by the government to harass
privacy rights protections that normally apply to American citizens. Have there been any
other issues before the Court before and after this hearing that we have not yet addressed.
We will be looking again, on appeal. Would the government have done so differently today
if they had arrested Petitioner five years earlier? The Court agrees that Petitioner has the
right to petition the Court. I would agree with the court’s conclusion that the government
had previously attempted to arrest Petitioner, such as by conducting warrantless searches of
his phone and computer in October 2009. There are some questions on the record, however,
that we would have looked into in more detail in that regard.

DAVID GREENE: Well, they seem to have two thoughts that I am not going to sit
down and define as true or false; I think — I've said it before. One thing we may know about
this case is that the judge, Judith Miller, is a professor in Duke University’s criminal-justice
faculty and when she refused to reach a plea deal, the defense asked her to seek a final
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decision in the case. They considered a reduced sentence because this is his plea deal, which

means he’s allowed to serve his entire life in prison."
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7.6 Differential Evolution Algorithm

To solve the optimization objective of Mystique efficiently, we ran differential evolu-
tion with best2exp strategy, with a population size of 100, maximum of 5 iterations,

and tolerance of 0.001. Results for individual utterances are shown in Figs. 7.4
and 7.5.

<o, &0 &0
0 250 500 750 1000 1250 1500 1750 0 250 500 750 1000 1250 1500 1750 0 250 500 750 1000 1250 1500 1750 0 250 500 750 1000 1250 1500 1750
Number of model inferences Number of model inferences Number of model inferences Number of model inferences

(a) (b) (c) (d)

Figure 7.4: Search performance over 14 different utterances.

o, - £o. -
0 250 500 750 1000 1250 1500 1750 0 250 500 750 1000 1250 1500 1750 0 25 500 750 1000 1250 1500 1750 0 250 500 750 1000 1250 1500 1750
Number of model inferences Number of model inferences. Number of model inferences Number of model inferences

(a) (b) (c) (d)

Figure 7.5: Search performance over 5-8 different utterances.

7.7 Further Analysis of Mystique

Tubes
1 2 3 4 5 6 Avg

X-vector 87.53 858 8245 7647 8422 8595 83.74
SpeechBrain 88.88 84.31 83.69 82562 8038 85 84.14

Model

Table 7.4: Mystique’s over-the-air predictions consistency rate (%) across six re-
peated measurements.
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Figure 7.6: Attack-victim pairs visualization when tube 1 (L = 40.6,d = 3.45cm) is
used: (a) the waveforms and their cross-correlation, (b) FFT, and (c) spectrogram
for a deeper look at the spectral content. along with the FFT of the BPF model
applied to the chirp signal.
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Figure 7.7: Successful impersonations histogram using a single-tube configuration
on (a) x-vecotr and (b) SpeechBrain. Most of them are generated by tubes that
have Low f, and high Q, values.
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Figure 7.8: The confusion matrix of (a) x-vector and (b) SpeechBrain’s predictions
on Mystique attack split by the true (attacker) and predicted (impersonated) speak-
ers sex. The cross-sex submatrix is sparse, indicating attack is more successful
within same-sex speakers.
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Figure 7.9: Number of successful impersonation attacks (out of 250) on the x-vector
model for each adversarial speaker from our VoxCeleb test set.
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Figure 7.10: Number of successful attacks (false predictions) of the x-vector ASI
model on the user study participants recordings.
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Figure 7.11: Two-Tube structure and resonance effect.
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