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Risk modeling for cyber-physical system security

planning

Threat modeling and analysis techniques
An exploration into risk analysis for modern critical infrastructure

Carmen Haseltine

Abstract

Our society depends on critical infrastructures increasingly composed of interdependent
cyber-physical systems (CPS). Securing these infrastructures requires understanding the
dynamic interactions across cyber, physical, and human domains, as well as how ad-
versaries can exploit these interdependencies. In this work, I present a risk modeling
framework for CPS security that leverages attack graphs and directed acyclic graphs
(DAG) to characterize system vulnerabilities and adversarial pathways using a layered
approach. Motivated by the temporal and stochastic nature of CPS operations, I incor-
porate discrete-time Markov chains (DTMC) to enable time-dependent risk analysis.

The structured modeling framework for CPS security integrates attack graphs with
operational process models to support risk-informed decision-making. I apply this frame-
work to two case studies in critical infrastructure: (1) a cyber-physical-human system
(CPHS) representing the vote-by-mail (VBM) election process, and (2) a cyber-physical
energy system (CPES) incorporating a small modular reactor (SMR).

A time-inhomogeneous discrete-time Markov chain (DTMC) model is used for VBM
risk modeling to capture ballot flow, adversarial interference, and policy mitigations with
a case study using absentee voting data from Milwaukee, WI. The SMR station has a
layered architecture and construct attack graphs across functional layers to represent
potential attack paths and system interdependencies. I introduce new metrics to assess
vulnerability and component criticality under adversarial conditions. By framing these
systems as CPES/CPHS, the framework effectively bridges the gap between abstract
threat modeling and tangible operational realities, ensuring a more robust understanding
of potential vulnerabilities. Together, these case studies demonstrate how temporal and
structural extensions of attack graphs can provide scalable and interpretable tools for
CPS risk analysis and prescriptive security planning.
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Chapter 1

Introduction

1.1 Introduction

In an era defined by the convergence of digital intelligence and physical infrastructure,
the systems most essential to daily life (i.e., power grids, water networks, transportation
systems, and emergency services) are increasingly comprised of cyber-physical systems
(CPS). CPS integrates computation, control, and physical processes to deliver critical
services at scale. However, this integration also introduces new and complex vulnera-
bilities. Disruptions in one cyber, physical, or human interaction layer can propagate
across domains, producing cascading failures. Traditional risk models, which treat cyber
and physical threats in isolation, fail to capture these interdependencies. A holistic mod-
eling approach is needed to assess risk and support decision-making in modern critical
infrastructure.

As the threat landscape expands, cyber-physical systems face malicious and non-
malicious disruptions. Adversaries may exploit software vulnerabilities, misconfigured
human-machine interfaces, or outdated control equipment. Additionally, non-malicious
attacks such as equipment failure, operator error, and natural hazards pose other perfor-
mance risks. Attack graphs have emerged as a structured tool for modeling how threats
(both malicious and non-malicious) can propagate through a system. These graphs rep-
resent sequences of attacker actions or system-level transitions, offering a visual and
mathematical representation of threat escalation pathways.

This dissertation builds on the attack graph paradigm by incorporating directed
acyclic graphs (DAGs) to represent logical and temporal dependencies and embedding
the resulting models within a time-inhomogeneous discrete-time Markov chain (DTMC)
framework. This integrated approach enables the dynamic modeling of risk evolution
over time, taking into account attacks, mitigations, and system processes. I apply the
methodology to two domains of critical infrastructure: (1) a cyber-physical energy system
(CPES), modeled through a layered analysis of a small modular reactor (SMR) station,
and (2) a cyber-physical-human system (CPHS), applied to vote-by-mail (VBM) elec-
tion infrastructure. In both applications, the model supports the evaluation of cascading
failures and the effectiveness of mitigation through newly developed system performance
metrics.
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1.2 Motivation: Securing cyber-physical critical in-

frastructures

The integration of systems in modern critical infrastructure enables the delivery of goods,
services, and energy at scale, ensuring societal and economic stability [65]. At the same
time, the interconnectedness of critical infrastructure introduces vulnerabilities to various
hazards, which can result in cascading failures [19]. This vulnerability motivates threat
modeling to identify risks and fortify the system’s critical components. Threat modeling
frameworks, such as attack graphs, have emerged as essential tools for safeguarding these
systems and supporting enterprise risk management. Attack graphs visually represent the
paths an attacker might take to compromise a system, helping to identify vulnerabilities,
understand potential attack vectors, and prioritize security measures.

Defining critical infrastructure Critical infrastructure in the United States (US)
encompasses a wide range of systems and assets that are essential for the nation’s se-
curity, economic stability, and public health and safety [84]. These infrastructures are
categorized into sixteen sectors, each playing a vital role in maintaining the functionality
and resilience of the country. Table 1.1 lists the official US critical infrastructure sectors
alongside the US government agency responsible for the secure operation of that sector.

Table 1.1: Critical infrastructure sectors and their responsible federal agencies

Critical Infrastructure Sector Responsible Federal Government Agency

1 Chemical Department of Homeland Security
2 Commercial Facilities Department of Homeland Security
3 Communications Department of Homeland Security
4 Critical Manufacturing Department of Homeland Security
5 Dams Department of Homeland Security
6 Defense Industrial Base Department of Defense
7 Emergency Services Department of Homeland Security
8 Energy Infrastructure Department of Energy
9 Financial Services Department of the Treasury
10 Food and Agriculture Department of Agriculture
11 Government Facilities Department of Homeland Security

and General Services Administration
12 Healthcare and Public Health Department of Health and Human Services
13 Nuclear Reactors, Materials, and

Waste
Department of Homeland Security

14 Information Technology Department of Homeland Security
15 Transportation Systems Department of Homeland Security

and Department of Transportation
16 Water and Wastewater Systems Environmental Protection Agency
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1.2.1 Threats to cyber-physical infrastructures

Now that we know that modern critical infrastructures are comprised of CPS, we must
understand the risk to CPS. There are cyber, physical, and cyber-physical threats to
a CPS. Cyber attacks are often related to communication protocols of various vendor
components comprised in a CPS. These attacks arise in the form of spoofing attacks,
spying attacks, false data injection, and glitches in software updates for computational
components. An often referenced incident of a cyber attack on a CPS was STUXNET
which targeted programmable logic controllers at an Iranian nuclear facility. The cyber
attack involved malware which injected false data into the monitoring system. [44] The
cyber-physical part of the STUXNET attack is defined to be the part of the code which
gave incorrect commands to equipment controls incorrect control commands were sent to
physical equipment at the facility. [44]

Cyber-physical attacks use both computational and physical components to disrupt
a CPS. An example of a cyber-physical attack would be the Maroochy Shire attack in
Australia which resulted in 800 kiloliters of raw sewage spilling into local roadways and
parks. The attacker had insider information which allowed them to use a radio transmitter
and a laptop to send malicious commands to specific pumps[79]. Cyber-physical attacks
can be summarized as adversarial access to control systems in a CPS.

Similarly physical attacks have been largely considered to involve unapproved access
to physical components of CPS[33]. Physical attacks are defined as damage of the CPS
physical components by nature, vandalism, or accidents. One notable example of a
physical attack on a power grid is the Metcalf attack. Early morning on April 16, 2013,
seventeen of the California Metcalf substation transformers were shot over 100 times by
a .30-caliber rifle in less than 20 minutes[88]. These attack types are varied in execution
and each type must be analyzed to determine all potential vulnerabilities of a CPS.

Modern critical infrastructure are comprised of highly interdependent CPS, which are
essential for the functioning of various sectors. For example, transportation roadways rely
on information technology (IT) communication networks with cyber components, which
in turn depend on power grids. Power grids are interconnected with other infrastructures,
such as natural gas pipelines and water systems. CPS in the manufacturing sector often
referred to as Industrial Control Systems (ICS), while in utilities, they are referred to as
Supervisory Control and Data Acquisition (SCADA) protection systems [11]. Today’s
critical infrastructure incorporates cyber-physical components to monitor, control, and
secure operations, data, and services. CPS also include automated processes controlled
by relays, breakers, switches, and valves that facilitate daily operations. These systems
rely on both human inputs and computational logic to manage the complexity of modern
networks.

1.2.2 Role of attack graphs in modeling CPS risk

Threat modeling in cybersecurity systematically examines how an adversary might ex-
ploit vulnerabilities in a system. Traditionally rooted in computer science, threat model-
ing methods are now relevant to security challenges in CPS and critical infrastructures,
especially in the context of performing ERM.
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Attack trees, introduced by Schneier [72] in the late 1990s, provide a hierarchical
approach to structuring threats. Attack trees provide a map of adversarial goals and
entry points, highlighting how initial vulnerabilities could evolve into more significant
security breaches. However, attack trees are limited by their strict hierarchical format,
making it challenging to represent scenarios involving interdependencies, feedback loops,
or simultaneous attack paths. Attack graphs, first proposed by Phillips and Swiler [62],
are represented as directed acyclic graphs (DAGs) and allow for the modeling of complex
relationships, parallel paths, feedback loops, and cross-domain propagation [38]. These
features make attack graphs especially suited to CPS environments where cross-layer
interactions are prevalent.

1.3 Dissertation contributions and outline

This dissertation advances the modeling and analysis of CPS security through a uni-
fied framework that captures the complex interdependencies across cyber, physical, and
human domains. The main contributions of this work are:

1. CPS risk modeling framework based on attack graphs: A structured methodology
is introduced that combines attack graphs, directed acyclic graphs (DAGs), and
time-inhomogeneous discrete-time Markov chains (DTMCs) to model risk in CPS.
This framework enables dynamic analysis of both adversarial and non-adversarial
disruptions and supports multi-layered, time-dependent risk assessment.

2. Application to a cyber-physical energy system (CPES): The framework is applied
to a small modular reactor (SMR) station, modeling layered attack paths mapped
to the MITRE ATT&CK for ICS framework. This study develops new metrics for
device-level criticality, incorporating system topology, functional dependencies, and
attack progression logic.

3. Application to a cyber-physical-human system (CPHS): The framework is also ap-
plied to a vote-by-mail (VBM) election infrastructure system, demonstrating how
layered attack and mitigation interactions can be modeled within a unified proba-
bilistic framework. This case illustrates how process disruptions and security miti-
gations interact dynamically over time and highlights the need for system-specific
performance metrics in CPS risk evaluation.

The remainder of this dissertation is organized as follows. Chapter 2 presents back-
ground literature on CPS security modeling and foundational definitions. Chapter 3
details the methodological framework, including the attack graph construction, DAG en-
coding, and DTMC implementation. Chapter 4 presents an application of the framework
to CPES performing an SMR station risk analysis. Chapter 5 presents the method ap-
plied to CPHS performing a risk analysis of the voting-by-mail election system. Chapter
6 concludes with a discussion of frameworks limitations, contributions to CPS security
planning, and opportunities for future research.
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Chapter 2

Background

2.1 CPS risk modeling

Early approaches to securing critical infrastructure operated under the principle of “se-
curity through obscurity,” in which systems were considered secure due to their isolation
and limited connectivity [40]. This paradigm began to erode in the early 2000’s as critical
infrastructures adopted increasingly integrated cyber-physical systems (CPS) to optimize
performance, improve efficiency, and enable remote monitoring and control. As intercon-
nectivity increases, so does the potential for cascading failures and systemic vulnerabilities
across sectors. This shift prompted a move toward “layered security,” which assumes in-
terdependencies across multiple domains and demands coordinated defense across cyber,
physical, and operational layers.

Rinaldi, Peerenboom, and Kelly were among the first to formally characterize interde-
pendencies in critical infrastructure by formally identifying cyber, physical, and organiza-
tional linkages as vulnerability pathways [65]. Building on this work, subsequent studies
proposed multi-layered modeling techniques to better capture the functional, structural,
and informational interdependencies of modern CPS [32, 64]. These works inform the
layered modeling approach adopted in this dissertation.

Humayed et al. [33] published a security survey of CPS defined by four system types;
industrial control systems, smart grid, medical devices, and smart cars, with each type
having cyber, human, and physical components. Humayed et al. inventories associated
threats along with threat types. The identified main threats to a CPS were determined to
be caused by assumptions of network isolation, an excess of system access, and component
heterogeneity. [33]

This trend of cyber-centric analysis continues in much of the CPS literature, including
works like [96], which emphasize network-level protections and software vulnerabilities.
Even in emerging research on cyber-physical-human systems (CPHS), such as Ganesan et
al.’s machine learning-based analysis of human-in-the-loop systems, the human is mod-
eled only as an input signal rather than as an autonomous agent with decision-making
capabilities [21].

These limitations highlight a persistent challenge in CPS risk modeling: the tendency
to focus on cyber vulnerabilities in isolation, while underrepresenting the physical oper-
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ation and human layers and their interactions. This dissertation addresses this gap by
advancing a modeling framework that explicitly integrates cyber, physical, and human
components through a layered attack graph-based methodology.

Humayed et al. gives a general overview of several CPS, however it limits physical
system interaction to automation without human intervention. Physical threats are de-
fined as an adversary attaining access to computational CPS components (i.e. PLC,
RTU, TPMS parts, or similar devices). [33] This becomes a reoccurring trend for CPS
studies to focus primarily, if not exclusively, on the cyber and automation components
of the system rather than the physical sensors and actuators. The assumption is that
physical threats are assumed to only require physical security, a holdover of the ’silo’ cov-
erage impact of security through obscurity approach. In 2020, this trend continues with
Yaacoub et al. publishing an article on CPS security limitations. In the article Yaacoub
et al. describes CPS security as having a hierarchical structure of several layers, invento-
ries existing security measures and associated limitation, and provides a risk assessment
method[96]. More recent, a study of CPS with ”humans in the loop,” (i.e. cyber-physical
human system CPHS ) looks to model and predict the functionality of a CPHS through
machine learning techniques, however the human is not an agent it is more of an input
as the model is only learning from human interaction. [21] Prior to this work, CPHS
analysis focusing on the cyber functions of the CPS.

In this chapter, we review the current best practices of CPS risk analysis from a
control systems perspective and the limitations of this approach, which is often used in
computer science and electrical engineering papers. Next, we review the operational risk
analysis methods operations researchers use to model CPS risk with attack graphs and
system models. We then compare static versus dynamic risk modeling, and the chapter
will conclude with a summary of the gaps in risk modeling CPS in critical infrastructures.

2.2 Conventional and control-oriented approaches to

CPS risk modeling

Since the early 2000s, there has been increased interest in the protection of CPS as they
make up many of utilities necessary for modern life. These studies largely utilize cyberse-
curity tools for analysis. Many of the studies into cyber-physical systems build from the
core attack graph cybersecurity model to incorporate physical attacks. Cheh et al. [10]
studies the use of “meta model” attack graph known as “ADversary VIew Security Eval-
uation (ADVISE)” to evaluate the cyber-physical security of a railway station. Zheng
et al. [106] studies the selection of mitigations to manage cybersecurity risks in resource
constrained systems using attack paths. The dependencies of the mitigations are mod-
eled using multiple choice constraints directly and coverage models indirectly. Zheng and
Albert [105] build on this research to study temporal issues in infrastructure protection.
They introduce a bi-level network interdiction model to study how to maximally delay
the total weighted attack times of multiple adversarial, however, they do not consider
the timing of security mitigations. In fact, we found no studies that consider the timing
of the attacks or the security mitigation dependencies. Garcia et al. provides a review
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of HiLCPS literature and points out there exist no predictive CPS model considering
non-autonomous human actions [22]. This knowledge gap is addressed through the in-
vestigation of vote-by-mail processes, a CPS comprised of multiple human and automatic
agents with temporal constraints.

2.3 Modeling CPS using attack graphs

Threat modeling in cybersecurity involves identifying and analyzing how adversaries
might compromise a system and the potential consequences of those compromises. Tradi-
tional threat modeling methods, such as STRIDE [82], categorize threats such as spoofing
or denial of service, providing checklists for vulnerability identification.

However, as systems grow more interconnected, especially in cyber-physical and in-
dustrial contexts, modeling isolated threats is no longer sufficient. Analysts need to
understand how individual attacks can combine, propagate, and evolve to reach critical
system goals. Attack graphs represent sequences of attacker actions and dependencies
between them. They model not just whether an attack exists, but how it could progress
through a system over time. By visualizing attack logic and reachability, attack graphs
support both qualitative reasoning and quantitative risk analysis. This modeling ap-
proach has gained traction as a way to systematically evaluate cybersecurity risks in
complex, interconnected systems [3].

Recent studies have explored the application of automatically defining attack surfaces
to enhance cybersecurity in CPS. Paridari et al. [61] utilize the definition of attack sur-
faces to reflect any cyber attack on an industrial control system. They introduce a new
approach for CPS security modeling through automatic attack detection to inform sys-
tem reconfiguration. Though the physical components of the CPS are referenced, threats
are considered to be cyberattacks affecting physical equipment. Similarly, [104] present
a security model that considers performance of the physical part of the system. Protec-
tion of the CPS physical components are sampled during “normal operation” and this is
compared to the real-time operation that informs the attack surface model. These papers
both define attack surfaces as the points of ingress for the CPS that directly translates
to the terminal attack nodes of an attack graph.

2.3.1 Generating attack graphs

Attack graphs are vital tools for identifying vulnerabilities in CPS, however, creating
attack graphs requires substantial effort. Attack graphs can be created automatically
using algorithms or manually with subject matter experts (SMEs). All attack graphs
require detailed information about the CPS and its functionality. The use of attack
graphs to model CPS have been explored by Few et al., who take a high-level overview
of how such a system can be implemented.

In some applications, attack graphs are obtained through automatic attack graph gen-
eration programs [24, 77]. Automatically generated attack graphs can be created quickly;
however, they may face limitations in scalability and robustness [20]. Automated tools
typically use algorithms to scan and analyze configurations, assets, and known vulnera-
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bilities within a network, and these resources are not available for all application. These
tools can generate attack graphs by leveraging databases of known vulnerabilities, such
as the Common Vulnerabilities and Exposures (CVE) database, and applying machine
learning techniques to predict potential attack paths [41].

Attack graphs can also be created by sourcing subject matter experts for the systems
involved, including red teaming (attacker perspective) and purple (attack-defense) teams.
Human expert-generated attack graphs usually take a much longer time to construct and
can have gaps in information if sufficient background is not documented. Nevertheless,
the depth of insight SMEs provide ensures that the attack graphs are highly accurate
and tailored to the specific system being analyzed [5].

The size of attack graphs can vary significantly depending on the complexity of the
system being modeled and the level of detail included. Generally, attack graphs can
range from a few nodes to thousands, depending on the scope and scale of the network
or system as well as how it was generated. Attack graphs generated with SMEs tend to
be smaller comparative to automatically generated models.

2.4 Limitations of Existing CPS Risk Models and

Research Gaps

Attack graphs and their variants provide a structured way to represent adversarial be-
havior in cyber-physical systems; however, most existing implementations suffer from
limitations that constrain their applicability in enterprise-scale CPS environments. This
section identifies three critical gaps in the current literature and practice that motivate
the modeling framework of this research.

Lack of Dynamic and Process-Aware Models Most attack graph literature adopts
a static view of system vulnerabilities, often treating attack progression as a purely
topological traversal problem. In earlier research during my doctoral studies Haseltine
and Roald [28] conducted a small review of wildfire risk from power system arcs associated
with automatic reclosing. In this study, we see the implications of time. However,
it does not take into consideration any process components related to the system or
external vulnerabilities other than transient faults. These models fail to incorporate
operational dynamics or process-aware logic, which are essential factors in CPS, where
time, control flow, and system workload influence risk exposure. As noted by Enoch,
conventional attack graphs are insufficient for modeling dynamic systems such as cloud
infrastructure or energy systems with temporal constraints. CPS infrastructures require
models representing how threats evolve during continuous operations, how mitigations
interact with time-sensitive processes, and how cascading effects can emerge from small
perturbations.

Limitations of Boolean-Only Logic Representations Traditional attack graphs
use Boolean logic to represent the preconditions for successful exploits, meaning a given
step in an attack path is either ”enabled” or ”disabled.” While useful for basic depen-
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dency modeling, this logic cannot accommodate probabilistic state transitions, partial
mitigation effectiveness, or variable system performance. Recent studies argue that this
binary approach oversimplifies attacker behavior and underrepresents system complexity
[49]. Evolving threat landscapes—especially in systems with human and physical com-
ponents—necessitate richer logical and stochastic representations to capture uncertainty,
failure modes, and temporal transitions.

Need for New Metrics from Layered Risk Models Several recent studies propose
decomposing CPS into functional layers to better capture interdependencies between
physical processes, control logic, and communication networks [108, 60]. These layered
approaches allow for the derivation of system-specific risk metrics, such as Support Sub-
graph Participation (SSP) and Load Support Share (LSS), which provide more granular
insights into node criticality and system resilience. However, these works remain limited
to specific domains (e.g., power systems) and do not generalize to broader CPS architec-
tures. There remains a need to develop flexible, layered modeling approaches that can
extract interpretable and actionable metrics across multiple CPS contexts.

Looking forward Together, these gaps underscore the need for a CPS risk modeling
framework that (1) captures process dynamics and operational flow, (2) employs prob-
abilistic and temporal logic beyond static Boolean gates, and (3) supports the deriva-
tion of system-specific performance metrics to inform enterprise-level decision-making.
The framework introduced in the next chapter addresses these challenges by integrating
layered attack graphs with time-inhomogeneous discrete-time Markov chains (DTMCs),
offering a structured and adaptable approach to analyzing risk in complex, evolving CPS
environments.
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Chapter 3

Methodology

3.1 Overview and Modeling Framework

Recent studies and national standards on cyber-physical systems (CPS) security, includ-
ing those from NIST [25] and other thought leaders [96], emphasize the need for new
approaches to risk modeling that account for the unique properties of CPS—namely
their integration of cyber, physical, and operational dynamics. Traditional security anal-
ysis methods often fall short in these contexts due to their static assumptions and limited
ability to model adversarial behavior over time. This thesis introduces a novel modeling
approach for CPS security risk assessment based on three foundational components: (1)
the normal operation process, (2) the space of adversarial attacks, and (3) the avail-
able mitigations or recourse actions. Together, these elements form the basis of a lay-
ered attack graph modeling framework, extended with time-inhomogeneous discrete-time
Markov chains (DTMCs) to support systems with dynamic or policy-sensitive behaviors.

This methodological approach has evolved through a series of studies and public
presentations. Early work focused on the limitations of traditional attack graphs in rep-
resenting vulnerabilities in election infrastructure, which we presented in a collaborative
poster at the ACM Conference on Equity and Access in Algorithms, Mechanisms, and
Optimization (EAAMO), where it was awarded the Best Poster in 2021 [29]. Subsequent
research revealed functional layers are needed to represent the operational levels of a
CPS. HaseltineAlbert2025Tutorial define the functional layers of the CPS in a tutorial.

3.2 Structure and properties of a CPS

Cyber physical systems are those systems which exist in the physical world however are
governed by control systems and monitoring networks. Figure 3.1 shows the physical part
of the CPS could be a plant, process, or network [101]. In chapter 2, I explain that much
of the literature related to CPS security and analysis focuses on the ’Cyber’ components.
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Figure 3.1: CPS Properties

3.2.1 Functional layered model of CPS

The National Institute of Standards and Technology (NIST) defines a CPS as an interac-
tion of digital, analog, physical, and human components engineered to function through
integrated physics and logic [56]. Under this definition, a CPS is a blend of these elements
designed to work together seamlessly. CPS play a crucial role in critical infrastructure and
essential services. Currently, CPS are integral to most critical infrastructures, including
healthcare, transportation, energy, and commerce.

We present a general framework to consider CPS functional layers. A layered approach
to risk modeling helps quantify threats at different operational levels and assess how
failures propagate across the system. For specific applications there can be a need to
segment the layers further. However, it is important to consider that the functionality
of CPS is more that two (cyber and physical). We consider analyzing each layer—–
physical, network, control, and application—–individually and in relation to one another
to understand potential points of failure and their impacts. Since it is impossible to
fully protect a system, adopting a systems-level perspective allows one to mitigate when
failures occur to enhance resilience.

CPS systems comprise various devices and technologies, making it difficult to model
[102]. Challenges include the heterogeneity of components, the complexity of interactions,
and the dynamic nature of these systems. A layered approach to modeling CPS is used
to better capture CPS vulnerabilities, modeling them in singular function layers to aid
in risk modeling. We adopt the convention by [4] that segments layers of a CPS into
general categories: (1) applications layer, (2) network transmission layer, and (3) physical
perception layer. We briefly describe each of these layers.

1. Physical Perception Layer: The physical layer represents parts that interact
with the physical world. This includes components such as sensors collect data (i.e.,
temperature, pressure, motion) to collect information, and actuators to perform
actions on the physical system (i.e., operate valves, switches, arms).
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2. Network Transmission Layer: CPS frequently requires interaction among dis-
tributed elements, necessitating data transfer across networks. These networks
may be wired or wireless, employing technologies like Ethernet, Wi-Fi, fiber op-
tics, or specific industrial protocols (e.g., Modbus, PROFIBUS, DNP3). The net-
work/transmission layer facilitates dependable and prompt data communication
among sensors, controllers, and actuators, supporting real-time monitoring and
control.

3. Application Layer: The application layer manages command execution and con-
trol logic for the CPS [108]. It processes sensor data from the physical perception
layer to facilitate real-time decision-making. This layer includes the software and
algorithms that outline the system’s capabilities, including control strategies, opti-
mization routines, and specific applications tailored to the domain.

There are linkages between the CPS layers that capture interdependencies. For ex-
ample, sensor data from the physical perception layer influence decisions made in the
application layer, while control commands from the application layer impact the physical
perception layer.

A network’s control logic can have a greater influence on a CPS’s vulnerabilities
than the type of components used. Control logic refers to the algorithms and decision-
making processes that govern the interactions between CPS layers. It determines how
data is processed, how actions are executed, and how the system responds to various
inputs. Control logic ensures the effective operation, security, and optimization of cyber-
physical systems. It ensures that the various components of the system work together
harmoniously, respond to real-time changes, and maintain resilience against threats and
disruptions.

An example of control logic is a water treatment facility’s ICS. In such a facility, the
programmable logic controller (PLC) regulates chemical dosing pumps, monitors water
levels in storage tanks, and adjusts valves to ensure proper flow between treatment stages.
Turbidity, pH, and chlorine levels are the sensory data collected in real time and fed into
control logic routines set into the PLC. These routines execute automatic responses. For
example, if the pH falls below a safe threshold, the control logic increases the lime dosing
rate to neutralize acidity. SCADA control terminals provide operators with dashboards
to monitor these values and override commands when necessary.

In a threat modeling context, this environment presents several places where adver-
sarial attacks could be initiated: adversaries may exploit networked PLC and relays,
manipulate sensor data to cause misoperation, or interfere with control logic to trigger
unsafe states. Each of these potential exploits can be represented as steps in an attack
sequence that models how an attacker could escalate from network access to physical
system damage.

3.3 Layered Attack Graph Modeling Framework

The complexity of CPS requires a layered modeling approach to segment and organize the
attack surface of the system for holistic risk assessment. The core modeling framework
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introduced in this thesis uses layered attack graphs to represent security risks across
different domains of a cyber-physical system. This section details the components and
structural logic of these graphs, including how nodes, edges, and layers are defined and
interact.

3.3.1 Attack graph components and structures

Next, we introduce terminology common to attack graph risk modeling that is used
throughout this tutorial. We frame threat modeling concepts hierarchically, from indi-
vidual elements to system-wide models:

Attack Nodes An attack node represents a discrete condition task that an adversary
must complete within the CPS to progress toward their goal, such as gaining initial
network access or manipulating control logic. There are three types of attack nodes we
consider in attack graphs:

1. Terminal Nodes : Represent the starting point of an attack, often where an attacker
gains initial access.

2. Intermediate Nodes : Represent intermediate states or steps in the attack path.

3. Goal Node: Represent the attacker’s ultimate objective, such as gaining adminis-
trative access or extracting sensitive data.

Edges Edges represent the transitions between nodes, indicating the actions or exploits
that an attacker can perform to move from one state to another. These transitions are
often labeled with the specific exploit or attack technique used.

Attack Paths An attack path is an ordered sequence of nodes capturing how an adver-
sary progresses through a system. Transitions between nodes (edges) may be annotated
with exploit descriptions, probabilities, or logical conditions (e.g. AND/OR).

Attack Graphs An attack graph integrates multiple attack paths into a full-state
model of adversarial behavior across a system. Attack graphs capture complex rela-
tionships, parallel paths, and dependencies inherent to CPS environments, making them
particularly valuable for analyzing and mitigating risks in interconnected and dynamic
systems.

Attack Surfaces The attack surface encompasses all entry points (terminal nodes) into
a system that adversaries could potentially exploit. Attack graphs clearly identify these
entry points, helping analysts prioritize defense measures and systematically mitigate
vulnerabilities to reduce overall system risk.
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Probabilities Some attack graphs incorporate probabilities to represent the likelihood
of successful exploits. This helps quantify the risk associated with different attack paths
and prioritize mitigation efforts based on the probability of occurrence.

As an example, consider an attack graph V with three attack nodes {v1, v2, v3}, where:

• v1: “Attacker has prior knowledge of SCADA RTU protocols,”

• v2: “Attacker exploits a vulnerability via remote terminal,’

• v3: “Attacker modifies control logic of critical component.”

Node v1 is the terminal node and is on the attack surface, v2 is an intermediate node,
and v3 is the goal node. There are edges between v1 and v2 and between v2 and v3. This
example has a single path.

Boolean logic A crucial element of capturing the interdependencies of CPS functional
layers is understanding the role of Boolean logic. Attack graphs are structured repre-
sentations of how adversaries can compromise a system. These attack graphs rely on
Boolean logic to model the dependencies and sequences that define successful attack
paths. Boolean operators such as AND and OR capture how individual attack steps
must combine conjunctively or disjunctively to enable further progression through the
graph. This logical foundation provides a natural way to reason about the conditions un-
der which an attacker can achieve specific objectives. In this section, we focus on the role
of Boolean logic in structuring attack graphs and refer the reader to formal logic frame-
works such as Computational Tree Logic (CTL) for a deeper mathematical treatment
[43, 73].

A central focus of an attack graph is the goal node, which represents the ultimate
target of the adversary [98]. Attack graphs can be interpreted as logic paths that begin
at terminal attack nodes and proceed toward the goal node. Along these paths, Boolean
logic gates—AND and OR—define the required conditions for the attack to propagate
from one exploit to the next [74]. In this way, the graph encodes the alternative and
conjunctive sequences by which an attacker might achieve their objective. In the context
of CPS, Boolean logic provides the foundation for modeling how dependencies between
components (e.g., relays, communication links, operator actions) influence the feasibility
and progression of an attack. In the next chapter, the attack graphs is extended into
a layered framework using DAG representations, which are further integrated into a
dynamic stochastic process via a time-inhomogeneous DTMC.

Boolean logic gates operate on binary values: low (0) and high (1). Within an attack
graph, a node set to high (1) indicates that the attacker has successfully completed the
associated task. Conversely, a low value (0) indicates that the step has not yet been
completed. The default state of all nodes in a secure system should be low, since no
attacks are assumed to be initially in progress.

• AND-gate: The output Y is high (1) only if all input nodes are high. This models
a situation where multiple conditions must be satisfied before the next attack step
can proceed.
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• OR-gate: The output Y is high (1) if any of the input nodes are high. This models
situations where multiple paths can independently enable the next stage of attack.

Thus, a gate output of Y = 1 confirms that the attacker has successfully transitioned
past that gate in the attack graph. Figure 3.2 illustrates the input-output behavior of
the AND and OR gates. The left-hand truth table shows that for the AND-gate, Y = 1
only when both X1 = 1 and X2 = 1. The right-hand truth table confirms that for the
OR-gate, Y = 1 as long as either X1 = 1 or X2 = 1.

Logic Gates 

X1 X2 Y

0 0 0

0 1 0

1 0 0

1 1 1

AND – gate logic 

X1 X2 Y

0 0 0

0 1 1

1 0 1

1 1 1

OR – gate logic

AND OR
X1 X1

X2 X2

Y Y

Figure 3.2: Boolean logic operators

Figure 3.3 illustrates an example of an attack graph with its Boolean logic represented
using symbols connecting attack nodes. Both nodes X1 and X2 must be set high (1) to
set Y1 high (1), i.e.., the attacker must complete both X1 = 1 and X2 = 1 for Y1 to
activate. Similarly, there is a second AND-gate connecting X3 and X4 to node Y2. The
goal node has an OR-gate, indicating that an adversary can reach the goal with either
Y1 or Y2 being set high (1), denoted by the OR-gate between Y1 → Goal and Y2 → Goal.
Therefore, there are two attack paths in the attack graph.

The attack surface represents the set of points on the boundary of a system where
attackers can attempt to enter, exploit, or extract data [57]. It comprises all terminal
nodes in the attack graph, capturing potential entry points for attackers and frequently
utilized in cybersecurity for risk quantification. A smaller attack surface generally in-
dicates a lower difficulty in protecting a system, helping us understand the “points of
ingress” that may require more protection. In the attack graph illustrated in Figure 3.3,
the attack surface is composed of X1, X2, X3, X4.
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Figure 3.3: Attack graph logic operator representations

3.3.2 Threat propagation in a CPS using attack graphs

Threat modeling in cybersecurity involves identifying and analyzing how adversaries
might compromise a system and the potential consequences of those compromises. Tra-
ditional threat modeling methods, such as STRIDE (Spoofing, Tampering, Repudiation,
Information disclosure, Denial of service, Elevation of privilege), categorize threats such
as spoofing or denial of service (DoS), providing checklists for vulnerability identification
[82].

Consider an attack-defense graph for a communications network illustrated in Figure
3.4 [87]. The goal node—“Block communication” for a network—is at the top of the
figure. The red nodes denote attack conditions, and the green nodes represent mitiga-
tions. The mitigation tasks cover two attack nodes. Recall from Section ?? that we
read the graph from the bottom points of ingress (terminal attack nodes) through several
paths to the top goal to block communication [87]. The Radio-Frequency Identification
(RFID) attack graph shows that some attack paths have multiple dependencies that can
impact the effectiveness of mitigations. In this example, we assume that the mitigations
completely counteract the terminal attack nodes that make up the attack surface of the
attack graph. Therefore, the mitigations in this example reduce the attack surface from
seven ingress nodes to three. The two nodes mitigated include the attack nodes directly
blocked by mitigations (i.e., connected to green blocks in Figure 3.4. The two attack
nodes associated with “Faraday Cage” logically depend upon on the attack node “Be
in Vicinity of Tag” to progress toward the goal node. This dependency is reflected as
the logical AND (arc connecting attack nodes), by mitigating “Be in Vicinity of Tag”
we inhibit the attack paths associated with “Shield Tag” from asserting. However, the
mitigation of “Secure Warehouse” does not affect any other attack path. The logical
AND dependence of attack nodes correlates to the effectiveness of mitigations.

Attack graphs are valuable tools for modeling cybersecurity threats and CPS vulnera-
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Figure 3.4: Example of RFID Attack graph. Source: [87]

bilities. However, to effectively mitigate known system risks, we must carefully integrate
security controls with attack graphs. Security controls are mitigative actions taken as
preventive or reactive measures to protect systems from specific threats. Using attack-
defense graphs to set these controls allows organizations to assess their defenses and
prioritize resource allocation.

Various methods have been employed to generate and analyze attack-defense graphs
and to integrate security controls effectively. One notable approach is by [39] who model
the functional interdependencies of CPS using graphical techniques. The result is a
directed acyclic graph (DAG) with attacks modeled as compromised functions/nodes in
the graph. This approach allows for the iterative identification of compromised nodes
and enables rapid adjustments to defenses in response to intrusions. The computational
experiments demonstrate the model’s effectiveness in addressing real-time cyber threats.

However, as systems grow more interconnected, especially in cyber-physical and in-
dustrial contexts, modeling isolated threats is no longer sufficient. Analysts need to
understand how individual attacks can combine, propagate, and evolve to reach critical
system goals. Attack graphs represent sequences of attacker actions and dependencies
between them. They model not just whether an attack exists, but how it could progress
through a system over time. By visualizing attack logic and reachability, attack graphs
support both qualitative reasoning and quantitative risk analysis.



19

3.4 Time-Based View of Attack Graphs Using a Markov

Chain Model

Although attack graphs and attack–defense trees are widely used in cybersecurity model-
ing, they are typically Boolean in nature and limited to static representations of system
vulnerability. Even probabilistic extensions of these models, which estimate the likelihood
of an attacker progressing through a given path, fall short in capturing the temporal dy-
namics critical to cyber-physical energy systems (CPES) or cyber-physical human systems
(CPHS). In these complex systems, risk is not only a function of topology or vulnerability
overlap, but also of timing, sequencing, and operational duration. Markov chains provide
a principled way to introduce time into the analysis, enabling stochastic modeling of how
adversarial influence may evolve over system states. This time-based view is essential for
capturing delayed effects, persistent exposure windows, and the probabilistic unfolding of
cascading failures—factors that static attack graphs alone cannot adequately represent.

In Chapter 5, a discrete-time Markov chain (DTMC) model is developed to capture
the evolution of a cyber-physical process in the context of vote-by-mail (VBM) opera-
tions. The DTMC integrates physical process transitions, adversarial interventions, and
mitigation effects into a unified probabilistic framework. Each system state encodes a
snapshot of the ballot process, and transitions represent either operational progress or
security events. The DTMC structure leverages the memoryless property to model this
progression: the probability of transitioning to a future state depends only on the current
state, not on the full historical path. This assumption is particularly well suited to pro-
cesses like VBM, where delays, disruptions, and recoveries occur in well-defined stages,
and the focus is on forward progression rather than path tracing.

The DTMC model allows us to compute not only the probability of successful system
operation, but also the expected time to failure, the likelihood of recovery, and the rela-
tive impact of various mitigations over time. The model captures adversarial persistence,
control delays, and the time-varying nature of risk exposure in ways that static attack
graphs cannot. While attack graphs provide the necessary topological and logical foun-
dation, embedding them into a time-indexed stochastic model enables a far more realistic
analysis of risk in cyber-physical and cyber-human systems.

Below is a brief overview of the discrete-time Markov chain framework used in this
thesis. Given a random process Vt with n finite states, the one-step transition probability
of the process moving from state i in time step t to state j in a single time step is

Pt(i, j) = P (Vt+1 = j|Vt = i) ∀i, j ∈ {1, · · · , n}. (3.1)

We define a transition probability matrix Pt for each time step (t = 1, 2, · · · , T − 1) to
determine the state of the system at the end of each time step [76].

Figure 3.5 illustrates the three core dimensions that must be jointly represented in a
comprehensive risk model of a CPS. On the left, the operational process layer captures
the sequence of activities and normal system states. On the right, the attack surface is
depicted as a collection of adversarial entry points—each represented as a node—linked
by directional edges to the physical and logical processes they can impact. These attack
nodes reflect potential disruptions stemming from cyber, physical, or human-originated
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Figure 3.5: Visualization of the CPS risk modeling framework

threats. Centered between these layers is the mitigation layer, which represents recourse
actions that can block or alter adversarial pathways before system damage occurs. No-
tably, mitigations can be interdependent and conditional, meaning their effectiveness may
rely on co-deployment or sequential activation. All three layers evolve over time, neces-
sitating a dynamic framework that models not only state transitions within each layer,
but also the temporal interactions across them.

3.5 Risk Analysis Outputs and Interpretation

By integrating normal operating conditions, known vulnerabilities, and regulatory pro-
tections into a unified framework, this risk model provides a more comprehensive view of
cyber-physical system (CPS) risk than traditional attack graphs alone. The core objective
is not merely to identify potential attack paths, but to evaluate how system design, main-
tenance activities, and mitigation strategies interact over time to influence the likelihood
and impact of compromise.

The outputs of this framework enable both qualitative and quantitative assessments.
On the quantitative side, the model provides scenario-specific probabilities of failure,
residual risk estimates for each attack node, and comparative rankings of mitigation effec-
tiveness. These results highlight which components are most susceptible under real-world
operational conditions, particularly in scenarios that involve overlapping tasks between
legitimate maintenance and adversarial behavior.

On the qualitative side, the model offers structural insights into risk propagation pat-
terns, high-risk/low-coverage nodes, and the temporal alignment of threats with routine
system functions. Together, these outputs support security planning by identifying criti-
cal weaknesses, prioritizing mitigations, and informing operating procedures that reduce
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exposure during sensitive tasks. By combining static structural modeling with scenario-
based activation and time-aware reasoning, the framework advances CPS risk analysis
toward actionable, context-aware security planning.
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Chapter 4

Risk modeling for cyber-physical
energy systems: SMR station
application

4.1 Introduction

The modern power grid has evolved into a cyber-physical energy system (CPES). The
incorporation of microprocessor relays, digital communications for Supervisory Control
and Data Acquisition (SCADA) protocols and optimal power flow supervisory dispatch
have created a multi-layered system. Research on CPES and risk modeling utilizes multi-
layered strategies for identifying system vulnerabilities, since the combination of cyber
and physical components increases the complexity and potential attack surfaces of these
systems [108]. Several studies demonstrate the use of C-ID to model and analyze a
CPS for increasing the resilience and security of these complex systems [75]. Others
highlight the need for CPES systems to have an integrated framework that captures the
interdependencies that exist between CPES components [100].

The integration of SMR stations will alter the present regulatory and security needs of
the power system. The current North American Bulk Electric System (BES) relies heav-
ily on centralized, utility-scale power plants ranging from 100 MW to 1,000 MW. The
integration of SMRs as distributed energy resources would mark a fundamental shift in
grid architecture, offering operational benefits but introducing new cyber-physical vulner-
abilities [103]. These vulnerabilities include increased exposure to cyberattacks, tighter
coupling between cyber and physical layers, and the potential for cascading disruptions
due to system interdependencies. Without proactive risk modeling, such vulnerabilities
may lead to energy supply interruptions, equipment damage, or broader grid instability
[36]. Despite the advantages of a centralized control scheme for managing microreactor
fleets, the interconnected nature of these systems makes them vulnerable to cyberse-
curity risks. Threats such as lateral movement across networks, digital exploitation of
vulnerabilities, and wireless-based attacks necessitate a re-evaluation of existing security
guidelines.

Modern CPES, including emerging Small Modular Reactor (SMR) installations, pose
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new challenges for risk modeling. Traditional methods such as Probabilistic Risk As-
sessment (PRA) and fault trees remain the dominant tools in both commercial nuclear
safety analysis and regulatory guidance. These methods are well-suited to quantifying the
likelihood of core damage or physical failure but offer limited insight into multi-layered
cyber-physical interdependencies or adversarial behavior.

SMRs are an emerging nuclear energy technology offering the potential to reduce in-
dustrial loads on the electric grid to improve frequency stability and power quality. These
compact nuclear facilities provide reliable energy, especially in remote areas. However,
integrating SMRs into the bulk electric system introduces new cyber-physical vulnerabil-
ities, including increased exposure to cyberattacks and potential cascading disruptions.
This chapter introduces a Cyber-Informed Design framework tailored to CPES that func-
tion as SMR stations. The framework employs attack trees to model threat scenarios and
identify vulnerabilities across four functional layers of SMR stations. We apply the threat
modeling approach to a reference architecture and map the attack paths to the MITRE
ATT&CK for Industrial Control Systems to provide insights into improving the resilience
of cyber-physical energy systems.

The chapter is organized as follows: Section 4.2 reviews prior work on CPES risk mod-
eling and highlights the gap in adversarial CPS analysis for SMR applications. Section 4.3
describes the architecture and attack surface of the reference SMR station. Section 4.4
presents the layered attack graph formulation. Section 4.5 formalizes the risk quantifica-
tion model using scenario-triggered activation, path-based logic, and mitigation mapping.
Section 4.6 summarizes findings from the COINS paper case study. Sections ?? and 4.7
conclude with mitigation evaluation and transition toward dynamic CPS risk modeling.

4.2 Background

Small Modular Reactor stations represent a significant evolution in nuclear power system
design, offering modularity, scalability, and potential economic advantages over conven-
tional large-scale reactors. However, the integration of SMRs into modern power grids
introduces a new class of cyber-physical interdependencies that existing risk frameworks
are ill-equipped to model. Unlike traditional nuclear facilities, SMR stations are increas-
ingly integrated within networked control environments, leveraging digital instrumenta-
tion, remote access, and smart grid connectivity. These features position SMRs within the
broader class of Cyber-Physical Energy Systems (CPES), where vulnerabilities emerge
not only from component-level failures but also from interactions across cyber, control,
and physical layers. In this context, we need a reassessment of risk modeling strategies
that move beyond classical reliability models to account for layered architectures and
adversarial threats. The following sections examine how current methods address this
complexity, where they fall short, and how a dual-layered DAG approach may address
these gaps.
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4.2.1 Existing approach to CPES risk modeling

Probabilistic Risk Assessment (PRA) is commonly used to to estimate the probability of
reactor core damage [42]. This is a comparative analysis performed between traditional
large capacity reactors versus smaller versions such as the small modular type reactor
sites. Dennis et al. [17] expand the PRA framework to model shared dependencies across
the physical components of the SMR station creating a multi-module PRA (MMPRA).
In 2021 Zhou et al. [107] perform a survey of several MMPRA approaches and conclude
that dynamic models are preferable to capture evolving risk in complex systems.

4.2.2 Limitations of PRA and alternative approaches

No existing MMPRA models considers the communications and controls of a CPES –
SCADA systems, or protection and control. Cox [13] expresses the limitations of PRA
based analysis methods for complex systems. For this reason, we consider less conven-
tional methods for risk modeling of complex systems such as CPES.

Directed acyclic attack graphs(DAG) have been used as a means to create two new
risk metrics associated with CPES outside of conventional PRA analysis. Palomino
and Zhang [59, 60] use this method to model the digital communication and controls
separately from the power load flow of the system, capturing an interdependent layered
approach to modeling CPES. The two layered approach is a significant step towards
capturing the functional layers of a CPES.

Alderson, Brown, and Carlyle, Cox [2, 13] critique the DHS-style probabilistic ter-
rorism risk models and points out the inability of these type frameworks to realistically
model adaptive adversaries or structural interdependence such as those seen in CPES
between the physical components and SCADA. Haimes emphasizes that cyber-physical
infrastructures like SMRs are best modeled as interdependent systems-of-systems (SoS),
requiring risk modeling to account for emergent behaviors, shared states, and cascading
effects. Backing the use case for a model that considers CPES as a multiple layer system
with various vulnerabilities and threat paths associated.

4.2.3 Adversarial CPS risk propogation models

There have been several PRA based approaches to risk propagation in CPS. Zhou et al.,
Dennis et al. [107, 17] emphasize the importance of modeling multi-stage failure propa-
gation and human-system interactions in multi-module SMR accident scenarios. These
complexities become more pronounced under intentional adversarial actions, where at-
tacker adaptation can drive non-obvious dependencies. In response to such challenges,
the National Academies recommend augmenting traditional probabilistic risk assessment
with attacker-defender game theory and Bayesian networks to account for adaptive threat
behaviors and system interdependencies [48]. However, Bayesian network-based models
face limitations in the SMR context. Their robustness is hindered by structural sen-
sitivity and limited observability, particularly when prior probabilities and conditional
dependencies are not grounded in empirical incident data [95]. The need for historical
data is a critical shortcoming for emerging technologies like SMR stations, where histor-
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ical adversarial data is scarce or non-existent. Moreover, traceability of causal pathways
in large-scale Bayesian models can be opaque, making model verification and validation
challenging in operational or regulatory environments.

Recent studies demonstrate the usefulness of threat modeling in identifying and man-
aging cybersecurity risks in CPES [1]. Threat modeling is a process of identifying and
analyzing potential attacks. Attack models such as attack trees and attack graphs are
structured approaches to model the steps required to successfully carry out an attack
[63]. In these models, the root node represents the goal of an attack, nodes represent
vulnerabilities that are exploited in an attack (e.g., a step that an attacker may take to
achieve their goal), and edges represent relationships between different actions. Boolean
logic models the relationship between attack nodes. By mapping out these potential
attack paths, organizations can better understand their security posture, identify crit-
ical vulnerabilities, and develop effective mitigation strategies to protect against cyber
threats. There are various taxonomies for threat modeling, such as the MITRE ATT&CK
for Industrial Control Systems (ICS) framework that categorizes adversary tactics and
techniques specifically tailored to operational technology environments [54]. It organizes
attack behaviors into high-level tactics and correlates each tactic with corresponding
techniques observed in real-world ICS contexts. This structured representation enables
analysts to model threat progression, evaluate system exposure, and align detection or
mitigation efforts with standardized threat behavior, and it is widely adopted in ICS se-
curity for threat identification, system evaluation, and security validation [23]. We align
attack paths with corresponding MITRE ATT&CK tactics and techniques to ensure on-
tological consistency and support traceable, evidence-based risk analysis.

4.2.4 Gaps and need for novel framework

The current SMR threat models consider physical risk and adversarial separately. Of-
ten focusing soley on the physical components such as MMPRA analysis ofZhou et al.,
Dennis et al. [107, 17].We see that the framework proposed in chapter 3 is a necessary
consideration to account for all layers of functionality in a CPES.

By extending the CPES DAG framework to support (1) adversarial path modeling and
(2) structural dependency assessment, we propose a dual-DAG approach tailored to high-
consequence systems like SMRs. Using the proposed risk modeling framework enables
the simultaneous quantification of attack likelihood and functional impact through the
use of attack graphs.

4.3 Threat modeling framework for SMR stations

In this paper, we use a hierarchical terminology to distinguish between different levels of
threat modeling granularity. An attack path refers to a single linear sequence of actions
(i.e. attack nodes) that an adversary could follow to achieve a specific malicious goal.
A collection of such paths, typically structured using Boolean logic (e.g., AND/OR de-
pendencies), forms an attack tree, which models the possible strategies for compromising
a particular functional layer of the system. Finally, we define an attack graph as the
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Figure 4.1: Overview of threal modeling framework

full model representing all attack trees across the functional layers of the SMR-station
CPES. This layered attack graph captures cross-domain dependencies and provides a
system-wide view of potential adversarial behavior. This hierarchical structure allows us
to analyze both localized and system-level risks within the same framework. In the fol-
lowing sections, we introduce the modeling approach and the reference architecture used
for layered attack graphs that reflect the unique architectural and operational features of
SMR-based CPES.

4.3.1 Modeling CPES with layers

CPES are complex with multiple processes functioning simultaneously, which requires a
high-level modeling approach. Attacker actions that pose a threat, such as those in an
SMR station, can be modeled as comprising four interdependent layers as illustrated in
Fig.4.1. The layers have a hierarchical relationship with the highest layer associated with
BES oversight and the lowest layer associated with the physical grid components[46]. We
review the functional differences between each layer and how attacks could propagate
differently in each layer.

Application and Oversight Layer (L1): The Application Layer, L1, is the highest
level of regulation, where the Independent Electric System Operator (ISO) monitors the
BES. Real-time operators at the ISO continuously monitor the BES, ensuring compliance
with the North American Reliability Corporation (NERC) technical standards and the
Federal Energy Regulatory Commission (FERC) energy market rules. Attacks propagate
in this layer by means of cyber-attacks or insider attacks due to the level of clearance
needed to influence the SMR station at this layer.

Communications Layer (L2): The Communications Layer, L2, is where SCADA
infrastructure resides. This layer contains operations and commands that are performed
in ten to fifteen minutes or less based on the emergency rating of the equipment on the
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BES. Metering and steady-state operation of the grid operate in this layer. The ISO on
layer L1 communicates through layers L2 and L3 if commands need to be sent to the field.
For example, suppose the ISO needs to de-energize a transmission line. In this case, a
signal is sent from the real-time operator (RTO) to the local substation protection relays
to open the circuit breakers at the associated substation. SCADA operations in the US
must comply with NERC Critical Infrastructure Protection (CIP) standards. Typically,
this layer requires the most coordination between the ISO and generator owner/operators.

Relay Protection and Control Layer (L3): Local to the substations is the Protec-
tion and Control Layer, L3, at terminal buses. The substation owner is usually responsible
for safeguarding equipment during both planned and unplanned events, such as system
faults or equipment failures. This protection is generally achieved through relays and
actuators that operate circuit breakers within a few cycles (1 cycle = 1/60 of a second).
Relay control logic serves as the primary protective measure for the power grid, ensuring
that remote operation requests go through the relay protection scheme instead of directly
to field equipment. The protection scheme connects to the BES through measuring trans-
formers (current transformers, potential transformers) and other field sensors.

Physical Infrastructure Layer (L4): Lastly, the Physical Infrastructure Level, L4,
consists of the physical copper lines and infrastructure of the BES. This includes auto-
transformers, switches, circuit breakers, and all physical structures needed to transport
power. There are several interactions between the immediate layers. For example, the
communications layer L2 interacts with both the applications layer L1 and the relay
protection layer L3. The physical connections between layers L4 and L3 represent the
measuring instruments (current and potential transformers) and physical control elements
such as breakers, switches, and other actuators. Attacks propagate in layer L4 through
physical interference at the SMR station by attackers. These attack paths generally
require at least one task to be executed at the station and in the control room

4.3.2 SMR station reference architecture

We identify attack graphs and perform C-ID in reference to an SMR fleet reference model
that provides operational context and ensure that threat modeling is grounded in real-
istic assumptions and capture cyber-physical dependencies in potential next-generation
CPES. The supporting scenario for the SMR reference model is based on publicly avail-
able documentation on nuclear power plant design and corresponding safety and control
systems. The content of these documents was further evaluated and expanded upon via
several discussions with stakeholders who design, install, own, and operate nuclear power
plants to ensure that research assumptions underlying the resultant reference model align
with the current state of the practice.

The microreactor deployment scenario consists of a remote mining town of no more
than 2000 residents. The facilities of significance in this town are residential housing, a
hospital, a refinery, a mine, and the reactor housing. A facility containing several SMRs
is located near the refinery to assist in refining heavy metals. Both the reactor housing
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and refinery are located near the mine to reduce the transportation requirements to bring
ore to the refinery. In addition, the electrical power and heat provided by this facility
also may be used to support the region more broadly. Both the residential housing and
the hospital are located several miles away to mitigate potential health issues among
residents. An electrical power substation nearby distributes electricity generated by the
SMR to the refinery and surrounding neighborhood. The reference model is illustrated in
Fig. 4.2. The reference model is a single-line diagram of the SMR station, reflecting the
major equipment that will be installed. The single-line diagram illustrates a substation
configuration featuring a single-bus transmission connection with one breaker, a step-up
transformer for the generator, and an additional transformer tapped from the BES to
provide start-up capabilities for the reactor. A three-phase transformer is included to
isolate the system from the BES if maloperation is detected by the protection relays or
PLC of the SMR unit. The blue devices shown in Fig. 4.2 represent the protection relays
or PLC of the SMR unit, which are located in the station’s control room.

The Fig. 4.2 single-line substation diagram shows the general layout and essential
equipment at an SMR station in the reference architecture. The turbine of the SMR unit
requires a start-up motor to get the turbine up to speed for power generation. Once the
turbine is up to speed and is generating electricity in phase with the grid, a breaker is
thrown at the switchyard in the distribution substation to feed electricity into the larger
BES. In Fig. 4.2 this is reflected by the need for two transformers at the station with on
generator step up transformer and one start-up transformer. We consider the companies
that design, install, operate, and maintain SMR facilities on behalf of other companies
with respect to attack surface exposure. Third-party relations are often reflected in valid
access to systems and may increase attack surface exposure. For example, the reference
architecture assumes that different companies maintain and operate the SMR fleet and
the distribution substation for generated electrical power, since this is typical in renewable
energy. Moreover, although SMRs are envisioned as being remotely managed, they still
require routine physical maintenance that is outsourced to a third party and conducted
locally.

The MITRE ATT&CK for ICS framework was selected since the operational environ-
ment of a SMR station more closely resembles that of an industrial control system (ICS)
than a conventional enterprise network. Unlike IT-centric threat models, the ICS frame-
work accounts for the physical processes, real-time control requirements, and specialized
assets found in generation stations. Additionally, the MITRE ATT&CK for ICS includes
tactic and technique mappings that align directly with the functional tasks defined in
the layered attack paths, enabling consistent ontology-based threat modeling grounded
in real-world adversary behavior [9].

4.4 Layered attack graph for SMR station

In this section, we will thoroughly investigate the attack paths associated with the refer-
ence architecture introduced earlier. By individually analyzing each of the four layers, I
will create attack graphs that reveal critical vulnerabilities. This work presents a compre-
hensive overview of the attack paths for layers L1 through L4, incorporating the MITRE
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Figure 4.2: Single -line substation diagram that shows the layout and essential equipment
at an SMR single bus single breaker station

ATT&CK for ICS technique mappings for both layers L1 and L4. The approach high-
lights several significant security challenges that researchers must address to enhance the
overall resilience of CPES.

4.4.1 Physical Perception Layer (L4)

Fig. 4.3 presents a visual representation of the attack graph associated with the physical
infrastructure layer L4 for an SMR station under the constraints of a CPES. Each circle
represents an attack node represented by a task/event that leads to the root attack node
of successful physical damage and environmental disruption to the SMR station and
surrounding area. The specific task is described in Table 4.1. The red nodes represent
actions that require the attacker to be physically present at the SMR station, while the
SME symbol represents direct access to the reactor room at the SMR station. Table 4.1
describes the attack nodes shown in the SMR attack graph visualized in Fig. 4.3. The
label aligns with the attack graph, directly indicating the DAG representation. Each
attack node is aligned with the MITRE ATT&CK ICS reference architecture specific
technique. Note that an attack initiated in the physical layer would require the attacker
to be on-site the most.

We denote attack nodes that require on-site access and those that require direct access
to the SMR unit in boldface text. However, there are attack paths that lead to the root
node which do not require an attacker to be at the SMR station. Note that remote threats
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Figure 4.3: Visualization of the attack paths associated with the physical infrastructure
of an SMR station

can access the CPES through SCADA communications protocols. Examine attack node
L4.1.1 and terminal attack nodes L4.1.1.1 and L4.1.1.2 that only need remote terminal
unit (RTU) access (via SCADA with higher permissions) to initiate an interference attack.
Additionally, there is only one attack path that requires the attacker to have direct access
to the SMR reactor room. This highlights the fact that physical security is only a small
part of securing reactive equipment of a CPES.

4.4.2 Relay Protection and Control layer (L3)

Fig. 4.4 presents a visual representation of the attack graph associated with the protection
and control layer L3 for an SMR station under the constraints of a CPES. The graph
follows the same notation as the prior attack graph in Fig. 4.3. The protection and
control layer houses some of the most sensitive devices in a CPES. The protection and
control layer L3 contains the programmable logic controllers (PLCs) and microprocessor
relays responsible for the automatic operation of the grid to prevent catastrophic failures.
The devices in this layer operate very fast, in cycles (1 cycle=1/60 second). It is also
important to note that these devices are found in the control room/house of the SMR
station. It is for this reason that all attack paths on this layer require an attacker
being onsite. The protection and controls in layer L3 necessitate greater complexity for
attackers, since multiple attack paths are interconnected through dependent tasks (i.e.
Logical -AND ). The connectivity of layer L3 leads to interdependencies in other CPES
layers in an SMR station. For example, if an operator in layer L1 would like to influence
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Figure 4.4: Visualization of the attack paths associated with the relaying and SCADA of
an SMR station

operations directly at the SMR station, the command protocols to operate any circuit
breaker, switch, or transformer tap changer traverse through the microprocessor relays to
ensure that no manual command supersedes the protection of the physical infrastructure.

Table 4.2 describes the attack nodes shown in the SMR attack graph visualized in Fig.
4.4. The label aligns with the attack graph, directly indicating the DAG representation.
Each attack node is aligned with the MITRE ATT&CK ICS reference architecture specific
technique. Note that two nodes require on-site access and one requires direct access.

4.4.3 Communications Layer - SCADA (L2)

The SCADA communications layer for the SMR station is modeled to function similar
to existing large scale reactors on the BES, governed by NERC CIP protocols. Fig. 4.5
presents a visual representation of the attack graph associated with the protection and
control layer L3 for an SMR station under the constraints of a CPES. The graph follows
the same notation as the prior attack graph in Fig. 4.3. Many of the attack paths in the
communications layer do not require physical access to the SMR unit to reach the root
attack node of a successful attack on the reactor. The SCADA communication terminals
provide direct access from the local and remote operator to the SMR station equipment.
The equipment at this layer is not directly connected to PLC’s at the SMR station, rather
provides the communication via remote terminal units (RTU) and switches. Table ??
describes the attack nodes shown in the SMR attack graph visualized in Fig. 4.5. The
label aligns with the attack graph, directly indicating the DAG representation. Each
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Figure 4.5: Visualization of the attack paths of communications and SCADA functionality

attack node is aligned with the MITRE ATT&CK ICS reference architecture specific
technique. Note that two nodes require on-site access and one requires direct access.

4.4.4 Application and oversight layer (L1)

The application and oversight layer for the SMR station is modeled to reflect the NERC
Transmission Operator Protocols (TOP), which require the ISO to maintain real-time
monitoring of the BES and its critical components. Note, SMR stations are more likely
to be associated as distribution voltage level units with even less oversight from the ISO
than we infer here. In this model, the ISO has authority over voltage and frequency
setpoints to ensure overall grid stability. This operational assumption forms the basis for
constructing attack paths associated with layer L1. It is important to note that the ISO
has limited control and communication with the SMR unit. The ISO has operational
access that is primarily restricted to the ability to actuate the breaker at the point of
interconnection. Fig. 4.6 represents the attack paths associated with vulnerabilities at
the ISO oversight of the SMR station. We can observe that none of these attack paths
require any direct manipulation of the SMR unit. Nevertheless, the techniques needed
to complete these attacks are comparatively complex.

Table 4.4 describes the attack nodes shown in the SMR attack graph visualized in Fig.
4.6. Note that no attack nodes in layer L1 can be executed remotely. Instead, attacks
propagate in this layer by means of cyber-attacks reflected by attack nodes parent to
node L1.1.1. Here we see MITRE defined tactics such as “Initial access” and “privilege
escalation” leading to high impact tactic that can destabilize/damage an SMR unit.
Furthermore, the potential for insider attacks, reflected by attack nodes parent to L1.2,
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Figure 4.6: Visualization of the attack paths associated with application and oversight
by the ISO and owner/operator of an SMR station

is present in layer L1 due to the level of clearance needed to create physical damage to
the reactor.

4.4.5 CPES mitigations and defensive controls

Table 4.5 lists the mitigation strategies M ∈ M derived from NERC regulatory guide-
lines. These regulatory controls are designed to reduce the likelihood that an attacker
can successfully execute a task associated with an attack node. Each mitigation pro-
vides a specific form of protection relevant to high-voltage Bulk Electric System (BES)
operations.

We categorize the type of coverage provided for each attack node by each mitiga-
tion. Table 4.6 illustrates the regulatory mitigation mapping for selected Layer 3 attack
nodes. Each entry represents the strength of coverage provided by the corresponding
NERC regulation: M (Minimal), P (Partial), and T (Total). These mappings inform
the classification of high-risk, low-coverage nodes.

To quantify the extent of coverage provided by each regulation, we assign the following
symbolic indicators:

• M—Minimal coverage: regulation offers limited, indirect, or situational protection
against the attack node task.

• P — Partial coverage: regulation addresses key components or processes associated
with the attack node but does not fully prevent its execution.
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• T—Total (terminal) coverage: regulation directly mitigates or prohibits the attack
task, serving as a strong barrier against path progression.

Coverage, in this context, refers to the regulation’s ability to prevent the activation
of a given attack node and thereby block propagation through associated attack paths.

4.4.6 SMR station Maintenance activities

The maintenance of small modular reactors (SMRs) is crucial for their safety, efficiency,
and competitiveness in the energy market. Replacing spent fuel is a key part of this
maintenance, and innovations in operation and maintenance (O&M) technologies are
being explored to improve this process. There are several technologies in-progress to
streamline the maintenance of SMR stations [37]. In this work, I identify five common
maintenance activities that will need to be performed on an annual or semi-annual basis
to ensure performance, even after the newer technologies are online. A maintenance
scenario represents as a set of tasks that are are needed to complete the maintenance
activity. This is a list of the maintenance activities considered in this study:

• Spent Fuel Replacement: Fuel rods are typically replaced every 12 to 24 months,
depending on the reactor design and operational cycle.

• Relay Calibration: Regular updates and recalibration of relay protection settings
are critical due to evolving performance parameters and grid interaction require-
ments.

• Cooling System Maintenance: Includes inspections, heat exchanger cleaning,
coolant chemistry monitoring, and leak checks—essential for thermal regulation and
safety.

• Monitoring and Maintenance of Fuel: Ensures integrity and cooling of stored
spent fuel assemblies; includes radiation monitoring, water chemistry checks, and
structural inspections.

• Ancillary Services Testing: Ensures that the unit is able to follow the governing
ISO voltage setpoints and frequency stability (fast ramping) when operating on the
BES

Once the maintenance scenarios are defined we can determine overlap with attack node
tasks to find the risk associated with each maintenance activity. Table 4.7 represents the
overlap between maintenance scenario tasks and attack node–related adversarial tasks.
This overlap forms the basis of the trigger function δ(vi, sk), which is defined as:

δ(vi, sk) =

{
1 if the maintenance task set Tk overlaps with the attack task set Tvi

0 otherwise

Each “X” in the table denotes a maintenance scenario sk that could unintentionally
trigger the assertion of attack node vi, due to task-level similarity or system access over-
lap. In this context, a maintenance action does not directly cause a compromise, but it



35

creates operational conditions that lower the barrier for adversarial progression through
the attack graph.

The trigger function δ(vi, sk) serves as a key input into the node activation and risk
propagation model. Nodes triggered by multiple maintenance scenarios are considered to
have elevated real-world exposure, and are classified as high-risk. These nodes may require
additional scrutiny, redesign, or mitigation coverage to reduce systemic vulnerability.

4.5 Model Formulation

In this section, we formalize the graph-based risk model used to evaluate cyber-physical
vulnerabilities in an SMR station. This formulation captures the structural propagation
of adversarial actions, the external influence of maintenance scenarios, and the effect of
regulatory mitigations.

4.5.1 Attack graph structure

We define the SMR station attack model as a directed graph G = (V,E), where:

• V = {v1, v2, . . . } is the set of attack nodes, each representing a discrete adversarial
task or compromised process step.

• E ⊆ V × V is the set of directed edges, where (vi, vj) ∈ E indicates that node vi is
a prerequisite for activating node vj.

Let P = {p1, p2, . . . } denote the set of valid attack paths in the graph, where each
path pj ⊆ V is a topologically valid sequence of attack nodes.

4.5.2 Maintenance scenarios and task overlap

Recall from Section 4.4.6 that there are overlaps in the tasks required to complete a
maintenance activity and tasks that need to be performed by an attacker that can increase
the vulnerability of an SMR station to an attack.

Let T be the universe of operational tasks relevant to either adversarial or maintenance
behavior. Each maintenance scenario sk ∈ S = {s1, . . . , sK} is associated with a task set
Tk ⊆ T , and each attack node vi ∈ V is associated with an adversarial task set Tvi ⊆ T .

The trigger function can then be expressed as:

δ(vi, sk) =

{
1 if Tvi ∩ Tk ̸= ∅
0 otherwise

The set of attack nodes triggered by scenario sk is defined as:

Ak = {vi ∈ V | δ(vi, sk) = 1}
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4.5.3 Attack path activation

For a given attack graph G = (V,E) we define an attack path pj to be the set of nodes
and edges required for an attacker to initiate an attack at a terminal attack node vi
and progress through the graph to a goal node vgoal. For a given maintenance scenario
we identify the fraction of all paths pj ∈ G that are activated. This activation of the
attack path means that there are attack nodes in the path with an increased probability
of completion during a maintenance scenario sk. We define the scenario-specific path
activation fraction as:

α(pj, sk) =
|{vi ∈ pj | δ(vi, sk) = 1}|

|pj|
The OR-logic precedence creates a situation where an attack node vi ∈ V is a part of
more than one attack pathpj. This construction captures the idea that an attack node
is considered active if it is part of at least one path significantly influenced by scenario
sk. Since a single node may appear in multiple paths, we define the node-level scenario
activation:

δ∗(vi, sk) = max
pj

α(pj, sk) (4.1)

4.5.4 Mitigation coverage

We now have a set of mitigations as coverage for terminal attack nodes. Let M =
{M1,M2, . . . ,ML} denote the set of mitigation controls derived from regulatory guidance.
The coverage function is defined as:

µ : V ×M → [0, 1] where µ(vi,Mℓ) is the effectiveness of Mℓ on vi

Let Mi ⊆ M be the set of mitigations applied to node vi. The combined mitigation
effectiveness at node vi is:

Mi = 1−
∏

Mℓ∈Mi

(1− µ(vi,Mℓ)) (4.2)

4.5.5 System failure probability

We define the residual risk for node vi under scenario sk as:

R(vi, sk) = δ∗(vi, sk) · (1−Mi) (4.3)

Finally, the system-level failure probability under scenario sk is:

Pfail(sk) = 1−
∏
vi∈V

(1−R(vi, sk)) (4.4)

This metric represents the likelihood that at least one unmitigated attack path be-
comes feasible due to maintenance-induced activation and insufficient defensive coverage.
The probability of system failure is directly linked to the likelihood of completion attack
path pj in a scenario sk. It is defined in the following relation:

Pfail(pj | sk) =
∏
vi∈pj

P(vi = 1 | sk) (4.5)
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Illustrative example: In a simple case, assume scenario s1 activates three terminal
attack nodes: v1, v2, and v3, each with δ(vi, s1) = 0.5. Mitigations Mj are applied to
some nodes, with associated effectiveness values µ(vi,Mj). The residual risk is calculated
as:

R(vi, s1) = δ∗(vi, s1) · (1−Mi)

whereMi is the combined effect of all mitigations applied to vi. If v3 receives no mitigation
(Mi = 0), it contributes most significantly to the system failure risk. The final system
failure probability is computed as:

Pfail(s1) = 1− (1− 0.05)(1− 0.2)(1− 0.5) = 0.62

This example demonstrates how unmitigated high-assertion nodes under s1 raise the
overall risk of critical failure.

4.6 Case study for Single bus Single Breaker SMR

station

4.6.1 Quick observations:

We can do a quick overview of attack node coverage just from the tables generated in this
study. Let’s classify an attack node as high-risk, low-coverage when it meets two criteria:

1. High risk: The node is externally triggered by three or more of the five modeled
maintenance scenarios. This is indicated by an “X” appearing in three or more
maintenance columns (e.g., Spent Fuel Replacement, Relay Calibration, etc.), sug-
gesting that routine operational activities increase the likelihood of the attack task
being enabled.

2. Low coverage: The node lacks any associated mitigation rated “T” (Total), and
has fewer than three combined “M” or “P” entries across the regulatory mitigation
set.

Nodes that meet both conditions (high-risk, low-coverage) are considered opera-
tionally vulnerable and are not adequately protected by current regulatory frameworks.
Identifying these nodes provides a targeted view into structural weaknesses where policy,
procedural, or technical intervention may deliver the most meaningful security improve-
ments.

Evaluating attack graph G = (V,E) in Fig. 4.7 we see that there are two attack
nodes, in this particular configuration, that would be considered critical nodes. However,
we want to know exactly what is the risk associated with each maintenance scenario.

Given the conditional path failure probability defined in Eq. 4.5, the expected risk for
a given maintenance scenario sk is calculated as:

Risk(sk) =
∑
pj∈P

Pfail(pj | sk) ·max
vi∈pj

Ci (4.6)
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High-Risk Attack Nodes: Maintenance Exposure and Regulatory Coverage
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Figure 4.7: Bar chart to compare the number of triggering maintenance scenarios com-
pared to the number and type of recourse actions available. We see there are no total
(T) coverage actions available for either attack node
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Here, the consequence assigned to each path is defined as the maximum impact of
any attack node on that path:

Cpj = max
vi∈pj

Ci

Substituting the path failure probability from Eq. 4.5 yields:

Risk(sk) =
∑
pj∈P

∏
vi∈pj

P(vi = 1 | sk)

 ·max
vi∈pj

Ci (4.7)

This formulation captures how elevated assertion probabilities at individual nodes—due
to maintenance-induced exposure and incomplete mitigation—aggregate along a path to
contribute to overall system risk.

We visualize this relationship in Fig. 4.8, which shows how the system failure prob-
ability varies under different maintenance scenarios as uniform mitigation levels Mi are
increased. Despite identical mitigation coverage across all nodes, the different triggering
profiles of maintenance scenarios lead to distinct Pfail(sk) trajectories. This illustrates
that risk is not solely a function of defensive effort, but also of operational context.

To explore which maintenance scenarios respond more to increased mitigation cover-
age, we compute the derivative of Pfail(sk) with respect to uniform mitigation level M .
This local sensitivity indicates how rapidly system risk declines as defenses are strength-
ened. Figure 4.8 shows this slope for each scenario at select mitigation levels (e.g.,
M = 0.6, 0.8). Scenarios with steeper slopes are more responsive to control investments,
while flatter profiles suggest structural vulnerabilities that may require operational re-
design or selective hardening at critical nodes.

4.6.2 Layered Threat Modeling Framework for SMR-Based CPES

Figure 4.8 illustrates the layered attack graph framework used to model cybersecurity
risks in Small Modular Reactor (SMR) stations, conceptualized as Cyber-Physical Energy
Systems (CPES). This framework decomposes the SMR station architecture into four
interdependent functional layers, allowing for a structured, multistage representation of
adversarial attack paths. Each layer reflects a distinct operational domain and exposes
specific vulnerabilities, and the inter-layer dependencies enable modeling of cascading
and cross-domain cyber-physical risks.

Functional Layer Structure. The vertical columns in the figure represent four hier-
archical layers of the SMR station:

• L1 – Application and Oversight Layer: This topmost layer models threats
originating from Independent System Operators (ISOs) and regulatory oversight
mechanisms. Attack vectors at this level include compromised operator terminals,
improper coordination, and malicious market signaling. These actions typically
require elevated access privileges and may influence reactor behavior via market
dispatch or interconnection setpoints.
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Figure 4.8: System failure probability Pfail(sk) for different maintenance scenarios, as a
function of uniform mitigation coverage Mi. Each curve represents a distinct scenario sk,
highlighting how varying maintenance task overlap affects overall risk.
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• L2 – Communications Layer: This layer captures SCADA-based command and
control infrastructure, including remote terminal units (RTUs), human-machine in-
terfaces (HMIs), and data exchange protocols. Attacks in this layer involve firmware
manipulation, unauthorized software injection, or network enumeration techniques
to distort control messaging and intercept field-level commands.

• L3 – Relay Protection and Control Layer: This layer includes programmable
logic controllers (PLCs) and microprocessor-based relays that safeguard equipment
through automated protection schemes. Vulnerabilities here involve logic manipu-
lation, sensor spoofing, and override of hardcoded safety interlocks. Notably, due
to the critical nature of L3 devices, most attack paths in this layer require physical
or on-premise access.

• L4 – Physical Infrastructure Layer: This layer includes physical assets such as
transformers, switches, generator sets, and control rods. Attacks at this level entail
direct sabotage or interference with power-electronics infrastructure. Many paths
originate in higher cyber layers and culminate in physical actions at L4, highlighting
the dual cyber-physical nature of SMR system risk.

Graph Structure and Semantics. The attack model is encoded as a directed acyclic
graph (DAG), where each node represents a discrete attacker action, condition, or goal.
Edges capture logical dependencies—AND/OR semantics—between attack steps. Nodes
are color-coded and symbolically marked to indicate access constraints:

• Red nodes indicate actions requiring on-site access to the SMR station.

• Nodes marked with the SMR icon require direct access to the reactor room, rep-
resenting the most restricted and high-impact steps.

• Unmarked nodes denote attacks executable via remote cyber access, such as protocol
exploitation or credential compromise.

The horizontal orientation of the layers corresponds to the temporal and operational
hierarchy of a CPES. An adversary may progress laterally across a single layer or escalate
vertically across layers to achieve more impactful outcomes. For example, a phishing-
based credential theft in L1 may lead to SCADA command injection in L2, which in turn
manipulates protection logic in L3 and triggers actuator faults in L4.

Cyber-Informed Design (C-ID) and Risk Applications. This framework sup-
ports the goals of Cyber-Informed Design (C-ID) by aligning attack steps with known
tactics and techniques in the MITRE ATT&CK for Industrial Control Systems (ICS)
ontology. By mapping each node to real-world adversarial behavior, the model enables:

• Traceable identification of high-risk attack paths and their dependencies;

• Evaluation of which combinations of cyber and physical access yield critical system
compromise;
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• Prioritization of layer-specific mitigations that interrupt multi-layer attack progres-
sion;

• Structured support for scenario-based risk assessment, including integration with
temporal models such as time-inhomogeneous DTMCs.

Conclusion. Overall, this layered attack graph framework provides a formal and mod-
ular basis for modeling the complex interactions that govern risk in SMR-based CPES.
By structurally linking attacker behavior to both operational architecture and real-world
cyber-physical control logic, the model serves as both a diagnostic and prescriptive tool
in critical infrastructure cybersecurity planning.

4.7 Lessons Learned and Transition to Dynamic risk

modeling

The SMR case study demonstrates the value of a layered attack graph framework in
mapping system vulnerabilities, identifying critical components, and exploring mitiga-
tion strategies within a cyber-physical energy system (CPES). By modeling the system’s
architecture and threat surface through the lens of structured attack and defense compo-
nents, this chapter highlights how such graphs can support high-level risk analysis and
system redesign.

However, this analysis remains inherently static—it does not account for the temporal
progression of threats or the dynamic response behaviors of the system over time. In
real-world CPS environments, especially those with human or policy-driven components,
time plays a critical role in shaping both risk exposure and the effectiveness of mitigation
strategies.

The next chapter applies the same core framework process, attacks, mitigations to a
socio-technical CPHS system: vote-by-mail (VBM) infrastructure. There, temporal dy-
namics are integrated into the modeling via a time-inhomogeneous discrete-time Markov
chain (DTMC). This extension enables a more granular risk assessment, capturing how
vulnerabilities evolve and interact across process stages. The VBM case not only com-
pletes the risk modeling framework introduced in this thesis, but also demonstrates its
capacity to inform both technical design and public policy in complex, real-world CPS
contexts.
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Table 4.1: Attack Nodes and Associated MITRE ATT&CK ICS Techniques

Label Attack Node Description MITRE ATT&CK ICS Tech-
nique (Tactic)

L4 Physical layer attack causes physical
damage to SMR unit

T0879: Damage to property (Im-
pact)

L4.1 Interference attacks on connections
between sensors, PLCs, and control
actuators

T0880: Loss of safety (Impair pro-
cess control)

L4.1.1 Access gained to devices via RTU to
a remote terminal

T0866: Exploitation of remote ser-
vices (Initial access)

L4.1.1.1 Insider knowledge of remote termi-
nal addresses gained

T0831: Manipulation of process
control (Impair process control)

L4.1.1.2 Attain permissions and passwords
to access RTU

T0890: Exploitation of privilege es-
calation (Privilege escalation)

L4.1.2 Executes PLC rootkit attack to ma-
nipulate controls logic

T0803: Command message injection
(Execution)

L4.1.2.1 Access to SMR PLC directly (on-
site access)

T0848: Rogue master (Initial ac-
cess)

L4.1.2.2 Gains knowledge of the protection
and controls scheme

T0888: Remote system information
(Discovery)

L4.2 Physical sabotage of equipment in
the field

T0837: Loss of protection (Impact)

L4.2.1 Physical damage to the adjacent re-
actor rooms

T0831: Manipulation of control
(Impact)

L4.2.1.1 Physical access to auxiliary room
(on-site access)

T0862: Supply chain compromise
(Initial access)

L4.2.1.2 Attain knowledge of interactions be-
tween the auxiliary room and SMR
unit

T0816: Device restart/shutdown
(Inhibit response function)

L4.2.1.2.1 Attain knowledge of Generator op-
eration

T0811: Data from information
repositories (Collection)

L4.2.1.2.2 Attain knowledge of turbine opera-
tion

T0811: Data from information
repositories (Collection)

L4.2.2 Physical damage to SMR unit T0879: Damage to property (Im-
pact)

L4.2.2.1 Gain access to controls or physical
location

T0863: User execution (Execution)

L4.2.2.1.1 Gain access to SMR reactor control
room

T0863: User execution (Execution)

L4.2.2.1.2 Gain access to SMR reactor rooms
(direct access)

T0859: Valid accounts access (Lat-
eral movement)

L4.2.2.2 Malicious controller commands sent
to PLC of individual SMR unit

T0821: Modify Controller Tasking
(Execution)

L4.2.2.2.1 Tools obtained to operate controls
of SMR manually or just destructive
devices

T0807: Command Line Interface
(Execution)

L4.2.2.2.2 Knowledge of SMR control rod con-
figurations and overrides

T0888: Remote system information
(Discovery)
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Table 4.2: Protection and Control Layer (L3) Attack Nodes and MITRE ATT&CK ICS
Techniques

Label Attack Node Description MITRE ATT&CK ICS Tech-
nique (Tactic)

L3 Protection and Control Layer attack
causes physical damage of SMR unit

T0879: Damage to property (Im-
pact)

L3.1 Direct interference with protection
and control scheme

T0837: Loss of protection (Impact)

L3.1.1 Attain access to SMR station RTU T0890: Exploitation of privilege es-
calation (Privilege escalation)

L3.1.1.1 Attain physical access to the adja-
cent reactor rooms

T0862: Supply chain compromise
(Initial access)

L3.1.1.1.1 Attain physical access to auxiliary
room

T0862: Supply chain compromise
(Initial access)

L3.1.1.1.2 Attain ability to impact or damage
auxiliary room (direct access)

T0881: Service stop (Inhibit re-
sponse function)

L3.1.1.2.1 Damage generator T0807: Command Line Interface
(Execution)

L3.1.1.2.2 Damage turbine T0807: Command Line Interface
(Execution)

L3.1.1.2 Attain access to PLC of reactor T0835: Manipulate I/O image (In-
hibit response function)

L3.1.1.2.1 Attain access via physical plant con-
trol room (on-site access)

T0859: Valid accounts access (Lat-
eral movement)

L3.1.1.2.2 Attain access via SCADA/HMI port T0866: Exploitation of remote ser-
vices (Initial access)

L3.1.2 Attain knowledge of the reactor con-
trol system and safety rods configu-
ration

T0888: Remote system information
(Discovery)

L3.1.3 Gain ability to override the built-in
protection and control scheme of the
SMR

T0836: Modify parameters (Impair
process control)

L3.2 Physical damage to equipment sen-
sors or control equipment that
would affect control scheme

T0837: Loss of protection (Impact)

L3.2.1 Attain physical access to substa-
tion measuring equipment (on-site
access)

T0855: Unauthorized command
message (Impair process control)

L3.2.2 Gain knowledge of relay control
scheme

T0888: Remote system information
(Discovery)
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Table 4.3: Communications Layer (L2) Attack Nodes and MITRE ATT&CK ICS Tech-
niques

Label Attack Node Description MITRE ATT&CK ICS Tech-
nique (Tactic)

L2 Communications layer attack causes
physical damage of SMR unit

T0879: Damage to property (Im-
pact)

L2.1 SCADA equipment attack results
in misoperation of plant protection
and control schemes

T0837: Loss of protection (Impact)

L2.1.1 Firmware attack to network com-
mands (remote terminal control)

T0839: Module firmware (Impair
process control)

L2.1.1.1 Access to a SCADA terminal on the
system

T0883: Internet accessible device
(Initial access)

L2.1.1.2 Inject malware onto RTU or down-
stream relays

T0807: Command Line Interface
(Execution)

L2.1.1.1.1 HMI port accessed T0823: Graphical user interface
(Execution)

L2.1.1.1.2 SCADA remote terminal accessed T0848: Rogue master (Initial ac-
cess)

L2.1.1.1.3 Introduction of unauthorized soft-
ware by employees (on-site access)

T0831: Manipulation of control
(Impact)

L2.1.2 Initiates RTU malware attack T0890: Exploitation for privilege es-
calation (Privilege escalation)

L2.1.2.1 Attain access to RTU terminal port T0866: Exploitation of remote ser-
vices (Initial access)

L2.1.2.2 Gains knowledge of location-specific
SCADA protocols

T0840: Network connection enu-
meration (Discovery)

L2.1.2.3 Attain access to RTU permissions
for modifying settings

T0889: Modify program (Persis-
tence)

L2.2 Physical damage to SCADA sensors
and monitors

T0837: Loss of protection (Impact)

L2.2.1 Gain access to the control room of
the SMR station (on-site access)

T0863: User execution (Execution)

L2.2.2 Attain knowledge of equipment and
specifications

T0888: Remote system information
(Discovery)
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Table 4.4: Application Layer (L1) Attack Nodes and MITRE ATT&CK ICS Techniques

Label Attack Node Description MITRE ATT&CK ICS Tech-
nique (Tactic)

L1 Application Layer attack causes
physical damage of SMR unit

T0879: Damage to property (Im-
pact)

L1.1 Real-time operator terminal compro-
mised

T0813: Denial of control (Impact)

L1.1.1 RTO gives bad instruction to SMR
controls

T0831: Manipulation of control (Im-
pact)

L1.1.1.1 Exploits past organizational relation-
ship

T0865: Spearphishing attachment
(Initial access)

L1.1.1.2 Operator not monitored by redun-
dant operators on the floor

T0890: Exploitation for privilege es-
calation (Privilege escalation)

L1.1.2 RTO monitoring is suspended T0815: Denial of view (Impact)
L1.1.2.1 Executes attacks on firewalls, includ-

ing IP address spoofing, source rout-
ing

T0822: External remote services
(Initial access)

L1.1.2.2 Gains knowledge of specific IP and
terminal information specific to the
SMR

T0893: Data from local system (Col-
lection)

L1.2 Ancillary service controls have inter-
ference

T0835: Manipulation of I/O image
(Inhibit response function)

L1.2.1 Improper coordination with neigh-
boring generation stations

T0804: Block reporting message (In-
hibit response function)

L1.2.2 Attains access and ability to influ-
ence voltage and frequency setpoints
of the SMR stations

T0821: Modify controller tasking
(Execution)
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Table 4.5: NERC Regulatory Controls Considered as Mitigations in SMR Security Plan-
ning

Regulation ID Description

NERC.NUC.001.4.R1–
R5

Nuclear Plant Interface Requirements (NPIRs): Coordina-
tion for normal operation between Generator Operator and
Transmission Entities.

NERC.NUC.001.4.R6–
R7

Generator operator must coordinate all maintenance ac-
tions and plant changes with Transmission Entities.

NERC.NUC.001.4.R8 Transmission Entities must coordinate all changes that im-
pact the unit with the Generator Operator.

NERC.CIP.006.6.R1–
R2

Visitor control programs requiring escorts and automated
logging of non-personnel in sensitive BES areas.

NERC.CIP.004.7.R1–
R2

Cybersecurity and Security Awareness training for all per-
sonnel at Generator and Transmission Entities.

NERC.CIP.004.7.R3 Personnel risk assessment program covering all BES com-
munication and control-related workers.

NERC.CIP.004.7.R4–
R6

Access management program for physical locations and
documents linked to Generator and Transmission Entities.

NERC.FAC.014.3.R4–
R5

Annual system studies of voltage and frequency stability
to establish operating limits for Generator Operators.

NERC.FAC.014.3.R6–
R7

Transmission planning must issue corrective action plans
to address abnormalities impacting Generator Operators.

NERC.PRC.005 Coordination between Transmission Entities and Genera-
tor Operators to maintain protective relay controls.
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Table 4.6: Representative M–P–T Mapping for Selected Layer 3 Attack Nodes

Node Label Attack Description C
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L3.1.1.1.1 Physical access to auxiliary room P M P T
L3.1.1.1.2 Damage to auxiliary room (direct) T M P
L3.1.1.2.1 Damage generator via command injec-

tion
P P P P

L3.1.1.2.2 Damage turbine via command injec-
tion

P P P P

L3.1.1.2.1 Access via plant control room (on-
site)

P P T T

L3.1.1.2.2 Access via SCADA/HMI port M P T
L3.1.2 Learn control system and safety rod

logic
M P P T

L3.1.3 Override built-in protection and con-
trol

P P T

Table 4.7: Maintenance scenario activation of select attack nodes
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L3.1.1.2.1 Access via physical plant control
room

X X X

L3.1.3 Override SMR control and protec-
tion logic

X X X

L4.1.1.2.2 Compromise auxiliary control fire-
wall

X X X

L4.2.2.2 SCADA configuration tampering X X X
L4.2.1.1 Exploit auxiliary terminal creden-

tials
X X
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Chapter 5

Risk modeling CPHS - Vote-by-Mail
security modeling with temporal risk
analysis

5.1 Introduction

The legitimacy of a political system fundamentally depends on the security, transparency,
and accuracy of its electoral processes. In the United States, absentee voting has become
increasingly popular over the past three decades, with 57-percent of ballots cast early in
the 2024 General Election [15]. Among absentee methods, voting by mail (VBM) has
emerged as a prominent modality, prompting intensified scrutiny of its security and re-
silience. In this work, I model VBM as a Cyber-Physical-Human System (CPHS) wherein
human actors, physical infrastructure, and digital technologies interact to carry out elec-
tion procedures. A CPHS, such as VBM operations, spans the cyber, physical, and
procedural domains. The complexity of these systems renders them susceptible to a wide
range of threats. These threats include both malicious cyber intrusions and non-malicious
process failures. Because elections are designated as part of the Government Facilities
sector under U.S. critical infrastructure classifications, we must ensure the integrity of
VBM systems is not only a matter of procedural correctness but also of national security.

This chapter presents a novel application of attack graph modeling for risk analysis in
election systems, with a specific focus on vote-by-mail. We adopt the modeling approach
introduced by Haseltine and Albert, which integrates attack graphs with a discrete-time
Markov chain (DTMC) to provide a dynamic, multi-layered risk assessment framework.
The DTMC formulation includes three interacting layers: a process layer that models
the typical sequence of VBM operations, a threat layer that encodes both malicious and
non-malicious attack vectors, and a mitigation layer that captures the available recourse
mechanisms. The layered framework creates a more holistic representation of the tem-
poral dynamics, interdependencies, and mitigation effects throughout the election cycle.
The DTMC is time-inhomogeneous, allowing the model to capture variations in system
behavior and the impact of attacks over time.
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The remainder of this chapter introduces the VBM process components and details
the layered DTMC framework. The chapter’s case study illustrates how this modeling
paradigm supports rigorous and time-sensitive risk analysis in election systems. Key
insights into policy and procedures for VBM are given at the end of the chapter.

5.2 Background

The vast majority of election security modeling research focuses on in-person voting. A
stream of papers in this area assesses the impact of operational decisions and resource
allocation on election performance using methodologies such as discrete event models and
model optimization [81, 80]. However, these approaches are not adaptable to address
VBM, which requires its own analytical framework due to its unique operations and
vulnerabilities that differ from in-person voting. An exception is Schmidt and Albert [71]
who formulate an integer programming model to determine the locations of drop boxes
used in VBM. However, Schmidt and Albert [71] narrowly focus on the location of drop
boxes and the collection of ballots from drop boxes. In contrast, our paper focuses on
the entire VBM process, including operations leading up to an election.

Research on the allocation of voting machines to polling locations for in-person vot-
ing has been extensively explored through various methodologies. One notable example
is a study by Yang, Fry, and Kelton [97] who uses discrete event simulation to model
election day processes, combining queuing theory and optimization to address resource
concerns. Similarly, Li, Allen, and Akah [45] employ simulation optimization to assess
the impact of voting machine distribution on voter queue times. The significance of these
studies extends to a tailored risk assessment for VBM. Schmidt and Albert apply dis-
crete event simulation to understand the effects of safety measures implemented during
the COVID-19 pandemic on wait times and other election performance indicators. In ad-
dition, McIntyre focus on optimizing the polling locations to reduce voter waiting times.
These approaches underscore the importance of modeling and optimization in improving
election processes, informing the development of risk assessment methodologies for elec-
tion infrastructure. Specific to the VBM system, Scala et al. develop a detailed model
of the VBM process, which meticulously outlines its various components and the phys-
ical journey of ballots. The Cybersecurity and Infrastructure Security Agency (CISA)
conducted a comprehensive assessment of mail-voting security for the 2020 General Elec-
tion [14], contributing to efforts to identify and mitigate VBM-related risks during the
pandemic.

A growing body of literature characterizes threats to the voting process using attack
trees. Attack trees help identify and prioritize potential vulnerabilities in a system,
making them an essential tool in cybersecurity planning and risk mitigation. Attack trees
are fundamental in cybersecurity for visualizing vulnerabilities and potential attacker
paths [72]. An attack tree starts with the primary goal of the attacker (the root) and
branches out into different methods or steps that the attacker might employ (the leaves).
This branching structure often incorporates logic gates like AND and OR to demonstrate
how different actions might combine to lead to the attack goal. Terminal attack nodes, are
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the leaf nodes of an attack tree that initiate the attack on the system. The U.S. Election
Assistance Commission present a risk analysis report for election systems and models
security threats to the VBM using attack trees that capture all possible vulnerabilities
in the VBM system. Scala et al. expand on the VBM threat trees and adds to tree logic
enumerating all terminal attack nodes to account for the new mechanisms available, such
as drop boxes and in-person absentee voting. Haseltine, Wang, and Albert build upon
this body of literature to identify mitigation strategies and policies that protect the VBM
process, accounting for linkages to attack trees relevant to VBM processes. Our DTMC
framework utilizes these attack trees and mitigations.

Attack and fault trees have been used for the risk analysis of in-person voting pro-
cesses. Yasinsac and Pardue [99] illustrate how attack trees have been deployed to analyze
risks, including malicious cyber-attacks targeting voting machines. These methodologies
consider both equipment failures and cybersecurity vulnerabilities, offering a broad view
of potential threats. In a similar vein, Simidchieva et al. [78] use fault trees to evaluate
the in-person election process, with a particular emphasis on ballot counting and vul-
nerability detection. However, these papers do not differentiate between malicious and
non-malicious attacks, solely focus on in-person voting, and represent risks as static by
excluding temporal analysis.

Motivation: This work aims to fill the gaps in knowledge by introducing a time-
inhomogeneous DTMC model to support VBM risk analysis over an election cycle. The
DTMC model differentiates between malicious and non-malicious threats, considers risk
in a dynamic system, and evaluates the effectiveness of mitigation strategies. This DTMC
modeling approach employs layered networks to model interdependent components within
the VBM process. The DTMCmodel is uniquely tailored to address the inherent complex-
ities of VBM, efficiently accommodating simplified process components, diverse attack
scenarios, and corresponding mitigation strategies. Furthermore, the integration of VBM
procedures within a cyber-physical systems (CPS) framework highlights the processes
and threats that span cyber and physical components as well as the interdependence of
the overall system. This is consistent with the observations of Rinaldi, Peerenboom, and
Kelly [66], who examine the interconnected nature of modern critical infrastructure. Vot-
ing systems are integral to social and political structures and therefore require a holistic
security approach to maintain their integrity [67]. Our paper aligns with these per-
spectives to provide a comprehensive and dynamic approach to safeguarding the voting
process.

5.3 Markov Chain Framework

We introduce a DTMC framework to evaluate VBM performance and assess its associated
risks which captures the dynamic nature of the VBM process that unfolds over several
months. We adopt a layered approach in the DTMC model, comprising a process layer,
an attacks layer, and a mitigations layer. This layered structure reflects the physical
components, process, and informational interdependencies among the ballots affected by
attacks, mitigations, and recourse actions. Furthermore, the DTMC allows for a nuanced
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understanding of the impact of policy implementations on the VBM process. In this
section, we describe these three layers and discuss VBM performance. Although exact
details of VBM operations may vary slightly according to a particular municipality in the
US, the overall VBM process is similar between municipalities. Therefore, our high-level
model of the VBM process effectively captures the fundamental dynamics and can be
used to identify insights under different settings.

5.3.1 Process Layer

First, we introduce seven process states that capture the movement of ballots in the
process layer and define the operation of the VBM system. Each of these process states
is also a state in the DTMC, and the states represent the change in physical location
of the ballot over time. The voter requests a ballot in state I, the election office then
fulfills this request in state II and mails an unmarked ballot to the voter. In state III
the unmarked ballot is handled by the United States Postal Service (USPS) and is in
transit to the voter. In state IV the unmarked ballot reaches the voter, however, it is
up to the voter when the marked ballot is filled out and returned. In state V the voter
selects the method of return for the marked ballot. Standard operation for returning a
ballot is a transition to state V I via the USPS. Alternatively, the voter could return the
ballot by drop box, if drop boxes are available. The final process state V II occurs when
the marked ballot reaches the election office and is held until processing on election day.
The ballot process is summarized by the following states:

- I: Ballot requested by voter.

- II: Unmarked ballot sent from election office.

- III: Unmarked ballot in-transit via USPS.

- IV: Voter marks ballot.

- V: Voter returns marked ballot via USPS or drop box.

- VI: Marked ballot in-transit via USPS.

- VII: Marked ballot processed at election office and held to be counted on election
day.

5.3.2 Final Ballot States

At the end of the VBM process, ballots move to a final absorbing state that reflects the
ballot status and is used to evaluate election performance. The final states capture all
possible final states the voter ballot can take on at the end of the process, and they are
defined to be mutually exclusive. The voter ballots can be counted (C) or not counted
(NC) by the election officials. There are several reasons a ballot may not be counted,
and not all result from attacks to the process. Some ballots are not counted simply
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because they arrive at the election office after the required date for processing (L), which
is typically an election day.

In traditional VBM processes the only ballot states that are recorded are not counted
and counted ballots, and all ballots are assumed to be unaltered (U). Some ballots can
be altered (A) by masquerade attacks. Since an altered ballot may not be observable,
altered ballots could be counted or not counted. Additionally, ballots may be lost, and
all lost ballots are not counted and listed as not returned (NR).

Together, a ballot can be in one of the six following final ballot states at the end of
the time horizon considered in the DTMC:

- (C,U): Voter ballot is received on-time unaltered in-transit, accepted, and counted
on election day.

- (NC,U): Voter ballot arrives on-time and unaltered, however it is rejected as in-
complete.

- (NC,L): Voter ballot is returned and does not arrive at the election office by
election day, designated late ballot.

- (C,A): Voter ballot is maliciously altered, accepted, and counted on election day

- (NC,A): Voter ballot is maliciously altered, however it is rejected and not counted
on election day.

- (NC,NR): Voter does not return the ballot, includes ballots lost in transit and
ballots never delivered [92].

These final ballot states allow us to quantify the impact of various risks on an election.
Note that the preferred ballot status is for ballots to reach the (C,U) state.

5.3.3 Attacks Layer

The attacks layer is comprised of active vulnerabilities to the VBM process and can reflect
different attacker goals, including changing the outcome of an election or eroding trust in
political systems. Vulnerabilities in the VBM system are documented in attack trees by
the US Election Assistance Commission [85] and have been expanded upon since the 2020
General Election [68]. The terminal nodes of these attack trees represent “access” points
to additional vulnerabilities within the process. For this reason, we model each of these
terminal leaf nodes of the attack trees. Attack trees, a valuable tool in cybersecurity, help
assess threats to a system [72]. They depict potential vulnerabilities and attacker paths
in a Boolean logic tree structure, where the root node represents the ultimate goal of
an attacker. Attack trees use a combination of Boolean AND(×) and OR(+) logic gates
to trace paths from terminal attack nodes back to the root node. Figure 5.1 shows an
example of an attack tree that visualizes two attacks corresponding to the malicious loss
(X13) and accidental loss (X14) of a ballot. In Figure 5.1, terminal attack nodes X13
and X14 form part of an attack path leading to a successful insider attack, represented
by root node 1 with only OR-gates along the paths. These attack paths offer a static view



54

of threats within the VBM process, with the terminal leaf nodes X13 and X14 serving
as entry points.

O 1 Insider attack
O 1.1 Edit marked ballots
…
O 1.2 Discard marked ballot
O 1.2.1 Challenge committed ballot
…
O 1.2.2 Marked ballot lost in the mail
T 1.2.2.1 (X13) Malicious loss
T 1.2.2.2 (X14) Accidental loss
…

1

1.2

1.2.2

Figure 5.1: Example of a portion of the VBM attack tree

Haseltine, Wang, and Albert explore the impact of attacks on the VBM process,
focusing on how each attack could affect voter ballots in terms of being lost, late, or
maliciously altered. Expanding upon this, here we classify attacks not only based on
their impact on ballots but also on the VBM process as a whole. Terminal attack nodes
are classified into three categories: fail rate increase, where attacks change the probability
associated with an undesirable outcome; ballot altering, which involves direct tampering
with the voter ballot; and process-altering, where attacks cause voter ballots to deviate
from the standard physical VBM process. This broader perspective allows for a more
comprehensive understanding of the attacks’ implications.

Any attack that affects the probability associated with an outcome, e.g., a transition
probability in the DTMC model, is considered to be a fail-rate increase. These attacks
can be non-malicious, e.g., caused by voter errors when filling out a ballot. As a result,
the election office has a higher rejection rate for returned ballots, resulting in uncounted
votes. However, these attacks can also be malicious, e.g., caused by a bad actor at the
election office erroneously failing ballots. For example, consider a malicious insider attack
(X9) in which a VBM ballot is erroneously deemed insufficiently filled out (errant failed
signature). If the malicious attack occurs, it increases the probability that a completed
ballot is rejected.

Changing the vote on a marked ballot alters the information in the original ballot we
consider a “ballot-altering attack.” Masquerade attacks involve a bad actor maliciously
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altering a ballot. These attacks are more complex in that they create alternate ballot
states in the DTMC that are needed to reflect the ballot’s change in composition. For
example, a masquerade attack in which a bad actor votes on behalf of someone in a
central housing situation requires several steps. The malicious actor must first register
to vote on behalf of the original voter, intercept their mail, mark the ballot, and return
the altered ballot to the VBM process. We designated this type of attack as ballot
modifying. It is important to note that modified ballots still have the potential to be
counted. For this reason, there is an alternate path for the modified ballots in the DTMC.
This is later illustrated in the DTMC model attack layer in Section 5.4, which reflects
the VBM process states in the process layer to indicate that the ballots of those states
were maliciously altered during transit.

In the VBM system, there are seven distinct states that an original ballot must pass
through to be counted and remain unaltered (see Section 5.3.1). When someone attempts
to disrupt this process, it is known as a process-altering attack. For example, suppose
an election volunteer steals the marked ballot while it is in transit to the election office.
This malicious attack alters the ballot process by holding the ballot in an “attack state”
outside of the normal stages of the election process until the voter is notified and uses
a recourse action such as requesting a replacement ballot, or it is deemed not returned
and is not counted. The notable implication of process-altering attacks is that they can
delay or prevent ballots from reaching the election office.

Table 5.1 presents the list of terminal attack nodes to the VBM system from Scala
et al. We focus on those attacks that require voter or election office recourse actions to
be countered. The first column lists the updated terminal attack nodes in the VBM
attack tree, while the second column identifies the specific stage in the VBM process
affected by each attack. The third column indicates the final state of the ballot if the
attack is successful. Table 5.1 delineates the intent and classification of each terminal
node attack in the last two columns, offering insights into the nature of these threats.
Table 5.1 boldface rows are considered the most significant risks to VBM. These attacks
are considered significant attacks, since they introduce substantial variations in the final
ballot states, thereby highlighting the relevance to our analysis.

There are malicious and non-malicious attack types. Malicious attacks are targeted
and have a high local impact for a limited period of time (e.g., a day) of being active.
Conversely, non-malicious attacks (e.g., voter error and accidental loss) are accidental
and could occur any time in the DTMC model time horizon. For example, in the 2020
General Election, some ballots were not counted due to voters failing to sign or bundle
the ballots correctly (attack X67). This non-malicious attack results in ballots being
rejected by the election office, thus inhibiting the VBM process if not countered. We
express this attack as a small probability of occurrence for each ballot over the entire
evaluation period.

5.3.4 Mitigations Layer

The mitigations layer in the DTMC model incorporates processes and actions designed
to counteract both malicious and non-malicious threats. A mitigation is a recourse action
available to counter any attacks to ballots in the VBM process. We build on previously
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Table 5.1: Modeled VBM terminal attack nodes and their attributes

Terminal attack node Final ballot state
Attack tree linkage to Process Layer for successful attack Intent Classification
T 1.2.1.1.1 (X8) Judge misinterprets rule VII NC, U Malicious Fail rate increase
T 1.2.1.1.2 (X9) Errant failed signature VII NC, U Malicious Fail rate increase
T 1.2.1.2.1 (X10) Challenge signature VII NC, U Malicious Fail rate increase
T 1.2.1.2.2 (X11) Challenge postmark VII NC, U Malicious Fail rate increase
T 1.2.1.2.3 (X12) Challenge intent VII NC, U Malicious Fail rate increase
T 1.2.2.1 (X13) Malicious loss VI NC, NR Malicious Process altering
T 1.2.2.2 (X14) Accidental loss VI NC, NR Non-malicious Process altering
T 1.5.1.1 (X28) Fail to stuff envelope II NC,A Malicious Ballot modifying
T 1.5.1.2 (X29) Send wrong or pre marked ballot II C,A Malicious Ballot modifying
T 1.5.1.3 (X30) Mis-address envelope (to voter) II NC,NR Non-malicious Process altering
T 1.5.3.1 (X36) accidentally lost in the mail room VII NC, NR Non-malicious Process altering
T 1.5.3.2 (X37) Mailbox attack VI NC, NR Malicious Process altering
T 1.7.2 (X84) Vote denied VII NC,U Malicious Process altering
T 2.3.1 (X43) Identify target residents IV C,A Malicious Ballot modifying
T 2.3.2 (X44) Register them IV C,A Malicious Ballot modifying
T 2.3.3 (X45) Intercept, mark, and return their ballot IV C,A Malicious Ballot modifying
T 2.3.4.1 (X46) Register as the voter IV C,A Malicious Ballot modifying
T 2.3.4.2 (X47) Forge the signature IV C,A Malicious Ballot modifying
T 2.4.1 (X48) Identify target IV C,A Malicious Ballot modifying
T 2.4.2 (X49) Steal blank ballot from mailbox IV C,A Malicious Ballot modifying
T 2.4.3 (X50) Receive, mark, return their ballots IV C,A Malicious Ballot modifying
T 2.4.4.1 (X51) Register as the voter IV C,A Malicious Ballot modifying
T 2.4.4.2 (X52) Forge the signature IV C,A Malicious Ballot modifying
T 2.5 (X53) Malicious “messenger ballots” II C,A Malicious Ballot modifying
T 2.8.1 (X93) Steal blank ballot from mailbox IV C,A Malicious Ballot modifying
T 2.8.2 (X94) Mark and return their ballot IV C,A Malicious Ballot modifying
T 2.8.3 (X95) Defeat signature check IV C,A Malicious Ballot modifying
T 4.1.1 (X65) Failure to sign correctly IV NC,U Non-malicious Process altering
T 4.1.2 (X66) Signature mismatch IV NC,U Non-malicious Process altering
T 4.1.3 (X67) Failure to bundle correctly IV NC,U Non-malicious Process altering
T 4.1.4 (X68) Failure to meet time requirements IV NC, L Non-malicious Process altering

published models of VBM mitigations to identify those that counteract attacks on the
VBM process [30].

The mitigation layer connects with both the process and attack layers. We model
structural mitigations both the physical pathways (arcs) and the probabilities (transi-
tions) of a ballot’s progression. These require specific responsive measures from voters
to negate the effects of attacks. The DTMC model consists of five structural mitigations
M3,M4,M5,M6,M7; Table 5.2 details each mitigation. We derived these mitigations
from prior work that condense countermeasures published by CISA into practical logic
intertwined with the VBM process [30, 14]. Table 5.2 presents these mitigations, cate-
gorized according to their operational nature along with the controlling entity, election
office or voter.

This framework necessitates a thorough understanding of the connections between
terminal node attacks in the VBM process and the available mitigation strategies de-
signed to counteract them. To facilitate this, we employ a framework that examines the
impact of terminal node attacks on the VBM process and incorporates recourse actions
available to counter these attacks. Table 5.3 illustrates the relationship between attacks
and mitigations. In this table, an “O” indicates that a mitigation strategy can counter
the threat without impacting the ballot processing time. In contrast, a “D” signifies that
while mitigation can counter the threat, it introduces a delay in the VBM process. For
example, the scenario of a lost ballot (X13), a type of malicious attack, causes a delay
resulting from the mitigation logic that includes the time required to notify the voter
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Table 5.2: Mitigations available for the VBM process

Mitigation name Label Mitigation description
Controlling en-
tity

Automatic ballot
notifications

M3

The ability of a voter to attain the
status of their ballot. This has a
high probability if automatic no-
tifications are provided via Ballo-
Trax/Ballot Scout.

Election office

Replacement ballots M4 Replacement ballot package request Voter
Automatic ballot
reminders

M5
Notify voter to send ballot back be-
fore deadline

Election office

Early voting M6 In-person absentee voting Voter
Drop boxes M7 Return ballot via drop box Voter

about their missing ballot followed by the time it takes for the voter to decide on an
appropriate recourse action, such as M4 or M6. This scenario exemplifies how Table 5.3
summarizes key linkages in the DTMC model introduced in the next section. Consistent
with the attacks in Table 5.1, terminal attack nodes listed in bold are incorporated into
the DTMC model and are included in the computational results.

Table 5.3: Linkages between terminal attack nodes and mitigations

Terminal Attack Nodes of
VBM Attack Tree

M3
Automated

notification of
ballot status

M4
Replacement
ballot voter

request

M5
Notify voters
to send ballot
back earlier

M6
In-person

absentee voting

M7
Return ballot
via drop boxes

T 1.2.1.1.1 (X8) Judge misinterprets rule D D D
T 1.2.1.1.2 (X9) Errant failed signature D D D
T 1.2.1.2.1 (X10) Challenge signature D D D
T 1.2.1.2.2 (X11) Challenge postmark D D D
T 1.2.1.2.3 (X12) Challenge intent D D D
T 1.2.2.1 (X13) Malicious loss D D O O
T 1.2.2.2 (X14) Accidental loss D D O O
T 1.5.1.1 (X28) Fail to stuff envelope D
T 1.5.1.2 (X29) Send wrong or pre marked ballot D D
T 1.5.1.3 (X30) Mis-address envelope (to voter) D D O
T 1.5.3.1 (X36) accidentally lost in the mailroom
T 1.5.3.2 (X37) Mailbox \ Dropbox attack D D O
T 1.7.2 (X84) Vote denied D D
T 2.3.1 (X43) Identify target residents D D
T 2.3.2 (X44) Register them D D
T 2.3.3 (X45) Intercept, mark, and return their ballot D D
T 2.3.4.1 (X46) Register as the voter D D
T 2.3.4.2 (X47) Forge the signature D D
T 2.4.1 (X48) Identify target D D O
T 2.4.2 (X49) Steal blank ballot from mailbox D D O
T 2.4.3 (X50) Receive, mark, return their ballots D D O
T 2.4.4.1 (X51) Register as the voter D D
T 2.4.4.2 (X52) Forge the signature D D
T 2.5 (X53) Malicious “messenger ballots” D D
T 2.8.1 (X93) Steal blank ballot from mailbox D D
T 2.8.2 (X94) Mark and return their ballot D D
T 2.8.3 (X95) Defeat signature check D D
T 4.1.1 (X65) Failure to sign correctly D D
T 4.1.2 (X66) Signature mismatch D D
T 4.1.3 (X67) Failure to bundle correctly D D
T 4.1.4 (X68) Failure to meet time requirements O O
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5.4 Time inhomogeneous DTMC model

In this section, we introduce a DTMC model of the VBM system based on a multi-
layer configuration of the process, attacks, and mitigations layers. The DTMC model
captures the stochastic movement of ballots through various stages from a ballot request
to the counting of ballots. This approach allows us to analyze how different factors
influence overall election performance. A crucial aspect of the DTMC model is its ability
to delineate the interaction between the terminal attack nodes, the mitigation layer, and
the VBM process.

The time-inhomogeneous DTMC operates over a finite time horizon starting at time
step t = 1 and continues until the final time step T . The time between time steps is one
day, with the state reflecting the system’s state at the end of day t. Let t = 1 capture
the earliest time election officials process requests for absentee ballots. The election is
held at time step T − 1, under the assumption that ballots are not accepted after an
election day. The model can easily be adapted to consider accepting ballots postmarked
by election day by adding extra time steps.

On election day, there are transition probability arcs re-positioned to move a ballot to
its final post-election status in the last period, t = T , to evaluate the performance mea-
sures. Given a random process Vt with n finite states, the one-step transition probability
of the process moving from state i in time step t to state j in a single time step is

Pt(i, j) = P (Vt+1 = j|Vt = i) ∀i, j ∈ {1, · · · , n}. (5.1)

We define a transition probability matrix Pt for each time step (t = 1, 2, · · · , T − 1) to
calculate the ballot states at the end of each time step [76]. Figure 5.2 illustrates the
DTMC model state diagram for t < T−1, showing the final ballot states along with three
distinct layers: the process layer, the attack layer, and the mitigation layer. The DTMC
model comprises 30 finite states S ∈ Vt, categorized into six recurrent final ballot states
and 24 transient states. Next, we describe the DTMC states and transition probabilities,
starting with the process layer and then adding the attack and mitigation layers. The
voting process initiates in the “I” state within the process layer, where voters begin the
process by requesting a ballot. The ballot then navigates through various states in the
process layer until it reaches one of the final ballot states. Table 5.1 details the interactions
and connections between these states in the VBM process layer and the attacks layer.
In Figure 5.2, different shapes represent distinct Markov states of the VBM system.
Triangles depict attacks while circles depict the physical states of the ballots. Triangles
labeled in black denote malicious attacks, whereas those in gold represent non-malicious
attacks. When an attack is active, ballots transition from the process layer state to one
of the triangular attack states. The “mitigations layer” encompasses recourse actions
to counter attacks. Both M5 and M7 are illustrated in the process layer as these are
process-altering mitigations. Mitigation M5 affects the rate of ballot returns from voters,
and M7 enables voters to return their ballot in a drop box.

Additionally, Figure 5.2 uses line styles to convey information about the arc transition
probabilities in the DTMC. Solid lines indicate transitions with non-zero probabilities at
all steps, except at the final time step T−1. In contrast, dotted and dashed lines represent
transitions with non-zero probabilities only at specific time steps, such as those associated
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with transient malicious attacks. The complexity of the model leads to overlapping lines
in the figure; intersections marked by a dot signal a connection to the intersecting line.
In the model, masquerade attacks change a ballot’s status and add a hidden attribute.
Process layer states are mirrored in the attacks layer and labeled with an ‘A’ in Figure
5.2 to indicate the altered status of these ballots.
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Figure 5.2: Layered Network for time intervals 1 ≤ t < T − 1

The DTMC model allows us to study VBM system performance as reflected by the
final states of ballots over the course of an election cycle. We can determine the number
of ballots that end up in the final desired state of “Counted, Unaltered” (C, U) and the
other final ballot states.

At the end of the time horizon, the ballots move to the final ballot states. Figure 5.3
shows the non-zero transition probabilities on election day at time step T − 1. If ballots
are not returned to the election office, they are “not counted, not returned” (NC, NR).
These six final ballot states are recurrent in the DTMC, and all others are transient. If
ballots are returned to the election office at t = T they are “not returned, late”(NC, L).

Next, we summarize the transitions. Let Pt capture the transition probability matrix
immediately after the time steps t = 1, 2, ..., T −1. Voters can request ballots at different
times. Let βt capture the number of ballots requested at time t = 1, 2, ..., T − 1, which
reflects the distribution of times when voters request absentee ballots. For the ballots
requested at time t, let αt be the vector of the probability mass function for the starting
states of the ballot, where all the ballots are initiated in state I, that is, αt(I) = 1 and
αt(s) ≥ 0 for all other states s ̸= I. For a ballot requested at time t, we can compute
the vector of state probabilities at the end of the time horizon ωt at time step T after all
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Figure 5.3: Layered Network for VBM on Election Day at time interval t ≥ T − 1

ballots have been evaluated and transitioned to one of the ballot status states:

ωt = αt

T−1∏
t′=t

Pt′ , t = 1, 2, ..., T − 1. (5.2)

Then, we can compute the overall distribution of final ballot statuses as
∑T−1

t=1 βtωt that
reflects the expected number of ballots in each final ballot state.

5.5 Wisconsin 2020 General Election Case Study

We conduct a case study based on data from the 2020 General Election in Milwaukee
County, Wisconsin. In 2020 Milwaukee County, the largest county in Wisconsin, had
939,489 residents and 478 voting wards [86, 12, 52]. Milwaukee County election officials
used multiple absentee voting mechanisms during the 2020 General Election, including
VBM with designated drop boxes and in-person absentee voting. The state of Wisconsin
allowed absentee voting with “no excuses” and sent voter reminders to return ballots
[55]. At that time, the county had 550,132 registered voters and experienced a turnout
of 83.67 percent [89]. There are no known malicious attacks on VBM in Milwaukee
County in the 2020 General Election, although there were two convictions elsewhere in
Wisconsin associated with independent instances of VBM election fraud, each affecting
a single ballot [83].

We assembled a data set for Milwaukee County using detailed, publicly reported in-
formation regarding absentee voting rates [91, 51]. The Wisconsin Elections Commission
reports a daily tally of the following events for each county prior to the election [90]:
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1. absentee ballot requests,

2. ballots mailed out by an election office,

3. absentee ballots returned by mail, and

4. in-person absentee ballots cast.

Using this data, we determined the daily number of absentee ballots requested, βt, for
t = 1, 2, . . . , T −1, with 94.1 percent of these ballots being returned. The procedures and
recourse actions available to voters during the General Election on November 3, 2020 are
represented in Table 5.2 as mitigations. All requested ballots correspond to the starting
state of the DTMC state I. Additional data were obtained from the MIT Election Data
+ Science Lab and the United States Office of the Inspector General [53, 35]. The case
study begins with establishing transition probabilities for each arc in the process for every
time interval t = 1, 2, ..., T in the DTMC model.

5.5.1 Time

In the VBM process, ballot states of the DTMC model transitions on a daily basis. The
case study begins on September 17, 2020 (t = 1), the first day ballots are mailed to voters,
and ends after election day, November 4, 2020 (T = 49). The DTMC transition proba-
bilities are time-dependent in accounting for procedure changes over the VBM timeline.
For example, some mitigations are not available at all times due to VBM procedure, and
malicious attacks occur at various times. However, many of the transition probabilities
are homogeneous across time intervals. As a result, we partition the time horizon into
four segments with transition probabilities that are time-homogeneous within an interval.

In the first interval, absentee voting opens and ballots are mailed to voters. The sec-
ond interval begins when in-person absentee voting opens for the election. To reflect this
procedure, mitigation M6 (related to in-person absentee voting) is unavailable during
the first time interval. In the third time interval, ballots are no longer mailed to voters
requesting absentee voting. During this interval, there is no longer a connection between
the process states I and II. Instead, the connection from state I changes to M6, indi-
cating that voters can only vote in-person absentee during this period. The fourth-time
interval is election day and the days following, during which ballots are processed. Ballots
that have not reached the USPS or the election office by election day are not counted.
The exact final destination of the ballots depends on their location on election day. The
model configuration in Figure 5.3 outlines all arc connections from the voter requesting
a ballot, I of the process layer to one of the “final ballot states.” In summary, the case
study defines the time intervals as follows:

• interval 1 starts on September 17, 2020 (t = 1 to t = 34),

• interval 2 starts on October 21, 2020 (t = 35 to t = 42),

• interval 3 starts on October 29, 2020 (t = 43 to t = 47), and

• interval 4 starts on November 3, 2020 (t = 48 to t = 49).
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Table 5.4: Arc transition probabilities

From node To node Function Interval 1 Interval 2 Interval 3 Justification
I II Voter requests ballot to election office 1 1 1 All voter requests show being

received by election office
II III Unmarked ballot sent from election office 1 0.2 0 All ballot requests filled by the

election office
II M6 Ballots requests are deferred to in-person absentee 0 0.8 1 WI policy for 2020 General Election [90]
II X30 Ballot envelope mis-addressed to voter (undelivered) 0.0343 0.0343 0.0343 Calibration,

Wisconsin Elections Commission [92]
III IV Unmarked ballot in transit via USPS 0.938 0.938 0.938 Office of Inspector General’ [35]
III III Unmarked ballot remains at USPS past one cycle 0.062 0.062 0.062 Office of Inspector General’ [35]
IV IV Voter waits one day to return ballot 0.947 0.797 0.947 Calibration, Wisconsin Elections Commission [92]
IV V Voter returns marked ballot 0.05 0.79 0.79 Calibration, Wisconsin Elections Commission [92]
IV X65+X66+X67 Ballot subject to non-malicious attack of voter error 0.000162 0.000162 0.000162 Calibration, Wisconsin Elections Commission [92]

voter error
V VI Marked ballot returned via USPS 0.485 0.485 0.485 MIT Election Data + Science Lab [53]
V VII Marked ballot returned via Dropbox 0.515 0.515 0.515 MIT Election Data + Science Lab [53]
VI VII Marked ballot in transit and received 0.938 0.938 0.938

at election office Inspector General’ [35]
VI X14 Marked ballot lost at USPS, non-malicious 0.0343 0.0343 0.0343 Calibration,

Wisconsin Elections Commission [92]
VI VI Marked ballot remains at USPS past one cycle 0.061 0.061 0.061 Office of

Inspector General’ [35]
VII (C,U) Marked ballot processed at election office 0.966 0.966 0.966 Ballots are be counted and

unaltered if not subject to attack
VII X36 Marked ballot lost at election office, non-malicious 0.0343 0.0343 0.0343 Calibration,

Wisconsin Elections Commission [92]
M4 II Ballot replacement request 1 1 1 Once mitigation is reached,

request are be made to election office
M3 M4 Voter is notified ballot has problem and 0.5 0.33 0.33 Equal probability for active mitigations

chooses replacement
M3 M6 Voter is notified ballot has problem 0 0.33 0.33 Equal probability for active mitigations

and chooses in-person vote
M3 M3 Voter is notified ballot has problem and 0.5 0.34 0.34 Equal probability for active mitigations

chooses no recourse action
M6 VII In-person absentee voting 1 1 1 Ballot successfully submitted
II-A III-A Modified ballot sent to the voter 1 1 1 WI timeline for absentee voting [93]
III-A IV-A Modified ballot received by the voter 0.9 0.9 0.9 Altered ballot received by the voter
III-A III-A Modified ballot remains in transit beyond one cycle 0.1 0.1 0.1 Attacked ballots movement low
IV-A IV-A Modified ballot is not filled out in one cycle 0.1 0.1 0.1 Approximation (fast return for malicious intent)
IV-A V-A Modified ballot returned 0.9 0.9 0.9 Approximation (fast return for malicious intent)
V-A VI-A Modified ballot returned via USPS 0.485 0.485 0.485 MIT Election Data + Science Lab [53]
V-A VII-A Modified ballot returned via Dropbox 0.515 0.515 0.515 MIT Election Data + Science Lab [53]
VI-A VII-A Modified ballot returned to election office on-time 1 1 1 Office of Inspector General’ [35]
VII-A (C,A) Modified ballot counted 0.5 0.5 0.5 Equal probability of being counted unless

other mitigations are in place
VII-A (NC,A) Modified ballot rejected at election office 0.5 0.5 0.5 Equal probability of being counted unless

other mitigations are in place
X14 M3 Voter notified of non-malicious attack of lost ballot 0.0265 0.0265 0.0265 Calibration, Wisconsin Elections Commission [92]
X14 (NC,NR) Marked ballot lost in process 0.974 0.974 0.974 Inverse of M3 availability
X36 (NC, NR) Ballot lost in election office 1 1 1 No monitoring available, no recourse

X65+X66+X67 M3 Voter made aware of errors in ballot package 0.0265 0.0265 0.0265 Calibration, Wisconsin Elections Commission [92]
X65/X67 (NC,A) Marked ballot rejected at election office 0.974 0.974 0.974 Inverse of M3 availability
X93-X95 V-A Masquerade attack leading altered ballot path 0.10 0.10 0.10 Test various strengths of attack on various days
X93-X95 M4 Mitigation M4 availability 0.90 0.90 0.90 Test various strengths of attack on various days

X9 (NC,A) Malicious challenge of ballot signature successful 0.974 0.974 0.974 Test various strengths of attack on various days
X9 M3 Voter notified of failed ballot submission 0.0265 0.0265 0.0265 Calibration, Wisconsin Elections Commission [92]
X29 III-A Malicious incomplete ballot sent to voter 0.10 0.10 0.10 Test various strengths of attack on various days

leading to altered ballot path
X29 M4 Voter requests replacement ballot 0.90 0.90 0.90 Test various strengths of attack on various days
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5.5.2 Transition probabilities

We define the transition probability matrices as follows. We first define the transition
probabilities for the baseline model that only considers non-malicious attacks. Non-
malicious attacks are represented as consistent threats with time-inhomogenous proba-
bilities of occurrence. Later, we consider malicious attacks with a duration of one day.

Table 5.4 outlines the transition probabilities for each arc active in the baseline model.
The first and second columns define the two DTMC states associated with a non-zero
transition probability. The next column provides a brief functional description of the
ballot state transition that the arc represents. The columns labeled Interval 1, 2 and 3
represent the values of associated transition probability across time intervals 1, 2, and 3.
We omit interval 4, since these transition probabilities are 0 or 1 with arcs illustrated in
Figure 5.3. The justification column reports a reference for each transition probability
value and denotes which arcs were adjusted through calibration. The arc configuration
aligns with the model shown in Figure 5.2.

We discuss several transition probabilities. The transition probability from process
state III to IV is 0.938, which reflects the proportion of election mail that is processed
on-time as reported by the USPS Inspector General [58]. The rest of the ballots remain in
state III. The transition from state IV to V reflects the return of completed ballots by
voters (that is, the voter rate of ballot return). This transition captures the proportion
of voters who return the marked ballot within a day of receiving it in the mail, which is
determined as a part of the model calibration since this value is not directly recorded.
MIT Election Data + Science Lab provide the values for utilization of drop boxes over
USPS to return ballots. Transitions from state V to state V II, which occur with a
probability of 0.515, represents the proportion of ballots returned by drop boxes. [53]
Transitions at the end of the time interval move ballots to their final ballot states with
probability 1.0. These probabilities can be gleaned from Figure 5.3. All other transition
probabilities are zero. We calibrated the DTMC using historical data from the WEC 2020
General Election report [92]. This involved adjusting the voter rate of ballot return, the
arc probability from node IV to V , to align the output of (C,U) and (NC,U) ballots with
the observed ballot return rate seen in aggregate by the state of Wisconsin. Following
calibration, we validate the model’s predictive accuracy by testing it against independent
data validation points for Milwaukee County. This ensures blind prediction input data
such that our model fits historical data and ensures the model is capable of making
accurate predictions in varying scenarios.

5.5.3 Calibration

We calibrated the model using Wisconsin state-level data to align the recorded values of
the ballots returned on various days with the calculated number of ballots counted and
unaltered (C,U) final ballot state of the DTMC model. To accomplish this, we set the
voter rate of ballot return to reflect the influence of mitigation M5 (reminders); the arc
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Table 5.5: Baseline values for mitigation deployment level

Mitigation name and label Mitigation strength Justification
Automatic voter notifications of ballot

Automatic ballot notifications (M3) 0.0265 status were not implemented
Voters had option of requesting

Replacement ballots (M4) 0.900 replacement ballots
Automatic ballot reminders (M5) 0.740 Region used ballot return reminders
Early voting (M6) 0.400 In-person absentee was implemented

Survey of the Performance of American
Drop boxes (M7) 0.520 Elections Dataverse [8]

transition probability from node IV to node V reflects the voter rate of ballots to return
in intervals 2 and 3.

Figure 5.4 illustrates the cumulative number of ballots returned by day (solid line)
compared to the expected number of ballots returned in the DTMC model (dotted line)
using the calibrated return rates. The comparison of actual and modeled returned ballots
for Milwaukee County is aligned with actual daily ballots returned (blue) and the baseline
of the DTMC model for daily ballots returned (dashed). Note that all mitigations are
not active in all time intervals. For example, the mitigation M5 for reminders to return
ballots was not implemented until time t = 35 (interval 2). Figure 5.4 shows that the
modeled baseline model aligns closely with real-world data.

We then consider the mitigations of the model to determine a starting point for policies
active in the 2020 Wisconsin General Election. We study the availability of mitigations
M3, M4, M5, M6, and M7. Mitigation strength refers to the effect of each mitigation on
the magnitude of the associated arc transition probabilities. Table 5.5 lists the inputs
associated with mitigation strength in the baseline model. Low strength (less than 0.05)
is associated with a minimal impact of that mitigation on the VBM system. Wisconsin
voters were able to view ballot notifications manually through myvote.wi.gov, Wisconsin
did not implement automatic ballot notification in 2020, so this value is low to reflect
that few voters manually checked their ballot statuses. We set mitigation M3 strength
to 0.0265, which resulted in a mean absolute deviation of 0.24-percent from the observed
number of (NC,U) ballots. Next, we set mitigation M4 to 0.90 to represent the ability of
voters to request replacement ballots. We set mitigation M5 to 0.74 to represent the sent
and advertised reminders to return ballots in the late second interval. In Table 5.4 we see
the arc from node IV to node V increases in interval 2 to account for the increased rate
of ballot return caused by implementation of mitigation M5. Next, we set mitigation
M6 to 0.40 to represent the rate voters choose to submit an absentee ballot in person.
Finally, we set the strength of M7 to the average use in the state of Wisconsin [53]. This
results in a mean absolute deviation of 0.25-percent from the observed number of (NC,U)
ballots.

The calibration of the baseline DTMC model also requires consideration of non-
malicious attacks; we model as part of normal system operations. The ballot rejection
rate of the model is associated with the arc transition probability from node IV to
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(X65 + X67 + X68). It correlates directly with the number of ballots rejected by the
election office due to voter error. We set the ballot rejection rate to 0.000162 to closely
match the observed number of returned ballots that were unaltered and not counted
(NC,U). Next, we vary the impact of the remaining non-malicious attacks, representing
the ballots that never returned to the election office. Recall terminal attack node X14
represents the accidental loss of ballots in the mail. The terminal attack node X30 is the
misaddressing of ballots to the voter, and X36 represents the accidental loss of ballots in
the election office. These non-malicious attacks all result in the same penalty, and the
ballots impacted are considered not counted and not returned (NC,NR). Unlike the ballot
rejection rate of the election office, there is a lack of evidence to support the different
magnitudes for the non-malicious attacks X14, X30, X36. These non-malicious attack
strength values are equivalent for all periods t = 1, ..., T − 1 [94]. Therefore, we set the
terminal attacks X14, X30, X36 to equal strength. As a result, the following arcs have
the same transition probability of 0.0343: arc from IV to X14; arc from II to X30; arc
from V II to X36. These arcs result in a mean absolute deviation of 0.14-percent from
the observed (C,U) ballots.
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Figure 5.4: Comparison of recorded and modeled returned ballots for the state of Wis-
consin for the 2020 General Election. The graph shows daily ballots returned in blue and
the DTMC model baseline for daily ballots returned as a dashed line.

5.5.4 Validation

To validate the DTMC, we align the model outputs with five validation points from the
2020 WEC report scaled to Milwaukee County by ratio of ballots returned [92]. The
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Table 5.6: Model validation using WI Election Commission (WEC) data

Validation
point

WEC ballot status Corresponding DTMC final ballot states
WEC ballot

counts

WEC ballot counts
scaled to

Milwaukee County

DTMC ballot
counts

v1 Ballots returned and counted (C,U)+(C,A) 1,969,274 324,896 324,792
v2 Ballots not returned (NC, NR) 85,586 20,349 20,371
v3 Ballot rejected by election office (NC,U)+(NC,A) 3,225 532 559
v4 Ballot not returned before polls closed (NC,Late) 1,045 176 173

County specific sum
v5 All sent ballots of all ballot states 2,059,130 325,547 325,351

validation points are as follows:

• v1: Captures all returned and counted ballots. WEC reports these values for
Milwaukee County on each day of the election cycle.

• v2: Captures all ballots sent and not returned to the election office. WEC reports
these values for Milwaukee County on each day of the election cycle.

• v3: Reflects the ballots returned to the election office and rejected due to non-
malicious attacks (X65, X66, X67). WEC reports the state level for the rejection
rate of ballots; population ratios are used to scale to Milwaukee County.

• v4: Reflects all ballots deemed late as of day 48 of the election cycle. Again,
WEC reports the state level for late ballots; population ratios are used to scale for
Milwaukee County.

• v5: Captures the sum of all sent ballots. WEC reports these values for Milwaukee
County on each day of the election cycle.

Table 5.6 summarizes the validation points and relates them to the final ballot states of
the model. These points were chosen based on their relevance to the predictive accuracy
of the DTMC model, accounting for potential variations between state-level and county-
level data. We expected some differences between case study values and validation points,
since the validation values are aggregate for the state. Ratios indicating the proportion
of ballots affected by various conditions were employed as a margin of error in the DTMC
model. The last two columns of Table 5.6 show the number of ballots under each valida-
tion point, comparing real world ballot counts “WEC ballot counts scaled to Milwaukee”
and the DTMC model ballot counts. The validation process, aligning the DTMC model
with real-world data from the WEC report, reinforces the model’s reliability in reflecting
absentee voting behaviors and provides valuable insights into vote-by-mail dynamics in
Wisconsin.The last column of Table 5.6 shows the DTMC model output values for the
given validation points. Comparative analysis aligned the model’s final ballot states with
the WEC report’s metrics. Once calibrated and validated the model, most transition
probabilities were established for all time intervals. Milwaukee County data points are
then used to establish a baseline model that can be used to consider multiple scenarios.



67

Table 5.7: Baseline DTMC model values and final ballot states

Election office X14, X30, X36 Final Ballot States (Expected number of ballots)
Scenario rejection rate attack strength (C,U) (NC,U) (C,A) (NC,L) (NC,NR) (NC,A)
Baseline 0.000162 0.0343 324,792 559 0 173 20,371 0
Baseline that varies election office rejection rate 0.0000707 0.0343 325,091 245 0 174 20,386 0
from node IV to (X65 +X67 +X68) 0.000111 0.0343 324,958 385 0 174 20,379 0

0.000172 0.0343 324,759 594 0 173 20,369 0
0.000424 0.0343 323,933 1,464 0 173 20,325 0
0.000818 0.0343 322,653 2,812 0 172 20,258 0

Baseline that varies non-malicious attack strength 0.000162 0.00202 339,228 559 0 198 5,911 0
associated with X14, X30, X36 0.000162 0.0192 331,493 559 0 184 13,660 0

0.000162 0.0384 323,025 559 0 171 22,141 0
0.000162 0.0576 314,732 560 0 158 30,445 0
0.000162 0.0939 299,469 560 0 140 45,728 0

5.6 Computational Results

This section discusses the baseline DTMC model results for the Milwaukee County case
study. The model was coded and implemented in Matlab, and the code and data is
publicly available [27]. We then study the impact of several types of malicious attacks on
the established baseline. We report the expected number of ballots in each of the final
ballot states—rounded to the nearest ballot—under multiple scenarios.

5.6.1 Baseline model

We first analyze the VBM system under normal conditions with only non-malicious at-
tacks in the baseline model introduced in Section 5.5. Non-malicious attacks (see Table
5.4) are included in the baseline model, since they are an uncontrolled, continuous part
of the VBM process. Additionally, we perform a sensitivity analysis of four of the non-
malicious attacks by varying their corresponding probabilities of occurring.

Table 5.7 summarizes the expected number of ballots in each final ballot state: counted
and unaltered (C,U), not counted and unaltered (NC,U), correctly counted but altered
(C,A), not counted due to late arrival (NC,L), not counted due to not being returned
(NC,NR), and not counted and altered (NC,A). Table 5.7 also reports a sensitivity anal-
ysis that varies the election office rejection rate and three other non-malicious attack
transition probabilities used in the model. The election office rejection rate varies based
on ballots returned and rejected by the election office on election day due to non-malicious
attacks X65, X66, and X67, according to subject matter expert testimony [6]. The non-
malicious attack strength of attacks X14, X30, and X36 represent ballots not returned
due to either not being delivered to the voter or being discarded at the election office
before counting the valid returned ballots on election day [92].

The top row of Table 5.7 represents the baseline model, and it reports the expected
number of ballots in each final ballot state. Each subsequent row represents a different
scenario with varying attack parameters. The incremental increase of the rejection rate
associated with the arc transition probability from node IV to (X65 +X67 +X68) by
a probability of 0.00001 increases the number of (NC,U) ballots by 6-percent (35 total
ballots), suggesting that efforts to reduce the rejection rate can decrease the number of
ballots that are not counted. Higher attack strengths associated with X14, X30, X36
increase the number of ballots not returned (NC,NR). For example, when the attach
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strength increases from 0.0343 to 0.0576, the number of (NC,NR) ballots increase by
10, 074. Additionally, we note that the election office rejection rate (X65 +X66 +X67)
for Milwaukee County is substantially lower than that of the other non-malicious attacks.
These insights underscore the need for additional attention to unreturned (NC,NR) bal-
lots in the VBM process and maintaining minimal non-malicious attack strengths to
ensure that ballots are returned and counted.

5.6.2 Malicious attack scenarios given baseline

Next, we introduce malicious attacks to the baseline. We focus on malicious attacks
X9, X13, and X29. Malicious attacks are modeled to last a single day during the 49-day
time horizon to reflect feasible real-world election interference events, and we vary the
attack strength of each attack to consider different scenarios. Malicious attacks therefore,
modify the transition probability matrix (Pt∗) for a single day associated with the attack
t∗. This approach allows us to assess the impact of attack timings and the mitigation
strategies for countering attacks.

X9: Malicious attack to challenge the signature of a valid ballot

MaliciousX9 attack captures bad actors in an election office erroneously rejecting marked
ballots by challenging their signatures. This scenario, with a base arc transition prob-
ability of 0.055, is set to affect roughly one of 19 precincts in Milwaukee. Referencing
Figure 5.2, malicious attack X9 impacts process state V II, where ballots are collected
and verified by the election office. On a specific day, this could lead to a significant
number of ballots being improperly discarded.

Table 5.8 details the impact of the X9 attack, showing variations in the expected
number of ballots across the final ballot states under varying attack strengths and days.
The top section reports the scenario of a medium-strength attack on different days. The
following four sections of Table 5.8 selects a day in the interval and varies the attack
strength. These comparisons show the impact of attack strength versus attack day. We
pay particular attention to ballot state (NC,U), since attack X9 causes ballots to not
reach this state. Recall that there are 559 ballots in the (NC,U) final ballot state (see
Table 5.7). Table 5.8 reports how the attack day and attack strength affects the ballot
outcomes. In the top section we find Day 38 to be particularly critical, in that 2,415
ballots end in the (NC,U) final ballot state. This increase in affected ballots is caused
by increased ballot inflow due to active mitigations M5 and M6, initiated on day 36
(October 21, 2020). This finding underscores a vulnerability when attack strength is
minimal but timed with peak ballot presence, highlighting critical periods when attacks
have a larger scope of impact.

X13: Malicious attack discard ballot in transit via USPS

Malicious X13 attack represents bad actors in a postal office who discard completed
ballots at the sorting or storage point. Referring back to Figure 5.2, we see that malicious
attackX13 directly impacts process state V I where the voter returns the completed ballot
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Table 5.8: Attack X9: The malicious attack of erroneously rejecting of ballots

Day of malicious Malicious Final Ballot States (Expected number of ballots)
Scenario attack attack strength (C,U) (NC,U) (C,A) (NC,L) (NC,NR) (NC,A)

X9 active at medium strength varying attack days 10 0.055 324,341 933 0 173 20,449 0
30 0.055 324,495 779 0 173 20,449 0
36 0.055 324,524 751 0 173 20,449 0
37 0.055 323,092 2,180 0 173 20,451 0
38 0.055 322,857 2,415 0 173 20,451 0
39 0.055 324,094 1,180 0 173 20,449 0
40 0.055 324,286 988 0 173 20,449 0
45 0.055 324,106 1,161 0 173 20,457 0
48 0.055 324,053 1,221 0 173 20,449 0

Vary attack strength X9 with attacks in interval 1 10 0.050 324,375 899 0 173 20,449 0
10 0.055 324,341 933 0 173 20,449 0
10 0.075 324,205 1,069 0 173 20,450 0
10 0.100 324,035 1,239 0 173 20,450 0
30 0.050 324,515 759 0 173 20,449 0
30 0.055 324,495 779 0 173 20,449 0
30 0.075 324,415 859 0 173 20,449 0
30 0.100 324,315 959 0 173 20,449 0

Vary attack strength X9 with attacks in interval 2 40 0.050 324,325 949 0 173 20,449 0
40 0.055 324,286 988 0 173 20,449 0
40 0.075 324,130 1,144 0 173 20,449 0
40 0.100 323,935 1,339 0 173 20,450 0

Vary attack strength X9 with attacks in interval 3 45 0.050 324,161 1,106 0 173 20,456 0
45 0.055 324,106 1,161 0 173 20,457 0
45 0.075 323,884 1,380 0 173 20,460 0
45 0.100 323,607 1,653 0 173 20,464 0

Vary attack strength X9 with attacks in interval 4 48 0.050 324,114 1,161 0 173 20,449 0
48 0.055 324,053 1,221 0 173 20,449 0
48 0.075 323,813 1,462 0 173 20,449 0
48 0.100 323,512 1,763 0 173 20,449 0

Table 5.9: Attack X13: Ballot maliciously discarded in transit via USPS

Day of malicious Malicious Final Ballot States (Expected number of ballots)
Scenario attack attack strength (C,U) (NC,U) (C,A) (NC,L) (NC,NR) (NC,A)

X13, are active at medium strength varying attack days 10 0.033 324,495 559 0 173 20,551 0
36 0.033 324,602 559 0 173 20,502 0
37 0.033 323,059 559 0 173 21,219 0
38 0.033 324,300 559 0 173 20,642 0
40 0.033 324,544 559 0 173 20,529 0
45 0.033 324,649 559 0 173 20,480 0

Vary attack strength X13 with attacks in interval 1 10 0.025 324,521 559 0 173 20,525 0
10 0.030 324,505 559 0 173 20,541 0
10 0.040 324,473 559 0 173 20,574 0
10 0.065 324,392 559 0 173 20,654 0
30 0.025 324,601 559 0 173 20,494 0
30 0.030 324,592 559 0 173 20,503 0
30 0.040 324,573 559 0 173 20,522 0
30 0.065 324,525 559 0 173 20,570 0

Vary attack strength X13 with attacks in interval 2 40 0.025 324,564 559 0 173 20,508 0
40 0.030 324,551 559 0 173 20,521 0
40 0.040 324,526 559 0 173 20,546 0
40 0.065 324,464 559 0 173 20,609 0
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Table 5.10: Attack X29: Intercept and pre-mark ballot to voter

Day of malicious Malicious Final Ballot States (Expected number of ballots)
Scenario attack attack strength (C,U) (NC,U) (C,A) (NC,L) (NC,NR) (NC,A)

X29 are active at medium strength varying attack days 7 0.055 324,086 558 332 173 20,416 332
8 0.055 324,466 559 132 173 20,436 132
10 0.055 324,495 559 116 173 20,437 116
20 0.055 324,528 559 99 173 20,439 99
30 0.055 324,573 559 75 173 20,441 75
40 0.055 324,519 560 99 173 20,438 109

Vary attack strength X29 with attacks in interval 1 20 0.025 324,630 559 45 173 20,444 45
20 0.050 324,545 559 90 173 20,440 90
20 0.075 324,460 559 135 173 20,435 135
20 0.100 324,375 559 180 173 20,431 180
30 0.025 324,651 559 34 173 20,445 34
30 0.050 324,586 559 68 173 20,442 68
30 0.075 324,521 559 102 173 20,439 102
30 0.100 324,457 559 136 173 20,435 136

Vary attack strength X29 with attacks in interval 2 40 0.025 324,626 559 45 173 20,444 50
40 0.050 324,536 559 90 173 20,439 90
40 0.075 324,447 559 134 172 20,435 149
40 0.100 324,358 559 179 172 20,430 198

via USPS. In Milwaukee County, a large-scale attack affects one of the 36 USPS offices
for a day [50]. Consequently, there is a probability of 0.033 that ballots in process state
V I are impacted by the X13 attack.

Table 5.9 summarizes the impact of attack X13, showing variations in the expected
number of ballots across different final states under varying attack strengths and days.
The top section reports the scenario of a medium strength attack on different days.
The following two sections of Table 5.9 selects a day in the interval and varies the attack
strength to determine the impact of attack strength versus attack day. AttackX13 affects
the number of ballots that are not returned, leading to an increase in the (NC,NR) final
ballot state. The highest number of (NC,NR) ballots occurs when there is a malicious
attack on day 37 of the election cycle. There are 21,219 ballots expected to not be returned
(NC, NR), an 848 additional ballots not returned when compared to the baseline.

X29: Masquerade Attacks, Ballot Modifying

We then consider the malicious attack X29, which alters voters’ original ballots and
directly impacts process states II. The consequence of this attack leads to altered ballots
that are both counted and uncounted (final ballot states (C,A) and (NC,A)). The arc
probability strengths from attack X9 are reflected here, since there exists no known
reference of an executed masquerade attack.

We assume that there is an equal probability that the altered ballot are counted or
uncounted. The analysis regarding attack X29 underscores the vulnerability of the voting
process to pre-altered ballot distributions. This manipulation targets the early stages of
ballot circulation, redirecting ballots from the process layer state II to the attack layer
state II, A.

Table 5.10 summarizes the results associated with various days and strengths of attack
X29. The first column lists the scenarios considered, and the next two columns report
the attack day and strength associated with different scenarios. The remaining columns
report the expected number of ballots in each of the final ballot states. The final ballot
states (C, U) and (C, A) reflect the impact of attack X29. Table 5.10 shows the variations
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in the intensity of the attack during two distinct intervals, namely intervals 1 and 2.
Intervals 3 and 4 are not studied, since ballots are not mailed to voters in these intervals.
The attack day greatly affects the impact of the attack on the VBM process, affecting up
to 664 ballots on a day 7 attack. Attacks carried out in the initial stages of the election
have a large impact, since many ballots are mailed at these times.

Overall, these results reveals a clear trend: initiating an attack in a high-demand
phase of the election cycle results in a higher number of affected ballots.

Attack timing

We examine the impact of attack timing on three malicious attack scenarios: X9, X13,
and X29. To do so, we vary the day of each attack from Day 7 to Day 49 and evaluate
the change in the expected number of returned ballots that are counted and unaltered
(C,U) compared to the baseline (see Table 5.6.2).

Figure 5.5 illustrates the deviations in the expected number of (C,U) ballots associated
with each attack scenario as a function of the day of the attack. All values are negative,
indicating that each attack reduces the number of ballots in the preferred (C,U) state.
Attack X9, which models the false rejection of valid ballots at the election office (process
state VII), experiences its largest deviation in (C,U) ballots when the attack is initiated
on day 38. This attack peak aligns with a surge of ballots routed to the election office
via early voting (M6), which begins on day 36 and introduces a direct arc from process
state II to state VII, in addition to those being returned by mail or drop box. Similarly,
attack X13, representing the loss of ballots in USPS transit, peaks on day 37 in terms
of its deviation in the expected number of (C,U) ballots. This deviation increases due
to ballot return reminders (M5) that start to alert voters on Day 36. This results in an
increase in the flow of ballots in transit, which results in more ballots that are available
to be maliciously stolen.

Attack X29, a masquerade attack involving stolen or pre-marked ballots (state II),
experiences its largest deviation in (C,U) ballots earlier in the election cycle on day 7,
which results in 706 fewer (C,U) ballots. This occurs due to the initial surge in ballot
issuance and early returns at this time. A secondary deviation of 614 (C,U) ballots occurs
on day 36, coinciding with an increase in voters returning ballots due to automatic ballot
reminders (M5). These results indicate that attack timing–—specifically its alignment
with the flow of ballots–—is crucial for determining the consequences of an attack. The
consequences of an attack corresponds to its interaction with process dynamics during
periods of high ballot flow.

5.6.3 Worst-Case Scenario Modeling

We build on the attack scenarios in Section 5.6.2 to create a “worst-case scenario” to
evaluate various policy implementations in the VBM process under severe conditions
as well as the impact on mitigations. The worst-case scenario involves the simultaneous
execution of three malicious attacks within the 49-day election cycle. Figure 5.5 illustrates
the highest impact for each attack as: X9 on day 38, X13 on day 37, and X29 on day
7. The following arc probabilities are all set to 0.10 on these days: arc from node IV
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Figure 5.5: Deviation in counted and unaltered (C, U) ballots from the baseline under
three moderate malicious attack scenarios (X9, X13, and X29).

to X13 on day 37; arc from node II to X29 on day 7; arc from node V II to X9.
We also consider a sensitivity analysis that evaluates the impact of mitigation strength
and associated strength against the worst-case attack scenario. Referencing Table 5.3 in
Section 5.3.4, four mitigations counter the attacks in the worst-case scenario (see Table
5.3):

• X9 is countered by automatic ballot notifications M3, replacement ballots M4, and
early voting M6,

• X13 is countered by automatic ballot notifications M3, replacement ballots M4,
early voting M6, and drop boxes M7,

• X29 is countered by automatic ballot notifications M3 and replacement ballots M4.

Table 5.11 reports final ballot states associated with various mitigation scenarios,
reflected by the first five columns. Then, it outlines the expected number of ballots in
each final ballot state in the remaining six columns.

We first vary drop box (M7) availability from its base value of 0.520 using an avail-
ability range from 0.1 to 0.95. We do not consider drop boxes to have zero availability,
since voters can return their absentee ballots directly to their local municipality elec-
tion administration office. The remaining mitigations (M6,M4,M3) vary in availability,
ranging from 0.01 to 0.95 to capture a wide range of operating conditions based on current
federal laws and reports of mitigation effectiveness [7].

The first row of Table 5.11 shows the impact of the worst-case malicious attack sce-
nario on the DTMC model for Milwaukee County. We see 8,950 fewer ballots counted
and unaltered (C,U) than the baseline. Further, we see 1,208 altered ballots in final
ballot states (C,A) and (NC,A). The number of ballots that are not counted increases
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significantly, with 3,593 (NC,U) ballots compared to 559 in the baseline. The results
in Table 5.11 show a substantial impact in the performance of the VBM process when
compared to the baseline results with no malicious attacks in Table 5.7. Next, we vary
mitigation strength to find which mitigations might be effective in countering the affects
of the worst-case scenario. The goal is to align the worst-case with the baseline through
only modifying mitigation strengths.

Next, we vary mitigation strength. Drop box M7 availability significantly impacts
the number of ballots in the final ballot states. Increasing the availability of M7 to 0.95
increases the counted ballots (C,U) to 324,867, which is higher the 324,792 (C,U) ballots
in the baseline scenario without malicious attacks. Reducing M7 availability to less than
0.10 results in 17,776 (NC,U) ballots, the highest across all worst-case scenarios. However,
M7 does not counter masquerade attacks to reduce the number of altered ballots (C,A)
or (NC,A).

The following eight rows in Table 5.11 examine the availability of early voting M6.
Changes in early voting M6 availability has substantially less impact on final ballot
states than drop boxes M7 availability. Similar to drop boxes M7, the availability of
early voting M6 fails to counter masquerade attacks by reducing the number of altered
ballots (C,A) or (NC,A).

Next, we examine varying mitigations automatic ballot notifications M3 and replace-
ment ballots M4 simultaneously to reflect their interdependency. We find that deploying
automatic ballot notifications M3 with the same availability as replacement ballotsM4,
at 0.90, results in 325,584 counted (C,U) ballots, an increase of 9,742 ballots as compared
to the baseline, worst-case performance in the first row of Table 5.11. An automatic bal-
lot notifications M3 availability of 0.90 results in 62 expected (C,A) ballots. Lastly, since
automatic ballot notifications M3 and early voting M6 can function interdependently,
we examine the impact of simultaneously varying automatic ballot notifications M3 and
early voting M6. When deployed at 0.90 availability, we observe 325,485 (C,U) ballots,
similar to the previous observations. Additionally, we observe fewer ballots not returned,
with 17,243 (NC,NR) ballots compared with 20,371 (NC,NR) ballots in the Milwaukee
baseline without malicious attacks. We conclude that in-person absentee voting gives
voters a powerful recourse option to counter malicious and non-malicious attacks.

Sensitivity Analysis: We study the sensitivity of the DTMCmodel mitigation strength
and efficacy. The two final ballot states we study are the desired final ballot state (C,U)
and the unreturned ballots (NC,NR) since these two final ballot states are the most im-
pacted by mitigations. However, other ballot states are impacted by mitigations to a
lesser degree. We perform a one-way sensitivity analysis by changing each mitigation
strength by ±0.01 from its baseline value (see Table 5.2). Figure 5.6 shows a tornado
graph illustration of the results. The blue half of Figure 5.6 on the left represents the
difference in the number of correctly counted and unaltered ballots when the mitigation
strength decreases. The red half is the difference in the number of ballots that are not
counted and not returned, which occurs when mitigation strength increases. The tornado
graph shows that the DTMC model is most sensitive to drop boxes M7 and automatic
ballot notifications M3. In contrast, replacement ballots M4 and early voting M6 (inde-
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Table 5.11: Policy performance for a worst-case election cycle

M3 M4 M6 M7 Final Ballot States (Expected number of ballots)
Scenario available available available available (C,U) (NC,U) (C,A) (NC,L) (NC,NR) (NC,A)
Milwaukee County baseline performance for worst case
(X13, day 37) + (X29, day 7) + (X9, day 38) 0.027 0.900 0.400 0.520 315,842 3,593 604 391 22,913 604
Vary drop box M7 availability for worst case 0.027 0.900 0.400 0.100 307,016 4,865 604 735 28,901 604

0.027 0.900 0.400 0.200 309,118 4,562 604 653 27,475 604
0.027 0.900 0.400 0.520 315,842 3,593 604 391 22,913 604
0.027 0.900 0.400 0.750 320,671 2,897 604 203 19,637 604
0.027 0.900 0.400 0.850 322,769 2,594 604 122 18,213 604
0.027 0.900 0.400 0.950 324,867 2,291 604 41 16,789 604

Vary in-person absentee M6 for worst case 0.027 0.900 0.010 0.520 316,160 3,198 604 423 23,099 604
0.027 0.900 0.100 0.520 316,086 3,289 604 416 23,056 604
0.027 0.900 0.200 0.520 316,005 3,390 604 407 23,009 604
0.027 0.900 0.300 0.520 315,923 3,492 604 399 22,961 604
0.027 0.900 0.400 0.520 315,842 3,593 604 391 22,913 604
0.027 0.900 0.500 0.520 315,760 3,694 604 382 22,865 604
0.027 0.900 0.750 0.520 315,557 3,948 604 362 22,745 604
0.027 0.900 0.950 0.520 315,393 4,150 604 345 22,650 604

Vary Ballot Trax/Scout implementation M3 0.010 0.010 0.400 0.520 315,661 3,652 614 389 23,016 614
with mail-in availability M4 0.027 0.027 0.400 0.520 315,842 3,593 604 391 22,913 604

0.050 0.050 0.400 0.520 316,099 3,508 590 393 22,766 590
0.400 0.400 0.400 0.520 319,963 2,236 372 423 20,558 372
0.500 0.500 0.400 0.520 321,078 1,868 310 432 19,921 310
0.600 0.600 0.400 0.520 322,197 1,499 248 441 19,281 248
0.800 0.800 0.400 0.520 324,451 753 124 459 17,992 124
0.900 0.900 0.400 0.520 325,584 378 62 468 17,344 62
0.950 0.950 0.400 0.520 326,153 189 31 472 17,018 31

Vary Ballot Trax/Scout implementation M3 0.010 0.900 0.010 0.520 315,984 3,250 614 422 23,205 614
with in-person absentee availability M6 0.027 0.900 0.027 0.520 316,146 3,214 604 422 23,092 604

0.050 0.900 0.050 0.520 316,379 3,162 590 422 22,931 590
0.400 0.900 0.400 0.520 319,963 2,236 372 423 20,558 372
0.500 0.900 0.500 0.520 321,030 1,921 310 424 19,889 310
0.600 0.900 0.600 0.520 322,115 1,582 248 426 19,222 248
0.800 0.900 0.800 0.520 324,343 837 124 430 17,900 124
0.900 0.900 0.900 0.520 325,485 430 62 433 17,243 62
0.950 0.900 0.950 0.520 326,063 218 31 434 16,916 31
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Figure 5.6: Results of a sensitivity analysis that evaluates the impact of mitigations M3,
M4, M5, M6, and M7 on the DTMC model’s final ballot outputs in the presence of
multiple malicious attacks. We compare the changes in the expected number of (C, U)
and (NC, NR) ballots to the baseline.
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pendently) do not significantly affect the outputs in a significant manner. However, their
impact can be larger when their availability is considered within the context of other
mitigations (see Table 5.11). These results demonstrate that modeling attack timing in
conjunction with mitigation availability provides crucial insight into the consequence of
each attack.

5.7 Key risk modeling insights

The VBM study offers several key insights into the role of attack graph models in CPS
risk analysis. First, while Boolean logic attack paths provide an integral starting point
for expressing attack conditions, they are insufficient for assessing the performance of dy-
namic system. For this reason, integrating attack graphs with a DTMC enables a detailed
risk assessment of VBM, since the DTMC model has time-dependent process transitions,
adversarial attack sequences, and voter-driven mitigations. Integrating malicious, non-
malicious, and normative operating conditions into a single framework advances security
modeling. Additionally, the complexity of CPS demands a functional layered approach.
Structuring models across physical, cyber, and human operational layers help ensure vis-
ibility into where attacks occur, how they propagate, and what mitigations are viable at
each stage. These principles can guide future work applying DAG-based attack graphs
and stochastic models to other CPHS domains, such as autonomous vehicle networks,
distributed control networks, or supply chain infrastructure.

5.7.1 Time sensitivity of threats

This research highlights the fact that risk in VBM process is dynamic and must be
managed through a systems approach. We note that different malicious attacks may
have different scopes of impact based on the timing of the attacks. Our findings suggest
that mitigations that provide voters with information and recourse actions are crucial for
VBM security. In particular, drop boxes enable voters to cast a second ballot when their
first ballot is affected by a malicious or non-malicious attack.

5.7.2 Effective mitigations

Additionally, automatic ballot tracking can significantly affect VBM performance. Both
drop boxes and automatic ballot tracking provide broad protection against attacks. Two
notable examples of ballot tracking programs that are currently available are BallotTrax
and BallotScout. BallotTrax allows voters to track the status of their mail-in ballots,
providing real-time updates when ballots are collected, received, and accepted by election
offices [34]. Similarly, BallotScout integrates with USPS to provide voters with detailed
information on their ballots’ whereabouts throughout the election process [16].
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Chapter 6

Conclusion and Future Work

6.1 Overview of Contributions

6.1.1 A holistic risk modeling framework for CPS

This research makes several key contributions to the modeling and protection of cyber-
physical systems (CPS). Foremost, it introduces a layered risk assessment framework
that emphasizes not only the importance of decomposing a CPS into distinct functional
layers but also the critical need to define the contents and interactions within those layers
thoughtfully. The framework incorporates not only system vulnerabilities, but also the
available mitigations and expected patterns of normal system operations, which together
provide a comprehensive basis for assessing both everyday operational resilience and
resilience to cyber-physical threats, including those posed by malicious actors, hackers,
or foreign adversaries. A significant innovation of this work is its explicit incorporation
of temporal dynamics, highlighting the necessity of time-aware modeling in CPS risk
analysis. The benefits of temporal constraint modeling in risk are proven through the
vote-by-mail (VBM) case study, a cyber-physical-human system that demonstrates how
temporal modeling enables detailed insights into system behavior under both normal and
adversarial conditions. These contributions are explored further through their temporal
implications in the following subsection.

6.1.2 Temporal constraints in CPS risk modeling

We see in the CPES application for SMR that having a risk modeling framework that
incorporates the three key components of process, attacks, and mitigations can provide
new insights into the risk associated with CPS. However, in the CPHS application to VBM
we see that when the temporal constraints of a system are accounted for in the risk model
yield significantly more insights. The VBM model uses a time-inhomogeneous DTMC to
capture the impact of malicious and non-malicious attacks to ballots cast via absentee
voting. The impact of mitigations from policies such as Drop boxes and automatic ballot
tracking have quantifiable benefits to improving security of VBM. This framework can be
applied to other critical infrastructures as a new view of CPS security. The framework
presented in this thesis provides a vital key to the improvement of decision sciences and
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analysis of risk.

6.1.3 Benefit of considering CPES/CPHS

The inclusion of both CPES and CPHS case studies demonstrates the utility of extending
cybersecurity modeling beyond conventional IT frameworks to encompass operational,
physical, and human-dependent systems. In the SMR CPES case, the layered attack
graph reveals vulnerabilities that emerge from cross-domain interactions (e.g., operator
commands at the oversight level that propagate down to field-level actuators). The frame-
work captures risks that traditional flat, static models would obscure. Additionally, the
VBM system benefits from a CPHS lens by explicitly modeling human behavior (e.g., bal-
lot return decisions), temporal constraints (e.g., voting deadlines), and layered recourse
mechanisms (e.g., ballot replacement or drop box usage). By framing these systems as
CPES/CPHS, the framework effectively connects abstract threat modeling to tangible
operational realities, ensuring a more robust understanding of potential vulnerabilities.
The modeling of temporal constraints enhances the model’s ability to forecast the con-
sequences of specific adversarial actions, assess mitigation timing, and support dynamic
policy decision-making. The result is a more holistic view of system risk, specifically
one that accounts for both cyber threat vectors and the physical and procedural states
through which those threats must propagate.

6.1.4 Adaptability and scalability of risk modeling methodology

A key strength of the proposed methodology is its adaptability across various domains and
its scalability in terms of both system complexity and temporal resolution. This work
builds the risk modeling framework using modular components, including layered sys-
tem decomposition, attack graph modeling, and discrete-time Markov chains (DTMCs)
or other stochastic and dynamic risk representations. Each component is customizable
according to the unique operational profile and security architecture of the target sys-
tem. The SMR model illustrates vertical scalability, handling deeply layered technical
infrastructures from high-level ISO commands to field-level relay protection schemes. In
contrast, the VBM model emphasizes horizontal scalability by integrating process stages
across months of operation, showing how threats and mitigations evolve. Importantly,
both models use the same core structure of attack surface, process, and mitigation lay-
ers to enable consistent interpretation and reuse of modeling logic. Furthermore, the
methodology supports different levels of granularity. A modeler can scale the temporal
step size (e.g., daily for elections, sub-second for power systems), select threat representa-
tion formats (e.g., MITRE ATT&CK mappings or Boolean logic trees), and incorporate
domain-specific mitigations or human responses. This flexibility makes the framework a
suitable candidate for broader CPS security applications across various sectors, including
water treatment, transportation, and supply chain systems.
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6.2 Limitations and Model Modifications

Given the identification of high-risk, low-coverage attack nodes, the next step is to develop
targeted mitigation strategies that reduce system exposure and increase resilience. In the
context of Small Modular Reactor (SMR) operations, mitigation can be approached from
multiple angles: enhancing physical security controls, refining operational procedures
during maintenance, and addressing regulatory coverage gaps. Since both of the most
critical nodes occur in Layer 4 (the physical system layer), and are associated with con-
trol rod and cooling subsystems, mitigation efforts should prioritize access restrictions,
audit logging, and hardware-based interlocks to prevent unauthorized overrides or phys-
ical interference. Procedurally, more robust verification during multi-party maintenance
activities—especially involving shared relay access or cooling diagnostics—may reduce
the likelihood of simultaneous exposure.

On the regulatory side, these findings suggest a need to expand the scope of existing
cybersecurity and coordination protocols to explicitly include protections for control rod
override and field-level actuator manipulation. This may involve revisiting the technical
applicability of existing NERC or NRC guidance, or drafting SMR-specific modifications
that address the unique architecture of smaller, modular systems. The combination of
architectural hardening and policy refinement offers a layered defense model that can
substantially lower the risk posed by these exposed nodes, ultimately improving the
station’s ability to withstand both insider threats and targeted cyber-physical attacks
during routine operations.

6.2.1 Updated SMR security risk modeling architecture

In the current model, the mitigation effectiveness for a given attack node is computed
as a probabilistic complement over independent mitigations. The µ(vi,Mj represents the
overall mitigation coverage for attack nodevi:

Mi = 1−
∏

(1− µ(vi,Mj)). (6.1)

While this formulation captures the cumulative protective effect of multiple mitigations, it
implicitly assumes that all mitigations act independently and with diminishing marginal
returns. However, in many real-world settings (including work on VBM election sys-
tems) we observed that mitigations can interact in unexpected ways. Some defenses
may be redundant, while others may reinforce one another synergistically. As such, this
product-based model may underestimate or overestimate the true defensive impact when
mitigations are interdependent. Future work should explore more sophisticated miti-
gation impact models, potentially drawing on dependency graphs, logic-based synergy
functions, or game-theoretic formulations. Capturing these interactions will be critical
for producing realistic and actionable risk assessments in cyber-physical systems such as
SMR stations. While this work uses fixed probability distributions for each scenario-
node pair, future work will incorporate subject-matter expertise or empirical incident
reports to calibrate these distributions. Such an approach will improve alignment with
operational realities and support dynamic threat modeling under uncertainty.
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A promising future research direction for the small modular reactor (SMR) model-
ing work is the integration of layered graph structures that jointly capture adversarial
behavior and system dependencies. Specifically, we propose developing a dynamic risk
assessment framework by mapping adversarial execution logic to infrastructure compo-
nents through the fusion of an Adversarial Execution Graph (AEG) and an Infrastructure
Dependency Graph (IDG). The AEG encodes the sequence of attack steps an adversary
might take—aligned with the MITRE ATT&CK for ICS framework—where nodes rep-
resent discrete attack techniques and edges represent temporal or logical dependencies.
Each node is enriched with attributes such as CVSS scores, detection probabilities, and
kill chain phases.

In parallel, the IDG captures the hierarchical and functional interdependencies among
SMR devices and subsystems, where nodes denote physical or cyber-physical assets (e.g.,
relays, HMIs, RTUs) and edges encode control, communication, or physical support re-
lations. By establishing a formal mapping between nodes in the AEG and devices in
the IDG, this fusion framework enables the conditional propagation of risk: attack node
activations can dynamically escalate threats across the infrastructure depending on the
state and connectivity of the underlying system. This dual-graph construct supports a
predictive modeling capability for SMR security by allowing practitioners to simulate
adversarial campaigns and observe cascading effects through the control hierarchy. Fu-
ture work will focus on refining this mapping mechanism, incorporating stochastic state
transitions informed by CVSS vectors and device reliability, and implementing simulation
studies to validate the model against SMR reference architectures.

6.2.2 Integrate with real-world policy

There are several limitations of the VBM study that provide insight into topics for future
research. First, this analysis considers malicious attacks that occur on a single-day and
is limited by a lack of historical data regarding malicious attacks. Future research could
diversify attack scenarios and incorporate a broader range of data to enhance the model’s
sensitivity to resource constraints and varying electoral processes. Second, future research
could account for resource constraints and system congestion. Lastly, we did not examine
the likelihood of attack scenarios altering election outcomes. Successful attacks on voting
systems compromise the integrity of elections and undermine public trust in political
systems, regardless of whether they change the outcomes. Although not all attacks aim
to change election results, this remains a significant concern that future research could
investigate.

6.3 Future Research

This thesis presents a structured approach to modeling security risks in CPS by integrat-
ing operational processes, attack graphs, and mitigation strategies and accounting for the
development of risk over time. The framework developed in this research addresses key
limitations found in existing cyber-physical system models, specifically by considering
both cyber and physical elements rather than relying on a static interpretation of system
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performance. The proposed methodology demonstrates how a more dynamic, layered
modeling approach can provide actionable insights for both technical system design and
public infrastructure policy.

In the near future, my work will continue to advance this line of research within the
energy sector, particularly in response to emerging concerns about grid reliability. The
North American Electric Reliability Corporation (NERC) and several Independent Sys-
tem Operators (ISOs) have issued warnings of high load scenarios and tightening reserve
margins, underscoring an urgent need for more sophisticated risk models that can simu-
late system performance under stress, account for evolving threats, and guide investment
in resilience. By applying and extending the methodology developed in this thesis, I aim
to contribute to the development of risk-informed planning tools that support both oper-
ational stability and long-term energy security. In a world where CPSs are increasingly
integral to daily life, risk modeling must evolve in tandem with system complexity. This
work is a step toward that evolution.
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