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ABSTRACT

Machine learning systems often need to be able to evaluate their own predictive un-
certainty, especially in high-risk areas, to activate safety measures when necessary. For
example, a medical diagnosis model needs to inform the doctor if it is uncertain of a
diagnosis so the doctor can account for that in their decision making. Alternatively, an
autonomous vehicle that is unsure if it is detecting a pedestrian on the road it can transfer
control to the driver. Essentially these models need to be able to say “I don’t know.”
Unfortunately, conventional deep learning models are often overconfident in their predic-
tions, even when encountering out-of-distribution inputs. Recent studies have addressed
this challenge using Bayesian Neural Networks (BNNs), a type of neural network model
that provides a prediction as well as its confidence (or more commonly uncertainty) in that
prediction. However, the additional computations for BNNs compared to conventional
neural networks can increase the energy cost of inference. Yet, in many edge applications
where BNNs’ Uncertainty Quantification (UQ) capability is crucial, power and energy
can be constrained.

Previous works have discussed challenges of deploying deep learning models at the
edge through various model compression techniques in DNNs. However, these studies
usually do not consider the changes in the loss function when performing quantization,
nor do they take the different importances of DNN model parameters to the accuracy
into account. We address these issues in this paper by proposing a new method, called
adaptive quantization.

We further approach these challenges in the context of BNNs by proposing the

Bayesian Bitstream Processor (BBP) which uses Bitstream Computing (BC) to achieve low



cost, power, and energy. BC substrates perform computations serially and approximately.
This allows for much simpler architecture design compared to architectures that perform
precise computations using ALUs. They can this way offer smaller energy consumption.
Furthermore, they inherently incorporate Random Number Generators (RNG). These
RNGs can be further utilized during the random sampling steps of the BNN computations.

We first evaluate a basic design of BBP for an audio classification task and use it as a
test case. Our results show that our approach can outperform a micro-controller baseline
in energy by two orders of magnitude and delay by an order of magnitude, all while
operating at lower power. While our results are promising, we identify a key challenge
for deploying BNNs on bitstream computing substrates - designing random number
generators that are suitable for this hardware.

To overcome this challenge, we present a novel bitstream generation architecture that
can significantly reduce costs and, more importantly, allow for early decision making.
Since bitstream computing substrates spread computations temporally, improving preci-
sion over time, early decision making can significantly improve delay. Our results show
that the majority of sample data can often be evaluated quickly, allowing for uncertainty
quantification at the edge at low costs.

In conclusion, our proposed approach of using stochastic bitstream computing sub-
strates for deploying BNNs can significantly reduce power and costs while providing
much-needed uncertainty quantification in machine learning applications. The novel
bitstream generation architecture we present in this work is a crucial step towards making

this approach more practical and efficient for edge devices.



1 INTRODUCTION

Artificial intelligence has become increasingly become pervasive in day-to-day life, de-
manding trust which cannot be granted without scrutiny. It is important that these
systems be carefully studied not just through the lens of security, privacy, and reliability
as computing systems often are but also their accuracy, robustness, fairness, uncertainty,
and explainability (Wing, 2021). An important aspects that differentiates these systems
is that they operate on probability calculations based on subjective beliefs. Moreover,
these probabilities are heavily dependent on the availability of data. This facet is even
more pronounced in recently developed machine learning algorithms based on deep
models that heavily depend on large, diverse, representative datasets. This creates a
critical challenge for Al that is trying to be trustworthy. That is, limitations of the data are
going to be carried over to the trained model as gaps in knowledge and bias. Algorithms
and methodologies that can quantify the uncertainty of the Al in it predictions therefore
become an important pillar of trustworthy AL They do this by assisting with identifica-
tion of these gaps of knowledge and explaining the decisions of the model, holding it
accountable to its predictions (Thiebes, Lins, and Sunyaev, 2021).

Uncertainty quantification is a crucial aspect of modeling, as it reflects the model’s
confidence in its predictions and its ability to accurately represent the data it learned from.
However, achieving reliable uncertainty quantification can be challenging due to hardware
limitations, particularly at the edge where energy, power, precision, and speed are tightly
limited. Uncertainty quantification at the edge can be important where safety and security
is of concern such as robotics and health monitoring. These computing paradigms can

create conflicts with the theoretical guarantees provided by Machine Learning (ML)



research, which assumes precision and statistical characteristics of computations that may
not hold after hardware optimizations for deployment at the edge. Therefore, finding
scalable and efficient methods for uncertainty quantification is an ongoing challenge in Al
research. Addressing this challenge can significantly improve the reliability and accuracy
of Al systems across various applications.

While the computer systems research in the past several decades was mainly driven
by improving computing performance and efficiency through technology scaling, with
Moore’s Law (Moore, 1998) slowing down (H. N. Khan, Hounshell, and Fuchs, 2018),
efforts have been redirected. More specifically, there are three directions that promise to
enable continued progress. These are namely More Moore, More-Than-Moore, and Beyond
Moore (Semiconductors 2.0, 2015). More Moore and Beyond Moore pursue solutions,
respectively, by finding new techniques to continue the current trend of technology scaling,
and by pursuing new technology substrates that would allow technology to advance. On
the other hand, More-Than-Moore seeks to address our current needs through functional
diversification. This means specializing and optimizing existing hardware and technology
for applications that need to be addressed today. It is important to keep in mind that
how applications are prioritize is determined by demands of the market that may lead
to the slow-down of progress for ones that do not offer immediate financial returns but
are nevertheless necessary for the well-being of people and environment (Thompson and
Spanuth, 2018).]. This presents a great opportunity of trustworthy Al with quantifiable
uncertainty at the edge as the added complexity can be addressed through design.

The particular challenges faced when deploying Uncertainty Quantification at the
edge are low power availability and the need for rapid random number generation.
Practical implementations of uncertainty quantification often use Bayesian Inference
methods that perform repeated inference on the same input with randomly sampled
models. As a result, these methods can be computationally inefficient while also requiring

high-throughput random sampling with complex probability density functions. Designing



hardware for uncertainty quantification at the edge therefore run into power, energy,
and cost barriers. In this context, Bitstream Computing can be uniquely advantageous
as it offers very low-power computing while also incorporating components that can be
utilized in a Bayesian Inference platform such as random number generators. The rest
of this chapter will expand high-level concepts related to uncertainty quantification and
Bayesian inference, bitstream computing, and the challenges of deploying Al capable of

uncertainty quantification at the edge using Bitstream Computing.

1.1 UNCERTAINTY QUANTIFICATION

Predictive uncertainty quantifies the confidence or uncertainty of an Al in its predictions
and it is an important facet of achieving trustworthy AI. This is important to many
safety-critical and security-critical applications, particularly at the edge. The ubiquity of
mobile, Internet-Of-Things (IOT), and wearable devices monitoring and controlling our
healthcare, our homes, and our cars and making decisions for our privacy, safety, and
health highlights the importance of knowing when they make reliable predictions and
when they do not. While there have been great strides made in improving the compute
capability and accuracy of Al, there are fundamental limitations that necessitate humans
in the loop when safety and security are concerns. This is due to the practical challenges
of data collection as well as the simplifying assumptions we are bound to make when
designing an AI model. Therefore, we need these Als to be able to defer to backup
measures and in essence be able to say “I don’t know!”

Al model predictive uncertainty, provides a way to decide whether to activate backup
measures. However, extracting reliable uncertainty is not possible with commonly used
Deep Neural Networks as they have been shown to have overconfidence issues (Blundell
et al., 2015). One solution that has been shown to provide useful uncertainty while

preserving the high prediction accuracy of DNNs is Bayesian Neural Networks (G. E.



Hinton and Van Camp, 1993). We will discuss Bayesian Neural Networks (BNNs) and their
difference with DNNs in more detail in the next chapter, but to summarize, BNNs virtually
learn an ensemble of infinitely many DNNs. During inference a set of these DNNs are
randomly selected, each of which computes a prediction for the input. Prediction is
obtained as the average of their outputs while uncertainty is measured as the level of
disagreement between them.

It is worth noting that randomly selecting Deep Neural Networks (DNNs) essentially
means generating a new set of weights from a learned posterior distribution, which
requires a high number of random number generations. Moreover, since all randomly
sampled DNNs process the same input, the outputs of their layers can be similar, albeit
with small random perturbations, as highlighted by Wan and Fu (2020). Therefore,
employing Bayesian Neural Networks (BNNs) may not be computationally efficient.
Already, deterministic deep models pose a challenge for edge computing platforms,
given their large sizes and high computational requirements. Bayesian Inference, being
more complex, further exacerbates this challenge, necessitating careful attention to both

algorithm design and computer architecture design.

1.2 DEEP LEARNING AT THE EDGE

Typically, edge computing platforms for deterministic deep models rely on model com-
pression to achieve low power and energy consumption in inference. Training usually
requires high-precision computations. For inference on the other hand we can usually
get away with low-precision computations and weights (F. Zhu et al., 2020). Most imple-
mentations of DNN computing platforms have used standard fixed-point precisions like
16-bit and 8-bit operations (Song et al., 2020) as there are well-supported training flows
for such precisions (Jacob et al., 2018). Still, there have been proposals for training (F. Li,

B. Zhang, and B. Liu, 2016; C. Zhu et al., 2016) and deployment (Sharma et al., 2018)



of smaller representations, i.e. 4-bit and 2-bit representations. Works by Courbariaux,
Hubara, et al. (2016) and Rastegari et al. (2016) pushed this approach to the extreme by
training models with weights represented using 1-bit representations.

Although these quantization methods can significantly reduce model complexity, they
generally have two key constraints. First, they ignore the accuracy degradation resulting
from quantization, during the quantization, and tend to remedy it, separately, through
quantized learning schemes. However, such schemes have the disadvantage of converging
very slowly compared to full-precision learning methods. Second, they treat all network
parameters similarly and assign them the same quantization width, i.e. the number of
bits used to store the fixed-point quantized value. This is while previous works (Han,
Mao, and Dally, 2015; Hubara, Courbariaux, Soudry, El-Yaniv, et al., 2016a,b) have shown
different parameters do not contribute to the model accuracy equally. Disregarding this
variation limits the maximum achievable compression. We will further discuss this aspect
of DNN model compression and quantization in chapter 3.

In the realm of BNNs, extreme quantization was proposed by Meng, Bachmann, and
M. E. Khan (2020) by learning the weights of the network as Bernoulli distributions. This
way they can provide the same advantages provided by Binarized Neural Networks
(Hubara, Courbariaux, Soudry, El-Yaniv, et al., 2016b). Namely, using bitwise operations
instead of arithmetic ones which can provide acceleration. Furthermore, as we will discuss
shortly, this can have a straightforward implementation in Bitstream Computing as this

computing paradigm views all parameters as Bernoulli distributions.

1.3 BITSTREAM COMPUTING

Bitstream Computing is a novel approach to approximate computing that encodes param-
eters temporally into bitstreams and performs computations bit-serially (Gaines, 1969;

Gross and Gaudet, 2019). The accuracy of bitstream computation is directly proportional



to the length of the bitstreams, with longer bitstreams representing values at higher preci-
sions, resulting in more accurate approximations of the output. However, this accuracy
improvement comes at the cost of longer delay times. Despite this limitation, bitstream
computing allows for the design of extremely low-cost computing hardware with low
power consumption, making it an ideal solution for edge applications. This is particularly
relevant for deep machine learning algorithms, where low-precision computations are suf-
ficient for accurate results. Therefore, bitstream computing offers a promising solution to
address the computational challenges faced by edge computing, providing a cost-effective
and energy-efficient means of processing data in real-time.

Bitstream computing can efficiently overcome the two main challenges associated with
BNN computations. Bitstream computing generates bitstreams in a stochastic manner by
treating all numerical values as Bernoulli distributions ' and repeatedly sampling this
distribution. For this purpose, bitstream computing substrates incorporate many dedi-
cated random number generator hardware. This makes bitstream computing substrates
suitable for Bayesian inference, as these random number generators can be exploited for
efficient sampling of BNNs’ posterior distribution. Furthermore, bitstream computing
is an effective solution for addressing the computational efficiency challenges of BNNs
as it performs approximate computations. Short bitstreams generate rough estimates of
the results, allowing for quick decisions on whether a longer bitstream is required for a
more accurate calculation. By halting calculations early if the rough estimate is sufficient,

bitstream computing can prevent inefficiencies (Hsiao, San Miguel, and Anderson, 2022).

The underlying assumption here is that all values in bitstream computing are in the [0, 1] range. We will
discuss bitstream computing in more detail in chapter 2.



1.4 MOTIVATING EXAMPLE

We demonstrate the capability and challenges of implementing BNNs on bitstream com-
puting using a simple example. One straightforward way to implement Bayesian Neural
Networks on a bitstream computing substrates is using the previously mentioned Bayes-
BiNN (Meng, Bachmann, and M. E. Khan, 2020). In BayesBiNN, the learned posteriors
follow Bernoulli distributions. As such, they can be easily implemented into a bitstream
computing substrate without much design changes. In other words, BayesBiNN exploits
the random number generators that exist for bitstream generation, for sampling its poste-
rior distribution. Thus, in this scenario, bitstream computing substrates easily address
the random sampling challenges for BNNs.

For this example, we use a synthetic classification dataset which we have depicted in

Figure 1.1.
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Figure 1.1: Synthetic classification dataset

We trained a Multi-layer perceptron for this classification task like the one used by
Meng, Bachmann, and M. E. Khan (2020). We simulated implementation of this network on
a bitstream computing substrate using the Bitstream Synthesizer and Designer (BitSAD),

a simulation and development tool for bitstream computing designed by Daruwalla and



Zhuo (2019). We compare the results of this simulation with the baseline implemented on

a CPU using standard floating-point computing in Figure 1.2.

(a) CPU (b) BitSAD

Figure 1.2: Comparison of BNN uncertainty evaluation between BitSAD and CPU (BayesBiNN)

In this figure, the background color in each region of the feature space shows the
predicted class for that region while the intensity of the background color represents
uncertainty. Lower intensity means higher uncertainty. In both figures, we see that as we
move further away from regions for which we have training data, uncertainty increases
confirming that the network can identify out-of-distribution inputs. Furthermore, we
see that the overall results from BitSAD and the results from CPU are assigning higher
uncertainties to similar regions. A key point to notice is that, near areas where we have
training data, the reported results saturate to +1 or —1. As such, precise computations
in these areas is not necessary and we can achieve higher computational efficiency by
stopping when the output bitstream plateaus.

We have seen however that using heavily-quantized binarized neural networks can
lead to networks with higher number of parameters (Khoram and J. Li, 2018) which can
directly translate to larger circuits in bitstream computing settings. Furthermore, it is
often the case that Bayesian Neural Networks learn more complex posterior distributions
rather than simple Bernoulli ones (Blundell et al., 2015). Thus, it is important that our
implementation of BNNs using bitstream computing is capable of deploying these higher
precision networks with complex posterior structures. We address these design challenges

in the rest of this dissertation.



1.5 SUMMARY

Uncertainty quantification is an important pillar of building trustworthy Al systems.
Bayesian Neural Networks (BNNs) have been shown to provide useful uncertainty while
preserving the high prediction accuracy of Deep Neural Networks (DNNs). However,
employing BNNs at the edge introduces important challenges including the need for high-
throughput random sampling and computational inefficiencies. We argue that bitstream
computing can be a natural fit to address these challenges as they offer dedicated
hardware for random sampling and can address computational inefficiencies through
approximate computing. In the rest of this thesis, we will address the different challenges
of deploying BNNs on bitstream computing substrates through various algorithm and
computer architecture design methodologies. In particular, our main contributions are as

follows:

* We will present a brief background on ML models for Bayesian Inference and
discuss training techniques for adapting them for BC substrates.

¢ Present a case study for deploying Bayesian inference models on BC substrates.

* We will explore design of Pseudo Random Number Generators as a key component
in Bayesian inference and propose a new design for BC substrates.

* Propose an early stopping method for Bayesian neural networks implemented on
bitstream computing substrates to achieve computational efficiency.

¢ Evaluate the performance of the proposed design and show its advantages over

conventional architecture designs.

We have organized the remainder of this document as follows. Chapter 2 provides
detailed background on uncertainty quantification, BNNs, and bitstream computing.
Chapter 3 discusses quantization as it pertains to conventional, deterministic DNNs and

proposes a new DNN compression method. Chapter 4 explores issues of quantization,
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precision, and numerical range for BNNs on bitstream computing and presents a baseline
architecture for a BNN on a bitstream computing substrate. Chapter 6 will present the
theoretical arguments for exploiting existing random number generators in bitstream
computing substrates for BNN computations. This chapter further uses the proposed
random number generator design for proposing an early stopping of bitstream computing
to improve computational efficiency. Chapter 7 presents our experimental result. And

finally, chapter 8 concludes this thesis and presents future directions of research.
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2 RELATED WORKS

In recent years, the field of machine learning has seen a surge of interest in Bayesian
methods, which offer a powerful framework for incorporating prior knowledge and
uncertainty into the modeling process. Bayesian Inference and Bayesian Neural Networks
(BNNSs) have emerged as promising techniques for addressing some of the key challenges
in machine learning, including overfitting, model selection, and uncertainty estimation.
Furthermore, recent developments in hardware accelerators and stochastic computing
have opened up new avenues for efficiently implementing BNNss in resource-constrained
environments. In this related works chapter, we survey some of the recent advances
in Bayesian Inference, BNNs, BNN Accelerator Hardware, and Stochastic Bitstream

Computing, and discuss their potential impact on the field of machine learning.

2.1 BAYESIAN INFERENCE

Bayesian Inference is a powerful statistical tool for constructing and updating hypotheses
to analyze unknown parameters based on observations. Let H be hypothesis we wish
to investigate, associated with a set of observations like D. The idea is to assume a
prior probability distribution p(#) which denotes the plausibility of all possible H prior
to making any observations. The Bayesian approach then infers the probability of the
hypothesis conditioned on the observed data using the Bayes’ theorem. This is referred to

as the posterior priority distribution, computed as:



12

p(D|H)p(H)
p(D)

The posterior probability of the hypothesis is therefore proportional to the product

p(H|D) =

of the likelihood and prior. The denominator is the marginal probability of the obser-
vations. Learning can be done through Maximum A Posteriori (MAP) by maximizing
p(D|H)p(H). This principle has been successfully applied in a wide range of scientific
tields such as medicine (Breda, Zavolan, and Nimwegen, 2021), environmental research
(Cooley, Nychka, and Naveau, 2007), finance (Nirwan and Bertschinger, 2020), and astro-
physics (Maselli et al., 2020).

As the complexity of a problem grows, it can become challenging to calculate the
probabilities accurately. For instance, in a deep learning problem where where we often
deal with high-dimensional data and the goal is to learn the parameters of a large
network, computing the density of the network output will be intractable. In such cases,
approximate methods are often employed to estimate the probability distribution of the
network output.

Variational Inference (Blei, Kucukelbir, and McAuliffe, 2017) is a widely used ap-
proximate method for Bayesian Inference that has shown remarkable performance in
many applications. It involves approximating the posterior distribution of the network
parameters using a simpler distribution that can be calculated more easily. We then try
to minimize the difference between this approximation and the true posterior using, for
example, their Kullback-Leibler divergence. Variational Inference has several advantages
over other approximate methods, such as Markov Chain Monte Carlo (S. Brooks et al.,
2011), including being computationally faster and more scalable for large datasets. It was
first applied to neural networks by G. E. Hinton and Van Camp (1993) and improved by
Graves (2011) which allowed it to be employed for designing deep networks. Since then,
there have been many studies in applications of Variational Inference in deep learning

models (Bui et al., 2016; Hernandez-Lobato and Adams, 2015; Wilson et al., 2016).



13

Variational Inference is a powerful technique that offers several key advantages in
the realm of deep learning. A significant one of these is its ability to act as a principled
regularization technique that helps to improve generalization (Blundell et al., 2015;
Srivastava et al., 2014). It constrains the complexity of the model during training while
introducing stochastic uncertainty to the neural network weights. This way Variational
Inference helps to prevent overfitting and, at the same time, allows the model to explore
different possible configurations, which can help it avoid getting stuck in suboptimal
solutions.

Additionally, Variational Inference has been shown to be effective for aggressive
compression purposes (Louizos, Ullrich, and Welling, 2017; Molchanov, Ashukha, and
Vetrov, 2017; Ullrich, Meeds, and Welling, 2017). Ullrich, Meeds, and Welling (2017)
argued for applying the Minimum Description Length principle (Griinwald, 2007) to
the complexity of a deep learning model. By carefully choosing priors for the network
weights, stochastic gradient descent can naturally produce a quantized and pruned
network that maintains high accuracy.

Finally, a critical capability of Variational Inference is its ability to evaluate the un-
certainty of a model (Durk P Kingma, Salimans, and Welling, 2015; Shridhar, Laumann,
and Liwicki, 2018). Specifically, it enables us to quantify the uncertainty of the network’s
predictions for each input sample, which can be particularly useful in scenarios where
the consequences of an incorrect prediction are significant. By providing a measure of

uncertainty, we can make more informed decisions and take appropriate actions.

2.2 UNCERTAINTY QUANTIFICATION

While accuracy is often considered the default metric for evaluating Al systems, it can
be a misleading measure, particularly in applications where misclassification can have

catastrophic consequences. This is particularly relevant for Al systems that deal with
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safety and privacy, such as wearable healthcare devices, smart assistants, and robotics. An
erroneous classification can be life-threatening or expose sensitive personal information to
unauthorized parties. In such cases, it is preferable to abstain from making a classification
rather than making an incorrect one. For instance, misclassifying a patient’s condition
in a healthcare device can be fatal, while a smart assistant mistakenly recording and
transmitting private conversations to the cloud can pose a severe privacy risk. Therefore,
it is vital to evaluate the uncertainty of Al predictions to identify situations where the
system lacks confidence in its predictions or is uncertain. This enables more informed
decision-making, reduces the risk of errors, and enhances the safety and privacy of Al
applications.

Quantifying uncertainty in traditional deep learning models trained using determin-
istic methods is a complex task. Various methods, such as margin sampling (Scheffer,
Decomain, and Wrobel, 2001) or information entropy (Settles, 2009), have been proposed
for measuring predictive uncertainty, but deterministic approaches tend to be overly
confident (K. Wang et al., 2016). Although acceptable in low-risk scenarios like active
learning, safety and security applications demand more reliable techniques. Bayesian
Inference and Variational Inference, which approximates Bayesian Inference, are tech-
niques that can provide measures of prediction variability. Several Variational Inference
methods, including Bayesian Neural Networks (Neal, 2012) and Variational Dropout
(Gal and Ghahramani, 2016), have been employed for uncertainty quantification in deep
learning.

However, while Dropout is a widely used technique for uncertainty quantification
due to its ability to avoid adding extra complexity to the model, its ease of scalability, and
its ability to approximate Variational Inference (Durk P Kingma, Salimans, and Welling,
2015), studies indicate that it can still overestimate model confidence, even in simple
cases (Gissin and Shalev-Shwartz, 2019). Alternatively, fully Bayesian Neural Networks

can better approximate true uncertainty (Kendall and Gal, 2017). Additionally, methods
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like Bayes-By-Backprop (Blundell et al., 2015) and BayesBiNN (Meng, Bachmann, and
M. E. Khan, 2020) have demonstrated that training Bayesian Neural Networks using
simple stochastic gradient descent and similar computational complexity to deterministic
deep learning models can address scalability concerns. As such, it is necessary to consider
these techniques to improve the reliability and safety of Al systems in safety-critical and
security-critical applications.

Although Bayesian neural networks (BNNs) can provide a favorable trade-off between
scalability and accurate uncertainty quantification, they present significant challenges
to their underlying computing platform compared to non-Bayesian models. During the
inference stage, BNNss require computing the output conditional distribution p(y|x, 6, D)
for each input x, which makes them more computationally intensive than traditional neu-
ral networks that output a single point estimate. This increased computational cost can be
a bottleneck for real-time and resource-constrained applications. Additionally, computing
the posterior distribution involves integration over the high-dimensional space of network
weights 6, which is typically achieved using Monte Carlo approximation (Geweke, 1989).
This requires performing multiple forward passes, whereas a non-Bayesian model only
requires one pass. Furthermore, estimating the output distribution numerically neces-
sitates sampling the posterior distribution of the weights, which adds complexity to
the conventional pipelines used in deep learning applications. Consequently, deploying
BNNSs requires careful design, especially at the edge, where there are strict limitations on

power, energy, and cost.

2.3 HARDWARE ACCELERATORS FOR DEEP MODELS

Hardware accelerators have become increasingly popular for deep learning tasks due
to their ability to provide significant speedups and energy efficiency over traditional

CPUs and GPUs. In particular, the demand for real-time and low-power applications
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has led to the development of specialized hardware accelerators designed specifically
for deep neural networks. These accelerators can exploit the highly parallel nature
of deep learning algorithms to achieve orders of magnitude faster processing speeds
while consuming significantly less power than traditional computing platforms. However,
although there have been significant advancements in hardware accelerators for traditional
neural networks, Bayesian neural networks (BNNs) present additional challenges for
their deployment. To better understand these challenges it is important that we take a
look at some of the recent advances in hardware accelerators for deep models, including
field-programmable gate arrays (FPGAs), application-specific integrated circuits (ASICs),
and tensor processing units (TPUs).

Deep learning has been propelled by specialization, which has enabled the develop-
ment of efficient methodologies for training neural networks. While these methodologies
have been around for decades (Rumelhart, G. E. Hinton, and Williams, 1986), the compu-
tations required for training were prohibitively expensive until the widespread availability
of general-purpose computing on GPUs. While some may argue that “the history of
deep learning began with AlexNet” (Alom et al., 2018), it was the implementation of
convolution operations on GPUs that enabled the exploration of “interestingly large”
convolutional neural networks (CNNs) (Krizhevsky, Sutskever, and G. E. Hinton, 2017).
GPUs remain ubiquitous in machine learning applications, especially for training in data
centers, where their higher precision is necessary (Reuther et al., 2020). There has been
several prominent additions to the space of specialized ML hardware since. These include
Microsoft’s Brainwave project (Chung et al., 2018) which took advantage of the flexibility
of FPGA’s to enable precision-adaptable training on the cloud. Google on the other hand
developed the TPU (Jouppi et al., 2017) as ASIC chip with optimized fixed-point integer
operations to achieve high throughput and energy efficiency. However, computing at the

edge presents a different challenge.



17

In most cases, the focus of edge applications is on inference rather than training. While
techniques like federated learning (McMahan et al., 2017) exist for training models at
the edge, they often come with challenges like privacy concerns (Boenisch et al., 2021).
For inference at the edge, CPUs are common because they are widely available and
easier to use (Hazelwood et al., 2018). Alternatively, highly optimized dedicated hardware
accelerators can be used to take advantage of deep neural networks’ tolerance of low-
precision computing for inference. As the demand for intelligent edge devices grows, the
development of more specialized and efficient hardware has more and more shaped the
future of deep learning at the edge.

There have been more designs for deep learning accelerators that can be mentioned
here. For an extensive list of such designs, take a look at studies by Reuther et al.
(2019) and by Capra et al. (2020). Eyeriss (Y.-H. Chen, Emer, and Sze, 2016) is a notable
example which used a spatial architecture and a row-stationary data-flow to achieve high
energy efficiency. DianNao (T. Chen et al., 2014) similarly minimized memory access.
Qualcomm developed Snapdragon processors for computing on quantized operations
(Frumusanu, 2018). NVIDIA recently proposed NVIDIA Deep Learning Accelerator
(NVDLA) (Farshchi, Q. Huang, and Yun, 2019), a modular and scalable open-source
platform that supports a range of neural network models.

These architectures were originally created for conventional deep learning models
and consequently encounter the same problems with overconfidence as Bayesian Neural
Networks. Nonetheless, these architectures are not easily adaptable for deploying Bayesian
Neural Networks due to their limited ability to generate random numbers at high
throughputs, which is a critical requirement for sampling learned posterior distributions.
Recently, there have been a few architecture designs that are suitable for BNNs. We will

examine the related platform designs for Bayesian Inference next.
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2.4 HARDWARE PLATFORMS FOR BNNS

BNNs offer unique advantages over traditional neural networks, including the ability to
capture and quantify uncertainty in the model predictions. However, the implementation
of BNNs in hardware presents several challenges, including computational efficiency
as well as random number generation. As BNNs require several forward passes for
each input, they can suffer from low computation efficiency. Furthermore, they need
high-throughput generation of random numbers for all BNN weights. In recent years,
researchers have proposed several hardware platforms specifically designed for Bayesian
Inference and BNNs to address these challenges. In this section, we will discuss some of
the most prominent hardware platforms.

Several works have proposed novel designs and methodologies for Bayesian inference,
such as those by X. Zhang et al. (2021) and Chai et al. (2022) which proposed designs
for Markov Chain Monte Carlo (Robert and Richardson, 1998) methods. While MCMC
methods offer transparency and conceptual simplicity, these accelerators cannot be used
for large BNN models. In another work, Fernandes et. al. (Fernandes et al., 2016) proposed
a dedicated architecture for stochastic models using bitstream computing. However, their
approach was limited to low-dimensional sensor data for simple robotics control using a
shallow model. As such, their design cannot be used for deep BNN models.

FastBCNN (Wan and Fu, 2020) is another work that has proposed an accelerator for
Bayesian neural networks. It took advantage of the fact that BNNs pass the same input
through the network multiple times. They hypothesized that if the output of a ReLU
activation unit is 0 in the first pass, it is likely to be 0 in the subsequent passes as well.
Therefore, they can avoid recomputing this neuron unless its inputs change significantly.
This allows them to improve computational efficiency by reducing redundant operations.
However, the design is limited to networks that use Dropout layers, which can make it

less applicable to a broader range of models. Not to mention, they were shown to be
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overconfident compared to fully Bayesian Neural Networks. In contrast, we will propose
an approach that aims to enable uncertainty quantification for a wide range of applications
by offering an efficient hardware accelerator for deep networks with all-Bayesian layers.
It is worth noting that as FastBCNN used Dropout for incorporating Bayesian Inference,
they were able to get away with using simple random number generators.

VIBNN (Cai et al., 2018) and Shift-BNN (Wan, Xia, et al., 2021) are two works that have
focused on optimizing the design of Random Number Generators (RNGs) for efficient
random weight sampling in BNNs. VIBNN proposes a design using Wallace method that
generates new Gaussian random samples through linear combination of Gaussians. The
authors demonstrate that their approach can achieve comparable accuracy to conventional
deep learning models on CPU. Shift-BNN, on the other hand, introduces a new approach
to generating random weights based on random bit shifts and uses it for training BNNs.
While these methods demonstrate good model accuracy, they do not discuss uncertainty
quantification or its effect on decision making and cost.

Overall, while there have been several studies into accelerators for Bayesian inference,
to our knowledge, a unified solution for the computational efficiency and random
number generation remains a challenge as the existing designs address completely
different Bayesian algorithms. Thus, an efficient hardware design that enables uncertainty
quantification for deep neural networks with all-Bayesian layers still does not exist. We
address these challenges through stochastic bitstream computing. Bitstream computing
allows us to address computational efficiency issues through approximate computing.
Furthermore, as bitstream computing paradigms already incorporate random number
generators, they can easily adapt to BNN computing. In fact, we will propose a design
that adapts the existing random number generators of bitstream computing architectures
for Bayesian Neural Network random posterior samples. In the next section, we will

discuss related works in bitstream computing.
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2.5 BITSTREAM COMPUTING

Bitstream Computing offers an approximate computing paradigm that complements
the computation flow of Bayesian Neural Networks, providing a promising solution to
overcome the deployment challenges of such networks at the edge. This section provides
a comprehensive overview of this paradigm, followed by a discussion of previous studies

that have leveraged it to enhance Machine Learning applications.

2.5.1 Bitstream Computing Overview

The added computations of BNNs naturally translate to higher resource requirements.
We plan to address this challenge using bitstream computing. Conceptually, BC performs
computations between probabilities, represented as long-run bitstreams where frequency
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1

of observing a bit represents the underlying probability. Figure 2.1 illustrates this
concept for performing multiplications. On the left side, the two input bitstreams S; and
Sy, represent underlying probabilities g and %, respectively. Note that we have chosen to
write these values this way since each bitstream has a length 8 and the bitstreams contain
6 and 4 non-zero bits. It is important that these bitstreams are generated randomly such
that the probability of seeing a non-zero bit in each bitstream is equal to its underlying
nominal value. Had we opted for longer bitstreams, the same values could be represented

by having the same rates of non-zero bits.

Stochastic Bitstream
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Figure 2.1: Multiplication in Bitstream Computing

The consequence of generating random samples is that the observed number of

non-zero bits in a bitstream may not match exactly the desired frequency but only in
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expectation. In fact, for a randomly generated bitstream of length T with the probability p,
the observed value will approximately follow a Gaussian distribution like A/ (p, p(l—T_p)).
Since the variance has an inverse relationship with the size of T, as we choose longer
bitstreams, the intended values are represented more accurately.

In the example of Figure 2.1, the AND gate performs a multiplication between the two
bitstreams. The output of an AND gate is non-zero only when both inputs are non-zero.
Since such a case happens with a probability of § x § = 3, the expected output probability
is the product of the input probabilities. Similar to when generating stochastic bitstreams,
how accurately the output bitstream represents the desired output will directly depend
on the length of the bitstream. As such, bitstream computing allows flexibly adjusting
computation precision, though it introduces an important trade-off between delay and
precision. There have been several proposals regarding the optimal lengths of bitstreams
(Alaghi and Hayes, 2014; Hsiao, San Miguel, and Anderson, 2022) so that the output
stabilizes without adding too much overhead, however, it is still important that the
end-to-end accuracy of the results be verified experimentally.

Bitstream computing reduces the circuit cost as well as the power cost of performing
computations. As we see in the example above, a multiplication can be performed, instead
of with a complicated ALU, by a single AND gate. Other arithmetic operations can be
performed using similarly simple circuits (Lee and Halim, 2020). In addition, previous
studies have explored various stochastic implementations of non-linear functions using
Finite State Machines for executing neural network operations (Y. Liu et al., 2020).

As such, compared to a conventional computing substrate a BC substrate requires
much cheaper architectures which in turn will result in lower power consumption
(Daruwalla and Zhuo, 2019). In addition, computations using bitstreams can result in
sparse signals which will further lower power consumption. This low power and cost
makes BC suitable for edge computing as it is the case that resources like power and

energy are tightly limited at the edge.
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2.5.2 Bitstream Computing in Machine Learning

The low-power consumption of Bitstream Computing circuits has made them attractive
for machine learning applications at the edge. Therefore, various previous studies have
exploited them for edge computing including in image processing (Alawad and M. Lin,
2014), control (D. Zhang and H. Li, 2008), and computer vision (B. Li, Najafi, and Lilja,
2016). These have studied the challenges of employing Bitstream Computing for ML
applications at the edge.

Y. Zhang, S. Lin, et al. (2020) argued for exploiting and reinforcing the fault-tolerance
aspect of Bitstream Computing for neural network applications. They argued that the
stochastic nature of Bitstream Computing makes it more tolerant of errors due to its
uniform coding scheme. This makes it suitable for harsh environments and low-precision
computing which are both aspects of computing at the edge. They then designed archi-
tectures that reinforced these fault-tolerance characteristics.

One important challenge in employing Bitstream Computing for complex machine
learning applications is efficient stochastic bitstream generation. A key assumption in
the multiplication example of Figure 2.1 is that the input bitstreams are not correlated.
In fact, correlation can be an important limiting factor in achieving deep models using
Bitstream Computing (Alaghi and Hayes, 2013). This can be achieved by using separate
independent stochastic bitstream generators for each input bitstream. As allocating
individual stochastic bitstream generators to each value can be expensive for large
models, Linear Feedback Shift Registers (LFSRs) have become standard in Bitstream
Computing. LFSRs can produce uniformly distributed random numbers using simple
hardware and can have low correlation which makes them ideal for Bitstream Computing
(Jeavons, Cohen, and Shawe-Taylor, 1994). We will further discuss the architecture of an

LFSR and how it is used to generate stochastic bitstreams in Chapter 6.
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The random sampling present in the computation flow of Bitstream Computing
resembles that of Bayesian Neural Networks. This can be helpful in computing at the
edge where by using the LFSRs we may be able to generate the random weight samples
needed. Exploiting the existing random number generation hardware can help streamline
computations and enable higher performance and computational efficiency. This to
our knowledge has not been done in the literature. Fernandes et al. (2016) proposed a
dedicated architecture for stochastic models using bitstream computing. However, their
approach was limited to low-dimensional sensor data for simple robotics control using a
shallow model. As such, their design cannot be used for deep BNN models with complex
posterior distributions. In this project, we will exploit this similarity to design Stochastic
Bitstream Generators that are better suited for Bayesian Neural Networks.

Bitstream Computing performs computations serially which can be slow when bit-
streams are long. Some efforts have tried to improve this by incorporating bit-parallel
operations (Y. Zhang, R. Wang, et al., 2020). Other studies have addressed this challenge
by adapting training of the neural network to tolerate stochasticity. Hirtzlin et al. (2019)
showed that by adding stochastic noise to input images during training of a neural
network, its Bitstream Computing implementation achieves high accuracy with shorter
bitstreams. Others still have tried to determine the length of the bitstreams dynamically by
stopping computations when the stochastic properties of the outputs bitstreams stabilize
(Hsiao, San Miguel, and Anderson, 2022). This allows us to balance energy consump-
tion and computation delay (Kim et al., 2016) through anytime computing algorithmic
solutions (Zilberstein, 1996). In this work, we will build on this concept of dynamic early
stopping and apply it to uncertainty quantification.

Finally, Daruwalla and Zhuo (2019) proposed the Bitstream Synthesizer and Designer
(BitSAD), a domain-specific language for bitstream computing to address the lack of of
sufficient development tools for bitstream computing. It supports scalar as well as matrix

operations and allows for bit-level, cycle-accurate simulation of bitstream computations.
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Furthermore, it can produce synthesizable verilog code to generate bitstream computing

hardware. We use this tool for simulating and evaluating our designs.

2.6 SUMMARY

Bayesian Neural Networks have shown a promising ability to quantify uncertainty, which
is critical for applications such as autonomous driving, medical diagnosis, and financial
forecasting. By incorporating prior knowledge and uncertainty into the modeling process,
BNNSs can provide a more accurate estimate of the model’s output and its associated
uncertainty. However, deploying BNNs at the edge can be challenging due to resource
constraints, such as limited energy and computational resources. Bitstream Computing
can help overcome these challenges by providing low energy consumption. In addition, the
existing random number hardware in Bitstream Computing substrates can be exploited for
weight sampling of BNNs. Finally, Bitstream Computing can also improve computational
efficiency through approximate computing, resulting in more accurate models with
short bitstreams. Overall, the combination of BNNs and Bitstream Computing provides
a promising solution for deploying machine learning models at the edge capable of

uncertainty quantification while maintaining high accuracy and low energy consumption.
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3 ADAPTIVE QUANTIZATION OF DEEP NEURAL
NETWORKS

Deploying Deep Learning models onto resource-constrained edge computing devices
is challenging due to their large size and complexity, even though they have state-of-
the-art accuracy in various classification problems. Recent studies have reported success
in reducing this complexity through quantization of DNN models, which can make
inference at the edge more efficient. Before discussing bitstream computing which in a
sense employs extreme quantization methods using 1-bit computations, and in Bayesian
settings, it is important to carefully study the challenges of employing quantization and
compression methods in deterministic contexts.

Inference can usually get away with low-precision computations and weights. This
can be exploited for reducing computation costs at the edge. Early studies showed that
by simply reducing the computation precision of a neural networks that was already
trained using floating-point precision to standard fixed-point precisions like 16-bit and
8-bit operations, without losing much accuracy (Song et al., 2020). There were further
proposals for training a neural networks with even smaller representations, i.e. 4-bit
and 2-bit representations (F. Li, B. Zhang, and B. Liu, 2016; C. Zhu et al., 2016). Other
works have further pushed quantization to the extreme by training models with weights
represented using 1-bit representations (Courbariaux, Hubara, et al., 2016; Rastegari et al.,
2016).

Although these quantization methods can significantly reduce model complexity, they
generally have two key constraints. First, they ignore the accuracy degradation resulting

from quantization, during the quantization, and tend to remedy it, separately, through
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quantized learning schemes. However, such schemes have the disadvantage of converging
very slowly compared to full-precision learning methods. Second, they treat all network
parameters similarly and assign them the same quantization width, i.e. the number of bits
used to store the fixed-point quantized value. This is while previous works have shown
different parameters do not contribute to the model accuracy equally. Disregarding this
variation limits the maximum achievable compression.

However, these studies usually do not consider the changes in the loss function
when performing quantization, nor do they take the different importances of DNN
model parameters to the accuracy into account. We address these issues in this chapter
by proposing a new method, called adaptive quantization, which simplifies a trained
DNN model by finding a unique, optimal precision for each network parameter such
that the increase in loss is minimized. The optimization problem at the core of this
method iteratively uses the loss function gradient to determine an error margin for each
parameter and assigns it a precision accordingly. Since this problem uses linear functions,
it is computationally cheap and, as we will show, has a closed-form approximate solution.
Experiments on MNIST, CIFAR, and SVHN datasets showed that the proposed method
can achieve near or better than state-of-the-art reduction in model size with similar error
rates. Furthermore, it can achieve compressions close to floating-point model compression

methods without loss of accuracy.

3.1 INTRODUCTION

Deep Neural Networks (DNNs) have achieved incredible accuracies in applications
ranging from computer vision (Simonyan and Zisserman, 2014) to speech recognition
(G. Hinton et al., 2012) and natural language processing (Devlin et al., 2014). One of
the key enablers of the unprecedented success of DNNSs is the availability of very large

model sizes. While the increase in model size improves the classification accuracy, it
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inevitably increases the computational complexity and memory requirement needed
to train and store the network. This poses challenges in deploying these large models
in resource-constrained edge computing environments, such as mobile devices. These
challenges motivate neural network compression, which exploits the redundancy of neural
networks to achieve drastic reductions in model sizes. The state-of-the-art neural network
compression techniques include weight quantization (Courbariaux, Bengio, and David,
2015), weight pruning (Han, Mao, and Dally, 2015), weight sharing (Han, Mao, and Dally,
2015), and low rank approximation (Zhao et al., 2017). For instance, weight quantization
has previously shown good accuracy with fixed-point 16-bit and 8-bit precisions (Qiu
et al., 2016; Suda et al., 2016). Recent works attempt to push that even further towards
reduced precision and have trained models with 4-bit, 2-bit, and 1-bit parameters using
quantized training methods (Courbariaux, Bengio, and David, 2015; Hubara, Courbariaux,
Soudry, El-Yaniv, et al., 2016a,b; Zhou et al., 2016).

Although these quantization methods can significantly reduce model complexity,
they generally have two key constraints. First, they ignore the accuracy degradation
resulting from quantization, during the quantization, and tend to remedy it, separately,
through quantized learning schemes. However, such schemes have the disadvantage of
converging very slowly compared to full-precision learning methods. Second, they treat
all network parameters similarly and assign them the same quantization width*. This is
while previous works (Han, Mao, and Dally, 2015; Hubara, Courbariaux, Soudry, El-Yaniv,
et al., 2016a,b) have shown different parameters do not contribute to the model accuracy
equally. Disregarding this variation limits the maximum achievable compression.

In this chapter, we address the aforementioned issues by proposing adaptive quantiza-
tion. To take the different importances of network parameters into account, this method
quantizes each network parameter of a trained network by a unique quantization width.

This way, parameters that impact the accuracy the most can be represented using higher

' Number of bits used to store the fixed-point quantized value.
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precisions (larger quantization widths), while low-impact parameters are represented
with fewer bits or are pruned. Consequently, our method can reduce the model size signif-
icantly while maintaining a certain accuracy. The proposed method monitors the accuracy
by incorporating the loss function into an optimization problem to minimize the models.
The output of the optimization problem is an error margin associated to each parameter.
This margin is computed based on the loss function gradient of the parameter and is used
to determine its precision. We will show that the proposed optimization problem has a
closed-form approximate solution, which can be iteratively applied to the same network
to minimize its size. We test the proposed method using three classification benchmarks
comprising MNIST, CIFAR-10, and SVHN. We show that, across all these benchmarks,
we can achieve near or better compressions compared to state-of-the-art quantization
techniques. Furthermore, we can achieve compressions similar to the state-of-the-art
pruning and weight-sharing techniques which inherently require more computational

resources for inference.

3.2 PROPOSED QUANTIZATION ALGORITHM

Despite their remarkable classification accuracies, large DNNs assimilate redundancies.
Several recent works have studied these redundancies by abstracting the network from
different levels and searching for, in particular, redundant filters, e.g. DenseNets (G.
Huang, Z. Liu, and Weinberger, 2016), and redundant connections, e.g. Deep Compression
(Han, Mao, and Dally, 2015). In this work, we present an even more fine-grained study
of redundancy and extend it to fixed-point quantization of network parameters. That is,
we approximate the minimum size of the network when each parameter is allowed to
have a distinct number of precision bits. Our goal here is to represent parameters with
high precisions only when they are critical to the accuracy of the network. In this sense,

our approach is similar to weight pruning (Han, Mao, and Dally, 2015) which eliminates
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all but the essential parameters, producing a sparse network. In the rest of this section,
we first formally define the problem of minimizing the network size as an optimization
problem. Then, we propose a trust region technique to approximately solve this problem.
We will show that, in each iteration of the trust region method, our approach has a
straightforward, closed-form solution. Finally, we will explain how the hyper parameters
in the algorithm are chosen and discuss the implications of the proposed technique.

It is also important to discuss the benefits of this fine-grained quantization for perfor-
mance. In particular, besides its storage advantages, we argue that this method can reduce
the computation, if the target hardware can take advantage of the non-standard, yet small
quantization depths that our approach produces. We note that there exist techniques
on CPU and GPU for fixed-point arithmetics with non-standard quantization widths,
e.g. SWAR (Cameron and D. Lin, 2009). But, we believe our proposed quantization is ideal
for FPGAs and specialized hardware. The flexibility of these platforms allows for design
of efficient computation units that directly process the resulting fixed-point quantized
parameters. This was recently explored by Albericio et al. (2017), who designed spe-
cialized computation units for variable bit-width parameters that eliminated ineffectual
computations. By minimizing the overall number of bits that need to be processed for a

network, the proposed quantization achieves the same effect.

3.2.1 Problem Definition

A formal definition of the optimization problem that was discussed previously is pre-
sented here. Then, key characteristics of the objective function are derived. We will use
these characteristics later when we solve the optimization problem.

We minimize the aggregate bit-widths of all network parameters while monitoring
the training loss function. Due to the quantization noise, this function deviates from its

optimum which was achieved through training. This noise effect can be controlled by
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introducing an upper bound on the loss function in order to maintain it reasonably close
to the optimum. Consequently, the solution of this minimization problem represents
critical parameters with high precision to sustain high accuracy and assigns low precisions
to ineffectual ones or prunes them. The problem described here can be defined in formal

terms as below.

n

mv\i]nNQ(W) =) Ny(wj) (3.1)

=
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Here, n is the number of model parameters, W = [w;...w,]T is a vector of all model
parameters, w; is the i-th model parameter, and the function N,(w;) is the minimum
number of bits required to represent wj in its fixed-point format. As a result, No(W) is
the total number of bits required to represent the model. In addition, £(W) is the loss
function value of the model W over the training set (or a minibatch of the training set).
Finally, £ (> L£(Wj)) is a constant upper bound on the loss of the neural network, which is
used to bound the accuracy loss, and Wy is the vector of initial model parameters before
quantization.

The optimization problem presented in Equations 3.1 and 3.2 is difficult to solve
because of its non-smooth objective function. However, a smooth upper limit can be
found for it. In the lemma below we derive such a bound. To our knowledge, this is the
first time such a bound has been developed in the literature.

]T

Lemma 3.1. Given a vector of network parameters W, a vector of tolerance values T = [1...T,

4

and a vector of quantized network parameters Wy = [w;’...wZ]T, such that each w?,i € [1,n] has

a quantization error of at most T;, meaning it solves the constrained optimization function:

min Ny (w]) (3-3)
w1

lw! —wi| <7 (3-4)
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We have that:
No(W) < ®(T) (3-5)

Where ®(T) is a smooth function, defined as:

O(T) =—) log, T (3.6)
i=1

Proof. In Equation 3.3, we allow each parameter w; to be perturbed by at most 7; to
generate the quantized parameter w?. The problem of Equation 3.3 can be easily solved
using Algorithm 1, which simply checks all possible solutions one-by-one. Here, we
allocate at most 32 bits to each parameter. This should be more than enough as previous
works have demonstrated that typical DNNs can be easily quantized to even 8 bits

without a significant loss of accuracy.

Algorithm 1 Quantization of a parameter

procedure QUANTIZE_PARAMETER(w);, T;)
w? 0
N; <0
while le <32 do
if |w] — wj| < 7 then
break
end if
w! + round(ZN';wi)/ZNé
Ni < Nj+1
end while
return Né,w?

end procedure

Algorithm 1 estimates w; with a rounding error of up to N}-H' Thus, for the worst
21

case to be consistent with the constraint of Equation 3.3, we need:

et = = Nylw) +12 —log, (3.7)
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In this case the minimization guarantees that the smallest N, (w;) is chosen. This entails:
Ny(w;) < —[log, 7i] =1 < —log, (3.8)
In general, we can expect N;(w;) to be smaller than this worst case. Consequently:

NQ(W) = Z Zlogz T, = O(T) (3-9)
] i=1

]

We should note that for simplicity Algorithm 1 assumes that parameters w; are un-
signed and in the range [0, 1]. In practice, for signed values, we quantize the absolute
value using the same method, and use one bit to represent the sign. For models with
parameters in a range larger than [—1, 1], say [—7, 7] with r > 1, we perform the quantiza-
tion similarly. The only difference is that we first scale the parameters and their tolerances
by % to bring them to [—1, 1] range and then quantize the parameters. When computing
the output of a quantized layer, then, we multiply the result by r to account for the scale.

Following this, the same equations as above will hold.

3.2.2  Solving the Optimization Problem

The optimization problem of Equations 3.1 and 3.2 presents two key challenges. First, as
was mentioned previously, the objective function is non-smooth. Second, not only is the
constraint (Equation 3.2) non-linear, but also it is unknown. In this section, we present a
method that circumvents these challenges and provides an approximate solution for this
problem.

We sidestep the first challenge by using the upper bound of the objective function,

®(T). Particularly, we approximate the minimum of N (W) by first finding the optimal
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T for ®(T) and then calculating the quantized parameters using Algorithm 1. This
optimization problem can be defined as: minimize ®(T) such that if each wj is perturbed

by, at most, T;, the loss constraint of Equation 3.2 is not violated:

mTinCD(T) (3.10)
L(Wy+AW) <7 (3.11)
VAW = [Aw...Awy,|T  *suchthat « Vi€ [1,n] : |Aw;| < T (3.12)

It is important to note that although the upper bound ®(T) is smooth over all its domain,
it can be tight only when Vi € [1,7] : 7; = 27,k € IN. This difference between the objective
function and ®(T) means that it is possible to iteratively reduce No(W) by repeating the
steps of the indirect method, described above, and improve our approximation of the
optimal quantization.

Such an iterative algorithm would also help address the second challenge. Specifically,
it allows us to use a simple model of the loss function (e.g. a linear or quadratic model) as
a stand-in for our complex loss function. If in some iteration of the algorithm the model is
inaccurate, it can be adjusted in the following iteration. In our optimization algorithm, we
will use a linear bound of the loss function and adopt a Trust Region method to monitor
its accuracy.

Trust region optimization methods iteratively optimize an approximation of the
objective function. In order to guarantee the accuracy of this approximation, they further
define a neighborhood around each point in the domain, called a trust region, inside
which the model is a “sufficiently good” approximation of the objective function. The
quality of the approximation is evaluated each iteration and the size of the trust region is
updated accordingly. In our algorithm we adopt a similar technique, but apply it to the

constraint instead of the objective function.



34

Lemma 3.2. We refer to my : R" — R as an accurate estimation of L(W) in a subdomain of L
like D C R", if:
YW eD:my(W)<l= LW)</L (3.13)

Now, let the radius A specify a spherical trust region around the point Wy where the loss function
L is accurately estimated by its first-order Taylor series expansion. Then, the constraint of Equation

3.16, when ||T||2 < A, is equivalent to:

my(T) = L(Wo) +G'T <7 (3.14)

Where G = [g1...gu]T and g; = |[VwL(Wp)];|, Vi € [1,n].

Proof. Since ||T||2 < A, then for AW as defined in Equation 3.12, Wy + AW € D. Therefore,

we can write:

LWy) + VwLW)TAW < LWy) + GTT = my(T) < 0 = LWy +AW) < ¢ (3.15)

O
We note that we did not make any assumptions regarding the point Wy and the result

can be extended to any point in R". Consequently, if we define such a trust region, we can
simply use the following problem as a subproblem that we repeatedly solve in successive

iterations. We will present the solution for this subproblem in the next section.

mjinCID(T) (3.16)
my(T) < ¢ (3.17)

Algorithm 2 summarizes the proposed method of solving the original optimization
problem (Equation 3.1). This algorithm first initializes the initial trust region radius A
and the loss function bound /. It also quantizes the input floating-point parameters W

with 32 bits to generate the initial quantized parameters W'. Here the function Quantize(.,.)
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refers to a pass of Algorithm 1 over all parameters. Thus, using 0 tolerance results in
quantization with 32 bits.

Subsequently, Algorithm 2 iteratively solves the subproblem of Equation 3.16 and
calculates the quantized parameters. In iteration k, if the loss function corresponding
to the quantized parameters W violates the loss bound of Equation 3.2, it means that
the linear estimation was inaccurate over the trust region. Thus, we reduce Ay in the
following iteration and solve the subproblem over a smaller trust region. In this case, the
calculated quantized parameters are rejected. Otherwise, we update the parameters and
enlarge the trust region. But we also make sure that the trust region radius does not grow
past an upper bound like A,

We use two measures to examine convergence of the solution: the loss function and the
trust region radius. We declare convergence, if the loss function of the quantized model
converges to the loss bound / or the trust region radius becomes very small, indicated by
values € and 7, respectively. Note that the protocol to update the trust region radius as
well as the trust region convergence condition used in this algorithm are commonly used

in trust region methods.
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Algorithm 2 Adaptive Quantization
k<0
Initialize Ao, A, and ¢
WO = Quantize(Wp, 0)
while ¢ — L(W*) > ¢ and Ay > 1 do
Define G* = [gk...gk]T for gk = |[VwL(WH)];|
Define m¥(T) = L(W*) + GX' T
Find T* by solving the Trust Region Subproblem (Equation 3.16) with m(T) =

mk(T) following section 2.3
W = Quantize(W¥, T¥)
if L(W) < / then

W W

Ak—H — min(ZAk, K)
else

Aps1 < 30¢
end if
k<—k+1

end while

3.2.3 Trust Region Subproblem

In each iteration k, we can directly solve the subproblem of Equation 3.16 by writing its

KKT conditions:

Vo + ¢ vmk =0 (3.18)

Y (mf—10) =0 (3.19)
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The gradient of the objective function, V& = — 1 [Tllrl—n] cannot be zero. Hence, $* > 0

and m’lf — ¢ = 0. We can use this to calculate T*, the solution of the subproblem.

1
k k_ . . k k _ . Lk ko

VO +¢p'Vmy =0=Vie[ln]: _Tikan—HP g =0=Vie[l,n:1t'¢g = M

(3.20)
Kk 1
=G T = Fin2 (3.21)
Therefore, we can write:
k_ 7 k n = n 0 — L(WFK)

_EZ W —E: = .

" 0= £ )+l/7k1n2 0= PkIn2 n (522)
0 _ k
=Viec([l,n: = LW E(kW ) (3-23)
ng;

If the resulting tolerance vector || T¥||, > Ay, we scale T* so that its norm would be equal
to Ay.

This solution is correct only when g¥ > 0 for all i. It is possible, however, that there
exists some i for which g¥ = 0. In this case, we use the following equation to calculate the

solution TF.

02— L(Wk k
’[’i = i (324)
wil g =0

We treat singular points this way for three reasons. First, a gradient of zero with respect
k

to w; means that the loss is not sensitive to parameter values. Thus, it might be possible
to eliminate it quickly. Second, this insensitivity of the loss £ to wf-‘ means that large
deviations in the parameter value would not significantly affect £. Finally, setting the value
of T¥ to a large value relative to other tolerances reduces their values after normalization

to the trust region radius. Thus, the effect of a singularity on other parameters is reduced.
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3.2.4 Choosing the Hyper-parameters

The hyper-parameters, A, and ¢, determine the speed of convergence and the final
classification accuracy. Smaller trust regions result in slower convergence, while larger
trust regions produce higher error rates. For A, since remaining values could ultimately
be represented by 0 bits (pruned), we choose 2°\/n. Similarly, the higher the loss bound
¢, the lower the accuracy, while small values of loss bound prevent effective model size
reduction. We choose this value in our algorithm on the fly. That is, we start off by
conservatively choosing a small value for ¢ (e.g. £ = L£(W)) and then increase it every
time Algorithm 2 converges. Algorithm 3 provides the details of this process. At the
beginning the loss bound is chosen to be the loss of the floating-point trained model.
After quantizing the model using this bound, the bound value is increased by Scale. These
steps are repeated Steps times. In our experiments in the next section Scale and Steps are

set to 1.1 and 20, respectively.

Algorithm 3 Choosing hyper-parameters

Initialize Steps and Scale

0+ L(Wp)

while Steps > 0 do
Quantize model using Algorithm 2.
Steps < Steps — 1
0+ (% Scale

end while

3.3 EVALUATION

We evaluate adaptive quantization on three popular image classification benchmarks. For
each, we first train a neural network in the floating-point domain, and then apply a pass of

algorithm 3 to compress the trained model. In both these steps, we use the same batch size
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to calculate the gradients and update the parameters. To further reduce the model size,
we tune the accuracy of the quantized model in the floating-point domain and quantize
the tuned model by reapplying a pass of algorithm 3. For each benchmark, we repeat this
process three times, and experimentally show that this produces the smallest model. In
the end we evaluate the accuracy and the size of the quantized models. Specifically, we
determine the overall number of bits (quantization bits and the sign bits), and evaluate
how much reduction in the model size has been achieved.

We note that it is also important to evaluate the potential overheads of bookkeeping
for the quantization widths. However, we should keep in mind that bookkeeping has
an intricate relationship with the target hardware, which may lead to radically different
results on different hardware platforms. For example, our experiments show that on
specialized hardware, such as the one designed by Albericio et al. (2017) for processing
variable bit-width CNN, we can fully offset all bookkeeping overheads of storing quanti-
zation depths, while CPU/GPU may require up to 60% additional storage. We will study
this complex relationship separately, in our future work, and in the context of hardware
implementation. In this chapter, we limit the scope to algorithm analysis, independent of

the underlying hardware architecture.

3.3.1 Benchmarks

We use MNIST (LeCun, Cortes, and Burges, 1998), CIFAR-10 (Krizhevsky, G. Hinton,
et al., 2009), and SVHN (Netzer et al., 2011) benchmarks in our experiments. MNIST
is a small dataset containing 28 x 28 images of handwritten digits from 0 to 9. For this
dataset, we use the LeNet-5 network (LeCun, Bottou, et al., 1998). For both CIFAR-10, a
dataset of 32 x 32 images from 10 object classes, and SVHN, a large dataset of 32 x 32
real-world images of digits, we employ the same organization of convolution layers and

fully connected layers as networks used in BNN (Hubara, Courbariaux, Soudry, El-Yaniv,
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et al., 2016b). These networks are based on VGG (Simonyan and Zisserman, 2014) but
have parameters in full precision. The only difference is that in the case of CIFAR-10, we
use 4096 neurons instead of the 1024 neurons used in BNN, and we do not use batch
normalization layers. We train these models using a Cross entropy loss function. For
CIFAR-10, we also add an L, regularization term. Table 7.2 shows the specifications of
the baseline trained models.

Table 3.1: Baseline models

Dataset Model Model Size | Error Rate

MNIST LeNet-5 12Mb 0.65%
CIFAR-10 | VGG 612Mb 9.08%
SVHN VGG 110Mb 7.26%

3.3.2  Execution Time

The key contributors to the computational load of the proposed technique are back
propagation (to calculate gradients) and quantization (Algorithm 2). Both these operations
can be completed in O(n) complexity. We implement the proposed quantization on Intel
Core iy CPU (3.5 GHz) with Titan X GPU performing training and quantization. The

timing results of the algorithm have been summarized in Table 3.2.

3.3.3 Quatization Results

We evaluate the performance of the quantization algorithm by analyzing the compression
rate of the models and their respective error rates after each pass of quantization excluding

retraining. As discussed in section 2, the quantization algorithm will try to reduce
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Table 3.2: Timing results for training and quantization of the benchmark models in seconds

Dataset Training | Quantization
MNIST 120 300
CIFAR-10 4560 4320
SVHN 1920 2580

parameter precisions while maintaining a minimum classification accuracy. Here we
present the results of these experiments.

Figure 3.1a depicts the error rate of LeNet trained on the MNIST dataset as it is
compressed through three passes of adaptive quantization and retraining. As this figure
shows, the second and third passes tend to have smaller error rates compared to the first
pass. But, at the end of the second pass the error rate is higher than the first one. This
can be improved by increasing the number of epochs for retraining or choosing a lower
cost bound (/). By the end of the third pass, the highest compression rate is achieved.
However, due to its small difference in compression rate compared to its preceding pass,
we do not expect to achieve more improvements by continuing the retraining process.

We also evaluate the convergence speed of the algorithm by measuring the compres-

size of quantized model
size of original model

sion rate (1 — ) of the model after each iteration of the loop in Algorithm
2. The results of this experiment for one pass of quantization of Algorithm 3 have been
depicted in Figure 3.1b. As shown in the figure, the size of the model is reduced quickly
during the initial iterations. This portion of the experiment corresponds to the part of Fig-
ure 3.1a where the error rate is constant. However, as quantization continues, the model
experiences diminishing returns in size reduction. After 25 iterations, little reduction in

model size is achieved. The lower density of data points, past this point, is due to the

generated steps failing the test on the upper bound on the loss function in Algorithm 2.
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Consequently, the algorithm reduces the trust region size and recalculates the tolerance

steps.
L
» 25 12 L
~ e & 100
Q I's H N —~
p 27 | | : o
] '
o Iy I o
u 151 | 9 91 92 93 94 95 96 97 98 | | 9
8 L Compression (%) | ! 3 50+
q 1 g
&
o)
O'50 20 40 60 80 100 "o
Compression (%) 0 10 Itezz'gtion 30 40
(a) Error rate increases as the model is compressed (b) Convergence of quantization. Iterations refers
when retraining is applied to iterations of the loop in algorithm 2.

Figure 3.1: Quantization of LeNet-5 model trained on MNIST dataset

3.4 DISCUSSION

The generality of the proposed technique makes it adaptable to other model compression
techniques. In this section, we review some of the most notable of these techniques and
examine the relationship between their approaches and ours. Specifically, we will explain
how the proposed approach subsumes previous ones and how it can be specialized to
implement them in an improved way.

Pruning: In pruning, small model parameters in a trained network are set to zero,
which means that their corresponding connections are eliminated from the network.
Han, Mao, and Dally (2015) showed that by using pruning, the number of connections
in the network can be reduced substantially. Adaptive Quantization confirms similar
observations, that in a DNN most parameters can be eliminated. In fact, Adaptive
Quantization eliminates 5.6 x, 5.6 X, and 5.3x of the parameters in the networks trained
for MNIST, CIFAR, and SVHN, respectively. These elimination rates are lower compared to
their corresponding values achieved by Deep Compression. The reason for this difference

is that Deep Compression amortizes for the loss of accuracy due to pruning of a large
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number of parameters by using full precision in the remaining ones. In contrast, Adaptive
Quantization eliminates fewer parameters and instead quantizes the remaining ones.

While Adaptive Quantization identifies connections that can be eliminated automati-
cally, Deep Compression identifies them by setting parameters below a certain threshold
to zero. However, this technique might not be suitable in some cases. For an example,
we consider the network model trained for CIFAR-10. This network has been trained
using L, regularization, which helps avoid overfitting. As a result, the trained model has
a large population of small-value parameters. Looking at Figure 3.2a, which shows the
distribution of parameter values in the CIFAR-10 model, we see that most populate a
small range around zero. Such cases can make choosing a good threshold for pruning
difficult.

Weight Sharing: The goal of weight-sharing is to create a small dictionary of pa-
rameters (weights). The parameters are grouped into bins whose members will all have
the same value. Therefore, instead of storing parameters themselves, we can replace
them with their indexes in the dictionary. Deep Compression (Han, Mao, and Dally,
2015) implements weight-sharing by applying k-means clustering to trained network
parameters. Similarly, Samragh, Ghasemzadeh, and Koushanfar (2017) implement weight
sharing by iteratively applying k-means clustering and retraining in order to find the best
dictionary . In both of these works, the number of dictionary entries are fixed in advance.
Adaptive Quantization, on the other hand, produces the bins as a byproduct and does
not make assumptions on the total number of bins.

Deep Compression also identifies that the accuracy of the network is less sensitive to
the fully connected layers compared to the convolution layers. Because of that, it allocates
a smaller dictionary for storing them. Looking at Figure 3.2b and Figure 3.2c, we can see
that results of Adaptive Quantization are consistent with this observation. These figures

show the distribution of quantization widths for one convolution layer and one fully
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connected layer in the quantized CIFAR-10 network. It is clear from these figures that

parameters in the fully connected layer, on average require smaller quantization widths.
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(a) Distribution of parameter val- (b) Distribution of quantization (c) Distribution of quantization
ues after quantization. widths in the first convolution widths in the first fully con-
layer. nected layer.

Figure 3.2: Distributions of parameter values and quantization widths for the CIFAR-10 network.
Pruned parameters have been depicted using a hatch pattern and their populations have been
reported besides their corresponding bars.

Binarization and Quantization: Binarized Neural Networks (Courbariaux, Bengio,
and David, 2015; Hubara, Courbariaux, Soudry, El-Yaniv, et al., 2016b) and Quantized
Neural Networks (Hubara, Courbariaux, Soudry, El-Yaniv, et al., 2016a) can reduce model
size by assuming the same quantization precision for all parameters in the network or
all parameters in a layer. In the extreme case of BNNs, parameters are quantized to
only 1 bit. In contrast, our experiments show that through pruning and quantization,
the proposed approach quantizes parameters of the networks for MNIST, CIFAR-10,
and SVHN by equivalent of 0.03, 0.27, and 1.3 bits per parameter with 0.12%, —0.02%,
and 0.7% decrease in accuracy, respectively. Thus, our approach produces competitive
quantizations. Furthermore, previous quantization techniques often design quantized
training algorithms to maintain the same parameter precisions throughout training. These
techniques can be slower than full-precision training. In contrast, Adaptive Quantization
allows for unique quantization precisions for each parameter. This way, for a trained model,

it can find a notably smaller network, indicating the limits of quantization. In addition, it

does not require quantized training.
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Next, we compare Adaptive Quantization with previous works on compressing neural
network models, in reducing the model size. The results for these comparisons have
been presented in Figure 3.3, which shows the trade-offs that Adaptive Quantization
offers between accuracy and model size. As this figure shows, Adaptive Quantization
in many cases outperforms previous methods and consistently produces compressions
better than or comparable to state-of-the-art. In particular, we mark an optimal trade-
off for each model in Figure 3.3 (red highlight). In these points, the proposed method
achieves 64, 35%, and 14x compression and correspond to 0.12%, -0.02%, and 0.7%
decrease in accuracy, respectively. This always improves or is comparable to the state-
of-the-art of Quantization (BNN and BinaryConnect) and Pruning and Weight-Sharing

(Deep Compression). Below, we discuss these trade-offs in more details.
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Figure 3.3: Trade-off between accuracy and error rate for benchmark datasets. The optimal points
for MNIST, CIFAR-10, and SVHN (highlighted red) achieve 64, 35x, and 14 x compression and
correspond to 0.12%, -0.02%, and 0.7% decrease in accuracy, respectively. BNN-2048, BNN-24096,
BNN-Theano are from (Hubara, Courbariaux, Soudry, El-Yaniv, et al., 2016b); BinaryConnect is
from (Courbariaux, Bengio, and David, 2015); and Deep Compression is from (Han, Mao, and

Dally, 2015)

In both MNIST and CIFAR-10, Adaptive Quantization produces curves below the
results achieved in BNN (Hubara, Courbariaux, Soudry, El-Yaniv, et al., 2016b) and
BinaryConnect (Courbariaux, Bengio, and David, 2015), and it shows a smaller model

size while maintaining the same error rate or, equivalently, the same model size with a

smaller error rate. In the case of SVHN, BNN achieves a slightly better result compared
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to Adaptive Quantization. This is due in part to the initial error rate of our full-precision
model being higher than the BNN model.

Comparison of Adaptive Quantization against Deep Compression (when pruning is
applied) for MNIST shows some similarity between the two techniques, although deep
compression achieves a slightly smaller error rate for the same model size. This difference
stems from the different approaches of the two techniques. First, Deep Compression uses
full-precision, floating-point parameters while Adaptive Quantization uses fixed-point
quantized parameters which reduce the computational complexity (fixed-point operation
vs. floating-point operation). Second, after pruning the network, Deep Compression
performs a complete retraining of the network. In contrast, Adaptive Quantization
performs little retraining.

Furthermore, Adaptive Quantization can be used to identify groups of parameters
that need to be represented in high-precision formats. In a more general sense, the
flexibility of Adaptive Quantization allows it to be specialized for more constrained forms
of quantization. For example, if the quantization requires that all parameters in the same
layer have the same quantization width, Adaptive Quantization could find the best model.
This could be implemented by solving the same minimization problem as in Equation
3.16, except the length of T would be equal to the number of layers. In such a case, G
in Algorithm 2 will be defined as G* = [gk...¢%,]T assuming a total of m layers where gt

oL

would be Y ¢, |a_w]~(Wk> |, and J; the set of parameter indexes belonging to layer i. Then,
each of the resulting m tolerance values of the subproblem of section 2.3 will be applied

to all parameters of one layer. The rest of the solution would be the same.

3.5 SUMMARY

Our approach aims to address the challenge of deploying deep neural network models

on resource-constrained edge computing devices by reducing their size and complexity.
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We achieve this through adaptive quantization, a technique that assigns an optimal
precision to each network parameter to minimize the loss resulting from quantization
while ensuring that critical parameters are represented with high precision. Unnecessary
parameters are either pruned or assigned lower precisions to further reduce model size.
We combine adaptive quantization with fixed-point computation methods such as SWAR
and Bit-pragmatic computation to accelerate inference while maintaining high accuracy.

Our experiments on various benchmarks demonstrate the effectiveness of our ap-
proach. Adaptive quantization significantly reduces DNN model size without sacrificing
accuracy, outperforming state-of-the-art quantization techniques. Moreover, our approach
can achieve similar results to floating-point model compression methods. By minimizing
data movement and simplifying computations, our approach enables efficient deployment
of DNN models on edge devices.

In the next chapter, we explore issues related to quantization, precision, and numerical
range for binary neural networks (BNNs) on bitstream computing. We present a baseline
architecture for a BNN on a bitstream computing substrate and investigate the impact of
quantization on model performance. Our findings will help inform the development of

more efficient and accurate BNN models for edge computing.
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4 IMPLEMENTING BNNS USING BITSTREAM COM-
PUTING

In this chapter, we will investigate the potential of implementing Bayesian Neural Net-
works (BNNs) on bitstream computing substrates and discuss the issues of precision
and quantization. Bitstream Computing (BC) has a stochastic nature and is low-cost
and power-efficient, which makes it a promising platform for deploying BNNs at the
edge. The low power consumption of BC substrates is particularly advantageous for
BNN computations, as many edge tasks requiring Uncertainty Quantification (UQ) have
limited power and energy.

We will explore the case of audio classification for keyword spotting as a task that
requires UQ at the edge. Keyword spotting is an essential task in audio processing, where
systems such as Amazon Alexa, Google Assistant, etc., identify keywords and then start
recording and analyzing further. However, this process raises concerns about privacy
and security, as misclassification can result in the audio processing system recording
the environment and leaking private conversations and data. A BNN can mitigate such
risks by quantifying predictive uncertainty. If the system identifies a keyword with high
uncertainty, it can prompt the user to repeat the keyword, thereby minimizing security
risks.

To demonstrate the feasibility of using BNNs and BC for audio classification at the
edge, we will present a design that leverages the strengths of these technologies. The
rest of this chapter presents the details of our proposed design, our evaluation methodol-
ogy, and our results. We also highlight the challenges of precision and quantization in

implementing Bayesian neural networks in bitstream computing.
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4.1 INTRODUCTION

Bayesian Neural Networks (BNNs) have the unique ability to effectively learn an infinite
ensemble of neural networks, making predictions by averaging the outputs of a random
subset from the ensemble and computing uncertainty as the level of disagreement between
them. While the additional computations required for BNNs can increase the energy
cost of inference, they are critical for many edge applications such as autonomous cars,
robotics, wearable or implantable medical devices, and the Internet of Things, where
Uncertainty Quantification (UQ) is crucial.

To address the challenge of implementing BNNs on low-power and energy-constrained
devices, we propose the Bayesian Bitstream Processor (BBP), a hardware platform that
uses Bitstream Computing (BC). We focus on the keyword spotting task from the MLPerf
Tiny benchmark, which has been designed for benchmarking platforms for Tiny ML
applications. We implement BBP using the BitSAD programming language, which allows
us to simulate its operations and generate the Verilog code for evaluating its hardware.

Previous works on hardware for BNNs have been limited in scope. Fernandes et.
al. (Fernandes et al., 2016) designed a BC circuit for shallow mixture models. VIBNN
(Cai et al., 2018) and Shift-BNN (Wan, Xia, et al., 2021) focused on optimizing RNGs for
efficiently generating random weight samples. Another work, FastBCNN (Wan and Fu,
2020) designed an accelerator for BNNs but it only applies to BNNs that use Dropout
layers.

In contrast, we have designed an efficient hardware platform for deep networks with
all-bayesian layers to allow UQ for a broad range of applications. Our contributions
in this chapter include arguing that BC substrates can address the computation needs
of BNNs, designing a hardware platform for deploying BNNs using BC to obtain low

power and energy consumption, implementing the proposed hardware using the BitSAD
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programming language, and evaluating its power and energy improvement over the

MLPerf Tiny baseline.

4.2 OVERVIEW

Figure 4.1 1 depicts an overview of the proposed system based on bitstream computing.
A controller manages the functions of the processor, providing the network parameters
including the means and variances of the distributions of the BNN. Input from a micro-
phone is received in the form of a bitstream and processed using a bitstream computing
circuit which we refer to as the Bayesian Bitstream Processor (BBP). The network param-
eters from the controller are sent to the Gaussian Variate Generator (GVG) unit which
produces random samples of the network parameter distributions and passes them to the
BBP to use in the network’s forward pass computations. The network output is sent back

to the controller for decision making.
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Figure 4.1: The proposed BNN platform. 1 overview of the architecture comprising the Gaussian
Variate Generator (GVG) and Bayesian Bitstream Processor (BBP). 2 the BBP implementing DS-
CNN. 3 Stochastic Number Generator (SNG) details.

We have assumed that the inputs arrive in the form of a bitstream. This is an acceptable
assumption since many microphones generate Pulse-Density Modulated (PDM) outputs
where values are represented in the density of pulses. In addition, we assume inputs are
tirst processed by an onset detection system. As the microphone mainly records silence,

the system only needs to be activated when input signals arrive. This is compatible the
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tinyMLPerf benchmark which assumes input sounds are segmented before being pro-
cessed by the classification mechanism. This also relaxes real-time processing constraints.
We will later discuss how our system may achieve real-time processing of audio inputs.

The Gaussian Variate Generator produces Gaussian random samples for the BNN
weights. We model this component after the one designed by (Alimohammad et al., 2008)
which uses the Box Muller method (Golder and Settle, 1976) to generate random samples.
It is capable of producing random samples at a rate higher than 1 Billion samples per
second. This is fast enough to keep up with the BBP. The drawback of this method is
that the Box Muller method does not have a long tail but in the case of BNNs this can be
tolerated.

As specified in TinyMLPerf (Banbury et al., 2021), the BBP implements the DS-CNN
(Serensen, Epp, and May, 2020) network. This is a feed forward Convolutional Neural
Network (CNN) that uses depthwise separable convolution layers, as shown in Figure 4.2.

Next, we present the details of the implementation of this network in the BBP.

4.3 BITSTREAM COMPUTING CIRCUIT

We have depicted the details of the BBP in Figure 4.1 2 and 3. The BBP comprises the
stochastic layers which implement the layers of DS-CNN in the bitstream computing
domain. Each layer receives both activations and weights in the form of bitstreams.
Activation bitstreams are directly received from the previous stochastic layer or the
input on the left. Weight bitstreams are generated using Stochastic Number Generators
(SNGs). Randomly-sampled, word-coded weights from the GVG are sent to the BBP and
are received by Uniform Random Number Generators (URNGs) that convert them into
stochastic bitstreams. At the end, the bitstreams are accumulated and the results are sent

back to the controller.
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Figure 4.2: The architecture of DS-CNN

The SNGs receive the weight values from the GVG and produce stochastic bitstreams.
They comprise 64-bit Linear-Feedback Shift Registers (LFSRs) and comparators. LFSRs
(Gupta and Kumaresan, 1988) are widely-used random number generators that produce
random values that are uniformly distributed and can be implemented cheaply. The
comparator then generates the bitstream by comparing the random samples with the
weight value from the GVG following a Bernoulli distribution.

We implement the BBP using the BitSAD programming language. BitSAD allows
implementing the flow of the BBP, simulate the bitstream computing architecture, and
generating the verilog code for it. The code for implementing and simulating one matrix
multiplication has been depicted in Figure 4.3. Here, we specify the bitstreams for the
feature maps and the filters using SBitstream. (). Then, using generate. () we can

populate these bitstreams with randomly sample bits. We then define the function that
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we plan to simulate for bitstream computing using simulatable which is then serially
simulated. Here, we will discuss the functions we added to BitSAD in order to implement

BBP as well as the details that need to be considered.

# bitstream length

T = 1000

# Create bitstreams

X = SBitstream. (activations)
w = SBitstream.(weights)

# Populate btstreams with stochastic bits
generate!.(x, T)
generate!.(w, T)

# Define the target function
# i.e. matrix multiplication
foo(x, w) = w % x

y = foo(x, w)

# Simulate bitstream computing
sim = simulatable(foo, x, w)
for t in 1:T
push!.(y, pop!.(sim(foo, x, w)))
end

Figure 4.3: Matrix multiplication in BitSAD

Bitstream Generation: By default, the BitSAD’s generate. () uses the software RNG
which uses the Mersenne Twister, but we modify BitSAD to be able to specify custom
LFSRs to source the random numbers.

Network Layers: BitSAD implements basic matrix operations as well as convolutions
which are implemented using im2col followed by matrix multiplication. We also imple-
ment depthwise convolutions as well as average pooling layers that are used in DS-CNN.
Similar to how regular convolutions are implemented in BitSAD, we use NNlib as the
backend which allows us to maintain a similar syntax.

Scale Factors: When using bitstream computing in BitSAD, it is important to account
for the range of parameters. BitSAD only represents parameters in the [—1,1] range.
When an operation produces a bitstream with a value outside of this range, the bitstream
saturates. To avoid saturation, inputs need to be appropriately scaled. The output is

then multiplied by the inverse of the scale factor to produce correct results. In a matrix
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multiplication, if one of the matrices is known beforehand and the other is in the BitSAD
range, these scale factors can be precomputed (Shukla et al., 2018).

For each layer of DS-CNN, we follow the same method to compute the proper
scale factor. Since BitSAD convolutions use the im2col method, we compute the scale
factors for these layers according to the rearranged filter matrix. Furthermore, since
instead of a deterministic CNN, we are implementing a BNN, we use the mean value
of each parameter to compute the scale factors. We adjust the mean and variance of
these parameters accordingly. The scale factor for each layer is then incorporated in the
following batch normalization layer to compute the correct output.

It is important here to note that scaling parameters for the bitstream computing
substrate proportionally reduces precision. Therefore, in order to recover the same
precision, we would have to increase the length of the bitstream by the same factor. In
particular, we have observed that the scale factor in many BNNs and DNNs can range
from 100x to 1000x. As delay and energy are linearly related to the bitstream length in
bitstream computing substrates, this can significantly hinder application of the design to
larger BNN models. Still, in chapter 7, we will evaluate the present design and show that
while scaling can result in additional delays and energy costs, this design can outperform
previous designs in the keyword spotting tasks in energy and power, with comparable or
superior delay. In the coming chapters, we will address this inefficiency in detail using

various design and algorithmic techniques.

4.4 SUMMARY

In this chapter, we presented an energy-efficient platform for deploying BNNs at the
edge using BC. We argued that BC is uniquely suitable for BNNs due to its similarity in
computations and low power and cost. Our platform was implemented using the BitSAD

programming language, and we evaluated its power and energy consumption using an
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audio classification case study, which is a security-critical application. In chapter 7, we
will experimentally demonstrate that our platform outperforms other baselines by up to
two orders of magnitude in energy and an order of magnitude in speed, highlighting the
advantages of using BC for deploying BNNs at the edge.

However, we also argued that the straightforward implementation of BNNs on bit-
stream computing substrates poses challenges in terms of precision and quantization.
All values in bitstream computing need to be represented in the [0, 1] range, and values
outside this range need to be scaled, leading to the need for longer bitstreams, which
can add delay and energy. In the following chapters, we will discuss training Bayesian
neural networks for deployment on bitstream computing substrates and propose new BC

designs for BNNs to achieve higher performance and efficiency.



5 TRAINING BNNS FOR BITSTREAM COMPUT-
ING

This chapter discusses the challenges of implementing BNNs on bitstream computing
substrates and proposes approaches for training BNNs suitable for deployment on such
hardware. It explores the implementation of non-linear activation functions in bitstream
computing and suggests piece-wise linear activation functions as better candidates for

BNNs on such substrates.

5.1 INTRODUCTION

In the previous chapter, we explored the design of an energy-efficient platform for
deploying BNNs at the edge using bitstream computing by introducing the Bayesian
Bitstream Processor (BBP). We demonstrated that BC is uniquely suitable for BNNs due
to its low power and cost, and we presented a case study using an audio classification
case study. However, we also showed that straightforward implementation of BNNs on
bitstream computing substrates poses challenges in terms of precision and quantization.

Bitstream computing substrates require values to be represented in the [0,1] range
and, when this condition is not satisfied, that they be scaled down. This in turn can
cause precision errors. Therefore, BNNs trained without consideration for the intended
inference substrate can result in limitations such as accuracy drops, unreliable uncertainty
quantifications, longer delays, and higher energy consumption in the bitstream computing
substrate. In this chapter, we address these challenges by discussing approaches for

training BNNs for deployment on bitstream computing substrates.
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In this chapter, we will delve into the specifics of training Bayesian neural networks
(BNNs) for deployment on bitstream computing substrates. We will begin by highlighting
the key differences between BNNs and conventional deep neural networks in terms of
their architectures and training methodologies. Then, we will focus on the critical role of
activation functions in training BNNs suitable for bitstream computing hardware. We will
explore how non-linear activation functions can be implemented in bitstream computing.
Additionally, we will explore piece-wise linear activation functions as better candidates

for BNNs on bitstream computing substrates and how to train them.

5.2 COMPONENTS OF DNNS AND BNNS

Conventional, deterministic deep neural networks and Bayesian neural networks share
many key components as both employ deep learning architectures. These similarities
include convolutional layers, fully connected layers, pooling layers, skip connections,
etc. However, several components of design and training commonly used in DNNs are
inherently incorporated into BNNs as they utilize Bayesian principles. Below, we take a
brief look at these.

Regularization: In order to avoid overfitting to the training data, DNNs often incor-
porate into their training loss function a regularization element like 11, 12, etc. However,
Bayesian approaches are often robust to overfitting (Hernandez-Lobato and Adams, 2015).
Therefore, during training of a BNN, we do not include such a term. Instead, we usually
use the Kullback-Leibler divergence of the weight densities which results in a loss function
often referred to as the variational free energy (Neal and G. E. Hinton, 1998).

Dropout: Very often DNNs incorporate dropout layers which randomly sets input
elements to 0 and can provide several advantages, including remedying overfitting and
regularizing the network (Molchanov, Ashukha, and Vetrov, 2017; Srivastava et al., 2014).

It has also been used as a way to estimate the uncertainty in DNN models (Gal and
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Ghahramani, 2016; Laves et al., 2020). As they essentially try to approximate the same
posterior. Furthermore, it has been shown that dropout can be overly confident when
approximating uncertainty compared to a BNN (Yao et al., 2019).

Batch Normalization: Batch Normalization is a widely-adopted technique that helps
faster training by controlling the distribution of the layers and smoothing the gradients
(Santurkar et al., 2018). Furthermore, it has been suggested that it creates a model
equivalent to a Bayesian one and can estimate uncertainty using the variability of samples

in a batch (Teye, Azizpour, and Smith, 2018). As such, it can be redundant in a BNN.

5.3 ACTIVATION FUNCTIONS IN BNNS

Regularization techniques can be used to encourage weights in a neural network to fit
within a desired range, such as the (0,1) range required for bitstream computing substrates.
However, regularization techniques may not be as effective in controlling the range of
activations, which can be a challenge when using activation functions like ReLU that
produce unbounded outputs. One solution is to replace ReLU with bounded activation
functions like sigmoid or tanh that can produce activations within the desired range.
However, implementing these non-linear activation functions in bitstream computing
substrates can be challenging, as they require additional computational resources and
may introduce precision errors.

There are a number of ways that we can approximate transcendental functons in
Bitstream Computing. Previous studies have implemented transcendental function using
Finite State Machines (Y. Liu et al., 2020). The architecture for the FSM-based design has
been depicted in Figure 5.1. Here, the Lookup Table (LUT) stores the input and output
values of a tanh function. Then, based on the difference between input bitstream and the

x value of the LUT, the LUT index is adjusted. On the output side, the difference between
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the output bitstream generated in the previous cycles and the current y value of the LUT

is stored in a counter which is used to generate a new bit for the output bitstream.

Lookup Table
y = tanh(x)

Input + + Output Error Output
Bitstream ( ) LUT Index X y ( ) Counter Bitstream

Figure 5.1: Design of tanh function in bitstream computing substrate

Another way to achieve the same effect is to use the Fourier expansion of these
activation functions. This significantly simplifies the design since we can hard-code the
tirst few components of the function into the bitstream computing substrate. In Figure 5.2,
we compare the two approaches. This figure depicts the approximation error for the Taylor
series with three components as well as the error for the LUT-based implementation with
LUTs of different sizes. Here, N represents the size of the LUT and the T axis represents
the length of the bitstream. For all cases, as the length of the bitstream increases, the
error is reduced until it plateaus. Furthermore, while for short bitstreams the Taylor
series performs well, for all LUT-based implementations with a LUT size bigger than 2,
the LUT-based method has a better final error. Thus, with a small LUT, we can easily
outperform the Taylor series implementation. We would also like to note that the LUT
based implementation can easily produce any activation function while the Taylor series

method needs to be reimplemented if the activation function is changed.

\‘—\___ N=10

Figure 5.2: Comparison of implementation of tanh with Taylor series vs FSM. N is the size of the
LUT.



60

However, each of these two approaches has its own limitations. The FSM-based
approach has the drawback of taking up additional memory and creating dependence
between bits in a bitstream which can be undesirable. On the other hand, the method
based on the Taylor series expansion has higher error. It is therefore important to explore
alternative, algorithmic approaches.

Rather than attempting to implement non-linear activation functions on bitstream
computing substrates, a potential solution is to address this challenge algorithmically.
One approach is to use piece-wise linear activation functions that can effectively bound
the activations within the desired range while still being easily applicable to bitstream
computing substrates. For instance, Gulcehre et al. (2016) explored the use of piece-wise
linear activation functions, including piece-wise linear tanh, for training deep neural
networks. In the tanh case, this approach involves only a clipping operation, making
it well-suited for bitstream computing substrates. However, using such functions may
result in zero-gradients in wide sections of their domains, resulting in sub-optimal final
accuracies. To address this issue, the authors added noise to the output of these functions
during training to encourage exploration by gradient descent. This approach has shown
to achieve comparable or even superior performance.

The piecewise linear tanh (shown below) is easily implemented on bitstream comput-

ing substrates as bitstreams automatically clip values.

pwl — tanh(x) = max(min(x,1), —1)

This function is naturally implemented by bitstream computing substrates without any
additional circuits necessary and simplifies the design compared to a ReLU. Furthermore,
keeping the activations withing the [—1, 1] range removes the need for scaling. This will
in turn improve computation precision which alleviates the need for long bitstreams
meaning lower delays and energy. Figure 5.3 depicts the distribution of the activations

for the keyword-spotting task with clipping (i.e. pwl-tanh) and ReLU.
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Figure 5.3: Distribution of activation values for piecewise tanh (clip1) and relu

As ReLU requires scaling of the inputs by about 10x, by replacing the activation
function we achieve an order of magnitude delay and energy improvement. We will

present results in chapter 7.

5.4 TRAINING FLOW

We incorporate the training flow described by Gulcehre et al. (2016) into the typical
training of BNNs. Like a conventional BNN training flow, we use standard normal
distributions for the weights and learn Gaussian posteriors by learning means and
variances. As explained earlier, we use the KL-divergence between these two distribution
as regularization. The coefficient for this regularization term is the inverse of the size of
the training set, as is commonly done, and typically use a small learning rate. For training

with noisy activation functions, we add a standard normal noise. Similar to the original

work, this noise is annealed by a coefficient schedule of \/tCTl Where c is the initial value

of the coefficient and ¢ is the training epoch. We remove this noise during inference. We
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will summarize the hyper-parameter used in Table 7.1 in Chapter 7. Training for each
task was done using the tensorflow (Martién Abadi et al., 2015) with Adam (Diederik P
Kingma and Ba, 2014) optimizer. For implementing BNNs, we used tensorflow-probability
(Dillon et al., 2017) which provides Bayesian version of the layers of a Convolutional
Neural Network. Finally, we used categorical cross-entropy loss for training classification

tasks and the mean squared error loss for regression tasks.

5.5 SUMMARY

In this chapter, we explored the challenges of training BNNs for bitstream computing,
taking into account their differences from DNNs and the limitations of the underlying
hardware. One significant challenge we highlighted is the implementation of activation
functions on bitstream computing substrates. While we discussed various approaches
to implementing standard activation functions compatible with bitstream computing,
each method presented unique challenges. Therefore, an algorithmic approach is the best
way to overcome these issues. We have adopted piece-wise linear tanh activations, which
have been demonstrated to perform well on DNNS, to address these challenges. In the
next chapter, we will discuss another obstacle to deploying BNNs: generating random

numbers with high throughput.
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6 STOCHASTIC BITSTREAM GENERATION AND
EARLY STOPPING

In the chapter 4, we introduced the Bayesian Bitstream Processor (BBP) and identified two
major challenges in deploying Binary Neural Networks (BNNs) on it: generating random
samples for all BNN weights and computational efficiency. In this chapter, we propose a
solution to address both of these challenges. Firstly, we will present the Gaussian Stochas-
tic Bitstream Generator, which can generate bitstreams that follow a Gaussian distribution
for BNNs using Linear Feedback Shift Registers (LFSRs), which are already present in
bitstream computing substrates. Not only does this design allow for high-throughput
generation of bitstream with a Gaussian distribution, but also allows for concurrent
computations for multiple BNN samples at a time. The concurrent computations enable
us to begin computing predictive uncertainty immediately, improving the estimate as
more bits are received in the output. If the low-precision, early estimates are low or high
enough, we can make decisions on whether to reject or accept a sample and make an early
prediction, stopping the computation and only performing high-resolution computations

for inputs that are harder to predict. This approach provides computational efficiency.

6.1 INTRODUCTION

As we discussed in chapter 1, inference in Bayesian Neural Networks requires generating
random samples with a high throughput. We further designed the Bayesian Bitstream
Processor in which we approached this challenge by incorporating a dedicated unit, called

the Gaussian Variate Generator that generated all the samples for BNN. This solution
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might be limited as larger neural networks introduce heavier loads for this unit. In this
chapter, we will address this limitation by taking advantage of the Linear-Feedback Shift
Registers already present in bitstream computing substrates to generate Gaussian random
samples. The key idea is based on the central limit theorem which indicates that the
average of the LFSRs will follow a Gaussian distribution.

To design the target bitstream generator with a Gaussian distribution, we will take a
closer look into our bitstream computing substrate. The order of operations in BBP were

as follows:

1. Have the Gaussian Variate Generator generate a set of random Gaussian samples,
one sample for each weight.

2. Generate bitstreams for the all network weights.

3. Perform a forward pass for the generated bitstreams and compute the output for
one BNN pass.

4. Repeat steps 1 to 3 for all the subsequent BNN passes and store the results for all
passes.

5. Compute prediction and uncertainty and report the outcome.

This introduces a key bottleneck in serializing the computation of BNN passes. BBP
controller therefore needs to maintain the word-coded value of the output for each pass
and perform the variance computations at the end. The change of domain is not desired as
it adds additional buffer and computation that is unnecessary. We can imagine alternative
processes where all BNN samples are processed concurrently. Computing bits of the
bitstreams for all BNN samples concurrently would allow us to immediately start com-
puting an estimate of the output prediction and uncertainty and progressively improve
our approximation as we obtain more and more bits. We suggested a solution capable of
concurrent computation previously, taking advantage of the GVG unit in BBP being able

to support multiple copies of the DS-CNN bitstream computing implementation. The
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limitation of such a solution is that it adds to the power cost and, for larger networks,
may not be feasible.

To achieve concurrency, therefore, we cannot rely on the centralized Gaussian random
sample generation. We will instead design a low-cost Gaussian sample generation process
for bitstream computing that can be replicated for all network weights. This design
has the added advantage of enabling anytime computing (Zilberstein, 1996), a feature
of bitstream computing that allows for efficient BNN computations. Compared to the
originally proposed Bayesian Bitstream Processor (BBP), this streamlined design allows
us to begin computing the output variance immediately. By using early estimates, we
can make faster decisions when possible and avoid unnecessary computations to achieve
efficient BNN computations. We will take a closer look at the serialization bottleneck in

BBP below and delve deeper into concurrency as well as early stopping.

6.2 CONCURRENCY

Similar to conventional computing architecture, concurrency allows bitstream computing
to reduce the costs of functional units. But more than that, for deploying BNNss, it allows us
to compute uncertainty in an anytime computing fashion (Zilberstein, 1996). That is, as soon
as we observe a small number of bits at the output, we can start approximately computing
predictive uncertainty, and as we observe more bits, we improve our approximation. By
interleaving bitstreams and performing all computations for all BNN network samples
concurrently. In addition, concurrency allows for signals flowing through the compute
pipeline to share functional units. Figure 6.1 illustrates this for bitstream computing
where concurrency is enabled by interleaving two or more bitstreams. Each bitstream
x; comprises an array of bits like [bi, é, e blT] where b; € {0,1}. Therefore, formally, the

interleaved bitstream x = [by, by, ..., byy7], where
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by = b’

Y

[ bl

Figure 6.1: Two concurrent bitstreams

It is however important for concurrency to be implemented carefully. Bitstream
computing spreads computations over time which creates opportunity for concurrent
computations to corrupt one another. This can happen when the output bit of a functional
unit depends on past inputs.

The square operation (f(x) = x?) is an illustrative example of such an operation. For
the multiplication operation needed for squaring, the inputs needs to be uncorrelated.
As such, we need to generate decorrelated copies of a bitstream with the same nominal
value. When dealing with one bitstream, this is easily done by delaying the bitstream by
one clock cycle, b?mpm = birf’lut like in Figure 6.2. The resulting bitstream is going to be
uncorrelated from the original since each bit in the bitstream has been independently

sampled. As such, the output of the multiplier (AND gate) will be bibi | with the expected

value:

E(bib;_y) = E(b})E(bj_;) = x7 (6.1)

Decorrelator

J_ Output Bitstream

Input Bitstream | \
X

Figure 6.2: Square operation in bitstream computing




67

Thus a single-bit shift-register can be used as a decorrelator. This allows for squared
function to be implemented like in Figure 6.2. When dealing with interleaved bitstreams, it
is important to make sure the time-shifted output of the decorrelator from one bitstream
does not intercept with another bitstream. We need to use a larger shift-register. In
fact, the size of the shift-register needs to be equal to the number of the interleaved
bitstreams, bfutput = b?lpnzl ‘. This way the output of the decorrelator will align correctly
with the original interleaved bitstream. This allows us to compute running variance

and uncertainty for interleaved bitstreams. We show the output of the squaring unit for

interleaved bitstreams in Figure 6.3.
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Figure 6.3: Average error of squaring operation on interleaved bitstreams

As this figure shows increasing the number of interleaved bitstreams m increases the
error since each bitstream will be represented by fewer bits. But, increasing the overall
number of bits improves the error.

This squaring operation allows us to compute running variance and uncertainty for
interleaved bitstreams. Let us look at computing variance for interleaved bitstreams as
an example. To compute variance, we follow var(x) = E(x?) — E?(x) and compute E(x?)
and [E?(x) and then subtract them in floating-point format. The expectation is computed

simply by averaging all the bits.
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The second moment is computed the same way, only after using the square unit
described above. We can therefore compute a crude estimate of the variance after ob-
serving at least m bits. As we observe more bits streaming through we can improve our
approximation. The main issue that we need to address is how to generate interleaved
bitstreams. Interleaving m bitstreams that are flowing through the bitstream computing
circuit in parallel would require the interleaved bitstream to have a frequency m times
higher than the original ones. We will address this issue by generating the bitstreams
already interleaved from the beginning. In the rest of this chapter, we will discuss the

process to achieve bitstreams that can be decomposed into m bitstreams whose values are

sampled from a Gaussian distribution.

63 GAUSSIAN STOCHASTIC BITSTREAM GENERATOR

Our key design goal is to produce stochastic bitstream for the BNN parameters cheaply
which would reduce costs and relax bottlenecks as discussed previously. Here, we will
tirst discuss the key components of the hardware for the Gaussian Stochastic Bitstream
Generator (GSBG) and how our choice helps achieve this goal. We then discuss the

theoretical backing of our design and its characteristics.

6.3.1 Hardware Random Number Generator

Random sample generation can vary in complexity significantly from very simple to very
complicated (Figure 6.4) and there exists plethora of techniques for producing random

numbers in software and hardware (Kietzmann, Schmidt, and Wahlisch, 2021). While
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simpler methods are going to be easier to implement, they are bound to possess fewer
desirable statistical qualities. High-quality methods on the other hand are naturally costly.
As the costs directly depend on the available computing hardware, it is essential that the
technique employed does not just provide good statistical guarantees but is also well-
suited for the available hardware. We may take a look at various methods for generating

random numbers to get a clearer idea.

)

Figure 6.4: Random number generators can vary in complexity significantly!

It is, perhaps surprisingly, not very easy to generate random samples from a uniform
distribution. Due to the deterministic nature of computer hardware, random number
generation architectures are designed to output streams of bits that mimic randomness.
This means the frequency of each possible output should be the same. This is a necessary
but not sufficient condition as a m-bit random number generator that outputs all possible
m-bit values in sequence satisfies it but is clearly producing not a random pattern. The
quality of a Uniform Pseudo-Random Number Generator (UPRNG) is determined by
randomness tests which, somewhat paradoxically, look for complex and rare patterns, and
compare their frequency to their expected probability (Sys and Riha, 2014). These tests
include looking for specific long patterns, number of ascending or descending outputs
in a row, or even playing games (Alani, 2010). Not all UPRNGs pass all these tests. For
example, the Mersenne Twister (Matsumoto and Nishimura, 1998) which is often used by
many software applications passes many well-known test suites, but it has high memory
requirements and low throughput. On the other hand Xorshift (Marsaglia, 2003) requires

less memory and computations but also passes fewer statistical tests (O'neill, 2014). The
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optimal choice of the random number generator then has to take the requirements of the
application and the hardware capabilities into account.

Uncertainty quantification requires computing variance of the output posterior dis-
tribution and does not need to capture single rare events. This allows for simpler RNG
design. It is therefore ideal if we can exploit the UPRNG circuits that bitstream computing
architectures already use to generate their stochastic bitstreams. Bitstream computing
substrates often use what is called a Linear-Feedback Shift Register (LFSR), shown in

Figure 6.5.

.-» feedback function f

shift register «-*°
uniform random sample

Figure 6.5: Architecture of a linear-feedback shift register

A LFSR comprises a shift register that stores the m-bit state of the random number
generator. Each cycle, the state is shifted left one and a new bit is inserted to the least

significant position whose value is a function of the old state:

state™" = clip(state®d < 1+ f(state®d)) (6.2)

Where the clip function eliminates the most significant bit of the state variable and the
function f is a feedback operation which computes the exclusive OR between select bits
of the state register. The choice of the function f is key in designing a LFSR to provide
guarantees for the random number generator.

As the equation 6.2 shows, the state of a LFSR at each cycle depends on the previous

state. As such, if a state is repeated at any point during the operation of the LFSR,
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the same sequence of outputs repeats. In order for the output sequence to cover all
possible m-bit combinations, the function f is chosen carefully. Without getting into detail,
this involves constructing the characteristic polynomial of f and proving that it is an
irreducible and primitive polynomial. This can be done by brute-force search and there
exist lists of precomputed maximum-period LFSRs for various m’s.

The periodic sequence of output of a LFSR also means that if two m-bit LFSRs start
from the same initial state, they will always produce the same sequence of numbers and
are therefore perfectly correlated. To avoid this issue we need to make sure that our LFSRs
are initialized to different values.

It is possible to further diminish the effect of determinism by choosing different m
for different LFSRs, better yet if we choose m’s that are relatively prime, the overall
period of the system will be the product of the sequences of all LFSRs. This can be
important for very large BNNs but in cases that are of interest here this is unnecessary.
Note that there exist at least 67,000,000 different functions f that would allow for a 32-bit

maximum-period LFSR, each of which would have 232

n.d.).

possible initializations (Koopman,

We should also note that we can artificially change the period of a maximum-period
m-bit LESR to any value like n < 2™, by resetting the state after #n cycles. This is a feature

we will take advantage of to design our proposed Gaussian stochastic bitstream generator.

6.3.2 Bates and Distribution of a Bitstream

Figure 6.6 depicts the architecture of a Stochastic Bitstream Generator in more detail. As
we discussed before, the reference or nominal value of the bitstream is stored in a register
that is connected to a comparator which compares the absolute value against the output
of the LFSR. In each cycle, based on the result of this comparison and the sign of the

reference value, one result is sent out and subsequently the LFSR is updated. The output
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can be 1, 0, or —1. Similar to Daruwalla et. al. (Daruwalla and Zhuo, 2019), bitstreams
carry ternary bits that comprise two binary bits for positive and negative values. The

observed value is obtained by computing the mean of the bits in the output.

1 T
Xobserved = T Z by
t=1

sign(x)
s

Xnominal > Stochastic
Bitstream
LFSR

Figure 6.6: Architecture of a stochastic bitstream generator

Where like before, T is the size of the bitstream, b; is the output bit which is 1 with
the probability x,,oin.. Since b; are generated with the same probability, the observed
output value X,pserveq follows a binomial distribution. Therefore, we refer to this design as

the Binomial Stochastic Bitstream Generator (B-SBG)

Xobserved ™ IB(T/ xnominal)

This is assuming x,,ina 1S @ constant. But, we can choose it to be a random variable
itself. In fact, if x,,9inq is also a randomly sampled from a uniform distribution, we can
show that the observed value will approximate a Gaussian distribution. To show this, we
get help from Bates distribution.

The Bates distribution denotes the probability distribution of the average of m inde-

pendent uniform random variables on the unit interval.

Ly
x=—)_ U
m,=
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Using the central limit theorem, it can be shown that as the value of m grows the Bates

distribution approaches a Gaussian distribution.

With some minor adjustments, we can easily produce a standard Gaussian distribution.
Instead of picking the uniform samples from U(0,1), we sample U’ = U(—1, 1) to shift
the mean to 0. We further replace i with /12,

x = \/EiIU’NN(O,l)
m,=

Now we can see how using a uniform random sample for x,,,in, can help generate a
Gaussian sample. We will discuss the architecture of the proposed Gaussian Stochastic

Bitstream Generator and analytically show how it produces Gaussian random samples.

6.3.3 Architecture

We make minor changes to the architecture of B-SBG to achieve the desirable effects.
Figure 6.7 highlights the new components. First, the register where x,,,,,i,,;; Was stored
has been replaced by another LFESR. This LFSR is associated with a register which stores
the initial state which we can use to reset the LFSR at any point. This register will come
in handy shortly. The new LFSR is what is going to generate random samples for x,,yina1-
We refer to the new LFSR as the Reference LFSR (R-LFSR) and the LFSR that existed
in the original B-SBG to generate bitstreams as the Bitstream LFSR (B-LFSR). Since the
R-LFSR is going to generate random samples from U(0, 1) instead of U’, we need to

modify the comparator to account for an input offset of —%.
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Reset every ~ Bitstream
m cycles LFSR1

Figure 6.7: Architecture of the proposed Gaussian stochastic bitstream generator

The Figure 6.8 depicts the modified comparator design. Note that here since x,,yina
comes from a LFSR, it is always positive. Therefore, to generate a zero-mean output, we

subtract —0.5. In summary, the comparator output is as follows:

bt = sign(xt —Yr— 05)

------------------------

Stochastic
Bitstream

Xnominal------

I I

Figure 6.8: Comparator design for GSBG

Here, sign is the sign function, x; is the random sample for x,,5,in, at time t and y; is
the random uniform sample from the original LFSR.
Note that both x; and y; are independent random samples from a standard uniform

distribution. As such, their difference follows a standard triangular distribution.
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0+1 —-1<46<0
d=x—y~Ts-1,1) = (6.3)

1-46 0<é<1
This would result in the output of the comparator to have always have the same
probability. This is why we reset the R-LFSR. As such, all x,o,is; values are sampled
at the beginning when the initial state of the R-LFSR is picked. However, from the
perspective of B-LFSR, they are constants.
If the R-LFSR was indeed constant and we never updated its state, the generated

bitstream would resemble a bitstream with the nominal value sampled from U’.

Xt = X0 = Xnominal ~ U’
Furthermore, assuming we do update the state of R-LFSR while resetting it every m
cycles, the observed bitstream will be an interleaved bitstream of m samples from U’.
This is because the reference value in R-LFSR will be the same every m cycles.

xt:xk k=t%m+1

nominal’

Since all these m reference values are samples from U’, the mean of the bitstream
which adds all m values together will follow a Bates distribution or, as we saw earlier, an
approximate standard Gaussian distribution.

Let,

T

1 & 1 & LT g 1 §s ok 1

D US55 SIS S TSN § SR My s
=1 k=1i=0 k=1 k=1

Like before, if we replace % with @,
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Note that this scaling happens at the end of the computations and in how we compute
the observed value of the output bitstream and has no effect on the design of the GSBG.
Therefore, the proposed design can generate random samples with a Gaussian distribution

without complex RNG architecture.

6.4 EXPERIMENTS

We use the simulation tool BitSAD (Daruwalla and Zhuo, 2019) as we did before to
generate the bitstreams and compute the observed value of the bitstream. —>

We verify the distribution of the output of this design experimentally. Figure 6.9
depicts this distribution for various values of m for 10000 samples and a bitstream of
length 100000 bits. As expected, for m = 1 the distribution is uniform. As we increase m,

the distribution more resembles a Gaussian distribution.

O N

o o
S~
3 33
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Figure 6.9: Distribution of the output of GSBG for various m

We further evaluate the standard deviation of this distribution in Figure 6.10 for

various bitstream lengths. We can see that the standard deviation is near 1. Further,
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as we increase m the standard deviation approaches 1 as the sum of uniforms better

approximates a Gaussian distributions.
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Figure 6.10: Standard deviation of the output bitstream

Another point to consider is that this design for the SBG does not affect the other
components of the BNN bitstream computing circuit. We can see that the expected
value of each bit follows the standard Gaussian distribution. As a result, computational
components, which perform computations between probabilities, perform computations
as expected. We can further demonstrate this numerically. We will use the addition

operation as well as the square operation to demonstrate this.

65 CONCURRENT GAUSSIAN BITSTREAMS

We can take the design of GSBG further and use it to generate a series of interleaved
Gaussian stochastic bitstreams. This can be done by simply regrouping the bitstream.
In the original GSBG design, we took a bitstream comprising m interleaved Binomial
bitstreams and showed that its expected value approximates a Gaussian distribution. We
can instead look at these m interleaved bitstreams as a [ interleaved groups of 7 bitstreams.
Figure 6.11 demonstrates this for [ = 2 groups. Each of these [ bitstream groups will also
approximate a Gaussian distribution in expectation, generating I concurrent Gaussian

bitstreams.
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Figure 6.11: Decomposing Gaussian bitstream into two interleaved Gaussian bitstreams

There is little modification needed to the GSBG design to exploit this capability. The
mean of the Gaussian samples can be computed without making any changes to our

previous computations:

1 I 11 ! % 1 T
E(x) = 7 ZXI =77 Z Zb(ifl)lth =T th
' ' t=1

To compute the variance, as before, we need to compute IE(x?). For this, the architec-
ture needs to account for the grouping of the interleaved bitstreams. We saw earlier, for
I =1, we do not need to make any changes in the design of the square unit in bitstream
computing. However, for IE(x?) we need to multiply samples from y; by themselves.
This means that as we saw for designing bitstream computing components, we need to
introduce longer decorrelators. Specifically, the decorrelator needs to be I bits long.

It may be possible to design a decorrelator with programmable / as most other
components in the design are agnostic towards [. This would allow even more flexibility
for any time computing of the BNN. This however is not core to the scope of our design.

Here, we opt to fix the value of I in advance.
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6.6 EARLY STOPPING

Building on the design of the Gaussian Stochastic Bitstream Generator, we propose to
address the computational efficiency challenges of BNNs by leveraging the anytime com-
puting feature of bitstream computing. Compared to BBP, which serializes computations
for network samples as well as computations for each bit of the bitstreams, our proposed
concurrent computations allow computations for each network sample to flow together
while computations for bits in bitstreams remain serialized. This enables us to estimate
uncertainty immediately and improve the estimate as we receive more bits in the output,
allowing for progressive uncertainty computation. With low-precision, early estimates
that are low or high enough, we can make decisions on whether to reject or accept a
sample and make an early prediction, stopping the computation and only performing
high-resolution computations for inputs that are harder to predict. We will examine this
concurrency approach in more detail in the next section.

We note that this concept is different from previous early stopping methodologies
like Streaming Accuracy by Hsiao, San Miguel, and Anderson (2022). Previous early
stopping methods are generally concerned with identifying when the observed value of a
bitstream has converged to its nominal value. In contrast, we are interested in making
quality judgment based on the observed uncertainty value regarding whether the nominal
value is going to be high or low. This is in fact an easier task as we can tolerate a higher
margin of error. In chapter 7, we will experimentally show that based on early estimates,

we can identify high-confidence and low-confidence samples with high probability.

6.7 SUMMARY

In this chapter, we addressed the challenge of generating random samples for BNN

computations on bitstream computing substrates. In particular, we explored the concept
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of concurrent computation in the BBP and proposed a design which we referred to
as the Gaussian Stochastic Bitstream Generator (GSBG). Furthermore, our proposed
solution involved designing a new stochastic bitstream generator that interleaved multiple
bitstreams allowing for concurrent computation of uncertainty. A key advantage of our
design is that if early estimates of uncertainty that are low-precision indicate a very high
or very low confidence, we can stop computations and make a prediction early and only
perform high-precision computations for difficult samples. This way, we can address
computational efficiency limitations of bitstream computing deploying BNNSs. In the next

chapter, we will present experimental results to validate our proposed design.
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7 EXPERIMENTS

In this chapter, we will present our experimental findings and methodologies. First, we
will report the results of our experiments using the Bayesian Bitstream Processor (BBP)
for the keyword stopping task and discuss precision loss resulting from scaling. Next, we
present the results of experiments conducted on different activation functions and their
noisy counterparts to address these challenges. Finally, we present the experimental eval-
uation of our proposed design for BBP with concurrent computations and early stopping.
Our evaluation utilizes a more complete set of MLPerf tiny benchmarks, including key-
word spotting, image classification, and visual wake words, which are challenging tasks
for edge computing and require uncertainty quantification. We use these applications to
demonstrate the benefits of concurrency and early stopping to improve delay and energy
consumption. We compare our proposed design against an earlier version to highlight
significant gains and perform detailed analysis to separate the effects of different design
decisions. Throughout this chapter, we provide a comprehensive overview of our design
methodology and present in-depth evaluation results to demonstrate the effectiveness

and efficiency of our proposed approach.

7.1 EXPERIMENT METHODOLOGY

In this following, we will discuss our evaluation methodology, empirical results, and

compare our performance with a previous hardware implementation of keyword spotting.
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7.1.1  MLPerf Tiny Classification Tasks

MLPerf Tiny (Banbury et al., 2021) was proposed to address the lack of a standard
evaluation benchmark for machine learning tasks on edge and embedded devices. We
will use the classification tasks from this benchmark suit. Below is a short summary of
these tasks:

Keyword Spotting (kws): We used the keyword spotting task from the MLPerf Tiny
(Banbury et al., 2021) benchmark for the case study evaluation of BBP. This task classifies
Google’s Speech Commands (Warden, 2018) dataset and includes options to add various
types of noise to the data. As we will show, adding noise to the audio can significantly
degrade accuracy, however BNNs can detect noisy data by measuring their uncertainty.
In addition, we use a bayesian version of DS-CNN (Serensen, Epp, and May, 2020), the
network used by the task. We train the model offline using tensorflow. We will further use
this task for evaluating the efficacy of the GSBG and early stopping technique without
added noise.

Image Classification (ic): MLPerf Tiny highlights image classification that has become
a pillar of ML algorithm evaluation due to its wide array of applications. In particular,
it is a necessary part of safety-critical systems in autonomous vehicles, medical image
processing,robotics, etc. In particular, MLPerf Tiny uses benchmarks the training a ResNet
(Targ, Almeida, and Lyman, 2016) on the CIFAR10 (Krizhevsky, G. Hinton, et al., 2009)
dataset.

Visual Wake Words (vww): Visual Wake Words is binary classification challenge
where the system is activated if it detects the presence of a person in the frame and is
in a sense the visual counterpart to keyword spotting. As such, it carries similar privacy
and safety concerns. MLPerf Tiny uses the Visual Wake Words dataset which is a subset

of COCO (T.-Y. Lin et al., 2014) to train a MobileNet (Howard et al., 2017).
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For each task, we use the same network as the one in the MLPerf Tiny suite with the
modifications described in chapter 5, following the training flow described in Sextion 5.4.
The hyper-parameters can be found in Table 7.1. Here, Ir is the learning rate, c is the initial
simulated annealing noise coefficient for noisy tanh activation training like Gulcehre et al.

(2016), and A is the coefficient for the KL-divergence term in training BNNs.

Table 7.1: Benchmark architectures and datasets

Task  Network Dataset Epochs Ir c A

kws  DS-CNN Speech Commands 100  0.0001 30 1x107°
ic ResNet Cifar1o 500  0.0001 30 2x107°
vww  MobileNet COCO 500  0.0001 30 1x107°

7.1.2 Hardware Evaluation

We will present comprehensive empirical analysis of our proposed BBP hardware. We
used BitSAD (Daruwalla and Zhuo, 2019), a domain-specific programming language for
Bitstream Computing, to simulate the Bitstream Computing circuit for each task. BitSAD
turther allowed us to generate the verilog code. We synthesized the generated verilog
code for a CNN layer using Xilinx’s vivado and extrapolated the power and delay to
LP8K FPGA at 100 MHz. We used this result to create a spreadsheet power, energy, and
delay model for the entire model since synthesizing the entire model proved prohibitively
long. We derived the delay and power of the GVG unit for the BBP hardware model from
a previous work by Alimohammad et al. (2008).

We compared our BBP hardware against two baselines, an ARM Cortex-M4 micro-
controller (Banbury et al., 2021) and a NVDLA (X. Wang et al., 2019) accelerator. The
microcontroller was listed as the state-of-the-art implementation for MLPerf Tiny (Ban-

bury et al., 2021). We further used NVDLA as an example of a dedicated architecture
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based on conventional computing paradigms. We estimated the delay and power of this
architecture for the MLPerf Tiny tasks by extrapolating from the study by X. Wang et al.
(2019) according to the number of arithmetic operation. For these baselines, we assumed
that the random Gaussian samples are generated efficiently using a separate unit. We
used a previous study by Kietzmann, Schmidt, and Wihlisch (2021) for delay and power

estimates of the RNGs. The parameters of these three architectures have been summarized

in Table 7.2.
Table 7.2: Evaluated Architectures
ARM Cortex-My NVDLA BBP
(Banbury et al., 2021) (X. Wang et al., 2019) (Our Work)
Architecture u-controller ASIC FPGA
Precision Int32 Int16 Int32
Clock 120MHz 200MHz 100MHz
SRAM 640KB 4MB 348KB

7.2 BBP ANALYSIS

We evaluate the accuracy of the network for different numbers of network samples and
depict the results in Figure 7.1 on test and validation sets. As expected, more samples
achieve higher accuracy. After 10 samples the accuracy starts to plateau and we can
achieve the highest accuracy using 20 samples. In the rest of the evaluations we use 10
network samples for all experiments to make sure similar accuracies for BBP as well as
the baselines introduced below.

Next, we evaluate the ability of this network to provide meaningful UQ for noisy
inputs. For this analysis, we added background noise to the datasets and measured the

signal-to-noise ratio of each sample. We duplicated each dataset 5 times, each time adding
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Figure 7.1: Accuracy of bayesian DS-CNN for different networks sample counts (left) and different
bitstream lengths (right) for the keyword spotting task

random noise at a different volume to capture a more accurate picture of the performance

of the model under noisy conditions.
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Figure 7.2: Uncertainty analysis of BNN under noisy conditions for the validation (left) and test
(right) sets.

Figure 7.2 plots the analysis results.

The left-side y-axis quantifies the uncertainty measurements which have been depicted
using the blue and green shades in the figure. We can see that the aleatoric uncertainty as
well as the overall uncertainty decreases as SNR improves while epistemic uncertainty
stays the same as the model for all samples. We can also see that noisy samples corre-
spond with lower accuracy (right-side y-axis). Consequently, we can use the uncertainty
measurements to identify noisy samples. We note that in the results for the test dataset,

there is little change observed in uncertainties as noise levels increase. However, this cor-
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responds to small changes in accuracy as well. As such, noisy samples are reliably being
classified correctly which is reflected in the low uncertainty as well. This demonstrates
that uncertainty quantifications can be used as a reliable way to identify samples that can
deceive the model.

Next, we study the effect of different bitstream lengths on accuracy and uncertainty
measurements of BNN and find the optimal BC implementation.

Accuracy: We first evaluate the accuracy of BC for different bitstream lengths with 20
network samples and without any noise. The results of this experiment for both validation

set and the test set have been depicted in Figure 7.1.
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Figure 7.3: Uncertainty quantification of the validation (left) and test (right) sets for different
bitstream lengths (n)
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As this figure shows, for shorter bitstreams, the accuracy drops significantly. This is
due to the inaccuracy of the bitstream representation of the weights which changes the
distribution of the sampled weights.

Uncertainty Quantification: To evaluate the effect of BC on uncertainty quantification,
we perform the same experiment as Figure 7.2 for different bitstream lengths. That is,
we add random background noise data at different volumes and draw the accuracy
and uncertainty measurements for different SNR. Same as before, each experiment uses
10 random network samples. The results of these experiments have been depicted in
Figure 7.3. As we expected, the shorter bitstreams result in low accuracy as well as higher
uncertainty measurements overall. As we increase the bitstream length not only does
accuracy improve, but uncertainty decreases. Moreover, uncertainty measurements can
more reliably identify higher noise in the samples. Finally, bitstream lengths of 10° and
107 perform best with 107 performing slightly better. Note that after the BC pipeline is
full, all computations are performed in parallel. In contrast, in binary computation, layers
are computed sequentially. Consequently, BC computing can achieve high performance

even when parameters are represented using many bits.

7.3 BBP HARDWARE EVALUATION

Here, we compare BBP with implementations of the task on ARM Cortex-M4 (Banbury
et al,, 2021) and a NVDLA (X. Wang et al., 2019) accelerator. As the results shown in Table
7.3 show, BBP with a bitstream of length 10° outperforms both baselines in delay, energy
and power. In particular, it achieves an order of magnitude energy improvement. The
more accurate BBP design that uses bitstreams of size 107 has higher delay and energy
costs. Nevertheless, it still provides better energy and power which are essential metrics
for computing at the edge. We note that the on-set detection mechanism introduced in

section 3 alleviates the need for very low latency. From the algorithm side, BBP delay can
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be further improved using co-design techniques during training of BNN to achieve high
accuracies with shorter bitstreams. In addition, from the hardware perspective, delay can
be improved through parallelism. In particular, we can duplicate the BC unit to perform
forward passes of the network in parallel. One GVG unit is capable of supporting {up
to 45 BC units for bitstream size of 10°%}, without causing idle time . This can be used
to improve computation speed and achieve real-time computations in a scenario that
onset detection cannot be used. Finally, the energy breakdown shows that the overall BBP
energy is dominated by BNN passes and the biggest portion of energy savings comes
from using BC.

Table 7.3: Hardware evaluation of BBP

ARM NVDLA  BBP BBP

Bitsream Length - - n=10° n=10"
Energy (m]) 156.28  24.17 2.45 23.93
Network 147.47  15.35 2.04 20.0
RNG 8.81 8.81 0.40 3.93
Power (mW) 42.88 97.95 12.0 12.0
Delay (ms) 3644 247 204 2000

7.4 CONCURRENT BITSTREAM COMPUTATIONS AND EARLY STOPPING

We evaluate the design of a bitstream computing architecture for bayesian neural net-
works using the tasks described above. The architecture is designed similar to Figure
4.1 but without the dedicated Gaussian Random Variate Generator. This design uses the
Gaussian Stochastic Bitstream Generator to produce interleaved Gaussian bitstreams, as
was described in the previous chapter. In particular, we are interested in quantifying the
effect of early stopping that was introduced in the previous chapter on delay and more

importantly, energy. We will follow the methodology of Yong and Brintrup (2022) and
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use accuracy-acceptance curves to evaluate our designs. We will also evaluate the effects
of this design on energy and delay gains.

Accuracy-acceptance curve (or accuracy-rejection curve) is a way of visualizing the
efficacy of uncertainty quantification algorithm. It works by accepting only the low-
uncertainty input samples and rejecting high-uncertainty ones and measuring the accuracy
only for the accepted samples. By adjusting the threshold where samples are accepted
or rejected we obtain the accuracy-acceptance curve where we expect accuracy to be
inversely related to acceptance rate. That is using a more strict criteria to accept a sample
for classification, we are more likely to classify samples correctly. Furthermore in the
context of bitstream computing, samples that are classified more confidently would
require less computation precision and can be computed using a smaller bitstream. This

will in turn shorten the average bitstream.

7.4.1  Experimental Results

We further evaluate the efficacy of the trained networks in quantifying the uncertainty
for the benchmark tasks. The accuracy-acceptance curves for these experiments have
been depicted in Figure 7.4. This figure illustrates the classification accuracy for different
uncertainty thresholds. We can see as the threshold is relaxed, accepting more samples,
accuracy drops. Consequently, low-uncertainty samples correspond to more reliable
classification as expected. Of course a high acceptance rate, i.e. a loose threshold, can
result in mispredictions that can have catastrophic effects. On the other hand, a low
acceptance rate, i.e. a strict threshold, can result in frequent activation of backup measures.
This can have a significant negative impact on user experience. The choice of the threshold
is therefore highly dependent on the cost of backup mechanisms as well as subjective
experience. As such, here we do not choose one specific threshold and evaluate the

architecture for several threshold of different levels of strictness.
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Figure 7.4: Accuracy-acceptance curves for bayesian neural networks trained for the kws, ic, vww

tasks

We can therefore evaluate the ability of the bitstream computing architecture for

evaluating the uncertainty for each of the benchmark tasks. We depict the accuracy for
different thresholds and bitstream lengths in Figure 7.5. Here, as we move from left to
right, we use tighter thresholds, accepting a smaller portion of the dataset that can be
classified more confidently. However, we see here that accuracy for shorter bitstreams
improves more slowly. This is because of quantization which results in the smaller changes
in the threshold having no effect. Distinguishing between examples in finer granularity

requires longer bitstreams for inputs that lie close to the uncertainty threshold.
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Figure 7.5: Accuracy of bayesian neural networks on kws, ic, vww for various uncertainty
thresholds and bitstream length

Uncertainty quantities we derive can be used to make decision faster for easier inputs.
We demonstrate this in Figure 7.6. Each plot shows the true positive percentage for

different bitstream lengths for one threshold with threshold 1 being the most strict. That
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is, how many samples can be classified correctly as a percentage of the total number
of samples that are classified correctly for that threshold. We can see for all tasks, the
majority of samples can be classified using bitstreams of length 10° or 10* and longer
bitstreams are necessary only for a small portion of samples. This, combined with the
relaxed requirement for scaling significantly lowers the average effective bitstream length.

These improvements hold across tasks and thresholds.
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Figure 7.6: True positive percentage on kws, ic, and vww for different thresholds
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Table 7.4: Accuracy evaluation of early stopping

DNN BNN BBP+ES

kws  90% 89.7%  89.4%
ic 85% 83.7%  82.6%
vww  80% 96.8%  86.7%

To demonstrate this early stopping capability, we implemented an example early
stopping policy. This policy, at certain time steps during the processing of an input looks
at the running estimate of the uncertainty, if it is very low or too high, it stops computing,
otherwise it continues computations. If the estimate is very low, the classification decision
up to that point is reported. If it is too high, in contrast, the input is rejected. Very low
thresholds at each time step are respectively defined as the lowest 10%, 20%, and 30% of
the uncertainty range at 10%, 10%, and 10° bits. Too high is always defined as higher than
the 30% of the range threshold.

Table 7.4 summarizes classification accuracy of this policy. For comparison, we include
the original benchmark DNN classification accuracy as well as BNN accuracy on low-
uncertainty samples in floating-point computations. Here, low-uncertainty refers samples
whose uncertainty was in the lower 30% of the uncertainty range for each task. We
see that in kws and ic, BNN after rejecting high uncertainty samples performs similar
to DNN even though it was not trained to the same accuracy originally. While vww
which was trained to a similar accuracy performs better. This underlines the efficacy
of uncertainty quantification. Furthermore, we see that when using early stopping in
bitstream computing, for kws and ic there is little accuracy drop. On the other hand.
On the other hand, vww shows a larger accuracy drop due to it being a more difficult
task and more sensitive to imprecise computations. This can be addressed through more
precise computations with longer bitstreams or by optimizing the early stopping policy

for this task.
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Table 7.5: Hardware evaluation of different BBP designs

BBP BBP+GSBG BBP+ES

kws 1201 100 2.29
Energy (u]) ic 1205 100 2.26
VWW 1721 150 3.44
kws 1177 10 10
Power (mW) ic 11.59 10 10
VWW  15.5 15 15
kws 102 10 0.23
Delay (ms) ic 104 10 0.22
VWW 111 10 0.23

Finally, we can evaluate the delay and energy gains that come with the shorter effective
bitstream length. We depict these results in Table 7.5 which compares this design with
other bitstream computing designs that do not use early stopping. More specifically, BBP
refers to the original design with dedicated Gaussian Variate Generator, BBP+GSBG uses
GSBG with pwl-tanh activations, and finally BBP+ES uses early stopping. We can see
linear improvements in BBP+GSBG compared to the baseline BBP. That is because the
majority of the gains come from the reduction in the bitstream length by eliminating the
need for scaling. When using BBP+ES, the gains depend on the portion of the dataset
that can be evaluated early. Nevertheless, these designs each offer up to 44 in energy

savings. These savings can be critical in deploying uncertainty quantification at the edge.

7.5 SUMMARY

Throughout this chapter, we have demonstrated the effectiveness and efficiency of our
proposed design based on bitstream computing. By combining our original design of the
Bayesian Bitstream Processor with the novel Gaussian Stochastic Bitstream Generator,

we were able to achieve higher performance and efficiency by computing uncertainty
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quantities online, progressively in an anytime fashion that allowed for early stopping of
the computations when possible. This approach enabled us to make decisions regarding
the prediction of a sample earlier, significantly improving delay and energy consumption.
Our experimental results showed that our proposed design outperformed the earlier
version in terms of both delay and energy consumption, demonstrating the significant
gains that can be achieved through our proposed approach. We also conducted detailed
analyses to separate the effects of different design decisions and provided comprehensive
evaluations of our proposed design methodology, demonstrating its effectiveness across
a range of challenging tasks for edge computing. Overall, our findings suggest that our
proposed approach has the potential to significantly advance BNN deployment and
contribute to the development of more efficient and low-power neural network inference

systems at the edge.
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8 CONCLUSIONS

This thesis aimed to address the challenge of deploying trustworthy Al at the edge by
combining the uncertainty quantification power of Bayesian Neural Networks (BNNs)
and bitstream computing substrates. As Al continues to make its way into all aspects
of daily life, we inevitably grow to depend on it more and more. However, as with
any technology, it is important to be able to quantify the confidence in its predictions.
Uncertainty quantification is essential for ensuring the reliability and trustworthiness of
Al systems, but it is often in conflict with mobile and embedded platforms as it introduces
additional computations. In contrast, edge computing deployment of Al aims to reduce
computations to save energy, which is why we proposed the use of stochastic bitstream
computing to address this challenge.

We first demonstrated that bitstream computing substrates can be suitable platforms
for Bayesian Neural Networks that as they allow for very low-power and low-cost designs.
We noted that the stochasticity of bitstream computing substrates can be leveraged to de-
ploy BNNs more efficiently and their low power and cost can address the challenges of the
added computations in BNNs. We proposed a novel design for BNNs based on bitstream
computing that enables the efficient computation of both predictions and uncertainty,
while minimizing the energy consumption required. Our proposed design leverages the
inherent low power and cost of bitstream computing to perform the computations of
BNNs in a highly efficient and scalable manner, while still maintaining the accuracy and
reliability of the predictions.

We then identified the main bottleneck in the proposed design, that is, the serialization

of all computations, and proposed to address it through concurrent computations. We
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proposed new stochastic bitstream generation mechanisms to allow for the progressive
computation of uncertainty. This approach enables us to make decisions regarding the
prediction of a sample earlier when possible, significantly improving delay and energy
consumption. By using this approach, we can compute uncertainty quantities online,
progressively, which allows us to make more informed and timely decisions. We refer
to the new mechanism as the Gaussian Stochastic Bitstream Generator, which enables
concurrency. In addition, we conducted a series of experiments to demonstrate the
effectiveness of our proposed design. The results of these experiments showed that our
method was able to achieve a significant improvement in the efficiency of the Bayesian
Neural Network models. Our experiments also demonstrated the ability of our approach
to estimate uncertainties effectively and efficiently, which is a crucial requirement for
edge computing scenarios.

Our proposed approach has the potential to enable the deployment of new, more
powerful, and more trustworthy Al on tiny computing devices. By combining the power of
Bayesian Neural Networks with the efficiency and scalability of bitstream computing, we
can create new opportunities for edge computing and enable a wide range of applications
that were previously not feasible. We believe that our proposed design methodology
and experimental evaluation results provide strong evidence for the effectiveness and
efficiency of our proposed approach. Overall, this thesis contributes to the advancement
of Al and edge computing by providing a new and effective approach for deploying

trustworthy Al systems.

8.1 REFLECTIONS AND FUTURE WORK

In addition to the findings and results presented in this dissertation, there are several
directions for future research that can be explored. For example, as we have previously

discussed, BayesBiNNs can be easily implemented in bitstream computing. However, our
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experiments shown that training BayesBiNNs can be challenging for complex tasks. One
potential direction for future research is exploring BayesBiNNs in challenging tinyML
or complex control tasks. Furthermore, our approach has the potential to facilitate the
deployment of BNNs with deeper models at the edge, due to its energy and power
advantages as well as its streamlined Gaussian random sample generation. While our
study focused on tinyML tasks, future works could explore larger applications such as
video processing, which are more demanding tasks at the edge. Similarly, they could
investigate more complex posterior distributions, such as mixtures of Gaussians, as our
method may be extended to accommodate such cases with relative ease. Additionally,
there are other potential directions that could be explored in future research that we will

discuss below:

8.1.1 Random Sampling Order

The proposed implementation of Bayesian Binarized Neural Networks (BNNs) on Bit-
stream Computing substrates involves two types of random sampling. The first type is
for sampling weights for the neural networks to compute the forward passes, which is
necessary in BNN implementations on any hardware. The number of these samples is of-
ten determined in advance based on experiments, as we did in chapter 7. The second type
of random sampling is for generating bitstreams, which we analyzed in this study and
proposed a method for controlling dynamically. However, an alternative approach could
be to control both sampling processes dynamically by sampling the network weights more
if necessary. For example, when the output uncertainty quantification lies at the decision
boundary, we may choose to increase the number of network weight samples or look at
longer bitstreams, similar to our approach in this study. Finding the optimal trade-off
between these two sampling processes would require in-depth theoretical analysis, which

was beyond the scope of this study.
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8.1.2  Reduction Operation

Matrix multiplications are the core operation in deep learning which comprise element-
wise multiplication followed by reduction. Bitstream computing substrates are very
good at performing multiplications but reductions require more complex hardware. In
particular, the multiplications output ternary results, (i.e. +1, 0, or —1) which then need
to be added together. There are various ways to perform this reduction in bitstream
computing.

One way is to randomly select one of the outputs and pass it on using a MUX
operation. It can be easily shown that the expected value of the result is equal to the
reduction result. However, this can be problematic as the variance increases proportional
to the number of multiplication outputs. In other words, the error increases linearly to the
size of the matrix multiplication requiring increasing the bitstream lengths proportionally.

Another approach which is commonly used and we adopted in our design is to
use bit counters to perform reductions. This method is more accurate but require more
expensive hardware. We can further combine this approach with the previous one and
select a subset of the element-wise multiplication outputs at random and use bit count
to combine them. This simplifies the bit count circuit which can be expensive for larger
matrix multiplications but adds complex random sampling to the reduction. This hybrid
approach needs to be adopted carefully to find the optimal balance between bit count
and random sampling of multiplication outputs.

Finally, we also explored the use of OR gates for reduction in our approach. If the
input bitstreams are assumed to be sparse, meaning close to 0, an OR gate is equivalent
to an addition operation in bitstream computing. However, it's important to note that if
the inputs are large, the OR gate output can saturate. In our networks, we already employ
a piecewise-linear tangent hyperbolic (pwl-tanh) activation function which performs

clipping operations, making the OR gate output accurate when inputs are small or
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large. Nevertheless, when inputs lie somewhere in between, the result may be inaccurate.
Therefore, it is crucial to analyze this intermediate range of inputs to determine the error

associated with employing OR gates.
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