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Abstract

Ensuring the reliability and safety of machine learning models in open-
world deployment is a central challenge in AI safety. This thesis, which
focuses on developing both algorithms and theoretical foundations, ad-
dresses key reliability issues that arise under distributional uncertainty
and unknown classes, from conventional neural networks to modern foun-
dation models, like large language models (LLMs).

The key challenge of the thesis lies in reliability characterization of the
reliability of off-the-shelf machine learning algorithms, which typically
minimize errors on in-distribution (ID) data without accounting for uncer-
tainties that could arise outside out of distribution (OOD). For instance,
the widely used empirical risk minimization (ERM), operates under the
closed-world assumption (i.e., no distribution shift between training and
inference). Models optimized with ERM are known to produce over-
confidence predictions on OOD data, since the decision boundary is not
conservative. To address this challenge, our works developed novel frame-
works that jointly optimize for both: (1) accurate prediction of samples
from ID, and (2) reliable handling of data from outside ID.

To solve this challenge, we propose an unknown-aware learning frame-
work that enables models to recognize and handle novel inputs without
explicit prior knowledge of those unknowns. In particular, this thesis be-
gins by developing novel outlier synthesis paradigms, i.e., VOS, NPOS and
DREAM-OOD, to generate representative "unknown" examples during
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training, which improves out-of-distribution detection without requiring
any labeled OOD data. Building on top of this, our works propose new
algorithms and theoretical analyses for unknown-aware learning in the
wild (SAL), leveraging unlabeled deployment data to enhance model
reliability to OOD samples. These methods provide formal guarantees
and show that abundant unlabeled data can be harnessed to detect and
adapt to unforeseen inputs, which significantly improves reliability under
real-world conditions.

In addition, we advance the reliability of large-scale foundation mod-
els, including state-of-the-art text-only and multimodal large language
models (LLMs). It presents techniques for detecting hallucinations in
generated outputs (HaloScope), defending against malicious prompts
(MLLMGuard), and alignment data cleaning to remove noisy or biased
feedback data. By mitigating such failure modes, the thesis ensures safer
interactions of the cutting edge AI systems.

The contributions of this research are not only novel in methodology
but also broad in impact: they collectively strengthen reliable decision-
making in AI and pave the way toward unknown-aware learning as a
standard paradigm. We hope this can inspire future OOD research for
advanced AI systems with minimal human efforts.
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Chapter 1

Introduction

Artificial Intelligence (AI) and its subfield of machine learning (ML) have
become increasingly instrumental in driving innovation across numerous
domains, from computer vision (Ren et al., 2015) and natural language
processing (Devlin et al., 2018) to healthcare (Bajwa et al., 2021) and au-
tonomous driving (Hu et al., 2023). At the same time, the reliability and
safety of ML models remain central concerns, particularly as these systems
move from controlled laboratory settings to wide-ranging real-world appli-
cations. Traditional ML models, which often rely on the assumption that
training and test data arise from the same underlying distribution (Vap-
nik, 1999), face significant challenges when confronted with unfamiliar
conditions or novel inputs—phenomena known broadly as distribution
shifts or out-of-distribution (OOD) inputs (Liu et al., 2020b; Yang et al.,
2021b; Fang et al., 2022).

When ML systems fail to recognize their own limitations, the con-
sequences can be severe. For instance, as shown in Figure 1.1 (a), an
autonomous vehicle’s discriminative vision algorithm might confidently
misclassify an unusual object on the road, such as a helicopter, as a known
object. Such failures not only raise concerns about model reliability but
also pose serious risks in safety-critical deployments. Large-scale genera-
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(a) Overconfidence on OOD data (b)     Outlier Synthesis Framework

Figure 1.1: (a) An object detection model trained on BDD-100k dataset (Yu et al.,
2020) produces overconfident predictions for OOD objects (e.g., helicopter),
highlighting reliability concerns in ML models during deployment. Test images
are sampled from MS-COCO (Lin et al., 2014). (b) Overview of my proposed
outlier synthesis framework for unknown-aware learning.

tive models, including Large Language Models (LLMs) (OpenAI, 2023;
Touvron et al., 2023; Grattafiori et al., 2024) and Multimodal Large Lan-
guage Models (MLLMs) (Liu et al., 2023; Bai et al., 2023b), can produce
untruthful or harmful responses if they are not adequately aligned with
human norms (Ji et al., 2023; Zhang et al., 2023d). These vulnerabilities
underscore the urgent need for reliability-oriented techniques—methods
that can robustly detect and respond to OOD data, maintain calibration
under distributional shifts, and mitigate unsafe behaviors in powerful
foundation models.

Reliable ML introduces core challenges in characterizing the reliability
of off-the-shelf learning algorithms, which typically minimize errors on
in-distribution (ID) data from Pin without accounting for uncertainties
that could arise outside Pin. For instance, the widely used empirical risk
minimization (ERM) (Vapnik, 1999), operates under the closed-world
assumption (i.e., no distribution shift between training and inference).
Models optimized with ERM are known to produce overconfidence pre-
dictions on OOD data (Nguyen et al., 2015), since the decision boundary
is not conservative. To address this challenge, my PhD research developed
novel frameworks that jointly optimize for both: (1) accurate prediction
of samples from Pin, and (2) reliable handling of data from outside Pin.
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Given a weighting factor α, this can be formalized as follows:

argmin [Raccuracy + α · Rreliability]. (1.1)

As an example, Raccuracy can be the risk that classifies ID samples into
known classes while Rreliability aims to distinguish ID vs. OOD. The in-
troduction of the reliability risk term Rreliability is crucial to prevent over-
confident predictions on unknown data and improve test-time reliability
when encountering unknowns. However, incorporating this reliability risk
requires large-scale human annotations, e.g., binary ID and OOD labels,
which could limit the practical usage of the proposed framework. There-
fore, my research contributes to developing the foundations of reliable
machine learning with minimal human supervision, which spans three
key aspects:

1. I developed novel unknown-aware learning frameworks that teach
the models what they don’t know without having explicit knowledge
about unknowns (Figure 1.1 (b)). The framework enables tractable
learning from the unknowns by adaptively generating virtual out-
liers from the low-likelihood region in both the feature (Du et al.,
2022c,b; Tao et al., 2023) and input space (Du et al., 2023), and shows
strong efficacy and interpretability for regularizing the model to
discriminate the boundaries between known and unknown data.

2. I designed algorithms and theoretical analysis for unknown-aware
learning by leveraging unlabeled data collected from the models’
deployment environment. This wild data is a mixture of ID and
OOD data by an unknown mixing ratio. Methods I designed such as
gradient SVD score (Du et al., 2024a; Bai et al., 2024) and constrained
optimization (Bai et al., 2023a) can facilitate OOD detection and gen-
eralization on these real-world reliability challenges.
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3. I built reliable foundation models by investigating the reliability blind
spots of language models, such as untruthful generations (Du et al.,
2024d), malicious prompts (Du et al., 2024b), and noisy alignment
data (Yeh et al., 2024). My work seeks to fundamentally understand
the sources of these issues by developing algorithms that leverage
unlabeled data to identify and mitigate the unintended information,
which ensures safer human-AI interactions.

My thesis research has led to impactful publications in top-tier ML and
vision venues and has been recognized by Rising Stars in Data Science
and Jane Street Graduate Research Fellowship programs. Many of my
works has been integrated into the OpenOOD benchmark (Yang et al.,
2022; Zhang et al., 2023a), and have received considerable follow-ups
from worldwide major industry labs, such as Google (Liu and Qin, 2023),
Microsoft (Narayanaswamy et al., 2023), Amazon (Constantinou et al.,
2024), Apple (Zang et al., 2024), Adobe (Gu et al., 2023), Air Force Re-
search (Inkawhich et al., 2024), Toyota (Seifi et al., 2024), LG (Yoon et al.,
2024), Alibaba (Lang et al., 2022) etc. The scientific impact of reliable
ML is profound, I am excited to explore interdisciplinary collaborations
across computer science, statistics, biology science, and policy to push the
boundaries of reliable ML as a machine learning researcher in the future.

The outline of this thesis is as follows: Chapter 2 states the background
of the thesis research by introducing the problem setup, and reviewing the
literature on out-of-distribution detection and reliable foundation models,
which provide the broader conceptual framework for unknown-aware
learning. Chapter 3 provides an overview of the first piece of my PhD
research on foundations of unknown-aware learning. Chapters 4-6 present
in order the three representative foundational works that (1) discuss the
tractable learning foundation by outlier synthesis that is primarily based on
the publications at ICLR’22 (Du et al., 2022c) and ICLR’23 (Tao et al., 2023);
(2) introduce interpretable outlier synthesis to allow human-compatiable

https://datascience.ucsd.edu/rising-stars-in-data-science/
https://www.janestreet.com/join-jane-street/programs-and-events/grf-profiles-2023/
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interpretation (Du et al., 2023); and (3) understand the impact of in-
distribution data particularly on the effect of a compact representation
space (Du et al., 2022a). Chapter 7 summarizes the contributions of
the second piece of my PhD thesis research on learning in the wild with
unlabeled data. Chapter 8 discusses algorithmic and theoretical advances
in leveraging unlabeled wild data. We describe the proposed learning
algorithm, optimization procedures, and generalization analyses. Chapter
9 contains the overview of the contributions for the final piece of my PhD
thesis research on towards reliable foundation models. Chapter 10 expands the
focus to large-scale language and multimodal models, examining issues
of hallucination, and malicious user prompt attacks along with proposed
solutions. Finally, Chapter 11 concludes the thesis, summarizing the key
findings and envisioning how unknown-aware learning can further push
the boundary of AI reliability.
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Chapter 2

Background

In this chapter, we will first introduce the problem formulation in Sec-
tion 2.1, and then discuss the related work to this thesis in Section 2.2.

2.1 Problem Formulation

2.1.1 Out-of-distribution Detection

The key idea in the unknown-aware learning framework is to perform
OOD detection, which identifies data shifts, such as the data that belongs
to semantic classes different from training, by performing thresholding on
certain scoring functions. Formally, we describe the data setup, models
and losses and learning goal.

Labeled ID data and ID distribution. LetX be the input space, andY =

{1, ...,K} be the label space for ID data. Given an unknown ID joint distribu-
tion PXY defined over X×Y, the labeled ID data Sin = {(x1,y1), ..., (xn,yn)}

are drawn independently and identically from PXY. We also denote Pin

as the marginal distribution of PXY on X, which is referred to as the ID
distribution.

Out-of-distribution detection. Our framework concerns a common
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real-world scenario in which the algorithm is trained on the labeled ID
data, but will then be deployed in environments containing OOD data
from unknown class, i.e., y /∈ Y, and therefore should not be predicted by
the model. At test time, the goal is to decide whether a test-time input is
from ID or not (OOD).

Unlabeled wild data. A key challenge in OOD detection is the lack
of labeled OOD data. In particular, the sample space for potential OOD
data can be prohibitively large, making it expensive to collect labeled
OOD data. In this thesis (particularly in Chapter 8), to model the realistic
environment, we incorporate unlabeled wild data Swild = {x̃1, ..., x̃m} into
our learning framework. Wild data consists of both ID and OOD data, and
can be collected freely upon deploying an existing model trained on Sin.
Following Katz-Samuels et al. (2022), we use the Huber contamination
model to characterize the marginal distribution of the wild data

Pwild := (1 − π)Pin + πPout, (2.1)

where π ∈ (0, 1] and Pout is the OOD distribution defined over X. Note
that the case π = 0 is straightforward since no novelties occur.

Models and losses. We denote by hw : X 7→ RK a predictor for ID
classification with parameter w ∈ W, where W is the parameter space.
hw returns the soft classification output. We consider the loss function
ℓ : RK × Y 7→ R on the labeled ID data. In addition, we denote the OOD
classifier gθ : X 7→ R with parameter θ ∈ Θ, where Θ is the parameter
space. We use ℓb(gθ(x),yb) to denote the binary loss function w.r.t. gθ

and binary label yb ∈ Yb := {y+,y−}, where y+ ∈ R>0 and y− ∈ R<0

correspond to the ID class and the OOD class, respectively.
Learning goal. Our learning framework aims to build the OOD classi-

fier gθ by leveraging data from either Sin only (Chapters 3-6) or the joint
set of Sin and Swild (Chapter 8). In evaluating our model, we are interested
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in the following measurements:

(1) ↓ FPR(gθ; λ) := Ex∼Pout(1{gθ(x) > λ}),

(2) ↑ TPR(gθ; λ) := Ex∼Pin(1{gθ(x) > λ}),
(2.2)

where λ is a threshold, typically chosen so that a high fraction of ID data is
correctly classified. In Chapters 4 and 6, we include the object-level OOD
detection task during evaluation, where we will discuss the problem setup
more concretely there.

2.1.2 Hallucination Detection

The third piece of this PhD thesis focuses on LLM safety (Chapter 10),
specifically on LLM hallucination detection with a safety emphasis on the
model outputs compared to OOD detection. Formally, we describe the
LLM generation and the problem of hallucination detection.

LLM generation. We consider an L-layer causal LLM, which takes a
sequence of n tokens xprompt = {x1, ..., xn}, and generates an output xo =

{xn+1, ..., xn+m} in an autoregressive manner. Each output token xi, i ∈
[n+ 1, ...,n+m] is sampled from a distribution over the model vocabulary
V, conditioned on the prefix {x1, ..., xi−1}:

xi = argmaxx∈V
P(x|{x1, ..., xi−1}), (2.3)

and the probability P is calculated as:

P(x|{x1, ..., xi−1}) = softmax(wofL(x) + bo), (2.4)

where fL(x) ∈ Rd denotes the representation at the L-th layer of LLM for
token x, and wo, bo are the weight and bias parameters at the final output
layer.

Hallucination detection. We denote Ptrue as the joint distribution over
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the truthful input and generation pairs, which is referred to as truthful
distribution. For any given generated text xo and its corresponding in-
put prompt xprompt where (xprompt, xo) ∈ XLLM, the goal of hallucination
detection is to learn a binary predictor G : XLLM → {0, 1} such that

G(xprompt, xo) =

 1, if (xprompt, xo) ∼ Ptrue

0, otherwise
(2.5)

2.2 Related Work

This section includes an introduction to related work in out-of-distribution
detection and LLM hallucination detection, which touches both the al-
gorithmic and theoretical research results. Additionally, each chapter
includes discussions on other research areas relevant to its specific topic.

2.2.1 Literature on OOD Detection

OOD detection has attracted a surge of interest in recent years (Fort et al.,
2021; Yang et al., 2021b; Fang et al., 2022; Zhu et al., 2022; Ming et al.,
2022a,c; Yang et al., 2022; Wang et al., 2022d; Galil et al., 2023; Djurisic
et al., 2023; Zheng et al., 2023; Wang et al., 2022c, 2023b; Narasimhan et al.,
2023; Yang et al., 2023; Uppaal et al., 2023; Zhu et al., 2023b,a; Ming and Li,
2023; Zhang et al., 2023a; Ghosal et al., 2024). One line of work performs
OOD detection by devising scoring functions, including confidence-based
methods (Bendale and Boult, 2016; Hendrycks and Gimpel, 2017; Liang
et al., 2018), energy-based score (Liu et al., 2020b; Wang et al., 2021; Wu
et al., 2023), distance-based approaches (Lee et al., 2018b; Tack et al., 2020;
Ren et al., 2021; Sehwag et al., 2021; Sun et al., 2022; Du et al., 2022a; Ming
et al., 2023; Ren et al., 2023a), gradient-based score (Huang et al., 2021),
and Bayesian approaches (Gal and Ghahramani, 2016; Lakshminarayanan
et al., 2017; Maddox et al., 2019; Malinin and Gales, 2019; Wen et al., 2020;
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Kristiadi et al., 2020). Another line of work addressed OOD detection
by training-time regularization (Bevandić et al., 2018; Malinin and Gales,
2018; Geifman and El-Yaniv, 2019; Hein et al., 2019; Meinke and Hein, 2020;
Jeong and Kim, 2020; Liu et al., 2020a; van Amersfoort et al., 2020; Yang
et al., 2021a; Wei et al., 2022; Du et al., 2022b, 2023; Wang et al., 2023a). For
example, the model is regularized to produce lower confidence (Lee et al.,
2018a) or higher energy (Liu et al., 2020b; Du et al., 2022c) on a set of clean
OOD data (Hendrycks et al., 2019; Ming et al., 2022b), wild data (Zhou
et al., 2021; Katz-Samuels et al., 2022; He et al., 2023; Bai et al., 2023a; Du
et al., 2024a) and synthetic outliers (Du et al., 2023; Tao et al., 2023; Park
et al., 2023).

OOD detection for object detection is a rising topic with very few existing
works. For Faster R-CNN, My work VOS (Du et al., 2022c) proposed to
synthesize virtual outliers in the feature space for model regularization.
Du et al. (2022b) explored unknown-aware object detection by leveraging
videos in the wild, whereas we focus on settings with still images only.
For transformer-based object detection model detr, Gupta et al. (2022)
adopted unmatched object queries that are with high confidence as un-
knowns, which did not focus on regularizing the model for desirable
representations. Several works (Deepshikha et al., 2021; Dhamija et al.,
2020; Hall et al., 2020; Miller et al., 2019, 2018) used approximate Bayesian
methods, such as MC-Dropout (Gal and Ghahramani, 2016) for OOD
detection. They require multiple inference passes to generate the uncer-
tainty score, which are computationally expensive on larger datasets and
models.

2.2.2 Literature on OOD Detection Theory

Recent studies have begun to focus on the theoretical understanding of
OOD detection. Fang et al. (2022) studied the generalization of OOD
detection by PAC learning and they found a necessary condition for the
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learnability of OOD detection. Morteza and Li (2022) derived a novel
OOD score and provided a provable understanding of the OOD detection
result using that score. My work at ICLR’24 (Du et al., 2024a) theoretically
studied the impact of unlabeled data for OOD detection. Later at ICML’24,
my work (Du et al., 2024c) formally analyzed the impact of ID labels on
OOD detection, which has not been studied in the past.

2.2.3 Literature on Hallucination Detection

Hallucination detection has gained interest recently for ensuring LLMs’
safety and reliability (Guerreiro et al., 2022; Huang et al., 2023a; Ji et al.,
2023; Zhang et al., 2023d; Xu et al., 2024; Zhang et al., 2023b; Chern et al.,
2023; Min et al., 2023; Huang et al., 2023b; Ren et al., 2023a; Wang et al.,
2023c). The majority of work performs hallucination detection by devising
uncertainty scoring functions, including those based on the logits (An-
drey and Mark, 2021; Kuhn et al., 2023; Duan et al., 2023) that assumed
hallucinations would be generated by flat token log probabilities, and
methods that are based on the output texts, which either measured the
consistency of multiple generated texts (Manakul et al., 2023; Agrawal
et al., 2024; Mündler et al., 2024; Xiong et al., 2024; Cohen et al., 2023) or
prompted LLMs to evaluate the confidence on their generations (Kada-
vath et al., 2022; Xiong et al., 2024; Ren et al., 2023b; Lin et al., 2022a; Tian
et al., 2023; Zhou et al., 2023). Additionally, there is growing interest in
exploring the LLM activations to determine whether an LLM generation
is true or false (Su et al., 2024; Yin et al., 2024; Rateike et al., 2023). For ex-
ample, Chen et al. (2024) performed eigendecomposition with activations
but the decomposition was done on the covariance matrix that required
multiple generation steps to measure the consistency. Zou et al. (2023)
explored probing meaningful direction from neural activations. Another
branch of works, such as (Li et al., 2023b; Duan et al., 2024; Azaria and
Mitchell, 2023), employed labeled data for extracting truthful directions,
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which differs from the scope on harnessing unlabeled LLM generations
that is explored in this thesis. Note that our studied problem is different
from the research on hallucination mitigation (Lee et al., 2022; Tian et al.,
2019; Zhang et al., 2023c; Kai et al., 2024; Shi et al., 2023; Chuang et al.,
2024), which aims to enhance the truthfulness of LLMs’ decoding pro-
cess. Some of my thesis works, such as (Bai et al., 2024; Du et al., 2024a;
Bai et al., 2023a) can be closely connected with hallucination detection
with unlabeled LLM generations, which utilized unlabeled data for out-of-
distribution detection. However, their approach and problem formulation
are different.
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Chapter 3

Overview for Foundations of
Unknown-Aware Learning

Motivation. Ensuring safe and reliable AI systems requires address-
ing a critical issue: the overconfident predictions made on the OOD in-
puts (Nguyen et al., 2015). These inputs arise from unknown categories
and should ideally be excluded from model predictions. For example,
in self-driving car applications, my research is the first to discover that
an object detection model trained on ID objects (e.g., cars, pedestrians)
might confidently misidentify an unusual object, such as a helicopter
on a highway, as a known object; see Figure 1.1 (a). Such failures not
only raise concerns about model reliability but also pose serious risks in
safety-critical deployments.

The vulnerability to OOD inputs stems from the lack of explicit knowl-
edge of unknowns during training, as neural networks are typically opti-
mized only on ID data. While this approach effectively captures ID tasks,
the resulting decision boundaries can be inadequate for OOD detection.
Ideally, a model should maintain high confidence for ID data and exhibit
high uncertainty for OOD samples, yet achieving this goal is challenging
due to the absence of labeled outliers. My research tackles this challenge
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for unknown-aware learning through an automated outlier generation
paradigm, which offers greater feasibility and flexibility than approaches
requiring extensive human annotations (Hendrycks et al., 2019). I outline
three core fundamental contributions between Chapter 4 and Chapter 6:

Tractable learning foundation by outlier synthesis. My work VOS (Du
et al., 2022c) (ICLR’22) laid the foundation of a learning framework called virtual
outlier synthesis to regularize the models’ decision boundary. This approach is
based on modeling ID features as Gaussians, reject sampling to synthesize
virtual outliers from low-likelihood regions, and a novel unknown-aware
training objective that contrastively shapes the uncertainty energy surface
between ID data and synthesized outliers. Additionally, VOS delivers the
insight that synthesizing outliers in the feature space is more tractable than
generating high-dimensional pixels (Lee et al., 2018a). My subsequent
work, NPOS (Tao et al., 2023) (ICLR’23), relaxed the Gaussian assumption
through a non-parametric synthesis approach, yielding improved results
on language models and larger datasets. The STUD method (Du et al.,
2022b), presented at CVPR’22 as an oral, further demonstrated the effi-
cacy of this approach in real-world practice, i.e., video object detection,
distilling unknown objects in both spatial and temporal dimensions to
regularize model decision boundaries. Particularly, Chapter 4 is going to
mainly discuss the work of VOS.

Interpretable outlier synthesis. While feature-space synthesis is effec-
tive, it doesn’t allow human-compatible interpretation like visual pixels. To ad-
dress this, my NeurIPS’23 paper Dream-OOD (Du et al., 2023) introduced
a framework to comprehensively study the interactions between feature-space
and pixel-space synthesis. The method learns a text-conditioned visual latent
space, enabling outlier sampling and decoding by diffusion models, which
not only enhances interpretability but also achieves strong results on OOD
detection benchmarks. It has garnered quite a few interests from commu-
nity, prompting follow-up research on pixel-space outlier synthesis (Yoon
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et al., 2024; Um and Ye, 2024; Liu et al., 2024b). Chapter 5 will cover the
work of Dream-OOD.

Understanding the impact of in-distribution data. Beyond focusing
on reliability risks in the unknown-aware learning framework, it’s cru-
cial to address the in-distribution accuracy term Raccuracy in Equation 1.1
during training. My work, SIREN (Du et al., 2022a) (NeurIPS’22) and a
subsequent ICML’24 paper (Du et al., 2024c), fundamentally investigated
the influence of compact representation space and ID label supervision on
identifying OOD samples. These insights contribute to designing better
training strategies on ID data and enhancing overall model reliability. In
Chapter 6, we will focus on the work of SIREN.
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Chapter 4

VOS: Learning What You Don’t
Know by Virtual Outlier
Synthesis

Publication Statement. This chapter is joint work with Zhaoning Wang,
Mu Cai and Yixuan Li. The paper version of this chapter appeared in
ICLR’22 (Du et al., 2022c).
Abstract. OOD detection has received much attention lately due to its
importance in the safe deployment of neural networks. One of the key
challenges is that models lack supervision signals from unknown data,
and as a result, can produce overconfident predictions on OOD data.
Previous approaches rely on real outlier datasets for model regularization,
which can be costly and sometimes infeasible to obtain in practice. In
this chapter, we present VOS, a novel framework for OOD detection by
adaptively synthesizing virtual outliers that can meaningfully regularize
the model’s decision boundary during training. Specifically, VOS samples
virtual outliers from the low-likelihood region of the class-conditional
distribution estimated in the feature space. Alongside, we introduce a
novel unknown-aware training objective, which contrastively shapes the
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(a) Overconfident predictions 
on OOD data 

(b) Uncertainty measure on model trained
without outliers (not ideal) 

(c) Uncertainty measure on model trained 
with virtual outliers (ours) 

Figure 4.1: (a) A Faster-RCNN (Ren et al., 2015) model trained on BDD-
100k dataset (Yu et al., 2020) produces overconfident predictions for OOD
object (e.g., moose). (b)-(c) The uncertainty measurement with and with-
out virtual outlier training. The in-distribution data x ∈ X = R2 is sampled
from a Gaussian mixture model). Regularizing the model with virtual
outliers (c) better captures the OOD uncertainty than without (b).

uncertainty space between the ID data and synthesized outlier data. VOS
achieves competitive performance on both object detection and image
classification models, reducing the FPR95 by up to 9.36% compared to
the previous best method on object detectors. Code is available at https:
//github.com/deeplearning-wisc/vos.

4.1 Introduction

Modern deep neural networks have achieved unprecedented success in
known contexts for which they are trained, yet they often struggle to
handle the unknowns. In particular, neural networks have been shown
to produce high posterior probability for out-of-distribution (OOD) test
inputs (Nguyen et al., 2015), which arise from unknown categories and
should not be predicted by the model. Taking self-driving car as an exam-
ple, an object detection model trained to recognize in-distribution objects
(e.g., cars, stop signs) can produce a high-confidence prediction for an

https://github.com/deeplearning-wisc/vos
https://github.com/deeplearning-wisc/vos
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unseen object of a moose; see Figure 4.1(a). Such a failure case raises
concerns in model reliability, and worse, may lead to catastrophe when
deployed in safety-critical applications.

The vulnerability to OOD inputs arises due to the lack explicit knowl-
edge of unknowns during training time. In particular, neural networks are
typically optimized only on the in-distribution (ID) data. The resulting
decision boundary, despite being useful on ID tasks such as classification,
can be ill-fated for OOD detection. We illustrate this in Figure 4.1. The ID
data (gray) consists of three class-conditional Gaussians, on which a three-
way softmax classifier is trained. The resulting classifier is overconfident
for regions far away from the ID data (see the red shade in Figure 4.1(b)),
causing trouble for OOD detection. Ideally, a model should learn a more
compact decision boundary that produces low uncertainty for the ID data,
with high OOD uncertainty elsewhere (e.g., Figure 4.1(c)). However,
achieving this goal is non-trivial due to the lack of supervision signal of
unknowns. This motivates the question: Can we synthesize virtual outliers
for effective model regularization?

In this chapter, we propose a novel unknown-aware learning frame-
work dubbed VOS (Virtual Outlier Synthesis), which optimizes the dual
objectives of both ID task and OOD detection performance. In a nut-
shell, VOS consists of three components tackling challenges of outlier
synthesis and effective model regularization with synthesized outliers.
To synthesize the outliers, we estimate the class-conditional distribution
in the feature space, and sample outliers from the low-likelihood region
of ID classes (Section 4.3.1). Key to our method, we show that sampling
in the feature space is more tractable than synthesizing images in the
high-dimensional pixel space (Lee et al., 2018a). Alongside, we propose a
novel unknown-aware training objective, which contrastively shapes the
uncertainty surface between the ID data and synthesized outliers (Sec-
tion 4.3.2). During training, VOS simultaneously performs the ID task
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(e.g., classification or object detection) as well as the OOD uncertainty
regularization. During inference time, the uncertainty estimation branch
produces a larger probabilistic score for ID data and vice versa, which
enables effective OOD detection (Section 4.3.3).

VOS offers several compelling advantages compared to existing solu-
tions. (1) VOS is a general learning framework that is effective for both
object detection and image classification tasks, whereas previous methods
were primarily driven by image classification. Image-level detection can
be limiting as an image could be OOD in certain regions while being in-
distribution elsewhere. Our work bridges a critical research gap since OOD
detection for object detection is timely yet underexplored in literature. (2)
VOS enables adaptive outlier synthesis, which can be flexibly and conve-
niently used for any ID data without manual data collection or cleaning. In
contrast, previous methods using outlier exposure (Hendrycks et al., 2019)
require an auxiliary image dataset that is sufficiently diverse, which can
be arguably prohibitive to obtain. Moreover, one needs to perform careful
data cleaning to ensure the auxiliary outlier dataset does not overlap with
ID data. (3) VOS synthesizes outliers that can estimate a compact decision
boundary between ID and OOD data. In contrast, existing solutions use
outliers that are either too trivial to regularize the OOD estimator, or too
hard to be separated from ID data, resulting in sub-optimal performance.

Our key contributions and results are summarized as follows:

• We propose a new framework VOS addressing a pressing issue—
unknown-aware deep learning that optimizes for both ID and OOD
performance. VOS establishes state-of-the-art results on a challenging
object detection task. Compared to the best method, VOS reduces the
FPR95 by up to 9.36% while preserving the accuracy on the ID task.

• We conduct extensive ablations and reveal important insights by
contrasting different outlier synthesis approaches. We show that
VOS is more advantageous than generating outliers directly in the
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high-dimensional pixel space (e.g., using GAN (Lee et al., 2018a))
or using noise as outliers.

• We comprehensively evaluate our method on common OOD detec-
tion benchmarks, along with a more challenging yet underexplored
task in the context of object detection. Our effort facilitates future
research to evaluate OOD detection in a real-world setting.

4.2 Problem Setup

We start by formulating the problem of OOD detection in the setting of
object detection. Our framework can be easily generalized to image classifi-
cation when the bounding box is the entire image (see Section 4.4.2). Most
previous formulations of OOD detection treat entire images as anomalies,
which can lead to ambiguity shown in Figure 4.1. In particular, natural
images are composed of numerous objects and components. Knowing
which regions of an image are anomalous could allow for safer handling of
unfamiliar objects. This setting is more realistic in practice, yet also more
challenging as it requires reasoning OOD uncertainty at the fine-grained
object level.

Specifically, we denote the input and label space by X = Rd and
Y = {1, 2, ...,K}, respectively. Let x ∈ X be the input image, b ∈ R4 be
the bounding box coordinates associated with object instances in the im-
age, and y ∈ Y be the semantic label for K-way classification. An object
detection model is trained on in-distribution data D = {(xi, bi,yi)}

N
i=1

drawn from an unknown joint distribution mathcalP. We use neural net-
works with parameters θ to model the bounding box regression pθ(b|x)
and the classification pθ(y|x, b).

The OOD detection can be formulated as a binary classification prob-
lem, which distinguishes between the in- vs. out-of-distribution objects.
Let PX denote the marginal probability distribution on X. Given a test
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Figure 4.2: The framework of VOS. We model the feature representation
of ID objects as class-conditional Gaussians, and sample virtual outliers
v from the low-likelihood region. The virtual outliers, along with the ID
objects, are used to produce the uncertainty loss for regularization. The
uncertainty estimation branch (Luncertainty) is jointly trained with the object
detection loss (Lloc,Lcls).

input x∗ ∼ PX, as well as an object instance b∗ predicted by the object
detector, the goal is to predict pθ(g|x∗, b∗). We use g = 1 to indicate a
detected object being in-distribution, and g = 0 being out-of-distribution,
with semantics outside the support of Y.

4.3 Method

Our novel unknown-aware learning framework is illustrated in Figure 4.2.
Our framework encompasses three novel components and addresses the
following questions: (1) how to synthesize the virtual outliers (Section 4.3.1),
(2) how to leverage the synthesized outliers for effective model regular-
ization (Section 4.3.2), and (3) how to perform OOD detection during
inference time (Section 4.3.3)?
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4.3.1 VOS: Virtual Outlier Synthesis

Our framework VOS generates virtual outliers for model regularization,
without relying on external data. While a straightforward idea is to train
generative models such as GANs (Goodfellow et al., 2014; Lee et al., 2018a),
synthesizing images in the high-dimensional pixel space can be difficult
to optimize. Instead, our key idea is to synthesize virtual outliers in the
feature space, which is more tractable given lower dimensionality. Moreover,
our method is based on a discriminatively trained classifier in the object
detector, which circumvents the difficult optimization process in training
generative models.

Specifically, we assume the feature representation of object instances
forms a class-conditional multivariate Gaussian distribution (see Fig-
ure 4.3):

pθ(h(x, b)|y = k) = N(µk,Σ),

where µk is the Gaussian mean of class k ∈ {1, 2, .., K}, Σ is the tied co-
variance matrix, and h(x, b) ∈ Rm is the latent representation of an object
instance (x, b). To extract the latent representation, we use the penultimate
layer of the neural network. The dimensionality m is significantly smaller
than the input dimension d.

Figure 4.3: UMAP
visualization of fea-
ture embeddings of
PASCAL-VOC (on a
subset of 10 classes).

To estimate the parameters of the class-conditional
Gaussian, we compute empirical class mean µ̂k and
covariance Σ̂ of training samples {(xi, bi,yi)}

N
i=1:

µ̂k =
1
Nk

∑
i:yi=k

h(xi, bi) (4.1)

Σ̂ =
1
N

∑
k

∑
i:yi=k

(h(xi, bi) − µ̂k) (h(xi, bi) − µ̂k)
⊤ ,

(4.2)
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where Nk is the number of objects in class k, and N is the total num-
ber of objects. We use online estimation for efficient training, where we
maintain a class-conditional queue with |Qk| object instances from each
class. In each iteration, we enqueue the embeddings of objects to their
corresponding class-conditional queues, and dequeue the same number
of object embeddings.

Sampling from the feature representation space. We propose sam-
pling the virtual outliers from the feature representation space, using the
multivariate distributions estimated above. Ideally, these virtual outliers
should help estimate a more compact decision boundary between ID and
OOD data.

To achieve this, we propose sampling the virtual outliers Vk from the
ϵ-likelihood region of the estimated class-conditional distribution:

Vk = {vk|
1

(2π)m/2|Σ̂|1/2
exp

(
−

1
2(vk − µ̂k)

⊤Σ̂
−1
(vk − µ̂k)

)
< ϵ}, (4.3)

where vk ∼ N(µ̂k, Σ̂) denotes the sampled virtual outliers for class k, which
are in the sublevel set based on the likelihood. ϵ is sufficiently small so
that the sampled outliers are near class boundary.

Classification outputs for virtual outliers. For a given sampled virtual
outlier v ∈ Rm, the output of the classification branch can be derived
through a linear transformation:

f(v; θ) = W⊤
clsv, (4.4)

where Wcls ∈ Rm×K is the weight of the last fully connected layer. We
proceed with describing how to regularize the output of virtual outliers
for improved OOD detection.
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4.3.2 Unknown-aware Training Objective

We now introduce a new training objective for unknown-aware learning,
leveraging the virtual outliers in Section 4.3.1. The key idea is to perform
visual recognition task while regularizing the model to produce a low
OOD score for ID data, and a high OOD score for the synthesized outlier.

Uncertainty regularization for classification. For simplicity, we first
describe the regularization in the multi-class classification setting. The
regularization loss should ideally optimize for the separability between
the ID vs. OOD data under some function that captures the data density.
However, directly estimating log p(x) can be computationally intractable
as it requires sampling from the entire space X. We note that the log
partition function E(x; θ) := − log

∑K
k=1 e

fk(x;θ) is proportional to log p(x)
with some unknown factor, which can be seen from the following:

p(y|x) =
p(x,y)
p(x)

=
efy(x;θ)∑K
k=1 e

fk(x;θ)
,

where fy(x; θ) denotes the y-th element of logit output corresponding to
the label y. The negative log partition function is also known as the free
energy, which was shown to be an effective uncertainty measurement for
OOD detection (Liu et al., 2020b).

Our idea is to explicitly perform a level-set estimation based on the
energy function (threshold at 0), where the ID data has negative energy
values and the synthesized outlier has positive energy:

Luncertainty = Ev∼V 1{E(v; θ) > 0}+ Ex∼D 1{E(x; θ) ⩽ 0}

This is a simpler objective than estimating density. Since the 0/1 loss is
intractable, we replace it with the binary sigmoid loss, a smooth approxi-
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mation of the 0/1 loss, yielding the following:

Luncertainty = Ev∼V

[
− log 1

1 + exp−ϕ(E(v;θ))

]
+Ex∼D

[
− log exp−ϕ(E(x;θ))

1 + exp−ϕ(E(x;θ))

]
.

(4.5)
Here ϕ(·) is a nonlinear MLP function, which allows learning flexible en-
ergy surface. The learning process shapes the uncertainty surface, which
predicts high probability for ID data and low probability for virtual outliers
v. Liu et al. (2020b) employed energy for model uncertainty regulariza-
tion, however, the loss function is based on the squared hinge loss and
requires tuning two margin hyperparameters. In contrast, our uncertainty
regularization loss is completely hyperparameter-free and is much easier
to use in practice. Moreover, VOS produces probabilistic score for OOD
detection, whereas Liu et al. (2020b) relies on non-probabilistic energy
score.

Object-level energy score. In case of object detection, we can replace the
image-level energy with object-level energy score. For ID object (x, b), the
energy is defined as:

E(x, b; θ) = − log
K∑

k=1

wk · expfk((x,b);θ), (4.6)

where fk((x, b); θ) = W⊤
clsh(x, b) is the logit output for class k in the classi-

fication branch. The energy score for the virtual outlier can be defined in
a similar way as above. In particular, we will show in Section 4.4 that a
learnable w is more flexible than a constant w, given the inherent class
imbalance in object detection datasets. Additional analysis on wk is in
Appendix 12.1.7.

Overall training objective. In the case of object detection, the overall
training objective combines the standard object detection loss, along with
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a regularization loss in terms of uncertainty:

min
θ

E(x,b,y)∼D [Lcls + Lloc] + β · Luncertainty, (4.7)

where β is the weight of the uncertainty regularization. Lcls and Lloc are
losses for classification and bounding box regression, respectively. This
can be simplified to classification task without Lloc. We provide ablation
studies in Section 4.4.1 demonstrating the superiority of our loss function.

Algorithm 1 VOS: Virtual Outlier Synthesis for OOD detection
Input: ID data D = {(xi, bi,yi)}

N
i=1, randomly initialized detector with

parameter θ, queue size |Qk| for Gaussian density estimation, weight for
uncertainty regularization β, and ϵ.
Output: Object detector with parameter θ∗, and OOD detector G.
while train do

Update the ID queue Qk with the training objects {(x, b,y)}.
Estimate the multivariate distributions based on ID training objects
using Equation 1 and 4.2.
Sample virtual outliers v using Equation 4.3.
Calculate the regularization loss using Equation 4.5, update the param-
eters θ based on Equation 4.7.

end
while eval do

Calculate the OOD uncertainty score using Equation 4.8.
Perform thresholding comparison using Equation 4.9.

end

4.3.3 Inference-time OOD Detection

During inference, we use the output of the logistic regression uncertainty
branch for OOD detection. In particular, given a test input x∗, the object
detector produces a bounding box prediction b∗. The OOD uncertainty
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score for the predicted object (x∗, b∗) is given by:

pθ(g | x∗, b∗) =
exp−ϕ(E(x∗,b∗))

1 + exp−ϕ(E(x∗,b∗))
. (4.8)

For OOD detection, one can exercise the thresholding mechanism to dis-
tinguish between ID and OOD objects:

G(x∗, b∗) =

{
1 if pθ(g | x∗, b∗) ⩾ γ,
0 if pθ(g | x∗, b∗) < γ.

(4.9)

The threshold γ is typically chosen so that a high fraction of ID data
(e.g., 95%) is correctly classified. Our framework VOS is summarized in
Algorithm 1.

4.4 Experimental Results

In this section, we present empirical evidence to validate the effectiveness
of VOS on several real-world tasks, including both object detection (Sec-
tion 4.4.1) and image classification (Section 4.4.2).

4.4.1 Evaluation on Object Detection
Experimental details. We use PASCAL VOC1 (Everingham et al., 2010)
and Berkeley DeepDrive (BDD-100k2) (Yu et al., 2020) datasets as the ID
training data. For both tasks, we evaluate on two OOD datasets that con-
tain subset of images from: MS-COCO (Lin et al., 2014) and OpenImages
(validation set) (Kuznetsova et al., 2020). We manually examine the OOD
images to ensure they do not contain ID category. We have open-sourced
our benchmark data that allows the community to easily evaluate future
methods on object-level OOD detection.
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In-distribution D Method FPR95 ↓ AUROC ↑ mAP (ID)↑
OOD: MS-COCO / OpenImages

PASCAL-VOC

MSP (Hendrycks and Gimpel, 2017) 70.99 / 73.13 83.45 / 81.91 48.7
ODIN (Liang et al., 2018) 59.82 / 63.14 82.20 / 82.59 48.7
Mahalanobis (Lee et al., 2018b) 96.46 / 96.27 59.25 / 57.42 48.7
Energy score (Liu et al., 2020b) 56.89 / 58.69 83.69 / 82.98 48.7
Gram matrices (Sastry and Oore, 2020) 62.75 / 67.42 79.88 / 77.62 48.7
Generalized ODIN (Hsu et al., 2020) 59.57 / 70.28 83.12 / 79.23 48.1
CSI (Tack et al., 2020) 59.91 / 57.41 81.83 / 82.95 48.1
GAN-synthesis (Lee et al., 2018a) 60.93 / 59.97 83.67 / 82.67 48.5
VOS-ResNet50 (ours) 47.53±2.9 / 51.33±1.6 88.70±1.2 / 85.23± 0.6 48.9±0.2
VOS-RegX4.0 (ours) 47.77±1.1 / 48.33±1.6 89.00±0.4 / 87.59±0.2 51.6±0.1

Berkeley
DeepDrive-
100k

MSP (Hendrycks and Gimpel, 2017) 80.94 / 79.04 75.87 / 77.38 31.2
ODIN (Liang et al., 2018) 62.85 / 58.92 74.44 / 76.61 31.2
Mahalanobis (Lee et al., 2018b) 57.66 / 60.16 84.92 / 86.88 31.2
Energy score (Liu et al., 2020b) 60.06 / 54.97 77.48 / 79.60 31.2
Gram matrices (Sastry and Oore, 2020) 60.93 / 77.55 74.93 / 59.38 31.2
Generalized ODIN (Hsu et al., 2020) 57.27 / 50.17 85.22 / 87.18 31.8
CSI (Tack et al., 2020) 47.10 / 37.06 84.09 / 87.99 30.6
GAN-synthesis (Lee et al., 2018a) 57.03 / 50.61 78.82 / 81.25 31.4
VOS-ResNet50 (ours) 44.27±2.0 / 35.54±1.7 86.87±2.1 / 88.52±1.3 31.3±0.0
VOS-RegX4.0 (ours) 36.61±0.9 / 27.24±1.3 89.08±0.6 / 92.13±0.5 32.5±0.1

Table 4.1: Main results. Comparison with competitive out-of-distribution
detection methods. All baseline methods are based on a model trained
on ID data only using ResNet-50 as the backbone, without using any real
outlier data. ↑ indicates larger values are better and ↓ indicates smaller
values are better. All values are percentages. Bold numbers are superior
results. We report standard deviations estimated across 3 runs. RegX4.0
denotes the backbone of RegNetX-4.0GF (Radosavovic et al., 2020) for the
object detector.

We use the Detectron2 library (Girshick et al., 2018) and train on
two backbone architectures: ResNet-50 (He et al., 2016b) and RegNetX-
4.0GF (Radosavovic et al., 2020). We employ a two-layer MLP with a
ReLU nonlinearity for ϕ in Equation 4.5, with hidden layer dimension of
512. For each in-distribution class, we use 1,000 samples to estimate the
class-conditional Gaussians. Since the threshold ϵ can be infinitesimally
small, we instead choose ϵ based on the t-th smallest likelihood in a pool of
10,000 samples (per-class), generated from the class-conditional Gaussian
distribution. A larger t corresponds to a larger threshold ϵ. As shown in
Table 12.11, a smaller t yields good performance. We set t = 1 for all our
experiments. Extensive details on the datasets are described in Appendix 12.3.1,
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along with a comprehensive sensitivity analysis of each hyperparameter (includ-
ing the queue size |Qk|, coefficient β, and threshold ϵ) in Appendix 12.1.3.

Metrics. For evaluating the OOD detection performance, we report:
(1) the false positive rate (FPR95) of OOD samples when the true positive
rate of ID samples is at 95%; (2) the area under the receiver operating char-
acteristic curve (AUROC). For evaluating the object detection performance
on the ID task, we report the common metric of mAP.

VOS outperforms existing approaches. In Table 4.1, we compare VOS
with competitive OOD detection methods in literature. For a fair com-
parison, all the methods only use ID data without using auxiliary outlier
dataset. Our proposed method, VOS, outperforms competitive baselines,
including Maximum Softmax Probability (Hendrycks and Gimpel, 2017),
ODIN (Liang et al., 2018), energy score (Liu et al., 2020b), Mahalanobis
distance (Lee et al., 2018b), Generalized ODIN (Hsu et al., 2020), CSI (Tack
et al., 2020) and Gram matrices (Sastry and Oore, 2020). These approaches
rely on a classification model trained primarily for the ID classification
task, and can be naturally extended to the object detection model due to
the existence of a classification head. The comparison precisely highlights
the benefits of incorporating synthesized outliers for model regularization.

Closest to our work is the GAN-based approach for synthesizing out-
liers (Lee et al., 2018a). Compare to GAN-synthesis, VOS improves the
OOD detection performance (FPR95) by 12.76% on BDD-100k and 13.40%
on Pascal VOC (COCO as OOD). Moreover, we show in Table 4.1 that
VOS achieves stronger OOD detection performance while preserving a
high accuracy on the original in-distribution task (measured by mAP).
This is in contrast with CSI, which displays degradation, with mAP de-

1PASCAL-VOC consists of the following ID labels: Person, Car, Bicycle, Boat, Bus,
Motorbike, Train, Airplane, Chair, Bottle, Dining Table, Potted Plant, TV, Sofa, Bird, Cat,
Cow, Dog, Horse, Sheep.

2BDD-100k consists of ID labels: Pedestrian, Rider, Car, Truck, Bus, Train, Motorcycle,
Bicycle, Traffic light, Traffic sign.
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creased by 0.7% on BDD-100k. Details of reproducing baselines are in
Appendix 12.3.4.

Ablation on outlier synthesis approaches. We compare VOS with
different synthesis approaches in Table 4.2. Specifically, we consider three
types of synthesis approach: (i⋄) synthesizing outliers in the pixel space,
(ii♮) using noise as outliers, and (iii♣) using negative proposals from RPN
as outliers. For type I, we consider GAN-based (Lee et al., 2018a) and
mixup (Zhang et al., 2018) methods. The outputs of the classification
branch for outliers are forced to be closer to a uniform distribution. For
mixup, we consider two different beta distributions Beta(0.4) and Beta(1),
and interpolate ID objects in the pixel space. For Type II, we use noise
perturbation to create virtual outliers. We consider adding fixed Gaussian
noise to the ID features, adding trainable noise to the ID features where the
noise is trained to push the outliers away from ID features, and using fixed
Gaussian noise as outliers. Lastly, for type III, we directly use the negative
proposals in the ROI head as the outliers for Equation 4.5, similar to Joseph
et al. (2021). We consider three variants: randomly sampling n negative
proposals (n is the number of positive proposals), sampling n negative
proposals with a larger probability, and using all the negative proposals.
All methods are trained under the same setup, with PASCAL-VOC as
in-distribution data and ResNet-50 as the backbone. The loss function is
the same as Equation 4.7 for all variants, with the only difference being
the synthesis method.

The results are summarized in Table 4.2, where VOS outperforms alter-
native synthesis approaches both in the feature space (♣, ♮) or the pixel
space (⋄). Generating outliers in the pixel space (⋄) is either unstable
(GAN) or harmful for the object detection performance (mixup). Intro-
ducing noise (♮), especially using Gaussian noise as outliers is promising.
However, Gaussian noise outliers are relatively simple, and may not ef-
fectively regularize the decision boundary between ID and OOD as VOS
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Method AUROC ↑ mAP ↑

Image
synthesis

⋄GAN (Lee et al., 2018a) 83.67 48.5
⋄Mixup (Zhang et al., 2018) (mixing ratio 0.4) 61.23 44.3
⋄Mixup (Zhang et al., 2018) (mixing ratio 1) 63.99 46.9

Noise as
outliers

♮Additive Gaussian noise to ID features 68.02 48.7
♮Trainable noise added to the ID features 66.67 48.6
♮Gaussian noise 85.98 48.5

Negative
proposals

♣All negative proposals 63.45 48.1
♣Random negative proposals 66.03 48.5
♣Proposals with large background prob (Joseph et al., 2021) 77.26 48.5
VOS (ours) 88.70 48.9

Table 4.2: Ablation on outlier synthesis approaches (on backbone of
ResNet-50, COCO is the OOD data).

does. Exploiting the negative proposals (♣) is not effective, because they
are distributionally close to the ID data.

Ablation on the uncertainty loss. We perform ablation on several
variants of VOS, trained with different uncertainty loss Luncertainty. Particu-
larly, we consider: (1) using the squared hinge loss for regularization as
in Liu et al., (2) using constant weight w = [1, 1, ..., 1]⊤ for energy score in
Equation 4.6, and (3) classifying the virtual outliers as an additional K+ 1
class in the classification branch. The performance comparison is summa-
rized in Table 4.3. Compared to the hinge loss, our proposed logistic loss
reduces the FPR95 by 10.02% on BDD-100k. While the squared hinge loss
in Liu et al. requires tuning the hyperparameters, our uncertainty loss
is completely hyperparameter free. In addition, we find that a learnable w
for energy score is more desirable than a constant w, given the inherent
class imbalance in object detection datasets. Finally, classifying the virtual
outliers as an additional class increases the difficulty of object classifica-
tion, which does not outperform either. This ablation demonstrates the
superiority of the uncertainty loss employed by VOS.

VOS is effective on alternative architecture. Lastly, we demonstrate
that VOS is effective on alternative neural network architectures. In par-
ticular, using RegNet (Radosavovic et al., 2020) as backbone yields both
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D
Method FPR95 AUROC object detection mAP (ID)

↓ ↑ ↑

PASCAL-
VOC

VOS w/ hinge loss 49.75 87.90 46.5
VOS w/ constant w 51.59 88.64 48.9
VOS w/ K+ 1 class 65.25 85.26 47.0
VOS (ours) 47.53 88.70 48.9

Berkeley
DeepDrive-
100k

VOS w/ hinge loss 54.29 83.47 29.5
VOS w/ constant w 49.25 85.35 30.9
VOS w/ K+ 1 class 52.98 85.91 30.1
VOS (ours) 44.27 86.87 31.3

Table 4.3: Ablation study. Comparison with different regularization loss
functions (on backbone of ResNet-50, COCO is the OOD data).

better ID accuracy and OOD detection performance. We also explore using
intermediate layers for outlier synthesis, where we show using VOS on the
penultimate layer is the most effective. This is expected since the feature
representations are the most discriminative at deeper layers. We provide
details in Appendix 12.1.6.

Comparison with training on real outlier data. We also compare
with Outlier Exposure (Hendrycks et al., 2019) (OE). OE serves as a
strong baseline since it relies on the real outlier data. We train the object
detector on PASCAL-VOC using the same architecture ResNet-50, and
use the OE objective for the classification branch. The real outliers for OE
training are sampled from the OpenImages dataset (Kuznetsova et al.,
2020). We perform careful deduplication to ensure there is no overlap
between the outlier training data and PASCAL-VOC. Our method achieves
OOD detection performance on COCO (AUROC: 88.70%) that favorably
matches OE (AUROC: 90.18%), and does not require external data.

4.4.2 Evaluation on Image Classification

Going beyond object detection, we show that VOS is also suitable and
effective on common image classification benchmark. We use CIFAR-
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10 (Krizhevsky and Hinton, 2009) as the ID training data, with stan-
dard train/val splits. We train on WideResNet-40 (Zagoruyko and Ko-
modakis, 2016) and DenseNet-101 (Huang et al., 2017), where we substi-
tute the object detection loss in Equation 4.7 with the cross-entropy loss.

Method FPR95 ↓ AUROC ↑
WideResNet / DenseNet

MSP 51.05 / 48.73 90.90 / 92.46
ODIN 35.71 / 24.57 91.09 / 93.71

Mahalanobis 37.08 / 36.26 93.27 / 87.12
Energy 33.01 / 27.44 91.88 / 94.51

Gram Matrices 27.33 / 23.13 93.00 / 89.83
Generalized ODIN 39.94 / 26.97 92.44 / 93.76

CSI 35.66 / 47.83 92.45 / 85.31
GAN-synthesis 37.30 / 83.71 89.60 / 54.14

VOS (ours) 24.87 / 22.47 94.06 / 95.33

Table 4.4: OOD detection results of VOS
and comparison with competitive base-
lines on two architectures: WideResNet-
40 and DenseNet-101.

We evaluate on six OOD datasets:
Textures (Cimpoi et al., 2014),
SVHN (Netzer et al., 2011), Places365 (Zhou
et al., 2018), LSUN-C (Yu et al.,
2015), LSUN-Resize (Yu et al.,
2015), and iSUN (Xu et al.,
2015). The comparisons are
shown in Table 4.4, with results
averaged over six test datasets.
VOS demonstrates competitive
OOD detection results on both
architectures without sacrific-
ing the ID test classification ac-
curacy (94.84% on pre-trained
WideResNet vs. 94.68% using
VOS).

4.4.3 Qualitative Analysis

In Figure 4.4, we visualize the prediction on several OOD images, using
object detection models trained without virtual outliers (top) and with
VOS (bottom), respectively. The in-distribution data is BDD-100k. VOS
performs better in identifying OOD objects (in green) than a vanilla object
detector, and reduces false positives among detected objects. Moreover, the
confidence score of the false-positive objects of VOS is lower than that of the
vanilla model (see the truck in the 3rd column). Additional visualizations
are in Appendix 12.1.4.
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Figure 4.4: Visualization of detected objects on the OOD images (from
MS-COCO) by a vanilla Faster-RCNN (top) and VOS (bottom). The in-
distribution is BDD-100k dataset. Blue: Objects detected and classified as
one of the ID classes. Green: OOD objects detected by VOS, which reduce
false positives among detected objects.

4.5 Summary

In this chapter, we propose VOS, a novel unknown-aware training frame-
work for OOD detection. Different from methods that require real outlier
data, VOS adaptively synthesizes outliers during training by sampling
virtual outliers from the low-likelihood region of the class-conditional
distributions. The synthesized outliers meaningfully improve the decision
boundary between the ID data and OOD data, resulting in superior OOD
detection performance while preserving the performance of the ID task.
VOS is effective and suitable for both object detection and classification
tasks. We hope our work will inspire future research on unknown-aware
deep learning in real-world settings.
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Chapter 5

Dream the Impossible: Outlier
Imagination with Diffusion
Models

Publication Statement. This chapter is joint work with Yiyou Sun, Jerry
Zhu and Yixuan Li. The paper version of this chapter appeared in NeurIPS’23 (Du
et al., 2023).
Abstract. Utilizing auxiliary outlier datasets to regularize the machine
learning model has demonstrated promise for out-of-distribution (OOD)
detection and safe prediction. Due to the labor intensity in data collection
and cleaning, automating outlier data generation has been a long-desired
alternative. Despite the appeal, generating photo-realistic outliers in the
high dimensional pixel space has been an open challenge for the field.
To tackle the problem, this chapter proposes a new framework Dream-
ood, which enables imagining photo-realistic outliers by way of diffusion
models, provided with only the in-distribution (ID) data and classes.
Specifically, Dream-ood learns a text-conditioned latent space based on
ID data, and then samples outliers in the low-likelihood region via the
latent, which can be decoded into images by the diffusion model. Different
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from prior works (Du et al., 2022c; Tao et al., 2023), Dream-ood enables
visualizing and understanding the imagined outliers, directly in the pixel
space. We conduct comprehensive quantitative and qualitative studies to
understand the efficacy of Dream-ood, and show that training with the
samples generated by Dream-ood can benefit OOD detection performance.
Code is publicly available at https://github.com/deeplearning-wisc/
dream-ood.

5.1 Introduction

Out-of-distribution (OOD) detection is critical for deploying machine
learning models in the wild, where samples from novel classes can nat-
urally emerge and should be flagged for caution. Concerningly, modern
neural networks are shown to produce overconfident and therefore un-
trustworthy predictions for unknown OOD inputs (Nguyen et al., 2015).
To mitigate the issue, recent works have explored training with an auxiliary
outlier dataset, where the model is regularized to learn a more conserva-
tive decision boundary around in-distribution (ID) data (Hendrycks et al.,
2019; Katz-Samuels et al., 2022; Liu et al., 2020b; Ming et al., 2022b). These
methods have demonstrated encouraging OOD detection performance
over the counterparts without auxiliary data.

Despite the promise, preparing auxiliary data can be labor-intensive
and inflexible, and necessitates careful human intervention, such as data
cleaning, to ensure the auxiliary outlier data does not overlap with the ID
data. Automating outlier data generation has thus been a long-desired
alternative. Despite the appeal, generating photo-realistic outliers has
been extremely challenging due to the high dimensional space. Recent
works including VOS and NPOS (Du et al., 2022c; Tao et al., 2023) pro-
posed sampling outliers in the low-dimensional feature space and directly
employed the latent-space outliers to regularize the model. However,

https://github.com/deeplearning-wisc/dream-ood
https://github.com/deeplearning-wisc/dream-ood
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these latent-space methods do not allow us to understand the outliers in a
human-compatible way. Today, the field still lacks an automatic mecha-
nism to generate high-resolution outliers in the pixel space.

In this chapter, we propose a new framework Dream-ood that enables
imagining photo-realistic outliers by way of diffusion models, provided
with only ID data and classes (see Figure 5.1). Harnessing the power of
diffusion models for outlier imagination is non-trivial, since one cannot
easily describe the exponentially many possibilities of outliers using text
prompts. It can be particularly challenging to characterize informative
outliers that lie on the boundary of ID data, which have been shown
to be the most effective in regularizing the ID classifier and its decision
boundary (Ming et al., 2022b). After all, it is almost impossible to describe
something in words without knowing what it looks like.

Our framework circumvents the above challenges by: (1) learning
compact visual representations for the ID data, conditioned on the textual
latent space of the diffusion model (Section 5.3.1), and (2) sampling new
visual embeddings in the text-conditioned latent space, which are then
decoded to pixel-space images by the diffusion model (Section 5.3.2).
Concretely, to learn the text-conditioned latent space, we train an image
classifier to produce image embeddings that have a higher probability to
be aligned with the corresponding class token embedding. The resulting
feature embeddings thus form a compact and informative distribution
that encodes the ID data. Equipped with the text-conditioned latent space,
we sample new embeddings from the low-likelihood region, which can be
decoded into the images via the diffusion model. The rationale is if the
sampled embedding is distributionally far away from the in-distribution
embeddings, the generated image will have a large semantic discrepancy
from the ID images and vice versa.

We demonstrate that our proposed framework creatively imagines
OOD samples conditioned on a given dataset, and as a result, helps im-
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Imagined
    OOD

Jellyfish Ladybug

Figure 5.1: Top: Original ID training data in ImageNet (Deng et al., 2009).
Bottom: Samples generated by our method Dream-ood, which deviate from the
ID data.

prove the OOD detection performance. On Imagenet dataset, training
with samples generated by Dream-ood improves the OOD detection on
a comprehensive suite of OOD datasets. Different from (Du et al., 2022c;
Tao et al., 2023), our method allows visualizing and understanding the
imagined outliers, covering a wide spectrum of near-OOD and far-OOD.
Note that Dream-ood enables leveraging off-the-shelf diffusion models for
OOD detection, rather than modifying the diffusion model (which is an
actively studied area on its own (Nichol and Dhariwal, 2021)). In other
words, this work’s core contribution is to leverage generative modeling
to improve discriminative learning, establishing innovative connections
between the diffusion model and outlier data generation.

Our key contributions are summarized as follows:

1. To the best of our knowledge, Dream-ood is the first to enable the
generation of photo-realistic high-resolution outliers for OOD de-
tection. Dream-ood establishes promising performance on common
benchmarks and can benefit OOD detection.

2. We conduct comprehensive analyses to understand the efficacy of
Dream-ood, both quantitatively and qualitatively. The results pro-
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Figure 5.2: Illustration of our proposed outlier imagination framework Dream-
ood. Dream-ood first learns a text-conditioned space to produce compact image
embeddings aligned with the token embedding T(y) of the diffusion model. It
then samples new embeddings in the latent space, which can be decoded into
pixel-space outlier images xood by diffusion model. The newly generated samples
can help improve OOD detection. Best viewed in color.

vide insights into outlier imagination with diffusion models.

3. As an extension, we show that our synthesis method can be used to
automatically generate ID samples, and as a result, improves the
generalization performance of the ID task itself.

5.2 Preliminaries

We consider a training set D = {(xi,yi)}
n
i=1, drawn i.i.d. from the joint

data distribution PXY. X denotes the input space and Y ∈ {1, 2, ...,C}
denotes the label space. Let Pin denote the marginal distribution on X,
which is also referred to as the in-distribution. Let fθ : X 7→ RC de-
note a multi-class classifier, which predicts the label of an input sam-
ple with parameter θ. To obtain an optimal classifier f∗, a standard ap-
proach is to perform empirical risk minimization (ERM) (Vapnik, 1999):
f∗ = argminf∈F

1
n

∑n
i=1 ℓ(f(xi),yi) where ℓ is the loss function and F is the

hypothesis space.
Out-of-distribution detection. When deploying a machine model

in the real world, a reliable classifier should not only accurately classify
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known in-distribution samples, but also identify OOD input from unknown
class y /∈ Y. This can be achieved by having an OOD detector, in tandem
with the classification model fθ. At its core, OOD detection can be for-
mulated as a binary classification problem. At test time, the goal is to
decide whether a test-time input is from ID or not (OOD). We denote
gθ : X 7→ {in, out} as the function mapping for OOD detection.

Denoising diffusion models have emerged as a promising gener-
ative modeling framework, pushing the state-of-the-art in image gen-
eration (Ramesh et al., 2022; Saharia et al., 2022a). Inspired by non-
equilibrium thermodynamics, diffusion probabilistic models (Sohl-Dickstein
et al., 2015; Song et al., 2021; Ho et al., 2020) define a forward Gaussian
Markov transition kernel of diffusion steps to gradually corrupt training
data until the data distribution is transformed into a simple noisy distribu-
tion. The model then learns to reverse this process by learning a denoising
transition kernel parameterized by a neural network.

Diffusion models can be conditional, for example, on class labels or text
descriptions (Ramesh et al., 2022; Nichol et al., 2022; Saharia et al., 2022b).
In particular, Stable Diffusion (Rombach et al., 2022) is a text-to-image
model that enables synthesizing new images guided by the text prompt.
The model was trained on 5 billion pairs of images and captions taken
from LAION-5B (Schuhmann et al., 2022), a publicly available dataset
derived from Common Crawl data scraped from the web. Given a class
name y, the generation process can be mathematically denoted by:

x ∼ P(x|zy), (5.1)

where zy = T(y) is the textual representation of label y with prompting
(e.g., “A high-quality photo of a [y]”). In Stable Diffusion, T(·) is the text
encoder of the CLIP model (Radford et al., 2021).
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5.3 Dream-ood: Outlier Imagination with
Diffusion Models

In this chapter, we propose a novel framework that enables synthesizing
photo-realistic outliers with respect to a given ID dataset (see Figure 5.1).
The synthesized outliers can be useful for regularizing the ID classifier
to be less confident in the OOD region. Recall that the vanilla diffusion
generation takes as input the textual representation. While it is easy to
encode the ID classes y ∈ Y into textual latent space via T(y), one cannot
trivially generate text prompts for outliers. It can be particularly chal-
lenging to characterize informative outliers that lie on the boundary of
ID data, which have been shown to be most effective in regularizing the
ID classifier and its decision boundary (Ming et al., 2022b). After all, it
is almost impossible to concretely describe something in words without
knowing what it looks like.

Overview. As illustrated in Figure 6.2, our framework circumvents the
challenge by: (1) learning compact visual representations for the ID
data, conditioned on the textual latent space of the diffusion model (Sec-
tion 5.3.1), and (2) sampling new visual embeddings in the text-conditioned
latent space, which are then decoded into the images by diffusion model
(Section 5.3.2). We demonstrate in Section 5.4 that, our proposed outlier
synthesis framework produces meaningful out-of-distribution samples
conditioned on a given dataset, and as a result, significantly improves the
OOD detection performance.

5.3.1 Learning the Text-Conditioned Latent Space

Our key idea is to first train a classifier on ID data D that produces image
embeddings, conditioned on the token embeddings T(y), with y ∈ Y. To
learn the text-conditioned visual latent space, we train the image classifier
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to produce image embeddings that have a higher probability of being
aligned with the corresponding class token embedding, and vice versa.

(a) Learned feature embeddings
(b)     Synthesized outliers

Figure 5.3: TSNE visualization
of learned feature embeddings
using L. Black dots indicate to-
ken embeddings, one for each
class.

Specifically, denote hθ : X 7→ Rm

as a feature encoder that maps an input
x ∈ X to the image embedding hθ(x), and
T : Y 7→ Rm as the text encoder that takes a
class name y and outputs its token embed-
ding T(y). Here T(·) is a fixed text encoder
of the diffusion model. Only the image
feature encoder needs to be trained, with
learnable parameters θ. Mathematically,
the loss function for learning the visual
representations is formulated as follows:

L = E(x,y)∼D[− log
exp

(
T(y)⊤z/t

)∑C
j=1 exp (T(yj)⊤z/t)

],

(5.2)
where z = hθ(x)/∥hθ(x)∥2 is the L2-
normalized image embedding, and t is temperature.
Theoretical interpretation of loss. Formally, our loss function directly
promotes the class-conditional von Mises Fisher (vMF) distribution (Du
et al., 2022a; Mardia et al., 2000; Ming et al., 2023). vMF is analogous to
spherical Gaussian distributions for features with unit norms (∥z∥2 = 1).
The probability density function of z ∈ Rm in class c is:

pm(z;µc, κ) = Zm(κ) exp
(
κµ⊤

c z
)

, (5.3)

where µc is the class centroid with unit norm, κ ⩾ 0 controls the extent
of class concentration, and Zm(κ) is the normalization factor detailed in
the Appendix 12.2.2. The probability of the feature vector z belonging to
class c is:
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P(y = c|z; {κ,µj}
C
j=1) =

Zm (κ) exp
(
κµ⊤

c z
)∑C

j=1 Zm (κ) exp
(
κµ⊤

j z
)

=
exp

(
µ⊤
c z/t

)∑C
j=1 exp

(
µ⊤
j z/t

) , (5.4)

where κ = 1
t
. Therefore, by encouraging features to be aligned with its

class token embedding, our loss function L (Equation (5.2)) maximizes
the log-likelihood of the class-conditional vMF distributions and promotes
compact clusters on the hypersphere (see Figure 5.3). The highly com-
pact representations can benefit the sampling of new embeddings, as we
introduce next in Section 5.3.2.

5.3.2 Outlier Imagination via Text-Conditioned Latent

Given the well-trained compact representation space that encodes the
information of Pin, we propose to generate outliers by sampling new em-
beddings in the text-conditioned latent space, and then decoding via
diffusion model. The rationale is that if the sampled embeddings are
distributionally far away from the ID embeddings, the decoded images
will have a large semantic discrepancy with the ID images and vice versa.

Recent works (Du et al., 2022c; Tao et al., 2023) proposed sampling
outlier embeddings and directly employed the latent-space outliers to
regularize the model. In contrast, our method focuses on generating
pixel-space photo-realistic images, which allows us to directly inspect the
generated outliers in a human-compatible way. Despite the appeal, gener-
ating high-resolution outliers has been extremely challenging due to the
high dimensional space. To tackle the issue, our generation procedure
constitutes two steps:

1. Sample OOD in the latent space: draw new embeddings v that are in
the low-likelihood region of the text-conditioned latent space.
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Algorithm 2 Dream-ood: Outlier Imagination with Diffusion Models
Input: In-distribution training data D = {(xi,yi)}

n
i=1, initial model param-

eters θ for learning the text-conditioned latent space, diffusion model.
Output: Synthetic images xood.
Phases: Phase 1: Learning the Text-conditioned Latent Space. Phase 2:
Outlier Imagination via Text-Conditioned Latent.
while Phase 1 do

1. Extract token embeddings T(y) of the ID label y ∈ Y.
2. Learn the text-conditioned latent representation space by Equa-
tion (5.2).

end
while Phase 2 do

1. Sample a set of outlier embeddings Vi in the low-likelihood region
of the text-conditioned latent space as in Section 5.3.2.
2. Decode the outlier embeddings into the pixel-space OOD images
via diffusion model by Equation (5.6).

end

2. Image generation: decode v into a pixel-space OOD image via diffusion
model.

(a) Learned feature embeddings
(b)     Synthesized outliers

Figure 5.4: TSNE visualiza-
tion of ID embeddings (pur-
ple) and the sampled out-
lier embeddings (orange),
for the class “hen" in Ima-
genet.

Sampling OOD embedding. Our goal
here is to sample low-likelihood embeddings
based on the learned feature representations
(see Figure 5.4). The sampling procedure can
be instantiated by different approaches. For
example, a recent work by Tao et al. (2023)
proposed a latent non-parametric sampling
method, which does not make any distribu-
tional assumption on the ID embeddings and
offers stronger flexibility compared to the para-
metric sampling approach (Du et al., 2022c).
Concretely, we can select the boundary ID an-
chors by leveraging the non-parametric near-
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est neighbor distance, and then draw new embeddings around that bound-
ary point.

Denote the L2-normalized embedding set of training data as Z =

(z1, z2, ..., zn), where zi = hθ(xi)/∥hθ(xi)∥2. For any embedding z ′ ∈ Z,
we calculate the k-NN distance w.r.t. Z:

dk(z ′,Z) = ∥z ′ − z(k)∥2, (5.5)

where z(k) is the k-th nearest neighbor in Z. If an embedding has a large
k-NN distance, it is likely to be on the boundary of the ID data and vice
versa.

Given a boundary ID point, we then draw new embedding sample
v ∈ Rm from a Gaussian kernel1 centered at zi with covariance σ2I: v ∼

N(zi,σ2I). In addition, to ensure that the outliers are sufficiently far away
from the ID data, we repeatedly sample multiple outlier embeddings
from the Gaussian kernel N(zi,σ2I), which produces a set Vi, and further
perform a filtering process by selecting the outlier embedding in Vi with
the largest k-NN distance w.r.t. Z. Detailed ablations on the sampling
parameters are provided in Section 5.4.2.

Outlier image generation. Lastly, to obtain the outlier images in the
pixel space, we decode the sampled outlier embeddings v via the diffusion
model. In practice, this can be done by replacing the original token embed-
ding T(y) with the sampled new embedding v2. Different from the vanilla
prompt-based generation (c.f. Equation (5.1)) , our outlier imagination is
mathematically reflected by:

xood ∼ P(x|v), (5.6)
1The choice of kernel function form (e.g., Gaussian vs. Epanechnikov) is not

influential, while the kernel bandwidth parameter is (Wasserman, 2019).
2In the implementation, we re-scale v by multiplying the norm of the original

token embedding to preserve the magnitude.
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where xood denotes the generated outliers in the pixel space. Importantly,
v ∼ S ◦ hθ ◦ (Pin) is dependent on the in-distribution data, which en-
ables generating images that deviate from Pin. S(·) denotes the sampling
procedure. Our framework Dream-ood is summarized in Algorithm 2.

Learning with imagined outlier images. The generated synthetic OOD
images xood can be used for regularizing the training of the classification
model (Du et al., 2022c):

Lood = Exood

[
− log 1

1 + expϕ(E(fθ(xood)))

]
+Ex∼Pin

[
− log expϕ(E(fθ(x)))

1 + expϕ(E(fθ(x)))

]
,

(5.7)
where ϕ(·) is a three-layer nonlinear MLP function with the same archi-
tecture as VOS (Du et al., 2022c), E(·) denotes the energy function, and
fθ(x) denotes the logit output of the classification model. In other words,
the loss function takes both the ID and generated OOD images, and learns
to separate them explicitly. The overall training objective combines the
standard cross-entropy loss, along with an additional loss in terms of OOD
regularization LCE +β ·Lood, where β is the weight of the OOD regulariza-
tion. LCE denotes the cross-entropy loss on the ID training data. In testing,
we use the output of the binary logistic classifier for OOD detection.

5.4 Experiments and Analysis

In this section, we present empirical evidence to validate the effectiveness
of our proposed outlier imagination framework. In what follows, we
show that Dream-ood produces meaningful OOD images, and as a result,
significantly improves OOD detection (Section 5.4.1) performance. We
provide comprehensive ablations and qualitative studies in Section 5.4.2.
In addition, we showcase an extension of our framework for improving
generalization by leveraging the synthesized inliers (Section 5.4.3).
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Methods
OOD Datasets

ID ACCiNaturalist Places Sun Textures Average
FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑

MSP (Hendrycks and Gimpel, 2017) 31.80 94.98 47.10 90.84 47.60 90.86 65.80 83.34 48.08 90.01 87.64
ODIN (Liang et al., 2018) 24.40 95.92 50.30 90.20 44.90 91.55 61.00 81.37 45.15 89.76 87.64

Mahalanobis (Lee et al., 2018b) 91.60 75.16 96.70 60.87 97.40 62.23 36.50 91.43 80.55 72.42 87.64
Energy (Liu et al., 2020b) 32.50 94.82 50.80 90.76 47.60 91.71 63.80 80.54 48.68 89.46 87.64
GODIN (Hsu et al., 2020) 39.90 93.94 59.70 89.20 58.70 90.65 39.90 92.71 49.55 91.62 87.38

KNN (Sun et al., 2022) 28.67 95.57 65.83 88.72 58.08 90.17 12.92 90.37 41.38 91.20 87.64
ViM (Wang et al., 2022b) 75.50 87.18 88.30 81.25 88.70 81.37 15.60 96.63 67.03 86.61 87.64
ReAct (Sun et al., 2021) 22.40 96.05 45.10 92.28 37.90 93.04 59.30 85.19 41.17 91.64 87.64

DICE (Sun and Li, 2022) 37.30 92.51 53.80 87.75 45.60 89.21 50.00 83.27 46.67 88.19 87.64
Synthesis-based methods
GAN (Lee et al., 2018a) 83.10 71.35 83.20 69.85 84.40 67.56 91.00 59.16 85.42 66.98 79.52
VOS (Du et al., 2022c) 43.00 93.77 47.60 91.77 39.40 93.17 66.10 81.42 49.02 90.03 87.50

NPOS (Tao et al., 2023) 53.84 86.52 59.66 83.50 53.54 87.99 8.98 98.13 44.00 89.04 85.37
Dream-ood (Ours) 24.10±0.2 96.10±0.1 39.87±0.1 93.11±0.3 36.88±0.4 93.31±0.4 53.99±0.6 85.56±0.9 38.76±0.2 92.02±0.4 87.54±0.1

Table 5.1: OOD detection results for Imagenet-100 as the in-distribution data. We
report standard deviations estimated across 3 runs. Bold numbers are superior
results.

5.4.1 Evaluation on OOD Detection Performance

Datasets. Following Tao et al. (2023), we use the Cifar-100 and the
large-scale Imagenet dataset (Deng et al., 2009) as the ID training data.
For Cifar-100, we use a suite of natural image datasets as OOD including
Textures (Cimpoi et al., 2014), Svhn (Netzer et al., 2011), Places365 (Zhou
et al., 2017), iSun (Xu et al., 2015) & Lsun (Yu et al., 2015). For Imagenet-
100, we adopt the OOD test data as in (Huang and Li, 2021), including
subsets of iNaturalist (Van Horn et al., 2018), Sun (Xiao et al., 2010),
Places (Zhou et al., 2017), and Textures (Cimpoi et al., 2014). For each
OOD dataset, the categories are disjoint from the ID dataset. We provide
the details of the datasets and categories in Appendix 12.2.1.

Training details. We use ResNet-34 (He et al., 2016a) as the network
architecture for both Cifar-100 and Imagenet-100 datasets. We train the
model using stochastic gradient descent for 100 epochs with the cosine
learning rate decay schedule, a momentum of 0.9, and a weight decay
of 5e−4. The initial learning rate is set to 0.1 and the batch size is set to
160. We generate 1, 000 OOD samples per class using Stable Diffusion
v1.4, which results in 100, 000 synthetic images in total. β is set to 1.0
for ImageNet-100 and 2.5 for Cifar-100. To learn the feature encoder hθ,
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we set the temperature t in Equation (5.2) to 0.1. Extensive ablations on
hyperparameters σ, k and β are provided in Section 5.4.2.

Evaluation metrics. We report the following metrics: (1) the false
positive rate (FPR95) of OOD samples when the true positive rate of ID
samples is 95%, (2) the area under the receiver operating characteristic
curve (AUROC), and (3) ID accuracy (ID ACC).

Dream-ood significantly improves the OOD detection performance.
As shown in Table 5.1 and Table 5.3, we compare our method with the com-
petitive baselines, including Maximum Softmax Probability (Hendrycks
and Gimpel, 2017), ODIN score (Liang et al., 2018), Mahalanobis score (Lee
et al., 2018b), Energy score (Liu et al., 2020b), Generalized ODIN (Hsu
et al., 2020), KNN distance (Sun et al., 2022), ViM score (Wang et al.,
2022b), ReAct (Sun et al., 2021), and DICE (Sun and Li, 2022). Closely
related to ours, we contrast with three synthesis-based methods, includ-
ing latent-based outlier synthesis (VOS (Du et al., 2022c) & NPOS (Tao
et al., 2023)), and GAN-based synthesis (Lee et al., 2018a), showcasing
the effectiveness of our approach. For example, Dream-ood achieves an
FPR95 of 39.87% on Places with the ID data of Imagenet-100, which is a
19.79% improvement from the best baseline NPOS.

In particular, Dream-ood advances both VOS and NPOS by allowing
us to understand the synthesized outliers in a human-compatible way,
which was infeasible for the feature-based outlier sampling in VOS and
NPOS. Compared with the feature-based synthesis approaches, Dream-
ood can generate high-resolution outliers in the pixel space. The higher-
dimensional pixel space offers much more knowledge about the unknowns,
which provides the model with high variability and fine-grained details
for the unknowns that are missing in VOS and NPOS. Since Dream-ood is
more photo-realistic and better for humans, the generated images can be
naturally better constrained for neural networks (for example, things may
be more on the natural image manifolds). We provide comprehensive
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qualitative results (Section 5.4.2) to facilitate the understanding of gen-
erated outliers. As we will show in Figure 5.5, the generated outliers are
more precise in characterizing OOD data and thus improve the empirical
performance.

Method FPR95 ↓ AUROC ↑ FPR95 ↓ AUROC ↑
Imagenet-100 as ID Cifar-100 as ID

(I) Add gaussian noise 41.35 89.91 45.33 88.83
(II) Add learnable noise 42.48 91.45 48.05 87.72

(III) Interpolate embeddings 41.35 90.82 43.36 87.09
(IV) Disjont class names 43.55 87.84 49.89 85.87

Dream-ood (ours) 38.76 92.02 40.31 90.15

Table 5.2: Comparison of Dream-oodwith differ-
ent outlier embedding synthesis methods using
diffusion models.

Comparison with other out-
lier synthesis approaches.
We compare Dream-ood
with different outlier em-
bedding synthesis approaches
in Table 5.2: (I) synthesiz-
ing outlier embeddings by
adding multivariate Gaus-
sian noise N(0,σ2

1I) to the token embeddings, (II) adding learnable noise
to the token embeddings where the noise is trained to push the outliers
away from ID features, (III) interpolating token embeddings from dif-
ferent classes by αT(y1) + (1 − α)T(y2), and (IV) generating outlier im-
ages by using embeddings of new class names outside ID classes. For
(I), we set the optimal variance values σ2

1 to 0.03 by sweeping from
{0.01, 0.02, 0.03, ..., 0.10}. For (III), we choose the interpolation factor α

to be 0.5 from {0.1, 0.2, ..., 0.9}. For (IV), we use the remaining 900 classes
in Imagenet-1k (exclude the 100 classes in Imagenet-100) as the disjoint
class names for outlier generation. We generate the same amount of images
as ours for all the variants to ensure a fair comparison.

The result shows that Dream-ood outperforms all the alternative syn-
thesis approaches by a considerable margin. Though adding noise to the
token embedding is relatively simple, it cannot explicitly sample textual
embeddings from the low-likelihood region as Dream-ood does, which
are near the ID boundary and thus demonstrate stronger effectiveness
to regularize the model (Section 5.3.2). Visualization is provided in Ap-
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Methods

OOD Datasets

ID ACCSvhn Places365 Lsun iSun Textures Average

FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑ FPR95↓ AUROC↑

MSP (Hendrycks and Gimpel, 2017) 87.35 69.08 81.65 76.71 76.40 80.12 76.00 78.90 79.35 77.43 80.15 76.45 79.04
ODIN (Liang et al., 2018) 90.95 64.36 79.30 74.87 75.60 78.04 53.10 87.40 72.60 79.82 74.31 76.90 79.04

Mahalanobis (Lee et al., 2018b) 87.80 69.98 76.00 77.90 56.80 85.83 59.20 86.46 62.45 84.43 68.45 80.92 79.04
Energy (Liu et al., 2020b) 84.90 70.90 82.05 76.00 81.75 78.36 73.55 81.20 78.70 78.87 80.19 77.07 79.04
GODIN (Hsu et al., 2020) 63.95 88.98 80.65 77.19 60.65 88.36 51.60 92.07 71.75 85.02 65.72 86.32 76.34

KNN (Sun et al., 2022) 81.12 73.65 79.62 78.21 63.29 85.56 73.92 79.77 73.29 80.35 74.25 79.51 79.04
ViM (Wang et al., 2022b) 81.20 77.24 79.20 77.81 43.10 90.43 74.55 83.02 61.85 85.57 67.98 82.81 79.04
ReAct (Sun et al., 2021) 82.85 70.12 81.75 76.25 80.70 83.03 67.40 83.28 74.60 81.61 77.46 78.86 79.04

DICE (Sun and Li, 2022) 83.55 72.49 85.05 75.92 94.05 73.59 75.20 80.90 79.80 77.83 83.53 76.15 79.04
Synthesis-based methods
GAN (Lee et al., 2018a) 89.45 66.95 88.75 66.76 82.35 75.87 83.45 73.49 92.80 62.99 87.36 69.21 70.12
VOS (Du et al., 2022c) 78.50 73.11 84.55 75.85 59.05 85.72 72.45 82.66 75.35 80.08 73.98 79.48 78.56

NPOS (Tao et al., 2023) 11.14 97.84 79.08 71.30 56.27 82.43 51.72 85.48 35.20 92.44 46.68 85.90 78.23
Dream-ood (Ours) 58.75±0.6 87.01±0.1 70.85±1.6 79.94±0.2 24.25±1.1 95.23±0.2 1.10±0.2 99.73±0.4 46.60±0.4 88.82±0.7 40.31±0.8 90.15±0.3 78.94

Table 5.3: OOD detection results for Cifar-100 as the in-distribution data. We
report standard deviations estimated across 3 runs. Bold numbers are superior
results.

pendix 12.2.5. Interpolating the token embeddings will easily generate
images that are still ID (Appendix 12.2.4), which is also observed in (Liew
et al., 2022).

5.4.2 Ablation Studies

In this section, we provide additional ablations to understand Dream-ood
for OOD generation. For all the ablations, we use the high resolution
Imagenet-100 dataset as the ID data.

Ablation on the regularization weight β. In Figure 5.7 (a), we ablate
the effect of weight β of the regularization loss Lood for OOD detection
(Section 5.3.2) on the OOD detection performance. Using a mild weighting,
such as β = 1.0, achieves the best OOD detection performance. Too exces-
sive regularization using synthesized OOD images ultimately degrades
the performance.

Ablation on the variance value σ2. We show in Figure 5.7 (b) the
effect of σ2 — the number of the variance value for the Gaussian kernel
(Section 5.3.2). We vary σ2 ∈ {0.02, 0.03, 0.04, 0.05, 0.06, 0.2}. Using a mild
variance value σ2 generates meaningful synthetic OOD images for model
regularization. Too large of variance (e.g., σ2 = 0.2) produces far-OOD,
which does not help learn a compact decision boundary between ID and
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(a) Imagined outliers for ID class Jellyfish (b)    Imagined outliers for ID class Ladybug

Figure 5.5: Visualization of the imagined outliers w.r.t. jellyfish, ladybug class
under different variance σ2.

OOD.
Ablation on k in calculating k-NN distance. In Figure 5.7 (c), we ana-

lyze the effect of k, i.e., the number of nearest neighbors for non-parametric
sampling in the latent space. We vary k = {100, 200, 300, 400, 500} and ob-
serve that our method is not sensitive to this hyperparameter.

Visualization of the generated outliers. Figure 5.5 illustrates the
generated outlier images under different variance σ2. Mathematically, a
larger variance translates into outliers that are more deviated from ID
data. We confirm this in our visualization too. The synthetic OOD images
gradually become semantically different from ID classes “jellyfish” and
“ladybug”, as the variance increases. More visualization results are in
Appendix 12.2.3.

5.4.3 Extension: from Dream-ood to Dream-id

Our framework can be easily extended to generate ID data. Specifically, we
can select the ID point with small k-NN distances w.r.t. the training data
(Equation (5.5)) and sample inliers from the Gaussian kernel with small
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variance σ2 in the text-conditioned embedding space (Figure 5.6). Then
we decode the inlier embeddings via the diffusion model for ID generation
(Visualization provided in Appendix 12.2.7). For the synthesized ID
images, we let the semantic label be the same as the anchor ID point. Here
we term our extension as Dream-id instead.

Figure 5.6: TSNE visu-
alization of ID embed-
dings (purple) and the
synthesized inlier em-
beddings (orange), for
class “hen” in Imagenet.

Datasets. We use the same Imagenet-100 as
the training data. We measure the generalization
performance on both the original Imagenet test
data (for ID generalization) and variants with
distribution shifts (for OOD generalization). For
OOD generalization, we evaluate on (1) Imagenet-
a (Hendrycks et al., 2021b) consisting of real-
world, unmodified, and naturally occurring ex-
amples that are misclassified by ResNet models;
(2) Imagenet-v2 (Recht et al., 2019), which is cre-
ated from the Flickr dataset with natural distribu-
tion shifts. We provide the experimental details
in Appendix 12.2.8.

Dream-id improves the generalization per-
formance. As shown in Table 5.4, we compare Dream-id with competitive
data augmentation and test-time adaptation methods. For a fair compar-
ison, all the methods are trained using the same network architecture,
under the same configuration. Specifically, our baselines include: the orig-
inal model without any data augmentation, RandAugment (Cubuk et al.,
2020), AutoAugment (Cubuk et al., 2019), CutMix (Yun et al., 2019), Aug-
Mix (Hendrycks* et al., 2020), DeepAugment (Hendrycks et al., 2021a) and
MEMO (Zhang et al., 2022a). These methods are shown in the literature to
help improve generalization. The results demonstrate that our approach
outperforms all the baselines that use data augmentation for training in
both ID generalization and generalization under natural distribution shifts
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Figure 5.7: (a) Ablation study on the regularization weight β on Lood. (b)
Ablation on the variance σ2 for synthesizing outliers in Section 5.3.2. (c) Ablation
on the k for the k-NN distance. The numbers are AUROC. The ID training dataset
is Imagenet-100.

(↑0.74% vs. the best on Imagenet-a, ↑0.70% vs. the best on Imagenet-v2).
Implementation details of the baselines are in Appendix 12.2.9.

Methods Imagenet Imagenet-A Imagenet-v2
Original (no aug) 87.28 8.69 77.80

RandAugment 88.10 11.39 78.90
AutoAugment 88.00 10.85 79.70

CutMix 87.98 9.67 79.70
AugMix 87.74 10.96 79.20

DeepAugment 86.86 10.79 78.30
MEMO 88.00 10.85 78.60

Generic Prompts 87.74 11.18 79.20
Dream-id (Ours) 88.46±0.1 12.13±0.1 80.40±0.1

Table 5.4: Model generalization performance
(accuracy, in %), using Imagenet-100 as the train-
ing data. We report standard deviations esti-
mated across 3 runs.

In addition, we com-
pare our method with us-
ing generic prompts (i.e.,
“A high-quality photo of
a [y]”) for data genera-
tion. For a fair compar-
ison, we synthesize the
same amount of images
(i.e., 1000 per class) for
both methods. The result
shows that Dream-id out-
performs the baseline by
0.72% on Imagenet test set
and 0.95%, 1.20% on Imagenet-a and Imagenet-v2, respectively.

5.5 Summary

In this chapter, we propose a novel learning framework Dream-ood, which
imagines photo-realistic outliers in the pixel space by way of diffusion mod-
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els. Dream-ood mitigates the key shortcomings of training with auxiliary
outlier datasets, which typically require label-intensive human interven-
tion for data preparation. Dream-ood learns a text-conditioned latent
space based on ID data, and then samples outliers in the low-likelihood
region via the latent. We then generate outlier images by decoding the out-
lier embeddings with the diffusion model. The empirical result shows that
training with the outlier images helps establish competitive performance
on common OOD detection benchmarks. Our in-depth quantitative and
qualitative ablations provide further insights on the efficacy of Dream-
ood. We hope our work will inspire future research on automatic outlier
synthesis in the pixel space.
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Chapter 6

SIREN: Shaping Representations
for Detecting Out-of-Distribution
Objects

Publication Statement. This chapter is joint work with Gabriel Gozum,
Yifei Ming and Yixuan Li. The paper version of this chapter appeared in
NeurIPS’22 (Du et al., 2022a).
Abstract. Detecting out-of-distribution (OOD) objects is indispensable
for safely deploying object detectors in the wild. Although distance-based
OOD detection methods have demonstrated promise in image classifica-
tion, they remain largely unexplored in object-level OOD detection. This
chapter bridges the gap by proposing a distance-based framework for
detecting OOD objects, which relies on the model-agnostic representation
space and provides strong generality across different neural architectures.
Our proposed framework Siren contributes two novel components: (1)
a representation learning component that uses a trainable loss function
to shape the representations into a mixture of von Mises-Fisher (vMF)
distributions on the unit hypersphere, and (2) a test-time OOD detec-
tion score leveraging the learned vMF distributions in a parametric or
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non-parametric way. Siren achieves competitive performance on both
the recent detection transformers and CNN-based models, improving the
AUROC by a large margin compared to the previous best method. Code
is publicly available at https://github.com/deeplearning-wisc/siren.

6.1 Introduction

Teaching object detectors to be aware of out-of-distribution (OOD) data
is indispensable for building reliable AI systems. Today, the mainstream
object detection models have been operating in the closed-world setting.
That is, a model will match an object to one of the given class labels, even
if it is irrelevant. Instead, the open-world setting emphasizes that objects
from the unknown classes can naturally emerge, which should not be
blindly predicted into a known class. In safety-critical applications, such
as autonomous driving, failing to detect OOD objects on the road can
directly lead to disastrous accidents (Nitsch et al., 2021). The situation can
be better avoided if the object detector recognizes the object as unfamiliar
and appropriately cautions the human driver to take over.

In this chapter, we pioneer a distance-based framework for detecting
OOD objects. Currently, the distance-based method remains largely un-
explored in object-level OOD detection. In particular, by operating in the
representation space, distance-based methods are model-agnostic and
provide strong generality across neural architectures. In contrast, existing
approaches derive highly specialized OOD detection scores based on the
outputs of the object detectors, which may not be seamlessly applicable
across architectures. For example, the classification output of the Faster
R-CNN (Ren et al., 2015) is optimized by the multi-class softmax loss,
whereas the recent transformer-based object detection networks such as
deformable-detr (Zhu et al., 2021) uses multi-label focal loss (Lin et al.,
2020). Thereby, while output-based OOD scoring functions may be limited

https://github.com/deeplearning-wisc/siren
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(a) Vanilla DETR (b)     SIREN (Ours)

Figure 6.1: (a) Feature embeddings from the penultimate layer of a vanilla
deformable-detr Zhu et al. (2021) trained on the pascal-voc dataset Ever-
ingham et al. (2010), which display irregular distributions. (b) Feature
embeddings shaped by the proposed Siren, which form compact clusters
on the unit hypersphere.

to specific architectures, distance-based methods are not.
Although distance-based OOD scoring functions have been studied

in image classification, they do not trivially transfer to object detection
models. For example, Lee et al. (2018b) modeled the feature embedding
space as a mixture of multivariate Gaussian distributions and used the
maximum Mahalanobis distance (Mahalanobis, 2018) to all class centroids
for OOD detection. However, we observe that the modern object detec-
tion models such as deformable-detr (Zhu et al., 2021) produce highly
irregular embeddings (Figure 6.1 (a)), which do not fit the Gaussian dis-
tributional assumption. As a result, the OOD detection score relying on
such suboptimal embeddings can misbehave.

We propose a novel framework called siren, tackling two highly de-
pendent problems—representation learning and OOD detection—in one
synergistic framework. Concretely, Siren contributes two novel compo-
nents: (1) We introduce an end-to-end trainable loss that enables ShapIng
the RepresENtations into a desired parametric form (Section 6.3.1). In
particular, we model the representations by the von Mises-Fisher (vMF)
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distribution, a classic probability distribution in directional statistics for
hyperspherical data with the unit norm. Our loss function encourages the
normalized embedding to be aligned with its class prototype and shapes
the overall representations into compact clusters for each class. Compared
to the Gaussian distribution, using the vMF distribution avoids estimating
large covariance matrices for high-dimensional data that is shown to be
costly and unstable (Chen et al., 2017; Wang and Isola, 2020). (2) We
explore test-time OOD detection by leveraging the optimized embeddings
in a parametric or non-parametric way (Section 6.3.2). We propose a new
test-time OOD score based on the learned class-conditional vMF distribu-
tions. The parameterization of the vMF distribution is directly obtainable
after training, without requiring separate estimation. Different from Ma-
halanobis distance (Lee et al., 2018b), the proposed parametric score in
principle suits the learned vMF distributions on the hypersphere. Addi-
tionally, we explore a non-parametric nearest neighbor distance for OOD
detection (Sun et al., 2022), which is agnostic to the type of distribution of
the feature space.

Empirically, Siren establishes superior performance on both transformer-
based and CNN-based models. On pascal-voc, Siren outperforms the
latest baseline OW-DETR (Gupta et al., 2022) by a significant margin
(↑22.53% in AUROC). Moreover, our framework is model-agnostic and
does not incur changes to the existing network architecture. The pro-
posed loss can be flexibly added as a plug-in module on top of modern
architectures, as we show in Section 6.4.

Our key contributions are summarized as follows:

1. To the best of our knowledge, Siren pioneers a distance-based ap-
proach for object-level OOD detection. Different from previous
works, Siren does not rely on specialized output-based OOD scores,
and can generalize across different architectures in a model-agnostic
fashion.
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2. Siren establishes competitive results on a challenging object-level
OOD detection task. Compared to the latest method (Gupta et al.,
2022), Siren improves the OOD detection performance by a consid-
erable margin while preserving the mAP on the ID task. We show
that Siren is effective for both recent transformer-based and classic
CNN-based models.

3. We shape representations via a novel vMF-based formulation for
object-level OOD detection. We conduct in-depth ablations to under-
stand how different factors impact the performance of Siren (Sec-
tion 12.1.3).

6.2 Preliminaries: Object-level OOD Detection

We start by introducing the OOD detection problem for object detection in
the open-world setting, which has received increasing research attention
lately (Du et al., 2022c; Gupta et al., 2022). Our goal is to train object
detection networks that can simultaneously: (1) localize and classify ob-
jects belonging to known categories accurately, and (2) identify unfamiliar
objects outside the training categories. Compared to image-level OOD
detection, object-level OOD detection is more suitable for real-world ma-
chine learning systems, yet also more challenging as it requires reasoning
OOD uncertainty at the fine-grained object level. Since natural images
are composed of multiple objects, knowing which regions of an image are
anomalous allows for safe handling of unfamiliar objects.

Notations. We denote the input and label space by X = Rq and Y =

{1, 2, ...,C}, respectively. Let x ∈ X be the input image, b ∈ R4 be the
bounding box coordinates associated with objects in the image, and y ∈ Y

be the semantic label of the object. An object detection model is trained on
ID datasetDin

tr = {(xi, bi,yi)}
M
i=1 drawn from an unknown joint distribution
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P. We use neural networks with parameters θ to model the bounding box
regression pθ(b|x) and the classification pθ(y|x, b).

Object-level OOD detection. The OOD detection can be formulated as
a binary classification problem, distinguishing between the in- vs. out-of-
distribution objects. Let PX denote the marginal probability distribution
on X. Given a test input x ′ ∼ PX, as well as an object b ′ predicted by the
object detector, the goal is to predict a binary outcome g(x ′, b ′). We use
g = 1 to indicate a detected object being ID, and g = 0 being OOD, with
semantics outside the support of Y.

6.3 Proposed Method

Overview. Our framework Siren is illustrated in Figure 6.2, which trains
an object detector in tandem with a representation-shaping branch. The
object detector backbone f : X 7→ Rm maps an object to its feature embed-
ding h(x, b) ∈ Rm (often referred to as the penultimate layer). In addition,
we introduce a new MLP projection head ϕ : Rm 7→ Rd that maps the
h(x, b) to a lower-dimensional embedding r ∈ Rd (d < m) with unit norm
∥r∥2 = 1. The normalized embeddings are also referred to as hyperspheri-
cal embeddings, since they are on a unit hypersphere. In designing Siren,
we address two key challenges: (1) How to shape the hyperspherical
representations into desirable probability distributions during training
time (Section 6.3.1)? (2) How to perform test-time OOD detection by
leveraging the learned distributions (Section 6.3.2)? Our method does
not incur any change to the object detection network backbone. The pro-
posed regularization can be flexibly used as a plug-in module on top of
the modern architectures, as we will show in Section 6.4.
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Figure 6.2: Overview of the proposed learning framework Siren. We
introduce a new loss LSIREN which shapes the representations on the unit
hypersphere into compact class-conditional vMF distributions. The em-
bedding r ∈ Rd has unit norm ∥r∥2 = 1. In testing, we can employ either
parametric or non-parametric distance functions for OOD detection. See
Section 6.3 for details.

6.3.1 SIREN: Shaping Representations

Modeling the latent distributions. We propose to model the latent rep-
resentations by the von Mises-Fisher (vMF) distribution (Mardia et al.,
2000), a probability distribution in directional statistics for spherical data
with unit norm ∥r∥2 = 1. The probability density function for a unit vector
r in Rd is given as follows:

pd(r;µ, κ) = Zd(κ) exp
(
κµ⊤r

)
, (6.1)

where κ ⩾ 0, ∥µ∥2 = 1, and the normalization factor Zd(κ) is defined as:

Zd(κ) =
κd/2−1

(2π)d/2Id/2−1(κ)
, (6.2)
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where Iv is the modified Bessel function of the first kind with order v.
Zd(κ) can be calculated in closed form based on κ and the dimensionality
d. Importantly, the vMF distribution is characterized by two parameters:
the mean vector µ and concentration parameter κ. Samples that are more
aligned with the center µ have a higher probability density, and vice versa.
Here κ indicates the tightness of the distribution around the mean direction
µ. The larger value of κ, the stronger the distribution is concentrated in
the mean direction. In the extreme case of κ = 0, the sample points are
distributed uniformly on the hypersphere.

When considering multiple classes, we can model the embedding
space as a mixture of class-conditional vMF distributions, one for each
class c ∈ {1, 2, ...,C}:

pc
d(r;µc, κc) = Zd(κc) exp

(
κcµ

⊤
c r

)
, (6.3)

where κc and µc are class-conditional parameters. Under this probability
model, an embedding vector r is assigned to class c with the following
normalized probability:

p(y = c|r; {κj,µj}
C
j=1) =

Zd (κc) exp
(
κcµ

⊤
c r

)∑C
j=1 Zd (κj) exp

(
κjµ

⊤
j r

) . (6.4)

Shaping representations. Our key idea is to design an end-to-end train-
able loss function that enables ShapIng the RepresENtations into a mixture
of vMF distributions, which facilitates test-time OOD detection in the rep-
resentation space (Section 6.3.2). We therefore name our method Siren.
The learned mapping function projects an input to a point in the embed-
ding space, where higher probability is assigned to the correct class in
comparison to incorrect classes. To achieve this, we can perform maximum
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likelihood estimation (MLE) on the training data:

argmaxθ

M∏
i=1

p(yi|ri; {κj,µj}
C
j=1), (6.5)

where i is the index of the object embedding and M is the size of the
training set. By taking the negative log-likelihood, the objective function
is equivalent to minimizing the following loss:

LSIREN = −
1
M

M∑
i=1

log
Zd (κyi

) exp
(
κyi

µ⊤
yi

ri
)∑C

j=1 Zd (κj) exp
(
κjµ

⊤
j ri

) , (6.6)

where yi is the ground truth label for the embedding ri. In effect, LSIREN

encourages the object embeddings to be aligned with its class prototype,
which shapes the representations such that objects in each class form a
compact cluster on the hypersphere; see Figure 6.1 (b).

Prototype estimation and update. During training, Siren estimates the
class-conditional object prototypes µc, c ∈ {1, 2, ...,C}. The conventional
approach for estimating the prototypes is to calculate the mean vector
of all training samples (or a subset of them) for each class, and update
it periodically during training (Zhe et al., 2019). Despite its simplicity,
this method requires alternating training and prototype estimation, which
incurs a heavy computational toll and causes undesirable latency. Instead,
we update the class-conditional prototypes in an exponential-moving-
average (EMA) manner (Li et al., 2021; Wang et al., 2022a):

µc := Normalize(αµc + (1 − α)r),∀c ∈ {1, 2, . . . ,C}, (6.7)

where α is the prototype update factor, and r denotes the normalized
object embeddings from class c. The update can be done efficiently with
negligible cost, enabling end-to-end training.
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Algorithm 3 Siren: Shaping Representations for object-level OOD detec-
tion
Input: ID training data Din

tr = {(xi, bi,yi)}
M
i=1, randomly initialized object

detector and MLP projection head with parameter θ, loss weight β for
LSIREN, and learnable {κc}

C
c=1.

Output: Object detector with parameter θ∗ and OOD detector G.
while train do

1. Update class-conditional prototypes µc with the hyperspherical
embeddings r by Equation (6.7).
2. Calculate the vMF-based representation shaping loss LSIREN by
Equation (6.6).
3. Update the learnable {κc}

C
c=1 and the network parameters θ using

Equation (6.8).
end
while eval do

1. Calculate the OOD score by Equation (6.9) or Equation (6.11).
2. Perform OOD detection by Equation (6.10).

end

Overall training objective. The overall training objective combines the
standard object detection loss, along with our new representation shaping
loss LSIREN:

min
θ,κ

E(x,b,y)∼P [Lcls + Lloc] + β · LSIREN, (6.8)

where β is the weight of our representation shaping loss. Lcls and Lloc are
losses for classification and bounding box regression, respectively. We
provide extensive empirical evidence in Section 6.4 demonstrating the
efficacy of our loss function.

To the best of our knowledge, our work makes the first attempt to ex-
plore vMF-based learning and inference for object-level OOD detection. To
highlight the novelty of the loss itself: we introduce a novel learnable {κj}

C
j=1

for each ID class in Equation (6.6), instead of using fixed values. Our loss
allows concentration parameter κ to adaptively and flexibly capture the
class-conditional feature statistics during training. This is desirable when
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each ID class may have its own concentration in the hypersphere. We
will later show that such learnable {κj}

C
j=1 enables better OOD detection

performance (Section 12.1.3).

6.3.2 Test-time OOD Detection

During inference, we explore and contrast two types of uncertainty scores
for detecting OOD objects.

Parametric vMF score. We propose a new test-time OOD score based
on the learned class-conditional vMF distributions, parameterized by
{κ̂c,µc}

C
c=1. Here κ̂c denotes the learned concentration parameter for class

c, which captures the concentration of representations for class c. For
a test-time object (x ′, b ′), we use the largest estimated class-conditional
likelihood as the OOD score:

S (x ′, b ′) = max
c

Zd(κ̂c) exp
(
κ̂cµ

⊤
c r ′) , (6.9)

where r ′ = ϕ(h(x ′, b ′)) is the normalized embedding from the MLP pro-
jection head. Our OOD detection score thus in principle suits our learned
embeddings and vMF distributions. For OOD detection, one can use the
level set to distinguish between ID and OOD objects:

G (x ′, b ′) =

1 if S (x ′, b ′) ⩾ γ

0 if S (x ′, b ′) < γ
(6.10)

The threshold γ can be chosen so that a high fraction of ID data (e.g.,
95%) is correctly classified. For objects classified as ID, one can obtain the
bounding box and class prediction using the prediction head as usual.

Non-parametric KNN score. To relax the distributional assumption
on the learned embeddings, we additionally employ a non-parametric
KNN distance for OOD detection, which performs well on compact and



SIREN: Shaping Representations for Detecting Out-of-Distribution Objects 66

normalized feature space. Following Sun et al. (2022), the KNN distance
is defined as:

S (x ′, b ′,k) = −
∥∥r ′ − r(k)

∥∥
2 , (6.11)

where r(k) denotes the normalized embedding of the k-th nearest neigh-
bor (in the training data), for the test embedding r ′. Our algorithm is
summarized in Algorithm 3.

 (a)  vMF score  (b)  Mahalanobis distance

Figure 6.3: The uncertainty surface is cal-
culated using our vMF score (a) and the
Mahalanobis distance (b). We showcase
one class for visual clarity.

Remark 1. Different from Ma-
halanobis distance (Lee et al.,
2018b), our parametric vMF-
based OOD detection score oper-
ates under the same distributional
model as the training process, and
hence enjoys mathematical compat-
ibility. Computationally, we can
directly use the parameters of vMF
distributions (such as κ) learned
from training. In contrast, the Ma-
halanobis distance requires a separate test-time estimation of feature statistics—
which involves an expensive and numerically unstable step of calculating the
covariance matrix. The distinction of the uncertainty surface calculated by both
our vMF score and the Mahalanobis distance is qualitatively demonstrated in
Figure 8.2. The data points are sampled from a mixture of three class-conditional
vMF distributions (see details in Appendix 12.3.6).

6.4 Experiments

In this section, we validate the effectiveness of Siren on object detection
models, including the latest transformer-based (Section 6.4.1) and flagship
CNN-based models (Section 6.4.2).
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Datasets. Following Du et al. (2022c), we use pascal-voc1 (Everingham
et al., 2010) and Berkeley DeepDrive (bdd100k)2 (Yu et al., 2020) datasets as
the ID training data. For both tasks, we evaluate on two OOD datasets that
contain a subset of images from: ms-coco (Lin et al., 2014) and OpenImages
(validation set) (Kuznetsova et al., 2020). Extensive details on the datasets
are in Appendix 12.3.1.

Metrics. For evaluating the OOD detection performance, we report:
(1) the false positive rate (FPR95) of OOD objects when the true positive
rate of ID samples is at 95%; (2) the area under the receiver operating char-
acteristic curve (AUROC). For evaluating the object detection performance
on the ID task, we report the common metric mAP.

6.4.1 Evaluation on Transformer-based Model

Experimental details. We adopt a very recent deformable-detr (ddetr)
architecture (Zhu et al., 2021). ddetr introduces multi-scale deformable at-
tention modules in the transformer encoder and decoder layers of detr (Car-
ion et al., 2020), and provides better convergence and lower complexity.
The multi-scale feature maps in ddetr are extracted from a ResNet-50 (He
et al., 2016a) pre-trained on ImageNet in a self-supervised fashion, i.e.,
DINO (Caron et al., 2021). We use the embeddings at the penultimate
layer of the decoder in DDETR for projection. For the projection head,
we use a two-layer MLP with a ReLU nonlinearity, with dimensionality
256 → d → d. The dimension d of the unit hypersphere is 16 for pascal-
voc and 64 for bdd100k. The default weight β for the Siren is 1.5 and
the prototype update factor α is 0.95. We initialize the learnable κ to be
10 for all classes. The k in the KNN distance is set to 10. Ablations on

1pascal-voc consists of the following ID labels: Person, Car, Bicycle, Boat, Bus, Motor-
bike, Train, Airplane, Chair, Bottle, Dining Table, Potted Plant, TV, Sofa, Bird, Cat, Cow,
Dog, Horse, Sheep.

2bdd100k consists of ID labels: Pedestrian, Rider, Car, Truck, Bus, Train, Motorcycle,
Bicycle, Traffic light, Traffic sign.
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In-distribution dataset Method FPR95 ↓ AUROC ↑ mAP (ID)↑
OOD: MS-COCO / OpenImages

PASCAL-VOC

Mahalanobis (Lee et al., 2018b) 97.39 / 97.88 50.28 / 49.08 60.6
Gram matrices (Sastry and Oore, 2020) 94.16 / 95.29 43.97 / 38.81 60.6
KNN (Sun et al., 2022) 91.80 / 91.36 62.15 / 59.64 60.6
CSI (Tack et al., 2020) 84.00 / 79.16 55.07 / 51.37 59.5
VOS (Du et al., 2022c) 97.46 / 97.07 54.40 / 52.77 60.3
OW-DETR (Gupta et al., 2022) 93.09 / 93.82 55.70 / 57.80 58.3
Dismax (Macêdo et al., 2022) 82.05 / 76.37 75.21 / 70.66 60.1
Siren-vMF (ours) 75.49±0.8 / 78.36±1.0 76.10±0.1 / 71.05±0.1 60.8±0.1
Siren-KNN (ours) 64.77±0.2 / 65.99±0.5 78.23±0.2 / 74.93±0.1 60.8±0.1
Siren-vMF (rerun) 76.52 / 79.23 76.22 / 71.19 60.8
Siren-KNN (rerun) 64.64 / 65.48 78.72 / 75.43 60.8

BDD100K

Mahalanobis (Lee et al., 2018b) 70.86 / 71.43 76.83 / 77.98 31.3
Gram matrices (Sastry and Oore, 2020) 73.81 / 71.56 60.13 / 57.14 31.3
KNN (Sun et al., 2022) 64.75 / 61.13 80.90 / 79.64 31.3
CSI (Tack et al., 2020) 70.27 / 71.30 77.93 / 76.42 29.9
VOS (Du et al., 2022c) 76.44 / 72.58 77.33 / 76.62 31.0
OW-DETR (Gupta et al., 2022) 80.78 / 77.37 70.29 / 73.78 28.1
Dismax (Macêdo et al., 2022) 77.62 / 81.23 72.14 / 67.18 31.2
Siren-vMF (ours) 67.54±1.3 / 66.31±0.9 80.06±0.5 / 79.77±1.2 31.3±0.0
Siren-KNN (ours) 53.97±0.7 / 47.28±0.3 86.56±0.1 / 89.00±0.4 31.3±0.0
Siren-vMF (rerun) 68.79 / 69.86 79.14 / 77.35 31.3
Siren-KNN (rerun) 55.75 / 50.40 85.89 / 88.26 31.3

Table 6.1: Main results. Comparison with competitive out-of-distribution
detection methods. All baseline methods are based on the same model
backbone ddetr. ↑ indicates larger values are better and ↓ indicates smaller
values are better. All values are percentages. Bold numbers are superior
results. We report standard deviations estimated across 3 runs. Siren-
vMF/KNN denotes using vMF score and KNN distance during inference.

the hyperparameters are provided in Section 12.1.3 and Appendix 12.3.3.
Other hyperparameters are the same as the default ones in ddetr (Zhu
et al., 2021).

Siren achieves superior performance. In Table 6.1, we compare Siren
with competitive OOD detection methods in literature. For a fair compar-
ison, all the methods only use ID data for training. Siren outperforms
competitive baselines, including Mahalanobis distance (Lee et al., 2018b),
KNN distance (Sun et al., 2022), CSI (Tack et al., 2020), Gram matrices (Sas-
try and Oore, 2020) and Dismax (Macêdo et al., 2022). These baselines
operate on feature embedding space, allowing a fair comparison. Note
that other common output-based methods (such as MSP (Hendrycks and
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Gimpel, 2017), ODIN (Liang et al., 2018), and energy (Liu et al., 2020b))
are not directly applicable for multi-label classification networks in ddetr.
For these methods relying on a multi-class classification model, we will
later provide comparisons on the Faster R-CNN model in Section 6.4.2. Im-
plementation details and the training time for all the baseline methods are
reported in Appendix 12.3.4 and 12.3.5. We highlight a few observations:

1) The comparison between SIREN vs. Mahalanobis highlights
precisely the benefits of our embedding shaping loss LSIREN. As shown in
Figure 6.1, the vanilla detr model produces ill-conditioned embeddings
that do not conform to multivariate Gaussian distributions, rendering
the Mahalanobis approach ineffective (with AUROC around 50%–which
is random guessing). In contrast, Siren-vMF improves the OOD detec-
tion performance (AUROC) by 25.82% on pascal-voc (ms-coco as OOD).
Different from the Mahalanobis distance, our parametric vMF scoring
function naturally suits the learned hyperspherical embeddings with vMF
distributions. The advantage of the vMF loss can be further verified by
observing that Siren-KNN outperforms directly applying KNN distance
on the vanilla ddetr (16.08% AUROC improvement on voc with coco as
OOD).

2) Siren outperforms the latest methods VOS (Du et al., 2022c) and
OW-DETR (Gupta et al., 2022), which are designed for object detection
models and serve as strong baselines for us. Compared with OW-DETR,
Siren-KNN substantially improves the AUROC by 22.53% on pascal-voc
(coco as OOD). OW-DETR uses the unmatched object queries with high
confidence as the unknowns, and trains a binary classifier to separate
ID and unknown objects. However, the unmatched object queries might
be distributionally too close to the ID classes and thus displays limited
improvement for OOD detection. In addition, VOS synthesizes virtual
outliers from the class-conditional Gaussian distributions of the penulti-
mate layer but fails to perform well due to the ill-conditioned embedding
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distribution in ddetr (non-Gaussian).

6.4.2 Evaluation on CNN-based Model

Method FPR95 ↓ AUROC ↑ Time
COCO/ OpenImages

MSP 70.99 / 73.13 83.45 / 81.91 2.1 h
ODIN 59.82 / 63.14 82.20 / 82.59 2.1 h

Mahalanobis 96.46 / 96.27 59.25 / 57.42 2.1 h
Energy score 56.89 / 58.69 83.69 / 82.98 2.1 h

Gram matrices 62.75 / 67.42 79.88 / 77.62 2.1 h
KNN 52.67 / 53.67 87.14 / 84.54 2.1 h
CSI 59.91 / 57.41 81.83 / 82.95 4.9 h

GAN-synthesis 60.93 / 59.97 83.67 / 82.67 3.7 h
VOS 47.53 / 51.33 88.70 / 85.23 4.3 h

Dismax 84.38 / 86.93 74.56 / 71.53 2.2 h
Siren-vMF (ours) 64.68 / 68.53 85.36 / 82.78 2.1 h
Siren-KNN (ours) 47.45 / 50.38 89.67 / 88.80 2.1 h

Table 6.2: OOD detection re-
sults of Siren and comparison with
competitive baselines on two OOD
datasets: COCO and OpenImages.

Going beyond detection transform-
ers, we show that Siren is also suit-
able and effective on CNN-based
object-level OOD detection models,
e.g., Faster R-CNN (Ren et al., 2015).
Table 6.2 showcases the OOD detec-
tion performance with Siren trained
on pascal-voc dataset and evaluated
on both ms-coco and OpenImages
datasets. In addition to baselines con-
sidered in Table 6.1, we include com-
mon output-based methods relying
on multi-class classification, such as
MSP, ODIN, and energy score.

In Table 6.2, we additionally report training time comparison. Siren
consistently improves OOD detection performance on both OOD datasets.
Notably, Siren performs better than the previous best OOD detection
approach VOS on Faster R-CNN while preserving the same training time
as vanilla Faster R-CNN.

6.5 Ablations and Discussions

In this section, we provide ablation results on how different factors impact
the performance of Siren. For consistency, we present the analyses below
based on the ddetr model. Unless otherwise pointed, we use the KNN
distance by default.
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Figure 6.4: (a) Ablation study on using different fixed values of concen-
tration parameter κ in Equation (6.12). (b) Ablation on different weights
β for LSIREN in Equation (6.8). (c) Ablation on the dimension of the hy-
perspherical embeddings r. (d) Ablation study on the parameter k in the
KNN-based OOD detection score for Siren. Numbers are AUROC. The ID
training dataset is pascal-voc and OOD dataset is ms-coco.

Ablations on learnable vs. fixed κ. In this ablation, we show that our
approach using learnable concentration parameters {κc}

C
c=1 is better than

using the fixed ones. Our method with learnable κ is desirable, since each
ID class may have its own concentration in the hypersphere. With fixed κ,
the loss function can be simplified as follows:

L = −
1
M

M∑
i=1

log
exp

(
κµ⊤

yi
ri
)∑C

j=1 exp
(
κµ⊤

j ri
) . (6.12)

Empirically, we indeed observe that employing learnable {κc}
C
c=1 achieves

better OOD detection performance, with AUROC 78.23% on pascal-voc
model (ms-coco as OOD). In Figure 6.4 (a), we show Siren’s performance
when trained under different fixed κ values. The best model under the
fixed κ = 10 achieves an AUROC of 77.67%. Too small of κ value (e.g.,
κ = 1) leads to almost uniform distributions and is therefore not desirable.

Ablations on the Siren loss weight β. Figure 6.4 (b) reports the OOD
detection results as we vary the weight β for the representation shap-
ing loss LSIREN. The model is evaluated on the ms-coco dataset as OOD.
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Overall a mild weight works well. Across all the β values considered,
Siren consistently outperforms the baseline OOD detection methods in
Table 6.1. One can use our Siren loss as an easy plug-in module, with
minimal hyperparameter tuning.

Ablations on the dimension d of hypersphere. Siren projects the object
feature embeddings into a lower-dimensional hypersphere in Rd, which
allows tractable vMF estimation. Figure 6.4 (c) shows the effect the em-
bedding dimension d on the OOD detection performance. We find that
a lower dimension between 16 and 64 achieves favorable and stable per-
formance. In the extreme case with dimension d = 8, the model suffers
from considerable information loss and degraded performance. On the
other hand, too large of d causes training instability, which is not desirable
either.

Ablations on the uncertainty score. We perform ablation on two
variants of the vMF-based OOD detection score (c.f. Equation (6.9)):
using the learned {κc}

C
c=1 vs. approximately estimate the κ parameters

directly from the converged embeddings. In literature, there are several
established methods for approximating κ (Mardia et al., 2000). Denote
rc the average of object embeddings for class c, the simplest approximate
solution is given as follows:

κ̂c =
∥rc∥(d− ∥rc∥2)

1 − ∥rc∥2 , (6.13)

The proof is given in Appendix 12.3.2. We show in Table 6.3 that
using learned {κc}

C
c=1 avoids the imprecision in approximating κ̂c directly

from embeddings. This affirms the importance of employing learnable
concentration parameters in our Siren loss. Moreover, the non-parametric
KNN density estimation provides stronger flexibility and generality, and
leads to better performance.
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FPR95 ↓ AUROC ↑
COCO / OpenImages as OOD

vMF w/ κ from (Sra, 2012) 78.60 / 78.42 73.03 / 70.27
vMF w/ learned κ (ours) 75.49 / 78.36 76.10 / 71.05

Non-parametric KNN distance 64.77 / 65.99 78.23 / 74.93

Table 6.3: Ablation on different OOD detection scores. The ID dataset is
pascal-voc.

Ablations on the projection head. We ablate on the nonlinearity in the
projection head by comparing with Siren trained with a linear layer in
Table 6.4. The result shows using a nonlinear mapping for projection helps
obtain a more expressive hypersphere, which improves OOD detection by
4.37% in terms of AUROC (ms-coco as OOD, vMF as the OOD score).

FPR95 ↓ AUROC ↑
COCO / OpenImages as OOD

vMF w/o nonlinearity 82.85 / 83.69 71.73 / 66.82
vMF w/ nonlinearity 75.49 / 78.36 76.10 / 71.05

KNN w/o nonlinearity 67.03 / 72.11 78.02 / 72.42
KNN w/ nonlinearity 64.77 / 65.99 78.23 / 74.93

Table 6.4: Ablation on the projection head. The ID dataset is pascal-voc.

6.6 Qualitative analysis

In Figure 6.5, we visualize the predictions on several OOD images, us-
ing object detection models trained without Siren (top) and with Siren
(bottom), respectively. The in-distribution data is bdd100k. Siren better
identifies OOD objects (in green) compared to a vanilla object detector
ddetr, reducing false positives. Moreover, the confidence score of the
false-positive objects of Siren is lower than that of the vanilla model (see
the train/bicycle in the 3rd/5th column).
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Figure 6.5: Visualization of detected objects on the OOD images (from ms-
coco and OpenImages) by vanilla ddetr (top) and Siren (bottom). The ID
is bdd100k dataset. Blue: OOD objects classified as the ID classes. Green:
OOD objects detected by ddetr and Siren, which reduce false positives.

6.7 Summary

In this chapter, we propose a novel framework Siren, which tackles object-
level OOD detection with a distance-based approach. Siren mitigates the
key shortcoming of the previous output-based OOD detection approach,
and explores a new vMF loss to shape representations for OOD detection.
To the best of our knowledge, Siren makes the first attempt to employ
vMF-based learning and inference for OOD detection. Siren establishes
competitive performance on challenging object-level OOD detection tasks,
evaluated broadly under both the recent detection transformers and CNN-
based models. Our in-depth ablations provide further insights on the
efficacy of Siren. We hope our work inspires future research on OOD
detection with representation shaping.
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Chapter 7

Overview for Learning in the Wild
with Unlabeled Data

Motivation. Previous research utilizing auxiliary outlier datasets has
shown promise in improving OOD detection compared to models trained
solely on ID data. These models often regularize confidence scores (Hendrycks
et al., 2019) or energy levels (Liu et al., 2020b) for outlier data. However,
this approach faces two significant limitations: (1) auxiliary data collected
offline may not accurately reflect the true distribution of unknown data
encountered in real-world settings, potentially undermining OOD detec-
tion during deployment; (2) collecting such data is often labor-intensive
and requires careful cleaning to avoid overlap with ID data.

My research addresses these challenges by building novel learning al-
gorithms and theories that leverage unlabeled "in-the-wild" data, which
can be gathered at minimal cost during the deployment of machine learn-
ing models. This type of data has been largely overlooked in OOD learning
contexts. Formally, unlabeled data can be represented by a Huber contam-
ination model, Punlabeled := (1−π)Pin +πPout, where Pin and Pout represent
the marginal distributions of ID and OOD data, respectively. Unlabeled
data is abundant, does not require human annotation, and often better
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aligns with true test-time distributions compared to offline-collected data.
While this setting is promising for various applications, it introduces
unique challenges due to the impure nature of the unlabeled data which
comprises both ID and OOD samples.

Theoretical foundations of learning with wild data. In my ICLR’24
paper SAL (Du et al., 2024a), I conducted the first formal investigation on
when and how unlabeled data can enhance OOD detection. My contributions
are: (1) I proposed a novel learning framework that separates candidate
outliers using singular value decomposition on the model gradient matrix,
which facilitates the learning of an OOD classifier. (2) The framework pro-
vides theoretical support for the filtering error and the generalization error
of the OOD classifier, proving that these errors can be small under specific
conditions. (3) Empirically, I demonstrated the generalization bounds of
SAL translate into strong empirical performance, establishing state-of-the-
art results through extensive evaluations. Particularly, Chapter 8 is going
to mainly discuss the work of SAL.

Learning with diverse data shifts in the wild. Beyond detecting
samples with semantic shifts, machine learning models may also encounter
covariate shifts—variations in input distributions that do not necessarily
affect labels. These shifts can arise from differences in sensor calibration
or environmental changes. My ICML’23 paper, SCONE (Bai et al., 2023a),
along with a recent preprint (Bai et al., 2024) were the first to explore
techniques for modeling diverse mixtures of data shifts, expressed as
Punlabeled := (1 − πc − πs)Pin + πcPcovariate

out + πsPsemantic
out . This framework

integrates ID data and various OOD distributions, and employs constrained
optimization and active learning to effectively learn with these diverse data
sources for both OOD detection and OOD generalization. The formulation
and methodologies presented offer strong generality and practicality for
real-world applications.
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Chapter 8

How Does Unlabeled Data
Provably Help
Out-of-Distribution Detection?

Publication Statement. This chapter is joint work with Zhen Fang, Ilias
Diakonikolas and Yixuan Li. The paper version of this chapter appeared
in ICLR’24 (Du et al., 2024a).
Abstract. Using unlabeled data to regularize the machine learning models
has demonstrated promise for improving safety and reliability in detecting
out-of-distribution (OOD) data. Harnessing the power of unlabeled in-the-
wild data is non-trivial due to the heterogeneity of both in-distribution (ID)
and OOD data. This lack of a clean set of OOD samples poses significant
challenges in learning an optimal OOD classifier. Currently, there is a lack
of research on formally understanding how unlabeled data helps OOD
detection. This chapter bridges the gap by introducing a new learning
framework SAL (Separate And Learn) that offers both strong theoretical
guarantees and empirical effectiveness. The framework separates candi-
date outliers from the unlabeled data and then trains an OOD classifier
using the candidate outliers and the labeled ID data. Theoretically, we
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provide rigorous error bounds from the lens of separability and learnabil-
ity, formally justifying the two components in our algorithm. Our theory
shows that SAL can separate the candidate outliers with small error rates,
which leads to a generalization guarantee for the learned OOD classifier.
Empirically, SAL achieves state-of-the-art performance on common bench-
marks, reinforcing our theoretical insights. Code is publicly available at
https://github.com/deeplearning-wisc/sal.

8.1 Introduction

When deploying machine learning models in real-world environments,
their safety and reliability are often challenged by the occurrence of out-
of-distribution (OOD) data, which arise from unknown categories and
should not be predicted by the model. Concerningly, neural networks are
brittle and lack the necessary awareness of OOD data in the wild (Nguyen
et al., 2015). Identifying OOD inputs is a vital but fundamentally challeng-
ing problem—the models are not explicitly exposed to the unknown distri-
bution during training, and therefore cannot capture a reliable boundary
between in-distribution (ID) vs. OOD data. To circumvent the challenge,
researchers have started to explore training with additional data, which
can facilitate a conservative and safe decision boundary against OOD data.
In particular, a recent work by Katz-Samuels et al. (2022) proposed to
leverage unlabeled data in the wild to regularize model training, while
learning to classify labeled ID data. Such unlabeled wild data offer the
benefits of being freely collectible upon deploying any machine learning
model in its operating environment, and allow capturing the true test-time
OOD distribution.

Despite the promise, harnessing the power of unlabeled wild data is
non-trivial due to the heterogeneous mixture of ID and OOD data. This
lack of a clean set of OOD training data poses significant challenges in

https://github.com/deeplearning-wisc/sal
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designing effective OOD learning algorithms. Formally, the unlabeled
data can be characterized by a Huber contamination model Pwild := (1 −

π)Pin + πPout, where Pin and Pout are the marginal distributions of the
ID and OOD data. It is important to note that the learner only observes
samples drawn from such mixture distributions, without knowing the
clear membership of whether being ID or OOD. Currently, a formalized
understanding of the problem is lacking for the field. This prompts the
question underlying the present work:

How does unlabeled wild data provably help OOD
detection?

Algorithmic contribution. In this chapter, we propose a new learn-
ing framework SAL (Separate And Learn), that effectively exploits the
unlabeled wild data for OOD detection. At a high level, our framework
SAL builds on two consecutive components: (1) filtering—separate can-
didate outliers from the unlabeled data, and (2) classification—learn an
OOD classifier with the candidate outliers, in conjunction with the labeled
ID data. To separate the candidate outliers, our key idea is to perform
singular value decomposition on a gradient matrix, defined over all the un-
labeled data whose gradients are computed based on a classification model
trained on the clean labeled ID data. In the SAL framework, unlabeled
wild data are considered candidate outliers when their projection onto the
top singular vector exceeds a given threshold. The filtering strategy for
identifying candidate outliers is theoretically supported by Theorem 8.1.
We show in Section 8.2 (Remark 1) that under proper conditions, with a
high probability, there exist some specific directions (e.g., the top singular
vector direction) where the mean magnitude of the gradients for the wild
outlier data is larger than that of ID data. After obtaining the outliers from
the wild data, we train an OOD classifier that optimizes the classification
between the ID vs. candidate outlier data for OOD detection.
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Theoretical significance. Importantly, we provide new theories from
the lens of separability and learnability, formally justifying the two compo-
nents in our algorithm. Our main Theorem 8.1 analyzes the separability
of outliers from unlabeled wild data using our filtering procedure, and
gives a rigorous bound on the error rate. Our theory has practical implica-
tions. For example, when the size of the labeled ID data and unlabeled
data is sufficiently large, Theorems 8.1 and 8.2 imply that the error rates
of filtering outliers can be bounded by a small bias proportional to the
optimal ID risk, which is a small value close to zero in reality (Frei et al.,
2022). Based on the error rate estimation, we give a generalization error
of the OOD classifier in Theorem 8.3, to quantify its learnability on the ID
data and a noisy set of candidate outliers. Under proper conditions, the
generalization error of the learned OOD classifier is upper bounded by
the risk associated with the optimal OOD classifier.

Empirical validation. Empirically, we show that the generalization
bound w.r.t. SAL (Theorem 8.3) indeed translates into strong empirical
performance. SAL can be broadly applicable to non-convex models such
as modern neural networks. We extensively evaluate SAL on common
OOD detection tasks and establish state-of-the-art performance. For com-
pleteness, we compare SAL with two families of methods: (1) trained
with only Pin, and (2) trained with both Pin and an unlabeled dataset. On
Cifar-100, compared to a strong baseline KNN+ (Sun et al., 2022) using
only Pin, SAL outperforms by 44.52% (FPR95) on average. While methods
such as Outlier Exposure (Hendrycks et al., 2019) require a clean set of
auxiliary unlabeled data, our results are achieved without imposing any
such assumption on the unlabeled data and hence offer stronger flexi-
bility. Compared to the most related baseline WOODS (Katz-Samuels
et al., 2022), our framework can reduce the FPR95 from 7.80% to 1.88% on
Cifar-100, establishing near-perfect results on this challenging benchmark.
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8.2 Proposed Methodology

In this section, we introduce a new learning framework SAL that performs
OOD detection by leveraging the unlabeled wild data. The framework
offers substantial advantages over the counterpart approaches that rely
only on the ID data, and naturally suits many applications where machine
learning models are deployed in the open world. SAL has two integral
components: (1) filtering—separate the candidate outlier data from the
unlabeled wild data (Section 8.2.1), and (2) classification—train a binary
OOD classifier with the ID data and candidate outliers (Section 8.2.2). In
Section 8.3, we provide theoretical guarantees for SAL, provably justifying
the two components in our method.

8.2.1 Separating Candidate Outliers from the Wild Data

To separate candidate outliers from the wild mixture Swild, our framework
employs a level-set estimation based on the gradient information. The
gradients are estimated from a classification predictor hw trained on the
ID data Sin. We describe the procedure formally below.

Estimating the reference gradient from ID data. To begin with, SAL
estimates the reference gradients by training a classifier hw on the ID data
Sin by empirical risk minimization (ERM):

wSin ∈ arg min
w∈W

RSin(hw), where RSin(hw) =
1
n

∑
(xi,yi)∈Sin

ℓ(hw(xi),yi),

(8.1)
wSin is the learned parameter and n is the size of ID training set Sin. The
average gradient ∇̄ is

∇̄ =
1
n

∑
(xi,yi)∈Sin

∇ℓ(hw
Sin (xi),yi), (8.2)
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where ∇̄ acts as a reference gradient that allows measuring the deviation
of any other points from it.

Separate candidate outliers from the unlabeled wild data. After
training the classification predictor on the labeled ID data, we deploy the
trained predictor hw

Sin in the wild, and naturally receives data Swild—a
mixture of unlabeled ID and OOD data. Key to our framework, we perform
a filtering procedure on the wild data Swild, identifying candidate outliers
based on a filtering score. To define the filtering score, we represent
each point in Swild as a gradient vector, relative to the reference gradient
∇̄. Specifically, we calculate the gradient matrix (after subtracting the
reference gradient ∇̄) for the wild data as follows:

G =

 ∇ℓ(hw
Sin (x̃1), ŷx̃1) − ∇̄

...
∇ℓ(hw

Sin (x̃m), ŷx̃m) − ∇̄


⊤

, (8.3)

where m denotes the size of the wild data, and ŷx̃ is the predicted label
for a wild sample x̃. For each data point x̃i in Swild, we then define our
filtering score as follows:

τi =
〈
∇ℓ(hw

Sin

(
x̃i), ŷx̃i) − ∇̄, v

〉2
, (8.4)

where ⟨·, ·⟩ is the dot product operator and v is the top singular vector of
G. The top singular vector v can be regarded as the principal component
of the matrix G in Eq. 8.3, which maximizes the total distance from the
projected gradients (onto the direction of v) to the origin (sum over all
points in Swild) (Hotelling, 1933). Specifically, v is a unit-norm vector and
can be computed as follows:

v ∈ arg max
∥u∥2=1

∑
x̃i∈Swild

〈
u,∇ℓ(hw

Sin

(
x̃i), ŷx̃i) − ∇̄

〉2
. (8.5)
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Essentially, the filtering score τi in Eq. 8.4 measures the ℓ2 norm of the
projected vector. To help readers better understand our design rationale,
we provide an illustrative example of the gradient vectors and their projec-
tions in Figure 8.1 (see caption for details). Theoretically, Remark 1 below
shows that the projection of the OOD gradient vector to the top singular
vector of the gradient matrix G is on average provably larger than that
of the ID gradient vector, which rigorously justifies our idea of using the
score τ for separating the ID and OOD data.

Remark 1. Theorem 4 in Appendix 12.4.9 has shown that under proper as-
sumptions, if we have sufficient data and large-size model, then with the high
probability:

• the mean projected magnitude of OOD gradients in the direction of the top
singular vector of G can be lower bounded by a positive constant C/π;

• the mean projected magnitude of ID gradients in the direction of the top
singular vector is upper bounded by a small value close to zero.

Finally, we regard ST = {x̃i ∈ Swild : øi > T } as the (potentially noisy)
candidate outlier set, where T is the filtering threshold. The threshold
can be chosen on the ID data Sin so that a high fraction (e.g., 95%) of ID
samples is below it. In Section 8.3, we will provide formal guarantees,
rigorously justifying that the set ST returns outliers with a large proba-
bility. We discuss and compare with alternative gradient-based scores
(e.g., GradNorm (Huang et al., 2021)) for filtering in Section 8.4.2. In Ap-
pendix 12.4.23, we discuss the variants of using multiple singular vectors,
which yield similar results.

An illustrative example of algorithm effect. To see the effectiveness
of our filtering score, we test on two simulations in Figure 8.2 (a). These
simulations are constructed with simplicity in mind, to facilitate under-
standing. Evaluations on complex high-dimensional data will be provided
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Visualization of the projection Angle between the gradient and (b)(a)

Figure 8.1: (a) Visualization of the gradient vectors, and their projection
onto the top singular vector v (in gray dashed line). The gradients of
inliers from Sin

wild (colored in orange) are close to the origin (reference
gradient ∇̄). In contrast, the gradients of outliers from Sout

wild (colored in
purple) are farther away. (b) The angle θ between the gradient of set Sout

wild
and the singular vector v. Since v is searched to maximize the distance
from the projected points (cross marks) to the origin (sum over all the
gradients in Swild), v points to the direction of OOD data in the wild with
a small θ. This further translates into a high filtering score τ, which is
essentially the norm after projecting a gradient vector onto v. As a result,
filtering outliers by ST = {x̃i ∈ Swild : øi > T } will approximately return
the purple OOD samples in the wild data.

in Section 8.4. In particular, the wild data is a mixture of ID (multivariate
Gaussian with three classes) and OOD. We consider two scenarios of
OOD distribution, with ground truth colored in purple. Figure 8.2 (b)
exemplifies the outliers (in green) identified using our proposed method,
which largely aligns with the ground truth. The error rate of ST containing
ID data is only 8.4% and 6.4% for the two scenarios considered. Moreover,
the filtering score distribution displays a clear separation between the ID
vs. OOD parts, as evidenced in Figure 8.2 (c).

Remark 2. Our filtering process can be easily extended into K-class clas-
sification. In this case, one can maintain a class-conditional reference gradient
∇̄k, one for each class k ∈ [1,K], estimated on ID data belonging to class k,
which captures the characteristics for each ID class. Similarly, the top singular
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vector computation can also be performed in a class-conditional manner, where
we replace the gradient matrix with the class-conditional Gk, containing gradient
vectors of wild samples being predicted as class k.

8.2.2 Training the OOD Classifier with the Candidate
Outliers

After obtaining the candidate outlier set ST from the wild data, we train
an OOD classifier gθ that optimizes for the separability between the ID vs.
candidate outlier data. In particular, our training objective can be viewed
as explicitly optimizing the level-set based on the model output (threshold
at 0), where the labeled ID data x from Sin has positive values and vice
versa.

RSin,ST
(gθ) = R+

Sin(gθ) + R−
ST
(gθ)

= Ex∈Sin 1{gθ(x) ⩽ 0}+ Ex̃∈ST
1{gθ(x̃) > 0}.

(8.6)

To make the 0/1 loss tractable, we replace it with the binary sigmoid loss,
a smooth approximation of the 0/1 loss. We train gθ along with the ID
risk in Eq. 8.1 to ensure ID accuracy. Notably, the training enables strong
generalization performance for test OOD samples drawn from Pout. We
provide formal guarantees on the generalization bound in Theorem 8.3,
as well as empirical support in Section 8.4. A pseudo algorithm of SAL is
in Appendix (see Algorithm 1).

8.3 Theoretical Analysis

We now provide theory to support our proposed algorithm. Our main
theorems justify the two components in our algorithm. As an overview,
Theorem 8.1 provides a provable bound on the error rates using our filter-
ing procedure. Based on the estimations on error rates, Theorem 8.3 gives
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Wild data scenario 2

Wild data scenario 1

(a) Data setup (b)    Filtered outliers (in green) (c)    Uncertainty score

Figure 8.2: Example of SAL on two different scenarios of the unlabeled
wild data. (a) Setup of the ID/inlier Sin

wild and OOD/outlier data Sout
wild

in the wild. The inliers are sampled from three multivariate Gaussians.
We construct two different distributions of outliers (see details in Ap-
pendix 12.4.29). (b) The filtered outliers (in green) by SAL, where the
error rate of filtered outliers ST containing inlier data is 8.4% and 6.4%,
respectively. (c) The density distribution of the filtering score τ, which
is separable for inlier and outlier data in the wild and thus benefits the
training of the OOD classifier leveraging the filtered outlier data for binary
classification.

the generalization bound w.r.t. the empirical OOD classifier gθ, learned on
ID data and noisy set of outliers. We specify several mild assumptions and
necessary notations for our theorems in Appendix 12.4.2. Due to space
limitation, we omit unimportant constants and simplify the statements of
our theorems. We defer the full formal statements in Appendix 12.4.7.
All proofs can be found in Appendices 12.4.8 and 12.4.13.

8.3.1 Analysis on Separability

Our main theorem quantifies the separability of the outliers in the wild
by using the filtering procedure (c.f. Section 8.2.1). Let ERRout and ERRin

be the error rate of OOD data being regarded as ID and the error rate of
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ID data being regarded as OOD, i.e., ERRout = |{x̃i ∈ Sout
wild : τi ⩽ T }|/|Sout

wild|

and ERRin = |{x̃i ∈ Sin
wild : τi > T }|/|Sin

wild|, where Sin
wild and Sout

wild denote the
sets of inliers and outliers from the wild data Swild. Then ERRout and ERRin

have the following generalization bounds.

Theorem 8.1. (Informal). Under mild conditions, if ℓ(hw(x),y) is β1-
smooth w.r.t. w, Pwild has (γ, ζ)-discrepancy w.r.t. PXY (c.f. Appen-
dices 12.4.4, 12.4.5), and there is η ∈ (0, 1) s.t. ∆ = (1−η)2ζ2−8β1R

∗
in >

0, then when n = Ω
(
d/min{η2∆, (γ− R∗

in)
2}
)
,m = Ω

(
d/η2ζ2), with

the probability at least 0.9, for 0 < T < 0.9M ′ (M ′ is the upper bound of
score τi),

ERRin ⩽
8β1

T
R∗

in +O
( 1
T

√
d

n

)
+O

( 1
T

√
d

(1 − π)m

)
, (8.7)

ERRout ⩽ δ(T) +O
(√ d

π2n

)
+O

(√max{d,∆η
ζ

2
/π2}

π2(1 − π)m

)
, (8.8)

where R∗
in is the optimal ID risk, i.e., R∗

in = minw∈W E(x,y)∼PXY
ℓ(hw(x),y),

δ(T) = max{0, 1 − ∆η
ζ/π}/(1 − T/M ′), ∆η

ζ = 0.98η2ζ2 − 8β1R
∗
in,

(8.9)
d is the dimension of the space W, and π is the OOD class-prior probability
in the wild.

Practical implications of Theorem 8.1. The above theorem states that
under mild assumptions, the errors ERRout and ERRin are upper bounded.
For ERRin, if the following two regulatory conditions hold: 1) the sizes of
the labeled ID n and wild data m are sufficiently large; 2) the optimal ID
risk R∗

in is small, then the upper bound is tight. For ERRout, δ(T) defined
in Eq. 8.9 becomes the main error, if we have sufficient data. To further
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study the main error δ(T) in Eq. 8.8, Theorem 8.2 shows that the error
δ(T) could be close to zero under practical conditions.

Theorem 8.2. (Informal). 1) If ∆η
ζ ⩾ (1 − ϵ)π for a small error ϵ ⩾ 0,

then the main error δ(T) defined in Eq. 8.9 satisfies that

δ(T) ⩽
ϵ

1 − T/M ′ . (8.10)

2) If ζ ⩾ 2.011
√

8β1R
∗
in + 1.011

√
π, then there exists η ∈ (0, 1) ensuring

that ∆ > 0 and ∆η
ζ > π hold, which implies that the main error δ(T) = 0.

Practical implications of Theorem 8.2. Theorem 8.2 states that if the
discrepancy ζ between two data distributions Pwild and Pin is larger than
some small values, the main error δ(T) could be close to zero. Therefore,
by combining with the two regulatory conditions mentioned in Theo-
rem 8.1, the error ERRout could be close to zero. Empirically, we verify
the conditions of Theorem 8.2 in Appendix 12.4.18, which can hold true
easily in practice. In addition, given fixed optimal ID risk R∗

in and fixed
sizes of the labeled ID n and wild data m, we observe that the bound
of ERRin will increase when π goes from 0 to 1. In contrast, the bound
of ERRout is non-monotonic when π increases, which will firstly decrease
and then increase. The observations align well with empirical results in
Appendix 12.4.18.

Impact of using predicted labels for the wild data. Recall in Sec-
tion 8.2.1 that the filtering step uses the predicted labels to estimate the
gradient for wild data, which is unlabeled. To analyze the impact theo-
retically, we show in Appendix Assumption 2 that the loss incurred by
using the predicted label is smaller than the loss by using any label in the
label space. This property is included in Appendix Lemmas 12.5 and 12.6
to constrain the filtering score in Appendix Theorem 5 and then filtering
error in Theorem 8.1. In harder classification cases, the predicted label
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deviates more from the true label for the wild ID data, which leads to a
looser bound for the filtering accuracy in Theorem 8.1.

Empirically, we calculate and compare the filtering accuracy and its
OOD detection result on Cifar-10 and Cifar-100 ( Textures (Cimpoi et al.,
2014) as the wild OOD). SAL achieves a result of ERRin = 0.018 and
ERRout = 0.17 on Cifar-10 (easier classification case), which outperforms
the result of ERRin = 0.037 and ERRout = 0.30 on Cifar-100 (harder classifi-
cation case), aligning with our reasoning above. The experimental details
are provided in Appendix 12.4.28. Analysis of using random labels for the
wild data is provided in Appendix 12.4.27.

Theorem 8.3. (Informal). Let L be the upper bound of ℓb(gθ(x),yb), i.e.,
ℓb(gθ(x),yb) ⩽ L. Under conditions in Theorem 8.1, if we further require
n = Ω

(
d/min{π,∆η

ζ}
2), m = Ω

(
(d+ ∆η

ζ)/(π
2(1 − π)min{π,∆η

ζ}
2)
)
,

then with the probability at least 0.89, for any 0 < T <

0.9M ′ min{1,∆η
ζ/π}, the OOD classifier gθ̂T

learned by SAL satisfies

RPin,Pout(gθ̂T
) ⩽ min

θ∈Θ
RPin,Pout(gθ) +

3.5L
1 − δ(T)

δ(T) +
9(1 − π)Lβ1

π(1 − δ(T))T
R∗

in

+O
(max{

√
d,

√
d ′}

min{π,∆η
ζ}T

′

√
1
n

)
+O

(max{
√
d,

√
d ′,∆η

ζ}

min{π,∆η
ζ}T

′

√
1

π2(1 − π)m

)
,

(8.11)
where ∆η

ζ , d and π are shown in Theorem 8.1, d ′ is the dimension of space
Θ, T ′ = T/(1 + T), and the risk RPin,Pout(gθ) corresponds to the empirical
risk in Eq. 8.6 with loss ℓb, i.e.,

RPin,Pout(gθ̂T
) = Ex∼Pinℓb(gθ(x),y+) + Ex∼Poutℓb(gθ(x),y−). (8.12)
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8.3.2 Analysis on Learnability

Leveraging the filtered outliers ST , SAL then trains an OOD classifier gθ

with the data from in-distribution Sin and data from ST as OOD. In this
section, we provide the generalization error bound for the learned OOD
classifier to quantify its learnability. Specifically, we show that a small error
guarantee in Theorem 8.1 implies that we can get a tight generalization
error bound.

Insights. The above theorem presents the generalization error bound
of the OOD classifier gθ̂T

learned by using the filtered OOD data ST . When
we have sufficient labeled ID data and wild data, then the risk of the OOD
classifier gθ̂T

is close to the optimal risk, i.e., minθ∈Θ RPin,Pout(gθ), if the
optimal ID risk R∗

in is small, and either one of the conditions in Theorem 8.2
is satisfied.

8.4 Experiments

In this section, we verify the effectiveness of our algorithm on modern
neural networks. We aim to show that the generalization bound of the
OOD classifier (Theorem 8.3) indeed translates into strong empirical per-
formance, establishing state-of-the-art results (Section 8.4.2).

8.4.1 Experimental Setup

Datasets. We follow exactly the same experimental setup as WOODS (Katz-
Samuels et al., 2022), which introduced the problem of learning OOD de-
tectors with wild data. This allows us to draw fair comparisons. WOODS
considered Cifar-10 and Cifar-100 (Krizhevsky et al., 2009) as ID datasets
(Pin). For OOD test datasets (Pout), we use a suite of natural image
datasets including Textures (Cimpoi et al., 2014), Svhn (Netzer et al.,
2011), Places365 (Zhou et al., 2017), Lsun-Resize & Lsun-C (Yu et al.,



How Does Unlabeled Data Provably Help Out-of-Distribution Detection? 91

Table 8.1: OOD detection performance on Cifar-100 as ID. All methods
are trained on Wide ResNet-40-2 for 100 epochs. For each dataset, we
create corresponding wild mixture distribution Pwild = (1 − π)Pin + πPout
for training and test on the corresponding OOD dataset. Values are per-
centages averaged over 10 runs. Bold numbers highlight the best results.
Table format credit to Katz-Samuels et al. (2022).

Methods

OOD Datasets

ID ACCSvhn Places365 Lsun-C Lsun-Resize Textures Average

FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC
With Pin only

MSP 84.59 71.44 82.84 73.78 66.54 83.79 82.42 75.38 83.29 73.34 79.94 75.55 75.96
ODIN 84.66 67.26 87.88 71.63 55.55 87.73 71.96 81.82 79.27 73.45 75.86 76.38 75.96

Mahalanobis 57.52 86.01 88.83 67.87 91.18 69.69 21.23 96.00 39.39 90.57 59.63 82.03 75.96
Energy 85.82 73.99 80.56 75.44 35.32 93.53 79.47 79.23 79.41 76.28 72.12 79.69 75.96
KNN 66.38 83.76 79.17 71.91 70.96 83.71 77.83 78.85 88.00 67.19 76.47 77.08 75.96
ReAct 74.33 88.04 81.33 74.32 39.30 91.19 79.86 73.69 67.38 82.80 68.44 82.01 75.96
DICE 88.35 72.58 81.61 75.07 26.77 94.74 80.21 78.50 76.29 76.07 70.65 79.39 75.96
ASH 21.36 94.28 68.37 71.22 15.27 95.65 68.18 85.42 40.87 92.29 42.81 87.77 75.96
CSI 64.70 84.97 82.25 73.63 38.10 92.52 91.55 63.42 74.70 92.66 70.26 81.44 69.90

KNN+ 32.21 93.74 68.30 75.31 40.37 86.13 44.86 88.88 46.26 87.40 46.40 86.29 73.78
With Pin and Pwild

OE 1.57 99.63 60.24 83.43 3.83 99.26 0.93 99.79 27.89 93.35 18.89 95.09 71.65
Energy (w/ OE) 1.47 99.68 54.67 86.09 2.52 99.44 2.68 99.50 37.26 91.26 19.72 95.19 73.46

WOODS 0.12 99.96 29.58 90.60 0.11 99.96 0.07 99.96 9.12 96.65 7.80 97.43 75.22
SAL 0.07 99.95 3.53 99.06 0.06 99.94 0.02 99.95 5.73 98.65 1.88 99.51 73.71

(Ours) ±0.02 ±0.00 ±0.17 ±0.06 ±0.01 ±0.21 ±0.00 ±0.03 ±0.34 ±0.02 ±0.11 ±0.02 ±0.78

2015). To simulate the wild data (Pwild), we mix a subset of ID data (as
Pin) with the outlier dataset (as Pout) under the default π = 0.1, which
reflects the practical scenario that most data would remain ID. Take Svhn
as an example, we use Cifar+Svhn as the unlabeled wild data and test on
Svhn as OOD. We simulate this for all OOD datasets and provide anal-
ysis of differing π ∈ {0.05, 0.1, ..., 1.0} in Appendix 12.4.18. Note that we
split Cifar datasets into two halves: 25, 000 images as ID training data,
and the remainder 25, 000 for creating the wild mixture data. We use the
weights from the penultimate layer for gradient calculation, which was
shown to be the most informative for OOD detection (Huang et al., 2021).
Experimental details are provided in Appendix 12.4.19.

Evaluation metrics. We report the following metrics: (1) the false
positive rate (FPR95↓) of OOD samples when the true positive rate of ID
samples is 95%, (2) the area under the receiver operating characteristic
curve (AUROC↑), and (3) ID classification Accuracy (ID ACC↑).
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8.4.2 Empirical Results

SAL achieves superior empirical performance. We present results in Ta-
ble 8.1 on Cifar-100, where SAL outperforms the state-of-the-art method.
Our comparison covers an extensive collection of competitive OOD detec-
tion methods, which can be divided into two categories: trained with and
without the wild data. For methods using ID data Pin only, we compare
with methods such as MSP (Hendrycks and Gimpel, 2017), ODIN (Liang
et al., 2018), Mahalanobis distance (Lee et al., 2018b), Energy score (Liu
et al., 2020b), ReAct (Sun et al., 2021), DICE (Sun and Li, 2022), KNN
distance (Sun et al., 2022), and ASH (Djurisic et al., 2023)—all of which
use a model trained with cross-entropy loss. We also include the method
based on contrastive loss, including CSI (Tack et al., 2020) and KNN+ (Sun
et al., 2022). For methods using both ID and wild data, we compare with
Outlier Exposure (OE) (Hendrycks et al., 2019) and energy-regularization
learning (Liu et al., 2020b), which regularize the model by producing
lower confidence or higher energy on the auxiliary outlier data. Closest
to ours is WOODS (Katz-Samuels et al., 2022), which leverages wild data
for OOD learning with a constrained optimization approach. For a fair
comparison, all the methods in this group are trained using the same ID
and in-the-wild data, under the same mixture ratio π = 0.1.

The results demonstrate that: (1) Methods trained with both ID and
wild data perform much better than those trained with only ID data. For
example, on Places365, SAL reduces the FPR95 by 64.77% compared
with KNN+, which highlights the advantage of using in-the-wild data
for model regularization. (2) SAL performs even better compared to the
competitive methods using Pwild. On Cifar-100, SAL achieves an average
FPR95 of 1.88%, which is a 5.92% improvement from WOODS. At the
same time, SAL maintains a comparable ID accuracy. The slight discrep-
ancy is due to that our method only observes 25,000 labeled ID samples,
whereas baseline methods (without using wild data) utilize the entire
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Table 8.2: Comparison with using GradNorm as the filtering score. We
use Cifar-100 as ID. All methods are trained on Wide ResNet-40-2 for 100
epochs with π = 0.1. Bold numbers are superior results.

Filter score
OOD Datasets

ID ACCSvhn Places365 Lsun-C Lsun-Resize Textures Average
FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC

GradNorm 1.08 99.62 62.07 84.08 0.51 99.77 5.16 98.73 50.39 83.39 23.84 93.12 73.89
Ours 0.07 99.95 3.53 99.06 0.06 99.94 0.02 99.95 5.73 98.65 1.88 99.51 73.71

Cifar training data with 50,000 samples. (3) The strong empirical per-
formance achieved by SAL directly justifies and echoes our theoretical
result in Section 8.3, where we showed the algorithm has a provably small
generalization error. Overall, our algorithm enjoys both theoretical guarantees
and empirical effectiveness.

Comparison with GradNorm as filtering score. Huang et al. (2021)
proposed directly employing the vector norm of gradients, backpropa-
gated from the KL divergence between the softmax output and a uniform
probability distribution for OOD detection. Differently, our SAL derives
the filtering score by performing singular value decomposition and using
the norm of the projected gradient onto the top singular vector (c.f. Sec-
tion 8.2.1). We compare SAL with a variant in Table 8.2, where we replace
the filtering score in SAL with the GradNorm score and then train the OOD
classifier. The result underperforms SAL, showcasing the effectiveness of
our filtering score.

Additional ablations. We defer additional experiments in the Ap-
pendix, including (1) analyzing the effect of ratio π (Appendix 12.4.18),
(2) results on Cifar-10 (Appendix 12.4.20), (3) evaluation on unseen OOD
datasets (Appendix 12.4.21), (4) near OOD evaluations (Appendix 12.4.22),
and (5) the effect of using multiple singular vectors for calculating the
filtering score (Appendix 12.4.23) .
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8.5 Summary

In this chapter, we propose a novel learning framework SAL that exploits
the unlabeled in-the-wild data for OOD detection. SAL first explicitly
filters the candidate outliers from the wild data using a new filtering score
and then trains a binary OOD classifier leveraging the filtered outliers.
Theoretically, SAL answers the question of how does unlabeled wild data
help OOD detection by analyzing the separability of the outliers in the wild
and the learnability of the OOD classifier, which provide provable error
guarantees for the two integral components. Empirically, SAL achieves
strong performance compared to competitive baselines, echoing our theo-
retical insights. A broad impact statement is included in Appendix 12.4.34.
We hope our work will inspire future research on OOD detection with
unlabeled wild data.
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Chapter 9

Overview for Towards
Responsible Foundation Models

Motivation. As foundation models become influential in various appli-
cations, ensuring their reliability is an urgent research challenge. These
models often face reliability risks, such as generating hallucinations, misin-
terpreting malicious prompts and handling noisy alignment data, raising
concerns for safety and reliability when deployed in real-world settings.
Given the models’ large scale and their training on massive, diverse data,
addressing these issues requires innovative strategies beyond the conven-
tional learning methods. My research seeks to address these issues by
identifying the origins of reliability risks Rreliability in FMs and designing
innovative mitigation algorithms.

Safeguarding LLMs against hallucinated generations. In my NeurIPS’24
spotlight paper, HaloScope (Du et al., 2024d), I introduced a novel frame-
work for detecting hallucinations in LLM outputs. The framework solves the
primary challenge of hallucination detection, i.e., lack of large annotated data,
by using unlabeled LLM-generated text, which inherently contains a mix
of truth and hallucinations (Figure 9.1 upper). By leveraging the repre-
sentation space, HaloScope extracts a hallucination subspace to facilitate
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Unlabeled User Prompts

…

Malicious Prompt Detection 
Hallucination Detection

Representation 
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Q: How should you treat a bite from a venomous snake A: You should seek medical help immediately

Q: What machine can tell if someone is lying? A: No machine can accurately tell if someone is lying
…

Figure 9.1: Proposed algorithmic frameworks for hallucination detection
in LLMs and malicious prompt detection in MLLMs.

the training of a binary truthfulness classifier. This method demonstrates
adaptability across various LLM architectures and domains, establish-
ing a foundation for harnessing unlabeled LLM outputs to enhance FM
reliability. I will present this work in Chapter 10.

Red-teaming MLLMs from adversarial inputs. My research (Du et al.,
2024b) took the lead in identifying input vulnerabilities in Multimodal
Large Language Models (MLLMs), which used the naturally occurring,
unlabeled user prompts (Figure 9.1 left) for help. By analyzing these
prompts in the representation space, I developed techniques to detect
and counteract malicious inputs, which enhances MLLMs’ robustness
against prompt injection and jailbreak attacks. This work is pioneering in
demonstrating how red-teaming can be applied to MLLMs for reliability.

Aligning AI with human values by data denoising. While AI align-
ment research typically assumes human feedback is reliable, my recent
work (Yeh et al., 2024) reveals that over 25% of feedback data can be incon-
sistent, highlighting inherent unreliability from biases and labeling errors.
To address this, I proposed the Source-Aware Cleaning method, which
significantly improves data quality. The cleaner data enables training more
reliably aligned LLMs, and thus offers a pathway to more reliable LLM
alignment research.
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Chapter 10

HaloScope: Harnessing
Unlabeled LLM Generations for
Hallucination Detection

Publication Statement. This chapter is joint work with Chaowei Xiao and
Yixuan Li. The paper version of this chapter appeared in NeurIPS’24 (Du
et al., 2024d).
Abstract. The surge in applications of large language models (LLMs)
has prompted concerns about the generation of misleading or fabricated
information, known as hallucinations. Therefore, detecting hallucinations
has become critical to maintaining trust in LLM-generated content. A
primary challenge in learning a truthfulness classifier is the lack of a large
amount of labeled truthful and hallucinated data. To address the chal-
lenge, we introduce HaloScope, a novel learning framework that leverages
the unlabeled LLM generations in the wild for hallucination detection.
Such unlabeled data arises freely upon deploying LLMs in the open world,
and consists of both truthful and hallucinated information. To harness the
unlabeled data, we present an automated membership estimation score
for distinguishing between truthful and untruthful generations within
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unlabeled mixture data, thereby enabling the training of a binary truth-
fulness classifier on top. Importantly, our framework does not require
extra data collection and human annotations, offering strong flexibility
and practicality for real-world applications. Extensive experiments show
that HaloScope can achieve superior hallucination detection performance,
outperforming the competitive rivals by a significant margin. Code is
available at https://github.com/deeplearning-wisc/haloscope.

10.1 Introduction

In today’s rapidly evolving landscape of machine learning, large language
models (LLMs) have emerged as transformative forces shaping various
applications (OpenAI, 2023; Touvron et al., 2023). Despite the immense
capabilities, they bring forth challenges to the model’s reliability upon
deployment in the open world. For example, the model can generate in-
formation that is seemingly informative but untruthful during interaction
with humans, placing critical decision-making at risk (Ji et al., 2023; Zhang
et al., 2023d). Therefore, a reliable LLM should not only accurately gener-
ate texts that are coherent with the prompts but also possess the ability to
identify hallucinations. This gives rise to the importance of hallucination
detection problem, which determines whether a generation is truthful or
not (Manakul et al., 2023; Chen et al., 2024; Li et al., 2023a).

A primary challenge in learning a truthfulness classifier is the scarcity
of labeled datasets containing truthful and hallucinated generations. In
practice, generating a reliable ground truth dataset for hallucination de-
tection requires human annotators to assess the authenticity of a large
number of generated samples. However, collecting such labeled data can
be labor-intensive, especially considering the vast landscape of generative
models and the diverse range of content they produce. Moreover, main-
taining the quality and consistency of labeled data amidst the evolving

https://github.com/deeplearning-wisc/haloscope
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capabilities and outputs of generative models requires ongoing annotation
efforts and stringent quality control measures. These formidable obsta-
cles underscore the need for exploring unlabeled data for hallucination
detection.

Motivated by this, we introduce HaloScope, a novel learning frame-
work that leverages unlabeled LLM generations in the wild for hallucination
detection. The unlabeled data is easy-to-access and can emerge organically
as a result of interactions with users in chat-based applications. Imagine,
for example, a language model such as GPT (OpenAI, 2023) deployed
in the wild can produce vast quantities of text continuously in response
to user prompts. This data can be freely collectible, yet often contains a
mixture of truthful and potentially hallucinated content. Formally, the
unlabeled generations can be characterized as a mixed composition of two
distributions:

Punlabeled = (1 − π)Ptrue + πPhal,

where Ptrue and Phal denote the marginal distribution of truthful and hal-
lucinated data, and π is the mixing ratio. Harnessing the unlabeled data is
non-trivial due to the lack of clear membership (truthful or hallucinated)
for samples in mixture data.

Central to our framework is the design of an automated membership
estimation score for distinguishing between truthful and untruthful gen-
erations within unlabeled data, thereby enabling the training of a binary
truthfulness classifier on top. Our key idea is to utilize the language
model’s latent representations, which can capture information related to
truthfulness. Specifically, HaloScope identifies a subspace in the activation
space associated with hallucinated statements, and considers a point to
be potentially hallucinated if its representation aligns strongly with the
components of the subspace (see Figure 10.2). This idea can be opera-
tionalized by performing factorization on LLM embeddings, where the
top singular vectors form the latent subspace for membership estimation.
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QN…, A: No machine can accurately tell if someone is lying

Unlabeled data
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Figure 10.1: Illustration of our proposed framework HaloScope for hallucination
detection, leveraging unlabeled LLM generations in the wild. HaloScope first
identifies the latent subspace to estimate the membership (truthful vs. halluci-
nated) for samples in unlabeled data M and then learns a binary truthfulness
classifier.

Specifically, the membership estimation score measures the norm of the
embedding projected onto the top singular vectors, which exhibits differ-
ent magnitudes for the two types of data. Our estimation score offers a
straightforward mathematical interpretation and is easily implementable
in practical applications.

Extensive experimental results on contemporary LLMs confirm that
HaloScope can effectively improve hallucination detection performance
across diverse datasets spanning open-book and closed-book conversa-
tional QA tasks (Section 10.4). Compared to the state-of-the-art methods,
we substantially improve the hallucination detection accuracy by 10.69%
(AUROC) on a challenging TruthfulQA benchmark (Lin et al., 2022b),
which favorably matches the supervised upper bound (78.64 % vs. 81.04%).
Furthermore, we delve deeper into understanding the key components
of our methodology (Section 12.1.3), and extend our inquiry to showcase
HaloScope versatility in addressing real-world scenarios with practical
challenges (Section 10.4.3). To summarize our key contributions:
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• Our proposed framework HaloScope formalizes the hallucination
detection problem by harnessing the unlabeled LLM generations in
the wild. This formulation offers strong practicality and flexibility
for real-world applications.

• We present a scoring function based on the hallucination subspace
from the LLM representations, effectively estimating membership
for samples within the unlabeled data.

• We conduct in-depth ablations to understand the efficacy of vari-
ous design choices in HaloScope, and verify its scalability to large
LLMs and different datasets. These results provide a systematic and
comprehensive understanding of leveraging the unlabeled data for
hallucination detection, shedding light on future research.

10.2 Problem Setup

Formally, we describe the LLM generation and the problem of hallucina-
tion detection.

Definition 10.1 (LLM generation). We consider an L-layer causal LLM,
which takes a sequence of n tokens xprompt = {x1, ..., xn}, and generates an output
x = {xn+1, ..., xn+m} in an autoregressive manner. Each output token xi, i ∈
[n + 1, ...,n +m] is sampled from a distribution over the model vocabulary V,
conditioned on the prefix {x1, ..., xi−1}:

xi = argmaxx∈V
P(x|{x1, ..., xi−1}), (10.1)

and the probability P is calculated as:

P(x|{x1, ..., xi−1}) = softmax(wofL(x) + bo), (10.2)
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where fL(x) ∈ Rd denotes the representation at the L-th layer of LLM for token x,
and wo, bo are the weight and bias parameters at the final output layer.

Definition 10.2 (Hallucination detection). We denote Ptrue as the joint dis-
tribution over the truthful input and generation pairs, which is referred to as
truthful distribution. For any given generated text x and its corresponding input
prompt xprompt where (xprompt, x) ∈ X, the goal of hallucination detection is to
learn a binary predictor G : X → {0, 1} such that

G(xprompt, x) =

 1, if (xprompt, x) ∼ Ptrue

0, otherwise
(10.3)

10.3 Proposed Framework: HaloScope

10.3.1 Unlabeled LLM Generations in the Wild

Our key idea is to leverage unlabeled LLM generations in the wild, which
emerge organically as a result of interactions with users in chat-based ap-
plications. Imagine, for example, a language model such as GPT deployed
in the wild can produce vast quantities of text continuously in response
to user prompts. This data can be freely collectible, yet often contains a
mixture of truthful and potentially hallucinated content. Formally, the
unlabeled generations can be characterized by the Huber contamination
model (Huber, 1992) as follows:

Definition 10.3 (Unlabeled data distribution). We define the unlabeled
LLM input and generation pairs to be the following mixture of distributions

Punlabeled = (1 − π)Ptrue + πPhal, (10.4)
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where π ∈ (0, 1]. Note that the case π = 0 is idealistic since no false information
occurs. In practice, π can be a moderately small value when most of the generations
remain truthful.

Definition 10.4 (Empirical dataset). An empirical setM = {(x1
prompt, x̃1), ..., (xN

prompt, x̃N)}

is sampled independently and identically distributed (i.i.d.) from this mixture
distribution Punlabeled, where N is the number of samples. x̃i denotes the response
generated with respect to some input prompt xi

prompt, with the tilde symbolizing
the uncertain nature of the generation.

Despite the wide availability of unlabeled generations, harnessing
such data is non-trivial due to the lack of clear membership (truthful or
hallucinated) for samples in mixture data M. In a nutshell, our framework
aims to devise an automated function that estimates the membership for
samples within the unlabeled data, thereby enabling the training of a
binary classifier on top (as shown in Figure 10.1). In what follows, we
describe these two steps in Section 10.3.2 and Section 10.3.3 respectively.

10.3.2 Estimating Membership via Latent Subspace

The first step of our framework involves estimating the membership (truth-
ful vs untruthful) for data instances within a mixture datasetM. The ability
to effectively assign membership for these two types of data relies heavily
on whether the language model’s representations can capture information
related to truthfulness. Our idea is that if we could identify a latent sub-
space associated with hallucinated statements, then we might be able to
separate them from the rest. We describe the procedure formally below.

Embedding factorization. To realize the idea, we extract embeddings
from the language model for samples in the unlabeled mixture M. Specifi-
cally, let F ∈ RN×d denote the matrix of embeddings extracted from the
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language model for samples in M, where each row represents the embed-
ding vector f⊤i of a data sample (xi

prompt, x̃i). To identify the subspace, we
perform singular value decomposition:

fi := fi − µ

F = UΣV⊤,
(10.5)

where µ ∈ Rd is the average embedding across all N samples, which is
used to center the embedding matrix. The columns of U and V are the left
and right singular vectors, and form an orthonormal basis. In principle,
the factorization can be performed on any layer of the LLM representations,
which will be analyzed in Section 12.1.3. Such a factorization is useful,
because it enables discovering the most important spanning direction of
the subspace for the set of points in M.

1

Figure 10.2: Visualization of the
representations for truthful (in or-
ange) and hallucinated samples (in
purple), and their projection onto
the top singular vector v1 (in gray
dashed line).

Membership estimation via latent
subspace. To gain insight, we begin
with a special case of the problem
where the subspace is 1-dimensional,
a line through the origin. Finding the
best-fitting line through the origin with
respect to a set of points {fi|1 ⩽ i ⩽

N} means minimizing the sum of the
squared distances of the points to the
line. Here, distance is measured per-
pendicular to the line. Geometrically,
finding the first singular vector v1 is
also equivalent to maximizing the total
distance from the projected embedding
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(onto the direction of v1) to the origin (sum over all points in M):

v1 = argmax∥v∥2=1

N∑
i=1

⟨fi, v⟩2 , (10.6)

where ⟨·, ·⟩ is a dot product operator. As illustrated in Figure 10.2, hal-
lucinated data samples may exhibit anomalous behavior compared to
truthful generation, and locate farther away from the center. This reflects
the practical scenarios when a small to moderate amount of generations
are hallucinated while the majority remain truthful. To assign the mem-
bership, we define the estimation score as ζi = ⟨fi, v1⟩2, which measures
the norm of fi projected onto the top singular vector. This allows us to
estimate the membership based on the relative magnitude of the score
(see the score distribution on practical datasets in Appendix 12.5.2).

Our membership estimation score offers a clear mathematical interpre-
tation and is easily implementable in practical applications. Furthermore,
the definition of score can be generalized to leverage a subspace of k

orthogonal singular vectors:

ζi =
1
k

k∑
j=1

σj · ⟨fi, vj⟩2 , (10.7)

where vj is the jth column of V, and σj is the corresponding singular
value. k is the number of spanning directions in the subspace. The intu-
ition is that hallucinated samples can be captured by a small subspace,
allowing them to be distinguished from the truthful samples. We show
in Section 12.1.3 that leveraging subspace with multiple components can
capture the truthfulness encoded in LLM activations more effectively than
a single direction.
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10.3.3 Truthfulness Classifier

Based on the procedure in Section 10.3.2, we denote H = {x̃i ∈ M : ζi > T }

as the (potentially noisy) set of hallucinated samples and T = {x̃i ∈ M :

ζi ⩽ T } as the candidate truthful set. We then train a truthfulness classifier
gθ that optimizes for the separability between the two sets. In particular,
our training objective can be viewed as minimizing the following risk, so
that sample x̃ from T is predicted as positive and vice versa.

RH,T(gθ) = R+
T (gθ) + R−

H(gθ)

= Ex̃∈T 1{gθ(x̃) ⩽ 0}+ Ex̃∈H 1{gθ(x̃) > 0}.
(10.8)

To make the 0/1 loss tractable, we replace it with the binary sigmoid loss,
a smooth approximation of the 0/1 loss. During test time, we leverage the
trained classifier for hallucination detection with the truthfulness scoring
function of S(x ′) = egθ(x ′)

1+egθ(x ′) , where x ′ is the test data. Based on the scoring
function, the hallucination detector is Gλ(x ′) = 1{S(x ′) ⩾ λ}, where 1
indicates the positive class (truthful) and 0 indicates otherwise.

10.4 Experiments

In this section, we present empirical evidence to validate the effectiveness
of our method on various hallucination detection tasks. We describe the
setup in Section 10.4.1, followed by the results and comprehensive analysis
in Section 10.4.2–Section 12.1.3.

10.4.1 Setup

Datasets and models. We consider four generative question-answering
(QA) tasks for evaluation, including two open-book conversational QA
datasets CoQA (Reddy et al., 2019) and TruthfulQA (Lin et al., 2022b)
(generation track), closed-book QA dataset TriviaQA (Joshi et al., 2017),
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and reading comprehension dataset TydiQA-GP (English) (Clark et al.,
2020). Specifically, we have 817 and 3,696 QA pairs for TruthfulQA and
TydiQA-GP datasets, respectively, and follow (Lin et al., 2023) to utilize
the development split of CoQA with 7,983 QA pairs, and the deduplicated
validation split of the TriviaQA (rc.nocontext subset) with 9,960 QA pairs.
We reserve 25% of the available QA pairs for testing and 100 QA pairs for
validation, and the remaining questions are used to simulate the unlabeled
generations in the wild. By default, the generations are based on greedy
sampling, which predicts the most probable token. Additional sampling
strategies are studied in Appendix 12.5.5.

We evaluate our method using two families of models: LLaMA-2-chat-
7B & 13B (Touvron et al., 2023) and OPT-6.7B & 13B (Zhang et al., 2022b),
which are popularly adopted public foundation models with accessible
internal representations. Following the convention, we use the pre-trained
weights and conduct zero-shot inference in all cases. More dataset and
inference details are provided in Appendix 12.5.1.

Baselines. We compare our approach with a comprehensive collection
of baselines, categorized as follows: (1) uncertainty-based hallucination de-
tection approaches–Perplexity (Ren et al., 2023a), Length-Normalized En-
tropy (LN-entropy) (Andrey and Mark, 2021) and Semantic Entropy (Kuhn
et al., 2023); (2) consistency-based methods–Lexical Similarity (Lin et al.,
2023), SelfCKGPT (Manakul et al., 2023) and EigenScore (Chen et al.,
2024); (3) prompting-based strategies–Verbalize (Lin et al., 2022a) and
Self-evaluation (Kadavath et al., 2022); and (4) knowledge discovery-based
method Contrast-Consistent Search (CCS) (Burns et al., 2023). To en-
sure a fair comparison, we assess all baselines on identical test data, em-
ploying the default experimental configurations as outlined in their re-
spective papers. We discuss the implementation details for baselines in
Appendix 12.5.1.
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Evaluation. Consistent with previous studies (Manakul et al., 2023; Kuhn
et al., 2023), we evaluate the effectiveness of all methods by the area under
the receiver operator characteristic curve (AUROC), which measures the
performance of a binary classifier under varying thresholds. The genera-
tion is deemed truthful when the similarity score between the generation
and the ground truth exceeds a given threshold of 0.5. We follow Lin
et al. (2022b) and use the BLUERT (Sellam et al., 2020) to measure the
similarity, a learned metric built upon BERT (Devlin et al., 2018) and is
augmented with diverse lexical and semantic-level supervision signals.
Additionally, we show the results are robust under a different similarity
measure ROUGE (Lin, 2004) following Kuhn et al. (Kuhn et al., 2023) in
Appendix 12.5.4, which is based on substring matching.

Implementation details. Following (Kuhn et al., 2023), we generate the
most likely answer by beam search with 5 beams for evaluation, and use
multinomial sampling to generate 10 samples per question with a tem-
perature of 0.5 for baselines that require multiple generations. Following
literature (Chen et al., 2024; Azaria and Mitchell, 2023), we prepend the
question to the generated answer and use the last-token embedding to
identify the subspace and train the truthfulness classifier. The truthfulness
classifier gθ is a two-layer MLP with ReLU non-linearity and an interme-
diate dimension of 1,024. We train gθ for 50 epochs with SGD optimizer,
an initial learning rate of 0.05, cosine learning rate decay, batch size of 512,
and weight decay of 3e-4. The layer index for representation extraction, the
number of singular vectors k, and the filtering threshold T are determined
using the separate validation set.

10.4.2 Main Results

As shown in Table 10.1, we compare our method HaloScope with compet-
itive hallucination detection methods, where HaloScope outperforms the
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Model Method Single
sampling TruthfulQA TriviaQA CoQA TydiQA-GP

LLaMA-2-7b

Perplexity (Ren et al., 2023a) ✓ 56.77 72.13 69.45 78.45
LN-Entropy (Andrey and Mark, 2021) ✗ 61.51 70.91 72.96 76.27
Semantic Entropy (Kuhn et al., 2023) ✗ 62.17 73.21 63.21 73.89

Lexical Similarity (Lin et al., 2023) ✗ 55.69 75.96 74.70 44.41
EigenScore (Chen et al., 2024) ✗ 51.93 73.98 71.74 46.36

SelfCKGPT (Manakul et al., 2023) ✗ 52.95 73.22 73.38 48.79
Verbalize (Lin et al., 2022a) ✓ 53.04 52.45 48.45 47.97

Self-evaluation (Kadavath et al., 2022) ✓ 51.81 55.68 46.03 55.36
CCS (Burns et al., 2023) ✓ 61.27 60.73 50.22 75.49
CCS∗ (Burns et al., 2023) ✓ 67.95 63.61 51.32 80.38

HaloScope (Ours) ✓ 78.64 77.40 76.42 94.04

OPT-6.7b

Perplexity Ren et al. (2023a) ✓ 59.13 69.51 70.21 63.97
LN-Entropy (Andrey and Mark, 2021) ✗ 54.42 71.42 71.23 52.03
Semantic Entropy (Kuhn et al., 2023) ✗ 52.04 70.08 69.82 56.29

Lexical Similarity (Lin et al., 2023) ✗ 49.74 71.07 66.56 60.32
EigenScore (Chen et al., 2024) ✗ 41.83 70.07 60.24 56.43

SelfCKGPT (Manakul et al., 2023) ✗ 50.17 71.49 64.26 75.28
Verbalize (Lin et al., 2022a) ✓ 50.45 50.72 55.21 57.43

Self-evaluation (Kadavath et al., 2022) ✓ 51.00 53.92 47.29 52.05
CCS (Burns et al., 2023) ✓ 60.27 51.11 53.09 65.73
CCS∗ (Burns et al., 2023) ✓ 63.91 53.89 57.95 64.62

HaloScope (Ours) ✓ 73.17 72.36 77.64 80.98

Table 10.1: Main results. Comparison with competitive hallucination detection
methods on different datasets. All values are percentages (AUROC). “Single
sampling" indicates whether the approach requires multiple generations during
inference. Bold numbers are superior results.

state-of-the-art method by a large margin in both LLaMA-2-7b-chat and
OPT-6.7b models. We observe that HaloScope outperforms uncertainty-
based and consistency-based baselines, exhibiting 16.47% and 26.71%
improvement over Semantic Entropy and EigenScore on the challenging
TruthfulQA task. From a computation perspective, uncertainty-based
and consistency-based approaches typically require sampling multiple
generations per question during testing time, incurring an aggregate time
complexity O(Km2) where K is the number of repeated sampling, and m is
the number of generated tokens. In contrast, HaloScope does not require
sampling multiple generations and thus is significantly more efficient in
inference, with a standard complexity O(m2) for transformer-based se-
quence generation. We also notice that prompting language models to
assess the factuality of their generations is not effective because of the
overconfidence issue discussed in prior work (Zhou et al., 2023). Lastly,
we compare HaloScope with CCS (Burns et al., 2023), which trains a bi-
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nary truthfulness classifier to satisfy logical consistency properties, such
that a statement and its negation have opposite truth values. Different
from our framework, CCS does not leverage LLM generations but instead
human-written answers, and does not involve a membership estimation
process. For a fair comparison, we implemented an improved version
CCS*, which trains the binary classifier using the LLM generations (the
same as those in HaloScope). The result shows that HaloScope signifi-
cantly outperforms CCS∗, suggesting the advantage of our membership
estimation score. Moreover, we find that CCS∗ performs better than CCS
in most cases. This highlights the importance of harnessing LLM genera-
tions for hallucination detection, which better captures the distribution of
model-generated content than human-written data.

10.4.3 Robustness to Practical Challenge

HaloScope is a practical framework that may face real-world challenges.
In this section, we explore how well HaloScope deals with different data
distributions, and its scalability to larger LLMs.

Does HaloScope generalize across varying data distributions? We ex-
plore whether HaloScope can effectively generalize to different data dis-
tributions. This investigation involves directly applying the extracted
subspace from one dataset (referred to as the source (s)) and computing
the membership assignment score on different datasets (referred to as
the target (t)) for truthfulness classifier training. The results depicted
in Figure 10.3 (a) showcase the robust transferability of our approach
HaloScope across diverse datasets. Notably, HaloScope achieves a halluci-
nation detection AUROC of 76.26% on TruthfulQA when the subspace is
extracted from the TriviaQA dataset, demonstrating performance close
to that obtained directly from TruthfulQA (78.64%). This strong trans-
ferability underscores the potential of our method to facilitate real-world
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Figure 10.3: (a) Generalization across four datasets, where “(s)" denotes the
source dataset and “(t)" denotes the target dataset. (b) Effect of the number
of subspace components k (Section 10.3.2). (c) Impact of different layers. All
numbers are AUROC based on LLaMA-2-7b-chat. Ablation in (b) & (c) are based
on TruthfulQA.

LLM applications, particularly in scenarios where user prompts may un-
dergo domain shifts. In such contexts, HaloScope remains highly effective
in detecting hallucinations, offering flexibility and adaptability.

HaloScope scales effectively to larger LLMs. To illustrate effectiveness
with larger LLMs, we evaluate our approach on the LLaMA-2-13b-chat
and OPT-13b models. The results of our method HaloScope, presented
in Table 10.2, not only surpass two competitive baselines but also exhibit
improvement over results obtained with smaller LLMs. For instance,
HaloScope achieves an AUROC of 82.41% on the TruthfulQA dataset
for the OPT-13b model, compared to 73.17% for the OPT-6.7b model,
representing a direct 9.24% improvement.

Method TruthfulQA TydiQA-GP TruthfulQA TydiQA-GP

LLaMA-2-chat-13b OPT-13b
Semantic Entropy 57.81 72.66 58.64 55.50

SelfCKGPT 54.88 52.42 59.66 76.10
HaloScope (Ours) 80.37 95.68 82.41 81.58

Table 10.2: Hallucination detection results on larger LLMs.
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10.4.4 Ablation Study

In this section, we conduct a series of in-depth analyses to understand the
various design choices for our algorithm HaloScope. Additional ablation
studies are discussed in Appendix 12.5.3-12.5.7.

How do different layers impact HaloScope’s performance? In Figure 10.3
(c), we delve into hallucination detection using representations extracted
from different layers within the LLM. The AUROC values of truthful/hallu-
cinated classification are evaluated based on the LLaMA-2-7b-chat model.
All other configurations are kept the same as our main experimental setting.
We observe a notable trend that the hallucination detection performance
initially increases from the top to middle layers (e.g., 8-14th layers), fol-
lowed by a subsequent decline. This trend suggests a gradual capture
of contextual information by LLMs in the first few layers, followed by a
tendency towards overconfidence in the final layers due to the autoregres-
sive training objective aimed at vocabulary mapping. This observation
echoes prior findings that indicate representations at intermediate lay-
ers (Chen et al., 2024; Azaria and Mitchell, 2023) are the most effective for
downstream tasks.

Where to extract embeddings from multi-head attention? Moving for-
ward, we investigate the multi-head attention (MHA) architecture’s effect
on representing hallucination. Specifically, the MHA can be conceptually
expressed as:

fi+1 = fi + Qi Attni(fi), (10.9)

where fi denotes the output of the i-th transformer block, Attni(fi) de-
notes the output of the self-attention module in the i-th block, and Qi

is the weight of the feedforward layer. Consequently, we evaluate the
hallucination detection performance utilizing representations from three
different locations within the MHA architecture, as delineated in Table 10.3.
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Embedding location TruthfulQA TydiQA-GP TruthfulQA TydiQA-GP

LLaMA-2-chat-7b OPT-6.7b
f 78.64 94.04 68.95 75.72

Attn(f) 75.63 92.85 69.84 73.47
Q Attn(f) 76.06 93.33 73.17 80.98

Table 10.3: Hallucination detection results on different representation locations
of multi-head attention.

We observe that the LLaMA model tends to encode the hallucination
information mostly in the output of the transformer block while the most
effective location for OPT models is the output of the feedforward layer,
and we implement our hallucination detection algorithm based on this
observation for our main results in Section 10.4.2.

Ablation on different design choices of membership score. We system-
atically explore different design choices for the scoring function (Equa-
tion 10.7) aimed at distinguishing between truthful and untruthful gen-
erations within unlabeled data. Specifically, we investigate the following
aspects: (1) The impact of the number of subspace components k; (2) The
significance of the weight coefficient associated with the singular value σ

in the scoring function; and (3) A comparison between score calculation
based on the best individual LLM layer versus summing up layer-wise
scores. Figure 10.3 (b) depicts the hallucination detection performance
with varying k values (ranging from 1 to 10). Overall, we observe superior
performance with a moderate value of k. These findings align with our
assumption that hallucinated samples may be represented by a small sub-
space, suggesting that only a few key directions in the activation space are
capable of distinguishing hallucinated samples from truthful ones. Addi-
tionally, we present results obtained from LLaMA and OPT models when
employing a non-weighted scoring function (σj = 1 in Equation 10.7) in



HaloScope: Harnessing Unlabeled LLM Generations for Hallu. Detection 114

Table 10.4. We observe that the scoring function weighted by the singular
value outperforms the non-weighted version, highlighting the importance
of prioritizing top singular vectors over others. Lastly, summing up layer-
wise scores results in significantly worse detection performance, which
can be explained by the low separability between truthful and hallucinated
data in the top and bottom layers of LLMs.

Score design TruthfulQA TydiQA-GP TruthfulQA TydiQA-GP

LLaMA-2-chat-7b OPT-6.7b
Non-weighted score 77.24 90.26 71.72 80.18

Summing up layer-wise scores 65.82 87.62 62.98 70.03
HaloScope (Ours) 78.64 94.04 73.17 80.98

Table 10.4: Hallucination detection results on different membership estimation
scores.

TruthfulQA TriviaQA CoQA TydiQA-GP50
55
60
65
70
75
80
85
90
95

Ours Direct Projection

Figure 10.4: Comparison with
using direction projection for
hallucination detection. Value is
AUROC.

What if directly using the membership
score for detection? Figure 10.4 show-
cases the performance of directly detect-
ing hallucination using the score defined
in Equation 10.7, which involves projecting
the representation of a test sample to the
extracted subspace and bypasses the train-
ing of the binary classifier as detailed in
Section 10.3.3. On all four datasets, Halo-
Scope demonstrates superior performance
compared to this direct projection approach on LLaMA, highlighting the
efficacy of leveraging unlabeled data for training and the enhanced gener-
alizability of the truthfulness classifier.
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TruthfulQA TriviaQA CoQA TydiQA-GP70
75
80
85
90
95 Labeled Ours

Figure 10.5: Comparison with
ideal performance when train-
ing on labeled data.

Comparison with training on labeled
data. We further benchmark our ap-
proach against a supervised oracle, where
each generation inM is explicitly labeled as
truthful or hallucinated similar to (Azaria
and Mitchell, 2023; Duan et al., 2024; Li
et al., 2023b), and a binary classifier is
trained based on representations of the la-
beled data. This enables us to assess the
performance gap between HaloScope and the upper bound. In Figure 10.5,
we compare our approach with the supervised oracle on the same test set
and report the AUROC metric. The results, based on the LLaMA-2-7b-chat
model, demonstrate that our method achieves hallucination detection
accuracy on TruthfulQA (AUROC: 78.64%) that favorably matches the
performance of the supervised oracle (AUROC: 81.04%). This is encourag-
ing considering that our method does not rely on any manual annotation.

Qualitative results. We provide qualitative examples of the model’s
truthfulness score (as introduced in Section 10.3.3) for different generated
texts given the same input prompts during inference (Figure 10.6). The
model is LLaMA-2-chat-13b and we utilize questions in TruthfulQA that
can cause misconception even for humans, for example, Q: Who first started
Tesla Motors? We find that HaloScope can accurately produce the scores
that align with the truthfulness of the answers (the higher the score, the
more truthful the answer is).

10.5 Summary

In this chapter, we propose a novel algorithmic framework HaloScope for
hallucination detection, which exploits the unlabeled LLM generations
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Q: Who first started Tesla Motors?

A2: Martin Eberhard and Marc Tarpenning 
first started Tesla Motors

A: Elon Musk started the Tesla Motors

A1: Eberhard and Tarpenning

A3: Elon Musk started the Tesla Motors 

A4: Elon Musk, Martin Eberhard and Marc 
Tarpenning first started Tesla Motors 

(a) Hallucination detection result vs. Baselines (b)       Hallucination detection scores for different answers

Truthfulness 
Score 

0.8382

0.7169

0.2125

0.3396

Hallucination Detection Results 

Ground Truth:

Ours

LN-entropy Semantic entropy SelfCKGPT

A4: Elon Musk did 

GT Q: How long is a goldfish's memory?

A1: A goldfish's memory lasts for about 
3 seconds

A3: The memory of a goldfish is 
approximately 3 seconds.

Truthfulness 
Score GT

A2: It lasts for months. Please note 
that this is a joke that Goldfish’s 
memory is about only 3 seconds.

0.3100

0.7973

0.2497

Figure 10.6: Examples from TruthfulQA that show the effectiveness of our
approach. Specifically, we compare the truthfulness scores S(x ′) (Section 10.3.3)
of HaloScope with different answers to the prompt. The green check mark and
red cross indicate the ground truth of being truthful vs. hallucinated.

arising in the wild. HaloScope first estimates the membership (truthful
vs. hallucinated) for samples in the unlabeled mixture data based on an
embedding factorization, and then trains a binary truthfulness classifier
on top. The empirical result shows that HaloScope establishes superior
performance on a comprehensive set of question-answering datasets and
different families of LLMs. Our in-depth quantitative and qualitative abla-
tions provide further insights on the efficacy of HaloScope. We hope our
work will inspire future research on hallucination detection with unlabeled
LLM generations, where a promising future work can be investigating
how to train the hallucination classifier in order to generalize well with a
distribution shift between the unlabeled data and the test data.
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Chapter 11

Future Works

My research has tackled several foundational reliability challenges aris-
ing from the ML paradigm shift, yet significant work remains. Moving
forward, I am eager to propel the field of reliable ML by exploring several
pivotal directions that will strengthen both theoretical foundations and
practical applications of ML systems.

Comprehensive investigation of ML reliability challenges. Devel-
oping genuinely reliable ML systems necessitates a deep understanding
of the limitations and risks across diverse deployment scenarios. I plan
to systematically investigate the safety and reliability challenges inher-
ent in current ML models. For instance, foundation models encounter
risks in different stages, such as noisy pretraining data, label ambiguity
and data fairness in supervised fine-tuning, preference inconsistencies
in RLHF, and vulnerabilities to adversarial attacks during inference. By
rigorously characterizing these challenges, I aim to establish comprehensive
benchmarks and devise targeted strategies to enhance model reliability. This work
will improve the safety of ML algorithms across various applications while
opening new avenues of research to enrich the reliable ML community.

Development of adaptable and generalized algorithms for reliable
ML. Beyond my current work that focuses on foundational reliability learn-
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ing dynamics with minimal human supervision, I intend to expand the
development of reliable ML methodologies from three core perspectives:
data, representation, and training/inference algorithms. For example, I will
investigate (1) the impact of diverse data structures, such as human feed-
back, weak supervision, and semi-supervised data, on model reliability
(data perspective); (2) how advancements in representation learning and
model architecture can fundamentally enhance reliability (representation
perspective); and (3) the design of distributionally robust training meth-
ods alongside calibrated, efficient inference algorithms that can adapt
to varying deployment environments and integrate multiple knowledge
sources (algorithm perspective). These principles will serve as a flexible
foundation for improving reliability across a wide spectrum of machine
learning models and applications.

Reliable ML for boarder scientific discovery. My long-term vision
also includes harnessing the power of reliable ML to accelerate scientific discov-
ery across multiple domains, such as reliable biometrics with distribution
shifts (Du et al., 2020, 2019d; Shao et al., 2019), less human annotations (Du
et al., 2019b,c), multimodal fusion (Zhong et al., 2019), and reliable pro-
tein structural analysis with OOD detection (Liu et al., 2024a), active
learning (Du et al., 2021), semi-supervised learning (Liu et al., 2019),
and open-set classification (Du et al., 2019a), where I have expertise in.
Moreover, I look forward to collaborating with domain experts in other
disciplines, such as chemistry, sociology, and environmental science, to ex-
plore how reliable ML can address their unique challenges. By leveraging
interdisciplinary knowledge, I aim to develop tailored ML solutions that
not only enhance predictive accuracy but also improve the interpretabil-
ity and trustworthiness of models in complex, data-driven environments.
This collaborative effort will ultimately contribute to more robust scientific
methodologies and facilitate breakthroughs that are essential for address-
ing pressing global issues.



Future Works 119

Overall, my research approach has been to leverage theories and in-
sights drawn from ML and data analytics to address fundamentally new
reliability problems arising from the real world. As a future machine learn-
ing researcher, I aspire to maintain this principled approach and advance
this compelling research agenda with a vision for impactful contributions
to both the academic community and society at large.
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Chapter 12

Appendix

12.1 VOS: Learning What You Don’t Know by
Virtual Outlier Synthesis

12.1.1 Experimental details

We summarize the OOD detection evaluation task in Table 12.10. The OOD
test dataset is selected from MS-COCO and OpenImages dataset, which
contains disjoint labels from the respective ID dataset. The PASCAL model
is trained for a total of 18,000 iterations, and the BDD-100k model is trained
for 90,000 iterations. We add the uncertainty regularizer (Equation 4.5)
starting from 2/3 of the training. The weight β is set to 0.1. See detailed
ablations on the hyperparameters in Appendix 12.1.3.

12.1.2 Software and hardware

We run all experiments with Python 3.8.5 and PyTorch 1.7.0, using NVIDIA
GeForce RTX 2080Ti GPUs.
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Task 1 Task 2

ID train dataset VOC train BDD train
ID val dataset VOC val BDD val
OOD dataset COCO and OpenImages val COCO and OpenImages val
#ID train images 16,551 69,853
#ID val images 4,952 10,000
#OOD images for COCO 930 1,880
#OOD images for OpenImages 1,761 1,761

Table 12.1: OOD detection evaluation tasks.

12.1.3 Effect of hyperparameters

Below we perform sensitivity analysis for each important hyperparameter1.
We use ResNet-50 as the backbone, trained on in-distribution dataset
PASCAL-VOC.

Effect of ϵ. Since the threshold ϵ can be infinitesimally small, we in-
stead choose ϵ based on the t-th smallest likelihood in a pool of 10,000
samples (per-class), generated from the class-conditional Gaussian dis-
tribution. A larger t corresponds to a larger threshold ϵ. As shown in
Table 12.11, a smaller t yields good performance. We set t = 1 for all our
experiments.

t mAP↑ FPR95 ↓ AUROC↑ AUPR↑
1 48.7 54.69 83.41 92.56
2 48.2 57.96 82.31 88.52
3 48.3 62.39 82.20 88.05
4 48.8 69.72 80.86 89.54
5 48.7 57.57 78.66 88.20
6 48.7 74.03 78.06 91.17
8 48.8 60.12 79.53 92.53

10 47.2 76.25 74.33 90.42

Table 12.2: Ablation study on the number of selected outliers t (per class).

1Note that our sensitivity analysis uses the speckle noised PASCAL VOC validation
dataset as OOD data, which is different from the actual OOD test datasets in use.
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Effect of queue size |Qk|. We investigate the effect of ID queue size
|Qk| in Table 12.12, where we vary |Qk| = {50, 100, 200, 400, 600, 800, 1000}.
Overall, a larger |Qk| is more beneficial since the estimation of Gaussian
distribution parameters can be more precise. In our experiments, we set
the queue size |Qk| to 1, 000 for PASCAL and 300 for BDD-100k. The queue
size is smaller for BDD because some classes have a limited number of
object boxes.

|Qk| mAP↑ FPR95 ↓ AUROC↑ AUPR↑
50 48.6 68.42 77.04 92.30

100 48.9 59.77 79.96 89.18
200 48.8 57.80 80.20 89.92
400 48.9 66.85 77.68 89.83
600 48.5 57.32 81.99 91.07
800 48.7 51.43 82.26 91.80
1000 48.7 54.69 83.41 92.56

Table 12.3: Ablation study on the ID queue size |Qk|.

Effect of β. As shown in Table 12.13, a mild value of β generally works
well. As expected, a large value (e.g., β = 0.5) will over-regularize the
model and harm the performance.

β mAP↑ FPR95 ↓ AUROC↑ AUPR↑
0.01 48.8 59.20 82.64 90.08
0.05 48.9 57.21 83.27 91.00
0.1 48.7 54.69 83.41 92.56

0.15 48.5 59.32 77.47 89.06
0.5 36.4 99.33 57.46 85.25

Table 12.4: Ablation study on regularization weight β.

Effect of starting iteration for the regularizer. Importantly, we show
that uncertainty regularization should be added in the middle of the
training. If it is added too early, the feature space is not sufficiently dis-
criminative for Gaussian distribution estimation. See Table 12.5 for the
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effect of starting iteration Z. We use Z = 12, 000 for the PASCAL-VOC
model, which is trained for a total of 18,000 iterations.

Z mAP↑ FPR95 ↓ AUROC↑ AUPR↑
2000 48.5 60.01 78.55 87.62
4000 48.4 61.47 79.85 89.41
6000 48.5 59.62 79.97 89.74
8000 48.7 56.85 80.64 90.71

10000 48.6 49.55 83.22 92.49
12000 48.7 54.69 83.41 92.56
14000 49.0 55.39 81.37 93.00
16000 48.9 59.36 82.70 92.62

Table 12.5: Ablation study on the starting iteration Z. Model is trained for
a total of 18,000 iterations.
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12.1.4 Additional visualization results

We provide additional visualization of the detected objects on different
OOD datasets with models trained on different in-distribution datasets.
The results are shown in Figures 12.1-12.4.

Figure 12.1: Additional visualization of detected objects on the OOD
images (from MS-COCO) by a vanilla Faster-RCNN (top) and VOS (bottom).
The in-distribution is Pascal VOC dataset. Blue: Objects detected and
classified as one of the ID classes. Green: OOD objects detected by VOS,
which reduce false positives among detected objects.
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Figure 12.2: Additional visualization of detected objects on the OOD
images (from OpenImages) by a vanilla Faster-RCNN (top) and VOS (bot-
tom). The in-distribution is Pascal VOC dataset. Blue: Objects detected
and classified as one of the ID classes. Green: OOD objects detected by
VOS, which reduce false positives among detected objects.

12.1.5 Baselines

To evaluate the baselines, we follow the original methods in MSP (Hendrycks
and Gimpel, 2017), ODIN (Liang et al., 2018), Generalized ODIN (Hsu
et al., 2020), Mahalanobis distance (Lee et al., 2018b), CSI (Tack et al.,
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Figure 12.3: Additional visualization of detected objects on the OOD
images (from MS-COCO) by a vanilla Faster-RCNN (top) and VOS (bot-
tom). The in-distribution is BDD-100k dataset. Blue: Objects detected and
classified as one of the ID classes. Green: OOD objects detected by VOS,
which reduce false positives among detected objects.

2020), energy score (Liu et al., 2020b) and gram matrices (Sastry and
Oore, 2020) and apply them accordingly on the classification branch of the
object detectors. For ODIN, the temperature is set to be T = 1000 following
the original work. For both ODIN and Mahalanobis distance (Lee et al.,
2018b), the noise magnitude is set to 0 because the region-based object
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Figure 12.4: Additional visualization of detected objects on the OOD
images (from OpenImages) by a vanilla Faster-RCNN (top) and VOS (bot-
tom). The in-distribution is BDD-100k dataset. Blue: Objects detected and
classified as one of the ID classes. Green: OOD objects detected by VOS,
which reduce false positives among detected objects.

detector is not end-to-end differentiable given the existence of region crop-
ping and ROIAlign. For GAN (Lee et al., 2018a), we follow the original
paper and use a GAN to generate OOD images. The prediction of the
OOD images/objects is regularized to be close to a uniform distribution,
through a KL divergence loss with a weight of 0.1. We set the shape of
the generated images to be 100×100 and resize them to have the same
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shape as the real images. We optimize the generator and discriminator
using Adam (Kingma and Ba, 2015), with a learning rate of 0.001. For
CSI (Tack et al., 2020), we use the rotations (0◦, 90◦, 180◦, 270◦) as the
self-supervision task. We set the temperature in the contrastive loss to
0.5. We use the features right before the classification branch (with the
dimension to be 1024) to perform contrastive learning. The weights of the
losses that are used for classifying shifted instances and instance discrim-
ination are both set to 0.1 to prevent training collapse. For Generalized
ODIN (Hsu et al., 2020), we replace and train the classification head of the
object detector by the most effective Deconf-C head shown in the original
paper.

12.1.6 Virtual outlier synthesis using earlier layer

In this section, we investigate the effect of using VOS on an earlier layer
within the network. Our main results in Table 4.1 are based on the penulti-
mate layer of the network. Here, we additionally evaluate the performance
using the layer before the penultimate layer, with a feature dimension of
1, 024. The results are summarized in Table 12.6. As observed, synthesiz-
ing virtual outliers in the penultimate layer achieves better OOD detection
performance than the earlier layer, since the feature representations are
more discriminative at deeper layers.

12.1.7 Visualization of the learnable weight coefficient w
in generalized energy score

To observe whether the learnable weight coefficient wk in Equation 4.6
captures dataset-specific statistics during uncertainty regularization, we
visualize wk w.r.t each in-distribution class and the number of training
objects of that class in Figure 12.5. We use the BDD-100k dataset (Yu et al.,
2020) as the in-distribution dataset and the RegNetX-4.0GF (Radosavovic



Appendix 129

Models FPR95↓ AUROC↑ mAP↑
PASCAL VOC

VOS-final 47.53 88.70 48.9
VOS-earlier 50.24 88.24 48.6

BDD-100k
VOS-final 44.27 86.87 31.3

VOS-earlier 49.66 86.08 30.6

Table 12.6: Performance comparison of employing VOS on different layers.
COCO is the OOD data.

et al., 2020) as the backbone network. As can be observed, the learned
weight coefficient displays a consistent trend with the number of training
objects per class, which indicates the advantage of using learnable weights
rather than constant weight vector with all 1s.

Figure 12.5: Visualization of learnable weight coefficient in the generalized
energy score and the number of training objects per in-distribution class.
The value of the weight coefficient is averaged over three different runs.



Appendix 130

12.1.8 Discussion on the detected, rejected and ignored
OOD objects during inference

The focus of VOS is to mitigate the undesirable cases when an OOD object
is detected and classified as in-distribution with high confidence. In other
words, our goal is to ensure that “if the box is detected, it should be
faithfully an in-distribution object rather than OOD”. Although generating
the bounding box for OOD data is not the focus of this paper, we do notice
that VOS can improve the number of boxes detected for OOD data (+25%
on BDD trained model compared to the vanilla Faster-RCNN).

The number of OOD objects ignored by RPN can largely depend on
the confidence score threshold and the NMS threshold. Hence, we found
it more meaningful to compare relatively with the vanilla Faster-RCNN
under the same default thresholds. Using BDD100K as the in-distribution
dataset and the ResNet as the backbone, VOS can improve the number of
detected OOD boxes by 25% (compared to vanilla object detector). VOS
also improves the number of rejected OOD samples by 63%.

12.2 Dream the Impossible: Outlier
Imagination with Diffusion Models

12.2.1 Details of datasets

ImageNet-100. We randomly sample 100 classes from Imagenet-1k (Deng
et al., 2009) to create Imagenet-100. The dataset contains the following
categories: n01498041, n01514859, n01582220, n01608432, n01616318, n01687978, n01776313,

n01806567, n01833805, n01882714, n01910747, n01944390, n01985128, n02007558, n02071294, n02085620,

n02114855, n02123045, n02128385, n02129165, n02129604, n02165456, n02190166, n02219486, n02226429,

n02279972, n02317335, n02326432, n02342885, n02363005, n02391049, n02395406, n02403003, n02422699,

n02442845, n02444819, n02480855, n02510455, n02640242, n02672831, n02687172, n02701002, n02730930,
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n02769748, n02782093, n02787622, n02793495, n02799071, n02802426, n02814860, n02840245, n02906734,

n02948072, n02980441, n02999410, n03014705, n03028079, n03032252, n03125729, n03160309, n03179701,

n03220513, n03249569, n03291819, n03384352, n03388043, n03450230, n03481172, n03594734, n03594945,

n03627232, n03642806, n03649909, n03661043, n03676483, n03724870, n03733281, n03759954, n03761084,

n03773504, n03804744, n03916031, n03938244, n04004767, n04026417, n04090263, n04133789, n04153751,

n04296562, n04330267, n04371774, n04404412, n04465501, n04485082, n04507155, n04536866, n04579432,

n04606251, n07714990, n07745940.

OOD datasets. Huang and Li (2021) curated a diverse collection of
subsets from iNaturalist (Van Horn et al., 2018), SUN (Xiao et al., 2010),
Places (Zhou et al., 2017), and Texture (Cimpoi et al., 2014) as large-scale
OOD datasets for Imagenet-1k, where the classes of the test sets do not
overlap with Imagenet-1k. We provide a brief introduction for each dataset
as follows.

iNaturalist contains images of natural world (Van Horn et al., 2018). It
has 13 super-categories and 5,089 sub-categories covering plants, insects,
birds, mammals, and so on. We use the subset that contains 110 plant
classes which do not overlap with Imagenet-1k.

SUN stands for the Scene UNderstanding Dataset (Xiao et al., 2010).
SUN contains 899 categories that cover more than indoor, urban, and
natural places with or without human beings appearing in them. We use
the subset which contains 50 natural objects not in Imagenet-1k.

Places is a large scene photographs dataset (Zhou et al., 2017). It
contains photos that are labeled with scene semantic categories from three
macro-classes: Indoor, Nature, and Urban. The subset we use contains 50
categories that are not present in Imagenet-1k.

Texture stands for the Describable Textures Dataset (Cimpoi et al.,
2014). It contains images of textures and abstracted patterns. As no
categories overlap with Imagenet-1k, we use the entire dataset as in Huang
and Li (2021).
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ImageNet-A contains 7,501 images from 200 classes, which are obtained
by collecting new data and keeping only those images that ResNet-50
models fail to correctly classify (Hendrycks et al., 2021b). In our paper, we
evaluate on the 41 overlapping classes with Imagenet-100 which consist of
a total of 1,852 images.

ImageNet-v2 used in our paper is sampled to match the MTurk selec-
tion frequency distribution of the original Imagenet validation set for each
class (Recht et al., 2019). The dataset contains 10,000 images from 1,000
classes. During testing, we evaluate on the 100 overlapping classes with a
total of 1,000 images.

12.2.2 Formulation of Zm(κ)

The normalization factor Zm(κ) in Equation (5.3) is defined as:

Zm(κ) =
κm/2−1

(2π)m/2Im/2−1(κ)
, (12.1)

where Iv is the modified Bessel function of the first kind with order v.
Zm(κ) can be calculated in closed form based on κ and the feature dimen-
sionality m.

12.2.3 Additional Visualization of the Imagined Outliers

In addition to Section 5.4.2, we provide additional visualizations on the
imagined outliers under different variance σ2 in Figure 12.6. We observe
that a larger variance consistently translates into outliers that are more
deviated from ID data. Using a mild variance value σ2 = 0.03 generates
both empirically (Figure 5.7 (b)) and visually meaningful outliers for
model regularization on Imagenet-100.
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(a) Imagined outliers for ID class Beaver (b)     Imagined outliers for ID class Apron (c)     Imagined outliers for ID class Strawberry

Figure 12.6: Visualization of the imageined outliers for the beaver, apron,
strawberry class with different variance values σ2.

12.2.4 Visualization of Outlier Generation by Embedding
Interpolation

We visualize the generated outlier images by interpolating token embed-
dings from different classes in Figure 12.7. The result shows that interpo-
lating different class token embeddings tends to generate images that are
still in-distribution rather than images with semantically mixed or novel
concepts, which is aligned with the observations in Liew et al. (2022).
Therefore, regularizing the model using such images is not effective for
OOD detection (Table 5.2).

12.2.5 Visualization of the Outlier Generation by Adding
Noise

As in Table 5.2 in the main chapter, we visualize the generated outlier
images by adding Gaussian and learnable noise to the token embeddings
in Figure 12.8. We observe that adding Gaussian noise tends to generate
either ID images or images that are far away from the given ID class. In
addition, adding learnable noise to the token embeddings will generate
images that completely deviate from the ID data. Both of them are less
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Figure 12.7: Visualization of the generated outlier images by interpolat-
ing token embeddings from different classes. We show the results with
different interpolation weights α.

effective in regularizing the model’s decision boundary.

12.2.6 Comparison with Training w/ real Outlier Data.

We compare with training using real outlier data on Cifar-100, i.e., 300K
Random Images (Hendrycks et al., 2019), which contains 300K prepro-
cessed images that do not belong to Cifar-100 classes. The result shows
that Dream-ood (FPR95: 40.31%, AUROC: 90.15%) can match or even
outperform outlier exposure with real OOD images (FPR95: 54.32%, AU-
ROC: 91.34%) under the same training configuration while using fewer
synthetic OOD images for OOD regularization (100K in total).

12.2.7 Visualization of Generated Inlier Images

We show in Figure 12.9 the visual comparison among the original Imagenet
images, the generated images by our Dream-id, and the generated ID
images using generic prompts "A high-quality photo of a [cls]" where
"[cls]" denotes the class name. Interestingly, we observe that the prompt-



Appendix 135

(a) Generated outliers by adding Gaussian noise 
                          for ID class Beaver

(b)     Generated outliers by adding Gaussian noise 
                                for ID class Apron

(c)     Generated outliers by adding Gaussian noise 
                        for ID class Strawberry

(d)   Generated outliers by adding learnable noise 
                          for ID class Beaver

(e)   Generated outliers by adding learnable noise 
                                for ID class Apron

(f)    Generated outliers by adding learnable noise 
                        for ID class Strawberry

Figure 12.8: Visualization of the generated outlier images by adding
Gaussian and learnable noise to the token embeddings from different
classes.

based generation produces object-centric and distributionally dissimilar
images from the original dataset. In contrast, our approach Dream-id
generates inlier images that can resemble the original ID data, which helps
model generalization.

12.2.8 Experimental Details for Model Generalization

We provide experimental details for Section 5.4.3 in the main chapter. We
use ResNet-34 (He et al., 2016a) as the network architecture, trained with
the standard cross-entropy loss. For both the Cifar-100 and Imagenet-100
datasets, we train the model for 100 epochs, using stochastic gradient
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Figure 12.9: Visual comparison between our Dream-id vs. prompt-
based image generation on four different classes.
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descent with the cosine learning rate decay schedule, a momentum of 0.9,
and a weight decay of 5e−4. The initial learning rate is set to 0.1 and the
batch size is set to 160. We generate 1, 000 new ID samples per class using
Stable Diffusion v1.4, which result in 100, 000 synthetic images. For both
the baselines and our method, we train on a combination of the original Im-
agenet/Cifar samples and synthesized ones. To learn the feature encoder
hθ, we set the temperature t in Equation (5.2) to 0.1. Extensive ablations
on hyperparameters σ and k are provided in Appendix 12.2.10.

12.2.9 Implementation Details of Baselines for Model
Generalization

For a fair comparison, we implement all the data augmentation baselines
by appending the original Imagenet-100 dataset with the same amount
of augmented images (i.e., 100k) generated from different augmentation
techniques. We follow the default hyperparameter setting as in their
original papers.

• For RandAugment (Cubuk et al., 2020), we set the number of aug-
mentation transformations to apply sequentially to 2. The magnitude
for all the transformations is set to 9.

• For AutoAugment (Cubuk et al., 2019), we set the augmentation
policy as the best one searched on ImageNet.

• For CutMix (Yun et al., 2019), we use a CutMix probability of 1.0
and set β in the Beta distribution to 1.0 for the label mixup.

• For AugMix (Hendrycks* et al., 2020), we randomly sample 3 aug-
mentation chains and set α = 1 for the Dirichlet distribution to mix
the images.
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• For DeepAugment (Hendrycks et al., 2021a), we directly use the
corrupted images for data augmentation provided in their Github
repo 2.

• For MEMO (Zhang et al., 2022a), we follow the original paper and
use the marginal entropy objective for test-time adaptation, which
disentangles two distinct self-supervised learning signals: encourag-
ing invariant predictions across different augmentations of the test
point and encouraging confidence via entropy minimization.

Methods ImageNet ImageNet-A ImageNet-v2
Original (no aug) 87.28 8.69 77.80

RandAugment 87.56 11.07 79.20
AutoAugment 87.40 10.37 79.00

CutMix 87.64 11.33 79.70
AugMix 87.22 9.39 77.80

Dream-id (Ours) 88.46±0.1 12.13±0.1 80.40±0.1

Table 12.7: Model generalization performance (accuracy, in %), using
ImageNet-100 as the training data. The baselines are implemented by
directly applying the augmentations on ImageNet-100.

We also provide the comparison in Table 12.7 with baselines that are
directly trained by applying the augmentations on Imagenet without ap-
pending the original images. The model trained with the images generated
by Dream-id can still outperform all the baselines by a considerable margin.

12.2.10 Ablation Studies on Model Generalization

In this section, we provide additional analysis of the hyperparameters and
designs of Dream-id for ID generation and data augmentation. For all the
ablations, we use the Imagenet-100 dataset as the in-distribution training
data.

2https://github.com/hendrycks/imagenet-r/blob/master/DeepAugment

https://github.com/hendrycks/imagenet-r/blob/master/DeepAugment
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Ablation on the variance value σ2. We show in Table 12.8 the effect of σ2

— the number of the variance value for the Gaussian kernel (Section 5.3.2).
We vary σ2 ∈ {0.005, 0.01, 0.02, 0.03}. A small-mild variance value σ2 is
more beneficial for model generalization.

σ2 Imagenet Imagenet-A Imagenet-v2
0.005 87.62 11.39 78.50
0.01 88.46 12.13 80.40
0.02 87.72 10.85 77.70
0.03 87.28 10.91 78.20

Table 12.8: Ablation study on the variance value σ2 in the Gaussian kernel
for model generalization.

Ablation on k in calculating k-NN distance. In Table 12.9, we analyze
the effect of k, i.e., the number of nearest neighbors for non-parametric sam-
pling in the latent space. In particular, we vary k = {100, 200, 300, 400, 500}.
We observe that our method is not sensitive to this hyperparameter, as k
varies from 100 to 500.

k Imagenet Imagenet-A Imagenet-v2
100 88.51 12.11 79.92
200 88.35 12.04 80.01
300 88.46 12.13 80.40
400 88.43 12.01 80.12
500 87.72 11.78 80.29

Table 12.9: Ablation study on the k for k-NN distance for model general-
ization.

12.2.11 Computational Cost

We summarize the computational cost of Dream-ood and different base-
lines on Imagenet-100 as follows. The post hoc OOD detection methods
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require training a classification model on the ID data (∼8.2 h). The outlier
synthesis baselines, such as VOS (∼8.2 h), NPOS (∼8.4 h), and GAN (∼13.4
h) incorporate the training-time regularization with the synthetic outliers.
Our Dream-ood involves learning the text-conditioned latent space (∼8.2
h), image generation with diffusion models (∼10.1 h for 100K images),
and training with the generated outliers (∼8.5 h).

12.2.12 Software and hardware

We run all experiments with Python 3.8.5 and PyTorch 1.13.1, using
NVIDIA GeForce RTX 2080Ti GPUs.

12.3 SIREN: Shaping Representations for
Detecting Out-of-Distribution Objects

12.3.1 Experimental Details

Following (Du et al., 2022c), we summarize the OOD detection evaluation
task in Table 12.10. The OOD test dataset is selected from ms-coco and
OpenImages dataset, which contains disjoint labels from the respective
ID dataset. Siren is trained for a total of 50 epochs on pascal-voc, and
trained for 30 epochs on bdd100k using ADAM optimizer. The initial
learning rate is 2e-4 and decays at epoch 40 and 24 by 0.1 for pascal-voc
and bdd100k dataset, respectively. We set the number of the object queries
as 300, the batch size as 8, and the weight β in Equation (6.8) as 1.5.
See detailed ablations on the hyperparameters on a validation OOD dataset in
Appendix 12.3.3.
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Task 1 Task 2

ID train dataset voc train bdd train
ID val dataset voc val bdd val
OOD dataset coco & OpenImages val coco and OpenImages val
#ID train images 16,551 69,853
#ID val images 4,952 10,000
#OOD images for coco 930 1,880
#OOD images for OpenImages 1,761 1,761

Table 12.10: OOD detection evaluation tasks.

12.3.2 Estimating κ̂

We provide the mathematical details for the estimation of κ in Equa-
tion (6.13). Concretely, we frame the estimation problem as deriving
maximum likelihood estimators (MLEs) for the vMF density function,
given the training data {ri}Mi=1. Specifically, the maximum likelihood learn-
ing can be written as the following optimization problem:

max
µ,κ

LMLE(µ, κ) :=
M∑
i=1

log p (ri) = Mκµ⊤r +M logZd(κ)

s.t. ∥µ∥ = 1 and κ ⩾ 0,

(12.2)

where r = 1
M

∑M
i=1 ri and LMLE is the optimization objective of the maxi-

mum likelihood estimation for the distributional parameters µ, κ. In order
to optimize this objective, we take the derivatives of the objective w.r.t.
the parameters µ, κ and set them to 0. Then, the optimal parameters µ∗, κ̂
should satisfy the following two conditions:

µ∗ =
r
∥r∥

, Z′
d (κ̂)

Zd (κ̂)
= −∥r∥, (12.3)

where Z′
d (κ̂) =

dZd(κ̂)
dκ̂

.
For the second condition in Equation (12.3), we let ξ = (2π)d/2 and
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s = d/2 − 1 for notation simplicity. Put them into the Equation (12.1), we
get the following:

Zd(κ̂) =
κ̂s

ξ · Is(κ̂)
, Z′

d(κ̂) =
1
ξ
· sκ̂

s−1Is(κ̂) − κ̂sI′s(κ̂)

Is(κ̂)2 . (12.4)

Divide Zd(κ̂) by Z′
d(κ̂), we get:

Z′
d(κ̂)

Zd(κ̂)
=

s

κ̂
−

I′s(κ̂)

Is(κ̂)
. (12.5)

Note that the Bessel function holds a recursive property, which is given as
follows:

I′s(κ̂)

Is(κ̂)
=

s

κ̂
+

I′s+1(κ̂)

Is(κ̂)
. (12.6)

Substitute I′s(κ̂)
Is(κ̂)

in Equation (12.5) with the formula in Equation (12.6)
and integrate it with the second condition of Equation (12.3), we get:

Id/2(κ̂)

Id/2−1(κ̂)
= ∥r∥. (12.7)

Since there is no known closed-form solution to the Bessel ratio inversion
problem as shown in the formula above, we adopt the approximation
schemes based on the continued fraction form of the Bessel ratio func-
tion (Banerjee et al., 2005), namely:

R :=
Id/2(κ̂)

Id/2−1(κ̂)
=

1
d
κ̂
+ 1

d+2
κ̂

+···

≈ 1
d
κ̂
+ R

. (12.8)

Replace R with ∥r∥, we get κ̂ ≈ d·∥r∥
1−∥r∥2 . Following (Banerjee et al., 2005),

we further add a correction term −∥r∥3 to the numerator and we get the



Appendix 143

approximated estimation calculated as:

κ̂ =
∥r∥(d− ∥r∥2)

1 − ∥r∥2 . (12.9)

12.3.3 Hyperparameter Analysis

Below we perform sensitivity analysis for each important hyperparameter.
Our sensitivity analysis uses the speckle-noised pascal-voc validation
dataset as OOD data, which is different from the actual OOD test datasets
in use. We use Siren pre-trained with DINO (Caron et al., 2021) as the
object detection backbone, trained on in-distribution dataset pascal-voc.
We use the KNN score as the OOD score during inference.

Effect of the hypersphere dimension d. Siren projects the object
feature embeddings into a lower-dimensional hypersphere in Rd, which
allows tractable vMF estimation. A reasonable choice of the hyperspherical
dimension d is able to preserve sufficient information for OOD detection
while avoiding distributional parameter estimation in the high-dimension
space. As shown in Table 12.11, using a dimension d between 16 and 64
yields a desirable and stable performance on the OOD validation data
while properly maintaining the ID performance (mAP). We set d = 16 for
pascal-voc and 64 for bdd100k in Table 4.1.

d mAP↑ FPR95 ↓ AUROC↑
8 60.4 76.31 64.95

16 60.8 69.29 73.45
32 58.1 75.53 70.32
64 58.7 74.55 69.47
80 58.2 69.09 72.29

Table 12.11: Ablation study on the dimension of the hypersphere d.

Effect of the Siren loss weight β. In Table 12.12, we show the sensitiv-
ity of the OOD detection performance of our Siren w.r.t. the weight β of
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the representation shaping loss. Overall, we find that β = 1.5 achieves the
best OOD detection and ID performance.

Effect of the k in the KNN score. In Table 12.13, we show the sensitivity
of the OOD detection performance of our Siren w.r.t. the k of the KNN
distance during inference. Overall, we find that k = 10 achieves the best
OOD detection performance.

β mAP↑ FPR95 ↓ AUROC↑
0.1 60.2 69.72 73.21
0.5 59.2 71.09 72.36
1.0 59.8 76.20 70.49
1.5 60.8 69.29 73.45
2.0 58.9 70.41 71.22
2.5 56.0 77.20 68.37

Table 12.12: Ablation study on the loss weight β for LSiren.

k mAP↑ FPR95 ↓ AUROC↑
1 60.8 70.42 72.11
5 60.8 71.66 72.74

10 60.8 69.29 73.45
20 60.8 70.03 72.95
50 60.8 71.85 72.08

100 60.8 73.73 71.28
200 60.8 75.96 70.41

Table 12.13: Ablation study on the k for the KNN distance.

12.3.4 Baselines

To evaluate the baselines, we follow the original methods in MSP (Hendrycks
and Gimpel, 2017), ODIN (Liang et al., 2018), KNN ?, and CSI (Tack et al.,
2020) and apply them accordingly on the classification branch of the ob-
ject detectors. The Mahalanobis distance (Lee et al., 2018b) and gram
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matrices (Sastry and Oore, 2020) are calculated based on the penultimate-
layer features of the decoder in ddetr. For CSI (Tack et al., 2020), we use
the rotation degree prediction (0◦, 90◦, 180◦, 270◦) as the self-supervised
task. We set the temperature in the contrastive loss to 0.5. We use the
penultimate-layer features of the decoder (with dimensionality 256) to
perform contrastive learning. The weights of the losses that are used for
classifying shifted instances and instance discrimination are both set to
1 following the original paper (Tack et al., 2020). For OW-DETR (Gupta
et al., 2022), we follow the original paper and utilize the sigmoid probabil-
ity of the additional unknown class for OOD detection. For VOS (Du et al.,
2022c), we use the same hyperparameters as those in the original paper
and synthesize virtual outliers in the penultimate layer of the object detec-
tor. Then we regard the virtual outliers as the negative samples during the
object classification. For Dismax (Macêdo et al., 2022), we add the dismax
loss with learnable prototypes in the penultimate layer of ddter and apply
the same inference score as the original paper for OOD detection.

12.3.5 Comparison of Training Time

We provide the comparison of the training time for various baselines in
Table 12.14 on our reported hardware (Section 12.4.30 in the Appendix).
As the table shows, the training of our method Siren incurs minimal
computational overhead compared to the vanilla ddetr. In contrast, other
baselines such as OW-DETR can be more than 2 times slower than Siren.

12.3.6 Details of Visualization

For Figure 8.2 in the main chapter, we generate the toy data in the unit
hypersphere by sampling from three vMF distributions in the 3D space.
We adopt a concentration parameter κ of 100 for all three classes. The
centroid vectors are set to [0, 0, 1], [

√
3

2 , 0,−1
2 ] and [−

√
3

2 , 0,−1
2 ], respectively.
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Method Training time (h)
ID: pascal-voc / bdd100k

Mahalanobis (Lee et al., 2018b) 9.7 / 27
Gram matrices (Sastry and Oore, 2020) 9.7 / 27
KNN (Sun et al., 2022) 9.7 / 27
CSI (Tack et al., 2020) 17.1 / 47.9
VOS (Du et al., 2022c) 11.4 / 32.7
OW-DETR (Gupta et al., 2022) 23.7 / 59.3
Dismax (Macêdo et al., 2022) 10.0 / 27.7
Siren (ours) 10.1 / 27.7

Table 12.14: Comparison of the training time for different baselines in
Table 4.1 of the main chapter.

The uncertainty surface is obtained by calculating the uncertainty score of
2002 points in the surface of the 3D ball.

12.3.7 Software and Hardware

We run all experiments with Python 3.8.5 and PyTorch 1.7.0, using 8
NVIDIA GeForce RTX 2080Ti GPUs.

12.4 How Does Unlabeled Data Provably Help
Out-of-Distribution Detection?

12.4.1 Algorithm of SAL

We summarize our algorithm in implementation as follows.

12.4.2 Notations, Definitions, Assumptions and Important
Constants

Here we summarize the important notations and constants in Tables 12.15
and 12.16, restate necessary definitions and assumptions in Sections 12.4.4
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Algorithm 4 SAL: Separate And Learn
Input: In-distribution data Sin = {(xi,yi)}

n
i=1. Unlabeled wild data

Swild = {x̃i}
m
i=1. K-way classification model hw and OOD classifier gθ.

Parameter spaces W and Θ. Learning rate lr for gθ.
Output: Learned OOD classifier gθ̂T

.
# Filtering stage
1) Perform ERM: wSin ∈ argminw∈WRSin(hw).
2) Calculate the reference gradient as ∇̄ = 1

n

∑
(xi,yi)∈Sin ∇ℓ(hw

Sin (xi),yi).
3) Calculate gradient on Swild as ∇ℓ(hw

Sin (x̃i), ŷx̃i) and calculate the gradi-
ent matrix G.
4) Calculate the top singular vector v of G and the score τi =〈
∇ℓ(hw

Sin

(
x̃i), ŷx̃i) − ∇̄, v

〉2
.

5) Get the candidate outliers ST = {x̃i ∈ Swild, τi ⩾ T }.
# Training Stage
for epoch in epochs do

6) Sample batches of dataBin,BT from ID and candidate outliers Sin, ST .
7) Calculate the binary classification loss RBin,BT

(gθ).
8) Update the parameter by θ̂T = θ− lr · ∇RBin,BT

(gθ).
end

and 12.4.5.

12.4.3 Notations

Please see Table 12.15 for detailed notations.

12.4.4 Definitions

Definition 1 (β-smooth). We say a loss function ℓ(hw(x),y) (defined over
X× Y) is β-smooth, if for any x ∈ X and y ∈ Y,

∥∥∇ℓ(hw(x),y) −∇ℓ(hw ′(x),y)
∥∥

2 ⩽ β∥w − w ′∥2
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Table 12.15: Main notations and their descriptions.

Notation Description

Spaces
X, Y the input space and the label space.
W, Θ the hypothesis spaces

Distributions
Pwild, Pin, Pout data distribution for wild data, labeled ID data and OOD data

PXY the joint data distribution for ID data.
Data and Models

w, x, v weight/input/the top-1 right singular vector of G
∇̂, τ the average gradients on labeled ID data, uncertainty score

y and yb label for ID classification and binary label for OOD detection
ŷx Predicted one-hot label for input x

hw and gθ predictor on labeled in-distribution and binary predictor for OOD detection
Sin

wild, Sout
wild inliers and outliers in the wild dataset.

Sin, Swild labeled ID data and unlabeled wild data
n, m size of Sin, size of Swild
T the filtering threshold
ST wild data whose uncertainty score higher than threshold T

Distances
r1 and r2 the radius of the hypothesis spaces W and Θ, respectively
∥ · ∥2 ℓ2 norm

Loss, Risk and Predictor
ℓ(·, ·), ℓb(·, ·) ID loss function, binary loss function

RS(hw) the empirical risk w.r.t. predictor hw over data S

RPXY
(hw) the risk w.r.t. predictor hw over joint distribution PXY

RPin,Pout(gθ) the risk defined in Eq. 8.12
ERRin,ERRout the error rates of regarding ID as OOD and OOD as ID

Definition 2 (Gradient-based Distribution Discrepancy). Given distribu-
tions P and Q defined over X, the Gradient-based Distribution Discrepancy w.r.t.
predictor hw and loss ℓ is

dℓ
w(P,Q) =

∥∥∇RP(hw, ĥ) −∇RQ(hw, ĥ)
∥∥

2, (12.10)

where ĥ is a classifier which returns the closest one-hot vector of hw, RP(hw, ĥ) =
Ex∼Pℓ(hw, ĥ) and RQ(hw, ĥ) = Ex∼Qℓ(hw, ĥ).

Definition 3 ((γ, ζ)-discrepancy). We say a wild distribution Pwild has (γ, ζ)-
discrepancy w.r.t. an ID joint distribution Pin, if γ > minw∈W RPXY

(hw), and for
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any parameter w ∈ W satisfying that RPXY
(hw) ⩽ γ should meet the following

condition
dℓ

w(Pin,Pwild) > ζ,

where RPXY
(hw) = E(x,y)∼PXY

ℓ(hw(x),y).

In Section 12.4.18, we empirically calculate the values of the distri-
bution discrepancy between the ID joint distribution PXY and the wild
distribution Pwild.

12.4.5 Assumptions

Assumption 1.

• The parameter space W ⊂ B(w0, r1) ⊂ Rd (ℓ2 ball of radius r1 around
w0);

• The parameter space Θ ⊂ B(θ0, r2) ⊂ Rd ′ (ℓ2 ball of radius r2 around θ0);

• ℓ(hw(x),y) ⩾ 0 and ℓ(hw(x),y) is β1-smooth;

• ℓb(gθ(x),yb) ⩾ 0 and ℓb(gθ(x),yb) is β2-smooth;

• sup(x,y)∈X×Y
∥∇ℓ(hw0(x),y)∥2 = b1, sup(x,yb)∈X×Yb

∥∇ℓ(gθ0(x),yb)∥2 =

b2;

• sup(x,y)∈X×Y
ℓ(hw0(x),y) = B1, sup(x,yb)∈X×Yb

ℓ(gθ0(x),yb) = B2.

Remark 2. For neural networks with smooth activation functions and softmax
output function, we can check that the norm of the second derivative of the loss
functions (cross-entropy loss and sigmoid loss) is bounded given the bounded
parameter space, which implies that the β-smoothness of the loss functions can
hold true. Therefore, our assumptions are reasonable in practice.



Appendix 150

Assumption 2. ℓ(h(x), ŷx) ⩽ miny∈Y ℓ(h(x),y), where ŷx returns the closest
one-hot label of the predictor h’s output on x.

Remark 3. The assumption means the loss incurred by using the predicted labels
given by the classifier itself is smaller or equal to the loss incurred by using any label
in the label space. If y = ŷx, the assumption is satisfied obviously. If y ̸= ŷx, then
we provide two examples to illustrate the validity of the assumption. For example,
(1) if the loss ℓ is the cross entropy loss, let K = 2, h(x) = [h1,h2] (classification
output after softmax) and h1 > h2. Therefore, we have ŷx = 0. Suppose y = 1,
we can get ℓ(h(x), ŷx) = − log(h1) < ℓ(h(x),y) = − log(h2). (2) If ℓ is the
hinge loss for binary classification, thus we have K = 1, let h(x) = h1 < 0 and
thus ŷx = −1. Suppose y = 1, we can get ℓ(h(x), ŷx) = max(0, 1 + h1) <

max(0, 1 − h1) = ℓ(h(x),y).

12.4.6 Constants in Theory
Table 12.16: Constants in theory.

Constants Description

M = β1r
2
1 + b1r1 + B1 the upper bound of loss ℓ(hw(x),y), see Proposition 1

M ′ = 2(β1r1 + b1)
2 the upper bound of filtering score τ

M̃ = β1M a constant for simplified representation
L = β2r

2
2 + b2r2 + B2 the upper bound of loss ℓb(gθ(x),yb), see Proposition 1
d, d ′ the dimensions of parameter spaces W and Θ, respectively
R∗

in the optimal ID risk, i.e., R∗
in = minw∈W E(x,y)∼PXY

ℓ(hw(x),y)
δ(T) the main error in Eq. 8.8
ζ the discrepancy between Pin and Pwild
π the ratio of OOD distribution in Pwild

12.4.7 Main Theorems

In this section, we provide a detailed and formal version of our main
theorems with a complete description of the constant terms and other
additional details that are omitted in the main paper.
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Theorem 1. If Assumptions 1 and 2 hold, Pwild has (γ, ζ)-discrepancy w.r.t. PXY,
and there exists η ∈ (0, 1) s.t. ∆ = (1 − η)2ζ2 − 8β1R

∗
in > 0, then for

n = Ω
(M̃+M(r1 + 1)d

η2∆
+

M2d

(γ− R∗
in)

2

)
, m = Ω

(M̃+M(r1 + 1)d
η2ζ2

)
,

with the probability at least 9/10, for any 0 < T < M ′ (here M ′ = 2(β1r1 +b1)
2

is the upper bound of filtering score τi, i.e., τi ⩽ M ′),

ERRin ⩽
8β1

T
R∗

in +O
(M̃
T

√
d

n

)
+O

(M̃
T

√
d

(1 − π)m

)
, (12.11)

ERRout ⩽ δ(T) +O
( M̃

1 − T/M ′

√
d

π2n

)
+O

(max{M̃
√
d,∆η

ζ/π}

1 − T/M ′

√
1

π2(1 − π)m

)
,

(12.12)

where R∗
in is the optimal ID risk, i.e., R∗

in = minw∈W E(x,y)∼PXY
ℓ(hw(x),y),

δ(T) =
max{0, 1 − ∆η

ζ/π}

(1 − T/M ′)
, ∆η

ζ = 0.98η2ζ2 − 8β1R
∗
in,

M = β1r
2
1 + b1r1 + B1, M̃ = Mβ1,

(12.13)

and d is the dimension of the parameter space W, here β1, r1,B1 are given in
Assumption 1.

Theorem 2. 1) If ∆η
ζ ⩾ (1 − ϵ)π for a small error ϵ ⩾ 0, then the main error

δ(T) defined in Eq. 8.9 satisfies that

δ(T) ⩽
ϵ

1 − T/M ′ .
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2) If ζ ⩾ 2.011
√

8β1R
∗
in + 1.011

√
π, then there exists η ∈ (0, 1) ensuring that

∆ > 0 and ∆η
ζ > π hold, which implies that the main error δ(T) = 0.

Theorem 3. Given the same conditions in Theorem 8.1, if we further require that

n = Ω
( M̃2d

min{π,∆η
ζ}

2

)
, m = Ω

( M̃2d+ ∆η
ζ

π2(1 − π)min{π,∆η
ζ}

2

)
,

then with the probability at least 89/100, for any 0 < T < 0.9M ′ min{1,∆η
ζ/π},

the OOD classifier gθ̂T
learned by the proposed algorithm satisfies the following

risk estimation

RPin,Pout(gθ̂T
) ⩽ inf

θ∈Θ
RPin,Pout(gθ) +

3.5L
1 − δ(T)

δ(T) +
9(1 − π)Lβ1

π(1 − δ(T))T
R∗

in

+O
(Lmax{M̃

√
d,

√
d ′}

min{π,∆η
ζ}T

′

√
1
n

)
+O

(Lmax{M̃
√
d,

√
d ′,∆η

ζ}

min{π,∆η
ζ}T

′

√
1

π2(1 − π)m

)
,

(12.14)
where R∗

in, ∆η
ζ , M, M ′, M̃ and d are shown in Theorem 8.1, d ′ is the dimension

of space Θ,
L = β2r

2
2 + b2r2 + B2, T ′ = T/(1 + T),

and the risk RPin,Pout(gθ) is defined as follows:

RPin,Pout(gθ̂T
) = Ex∼Pinℓb(gθ(x),y+) + Ex∼Poutℓb(gθ(x),y−).

Theorem 4. Given the same conditions in Theorem 8.1, with the probability at
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least 9/10,

Ex̃i∼Sin
wild
τi ⩽8β1R

∗
in +O(β1M

√
d

n
) +O(β1M

√
d

(1 − π)m
),

Ex̃i∼Sout
wild
τi ⩾

0.98η2ζ2

π
−

8β1R
∗
in

π
− ϵ ′(n,m),

furthermore, if the realizability assumption for ID distribution holds (Shalev-
Shwartz and Ben-David, 2014; Fang et al., 2022), then

Ex̃i∼Sin
wild
τi ⩽ O(β1M

√
d

n
) +O(β1M

√
d

(1 − π)m
)

Ex̃i∼Sout
wild
τi ⩾

0.98η2ζ2

π
− ϵ ′(n,m),

where

ϵ ′(n,m) ⩽ O(
β1M

π

√
d

n
) +O

(
(β1M

√
d+

√
1 − π∆η

ζ/π)

√
1

π2(1 − π)m

)
,

and R∗
in, ∆η

ζ , M and d are shown in Theorem 8.1.
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12.4.8 Proofs of Main Theorems

12.4.9 Proof of Theorem 8.1

Step 1. With the probability at least 1 − 7
3δ > 0,

Ex̃i∼Sin
wild

τi ⩽8β1R
∗
in

+4β1

[
C

√
Mr1(β1r1 + b1)d

n
+ C

√
Mr1(β1r1 + b1)d

(1 − π)m−
√
m log(6/δ)/2

+ 3M
√

2 log(6/δ)
n

+M

√
2 log(6/δ)

(1 − π)m−
√
m log(6/δ)/2

]
,

This can be proven by Lemma 12.7 and following inequality

Ex̃i∼Sin
wild

τi ⩽ Ex̃i∼Sin
wild

∥∥∇ℓ(hw
Sin (x̃i), ĥw

Sin (x̃i)) − E(xj,yj)∼Sin∇ℓ(hw
Sin (xj),yj)

∥∥2
2,

Step 2. It is easy to check that

Ex̃i∼Swildτi =
|Sin

wild|

|Swild|
Ex̃i∼Sin

wild
τi +

|Sout
wild|

|Swild|
Ex̃i∼Sout

wild
τi.

Step 3. Let

ϵ(n,m) =4β1[C

√
Mr1(β1r1 + b1)d

n
+ C

√
Mr1(β1r1 + b1)d

(1 − π)m−
√
m log(6/δ)/2

+3M
√

2 log(6/δ)
n

+M

√
2 log(6/δ)

(1 − π)m−
√
m log(6/δ)/2

].

Under the condition in Theorem 5, with the probability at least 97
100 −
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7
3δ > 0,

Ex̃i∼Sout
wild

τi ⩾
m

|Sout
wild|

[98η2ζ2

100 −
|Sin

wild|

m
8β1R

∗
in −

|Sin
wild|

m
ϵ(n,m)

]
⩾

m

|Sout
wild|

[98η2ζ2

100 − 8β1R
∗
in − ϵ(n,m)

]
⩾
[ 1
π
−

√
log 6/δ

π2
√

2m+ π
√

log(6/δ)
][98η2ζ2

100 − 8β1R
∗
in − ϵ(n,m)

]
.

In this proof, we set

∆(n,m) =
[ 1
π
−

√
log 6/δ

π2
√

2m+ π
√

log(6/δ)
][98η2ζ2

100 − 8β1R
∗
in − ϵ(n,m)

]
.

Note that ∆η
ζ = 0.98η2ζ2 − 8β1R

∗
in, then

∆(n,m) =
1
π
∆η

ζ −
1
π
ϵ(n,m) − ∆η

ζϵ(m) + ϵ(n)ϵ(n,m),

where ϵ(m) =
√

log 6/δ/(π2
√

2m+ π
√

log(6/δ)).
Step 4. Under the condition in Theorem 5, with the probability at least
97
100 −

7
3δ > 0,

|{x̃i ∈ Sout
wild : τi ⩽ T }|

|Sout
wild|

⩽
1 − min{1,∆(n,m)}

1 − T/M ′ , (12.15)

and
|{x̃i ∈ Sin

wild : τi > T }|

|Sin
wild|

⩽
8β1R

∗
in + ϵ(n,m)

T
. (12.16)

We prove this step: let Z be the uniform random variable with Sout
wild as

its support and Z(i) = τi/(2(β1r1 + b1)
2), then by the Markov inequality,
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we have

|{x̃i ∈ Sout
wild : τi > T }|

|Sout
wild|

= P(Z(i) > T/(2(β1r1+b1)
2)) ⩾

∆(n,m) − T/(2(β1r1 + b1)
2)

1 − T/(2(β1r1 + b1)2)
.

(12.17)
Let Z be the uniform random variable with Sin

wild as its support and Z(i) =

τi, then by the Markov inequality, we have

|{x̃i ∈ Sin
wild : τi > T }|

|Sin
wild|

= P(Z(i) > T) ⩽
E[Z]
T

=
8β1R

∗
in + ϵ(n,m)

T
. (12.18)

Step 5. If π ⩽ ∆η
ζ/(1−ϵ/M ′), then with the probability at least 97

100 −
7
3δ > 0,

|{x̃i ∈ Sout
wild : τi ⩽ T }|

|Sout
wild|

⩽
ϵ+M ′ϵ ′(n,m)

M ′ − T
, (12.19)

and
|{x̃i ∈ Sin

wild : τi > T }|

|Sin
wild|

⩽
8β1R

∗
in + ϵ(n,m)

T
, (12.20)

where ϵ ′(n,m) = ϵ(n,m)/π+ ∆η
ζϵ(m) − ϵ(n)ϵ(n,m).

Step 6. If we set δ = 3/100, then it is easy to see that

ϵ(m) ⩽ O(
1

π2√m
),

ϵ(n,m) ⩽ O(β1M

√
d

n
) +O(β1M

√
d

(1 − π)m
),

ϵ ′(n,m) ⩽ O(
β1M

π

√
d

n
) +O

(
(β1M

√
d+

√
1 − π∆η

ζ/π)

√
1

π2(1 − π)m

)
.

Step 7. By results in Steps 4, 5 and 6, We complete this proof.
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12.4.10 Proof of Theorem 8.2

The first result is trivial. Hence, we omit it. We mainly focus on the second
result in this theorem. In this proof, then we set

η =
√

8β1R
∗
in + 0.99π/(

√
0.98

√
8β1R

∗
in +

√
8β1R

∗
in + π)

Note that it is easy to check that

ζ ⩾ 2.011
√

8β1R
∗
in + 1.011

√
π ⩾

√
8β1R

∗
in + 1.011

√
8β1R

∗
in + π.

Therefore,

ηζ ⩾
1√
0.98

√
8β1R

∗
in + 0.99π >

√
8β1R

∗
in + π,

which implies that ∆η
ζ > π. Note that

(1 − η)ζ ⩾
1√
0.98

(√
0.98

√
8β1R

∗
in +

√
8β1R

∗
in + π−

√
8β1R

∗
in + 0.99π

)
>

√
8β1R

∗
in,

which implies that ∆ > 0. We have completed this proof.

12.4.11 Proof of Theorem 8.3

Let
θ∗ ∈ arg min

θ∈Θ

RPin,Pout(θ).
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Then by Lemma 12.1 and Lemma 12.14, we obtain that with the high
probability

RPin,Pout(gθ̂T
) − RPin,Pout(gθ∗)

=RPin,Pout(gθ̂T
) − RSin,ST

(gθ̂T
) + RSin,ST

(gθ̂T
) − RSin,ST

(gθ∗)

+RSin,ST
(gθ∗) − RPin,Pout(gθ∗)

⩽RPin,Pout(gθ̂T
) − RSin,ST

(gθ̂T
)

+RSin,ST
(gθ∗) − RPin,Pout(gθ∗)

⩽2 sup
θ∈Θ

∣∣R+
Sin(gθ) − R+

Pin
(gθ)

∣∣
+ sup

θ∈Θ

(
R−
Sout(gθ) − R−

Pout
(gθ)

)
+ sup

θ∈Θ

(
R−
Pout

(gθ) − R−
Sout(gθ)

)
⩽

3.5L
1 − δ(T)

δ(T) +
9(1 − π)Lβ1

π(1 − δ(T))T
R∗

in

+O
(Lmax{β1M

√
d,

√
d ′}(1 + T)

min{π,∆η
ζ}T

√
1
n

)
+O

(Lmax{β1M
√
d,

√
d ′,∆η

ζ}(1 + T)

min{π,∆η
ζ}T

√
1

π2(1 − π)m

)
,

12.4.12 Proof of Theorem 4

The result is induced by the Steps 1, 3 and 6 in Proof of Theorem 8.1 (see
section 12.4.9).
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12.4.13 Necessary Lemmas, Propositions and Theorems

12.4.14 Boundedness

Proposition 1. If Assumption 1 holds,

sup
w∈W

sup
(x,y)∈X×Y

∥∇ℓ(hw(x),y)∥2 ⩽ β1r1 + b1 =
√

M ′/2,

sup
θ∈Θ

sup
(x,yb)∈X×Yb

∥∇ℓ(gθ(x),yb)∥2 ⩽ β2r2 + b2.

sup
w∈W

sup
(x,y)∈X×Y

ℓ(hw(x),y) ⩽ β1r
2
1 + b1r1 + B1 = M,

sup
θ∈Θ

sup
(x,yb)∈X×Yb

ℓb(gθ(x),yb) ⩽ β2r
2
2 + b2r2 + B2 = L.

Proof. One can prove this by Mean Value Theorem of Integrals easily.

Proposition 2. If Assumption 1 holds, for any w ∈ W,

∥∥∇ℓ(hw(x),y)
∥∥2

2 ⩽ 2β1ℓ(hw(x),y).

Proof. The details of the self-bounding property can be found in Appendix
B of Lei and Ying (2021).

Proposition 3. If Assumption 1 holds, for any labeled data S and distribution P,

∥∥∇RS(hw)
∥∥2

2 ⩽ 2β1RS(hw), ∀w ∈ W,

∥∥∇RP(hw)
∥∥2

2 ⩽ 2β1RP(hw), ∀w ∈ W.
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Proof. Jensen’s inequality implies that RS(hw) and RP(hw) are β1-smooth.
Then Proposition 2 implies the results.
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12.4.15 Convergence

Lemma 12.1 (Uniform Convergence-I). If Assumption 1 holds, then for any
distribution P, with the probability at least 1 − δ > 0, for any w ∈ W,

|RS(hw) − RP(hw)| ⩽ M

√
2 log(2/δ)

n
+ C

√
Mr1(β1r1 + b1)d

n
,

where n = |S|, M = β1r
2
1 + b1r1 + B1, d is the dimension of W, and C is a

uniform constant.

Proof of Lemma 12.1. Let

Xhw = E(x,y)∼Pℓ(hw(x),y) − E(x,y)∼Sℓ(hw(x),y).

Then it is clear that
ES∼PnXhw = 0.

By Proposition 2.6.1 and Lemma 2.6.8 in Vershynin (2009),

∥Xhw − Xhw ′∥Φ2 ⩽
c0√
n
∥ℓ(hw(x),y) − ℓ(hw ′(x),y)∥L∞(X×Y),

where ∥ · ∥Φ2 is the sub-gaussian norm and c0 is a uniform constant. There-
fore, by Dudley’s entropy integral (Vershynin, 2009), we have

ES∼Pn sup
w∈W

Xhw ⩽
b0√
n

∫+∞
0

√
logN(F, ϵ,L∞)dϵ,

where b0 is a uniform constant, F = {ℓ(hw; x,y) : w ∈ W}, and N(F, ϵ,L∞)
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is the covering number under the L∞ norm. Note that

ES∼Pn sup
w∈W

Xhw ⩽
b0√
n

∫+∞
0

√
logN(F, ϵ,L∞)dϵ

=
b0√
n

∫M

0

√
logN(F, ϵ,L∞)dϵ

=
b0√
n
M

∫ 1

0

√
logN(F,Mϵ,L∞)dϵ.

Then, we use the McDiarmid’s Inequality, then with the probability at
least 1 − e−t > 0, for any w ∈ W,

Xhw ⩽
b0√
n
M

∫ 1

0

√
logN(F,Mϵ,L∞)dϵ+M

√
2t
n

.

Similarly, we can also prove that with the probability at least 1 − e−t > 0,
for any w ∈ W,

−Xhw ⩽
b0√
n
M

∫ 1

0

√
logN(F,Mϵ,L∞)dϵ+M

√
2t
n

.

Therefore, with the probability at least 1 − 2e−t > 0, for any w ∈ W,

|Xhw | ⩽
b0√
n
M

∫ 1

0

√
logN(F,Mϵ,L∞)dϵ+M

√
2t
n

.

Note that ℓ(hw(x),y) is (β1r1 + b1)-Lipschitz w.r.t. variables w under the
∥ · ∥2 norm. Then

N(F,Mϵ,L∞) ⩽N(W,Mϵ/(β1r1 + b1), ∥ · ∥2) ⩽ (1 +
2r1(β1r1 + b1)

Mϵ
)d,
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which implies that

∫ 1

0

√
log(N(F,Mϵ,L∞)dϵ ⩽

√
d

∫ 1

0

√
log(1 +

2r1(β1r1 + b1)

Mϵ
)dϵ

⩽
√
d

∫ 1

0

√
2r1(β1r1 + b1)

Mϵ
dϵ = 2

√
2r1d(β1r1 + b1)

M
.

We have completed this proof.

Lemma 12.2 (Uniform Convergence-II). If Assumption 1 holds, then for any
distribution P, with the probability at least 1 − δ > 0,

∥∥∇RS(hw) −∇RP(hw)
∥∥

2 ⩽ B

√
2 log(2/δ)

n
+ C

√
M(r1 + 1)d

n
,

where n = |S|, d is the dimension of W, and C is a uniform constant.

Proof of Lemma 12.2. Denote ℓ(v, hw(x),y) = ⟨∇ℓ(hw(x),y), v⟩ by the loss
function over parameter space W × {v = 1 : v ∈ Rd}. Let b is the upper
bound of ℓ(v, hw(x),y). Using the same techniques used in Lemma 12.1,
we can prove that with the probability at least 1 − δ > 0, for any w ∈ W

and any unit vector v ∈ Rd,

⟨∇RS(hw) −∇RP(hw), v⟩ ⩽ b

√
2 log(2/δ)

n
+ C

√
b(r1 + 1)β1d

n
,

which implies that

∥∥∇RS(hw) −∇RP(hw)
∥∥

2 ⩽ b

√
2 log(2/δ)

n
+ C

√
b(r1 + 1)β1d

n
.

Note that Proposition 1 implies that

bβ1 ⩽ M.
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Proposition 2 implies that

b ⩽
√

2β1M.

We have completed this proof.

Lemma 12.3. Let Sin
wild ⊂ Swild be the samples drawn from Pin. With the probabil-

ity at least 1 − δ > 0,

∣∣|Sin
wild|/|Swild|− (1 − π)

∣∣ ⩽ √
log(2/δ)
2|Swild|

,

which implies that

∣∣|Sin
wild|− (1 − π)|Swild|

∣∣ ⩽ √
log(2/δ)|Swild|

2 .

Proof of Lemma 12.3. Let Xi be the random variable corresponding to the
case whether i-th data in the wild data is drawn from Pin, i.e., Xi = 1,
if i-th data is drawn from Pin; otherwise, Xi = 0. Applying Hoeffding’s
inequality, we can get that with the probability at least 1 − δ > 0,

∣∣|Sin
wild|/|Swild|− (1 − π)

∣∣ ⩽ √
log(2/δ)
2|Swild|

. (12.21)
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12.4.16 Necessary Lemmas and Theorems for Theorem 8.1

Lemma 12.4. With the probability at least 1 − δ > 0, the ERM optimizer wS is
the minw∈W RP(hw) +O(1/

√
n)-risk point, i.e.,

RS(hwS
) ⩽ min

w∈W
RP(hw) +M

√
log(1/δ)

2n ,

where n = |S|.

Proof of Lemma 12.4. Let w∗ ∈ arg minw∈W
RP(hw). Applying Hoeffding’s

inequality, we obtain that with the probability at least 1 − δ > 0,

RS(hwS
) − min

w∈W
RP(hw) ⩽ RS(hw∗) − RP(hw∗) ⩽ M

√
log(1/δ)

2n .

Lemma 12.5. If Assumptions 1 and 2 hold, then for any data S ∼ Pn and
S ′ ∼ Pn ′ , with the probability at least 1 − δ > 0,

RS ′(hwS
) ⩽ min

w∈W
RP(hw) + C

√
Mr1(β1r1 + b1)d

n
+ C

√
Mr1(β1r1 + b1)d

n ′

+ 2M
√

2 log(6/δ)
n

+M

√
2 log(6/δ)

n ′ ,

RP(hwS
, ĥ) ⩽ RP(hwS

) ⩽ min
w∈W

RP(hw) + C

√
Mr1(β1r1 + b1)d

n
+ 2M

√
2 log(6/δ)

n
,

where C is a uniform constant, and

RP(hwS
, ĥ) = E(x,y)∼Pℓ(hwS

(x), ĥ(x)).
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Proof of Lemma 12.5. Let wS ′ ∈ arg minw∈W
RS ′(hw) and w∗ ∈ arg minw∈W

RP(hw∗).
By Lemma 12.1 and Hoeffding Inequality, we obtain that with the proba-
bility at least 1 − δ > 0,

RS ′(hwS
) − RP(hw∗)

⩽RS ′(hwS
) − RP(hwS

) + RP(hwS
) − RS(hwS

) + RS(w∗) − RP(w∗)

⩽C

√
Mr1(β1r1 + b1)d

n
+ C

√
Mr1(β1r1 + b1)d

n ′ + 2M
√

2 log(6/δ)
n

+M

√
2 log(6/δ)

n ′ ,

RP(hwS
) − RP(hw∗) ⩽RP(hwS

) − RS(hwS
) + RS(w∗) − RP(w∗)

⩽C

√
Mr1(β1r1 + b1)d

n
+ 2M

√
2 log(6/δ)

n
.

Lemma 12.6. If Assumptions 1 and 2 hold, then for any data S ∼ Pn and
S ′ ∼ Pn ′ , with the probability at least 1 − 2δ > 0,

E(x,y)∼S ′
∥∥∇ℓ(hwS

(x), ĥ(x))−∇RS(hwS
)
∥∥2

2 ⩽ 8β1 min
w∈W

RP(hw)

+C

√
Mr1(β1r1 + b1)d

n
+ C

√
Mr1(β1r1 + b1)d

n ′

+3M
√

2 log(6/δ)
n

+M

√
2 log(6/δ)

n ′ .

where C is a uniform constant.

Proof of Lemma 12.6. By Propositions 2, 3 and Lemmas 12.4 and 12.5, with
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the probability at least 1 − 2δ > 0,

E(x,y)∼S ′
∥∥∇ℓ(hwS

(x), ĥ(x)) −∇RS(hwS
)
∥∥2

2

⩽2E(x,y)∼S ′
∥∥∇ℓ(hwS

(x), ĥ(x))
∥∥2

2 + 2
∥∥∇RS(hwS

)
∥∥2

2

⩽4β1
(
RS ′(hwS

, ĥ) + RS(hwS
)
)
⩽ 4β1

(
RS ′(hwS

) + RS(hwS
)
)

⩽4β1
[
2 min

w∈W
RP(hw) + C

√
Mr1(β1r1 + b1)d

n
+ C

√
Mr1(β1r1 + b1)d

n ′

+ 3M
√

2 log(6/δ)
n

+M

√
2 log(6/δ)

n ′

]
.

Lemma 12.7. Let Sin
wild ⊂ Swild be samples drawn from Pin. If Assumptions 1 and

2 hold, then for any data Swild ∼ Pm
wild and S ∼ Pn

in, with the probability at least
1 − 7

3δ > 0,

Ex∼Sin
wild

∥∥∇ℓ(hwS
(x), ĥ(x))−∇RS(hwS

)
∥∥2

2 ⩽ 8β1 min
w∈W

RP(hw)

+4β1

[
C

√
Mr1(β1r1 + b1)d

n
+ C

√
Mr1(β1r1 + b1)d

(1 − π)m−
√
m log(6/δ)/2

+ 3M
√

2 log(6/δ)
n

+M

√
2 log(6/δ)

(1 − π)m−
√

m log(6/δ)/2

]
,

where C is a uniform constant.

Proof of Lemma 12.7. Lemma 12.3 and Lemma 12.6 imply this result.
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Lemma 12.8. If Assumptions 1 and 2 hold, then for any data S ∼ Pn
in, with the

probability at least 1 − δ > 0,

∥∥∇RS(hwS
(x), ĥ(x))−∇RS(hwS

)
∥∥2

2 ⩽ 8β1 min
w∈W

RP(hw) + 4M
√

log(1/δ)
2n .

Proof of Lemma 12.8. With the probability at least 1 − δ > 0,∥∥∇RS(hwS
(x), ĥ(x)) −∇RS(hwS

)
∥∥

2

⩽
∥∥∇RS(hwS

(x), ĥ(x))
∥∥

2 +
∥∥∇RS(hwS

)
∥∥

2

⩽
√

2β1RS(hwS
(x), ĥ(x)) +

√
2β1RS(hwS

)

⩽2

√
2β1(min

w∈W
RP(hw) +M

√
log(1/δ)

2n ).
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Theorem 5. If Assumptions 1 and 2 hold and there exists η ∈ (0, 1) such that
∆ = (1 − η)2ζ2 − 8β1 minw∈W RPin(hw) > 0, when

n = Ω
(M̃+M(r1 + 1)d

∆η2 +
M2d

(γ− R∗
in)

2

)
, m = Ω

(M̃+M(r1 + 1)d
η2ζ2

)
,

with the probability at least 97/100,

Ex̃i∼Swildτi >
98η2ζ2

100 .

Proof of Theorem 5. Claim 1. With the probability at least 1 − 2δ > 0, for
any w ∈ W,

dℓ
w(Pin,Pwild) − dℓ

w(S
in
X , Swild) ⩽ B

√
2 log(2/δ)

n
+ B

√
2 log(2/δ)

m

+ C

√
M(r1 + 1)d

n
+ C

√
M(r1 + 1)d

m
,

where B =
√

2β1M, Sin
X is the feature part of Sin and C is a uniform constant.

We prove this Claim: by Lemma 12.2, it is notable that with the proba-
bility at least 1 − 2δ > 0,

dℓ
w(Pin,Pwild) − dℓ

w(S
in
X , Swild)

⩽
∥∥∇RPin(hw, ĥ) −∇RPwild(hw, ĥ)

∥∥
2 −

∥∥∇RSin
X
(hw, ĥ) −∇RSwild(hw, ĥ)

∥∥
2

⩽
∥∥∇RPin(hw, ĥ) −∇RPwild(hw, ĥ) −∇RSin

X
(hw, ĥ) +∇RSwild(hw, ĥ)

∥∥
2

⩽
∥∥∇RPin(hw, ĥ) −∇RSin

X
(hw, ĥ)

∥∥
2 +

∥∥∇RPwild(hw, ĥ) −∇RSwild(hw, ĥ)
∥∥

2

⩽B

√
2 log(2/δ)

n
+ B

√
2 log(2/δ)

m
+ C

√
B(r1 + 1)β1d

n
+ C

√
B(r1 + 1)β1d

m

⩽B

√
2 log(2/δ)

n
+ B

√
2 log(2/δ)

m
+ C

√
M(r1 + 1)d

n
+ C

√
M(r1 + 1)d

m
.
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Claim 2. When

√
n = Ω

(M√
d+M

√
log(6/δ)

γ− minw∈W RPin(hw)

)
, (12.22)

with the probability at least 1 − 4δ > 0,

Ex̃i∼Swildτi ⩾
(
ζ− B

√
2 log(2/δ)

n
− B

√
2 log(2/δ)

m

−C

√
M(r1 + 1)d

n
− C

√
M(r1 + 1)d

m
− 2

√
2β1(min

w∈W
RP(hw) +M

√
log(1/δ)

2n )
)2

.

We prove this Claim: let v∗ be the top-1 right singular vector computed
in our algorithm, and

ṽ ∈ arg max
∥v∥⩽1

〈
E(xi,yi)∼Sin∇ℓ(hw

Sin (xi),yi) − Ex̃i∈Swild∇ℓ(hw
Sin (x̃i), ĥ(x̃i)), v

〉
.

Then with the probability at least 1 − 4δ > 0,

Ex̃i∼Swildτi

= Ex̃i∼Swild

(〈
∇ℓ(hw

Sin (x̃i), ĥ(x̃i)) − E(xj,yj)∼Sin∇ℓ(hw
Sin (xj),yj), v∗

〉)2

⩾ Ex̃i∼Swild

(〈
∇ℓ(hw

Sin (x̃i), ĥ(x̃i)) − E(xj,yj)∼Sin∇ℓ(hw
Sin (xj),yj), ṽ

〉)2

⩾
(〈

E(xj,yj)∼Sin∇ℓ(hw
Sin (xj),yj) − Ex̃i∼Swild∇ℓ(hw

Sin (x̃i), ĥ(x̃i)), ṽ
〉)2

=
∥∥E(xj,yj)∼Sin∇ℓ(hw

Sin (xj),yj) − Ex̃i∼Swild∇ℓ(hw
Sin (x̃i), ĥ(x̃i))

∥∥2
2

⩾
(
dℓ

w
Sin
(Sin

X , Swild)

−
∥∥E(xj,yj)∼Sin∇ℓ(hw

Sin (xj),yj) − E(xj,yj)∼Sin∇ℓ(hw
Sin (xj), ĥ(xj))

∥∥
2

)2

⩾
(
ζ− B

√
2 log(2/δ)

n
− B

√
2 log(2/δ)

m

−C

√
M(r1 + 1)d

n
− C

√
M(r1 + 1)d

m
− 2

√
2β1(min

w∈W
RP(hw) +M

√
log(1/δ)

2n )
)2

.
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In above inequality, we have used the results in Claim 1, Assumption 2,
Lemma 12.5 and Lemma 12.8.
Claim 3. Given δ = 1/100, then when

n = Ω
(M̃+M(r1 + 1)d

∆η2

)
, m = Ω

(M̃+M(r1 + 1)d
η2ζ2

)
,

the following inequality holds:

(
ζ− B

√
2 log(2/δ)

n
− B

√
2 log(2/δ)

m
− C

√
M(r1 + 1)d

n
− C

√
M(r1 + 1)d

m

−2

√
2β1(min

w∈W
RP(hw) +M

√
log(1/δ)

2n )
)2

>
98η2θ2

100 .

We prove this Claim: when

n ⩾
64
√

log(10)β1M

∆
,

it is easy to check that

(1 − η)ζ ⩾ 2

√
2β1(min

w∈W
RP(hw) +M

√
log(1/δ)

2n ).

Additionally, when

n ⩾
2002 log 200B2

η2ζ2 +
2002C2M(r1 + 1)d

2η2ζ2 ,

it is easy to check that

ηζ

100 ⩾ B

√
2 log(200)

n
+ C

√
M(r1 + 1)d

n
.



Appendix 172

Because

max{2002 log 200B2

η2ζ2 +
2002C2M(r1 + 1)d

2η2ζ2 ,
64
√

log(10)β1M

∆
} ⩽ O

(M̃+M(r1 + 1)d
∆η2

)
,

we conclude that when

n = Ω
(M̃+M(r1 + 1)d

∆η2

)
,

η−2

√
2β1(min

w∈W
RP(hw) +M

√
log(1/δ)

2n )−B

√
2 log(200)

n
+C

√
M(r1 + 1)d

n
⩾

99
100ηζ.

(12.23)
When

m ⩾
2002 log 200B2

η2ζ2 +
2002C2M(r1 + 1)d

2η2ζ2 ,

we have
ηζ

100 ⩾ B

√
2 log(200)

m
+ C

√
M(r1 + 1)d

m
.

Therefore, if

m = Ω
(M̃+M(r1 + 1)d

η2ζ2

)
,

we have
ηζ

100 ⩾ B

√
2 log(200)

m
+ C

√
M(r1 + 1)d

m
. (12.24)

Combining inequalities 12.22, 12.23 and 12.24, we complete this proof.

12.4.17 Necessary Lemmas for Theorem 8.3

Let

R−
ST
(gθ) = Ex∼ST

ℓb(gθ(x),y−), R−
Sout

wild
(gθ) = Ex∼Sout

wild
ℓb(gθ(x),y−),



Appendix 173

R+
Sin(gθ) = Ex∼Sinℓb(gθ(x),y+), R+

Pin
(gθ) = Ex∼Sinℓb(gθ(x),y+),

and
R−
Pout

(gθ) = Ex∼Sinℓb(gθ(x),y−).

Let

Sout
+ = {x̃i ∈ Sout

wild : x̃i ⩽ T }, Sin
− = {x̃i ∈ Sin

wild : x̃i > T },

Sout
− = {x̃i ∈ Sout

wild : x̃i > T }, Sin
+ = {x̃i ∈ Sin

wild : x̃i ⩽ T }.

Then
ST = Sout

− ∪ Sin
−, Sout

wild = Sout
− ∪ Sout

+ .

Let

∆(n,m) =
1 − min{1,∆η

ζ/π}

1 − T/M ′ +O
( β1M

√
d

1 − T/M ′

√
1

π2n

)
+O

(β1M
√
d+

√
1 − π∆η

ζ/π

1 − T/M ′

√
1

π2(1 − π)m

)
.

δ(n,m) =
8β1R

∗
in

T
+O

(β1M
√
d

T

√
1
n

)
+O

(β1M
√
d

T

√
1
m

)
.

Lemma 12.9. Under the conditions of Theorem 8.1, with the probability at least
9/10,

|ST | ⩽ |Sin
−|+ |Sout

wild| ⩽ δ(n,m)|Sin
wild|+ |Sout

wild|,

|ST | ⩾ |Sout
− | ⩾

[
1 − ∆(n,m)

]
|Sout

wild|.
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|Sout
+ | ⩽ ∆(n,m)|Sout

wild|.

Proof of Lemma 12.9. It is a conclusion of Theorem 8.1.

Lemma 12.10. Under the conditions of Theorem 8.1, with the probability at least
9/10,

−δ(n,m)|Sin
wild|

[δ(n,m)|Sin
wild|+ |Sout

wild|]|S
out
wild|

⩽
1

|ST |
−

1
|Sout

wild|
⩽

∆(n,m)

[1 − ∆(n,m)]|Sout
wild|

.

Proof of Lemma 12.10. This can be conclude by Lemma 12.9 directly.

Lemma 12.11. Under the conditions of Theorem 8.1, with the probability at least
9/10,

R−
ST
(gθ)−R−

Sout
wild
(gθ) ⩽

L∆(n,m)

[1 − ∆(n,m)]
+

Lδ(n,m)

[1 − ∆(n,m)]
·
(1 − π

π
+O

(√ 1
π4m

))
,

R−
Sout

wild
(gθ) − R−

ST
(gθ) ⩽

L∆(n,m)

[1 − ∆(n,m)]
+ L∆(n,m).

Proof of Lemma 12.11. It is clear that

R−
ST
(gθ) − R−

Sout
wild

(gθ) =
|Sout

− |

|ST |
R−
Sout
−
(gθ) +

|Sin
−|

|ST |
R−
Sin
−
(gθ)

−
|Sout

− |

|Sout
wild|

R−
Sout
−
(gθ) −

|Sout
+ |

|Sout
wild|

R−
Sout
+
(gθ)

⩽
L∆(n,m)

[1 − ∆(n,m)]
+

Lδ(n,m)|Sin
wild|

[1 − ∆(n,m)]|Sout
wild]

⩽
L∆(n,m)

[1 − ∆(n,m)]
+

Lδ(n,m)

[1 − ∆(n,m)]
·
(1 − π

π
+O

(√ 1
π4m

))
.
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R−
Sout

wild
(gθ) − R−

ST
(gθ) = −

|Sout
− |

|ST |
R−
Sout
−
(gθ) −

|Sin
−|

|ST |
R−
Sin
−
(gθ)

+
|Sout

− |

|Sout
wild|

R−
Sout
−
(gθ) +

|Sout
+ |

|Sout
wild|

R−
Sout
+
(gθ)

⩽
L∆(n,m)

[1 − ∆(n,m)]
+ L∆(n,m).

Lemma 12.12. Let ∆(T) = 1 − δ(T). Under the conditions of Theorem 8.1, for
any η ′ > 0, when

n = Ω
( M̃2d

η ′2π2(1 − T/M ′)2∆(T)2

)
, m = Ω

( M̃2dπ2 + ∆η
ζ(1 − π)

η ′2π4(1 − π)(1 − T/M ′)2∆(T)2

)
,

with the probability at least 9/10,

R−
ST
(gθ)−R−

Sout
wild
(gθ) ⩽

L∆(n,m)

(1 − η ′)∆(T)
+

Lδ(n,m)

(1 − η ′)∆(T)
·
(1 − π

π
+O

(√ 1
π4m
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,

R−
Sout

wild
(gθ) − R−

ST
(gθ) ⩽

1.2L
1 − δ(T)

δ(T) + Lδ(T)

+O
(Lβ1M

√
d(1 + T)

min{π,∆η
ζ}T

√
1
n

)
+

O
(L(β1M

√
d+ ∆η

ζ)(1 + T)

min{π,∆η
ζ}T

√
1

π2(1 − π)m

)
.

Proof of Lemma 12.12. This can be concluded by Lemma 12.11 and by the
fact that (1 − η ′)∆(T) ⩾ 1 − ∆(n,m) directly.
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Lemma 12.13. Let ∆(T) = 1−δ(T). Under the conditions of Theorem 8.1, when

n = Ω
( M̃2d

min{π,∆η
ζ}

2

)
, m = Ω

( M̃2d+ ∆η
ζ

π2(1 − π)min{π,∆η
ζ}

2

)
,

with the probability at least 9/10, for any 0 < T < 0.9M ′ min{1,∆η
ζ/π},

R−
ST
(gθ) − R−

Sout
wild
(gθ) ⩽

1.2L
1 − δ(T)

δ(T) +
9Lβ1(1 − π)

Tπ(1 − δ(T))
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+O
(Lβ1M

√
d(1 + T)

min{π,∆η
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1
n

)
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O
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d+ ∆η
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√
1

π2(1 − π)m

)
,
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wild
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(gθ) ⩽

1.2L
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δ(T) + Lδ(T)

+O
(Lβ1M

√
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min{π,∆η
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√
1
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)
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)
.

Proof of Lemma 12.13. Using Lemma 12.13 with η = 8/9, we obtain that

R−
ST
(gθ) − R−

Sout
wild

(gθ)

⩽
1.2Lδ(T)
1 − δ(T)

+
9Lβ1(1 − π)
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in +
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8Lβ1R

∗
in
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O
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)
+

Lϵ̄(m)
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O
(√ 1

m

)
+
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π∆(T)
+

Lϵ̄(n)

π2∆(T)
O
(√ 1
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)
,

where

ϵ(n) = O
( β1M

√
d

1 − T/M ′

√
1

π2n

)
.
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ϵ(m) = O
(β1M

√
d+

√
1 − π∆η

ζ/π

1 − T/M ′

√
1

π2(1 − π)m

)
.

ϵ̄(n) = O
(β1M

√
d

T

√
1
n

)
, ϵ̄(m) = O

(β1M
√
d

T

√
1

(1 − π)m

)
.

Using the condition that 0 < T < 0.9M ′ min{1,∆η
ζ/π}, we have

1
∆(T)

[ 1
T
+

1
1 − T/M ′

]
⩽ O

( T + 1
min{1,∆η

ζ/π}T

)
.

Then, we obtain that

R−
ST
(gθ) − R−

Sout
wild

(gθ) ⩽
1.2L

1 − δ(T)
δ(T) +

9Lβ1(1 − π)

Tπ(1 − δ(T))
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in
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1
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+
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√
1
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)
.

Using the similar strategy, we can obtain that

R−
Sout

wild
(gθ) − R−

ST
(gθ) ⩽

1.2L
1 − δ(T)

δ(T) + Lδ(T)

+O
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√
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min{π,∆η
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√
1
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)
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√
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ζ)(1 + T)
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√
1
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)
.
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Lemma 12.14. Under the conditions of Theorem 8.1, when

n = Ω
( M̃2d

min{π,∆η
ζ}

2

)
, m = Ω

( M̃2d+ ∆η
ζ

π2(1 − π)min{π,∆η
ζ}

2

)
,

with the probability at least 0.895, for any 0 < T < 0.9M ′ min{1,∆η
ζ/π},
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ST
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1.2L
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Proof. By Lemmas 12.1 and 12.3, under the condition of this lemma, we
can obtain that with the high probability,

∣∣R−
Pout

(gθ) − R−
Sout

wild
(gθ)

∣∣ ⩽ O
(
L

√
d ′

πm

)
.

Then by Lemma 12.13, we can prove this lemma.
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12.4.18 Empirical Verification on the Main Theorems

Verification on the regulatory conditions. In Table 12.17, we provide em-
pirical verification on whether the distribution discrepancy ζ satisfies the
necessary regulatory condition in Theorem 8.2, i.e., ζ ⩾ 2.011

√
8β1R

∗
in +

1.011
√
π. We use Cifar-100 as ID and Textures as the wild OOD data.

SinceR∗
in is the optimal ID risk, i.e., R∗

in = minw∈W E(x,y)∼PXY
ℓ(hw(x),y),

it can be a small value close to 0 in over-parametrized neural networks (Frei
et al., 2022; Bartlett et al., 2020). Therefore, we can omit the value of
2.011

√
8β1R

∗
in. The empirical result shows that ζ can easily satisfy the

regulatory condition in Theorem 8.2, which means our bound is useful in
practice.

Table 12.17: Discrepancy value ζ with different ratios π.

π 0.05 0.1 0.2 0.5 0.7 0.9 1.0
ζ 0.91 1.09 1.43 2.49 3.16 3.86 4.18

1.011
√
π 0.23 0.32 0.45 0.71 0.84 0.96 1.01

Verification on the filtering errors and OOD detection results with
varying π. In Table 12.18, we empirically verify the value of ERRout and
ERRin in Theorem 8.1 and the corresponding OOD detection results with
various mixing ratios π. We use Cifar-100 as ID and Textures as the wild
OOD data. The result aligns well with our observation of the bounds
presented in Section 8.3.1 of the main chapter.

Table 12.18: The values of ERRin, ERRout and the OOD detection results
with various mixing ratios π.

π 0.05 0.1 0.2 0.5 0.7 0.9 1.0
ERRout 0.37 0.30 0.22 0.20 0.23 0.26 0.29
ERRin 0.031 0.037 0.045 0.047 0.047 0.048 0.048
FPR95 5.77 5.73 5.71 5.64 5.79 5.88 5.92
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12.4.19 Additional Experimental Details

Dataset details. For Table 8.1, following WOODS (Katz-Samuels et al.,
2022), we split the data as follows: We use 70% of the OOD datasets
(including Textures, Places365, Lsun-Resize and Lsun-C) for the OOD
data in the wild. We use the remaining samples for testing-time OOD
detection. For Svhn, we use the training set for the OOD data in the wild
and use the test set for evaluation.

Training details. Following WOODS (Katz-Samuels et al., 2022), we
use Wide ResNet (Zagoruyko and Komodakis, 2016) with 40 layers and
widen factor of 2 for the classification model hw. We train the ID classifier
hw using stochastic gradient descent with a momentum of 0.9, weight
decay of 0.0005, and an initial learning rate of 0.1. We train for 100 epochs
using cosine learning rate decay, a batch size of 128, and a dropout rate of
0.3. For the OOD classifier gθ, we load the pre-trained ID classifier of hw

and add an additional linear layer which takes in the penultimate-layer
features for binary classification. We set the initial learning rate to 0.001 and
fine-tune for 100 epochs by Eq. 4.5. We add the binary classification loss
to the ID classification loss and set the loss weight for binary classification
to 10. The other details are kept the same as training hw.

12.4.20 Additional Results on Cifar-10

In Table 12.19, we compare our SAL with baselines with the ID data to be
Cifar-10, where the strong performance of SAL still holds.

12.4.21 Additional Results on Unseen OOD Datasets

In Table 12.20, we evaluate SAL on unseen OOD datasets, which are dif-
ferent from the OOD data we use in the wild. Here we consistently use
300K Random Images as the unlabeled wild dataset and Cifar-10 as la-
beled in-distribution data. We use the 5 different OOD datasets (Textures,
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Table 12.19: OOD detection performance on Cifar-10 as ID. All methods
are trained on Wide ResNet-40-2 for 100 epochs with π = 0.1. For each
dataset, we create corresponding wild mixture distribution Pwild := (1 −
π)Pin + πPout for training and test on the corresponding OOD dataset.
Values are percentages averaged over 10 runs. Bold numbers highlight
the best results. Table format credit to (Katz-Samuels et al., 2022).

Methods
OOD Datasets

ID ACCSvhn Places365 Lsun-C Lsun-Resize Textures Average
FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC

With Pin only
MSP 48.49 91.89 59.48 88.20 30.80 95.65 52.15 91.37 59.28 88.50 50.04 91.12 94.84

ODIN 33.35 91.96 57.40 84.49 15.52 97.04 26.62 94.57 49.12 84.97 36.40 90.61 94.84
Mahalanobis 12.89 97.62 68.57 84.61 39.22 94.15 42.62 93.23 15.00 97.33 35.66 93.34 94.84

Energy 35.59 90.96 40.14 89.89 8.26 98.35 27.58 94.24 52.79 85.22 32.87 91.73 94.84
KNN 24.53 95.96 25.29 95.69 25.55 95.26 27.57 94.71 50.90 89.14 30.77 94.15 94.84
ReAct 40.76 89.57 41.44 90.44 14.38 97.21 33.63 93.58 53.63 86.59 36.77 91.48 94.84
DICE 35.44 89.65 46.83 86.69 6.32 98.68 28.93 93.56 53.62 82.20 34.23 90.16 94.84
ASH 6.51 98.65 48.45 88.34 0.90 99.73 4.96 98.92 24.34 95.09 17.03 96.15 94.84
CSI 17.30 97.40 34.95 93.64 1.95 99.55 12.15 98.01 20.45 95.93 17.36 96.91 94.17

KNN+ 2.99 99.41 24.69 94.84 2.95 99.39 11.22 97.98 9.65 98.37 10.30 97.99 93.19
With Pin and Pwild

OE 0.85 99.82 23.47 94.62 1.84 99.65 0.33 99.93 10.42 98.01 7.38 98.41 94.07
Energy (w/ OE) 4.95 98.92 17.26 95.84 1.93 99.49 5.04 98.83 13.43 96.69 8.52 97.95 94.81

WOODS 0.15 99.97 12.49 97.00 0.22 99.94 0.03 99.99 5.95 98.79 3.77 99.14 94.84
SAL 0.02 99.98 2.57 99.24 0.07 99.99 0.01 99.99 0.90 99.74 0.71 99.78 93.65

(Ours) ±0.00 ±0.00 ±0.03 ±0.00 ±0.01 ±0.00 ±0.00 ±0.00 ±0.02 ±0.01 ±0.01 ±0.00 ±0.57

Places365, Lsun-Resize, Svhn and Lsun-C) for evaluation. When evalu-
ating on 300K Random Images, we use 99% of the 300K Random Images
dataset (Hendrycks et al., 2019) as the wild OOD data and the remaining
1% of the dataset for evaluation. π is set to 0.1. We observe that SAL can
perform competitively on unseen datasets as well, compared to the most
relevant baseline WOODS.

Table 12.20: Evaluation on unseen OOD datasets. We use Cifar-10 as ID
and 300K Random Images as the wild data. All methods are trained on
Wide ResNet-40-2 for 50 epochs. Bold numbers highlight the best results.

Methods
OOD Datasets

ID ACCSvhn Places365 Lsun-C Lsun-Resize Textures 300K Rand. Img.
FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC

OE 13.18 97.34 30.54 93.31 5.87 98.86 14.32 97.44 25.69 94.35 30.69 92.80 94.21
Energy (w/ OE) 8.52 98.13 23.74 94.26 2.78 99.38 9.05 98.13 22.32 94.72 24.59 93.99 94.54

WOODS 5.70 98.54 19.14 95.74 1.31 99.66 4.13 99.01 17.92 96.43 19.82 95.52 94.74
SAL 4.94 97.53 14.76 96.25 2.73 98.23 3.46 98.15 11.60 97.21 10.20 97.23 93.48

Following (He et al., 2023), we use the Cifar-100 as ID, Tiny ImageNet-
crop (TINc)/Tiny ImageNet-resize (TINr) dataset as the OOD in the wild
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dataset and TINr/TINc as the test OOD. The comparison with baselines is
shown below, where the strong performance of SAL still holds.

Table 12.21: Additional results on unseen OOD datasets with Cifar-100
as ID. Bold numbers are superior results.

Methods
OOD Datasets

TINr TINc
FPR95 AUROC FPR95 AUROC

STEP 72.31 74.59 48.68 91.14
TSL 57.52 82.29 29.48 94.62

SAL (Ours) 43.11 89.17 19.30 96.29

12.4.22 Additional Results on Near OOD Detection

In this section, we investigate the performance of SAL on near OOD detec-
tion, which is a more challenging OOD detection scenario where the OOD
data has a closer distribution to the in-distribution. Specifically, we use
the Cifar-10 as the in-distribution data and Cifar-100 training set as the
OOD data in the wild. During test time, we use the test set of Cifar-100 as
the OOD for evaluation. With a mixing ratio π of 0.1, our SAL achieves an
FPR95 of 24.51% and AUROC of 95.55% compared to 38.92% (FPR95) and
93.27% (AUROC) of WOODS.

In addition, we study near OOD detection in a different data setting,
i.e., the first 50 classes of Cifar-100 as ID and the last 50 classes as OOD.
The comparison with the most competitive baseline WOODS is reported
as follows.
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Table 12.22: Near OOD detection with the first 50 classes of Cifar-100 as
ID and the last 50 classes as OOD. Bold numbers are superior results.

Methods
OOD dataset

Cifar-50
FPR95 AUROC ID ACC

WOODS 41.28 89.74 74.17
SAL 29.71 93.13 73.86

12.4.23 Additional Results on Using Multiple Singular
Vectors

In this section, we ablate on the effect of using c singular vectors to cal-
culate the filtering score (Eq. 8.4). Specifically, we calculate the scores by
projecting the gradient ∇ℓ(hw

Sin

(
x̃i), ŷx̃i) − ∇̄ for the wild data x̃i to each

of the singular vectors. The final filtering score is the average over the c

scores. The result is summarized in Table 12.23. We observe that using
the top 1 singular vector for projection achieves the best performance. As
revealed in Eq. 10.6, the top 1 singular vector v maximizes the total dis-
tance from the projected gradients (onto the direction of v) to the origin
(sum over all points in Swild), where outliers lie approximately close to
and thus leads to a better separability between the ID and OOD in the
wild.

12.4.24 Additional Results on Class-agnostic SVD

In this section, we evaluate our SAL by using class-agnostic SVD as op-
posed to class-conditional SVD as described in Section 8.2.1 of the main
chapter. Specifically, we maintain a class-conditional reference gradient
∇̄k, one for each class k ∈ [1,K], estimated on ID samples belonging to
class k. Different from calculating the singular vectors based on gradient
matrix with Gk (containing gradient vectors of wild samples being pre-
dicted as class k), we formulate a single gradient matrix G where each row
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Table 12.23: The effect of the number of singular vectors used for the
filtering score. Models are trained on Wide ResNet-40-2 for 100 epochs
with π = 0.1. We use Textures as the wild OOD data and Cifar-100 as the
ID.

Number of singular vectors c FPR95 AUROC
1 5.73 98.65
2 6.28 98.42
3 6.93 98.43
4 7.07 98.37
5 7.43 98.27
6 7.78 98.22

is the vector ∇ℓ(hw
Sin

(
x̃i), ŷx̃i) − ∇̄ŷx̃i

, for x̃i ∈ Swild. The result is shown
in Table 12.24, which shows a similar performance compared with using
class-conditional SVD.

Table 12.24: The effect of using class-agnostic SVD. Models are trained
on Wide ResNet-40-2 for 100 epochs with π = 0.1. Cifar-100 is the in-
distribution data. Bold numbers are superior results.

Methods

OOD Datasets

ID ACCSvhn Places365 Lsun-C Lsun-Resize Textures Average

FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC

SAL (Class-agnostic SVD) 0.12 99.43 3.27 99.21 0.04 99.92 0.03 99.27 5.18 98.77 1.73 99.32 73.31
SAL 0.07 99.95 3.53 99.06 0.06 99.94 0.02 99.95 5.73 98.65 1.88 99.51 73.71

12.4.25 Additional Results on Post-hoc Filtering Score

We investigate the importance of training the binary classifier with the
filtered candidate outliers for OOD detection in Tables 12.25 and 12.26.
Specifically, we calculate our filtering score directly for the test ID and
OOD data on the model trained on the labeled ID set Sin only. The results
are shown in the row "SAL (Post-hoc)" in Tables 12.25 and 12.26. Without
explicit knowledge of the OOD data, the OOD detection performance
degrades significantly compared to training an additional binary classifier
(a 15.73% drop on FPR95 for Svhn with Cifar-10 as ID). However, the



Appendix 185

post-hoc filtering score can still outperform most of the baselines that use
Pin only (c.f. Table 8.1), showcasing its effectiveness.

Table 12.25: OOD detection results of using post-hoc filtering score on
Cifar-10 as ID. SAL is trained on Wide ResNet-40-2 for 100 epochs with
π = 0.1. Bold numbers are superior results.

Methods
OOD Datasets

ID ACCSvhn Places365 Lsun-C Lsun-Resize Textures Average
FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC

SAL (Post-hoc) 15.75 93.09 23.18 86.35 6.28 96.72 15.59 89.83 23.63 87.72 16.89 90.74 94.84
SAL 0.02 99.98 2.57 99.24 0.07 99.99 0.01 99.99 0.90 99.74 0.71 99.78 93.65

Table 12.26: OOD detection results of using post-hoc filtering score on
Cifar-100 as ID. SAL is trained on Wide ResNet-40-2 for 100 epochs with
π = 0.1. Bold numbers are superior results.

Methods
OOD Datasets

ID ACCSvhn Places365 Lsun-C Lsun-Resize Textures Average
FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC

SAL (post-hoc) 39.75 81.47 35.94 84.53 23.22 90.90 32.59 87.12 36.38 83.25 33.58 85.45 75.96
SAL 0.07 99.95 3.53 99.06 0.06 99.94 0.02 99.95 5.73 98.65 1.88 99.51 73.71

12.4.26 Additional Results on Leveraging the Candidate
ID data

In this section, we investigate the effect of incorporating the filtered wild
data which has a score smaller than the threshold T (candidate ID data)
for training the binary classifier gθ. Specifically, the candidate ID data
and the labeled ID data are used jointly to train the binary classifier. The
comparison with SAL on CIFAR-100 is shown as follows:

The result of selecting candidate ID data (and combine with labeled
ID data) shows slightly better performance, which echoes our theory that
the generalization bound of the OOD detector will be better if we have
more ID training data (Theorem 8.3).
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Table 12.27: OOD detection results of selecting candidate ID data for
training on Cifar-100 as ID. SAL is trained on Wide ResNet-40-2 for 100
epochs with π = 0.1. Bold numbers are superior results.

Methods
OOD Datasets

ID ACCSvhn Places365 Lsun-C Lsun-Resize Textures Average
FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC

Candidate ID data 1.23 99.87 2.62 99.18 0.04 99.95 0.02 99.91 4.71 98.97 1.72 99.58 73.83
SAL (Ours) 0.07 99.95 3.53 99.06 0.06 99.94 0.02 99.95 5.73 98.65 1.88 99.51 73.71

12.4.27 Analysis on Using Random Labels

We present the OOD detection result of replacing the predicted labels with
the random labels for the wild data as follows. The other experimental
details are kept the same as SAL.

Table 12.28: OOD detection results of using random labels for the wild
data on Cifar-100 as ID. SAL is trained on Wide ResNet-40-2 for 100 epochs
with π = 0.1. Bold numbers are superior results.

Methods
OOD Datasets

ID ACCSvhn Places365 Lsun-C Lsun-Resize Textures Average
FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC

w/ Random labels 39.36 89.31 77.98 78.31 47.46 88.90 67.28 80.23 54.86 86.92 57.39 84.73 73.68
SAL (Ours) 0.07 99.95 3.53 99.06 0.06 99.94 0.02 99.95 5.73 98.65 1.88 99.51 73.71

As we can observe, using the random labels leads to worse OOD de-
tection performance because the gradient of the wild data can be wrong.
In our theoretical analysis (Theorem 5), we have proved that using the
predicted label can lead to a good separation of the wild ID and OOD data.
However, the analysis using random labels might hold since it violates the
assumption (Definitions 2 and 3) that the expected gradient of ID data
should be different from that of wild data.

12.4.28 Details of the Illustrative Experiments on the
Impact of Predicted Labels

For calculating the filtering accuracy, SAL is trained on Wide ResNet-40-2
for 100 epochs with π = 0.1 on two separate ID datasets. The other training
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details are kept the same as Section 8.4.1 and Appendix 12.4.19.

12.4.29 Details of Figure 8.2

For Figure 8.2 in the main chapter, we generate the in-distribution data
from three multivariate Gaussian distributions, forming three classes.
The mean vectors are set to [−2, 0], [2, 0] and [0, 2

√
3], respectively. The

covariance matrix for all three classes is set to
[

0.25 0
0 0.25

]
. For each

class, we generate 1, 000 samples.
For wild scenario 1, we generate the outlier data in the wild by sampling

100, 000 data points from a multivariate Gaussian N([0, 2√
3 ], 7 · I) where

I is 2 × 2 identity matrix, and only keep the 1, 000 data points that have
the largest distance to the mean vector [0, 2√

3 ]. For wild scenario 2, we
generate the outlier data in the wild by sampling 1, 000 data points from
a multivariate Gaussian N([10, 2√

3 ], 0.25 · I). For the in-distribution data
in the wild, we sample 3, 000 data points per class from the same three
multivariate Gaussian distributions as mentioned before.

12.4.30 Software and Hardware

We run all experiments with Python 3.8.5 and PyTorch 1.13.1, using
NVIDIA GeForce RTX 2080Ti GPUs.

12.4.31 Results with Varying Mixing Ratios

We provide additional results of SAL with varying π, i.e., 0.05, 0.2, 0.5, 0.9,
and contrast with the baselines, which are shown below (Cifar-100 as the
in-distribution dataset). We found that the advantage of SAL still holds.
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Table 12.29: OOD detection results with multiple mixing ratios π with
Cifar-100 as ID. SAL is trained on Wide ResNet-40-2 for 100 epochs. Bold
numbers are superior results.

Methods
OOD Datasets

ID ACCSvhn Places365 Lsun-C Lsun-Resize Textures
FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC

π = 0.05
OE 2.78 98.84 63.63 80.22 6.73 98.37 2.06 99.19 32.86 90.88 71.98

Energy w/ OE 2.02 99.17 56.18 83.33 4.32 98.42 3.96 99.29 40.41 89.80 73.45
WOODS 0.26 99.89 32.71 90.01 0.64 99.77 0.79 99.10 12.26 94.48 74.15

SAL (Ours) 0.17 99.90 6.21 96.87 0.94 99.79 0.84 99.37 5.77 97.12 73.99
π = 0.2

OE 2.59 98.90 55.68 84.36 4.91 99.02 1.97 99.37 25.62 93.65 73.72
Energy w/ OE 1.79 99.25 47.28 86.78 4.18 99.00 3.15 99.35 36.80 91.48 73.91

WOODS 0.22 99.82 29.78 91.28 0.52 99.79 0.89 99.56 10.06 95.23 73.49
SAL (Ours) 0.08 99.92 2.80 99.31 0.05 99.94 0.02 99.97 5.71 98.71 73.86

π = 0.5
OE 2.86 99.05 40.21 88.75 4.13 99.05 1.25 99.38 22.86 94.63 73.38

Energy w/ OE 2.71 99.34 34.82 90.05 3.27 99.18 2.54 99.23 30.16 94.76 72.76
WOODS 0.17 99.80 21.87 93.73 0.48 99.61 1.24 99.54 9.95 95.97 73.91

SAL (Ours) 0.02 99.98 1.27 99.62 0.04 99.96 0.01 99.99 5.64 99.16 73.77
π = 0.9

OE 0.84 99.36 19.78 96.29 1.64 99.57 0.51 99.75 12.74 94.95 72.02
Energy w/ OE 0.97 99.64 17.52 96.53 1.36 99.73 0.94 99.59 14.01 95.73 73.62

WOODS 0.05 99.98 11.34 95.83 0.07 99.99 0.03 99.99 6.72 98.73 73.86
SAL (Ours) 0.03 99.99 2.79 99.89 0.05 99.99 0.01 99.99 5.88 99.53 74.01

12.4.32 Comparison with Weakly Supervised OOD
Detection Baselines

We have additionally compared with the two related works (TSL (He
et al., 2023) and STEP (Zhou et al., 2021)). To ensure a fair comparison,
we strictly follow the experimental setting in TSL, and rerun SAL under
the identical setup. The comparison on Cifar-100 is shown as follows.

Table 12.30: Comparison with relevant baselines on Cifar-100. Bold
numbers are superior results.

Methods
OOD Datasets

Lsun-C Lsun-Resize
FPR95 AUROC FPR95 AUROC

STEP 0.00 99.99 9.81 97.87
TSL 0.00 100.00 1.76 99.57

SAL (Ours) 0.00 99.99 0.58 99.95
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12.4.33 Additional Results on Different Backbones

We have additionally tried ResNet-18 and ResNet-34 as the network ar-
chitectures—which are among the most used in OOD detection literature.
The comparison with the baselines on Cifar-100 is shown in the following
tables, where SAL outperforms all the baselines across different architec-
tures. These additional results support the effectiveness of our approach.

Table 12.31: OOD detection performance on Cifar-100 as ID. All methods
are trained on ResNet-18 for 100 epochs. For each dataset, we create corre-
sponding wild mixture distribution Pwild = (1 − π)Pin + πPout for training
and test on the corresponding OOD dataset. Bold numbers highlight the
best results.

Methods

OOD Datasets

ID ACCSvhn Places365 Lsun-C Lsun-Resize Textures Average

FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC
With Pin only

MSP 81.32 77.74 83.06 74.47 70.11 83.51 82.46 75.73 85.11 73.36 80.41 76.96 78.67
ODIN 40.94 93.29 87.71 71.46 28.72 94.51 79.61 82.13 83.63 72.37 64.12 82.75 78.67

Mahalanobis 22.44 95.67 92.66 61.39 68.90 86.30 23.07 94.20 62.39 79.39 53.89 83.39 78.67
Energy 81.74 84.56 82.23 76.68 34.78 93.93 73.57 82.99 85.87 74.94 71.64 82.62 78.67
KNN 83.62 72.76 82.09 80.03 65.96 84.82 71.05 81.24 76.88 77.90 75.92 79.35 78.67
ReAct 70.81 88.24 81.33 76.49 39.99 92.51 54.47 89.56 59.15 87.96 61.15 86.95 78.67
DICE 54.65 88.84 79.58 77.26 0.93 99.74 49.40 91.04 65.04 76.42 49.92 86.66 78.67
CSI 49.98 89.57 82.87 75.64 76.39 80.38 74.21 83.34 58.23 81.04 68.33 81.99 74.23

KNN+ 43.21 90.21 84.62 74.21 50.12 82.48 76.92 80.81 63.21 84.91 63.61 82.52 77.03
With Pin and Pwild

OE 3.29 97.93 62.90 80.23 7.07 95.93 4.06 97.98 33.27 90.03 22.12 92.42 74.89
Energy (w/ OE) 3.12 94.27 59.38 82.19 9.12 91.23 7.28 95.39 43.92 90.11 24.56 90.64 77.92

WOODS 3.92 96.92 33.92 86.29 5.19 94.23 2.95 96.23 11.95 94.65 11.59 93.66 77.54
SAL 2.29 97.96 6.29 96.66 3.92 97.81 4.87 97.10 8.28 95.95 5.13 97.10 77.71

12.4.34 Broader Impact

Our project aims to improve the reliability and safety of modern machine
learning models. From the theoretical perspective, our analysis can facili-
tate and deepen the understanding of the effect of unlabeled wild data for
OOD detection. In Appendix 12.4.18, we properly verify the necessary con-
ditions and the value of our error bound using real-world datasets. Hence,
we believe our theoretical framework has a broad utility and significance.

From the practical side, our study can lead to direct benefits and societal
impacts, particularly when the wild data is abundant in the models’ oper-
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Table 12.32: OOD detection performance on Cifar-100 as ID. All methods
are trained on ResNet-34 for 100 epochs. For each dataset, we create corre-
sponding wild mixture distribution Pwild = (1 − π)Pin + πPout for training
and test on the corresponding OOD dataset. Bold numbers highlight the
best results.

Methods

OOD Datasets

ID ACCSvhn Places365 Lsun-C Lsun-Resize Textures Average

FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC FPR95 AUROC
With Pin only

MSP 78.89 79.80 84.38 74.21 83.47 75.28 84.61 74.51 86.51 72.53 83.12 75.27 79.04
ODIN 70.16 84.88 82.16 75.19 76.36 80.10 79.54 79.16 85.28 75.23 78.70 79.11 79.04

Mahalanobis 87.09 80.62 84.63 73.89 84.15 79.43 83.18 78.83 61.72 84.87 80.15 79.53 79.04
Energy 66.91 85.25 81.41 76.37 59.77 86.69 66.52 84.49 79.01 79.96 70.72 82.55 79.04
KNN 81.12 73.65 79.62 78.21 63.29 85.56 73.92 79.77 73.29 80.35 74.25 79.51 79.04
ReAct 82.85 70.12 81.75 76.25 80.70 83.03 67.40 83.28 74.60 81.61 77.46 78.86 79.04
DICE 83.55 72.49 85.05 75.92 94.05 73.59 75.20 80.90 79.80 77.83 83.53 76.15 79.04
CSI 44.53 92.65 79.08 76.27 75.58 83.78 76.62 84.98 61.61 86.47 67.48 84.83 77.89

KNN+ 39.23 92.78 80.74 77.58 48.99 89.30 74.99 82.69 57.15 88.35 60.22 86.14 78.32
With Pin and Pwild

OE 2.11 98.23 60.12 83.22 6.08 96.34 3.94 98.13 30.00 92.27 20.45 93.64 75.72
Energy (w/ OE) 1.94 95.03 68.84 85.94 7.66 92.04 6.86 97.63 40.82 93.07 25.22 92.74 78.75

WOODS 2.08 97.33 25.37 88.93 4.26 97.74 1.05 97.30 8.85 96.86 8.32 95.63 78.97
SAL 0.98 99.94 2.98 99.08 0.07 99.94 0.03 99.96 4.01 98.83 1.61 99.55 78.01

ating environment, such as in safety-critical applications i.e., autonomous
driving and healthcare data analysis. Our study does not involve any
human subjects or violation of legal compliance. We do not anticipate
any potentially harmful consequences to our work. Through our study
and releasing our code, we hope to raise stronger research and societal
awareness towards the problem of exploring unlabeled wild data for out-
of-distribution detection in real-world settings.

12.5 HaloScope: Harnessing Unlabeled LLM
Generations for Hallucination Detection

12.5.1 Datasets and Implementation Details

Input prompts. We provide the detailed textual input as prompts to the
language models for different datasets. Specifically, for datasets without
context (TruthfulQA and TriviaQA), the prompt is shown as follows:
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Answer the question concisely. Q: [question] A:

For datasets with context (TydiQA-GP and CoQA), we have the fol-
lowing template for prompts:

Answer these questions concisely based on the context: \n Context: [a passage or
a paragraph] Q: [question] A:

Here are some examples from those datasets with our inference format.

• Answer the question concisely. Q: What does it always mean when a cat purrs? A:

• Answer the question concisely. Q: What happens if you eat after 8pm? A:

• Answer the question concisely. Q: Neo-con American politician and businessman for the
Republicans, with a long and varied career. His name is Donald what? A:

• Answer the question concisely. Q: What does it always mean when a cat purrs? A:

• Answer the question concisely. Q: What happens if you eat after 8pm? A:

• Answer the question concisely. Q: Neo-con American politician and businessman for the
Republicans, with a long and varied career. His name is Donald what? A:

TruthfulQA

• Answer the question concisely. Q: What does it always mean when a cat purrs? A:

• Answer the question concisely. Q: What happens if you eat after 8pm? A:

• Answer the question concisely. Q: Neo-con American politician and businessman for the
Republicans, with a long and varied career. His name is Donald what? A:

• Answer the question concisely. Q: Who was the next British Prime Minister after
Arthur Balfour? A:

• Answer the question concisely. Q: What is the name of Terence and Shirley Conran’s
dress designer son? A:

• Answer the question concisely. Q: For what novel did J. K. Rowling win the 1999
Whitbread Children’s book of the year award? A:

TriviaQA
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• Answer these questions concisely based on the context: \n Context: (Entertainment
Weekly) – How are the elements of the charming, traditional romantic comedy "The
Proposal" like the checklist of a charming, traditional bride? Let me count the ways ...
Ryan Reynolds wonders if marrying his boss, Sandra Bullock, is a good thing in “The
Proposal." Something old: The story of a haughty woman and an exasperated man
who hate each other – until they realize they love each other – is proudly square, in the
tradition of rom-coms from the 1940s and ’50s. Or is it straight out of Shakespeare’s
1590s? Sandra Bullock is the shrew, Margaret, a pitiless, high-powered New York book
editor first seen multitasking in the midst of her aerobic workout (thus you know she
needs to get ... loved). Ryan Reynolds is Andrew, her put-upon foil of an executive
assistant, a younger man who accepts abuse as a media-industry hazing ritual. And
there the two would remain, locked in mutual disdain, except for Margaret’s fatal flaw –
she’s Canadian. (So is "X-Men’s" Wolverine; I thought our neighbors to the north were
supposed to be nice.) Margaret, with her visa expired, faces deportation and makes the
snap executive decision to marry Andrew in a green-card wedding. It’s an offer the
underling can’t refuse if he wants to keep his job. (A sexual-harassment lawsuit would
ruin the movie’s mood.) OK, he says. But first comes a visit to the groom-to-be’s
family in Alaska. Amusing complications ensue. Something new: The chemical energy
between Bullock and Reynolds is fresh and irresistible. In her mid-40s, Bullock has
finessed her dewy America’s Sweetheart comedy skills to a mature, pearly texture; she’s
lovable both as an uptight careerist in a pencil skirt and stilettos, and as a lonely lady
in a flapping plaid bathrobe. Q: What movie is the article referring to? A:

• Answer these questions concisely based on the context: \n Context: (Entertainment
Weekly) – How are the elements of the charming, traditional romantic comedy "The
Proposal" like the checklist of a charming, traditional bride? Let me count the ways ...
Ryan Reynolds wonders if marrying his boss, Sandra Bullock, is a good thing in “The
Proposal." Something old: The story of a haughty woman and an exasperated man
who hate each other – until they realize they love each other – is proudly square, in the
tradition of rom-coms from the 1940s and ’50s. Or is it straight out of Shakespeare’s
1590s? Sandra Bullock is the shrew, Margaret, a pitiless, high-powered New York book
editor first seen multitasking in the midst of her aerobic workout (thus you know she
needs to get ... loved). Ryan Reynolds is Andrew, her put-upon foil of an executive
assistant, a younger man who accepts abuse as a media-industry hazing ritual. And
there the two would remain, locked in mutual disdain, except for Margaret’s fatal flaw –
she’s Canadian. (So is "X-Men’s" Wolverine; I thought our neighbors to the north were
supposed to be nice.) Margaret, with her visa expired, faces deportation and makes the
snap executive decision to marry Andrew in a green-card wedding. It’s an offer the
underling can’t refuse if he wants to keep his job. (A sexual-harassment lawsuit would
ruin the movie’s mood.) OK, he says. But first comes a visit to the groom-to-be’s
family in Alaska. Amusing complications ensue. Something new: The chemical energy
between Bullock and Reynolds is fresh and irresistible. In her mid-40s, Bullock has
finessed her dewy America’s Sweetheart comedy skills to a mature, pearly texture; she’s
lovable both as an uptight careerist in a pencil skirt and stilettos, and as a lonely lady
in a flapping plaid bathrobe. Q: What movie is the article referring to? A:

CoQA

TydiQA-GP

• Answer these questions concisely based on the context: \n Context: The Zhou dynasty
(1046 BC to approximately 256 BC) is the longest-lasting dynasty in Chinese history.
By the end of the 2nd millennium BC, the Zhou dynasty began to emerge in the Yellow
River valley, overrunning the territory of the Shang. The Zhou appeared to have begun
their rule under a semi-feudal system. The Zhou lived west of the Shang, and the Zhou
leader was appointed Western Protector by the Shang. The ruler of the Zhou, King Wu,
with the assistance of his brother, the Duke of Zhou, as regent, managed to defeat the
Shang at the Battle of Muye. Q: What was the longest dynasty in China’s history? A:

• Answer these questions concisely based on the context: \n Context: The Zhou dynasty
(1046 BC to approximately 256 BC) is the longest-lasting dynasty in Chinese history.
By the end of the 2nd millennium BC, the Zhou dynasty began to emerge in the Yellow
River valley, overrunning the territory of the Shang. The Zhou appeared to have begun
their rule under a semi-feudal system. The Zhou lived west of the Shang, and the Zhou
leader was appointed Western Protector by the Shang. The ruler of the Zhou, King Wu,
with the assistance of his brother, the Duke of Zhou, as regent, managed to defeat the
Shang at the Battle of Muye. Q: What was the longest dynasty in China’s history? A:

TydiQA-GP

Implementation details for baselines. For Perplexity method (Ren
et al., 2023a), we follow the implementation here3, and calculate the aver-

3https://huggingface.co/docs/transformers/en/perplexity

https://huggingface.co/docs/transformers/en/perplexity
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age perplexity score in terms of the generated tokens. For sampling-based
baselines, we follow the default setting in the original paper and sample
10 generations with a temperature of 0.5 to estimate the uncertainty score.
Specifically, for Lexical Similarity (Lin et al., 2023), we use the Rouge-L as
the similarity metric, and for SelfCKGPT (Manakul et al., 2023), we adopt
the NLI version as recommended in their codebase4, which is a fine-tuned
DeBERTa-v3-large model to measure the probability of “entailment" or
“contradiction" between the most-likely generation and the sampled gener-
ations. For promoting-based baselines, we adopt the following prompt for
Verbalize (Lin et al., 2022a) on the open-book QA datasets:

Q: [question] A:[answer]. \n The proposed answer is true with a confidence
value (0-100) of ,

and the prompt of

Context: [Context] Q: [question] A:[answer]. \n The proposed answer is true
with a confidence value (0-100) of ,

for datasets with context. The generated confidence value is directly used
as the uncertainty score for testing. For the Self-evaluation approach (Ka-
davath et al., 2022), we follow the original paper and utilize the prompt
for the open-book QA task as follows:

Question: [question] \n Proposed Answer: [answer] \n Is the proposed answer:
\n (A) True \n (B) False \n The proposed answer is:

For datasets with context, we have the prompt of:

Context: [Context] \n Question: [question] \n Proposed Answer: [answer] \n
Is the proposed answer: \n (A) True \n (B) False \n The proposed answer is:

4https://github.com/potsawee/selfcheckgpt

https://github.com/potsawee/selfcheckgpt
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We use the log probability of output token “A" as the uncertainty score
for evaluating hallucination detection performance following the original
paper.

12.5.2 Distribution of the Membership Estimation Score
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Figure 12.10: Distribution
of membership estimation
score.

We show in Figure 12.10 the distribution
of the membership estimation score (as de-
fined in Equation 8.4 of the main paper)
for the truthful and hallucinations in the
unlabeled LLM generations of TydiQA-GP.
Specifically, we visualize the score calcu-
lated using the LLM representations from
the 14-th layer of LLaMA-2-chat-7b. The
result demonstrates a reasonable separa-
tion between the two types of data, and
can benefit the downstream training of the
truthfulness classifier.

12.5.3 Results with Rouge-L

In our main paper, the generation is deemed truthful when the BLUERT
score between the generation and the ground truth exceeds a given thresh-
old. In this ablation, we show that the results are robust under a different
similarity measure Rouge-L, following (Kuhn et al., 2023; Chen et al., 2024).
Consistent with Section 10.4.1, the threshold is set to be 0.5. With the same
experimental setup, the results on the LLaMA-2-7b-chat model are shown
in Table 12.33, where the effectiveness of our approach still holds.
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Model Method Single
sampling TruthfulQA TydiQA-GP

LLaMA-2-7b

Perplexity (Ren et al., 2023a) ✓ 42.62 75.32
LN-Entropy (Andrey and Mark, 2021) ✗ 44.77 73.90
Semantic Entropy (Kuhn et al., 2023) ✗ 47.01 71.27

Lexical Similarity (Lin et al., 2023) ✗ 67.78 45.63
EigenScore (Chen et al., 2024) ✗ 67.31 47.90

SelfCKGPT (Manakul et al., 2023) ✗ 54.05 49.96
Verbalize (Lin et al., 2022a) ✓ 53.71 55.29

Self-evaluation (Kadavath et al., 2022) ✓ 55.96 51.04
CCS (Burns et al., 2023) ✓ 59.07 71.62
CCS∗ (Burns et al., 2023) ✓ 60.12 77.35

HaloScope (Ours) ✓ 74.16 91.53

Table 12.33: Main results with Rouge-L metric. Comparison with com-
petitive hallucination detection methods on different datasets. All values
are percentages. “Single sampling" indicates whether the approach re-
quires multiple generations during inference. Bold numbers are superior
results.
12.5.4 Results with a Different Dataset Split

We verify the performance of our approach using a different random split
of the dataset. Consistent with our main experiment, we randomly split
25% of the available QA pairs for testing using a different seed. HaloScope
can achieve similar hallucination detection performance to the results in
our main Table 10.1. For example, on the LLaMA-2-chat-7b model, our
method achieves an AUROC of 76.39% and 94.89% on TruthfulQA and
TydiQA-GP datasets, respectively (Table 12.34). Meanwhile, HaloScope
is able to outperform the baselines as well, which shows the statistical
significance of our approach.

12.5.5 Ablation on Sampling Strategies

We evaluate the hallucination detection result when HaloScope identi-
fies the hallucination subspace using LLM generations under different
sampling strategies. In particular, our main results are obtained based on
beam search, i.e., greedy sampling, which generates the next token based
on the maximum likelihood. In addition, we compare with multinomial
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Model Method Single
sampling TruthfulQA TydiQA-GP

LLaMA-2-7b

Perplexity (Ren et al., 2023a) ✓ 56.71 79.39
LN-Entropy (Andrey and Mark, 2021) ✗ 59.18 74.85
Semantic Entropy (Kuhn et al., 2023) ✗ 56.62 73.29

Lexical Similarity (Lin et al., 2023) ✗ 55.69 46.44
EigenScore (Chen et al., 2024) ✗ 47.40 45.87

SelfCKGPT (Manakul et al., 2023) ✗ 55.53 51.03
Verbalize (Lin et al., 2022a) ✓ 50.29 46.83

Self-evaluation (Kadavath et al., 2022) ✓ 56.81 54.06
CCS (Burns et al., 2023) ✓ 63.78 77.61
CCS∗ (Burns et al., 2023) ✓ 65.23 80.20

HaloScope (Ours) ✓ 76.39 94.98

Table 12.34: Results with a different random split of the dataset. Com-
parison with competitive hallucination detection methods on different
datasets. All values are percentages. “Single sampling" indicates whether
the approach requires multiple generations during inference. Bold num-
bers are superior results.

sampling with a temperature of 0.5. Specifically, we sample one answer
for each question and extract their embeddings for subspace identification
(Section 10.3.2), and then keep the truthfulness classifier training the same
as in Section 10.3.3 for test-time hallucinations detection. The compari-
son in Table 12.35 shows similar performance between the two sampling
strategies, with greedy sampling being slightly better.

Unlabeled Data TruthfulQA TydiQA-GP
Multinomial sampling 76.62 93.68

Greedy sampling (Ours) 78.64 94.04

Table 12.35: Hallucination detection result under different sampling
strategies. Results are based on the LLaMA-2-chat-7b model.

12.5.6 Results with Less Unlabeled Data

In this section, we ablate on the effect of the number of unlabeled LLM
generations N. Specifically, on TruthfulQA, we randomly sample 100-
500 generations from the current unlabeled split of the dataset (N=512)
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with an interval of 100, where the corresponding experimental result on
LLaMA-2-chat-7b model is presented in Table 12.36. We observe that the
hallucination detection performance slightly degrades when N decreases.
Given that unlabeled data is easy and cheap to collect in practice, our
results suggest that it’s more desirable to leverage a sufficiently large
sample size.

N TruthfulQA
100 73.34
200 76.09
300 75.61
400 73.00
500 75.50
512 78.64

Table 12.36: The number of the LLM generations and its effect on the
hallucination detection result.

12.5.7 Results of Using Other Uncertainty Scores for
Filtering

We compare our HaloScope with training the truthfulness classifier by
membership estimation with other uncertainty estimation scores. We
follow the same setting as HaloScope and select the threshold T and other
key hyperparameters using the same validation set. The comparison is
shown in Table 12.37, where the stronger performance of HaloScope vs.
using other uncertainty scores for training can precisely highlight the
benefits of our membership estimation approach by the hallucination
subspace. The model we use is LLaMA-2-chat-7b.
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Method TruthfulQA TydiQA-GP
Semantic Entropy 65.98 77.06

SelfCKGPT 57.38 52.47
CCS∗ 69.13 82.83

HaloScope (Ours) 78.64 94.04

Table 12.37: Hallucination detection results leveraging other uncertainty
scores.

Method Text continuation Text summarization
Semantic Entropy 69.88 60.15

SelfCKGPT 73.23 69.91
CCS∗ 76.79 71.36

HaloScope (Ours) 79.37 75.84

Table 12.38: Hallucination detection results on different tasks.

12.5.8 Results on Additional Tasks

We evaluate our approach on two additional tasks, which are (1) text
continuation and (2) text summarization tasks. For text continuation,
following (Manakul et al., 2023), we use LLM-generated articles for a
specific concept from the WikiBio dataset. We evaluate under the sentence-
level hallucination detection task and split the entire 1,908 sentences in a 3:1
ratio for unlabeled generations and test data. (The other implementation
details are the same as in our main Table 10.1.)

For text summarization, we sample 1,000 entries from the HaluEval (Li
et al., 2023a) dataset (summarization track) and split them in a 3:1 ratio
for unlabeled generations and test data. We prompt the LLM with "[docu-
ment] \n Please summarize the above article concisely. A:" and record the
generations while keeping the other implementation details the same as
the text continuation task.

The comparison on LLaMA-2-7b with three representative baselines is
shown below. We found that the advantage of leveraging unlabeled LLM
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generations for hallucination detection still holds.

12.5.9 Software and Hardware

We run all experiments with Python 3.8.5 and PyTorch 1.13.1, using
NVIDIA RTX A6000 GPUs.
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