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Abstract

TOWARDS RELIABLE CLOUD SYSTEMS
Thanh D. Do

Although providing tremendous access to data and comppongr of thousands
of commodity servers, large-scale cloud systems must addrenew challenge:
they must detect and recover from a growing number of faslureboth hardware
and software components. The growing complexity of teabgypkcaling, manu-
facturing, design logic, usage, and operating environimenéases the occurrence
of failures. Bits, sectors, disks, machines, racks, andyrotimer components fail;
worse, they fail differentlyd.g, stop, corrupt, animp). Moreover, it is not rare
for today’s cloud systems to see a series of multiple fagdure., recovery itself
can see another failure.

Unfortunately, failure handling has proven to be problemiattoday’s cloud
systems. The failure recovery path is often complex, usgecified, and tested
less frequently than the normal path. As indicated by reckntd outage inci-
dents, existing large-scale cloud systems are still feagrid error-prone [119].
Thus, today’s systems have more responsibilities: theyldhamticipate not only
all individual failures but also rare combinations of faé@a. Moreover, they must

efficiently handle a variety of failures such as fail-silant performance failures.
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This dissertation begins with a simple question: why areysdlarge-scale
cloud systems not 100% reliable? We seek the answer to tlailquiestion by
making the following contributions. First, as recoveryusrently under-specified,
especially when handling multiple failures, we improve 8tate-of-the-art of
cloud recovery testing by introducing a novel frameworkr & (Failure Testing
Service) and BSTINI (Declarative Testing Specifications). WitATE, recovery
is systematically tested in the face of multiple failuresitAtADESTINI, correct
recovery is specified clearly, concisely, and precisely. apply this framework
to unearth failure recovery problems in three systems: HDte®keeper, and
Cassandra.

Second, to address the challenge of handling fail-silehtbers caused by
memory corruption and software bugs, we propose that clgstesis should
be hardened usingelectiveandlightweightversioning 6LEEVE). With this ap-
proach, actions performed by important parts of cloud systare checked by a
second implementation of the subsystem that uses lighhiyeagproximate data
structures. We apply the conceptsifeeVE to harden HDFS to form HARDFS.
We show that HARDFS is robust and efficient.

Third, we highlight one overlooked cause of performanchiffai limpware
— limping hardware whose performance degrades significaatinpared to its
specification. To measure the system-level impact of linrpwae assemblianp-
bench a set of tests that combine data-intensive load and limpwgctions, and
analyze five popular and varied cloud systems. We find thayrokud systems
are not limpware tolerant: limpware can severely impadrithsted operations,
nodes, and an entire cluster; it can calirsplock a situation where a system pro-

gresses extremely slowly and is not capable of failing cvéetalthy components.
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From these findings, we introduce PM(qerformance model-checkiagproach
that leverages abstraction and the limplock property tatthdimplock bugs in
complex systems effectively. In our preliminary experenee apply the PMC
approach to unearth two new limplock bugs in the Hadoop dptee execution
protocol.

Finally, we advocate that future generations of cloud sgstehould be built to
be limpware-tolerant. We hope that this dissertation hietpgy new insights into
rethinking reliability in the cloud and advancing the statehe-art of building

reliable systems.
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Chapter 1

Introduction

Three characteristics dominate today’s large-scale ctingpgystems. The first
is the prevalence of large storage clusters. Storage ctuatéhe scale of hun-
dreds or thousands of commodity machines are increasirgghgldeployed. At
companies like Amazon, Google, Yahoo, and others, thossaimtbdes are man-
aged as a single system [33, 91]. This first characteristicempowered the
second one: Big Data. On average, a person can generatebgt¢eod digital
data annually [127], a scientific project can capture hutslcé gigabytes of data
per day [152, 166], and an Internet company can store mellfiptabytes of web
data [132, 144]. This second characteristic attracts ting:tlarge computational
jobs. Web-content analysis has become popular [65, 14#ntssts now run a
large number of complicated queries [104], and it is becgntypical to run tens
of thousands of jobs on a set of files [18, 56].

Although providing tremendous access to data and compptager of thou-
sands of commodity servers, large-scale cloud systemsadséss a new chal-

lenge: they must detect and recover from a growing numbeaibfrés, in both



hardware and software components [17, 37, 100, 105]. Bitdpss, disks, ma-
chines, racks, and many other components fail. With mifliohservers and hun-
dreds of data centers, there are millions of opportunitestfese components to
fail [100]. Failing to deal with failures will directly impat the reliability, avail-
ability and performance of data and jobs. Unfortunatelyjiufa recovery has
proven to be challenging in these systems. For example bBa&dost millions
of photos due to simultaneous disk failures that shouldydr@ppen at the same
time [131] (but it happened); a large bank was fined a recdad ¢ £3 millions
after losing data on thousands of its customers [135]; TiMdBidekick, which
uses Microsoft’s cloud service, also lost its customer fiE28]. Bug repositories
of open-source cloud software hint at similar problems [T®lese incidents have
shown that existing large-scale storage systems areratiflé and error-prone.

Thus, as failure becomes the norm, when data is lost andaauéy and per-
formance are reduced, we should no longer blame the faibuterather the in-
ability to handle the failure. Although failure-handlingnciples have been high-
lighted before [34, 59, 90, 140, 141, 149], they were progdasenuch smaller set-
tings [37]. At a larger scale, we believe today systems haweemesponsibilities:
they should anticipate not only all individual failures lal$o rare combinations
of failures [100]; they must efficiently handle a variety afneponent failures,
ranging from fail-stop failurese(g, machine crashes and disk failures) to more
subtle ones such as fail-silent and performance failuresltrag from memory
corruption, software bugs [20, 101, 151], and degradedvwemnel [77, 79].

A component failure, if not handled properly, may lead to aolgksystem
failure. Although most systems are equipped with recovegyclto handle com-

ponent failures, it is possible that during recovery of tinst ftomponent failure,



more failures could occur. Therefore, in this dissertativa focus on one of the
biggest challenges with failure recovery in the cloud —uiekduring recovery.
Moreover, not all component failure modes are straightésdito handle. While
fail-stop failures can be easily detected using timeoutsearor exceptiondail-
silentfailures, scenarios where a component just simply misktehawtead of
crashing, are much harder to deal with. Finally, a compooantsuffer fronper-
formance degradatigra failure mode that has not been well-studied in the cloud
context. As a result, in this dissertation, we also focusemmniques to handle
these two vexing failure modes.

These observations leave many pressing challenges fe-$mae system de-
signers: How can we verify the correctness of cloud systenwiv they deal
with the wide variety of possible combinations of componfailtires {.e., fail-
uresduringrecovery)? How can we build distributed systems that effityehan-
dle fail-silent failures? What are the impact of degradeware on today’s
systems? How should future-generation systems handlgdkiag failure mode
effectively? Answers to these questions are crucial indingj reliable cloud sys-

tems. We address these challenges with the following darttans.

e First, we build a new testing framework for cloud recoveryTE (Failure
Testing Service) and BEsTINI (Declarative Testing Specifications). With
FATE, recovery is systematically tested in the face of multipleifes. With
DESTINI, correct recovery is specified clearly, concisely, andigedyg [96].
We integrated our framework to three popular cloud systebasgandra,
HDFS, and Zookeeper), explored over 40,000 failure scesawrote 74

specifications, found 16 new bugs, and reproduced 51 old bugs



e Second, we proposgelectiveandlightweightversioning ELEEVE), a new
approach for building systems that efficiently handle $diént (non fail-
stop) behaviors that could result from memory corruptiosadtware bugs.
The sLEEVE principle advocates that developers selectively protepoi-
tant subsets of a target system in a lightweight and apprabemanner [168].
We appliedsLEEVE to harden HDFS to form HARDFS; through experi-
ments, we showed that HARDFS detects and recovers from a naruge
of fail-silent behaviors caused by random bit flips, tardeterruptions, and

real software bugs.

e Third, we analyze the impact of degraded hardware on fivelpopnd var-
ied cloud systems (Cassandra, Hadoop, HBase, HDFS, aneéZpek and
show that slow hardware can severely impact distributedatioms, nodes,
and an entire cluster. We uncover many design deficiencibese systems
that can causémplock a situation where a system progresses extremely
slowly and is not capable of failing over to healthy compdsdne., the

system idockedin limping mode) [79].

e Finally, we introduce PMC (Performance Model-Checking)ew approach
that enables finding limplock bugs in complex systems dffelst Unlike
traditional model checking that typically checks for catreess properties,
PMC verifies the performance properties of cloud systemsapyied the

PMC approach to unearth limplock bugs in Hadoop.

We discuss each of these contributions in the followingisast



1.1 A Framework for Cloud Recovery Testing

As mentioned above, a critical factor in the availabilitgliability, and perfor-
mance of cloud services is how they react to failure. Howguectitioners con-
tinue to bemoan their inability to adequately address tlmesevery problems.
For example, engineers at Google consider the current statrovery testing
to be behind the times [57], whereas others believe thag{acgle recovery re-
mains under-specified [37]. These deficiencies demand nproaghes in cloud
recovery testing.

To address this challenge, we present two advancements icuthent state-
of-the-art of testing. First, we introducesfe (Failure Testing Service). Unlike
existing frameworks where multiple failures are only exsd randomly [57, 167,
183], FATE is designed tsystematicallypush cloud systems into many possible
failure scenarios. A&TE achieves this by employinfgilure IDs as a new abstrac-
tion for exploring failures. Using failure IDs,AFE has exercised over 40,000
unique failure scenarios, and uncovered a new challengeexponential explo-
sion of multiple failures. To the best of our knowledge, we tre first to address
this in a more systematic way than random approaches. We g suroduc-
ing novel prioritization strategies that explore non-sanfailure scenarios first.
This approach allows developers to explore distinct regotsehaviors an order
of magnitude faster compared to a brute-force approach.

Second, we introduce E5TINI (Declarative Testing Specifications), which
addresses the second half of the challenge in recoverpgestpecification of ex-
pected behavior, to support proper testing of the recoved that is exercised by
FATE. With existing approaches, specifications are cundmesand difficult to

write, and thus present a barrier to usage in practice [99, 125, 146, 184]. To



address this, BSTINI employs a relational logic language that enables develop-
ers to write clear, concise, and precise recovery specditgitwe have written 74
checks, each of which is typically about 5 lines of code. Iditon, we present
several design patterns to help developers specify regotver example, devel-
opers can easily capture facts and build expectationse wgecifications from
different views €.g, global, client, data servers) and thus catch bugs closer to
the source, express different types of violationg)( data-loss, availability), and

incorporate different types of failures., crashes, network partitions).

1.2 Handling Fail-silent Failures with SLEEVE

Large-scale distributed storage systems [58, 87, 120, 4&&ih run on clusters
of thousands of unreliable commodity machines and must lbaaltl kinds of
component failures, while preserving the integrity of udata and system meta
data [37, 57, 58, 69, 100, 105]. At the individual machinesle¥wo common
failure modes that these systems face are machine crastieBskrfailures. To
deal with these failures, there is a rich body of literatugsatibing detection and
recovery mechanisms such as journaling [90], RAID [59, 14hjd redundant
hardware [34]. With these advancements, fail-stop machntkedisk failures are
no longer considered a single point of failure in many of §dslaloud systems.
Although many cloud systems are able to handle fail-stdpries, they do face
new challenges. First, the systems run at a large scale(§89,105]; thus, failures
that used to be rare(g, memory corruption) become more frequent [101, 151].
Second, modern software is increasingly complex, and tbiétsvare bugs are

becoming more common. If not handled properly, errors tegufrom memory



corruption and software bugs could become a single poirdihfre.

Observations from real systems show that these failureteeahto transient,
non-deterministic errors, and make the system exlfdiisilent behaviors €.g,
send corrupt messages) rather than crashing; theseléat-gsirrors can lead to
data loss, unavailability, and prolonged debugging ef2®t 101]. For instance,
in 2008, Amazon S3, a popular cloud storage service, suffieoen a severe out-
age when corrupt state information spread throughout teesy[20]. Interest-
ingly, since the corruption happened to internal statermfdion, messages con-
taining that corrupt state were still intelligible, and tberruption could not be
detected by an MD5 checksum on the messages.

To effectively handle fail-silent errors, we propose thiatributed systems be
built with selectiveand lightweightversioning 6LEEVE). The goal ofSLEEVE
is to detect silent faults in select subsystems of a targgesyand to do so in a
lightweight manner (with little space and performance bead). For example,
a developer can pick some important functionaligyg( file-system namespace
management) and protect that functionality from fail+silbehaviors by devel-
oping a second lightweight implementation of the functidgpa This approach
essentially transforms a target system into an efficientwersion form that can
detect (and recover from) fail-silent behaviors.

Using thesLEEVE approach, we harden the Hadoop file system (HDFS) [155].
Although HDFS already contains some mechanisms for datpetnd recover-
ing from errors €.g, replication and checksums), bugs have been found in these
mechanisms, and our experiments show that HDFS is stilepide to memory
corruptions. Thus, additional hardening to prevent daga is useful. We harden

three pieces of HDFS functionality: namespace managemeplica manage-



ment, and the read/write protocol, creating three robusesys, called HARDFS-
N, HARDFS-R, and HARDFS-D respectively.

We evaluate the effectiveness of HARDFS by injecting randbanflips, cor-
rupting targeted fields of important data structures, amdreglucing known bugs.
Our experimental results show that while HDFS silently ratges in many
cases, HARDFS effectively isolates the faulty behaviohsd it remains within a
single node. In particular, HARDFS handles 90% of the fidrg faults that result
from random memory corruption and correctly detects andvexs from 100% of
78 targeted corruptions and 5 real-world bugs that we r@iluite in our code base.
Since errors do not propagate to persistent storage or tiakss, previously fail-
silent errors are transformed into fail-stop errors, eimgithe use of standard re-
covery mechanisms such as failover, single-machine reboekecution of fsck.
Furthermore, HARDFS detection can often pinpoint corrugtadstructures, en-
abling micro-recovery that repairs small portions of cptad state. HARDFS is

able to micro-recover in seconds instead of rebooting owa@rtynmours.

1.3 Limplock: Understanding the Impact of Limp-
ware on Scale-out Cloud Systems

In addition to fail-silent failures, performance failurage considered another big
challenge in large-scale system management. Recent werkddressed many
sources of performance failures such as heterogeneoussy$95, 187], un-
balanced resource allocation [94, 154, 172], software pLg8], configuration
mistakes [28], and straggling tasks [22, 72].

In this dissertation, we highlight one often-overlookedsm of performance



failures: limpware! — hardware whose performance degrades significantly com-
pared to its specification. The growing complexity of tedogy scaling, manu-
facturing, design logic, usage, and operating environimenéases the occurrence
of limpware. We believe this trend will continue, and the ceyt of performance-
perfect hardware no longer holds. We have collected reploatsshow how disk
and network performance can drop by orders of magnitude.

From these reports, we also find that unmanaged limpwareezahtb cas-
cades of performance failures across system component&xkmple, at Face-
book, “there was a case of a 1-Gbps NIC on a machine that slyddtmted
transmitting at only 1 Kbps, which then caused a chain reaatpstream in such
a way that the performance of the entire workload for a 108encluster was
crawling at a snail’s pace, effectively making the systemmvaiiable for all practi-
cal purposes” [13]. We name this conditiimplocl, a situation where a system
progresses extremely slowly due to limpware and is not dapalailing over to
healthy components.€., the system enters and cannot exit from limping mode).

These stories led us to raise the following questions: Aday® cloud sys-
tems susceptible to limplock? What are the system-levehotgpof limpware on
cloud systems, and how to quantify them? Why can limpwarerimaahine sig-
nificantly degrade other nodes or even the entire clustery dféks this happen
in current system designs?

To address these questions, we assemlitegbench a set of benchmarks

that combine data-intensive load and limpware injectiang,(a degraded NIC

lIn the automotive industry, the tertimp modeis commonly used to describe a situation
where the vehicle computer receives sensor signals outsigeeogrammed specifications. The
same term is often used for software systems that exhidibpeance faults [112]. We adopt the
same term in the context of degraded hardware.

2Analogous to gridlock.
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or disk). We benchmarked five popular and varied scale-ostesys (Hadoop,
HDFS, ZooKeeper, Cassandra, and HBase). With this analysisinearth dis-
tributed protocols and system designs that are susceptilbieplock and show
how limplock can cascade in these systems. For examplegke stow NIC can
make many map/reduce tasks enter limplock and eventuakg mahole Hadoop
cluster in limplock.

The limpbench results show that limpware can cripple nog tm operations
running on it, but also other healthy nodes, or even worsehalevcluster. To
classify such cascading failures, we introduce the cosa#piperation node and
cluster limplock Operation limplock is the smallest measure of limplock vehe
only the operations that involve limpware are experiengfgvdowns. Node
limplock is a more severe condition where operations thastrbe served by a
limplocked node will be affected although the operationsdiinvolve limpware.
Finally, cluster limplock is the most severe situation whempware makes the
performance of an entire cluster collapse.

We show how these three classes of limplock can occur in ogetaystems.
We also pinpoint system designs that allow limplock to océtor example, we
find issues such as coarse-grained timeouts, single poperédrmance failure,
resource exhaustion due to multi-purpose threads/queespryless/revokeless
retries, and backlogs in unbounded queues.

Our findings show that although today’s cloud systems atitedundant re-
sources, they are not capable of making limpwiiein place Performance
failures cascade, productivity is reduced, resources raderutilized, and energy
is wasted. Therefore, we advocate that limpware should hseidered as aew

and important failure mode that future cloud systems shmadage.
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1.4 Limplock Detection with PMC

Our approach for unearthing limplock bugs presented indbedection has two
limitations. First, it is time consuming: for every protdcave need to create
a microbenchmark, set up the experiment, run the benchraark analyze the
results manually. Moreover, we had to perform white boxhgia that involves
instrumenting the systems and manually debugging for thiecause. Second, we
were unsure whether any more limplock bugs could be caugitinStance, in
Hadoop, we only found three bugs, leading us to raise thetignesre there any
limplock bugs in Hadoop, beyond the three bugs we have foiiel@mbarked on
a thorough study of 5,000 issues that have been reportecihyatioop developers
and discovered a surprising result: we found in total 38 loukissues that appear
consistently throughout the development of Hadoop.

These findings strongly motivate our work: we need a more plohapproach
to handle this pervasive problem. In particular, we seeknewer an important
guestion:how can we find (ideally all) limplock problems in complexudsys-
tem® To answer this important question, we present PMC (Petgoo@ Model-
Checking), a new approach that leverages model checkingdaigep limplock
bugs in current cloud systems efficiently.

Model checking [111] is a verification technique that hasnbesed to catch
hard-to-findcorrectnessugs in concurrent and distributed systems [68, 82, 133,
183, 184, 185]. Model checkers take a model of the system>gpidreall reach-
able states of that system in order to verify correctnespeasties such as the ab-
sence of deadlock or data loss. As a result, model checkisgjtisble for finding
intricate errors that are difficult to find in traditional tiesy.

Nevertheless, one of the biggest drawbacks with using mdulking is the
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problem of state space explosion. That is, the state spacgrow exponentially
as the model gets bigger and more complicated. Thus, resog@g, memory)
required by a model checker can quickly grow beyond the g¢gpat modern
machines. Moreovegccuratelymodeling a system, especially its performance
aspect, is challenging [36, 115].

In PMC, we address these problems by usabgtractionand leveraging the
limplock property Abstraction is a well-known technique that has been used in
model checking to simplify the model of a system, making nhetlecking feasi-
ble [118]. Using abstraction, we can construct a model thptures only details
(e.g, protocols and data structures) that matter, thus significaimplifying the
model. Moreover, by leveraging the limplock property, werghd need accurate
performance modeling, as limplock bugs can be caught uslativeperformance
comparison. In our preliminary experience, we apply PMCaticle limplock bugs
in an interesting case study - the Hadoop speculative exacptotocol. Our re-
sults are promising: we found tweewlimplock bugs that were not found by our
previous approach. Moreover, it takes only about an houo@mmodel checker

to run and catch the bugs.

1.5 Summary of Contributions / Outline

Bellow, we summarize the contributions and present therautbr the rest of this

dissertation.

e Background: Chapter 2 provides a background on large-scale cloud sys-

tems together with failures they need to handle.

e A cloud recovery testing framework Chapter 3 presentsafFe and Des-

TINI, a new framework for cloud recovery testing. The framewargtioves
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the state-of-the-art of recovery testing by providing amowvative way for
developers to test the recovery code of cloud systems sgfitatly against
multiple failures and to write clear and concise recovegcgjrations. This

framework serves as the first major contribution of the dissien.

A new approach to handle fail-silent failures Chapter 4 presents EEVE,

an efficient approach to harden cloud systems againstifailt$ailures, and
its application to HDFS. Unlike traditional and heavy-waigpproaches,
SLEEVE selectively protects important functions of cloud systemsslight-
weight manner and leverages their existing crash-tolerathanisms to
recover. The concept (fLEEVE and its application to HDFS serve as the

second major contribution of this dissertation.

An analysis on the impact of impware and a new approach for Iimplock
detectiont Chapter 5 presents the first study on the impact of limpware o
today scale-out systems. The study shows that unmanagpd/dire can
lead to limplock, a severe performance degradation. Ch#&pirgtroduces
PMC, a new model checking approach to unearth deep limplags In
distributed systems. Both the limplock study and the PMQaggh serve

as the third major contribution of this dissertation.
Related work: Chapter 7 summarizes related research efforts.

Conclusion and Future Work: Chapter 8 summarizes this dissertation,

highlights lessons learned, and presents future work.
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Chapter 2

Background

In this chapter, we provide the background information thativates the need for
this dissertation. Specifically, we present an overvievoday's large-scale cloud
systems (Section 2.1) and the challenge of handling diftdeglure modes in the

cloud (Section 2.2).

2.1 Large-Scale Cloud Systems

The field of computing is changing. In the past, improving pomational perfor-
mance of a single machine was the key to improving applingterformance. To-
day, with the advent of large-scale computing, improvingligation performance
can be as simple as adding more machines. At companies likkezé&m Google,
Yahoo, and others, clusters of thousands of nodes are used #broad range
of Big-Dataapplications that collect and analyze data at a massive g3/ 91].

These thousand-node clusters are managed by large-soatk syistems, which

play a critical role in providing users with massive dataemscand computation.
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Google, perhaps, is the most visible example of large-smaieputing. Over
the last ten years, Google has published several hightgueapers that describe
the design of their large-scale cloud systems. For instaheeGoogle storage
platform is managed by GFS, a scalable distributed file ay$8¥], which pro-
vides fault tolerance while running on inexpensive comrtyodardware and de-
livers high aggregate performance to a large number oftsliefo harness paral-
lel computing power of their server farms, Google uses MajiRe, a computing
framework that enables programmers without any experievitte parallel and
distributed systems to easily utilize resources of a laig&iduted system [72].
Users only need to specifymapfunction that processes key/value pairs to create
a set of intermediate key/value pairs, angtducefunction that merges the inter-
mediate values that share the same key to combine the delatagthe run-time
system handles details of data partitioning, schedulmay balancing, and error
recovery. To manage structured data, Google introducetaBlg, a system that
provides capabilities similar to those seen in databadermsss but is specially de-
signed to scale to petabytes of data across thousands of @dityrservers [58].
BigTable uses GFS to store its log and data files, while reles highly available
and persistent distributed lock service called Chubby émrdination [53].

Although papers from Big-Data giants such as Google and Amazesent
numerous important concepts for large-scale system degtuyey are fairly secre-
tive about many specific details. Moreover, cloud systems fthese companies
are typically closed-source, making it challenging forenessted researchers to
perform further analysis. Fortunately, many open-souecsigns of these systems
are available. In this thesis, we examine five large-scaleopen-source systems,
namely HDFS, Hadoop, HBase, Zookeeper, and Cassandralj@74120, 155].
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We choose these systems for examination because of thaviiojjaeasons.
First, they represent a wide range of large-scale cloucksysthat are typically
deployed in many places (HDFS, Hadoop, HBase, and Zookespesimilar
to Google’s GFS, MapReduce, BigTable, and Chubby respdgiNCassandra
is similar to Amazon’s famous key-value system Dynamo [[73gcond, even
though being open-source software, these systems arg fiaadure and full of
functionality. Finally, each system comes with a publialailable issue reposi-
tory that contains bug reports, patches, and discussidmexyevelopers regarding
the issues. These repositories are invaluable for studshiagjenging problems
that the systems have been encountering.

We now highlight parts of this dissertation that relate testhfive large-scale
cloud systems. In Chapter 3, we introdueg £ and DESTINI, an innovative cloud
recovery testing framework to unearth recovery problemddS, Cassandra,
and Zookeeper . Although our results are specific to thedersigs the approach
we use is general and applicable to other systems as wellh&pt€r 4, we ap-
ply the SLEEVE approach to harden HDFS against fail-silent behaviorsezhby
memory corruption and software bugs. Again, th&EVE approach is general,
even though our implementation is specific to HDFS. In Chepteve analyze the
impact of degraded hardware on all five systems. Finally,hagZer 6, we apply

the PMC approach to find limplock bugs in Hadoop.

2.2 Failures In The Cloud

Although providing tremendous access to data and compptongr of thousands

of commodity servers, large-scale cloud systems must addraew challenge:
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Failure | Description
0.5 overheating Power down most machines in 5 mins, 1-2 days to recover.
1 PDU failure | 500-1000 machines suddenly disappear for 6 hours.
1 network rewiring| Rolling 5% of machines down over 2-day span.
1 rack move| 500-1000 machines powered down, 6 hours to come back.
20 rack failures| 40-80 machines instantly disappear for 1-6 hours.
5 racks go wonky| 40-80 machines see 50% packet loss.
8 network maintenances 4 might cause 30-minute random connectivity losses.
12 router reloads Takes out DNS and external vips for a couple minutes.
3 router failures| Have to immediately pull traffic for an hour.
1000 machine failures Entire machine failures.
Thousands of disk failures Whole disk failures.

Table 2.1:Failures at Google Clusters.This table describes failures during the
first year in operation of a typical cluster at Google [70].

they must detect and recover from a growing number of faslune both hard-
ware and software components. The growing complexity dirtetogy scaling,
manufacturing, design logic, usage, and operating enwigart increases the oc-
currence of failures. Table 2.1 describes failures thapbapo a typical Google
cluster during its first year [70]. One can observe that mamgponents such as
disks, machines, routers, and racks can fail. Worse, theymwtae and more often
at a large scale [31, 150, 151]. Moreover, failure can beeeittansienté.g, tem-
porary loss of network connectivity) or permaneaiy, whole machine failures
due to power loss). As a result, it is a real challenge fordaggale cloud systems
to operate correctly under these diverse and high-frequiaiares.

A component failure, if not handled carefully, may lead to laoke-system
failure. Although most systems are equipped with recovegyclto handle com-
ponent failures, it is possible that during recovery of thst ftomponent failure,

more failures could occur. Moreover, not all componenufailtypes are straight-
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forward to handle. Unfortunately, failure handling hasyeno to be problematic
in today’s cloud systems. Recent incidents have shown tistireg large-scale
storage systems are still fragile and error-prone [131, 138]. Thus, today’s
large-scale cloud systems have more responsibilitiey. sheuld anticipate not
only all individual failures but also rare combinations aildires (.e., failure dur-
ing recovery) [100]; moreover, they must efficiently handle aetst of compo-
nent failures. In this dissertation, we distinguish threemponent failure modes
that cloud systems have to handle: fail-stop, fail-silant] performance failures.
Below, we explain each of these failure modes and their attiores to our con-
tributions in this dissertation.

First, large-scale cloud systems must harfiallestopfailures, situations where
system componensiopoperating completely and permanently. Examples of fail-
stop failures are machine crashes, whole-disk failured natwork outage. This
type of failure is typically detected using timeouts ana@eaxceptions. The chal-
lenge arises when the code base of cloud systems gets mopdesoover time,
and so does their recovery code. Unfortunately, the regmaae is often compli-
cated and under-specified [57]. Moreover, as hinted at bgéaie in Table 2.1, it
is not rare for large-scale cloud systems to see a seriesltptadailures,i.e., the
failure recovery itself can see another failure. As a reswdtfocus on one of the
toughest problems of failure recovery — failuharing recovery. It is beneficial to
be able to test the recovery code of cloud systems in the faceiltiple failures
systematically and efficiently. We address this challemg&hapter 3.

Moreover, in addition to fail-stop failures, a componem caffer from fail-
silent failures, which are much more challenging to deahwiFaults resulting

from undetected memory corruption and software bugs cahtteransient, non-
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deterministic errors, which can make a component exhfhitssilent behaviors
(e.g, send corrupt messages rather than crashing) [101]. Théslént behav-
iors are not detected, hence not handled; the systems smmghehave, causing
user frustration, degraded performance, and prolongedgighg efforts. For
instance, a single bit corruption in gossip messages madezAmS3 storage ser-
vice suffer from an 8-hour outage followed by manual recpy20]. We address
the challenge of handling fail-silent failure effectivetyChapter 4.

Finally, in addition to fail-stop and fail-silent failurgday’s large-scale cloud
systems must handperformancdailures, situations where a component just sim-
ply degrades in performance instead of crashing or misbhed&¥7, 78, 79]. Un-
fortunately, degraded components are often overlooketlifarot handled prop-
erly, they can cause severe impact such as the collapsefarpance of an entire
cluster. For instance, at Facebook, “there was a case of laps-SIC on a ma-
chine that suddenly started transmitting at only 1 Kbpsgciithen caused a chain
reaction upstream in such a way that the performance of ttie emorkload for
a 100-node cluster was crawling at a snail’'s pace, effdgtiviaking the system
unavailable for all practical purposes” [13]. We performeged analysis regarding
the impact of degraded hardware on today’s cloud systembapter 5.

In the rest of this chapter, we discuss some of the sourceédetlich to these

failure modes and how often they occur.

2.2.1 Fail-stop Failures

Fail-stop failures can be caused by many reasons such asrkaetutages, power
loss, and disk failures. Here, we explain disk failures itades it is one of the

major reasons that cause fail-stop failures.
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The magnetic medium of the disk can have imperfections,ihgatb head
crasheswhere the drive head contacts the surface momentarily. diumescratch
could occur when a patrticle is trapped between the drive heddhe media, lead-
ing to permanent failure of individual disk blocks [145].dRican also fail because
of mechanical reasons. A drive motor can spin irregularlfadrcompletely. Er-
ratic arm movements can cause head crashes and media flaactudate arm
movement caused by rotational vibration can mispositiendhive head during
writes, making the disk blocks inaccessible.

Many studies of disk failures show that disks can fail eitbempletely or
partially. A study of 100,000 disks over a period of five yeaysSchroeder et al.
showed that the average percentage of disks failing perigeaound 3% [150];
the authors also found that a set of disks from a manufachaea 13.5% failure
rate. Google also released a similar rate: 8.6% [143]. Basandaram et al.
found that a total of 3.45% of 1.53 million disks in productigystems developed

latent sector errors [30]; some bad disk drives had more 1080 errors.

2.2.2 Fail-silent Failures

Fail-silent failures could be caused by three primary sesiradisk corruption,
memory corruption, and software bugs.

Disk Corruption : Disk corruption happens when one reads a block of data from
the disk and receives unexpected contents. This can happ&arfous reasons.
The classic reason is thut rot in magnetic media, which occurs when the mag-
netism of a single bit or a few bits are flipped. This type oftpeon can often (but
not always) be detected and corrected with low-level ECCeztdbd in the drive.

Bugs in highly complex disk controller codes can also causekbcorruption.
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For instance, st write bug makes the disk report that a write has completed but
in fact it was never written to the disk [162];raisdirected writdoug makes the
controller write data to the disk but to the wrong locatioi$). Finally, software
bugs in device drivers and file systems can corrupt disk drainstance, buggy
device drivers can issue disk requests with bad parameteis@[62, 81].

After much anecdotal evidence of disk corruption has beeculgted [34,
162, 175], studies on large population of disk drives havenbeonducted. For
instance, in a study of 1.5 million drives over three yea@r@/asundaram et al.
found that nearly 1% of SATA drives exhibited corruption [3%pecifically, they
found that 400,000 blocks had checksum mismatches, cgetitnpossibility of
real data loss.

Memory Corruption: Memory errors can be induced by faulty memory chips. A
faulty RAM chip might flip random bits which might be transtear permanent.
Permanent or hard errors represent physical damage to ifheSuft or transient
errors might disappear upon retry or when a new value isevrith that location.
Memory corruption can also be caused by radiation mechanidResearchers
have found that an alpha particle penetration can causedamarsingle-bit er-
ror [130], cosmic rays can disrupt electronic circuits [JL&hd atmospheric neu-
trons can cause single event upsets (SEU) in memories [E3Aally, memory
corruption can also happen due to software bugs in systeittemin unsafe lan-
guages like C and C++. Dangling pointers, buffer overflowmsl, laeap corruption
can all result in memory corruption [35].

Evidence of memory corruption has been showed by many stu@erman
et al. collected data from a vast storehouse at IBM over 15-yeaogand con-

firmed the presence of errors in RAM and that the error rateglede with eleva-
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tion [136]. In a more recent study of memory errors in a largetfof commodity
servers over a period of 2.5 years [151], Schroeder et alergbd that DRAM
error rates are orders of magnitude higher than previowgpnted: 25,000 to
70,000 errors per billion device hours per Mbit. They alsgsaskied that more
than 8% of DIMMS are affected by errors per year. In a subsetgtady cover-
ing 300 terabyte-years of main memory, Hwang et al. showatktiharge fraction
of DRAM errors in the field can be attributed to hard errorsg[LOThey also
provided a detailed analytical study of their charactmsst

Software bugs Finally, large-scale cloud systems are getting increggioom-
plex, and thus software bugs are becoming more common. Bugtsefrom
open-source cloud systems show that a huge number of sefbugs are reported
daily [6, 7, 8, 10, 11]. If not handled properly, errors resg from software bugs

could cause fail-silent behaviors and become a single jpbifiailure.

2.2.3 Performance Failures
In addition to fail-stop and fail-silent failures, hardwatan suffer from perfor-

mance degradation. We term this conditlonpware- degraded hardware whose
performance degrades significantly compared to its spatidit. To the best of
our knowledge, there is no public large-scale data on limpwacurrences. Nev-
ertheless, we have collected from practitioners many astesdf degraded disks
and network components, along with the root causes and inegeaapacts [77].
These stories reaffirm the existence of limpware and thetiathardware perfor-
mance failures are not hidden at the device level but areseptm applications.
Disks: Due to the complex mechanical nature of disk drives, disk maments
wear out and exhibit performance failures. For examplesk dan have aveak

headwhich could reduce read/write bandwidth to the affectedt@taby 80%



23

or introduce more than 1 second latency on every 1/O [75]. IMe&cal spin-
ning disks are not immune tabration which can originate from bad disk drive
packaging, missing screws, constant “nagging noise” & danters, broken cool-
ing fans, and earthquakes, potentially decreasing dis@voigaih by 10-66% [84,
103]. The disk stack also includes complex controller cdu tan contain
firmware bugshat degrade performance over time [153]. Finally, as digkform
automatidoad sector remapping large number of sector errors will impose more
seek cost. We also hear anecdotes from practitioners. onge, media failures
can force disks to re-read each block multiple times befespaonding [14], and a
set of disk volumes incurred a wait time as high as 103 secami®rrected for
50 days, affecting the overall 1/0O performance [16]. We elwss have experi-
enced an impact of limpware; Emulab encountered an err&lDRontroller on

a boss node that crippled the testbed.

Network: A broken module/adapteran increase 1/O latency significantly. For
example, a bad Fibre Channel passthrough module of a busyerisiscan in-
crease user-perceived network latency by ten times [12].rokdn adapter can
lose or corrupt packets, forcing the firmware to perfamor correctingwhich
could slow down all connected machines. As a prime exampleepid Blue
Gene/P administrators found a bad batch of optical tramerethat experienced
a high error rate, collapsing throughput from 7 Gbps to jukbps; as the fail-
ure was not isolated, the affected cluster ceased to woik fLSimilar collapse
was experienced at Facebook, but due to a different causentfineers found a
network driver bugn Linux that degraded a NIC performance from 1 Gbpsto 1
Kbps [13]. Finally,power fluctuationsan also degrade switches and routers [80].

Processors and Memory Changes irsilicon technology scalingnd scaling op-



24

erating voltages tmear-thresholdfor energy efficiency will produce hardware
with high failure rates and variable performance [41]. Bssor and memory
degradation can also be attributedaging transistorsand might require new so-
lutions at the architecture or system level. Poorly desighermals, fan failures,
obstructions to airflow, and challenging workload mix caad¢ooverheategro-
cessors and memory, which can cause bandwidth throttliag][1Finally, man-
ufacturing variation in leakage and compensating powepicgpcan produce as

much as 26% variation in deployed systems [161].

2.3 Conclusion

It is clear that failures in the cloud are complex, diverse] &equent, and can
cause a real challenge for today’s large-scale cloud systén one hand, these
systems need to constantly provide high reliability, afaility, and performance
to users; on the other hand, they have to effectively hamdtpuient and complex
component failures. Unfortunately, failure-handling lgeoms still take place,
causing data loss, reduction in availability and perforoegarand prolonged de-

bugging efforts. This situation strongly motivates thed&m® this dissertation.
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Chapter 3

FATE and DESTINI: A Framework

for Cloud Recovery Testing

As failure becomes the norm in cloud computing, we believeyadspect of sys-
tem design that must be scrutinized more than ever befofalise handling
That is, how a system reacts and recovers upon detectingesil Specifically,
today’s large-scale cloud systems should anticipate niyt @hindividual fail-
ures but also rare combinations of failures [100]. Nevéeits failure recovery
has proven to be challenging in these systems, causingesesesequence such
as data loss, unavailability, and prolonged debuggingtefd®, 101, 128, 131].
Moreover, practitioners continue to bemoan their inaptitt adequately address
these recovery problems [37, 57].

In this chapter, we ask an important question: How can wdytre correct-
ness of cloud systems in how they deal with the wide varietgasfsible failure
modes? To answer this question, we present a novel testingework for cloud

recovery: IRTE (Failure Testing Service) ande3TINI (Declarative Testing Spec-
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ifications). With FATE, recovery is systematically tested in the face of multiple
failures. With DESTINI, correct recovery is specified clearly, concisely, and pre-
cisely. First, we dissect recovery problems in more de&salcfion 3.1). Next, we
define our concrete goals (Section 3.2), and present thgrdasd implementa-
tion of FATE (Section 3.3) and BsTINI (Section 3.4). We close this chapter with

evaluation (Section 3.5).

3.1 Recovery Problems

This section presents a study of recovery problems througle tdifferent lenses.
First, we recap accounts of issues that cloud practitiomave shared in the liter-
ature (Section 3.1.1). Since these stories do not refleatlsletve study bug/issue
reports of modern open-source cloud systems (Section)3Hirtally, to get more

insights, we dissect a failure recovery protocol (Sectidn3.

3.1.1 Lens#1: Practitioners’ Experiences

As well-known practitioners and academics have statece fitiure is a world
of failures everywhere” [88]; “reliability has to come frothe software” [69];
“recovery must be a first-class operation” [66]. These areabglimpse of the
urgency of the importance of failure recovery as we enteckbed era. Yet, prac-
titioners still observe recovery problems in the field. Tihgiaeers of Google’s
Chubby system, for example, reported data loss on four @mtadue to database
recovery errors [53]. In another paper, they reported arathperfect recovery
that brought down the whole system [57]. After they testedtslly with random

multiple failures, they found more problems. BigTable ewgirs also stated that
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Problems Count Definitions and Examples

Incorrect 68 (75%) Recovery exists but it is still incortect

Absent 14 (15%) Unanticipated failures.q, undetected corruption).
Coarse 7 (8%) A bad disk (out of many) shuts down a node.

Late 2 (2%) A failure not being detected/notified directly.
Implications Count Definitions and Examples

Data loss 13 (14%) Unrecoverable data lasg(loss of metadata or blocks).

Unavailability 48 (53%) Inaccessible blocks/nodes, fajlgbs/operations.
Corruption 19 (21%) Datais altered unexpectedly but stitlessible.
Unreliability 8 (9%) A corrupt replica is not timely replattevith good ones.
Performance 3 (3%) Increased latency or reduced bandwidth.

Table 3.1:HDFS Recovery Problems and Implications.This table shows the
results of bug/issue study in HDFS from 2006 to 2010. In tetalfound 91 issues
that pertain to recovery problems related to hardware faglu

cloud systems see all kinds of failuresd, crashes, bad disks, network partitions,
corruptions,etc) [58], which other practitioners also agree with [57, 69hey
also emphasized that, as cloud services often depend onodasth a recovery
problem in one service could permeate others, affectingadivavailability and
reliability [58]. To conclude, cloud systems fafrequent multiple anddiverse
failures [37, 57, 58, 69, 100]. Yet, recovery implementasi@re rarely tested

with complex failures and are not rigorously specified [37], 5

3.1.2 Lens #2: Study of Bug/Issue Reports

These anecdotes hint at the importance and complexity iréahandling, but
offer few specifics on how to address the problem. Fortupateny open-source
cloud projects €.9, ZooKeeper [107], Cassandra [120], HDFS [155]) publicly
share in great detail real issues encountered in the fieleketdre, we performed
an in-depth study of HDFS bug/issue reports [10]. There ameenthan 1300
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issues spanning 4 years of operation (April 2006 to July 200@ scan all issues
and study the ones that pertain to recovery problems duertiwhage failures.
For each relevant issue, we classify the recovery problémfour categories:
incorrect .9, recovery exists but still incorrect), abseatd, a particular failure
such as metadata corruption is unanticipated), coarseegtd.g, a faulty disk
out of many in a single machine leads to whole machine shutjland late €.g,

a failure not being detected or notified directly). We alsmsslfy implications of
each recovery problem. Table 3.1 summarizes our findings.

Beyond these quantitative findings, we also made severalhaditsons. First,
most of the internal protocols already anticipate failurelowever, they do not
cover all possible failures, and thus exhibit problems iacfice. Second, the
number of reported issues due to multiple failures is stilbB; the developers
only had reported 3 issues, which mostly arose in live dapkmts rather than
systematic testing. Finally, recovery issues appear nigtiarthe early years of
the development but also recently, suggesting the lack aftatble tools that can

exercise failures automatically.

3.1.3 Lens #3: Write Recovery Protocol

Given so many recovery issues, one might wonder what theenheomplex-
ities are. To answer this, we dissect the anatomy of HDFSewetovery. As
a background, HDFS provides two write interfaces: write apdend. There is
no overwrite. The write protocol looks simple, but when eliéint failures come
into the picture, recovery complexity becomes evidentuféd.1 shows the write

recovery protocol with three different failure scenarios.
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Figure 3.1:HDFS Write Recovery Protocol. N, C, R1/ 2, and numeric letters
represent the namenode, client, rack number, and datanedpectively. The
client always starts the activity to the namenode first leforthe datanodes.

e Data-Transfer Recovery: Figure 3.1a shows a client contacting the name-
node to get a list of datanodes to store three replicas of&l{g®). The
client then initiates the setup stage by creating a pipedm@aining the
nodes through which the setup message is s&nt (After the client re-
ceives setup acks from all the nodes, it starts the dataférastage and
waits for transfer acks from all the node . However, within this stage,
the third node crashesda). What Figure 3.1a shows is the correct be-
havior of data-transfer recovery. That is, the client ratee the pipeline
by excluding the dead node and continues transferring theskdyom the
last good offsetq2b); a background replication monitor will regenerate
the third replica in the future. The design decision behhid tcontinue-

on-surviving-nodes” approach (vs. creating a fresh 3-rmgeline) is that
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the client cannot retransfer a big bloakd, tens of MB) through a fresh
pipeline from the beginning because it only has a slidingdaim cache (5
MB by default).

Data-Transfer Recovery Bug: Figure 3.1b shows a bug in the data-transfer
recovery protocol; there is one specific code segment tinkdnpes a bad er-

ror handling of failed data transfesqa ). This bug makes the client wrongly
exclude the good node (Node2) and include the dead node @) ad¢he
next pipeline creationsgb ). Since Node3 is dead, the client recreates the
pipeline only with the first nodesgc ). If the first node also crashes at this
point (a multiple-failure scenario), no valid blocks arerstd. This imple-
mentation bug reduces availabilityg,, due to unmasked failures). We also
found data-loss bugs in the append protocol due to multglares (Sec-
tion 3.5.2).

Setup-Stage RecoveryFinally, Figure 3.1c shows how the setup-stage re-
covery is different than the data-transfer recovery. Higre client first cre-
ates a pipeline from two nodes in Rackl and one in Ras82), However,
due to the rack partitioningst ), the client asks the namenode again for a
new fresh pipelines0b) (vs. the continue-on-surviving-nodes approach).
The reason is that the client has not transferred any bytesthaus could
start streaming from the beginning. After asking the nandena several
retries (not shown), the pipeline contains only nodes irkR4s0b ). At the
end, all replicas only reside in one rack, which is correciase only one

rack is reachable during write [155].
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e Replication Monitor Bug: Although the previous case is correct, it reveals
a crucial design bug in the background replication monitdhis moni-
tor unfortunately only checks the number of replicas totithe locations.
Thus, even after the partitioning is lifted, the replicas aot migrated to
multiple racks. This design bug greatly reduces the blockilability if

Rack1 is completely unreachable (more in Section 3.4.2).

To sum up, we have illustrated the complexity of recovery bgveing how dif-
ferent failure scenarios lead to different recovery bebtxaviThere are more prob-
lems within this protocol and other protocols. Without arp@priate testing
framework, it is hard to verify recovery correctness; in digcussion of a newly
proposed recovery design, a developer raised a commentin™ see any proof
of correctness. How do we know this will not lead to the sametber prob-

lems? [10]”

3.2 Goals

To address the aforementioned challenges, we present aes@ngt framework

for cloud systems: &TE and DESTINI. We first present our concrete goals here.

e Target systems and usersWe primarily target cloud systems as they ex-
perience a wide variety of failures at a higher rate than ahgrosystems
in the past [97]. However, our framework is generic for ottestributed
systems. Our targets so far are HDFS [155], ZooKeeper [10d [Gassan-
dra [120]. We mainly use HDFS as our example in this chapteterims of
users, we target experienced system developers, with gédefonproving

their ability to efficiently generate tests and specifiaasio
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e Seamless integrationOur approach requires source code availability. How-
ever, for adoptability, our framework should not modify twle base sig-
nificantly. This is accomplished by leveraging mature iptsition tech-
nology .9, AspectJ). Currently our framework can be integrated to any

distributed systems written in Java.

e Rapid and systematic exploration of failures:Our framework should help
cloud system developers explore multiple-failure scersadautomatically
and more systematically than random approaches. Howewemplete
systematic exploration brings a new challenge: a massiviogtatorial ex-
plosion of failures, which takes tens of hours to exploreud;four testing
framework must also be equipped with smart exploratiortesgias to pri-

oritizing non-similar failure scenarios first.

e Numerous detailed recovery specificationstdeally, developers should be
able to write as many detailed specifications as possible. ribre spec-
ifications written, the finer bug reports produced, the lésg theeded for
debugging. Thus, our framework must meet two requiremehitst, the
specifications must be developer-friendlye( concise, fast to write, yet
easy to understand) or else developers will be reluctamivist in writing
specifications. Second, our framework must facilitas@avioralspecifica-
tions. We note that existing work often focusesiowvariant-like specifica-
tions. This is not adequate as recovery behaves differentler different
failure scenarios, and while recovery is still ongoing, slgetem is likely to

go through transient states where some invariants are tisfies.
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In the next subsequent sections, we describe in detail thigrdef FATE and
DESTINI. FATE enables the developers to systematically exercise thersisste-
covery code in the face of multiple failures. However, aftalures are injected,
system correctness still requires to be verified. ThussDNI allows the devel-
opers to write specifications to verify system correctnass ¢lear, concise, and

precise manner.

3.3 FATE: Failure Testing Service

Within a distributed execution, there are many points ic@land time where sys-
tem components could fail. Thus, our goal is to exerciseifad more method-
ically than random approaches. To achieve this, we prebee¢ tcontributions:
a failure abstraction for expressing failure scenario€tie 3.3.1), a ready-to-
use failure service which can be integrated seamlesslyaiodctystems (Sec-
tion 3.3.2), and novel failure prioritization strategibat speed up testing time by

an order of magnitude (Section 3.3.3).

3.3.1 Failure IDs: Abstraction For Failures

FATE’s ultimate goal is to exercise as many combinations of faglas possible.

In a sense, this is similar to model checking which exploiésrént sequences
of states. One key technique employed in system model chedkdéo record
the hashes of the explored states. Similarly in our case ntveduce the con-
cept offailure IDs, an abstraction for failure scenarios which can be hashdd an
recorded in history. A failure ID is composed of an I/O ID ahd tnjected failure

(Table 3.2). Below we describe these subcomponents in neded.d
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I/O ID Fields Values
Static  Func.call : OutputStream.flush()
Source File : BlockRecv.java (line 45)
Dynamic Stack trace : (the stack trace)
Node Id : Node2
Domain Source : Node2
specific  Dest. . Nodel
Net. Mesg. : Setup Ack

Failure ID = hash (1/0 ID + Crash ) = 2849067135

Table 3.2: A Failure ID. A failure ID comprises an I/O ID plus the injected
failure (e.g., crash). Hash is used to record a failure ID.

e |/O points: To construct a failure ID, we choose I/O poinise( sys-
tem/library calls that perform disk or network 1/0s) astdiad points, mainly
for three reasons. First, hardware failures manifest mted I/Os. Second,
from the perspective of a node in distributed systems, I/@tpare critical
points that either change its internal states or make a ehnigs outside
world (e.g, disks, other nodes). Finally, /O points are basic openatin
distributed systems, and hence an abstraction built ore thests can be

used for broader purposes.

e Static and dynamic information: For each I/O point, the I/O ID is gener-
ated from the staticg(g, system call, source file) and dynamic information
(e.g, stack trace, node ID) available at the point. Dynamic imfation is
useful to increase failure coverage. For example, reconeght behave
differently if a failure happens in different nodesd, first vs. last node in

the pipeline).
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e Domain-specific information: To increase failure coverage further, an I/O
ID carries domain-specific information; a common I/O poiotikd write to
different file types or send messages to different nodese’s interposi-
tion mechanism provides runtime information availableral/@ point such
as the target 1/0€.g, file names, IP addresses) and the 1/0 bufteg(
network packet, file buffer). To convert these raw inforroatinto a more
meaningful contextd.g, “Setup Ack” in Table 3.2), ETE provides an in-
terface that developers can implement. If the interfacenptg, FATE can

still run, but failure coverage could be sacrificed.

e Possible failure modes:Given an I/O ID, ATE generates a list of possible
failures that could happen before and after. For examples Eould throw
a bad-disk exception before a disk write, or crash a node #fte node
receives a message. Currently, we support failures suaiasis, permanent
disk failure, disk corruption, node-level and rack-levetwork partitioning,

and transient failure. We leave I/O reordering for futurekvo

3.3.2 Architecture

We built FATE with an aim towards quick and seamless integration to ogetar
systems. Figure 3.2 depicts the four component\EFworkload driver, failure

surface, failure server, and filters.

Workload Driver, Failure Surface, and Server

We first instrument the target systeend, HDFS) by inserting a “failure surface”.

There are many possible layers to insert a failure surfaagg {nside a system



36

e ) )
Workload Driver B e Failure
while (server injects / Server
new failurelDs) { AspectJ g
runWorkload(); Failure = Fail/
Il ex: hdfs.write Surface * No Fail?

Figure 3.2: FATE Architecture. This figure shows the architecture BATE with
four main components: failure surface, workload drivelifee server, and filters.
Target systems (e.g., HDFS) are instrumented with a faguréace, which gener-
ates failure IDs. The workload driver is where the develstach the workload
to be tested. The failure server systematically exploregaasible combinations
of failure IDs. Finally, filters control which failures to jact.

library or at the VMM layer). We do this between the targetteys and the
OS library €.g, Java SDK), for two reasons. First, at this layer, rich domai
specific information is available. Second, by leveragingureinstrumentation
technology é.g, AspectJ), adding the surface requires no modificationd@tite
base.

The failure surface has two important jobs. First, at eaGhpdint, it builds
the 1/0 ID. Second, it needs to check if a persistent failmjedted in the past
affects this 1/0 point €.g, network partitioning). If so, the surface returns an
error to emulate the failure without the need to talk to thevese Otherwise, it
sends the I/O ID to the server and receives a failure decision

The workload driver is where the developer attaches the iwadkto be tested
(e.g, write, append, or some sequence of operations, inclutdimgte- and post-
setups) and specifies the maximum number of failures injegéz run. As the
workload runs, the failure server receives I/O IDs from takufe surface, com-

bines the I/0 IDs with possible failures into failure IDsdamakes failure deci-



37

sions based on the failure history. The workload driver teates when the server

does not inject a new failure scenario.
Brute-Force Failure Exploration

By default, ATE runs in brute-force mode. That isATE systematically explores
all possible combinations of observed failure IDs. Thisase viafailure locking
andfailure history As an example, consider four failure IBs B, C, andD, not
known a priori. For two-failure scenariosaAFe should exercis&Bin one runAC

in another run, and so on. With failure locking, after thetfitm, the first failure
is locked toA (lock[1] = A ) such that in the next runafFE only injectsA for the
first failure. For the second failure, since the lock is enffiigk[2] = ), the
server will inject any new failureg(g, C) as long as the combinatioe.g, AQ
has not been exercised (in general, fbfailure combinations, ATE only uses
lock[1..N-1] ; lock[N] is always empty). If ETE does not observe a new
combination that starts with, the first failure is unlocked anéd is recorded in
history (history[1]= {A}) such that in the next runAfFE can exercise other
combinations that do not start with(e.g, BC). With this brute-force mode AFE
has exercised over more than 40,@60quecombinations of one, two and three
failure IDs .9, A, BC andACD.

Filters

FATE uses information carried in 1/0O and failure IDs to impleméhers at the
server side. A filter can be used to regenerate a particuilardascenario or
to reduce the failure space. For example, a developer cosktti a filter that
allows crash-only failures, failures only on some specifixs| or failures only at

datanodes.
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3.3.3 Failure Exploration Strategy

Running RTE in brute-force mode is impractical and time consuming. As an
example, we have run the append protocol with a filter thawadlcrash-only
failures on disk 1/0Os in datanodes. With this filter, injectitwo failures per run
gives 45 failure IDs to exercise, which leads us to 1199 coatimns that take
more than 2 hours to run. Without the filtéw(, including network 1/0Os and other
types of failures) the number will further increase. Thigsaduces the problem
of exponential explosion of multiple failures, which has®addressed given the
fact that we are dealing with large code base where an expeticould take more
than 5 seconds per rue.€, due to pre- and post-setup overheads).

Among the 1199 experiments, 116 failed; if recovery is perfall experi-
ments should be successful. Debugging all of them led us tag3 bs the root
causes [76]. Now, we can concretely define the challeQga FATE exercise a
much smaller number of combinations and find distinct bugef& This section
provides some answers to this challenge. To the best of awlkage, we are
the first to address this issue in the context of distribuyetiesns. Thus, we also
hope that this challenge attracts system researches tenp@ber alternatives.

To address this challenge, we have studied the propertiesibiple failures
(for simplicity, we begin with two-failure scenarios). Aipaf two failures can
be categorized into two typepairwise dependerandpairwise independeriail-
ures. Below, we describe each category along with the fidation strategies;
we evaluate the algorithms in Section 3.5.3. We also empédsat our proposed
strategies are built on top of the information carried iduia IDs, and hence

display the power of the failure IDs abstraction.
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With Prioritization
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Figure 3.3:Prioritization of Pairwise Dependent and Independent Failres.
Notation used in this figure is as follows: letters (e.g., AaBd C) represent
different static failure IDs; letters followed by an indedxmber represent failure
IDs that are executed concurrently in different nodes (Ad.and A2 represent
the same I/O IDs A that are executed concurrently in two npdes

Pairwise Dependent Failures

A pair of failure IDs is dependent if the second IDabkservednly if the failure
on the first ID isinjected observing the occurrence of a failure ID does not nec-
essarily mean that the failure must be injected. The key iset@ use observed
I/Os to capture path coverage information (this is an aat@etassumption since
we are dealing with distributed systems where recoverynisdly manifests into
I/0s). Figure 3.3a illustrates some combinations of depenthilure IDs. For
example F is dependent o or D (i.e., F will never be observed unlessor D
is injected). The brute-force algorithm will inefficientgxercise all six possible
combinationsAE, BE, CE DE CF, andDF.

To prioritize dependent failure IDs, we introduovery-behavior cluster-
ing, a strategy to prioritizenon-similar failure scenarios first. The intuition is
that non-similar failure scenarios typically lead to diéiat recovery behaviors,
and recovery behaviors can be represented as a sequendarefifas. Thus, to
perform the clustering, we first run a complete set of expenits withonly one

failure per run, and in each run we record thbsequerfailure 1Ds.
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We formally define subsequent failure IDs as all observeddfdsr the in-
jected failure up to the point where the system enterssthble state That is,
recording recovery only up to the end of the proto@b( write) is not enough.
This is because a failed I/O could leave some “garbage” thahly cleaned up
by some background protocols. For example, a failed 1/Odctedve a block
with an old generation timestamp that should be cleaned uhd¥yackground
replication monitor (outside the scope of the write prothciloreover, different
failures could leave different types of garbage, and thagd te different recovery
behaviors of the background protocols. By capturing subsegfailure IDs until
the stable state, we ensure more fine-grained clustering.

The exact definition of stable state might be different axrdifferent sys-
tems. For HDFS, our definition of stable state iTE reboots dead nodes if
any, removes transient failures.g, network partitioning), sends commands to
the datanodes to report their blocks to the namenode, and wil all datanodes
receive a null command.€., no background jobs to run).

Going back to Figure 3.3a, the created mappings betweenriddilures
and their subsequent failure IDs afA— E}, {B— E}, {C— E, F}, and{D—
E, F}. The recovery behaviors then are clustered into tyB}, and {E, F}.
Finally, for each recovery cluster, we pick only one faillPeon which the cluster
is dependent. The final prioritized combinations are maskid bold edges in
Figure 3.3a. Thatis,AAE only exercisesAE, CE, andCF. Note thatE is exercised

as a second failure twice because it appears in differenvesyg clusters.
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Pairwise Independent Failures

A pair of failure IDs is independent if the second ID is obseheven if the first
ID is notinjected. This case is often observed when the same piecalefrans in
parallel, which is a common characteristic found in disttéa systemse(g, two
phase commit, leader election, HDFS write and append).r&igwBb illustrates
a scenario where the same 1/0O poiAtandB are executed concurrently in three
nodes (e, Al, A2, A3, B1, B2, B3). Let’s name these two I/O poinsandB
as static failure points, o$ F'P in short (as they exclude node ID). With brute-
force exploration, ETE produces 24 combinations (the 12 bi-directional edges in
Figure 3.3b). In more general, there && P? x N(N — 1) combinations, where
N and SF'P are the number of nodes and static failure points respégtivi®
reduce this quadratic growth, we introduce two levels obfptization: one for
reducingN (N — 1) and the other fo6 F P2.

To reduceN (N — 1), we leverage the property siymmetric codéi.e., the
same code that runs concurrently in different nodes). Beeatithis property, if a
pair of failures has been exercised at two static failuratsmf two specific nodes,
it is not necessary to exercise the same pair for other phirsdes. For example,
if ALB2 has been exercised, itis not necessary toALB3, A2B1, A2B3, and so
on. As a result, we have reducdd N — 1) (i.e,, any combinations of two nodes)
to just one (.e., a pair of two nodes); th&/ does not matter anymore.

Although the first level of reduction is significanta¥e still hits the SF P?
bottleneck as illustrated in Figure 3.3c. Here, insteadavirg two static failure
points, there are four, which lead to 16 combinations. Toced F' P2, we utilize
the behavior clustering algorithm used in the dependemt dast simply, the goal

is to reduceSF' P to SF P.sereqs Which will reduce the input to the quadratic
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explosion €.g, from 4 to 2 resulting in 4 uni-directional edges as depidted
Figure 3.3d). In practice, we have seen a reduction fromefifteF' P to eight
SFPclustered-

3.3.4 Summary

We have introduced failure IDs as a new abstraction for expddailures, which
we believe is general enough to be used for other purpesgsitcorporated to
other testing frameworks such as model checkers, to buibdifization policies,
etc). Second, we have built a ready-to-use failure service. |®&py FATE is
relatively easy; a developer could quickly do that withdut domain-specific
component. For example, we have ported#to two other systems in just a
few hours. To increase failure coverage, one can increriyiaidd the domain-
specific fields of failure IDs. Finally, we are the first to pres prioritization
strategies for exploring multiple failures in distributegstems. Our approaches
are not sound; however by experience, all bugs found withebiarce are also
found with prioritization (more in Section 3.5.3). If dewglers have the time and

resource, they could fall back to brute-force mode for morfidence.

3.4 DEesTINI: Declarative Testing Specifications

After failures are injected, developers still need to wesifstem correctness.H3-

TINI attempts to improve the state-of-the-art of writing systgracifications. In
the following sections, we first describe the architectiBection 3.4.1), then
present some examples (Section 3.4.2), and finally sumenéinz advantages

(Section 3.4.3). Currently, we target recovery bugs thdiice availability €.g,
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DESTINI
stateY(...) - cnpEv(...), stateX(...);

Figure 3.4:DESTINI Architecture. DESTINI interposes network and disk proto-
cols and translates the available information into Dataégnts (e.ggnpEv and

f sEv). It also records failure events frofaTE (e.g.,f at eEv). Finally, based
only on events, it records facts, deduces expectationswfthe system should
behave in the future, and compares the two.

unmasked failures, fail-stop) and reliabilitg.g¢, data-loss, inconsistency). We

leave performance and scalability bugs for future work.

3.4.1 Architecture

At the heart of [ESTINI is Datalog, a declarative relational logic language. We
chose the Datalog style as it has been successfully usedildiry distributed
systems [19, 126] and for verifying some aspects of systemnecimess€.g, secu-
rity [93, 138]). Unlike much of that work, we are not using Blaig to implement
system internals, but only to write correctness speciboatihat are checked rel-
atively rarely. Hence we are less dependent on the efficiehcyrrent Datalog
engines, which are still evolving [19].

In terms of the architecture, B3TINI is designed such that developers can
build specifications from minimal information. To suppdnts, DESTINI com-
prises three features as depicted in Figure 3.4. Firstterposes network and

disk protocols and translates the available informatida Datalog eventse(g,
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cnpEv). Second, it records failure scenarios by havirgeinform DESTINI
about failure events(g, f at eEv). This highlights that ETE and DESTINI must
work hand in hand, a valuable property that is apparent tiirout our examples.
Finally, basedonly on events, it records facts, deduces expectations of how the

system should behave in the future, and compares the two.

Rule Syntax

In DESTINI, specifications are formally written as Datalog rules. Aengl essen-
tially a logical relation:

errX(P1,P2,P3) :- cnpEv (P1), NOT-IN stateY(P1,P2, ),
P2 == img, P3 := Util.strLib(P2);

This Datalog rule consists of a head tabdeX ) and predicate tables in the
body cnpEv andstateY ). The head is evaluated when the body is true. Tuple
variables begin with an upper-case letet), A don’t care variable is represented
with an underscore_ . A comma between predicates represents conjunction.
“:="is for assignments. We also provide some helper libratigisgtrLib()
to manipulate strings). Lower case variabliesy() represent integer or string con-
stants. All upper case letterd@T-IN ) are Datalog keywords. Events are in italic.
To help readers track where events originate from, an evamienbegins with
one of these labels:np, dnp, cdp, ddp, f s, which stand for client-namenode,
datanode-namenode, client-datanode, datanode-dateanudiéile system proto-
cols respectively (Figure 3.4). Non-event (non-italichtie and predicates are es-
sentially database tables with primary keys defined in sarthersas (not shown).

A table that starts witlerr represents an error.€., if a specification is broken,

the error table is non-empty, implying the existence of oneore bugs).



Data-Transfer Recovery Specifications

al

a2
a3
a4

ab
a6
a7
a8
a9
alo
all
alz2
al3
al4
als

al6

errDataRec (B, N) - cnpConpl et e (B), expectedNodes (B, N),
NOT-IN actualNodes (B, N);
pipeNodes (B, Pos, N) - cnpCet Bl kPi pe (UFile, B, Gs, Pos, N);
expectedNodes (B, N) .- pipeNodes (B, Pos, N);
DEL expectedNodes (B, N) - f at eCrashNode (N), pipeStage (B, Stg), Stg == 2,
expectedNodes (B, N);
setupAcks (B, Pos, Ack) - cdpSet upAck (B, Pos, Ack);
goodAcksCnt (B, COUNT<Ack>) :- setupAcks (B, Pos, Ack), A ck == 'OK’;
nodesCnt (B, COUNT<Node>) - pipeNodes (B, - N, D)
pipeStage (B, Stg) .- nodesCnt (NCnt), goodAcksCnt (ACnt ), NCnt == Acnt, Stg = 2;
blkGenStamp (B, GS) - dnpNext GenSt anp (B, Gs);
blkGenStamp (B, Gs) - cnpCet Bl kPi pe (UFile, B, Gs, A
diskFiles (N, File) - fsCreate (N, File);
diskFiles (N, Dst) - f sRenane (N, Src, Dst), diskFiles (N, Src, Type);
DEL diskFiles (N, Src) - f sRenane (N, Src, Dst), diskFiles (N, Src, Type);
fileTypes (N, File, Type) .- diskFiles(N, File), Type := Util.getType(File);
blkMetas (N, B, Gs) - fileTypes (N, File, Type), Type == m etafile,
B := Util.getBIk(File), Gs := Util.getGs(File);
actualNodes (B, N) - blkMetas (N, B, Gs), blkGenStamp (B , Gs);

Table 3.3: Sample Specifications. Together with table 3.4, this table lists rules that we wrtespecify the
problems in Section 3.4.2. All logical relations are buittlp from events (in italic). The shaded rows indicate
checks that catch violations. A check always starts with. Tuple variable®, Gs, N, Pos, R, Stg , NnFile , and
UFile are abbreviations for block, generation timestamp, nodsjfon, rack, stage, namenode file, and user file
respectively; others should be self-explanatory. Eackethls primary keys defined in a schema (not shown).

N
6}
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bl errBadAck (Pos, N) .- cdpbDat aAck (Pos, ’Error’), pipeNodes (B, Pos, N), liveNodes (N);
b2 liveNodes (N) - dnpRegi stration (N);
b3 DEL liveNodes (N) - f at eCrashNode (N);
b4 errBadConnect (N, TgtN) - ddpDat aTr ansf er (N, TgtN, Status), liveNodes (TgtN),
Status == terminated,;
Rack-Aware Policy Specifications
¢l warnSingleRack (B) - rackCnt (B, 1), actualRacks (B, R), connectedRacks (R, OtherR);
c2 actualRacks (B, R) :- actualNodes (B, N), nodeRackMap (N, R);
c3 rackCnt (B, COUNT<R>) .- actualRacks (B, R);
c4 DEL connectedRacks (R1, R2) :- fatePartitionRacks (R1, R 2);
c5 errlRackOnCompletion (B) - cnpConpl et e (B), warnSingleRack (B);
c6 errlRackOnStableState (B) - fateStabl eState (), warnSingleRack (B);
Refining Log-Recovery Specifications
dl errLostUFile (UFile) .- expectedUFile (UFile), NOT-IN ufilelnNameNode (UFile);
d2 ufileinNameNode (UFile) o - ufileiInNnFile(F, NnFile), (NnFile == img || NnFile == log Il
NnFile == img2);
d3 ufileinNameNode (UFile) - ufileInNnFile (F, img2), log RecStage (Stg), Stg == 4;
d4 ufileinNameNode (UFile) - ufileInNnFile (F, img) , logR ecStage (Stg), Stg != 4;
d5 ufileinNameNode (UFile) - ufileinNnFile (F, log) , logR ecStage (Stg), Stg != 4;

Table 3.4:Sample Specifications (continued).(**) Ruled2 is refined ind3 to d5.

ov
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3.4.2 DesSTINI Examples

This section presents the powerful features @&sDINI via four examples of
HDFS recovery specifications. In the first example, we priefea important
components of recovery specifications. To help the compédxidging process,
the second example shows how developers can incrementiltighter specifi-
cations. The third example presents specifications thatjracate a different type
of failure than the first two examples. Finally, we illusedtow developers can

refine existing specifications.

Specifying Data-Transfer Recovery

DEsTINI facilitates five important elements of recovery specifmadi checks,
expectations, facts, precise failure events, and chedkgsn Here, we present
these elements by specifying the data-transfer recovertogol (Figure 3.1a);
this recovery is correct if valid replicas are stored in theviving nodes of the

pipeline.

e Checks: To catch violations of data-transfer recovery, we starhwitsim-
ple high-levelcheck(al), which says “upon block completion, throw an
error if there is a node that is expected to store a valid caplbut actu-
ally does not.” This rule shows how a check is composed otthtements:
theexpectatior{(expectedNodes ), fact(actualNodes ), andcheck timing

(cnpConpl et e).

e Expectations: The expectationexpectedNodes ) is deduced from pro-
tocol events 42-a8). First, without any failure, the expectation is to have

the replicas in all the nodes in the pipelira8); information about pipeline
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nodes are accessible from the setup reply from the namendtie tlient
(a2). However, if there is a crash, the expectation changes:cithghed
node should be removed from the expected nodds [This implies that an

expectation is also based tailure events

Failure events: Failures in different stages result in different recoveey b
haviors. Thus, we must know precisely when failures occuor data-
transfer recovery, we need to capture the current stageeaf/tite process
and only change the expectation if a crash occurs within #te-ttansfer
stage { at eCr ashNode happens astg==2 in rule a4). The data transfer
stage is deduced in rule®-a8: the second stage begins after all acks from

the setup phase have been received.

Before moving on, we emphasize two important observati@ns.hFirst,
this example shows howafFE and DESTINI must work hand in hand. That
is, recovery specifications require a failure service ta@sge them, and a
failure service requires specifications of expected faihandling. Second,
with logic programming, developers can easily build expgeahs only from

events.

Facts: The fact actualNodes ) is also built from eventsa@al6), more
specifically, by tracking the locations of valid replicas.valid replica can
be tracked with two pieces of information: the block’s latggneration time
stamp, which ESTINI tracks by interposing two interfacea9andal0),

and meta/checksum files with the latest generation timgstavhich are
obtainable from file operationa{1-al5. With this information, we build

the runtime fact: the nodes that store the valid replicab®tiock @16).
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e Check timings: The final step is to compare the expectation and the fact.
We underline that the timing of the check is important beeaus are spec-
ifying recovery behavioraunlike invariants which must be true at all time.
Not paying attention to this will result in false warningse( there is a
period of time when recovery is ongoing and specificatiomsrat met).
Thus, we need precise events to signal check times. In tlaispbe, the

check time is at block completiorifpConpl et e in al).

Debugging with Tighter Specifications

The rules in the previous section capture the high-levetaibhje of HDFS data-
transfer recovery. After we ranAfFE to cover the first crash scenario in Fig-
ure 3.1b (for simplicity of explanation, we exclude the setarash), ruleal
throws an error due to a bug that wrongly excludes the goodnsknode (Fig-
ure 3.1b in Section 3.1.3). Although, the check unearthsbtig it does not
pinpointthe bug {.e., answemwhythe violation is thrown).

To help this debugging process, we added more detailedfgpdicins. In
particular, from the events thate3TINI logs, we observed that the client excludes
the second node in the next pipeline, which is possible ittient receives a bad
ack. Thus, we wrote another chedklf which says “throw an error if the client
receives a bad ack for a live noddj1(s predicates are specified b2 andb3).
Note that this check is written from tledient’s view while rulealis written from
theglobal view

The new check catches the bug closer to the source, but atss ra new
guestion: Why does the client receive a bad ack for the sesodd? One logical

explanation is because the first node cannot communicateetsecond node.
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Thus, we easily added many checks that catch unexpectedbaéations such
as b4, which finally pinpoints the bug: the second node, upon spaiffiailed
connection to the crashed third node, incorrectly closestfeams connected to
the first node; note that this check is written from ttaanode’s view

In summary, more detailed specifications prove to be vaduiminlassisting de-
velopers with complex debugging process. This is unlikelpappen if a check
implementation is long. But with BSTINI, a check can be expressed naturally in
a small number of logical relations. Moreover, checks cawtiggen from differ-
ent views €.g, global, client and datanode as showrail b1, b4 respectively).
Table 3.5 shows a timeline of when these checks are viol#sdhown, tighter
specifications essentially fill the “explanation gaps” betw the injected failure

and the wrong final state of the system.

Specifying Rack-Aware Replication Policy

In this example, we write specifications for the HDFS raclkasawreplication pol-
icy, an important policy for high availability [87, 155]. Wke previous examples,
this example incorporates the network partitioning falarode. According to the
HDFS architects [155], the write protocol should ensure Hiack replicas are
spread across a minimum of two available racks. But, if omg cack is reach-
able, it is acceptable to use one rack temporarily. To esptas, rulecl throws
a warning if a block’s rack could reach another rack, but tleelds rack count is
one (rulexc2-c4 provide topology information, which is initialized wheretklus-
ter starts and updated wheATE creates a rack partition). This warning becomes
a hard erroonlyif it is true upon block completionc§) or stable statecg). Note
again how these timings are important to prevent false rsghile recovery is

ongoing, replicas are still being re-shuffled into multipeks.
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Time, Events, and Errors
t1: Client asks the namenode for a block ID and the nodes.
cnpCet Bl kPi pe (usrFile, blk X, gsl, 1, N1);
cnpCet Bl kPi pe (usrFile, blk X, gsl, 2, N2);
cnpCet Bl kPi pe (usrFile, blk X, gsl, 3, N3);
t2: Setup stage begins (pipeline nodes setup the fites).
fsCreate (N1, tmp/blk _x_gsl.meta);
fsCreate (N2, tmp/blk _x_gsl.meta);
fsCreate (N3, tmp/blk _x_gsl.meta);
t3: Client receives setup acks. Data transfer begins.
cdpSet upAck (blk x, 1, OK);
cdpSet upAck (blk x, 2, OK);
cdpSet upAck (blk x, 3, OK);
t4: FATE crashes N3Got error (b4).
f at eCrashNode (N3);
errBadConnect (N1, N2); /I should be good
t5: Client receives an erroneous ackot error (b1).
cdpDat aAck (2, Error);
errBadAck (2, N2); /I should be good
t6: Recovery begins. Get new generation time stamp.
dnpNext GenSt amp (blk _x, gs2);
t7: Only N1 continues and finalizes the files.
fsCreate (N1, tmp/blk _x_gs2.meta);
f sRenane (N1, tmp/blk  _x_gs2.meta,
current/blk X_gs2.meta);
t8: Client marks completionGot error (al).
cnpCompl ete (blk x);
errDataRec (blk  x, N2); /[ should exist

Table 3.5:A Timeline of DESTINI Execution. The table shows the timeline of
runtime events (italic) and errors (shaded). Tighter speations capture the bug
earlier in time. The tuples (strings/integers) are realrégg (not variable names).
For space, we do not show block-file creations (but only méds finor how the
rules in Tables 3.3 and 3.4 are populated.
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With these checks, BsTINI found the bug in Figure 3.1c (Section 3.1.3), a
critical bug that could greatly reduce availability: alpteas of a block are stored
in a single rack. More specifically, the bug does not violate ¢completion rule
(because the racks are still partitioned). But, it doesatethe stable state rule
because even after the network partitioning is removedrepkcation monitor

does not re-shuffle the replicas.

Refining Specifications

The developers can not onigcrementally adddetailed specifications but also
refineexisting specifications. Here, we specify the HDFS log-vecp process in
order to catch data-loss bugs in this protocol. The higlelletaeck (1) is fairly
simple: “a user file is lost if it does not exist at the namenbd® capture the
facts, we wrote ruled2 which says &t any time user files should exist in the
union of all the three namenode files used in log recoverythWiese rules, we
found a data-loss bug that accidentally deletes the metadaiser files. But, the
error is only throwrat the endof the log recovery process€., the rules are not
detailed enough to pinpoint the bug). We then refined d2i¢o reflect in detalil
the four stages of the proces$3(to d5). That is, depending on the stage, user
files are expected to be in a different subset of the three Méth these refined

specifications, the data-loss bug was captured in betwage 8tand 4.

3.4.3 Summary of Advantages

Throughout the examples, we have shown the advantageg€®fIRI: it facil-
itates checks, expectations, facts, failure events, aadigg timings; specifica-

tions can be written from different views.@, global, client, datanode); different
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types of violations can be specified.q, availability, data-loss); different types
of failures can be incorporated.@, crashes, partitioning); and specifications can
be incrementally added or refined. Overall, the resultirecgjgations are clear,
concise, and precise, which potentially attracts devetopewrite many speci-
fications to ease complex debugging process, for both presenfuture related
bugs. All of these are feasible due to three important ptaggeof DESTINI: the
interposition mechanism that translates disk and netweekts; the use of rela-
tional logic language which enables us to deduce compléssstanly from events;

and the inclusion of failure events from the collaboratiathvFATE.

3.5 Evaluation

We evaluate KTE and DESTINI in several aspects: the general usability for cloud
systems (Section 3.5.1), the ability to catch multiplddia bugs (Section 3.5.2),
the efficiency of our prioritization strategies (SectioB.3), the number of speci-
fications we have written and their reusability (Section8),5he number of new
bugs we have found and old bugs reproduced (Section 3.5&Xh& implemen-

tation complexity (Section 3.5.6).

3.5.1 Target Systems and Protocols

We have integratedATE and DESTINI into three cloud systems: HDFS v0.20.0
and v0.20.2+320 (the latter is released in Feb. 2010 and mg&tloudera and
Facebook), ZooKeeper v3.2.2 (Dec. 2009), and Cassand@alv@pr. 2010).
We have run our framework on four HDFS workloads (log recgverrite, ap-
pend, and replication monitor), one ZooKeeper workloaddés election), and

one Cassandra workload (key-value insert).
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3.5.2 Multiple-Failure Bugs

The unigueness of our framework is the ability to exploretipld failures sys-
tematically, and thus catch corner-case multiple-faibhuwgs. Here, we describe

two out of five multiple-failure bugs that we found [76].

Append Bugs
We begin with a multiple-failure bug in the HDFS append pecolo Unlike write,

append is more complex because it must atomically mutatk lveplicas [178].
HDFS developers implement append with a custom protoceir thtest append
design was written in a 19-page document of prose specditafil17]. Append
was finally supported after being a top user demand for theaesy[178]. As a
note, GFS also supports append, but its authors did not sheaireinternal de-
sign [87].

The experiment setup was that a block has three replicasee tindes, and
thus should survive two failures. On append, the three néates a pipeline.
N1 starts a thread that streams the new bytes to N2 and therppdnds the
bytes to its block. N2 crashes at this point, and N1 sends abadb the client,
but does not stop the thread. Before the client continuesusting via a new
pipeline, all surviving nodes (N1 and N3) must agree on tieesllock offset (the
syncOffset  process). Inthis process, each node stops the writingdhveafies
that the block’s in-memory and on-disk lengths are the sénoadcasts the offset,
and picks the smallest offset. However, N1 might have notatguithe block’s
in-memory length, and thus throws an exception resultintheanew pipeline
containing only N3. Then, N3 crashes, and the pipeline istemphe append
fails, but worse, the block in N1 (still alive) becomes “tpaal” (i.e., inaccessible).

After FATE ran all the background protocoks.§, lease recovery), the block is still
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trapped and permanently inaccessible. We have submittgda this bug [10].

Combinations of Different Failures

We have also found a new data-loss bug due to a sequerndiéfeyentfailure
modes, more specifically, transient disk failure (#1), ler@), and disk corrup-
tion (#3) at the namenode. The experiment setup was thatthemode has three
replicas of metadata files on three disks, and one disk is {lekyibits transient
failures and corruptions). When users store new files, theenade logs them to
all the disks. If a disk€.g, Diskl1) returns a transient write error (#1), the name-
node will exclude this disk; future writes will be logged heetother two disks .,
Disk1 will contain stale data). Then, the namenode crasfiesseveral updates
(#2). When the namenode reboots, it will load metadata frioendisk that has
the latest update time. Unfortunately, the file that cartinés information is not
protected by a checksum. Thus, if this file is corrupted (#&hghat the update
time of Diskl becomes more recent than the other two, themangenode will
load stale data, and flush the stale data to the other two,disgBg out all re-
cent updates. One could argue that this case is rare, bud-sltale deployments
cause rare bugs to surface; a similar case of corruptionatidran practice [10].

Moreover, data-loss bugs are serious ones [128, 131, 135].

3.5.3 Perioritization Efficiency

When FATE was first deployed without prioritization, we exercised 048,000
unique combinations of failures, which combine into 80+hotitesting time.
Thousands of experiments failed (probably only due to tdrsugs). This was

an overwhelming situation which fortunately unfolded iatgood outcome: new
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Workload #Failure Strategy #EXP  FAIL BUGS
Append 2 Brute-force 1199 116 3
Prioritization 112 17 3

Append 3 Brute-force 7720 **3693 *3
Prioritization 618 72 *3

Write 2 Brute-force 524 120 2
Prioritization 49 27 2

Write 3 Brute-force 3221 911 *2
Prioritization 333 82 *2

Table 3.6:Prioritization Efficiency. The columns from left to right are the num-
ber of injected failures per run, exploration strategy, dwnations/experiments
(EXP), failed experiments (FAIL), and bugs found (BUGS)teNbat the bug
counts are only due to two and three failures and depend ofiltée(i.e., there are
more bugs than shown). Each experiment takes 4 seconds magave) Bugs
in three-failure experiments are the same as in two-failbmes. {*) This high
number is due to a design bug; we used triaging to help usifjatbe bugs.

strategies for multiple-failure prioritization.

To evaluate our strategies, we first focused only on two prdo(write and
append) because we need to compare the brute-force withidhigipation results.
More specifically, for each method, we count the number ofl@aations and the
number of distinct bugs. Our hope is that the latter is theeséon brute-force
and prioritization. Table 3.6 shows the result of running tvo workloads with
two and three failures per run, and with a lightweight fillenragh-only failures on
disk I/Os in datanodes); without this filter, the number aftbrforce experiments
is too large to debug. In short, the table shows that our itidation strategies
reduce the total number of experiments by an order of mag@jtand from our
experience no bugs are missing. Again, we cannot prove timaagproach is

sound; developers could fall back to brute-force for monefickence.
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3.5.4 Specifications

In the last six months, we have written 74 checks on top of lifdsrfor a total
of 351 lines of Datalog code (65 checks for HDFS, 2 for Zooksepnd 7 for
Cassandra). We want to emphasize tgggﬁ ratio displays how BSTINI em-
powers specification reuseg, building more checks on top of existing rules).
As a comparison, the ratio for our first check (Section 3.4.2able 3.3) is 16:1,
but the ratio now is 3:1.

Table 3.7 compares B5TINI with other related works on testing frameworks
that empower system specifications such as D3S [124], Pi),[1¥iDS [125],
and P2 Monitor [157]. These works support specificationst@miin either declar-
ative or scripting languages. For instance, D3S [124] anD3Vi125] employ a
scripting language that still requires a check to be writtetens of lines of code;
Pip [146] facilitates declarative checks, but a check ibwtitten in over 40 lines
on average. The table highlights thae®rini allows a large number of checks
to be written in smaller lines of code. We want to note thatrthmber of spec-
ifications we have written so far only represents six recpypeotocols; there are
more that can be specified. As time progresses, we belie\artimicity offered
by DEsTINI will open the possibility of having hundreds of specificasalong
with more recovery specification patterns.

To show how our style of writing specifications is applicall®ther systems,
we present in more detail some specifications we wrote foKéeper and Cas-

sandra.
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Spec. Language Framework #Checks Lines/Check
Scripting D3S [124] 10 53
Declarative Pip [146] 44 43
Scripting WIDS [125] 15 22
Declarative P2 Monitor [157] 11 12
Declarative [ESTINI 74 5

Table 3.7: DESTINI vs. Related Work. The table compare®DESTINI with
related works on testing frameworks that empower systegifg@agions in terms
of specification languages, (e.g., declarative and sangjtithe number of checks
written, and the average lines of code per check.

ZooKeeper

We have integrated our framework to ZooKeeper [107]. We gudkvo reported
bugs in the version we analyzed. Let’s say three nodes N1amNRN3, participate
in a leader election, and/(N1) < id(N2) < id(N3). If N3 crashes at any point
in this process, the expected behavior is to have N1 and N2 &2-quorum.
However, there is a bug that does not anticipate N3 crashiiagarticular point,
which causes N1 and N2 to continue nominating N3 in evereasing rounds.
As a result, the election process never terminates and tiséeclnever becomes
available. To catch this bug, we wrote an invariant violatia node chooses a
winner of a round without ensuring that the chosen leadelimhéself voted in
the round.” The other bug involves multiple failures and bancaught with an
addition of just one check; we reuse rules from the first bug.fe8, we have

written 12 rules for ZooKeeper.
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Cassandra

We have also done the same for Cassandra [120], and pickeslrigported bugs
in the version we analyzed. In Cassandra, the key-valuetipsetocol allows

users to specify a consistency level sucl@es, quorum, orall , which ensures
that the client waits until the key-value has been flushedtdeast one, N/2 +
1, or all N nodes respectively. These are simple specifiegtibut again, due to
complex implementation, bugs exist and break the rules. eikample, at level
all , Cassandra could incorrectly return a success even whgmoalreplica has
been completed. AFE is able to reproduce the failure scenarios argsDINI is

equipped with 7 checks (in 12 rules) to catch consistenegtielated bugs.

3.5.5 New Bugs and Old Bugs Reproduced

We tested HDFS for over eight months and submitted 16 new p&sout of
which, 7 led to design bugs.€., require protocol modifications) and 9 led to
implementation bugs. All have been confirmed by the devetWe tested Cas-
sandra and ZooKeeper for only two months, observed sonetdfakperiments,
but since we did not have the chance to debug all of them, wabaw bugs to
report.

To further show the power of our framework, we address twdlehges: Can
FATE reproduce all the failure scenarios of old bugs? CasDNI facilitate
specifications that catch the bugs? The idea is that befooping our frame-
work for catching unknown bugs, we wanted to feel confideat ithis expressive
enough to capture known bugs. We went through the 91 HDFS/eegdssues
(Section 3.1.2) and selected 74 that relate to our targetloanls (Section 3.5.1).
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FATE is able to reproduce all of them; as a proof, we have creatdit@? (155
lines in Java) to reproduce all the scenarios. Furthermggdyave written checks
that could catch 46 old bugs; since some of the old bugs hawe fdeed in the
version we analyzed, we introduced artificial bugs to testspecifications. For

ZooKeeper and Cassandra, we have reproduced a total of fijge bu

3.5.6 FATE and DESTINI Complexity

FATE comprises generic (workload driver, failure server, falsurface) and domain-
specific parts (workload driver, I/O IDs). The generic partwritten in 3166
lines in Java. The domain-specific parts are 422, 253, andi3&gd for HDFS,
ZooKeeper and Cassandra respectively; the part for HDR§gebbecause HDFS
was our first target. BSTINI'S implementation cost comes from the translation
mechanism (Section 3.4.1). The generic part is 506 line® ddmain-specific
parts are 732 (more complete), 23, and 35 lines for HDFS, Zepkr, and Cas-
sandra respectivelyAFE and DESTINI interpose the target systems with AspectJ
(no modification to the code base). However, it was necegeaslghtly modify

the systems (less than 100 lines) for two purposes: defebatkground tasks

while the workload is running and sending stable-state canus.

3.6 Conclusion

The scale of cloud systems —in terms of both infrastructndeveorkload — makes
failure handling an urgent challenge for system developerassist developers in
addressing this challenge, we have presentad Rnd DESTINI as a new frame-

work for cloud recovery testing. We believe that developersd both ETE and
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DESTINI as a unified framework: recovery specifications requirelaraiservice
to exercise them, and a failure service requires speciicatdf expected failure

handling. Overall, we have presented five specific contiobgt

e A ready-to-use testing framework that exercises multigieifes systemat-

ically via the use of a new failure abstraction (failure 1Ds)

e The first prioritization strategies for exploring multigélures in distributed
systems, which explore distinct recovery behaviors anrasflenagnitude

faster than a brute-force approach.

o A framework for writing specifications in a relational loganguage, which

enables developers to write clear and concise recoveryfipgions.

e Design patterns for writing recovery specificatiomsg( how to capture
facts, build expectations, specify check timings, expdesrent types of

violations, incorporate different types of failuresc).

e The results of applying our framework to three widely-uskdid systems

(HDFS, ZooKeeper, and Cassandra).

Beyond finding problems in existing systems, we believe $asting is also
useful in helping to generate new ideas on how to build rqbesbverable sys-
tems. Only through further careful testing and analysistvé next generation of

cloud systems meet their demands.
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Chapter 4

Handling Fail-silent Failures with

SLEEVE

Modern software systems must deal with memory corruptiahsaftware bugs
that are becoming more common. Therefore, we address aefariadel where
in-memory data can contain wrong values due to memory cbompnd software
bugs. If not handled properly, these errors lead to fadrgibehaviors that are hard
to detect and can cause severe problems like data loss ancksenavailability.
We assume that the system is not malicious and that perssitenge is trusted.
Figure 4.1 illustrates some problems caused by fail-sibeitaviors. Fig-
ure 4.1a shows a normal correct behavior of HDFS; a clientewr fileF and
the HDFS namenode replicate®s data block,D, to two datanodes (in 2-way
replication). However, silent memory corruption such astdlip can take place
(e.g, metadata flips to Gin Figure 4.1b). In this case, the user will not be able
to read the file in the future. Subtle software bugs in HDF{{e 4.4.1) could
also lead to silent data loss or corruption. For example g 4.1c, a bug in

the namenode silently delete's data blocks in a background task.
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In this chapter, we attempt to address this question: Howldhdistributed
storage systems deal with fail-silent behaviors efficightany approaches such
as Byzantine fault tolerance (BFT) [121], N-version prognaing [29, 32], and
the use of ECC memory have been proposed. However, exigiprgaches either
incur high performance overhead, hardware cost, or engimggeffort. Thus, we
propose a new approach: selective and lightweight vemsgp(8LEEVE). The
SLEEVE approach advocates that developers selectively protgmbriant sub-
sets of the target system in a lightweight and approximatenea We apply
the concept oSLEEVE to harden three important components of HDFS to form
HARDFS. We show that HARDFS detects and recovers from a waage of
fail-silent behaviors, and incurs small performance aratsmverheads.

In the rest of this chapter, we describe theEVE approach and present the
HARDFS case study. We first discuss thieeeVE approach and its usefulness
(Section 4.1), then describe the HARDFS design (Sectio)) du implementa-

tion (Section 4.3) and evaluation (Section 4.4).

4.1 The SLEEVE Approach

The goal of thesLEEVE approach is to selectively protect some part of the target
system against fail-silent behaviors and to do so in a lighgiv manner (with lit-

tle space and performance overhead). Figure 4.1d illesttdARDFS, an HDFS
system that employs tte EEVE approach. The code of the HDFS system (which
we call themain versiof implements the complete functionality of the system.
A developer can pick some important piece of functionalitgd areate a “second

version” of it, a variant of 2-version programming. This eed, selective, and
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Figure 4.1:HDFS, corrupted HDFS, and HARDFS. This figure illustrates some
problems caused by fail-silent behaviors in HDFS and théulisess of HARDFS.
Figure (a) shows a normal correct behavior of HDFS; a cliemites a fileF and
the HDFS namenode replicat€s data block,D, to two datanodes (in 2-way
replication). Figure (b) shows a case of silent memory cptian (e.g., metadata
F flips toG). In Figure (c), a bug in the namenode silently delétisslata blocks in
a background task. Figure (d) shows an example of a sleeatdrsyHARDFS);
sleeved layers watch inputs and outputs of the main versiatetect incorrect
behaviors.

lightweight version models the state and logic of the mairsiem. The model
can detect misbehavior in the main version and trigger gpjate responses. We
refer to systems that pair a complete main version with a heddsecond version
assleeved systems

Sleeved systems watch inputs and outputs of the main vefasitiustrated
in Figure 4.1d) to detect incorrect behaviors that deviatenfthe model. For
example, memory corruption and software bugs in Figure drnth4.1c can easily
be detected; HARDFS will catch the reacerror and incorrect background data
removal (m D) as faulty behaviors. After detecting faulty behaviors|eeged

system can perform an appropriate action, such as micoveeyg, to transform
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faulty states€.g, corrupt metadata in the main version memory) into consiste
states. Thus, a sleeved system isolates faulty behavibimvatsingle node; faults
are not propagated to persistent storage or other nodes.

We have three requirements for hardening HDFS whiclstieEVE approach
satisfies: HARDFS should be effective at detecting and hagdhults (Sec-
tion 4.4.1), the additional protection should incur minip@rformance and mem-
ory overhead (Section 4.4.2), and hardening HDFS shouldnegeasonable en-
gineering effort (Section 4.4.3).

The first and second requirements are satisfied becawEeVE is selective
(Section 4.1.1) and lightweight (Section 4.1.2). The tih@quirement is satisfied

in our evaluation (Section 4.4).

4.1.1 Selective Versioning

While traditional N-versioning requires developers tamglementall the func-
tionality of the specificationselective versioningequires an additional version
for only the most important functionality. The idea is thatre functionality in
the system is worth protecting more than other functiopdir several reasons.

First, some components are maensitiveto bugs and memory corruption.
For instance, a bug in the HDFS namespace or replica manageomdd cause
irrecoverable data loss; a buggy transaction committetiéddg can make the
system crash permanently; corrupt internal state couldertizd system serve in-
correct data. On the other hand, bugs in maintaining systatistics may be
less harmful. Therefore, if one must prioritize, it is moppeopriate to protect
bug-sensitive functionalities first.

Other potential candidates for applying thieeeVE approach are modules that
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arenewor frequently changedReal-world cases have shown that code that does
not change frequently is relatively stable, and hence i&s$/Ito contain bugs,
while new or frequently-changed code is more likely to bedyu@2, 160, 186].
Finally, some software systems already contain protectiachinery for some
modules. For example, HDFS on-disk data is already pralestth checksums
and replication [141, 179], and thus the second versiondcjust protect the ex-
posed in-memory system metadata. HARDFS hardens names@a@@ement,

replica management, and the read/write protocol of HDFS.

4.1.2 Lightweight Versioning

With lightweight versioningwe avoid completely replicating the state maintained
by the main version. This challenge particularly arisesnmaeingle node needs
to store a large amount of state. For example, the HDFS nauespanagement
could manage in-memory metadata of millions of files in onemrze.

A naive approach for a 2-version system is to maintain theesamount of
metadata in the second version as the main version. Althsugple, this ap-
proach is unattractive because of its large memory over{patentially 100%).
When memory is scarce, this design choice limits systenabdd#y. For instance,
doubling memory overhead could reduce the maximum numbglesfthe sys-
tem can manage [156]. Moreover, many systems may run on the shuster
(e.g, Hadoop MapReduce, HBase, and HDFS), so doubling memomhead is
undesirable.

We exploit compact encoding techniques to minimize memueyleads. We
have found that sleeved systems can be organized to askabamplestionsg.g,

“Does fileF really exist?”); therefore, we can use efficient encodiimgs &nswer
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boolean questions. HARDFS uses a Bloom filter to efficiemnlyoele the file hier-
archy for our sleeved namespace management functiondiitghveould contain

millions of files. We describe our lightweight approach mor&ection 4.2.3

4.1.3 Recovery

Detecting faults that are normally silent is the primary tcdnution of SLEEVE.
Upon detection, a variety of standard recovery techniqudsals can be used,
such as: restartsck safemode or otherwise blocking dangerous actions, aviaii

In addition to simply detecting errors|. EEVE can often pinpoint the problem,
enabling sophisticated recovery options, suchmaso-recoverya fast alternative
to full reboot. Fail-silent behaviors sometimes occur dustate corruption; with
a second version of the internal state, the system can pih@od correct only the
corrupt state. With the available redundancy, a sleevetésysan initiate fast,
fine-grained recovery as opposed to slow, coarse-grairnedeey. In HARDFS,
we use multiple techniques. When the main version is abouégpond to a
request with bad data, we try micro-recovery first and fatllkoan full reboot if
necessary. When a node sends requests that appear misgadieduld result in
data loss, HARDFS blocks the action. We describe the regafadARDFS in
detail in Section 4.2.5.

4.1.4 Soundness and Completeness

SLEEVE is not sound: we do not attempt to guarantee that a sleeveshsyever
triggers recovery action unnecessarily. Like the mainiearghe second version

is also subject to anomalous bit flips and bugs. As long asregg@ctions have a



68

small cost, occasional false positives are acceptahlesVE is not complete: we
do not attempt to catch all faults. Our premise is that faaifesmore dangerous
in some subsystems than others, and complete checking {gossible without
a formal specification of behavior regardless. AlthowglgEVE fault detection
is neither sound nor complete, our experiments show that guite useful for

handling memory corruption and real software bugs (Seetidh

4.2 HARDFS Design

We now describe our general approach to designing HARDFB suiEEVE. In
Section 4.3, we describe in detail how we implement the detigharden the
HDFS namespace management, replica management, anddherresprotocol
of datanodes with HARDFS-N, HARDFS-R, and HARDFS-D respety.

4.2.1 Node Models

HDFS nodes can be described bpehavioral modelnodes perfornactionsin
response tevents Events occur when a node receiwgsut messages from other
systems or wheperiodic threaddrigger work. The actions a node performs in-
clude modifying the node’memory stateaccessing persistent storage, and send-
ing output messages based on the current state. In HARDESexl subsystems
understand the behavior model. A node is considered failtyerformsincor-

rect actiong(i.e., actions that deviate from the model).
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Figure 4.2: Sleeved systems architecture. Each sleeved subsystem has four
major modules: an interposition module to interpret ser@nbf external 1/0s
and thread events, a state manager to maintain bookkeepfogmation, an ac-
tion verifier to detect faulty actions, and a recovery modolgerform proper
recovery such as micro-recovery and crash and reboot.

4.2.2 Hardened Subsystem Architecture

To harden a distributed storage system against incorréohacwe augment each
node in the system with a lightweight version that verifiedenbehavior. More
specifically, we “sleeve” each node by interposing on messag file 1/0 without
significantly changing the core implementation. With tippeach, faulty behav-
iors are also isolated within a single node and not propdgatpersistent storage
or other nodes. As depicted in Figure 4.2, we use four majatuies for each
sleeved subsystem: amterposition modulga state manageranaction verifieg

and arecovery module

e Interposition module: A sleeved system forwards all input messages to the
main version, and forwards the messages relevant to themeddunction-

ality to the state manager. It also interposes on threadgt@know when
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a periodic thread is triggered. This interposition is intpat because a peri-
odic thread may trigger events that change the state of tirevaesion; the
second version must make equivalent changes to its own mdéétDFS
uses AspectJ [5] to interpose on events without making n@janges to
the main version. Due to its straight-forward nature, we dodescribe

interposition further.

State manager: The state-manager module of HARDFS does the book-
keeping necessary to describe and check the data maintairiied main
version. To be lightweight, the state manager keeps the sfate hard-
ened functionality irencoded statetHARDFS encodes states with Bloom
filters, but a variety of data structures could be used far plirpose. Since
encoding techniques can incur high computational overbaeadg updates,
HARDFS employs a small “cache” @bncrete statefor objects being ac-
tively modified €.g, the metadata for a currently open file). State manage-

ment is further described in Section 4.2.3.

Action verifier: The action-verifier module detects faulty actions of the
main version with a set of micro-checks. Using these chetkssleeved
system verifies every action of the hardened functionaktfpie it impacts
other components. We describe in detail the challengesrdfive actions

in Section 4.2.4.

Recovery module:After a fault has been identified by a sleeved system, the
recovery module is triggered. Since faulty behavior haslimsated within
a single node, recovery can be as simple as crashing andirgptie faulty

node. However, rebooting can take a significant amount da&;timerefore,
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a sleeved system may optionally perform micro-recovery daymantically
comparing every state object in the main version with thesdary ver-
sion to recover only the corrupt objects. Recovery is dbsdrifurther in
Section 4.2.5.

4.2.3 State Manager Module
We describe how the state manager operates, specificallyintewal state is
selected from the main version, derived from incoming mgssand actions, and

encoded in a lightweight manner.

Selective State Management

We selectively model a subset of the functionality and stétée main version.
For instance, to verify namespace integrigygf, correct file hierarchy) and corre-
sponding operatione(g, file creation and deletion), HARDFS maintains direc-
tory entries without storing less important informatiortisias access and modi-
fication times. State management is flexible: new infornmatian be added in-
crementally to meet current needsq, one could add permission information for
security checks if desired). HARDFS uses the same file fafioaion-disk struc-
tures as vanilla HDFS, so upgrading HDFS to HARDFS or addewg memory
state only requires a restart; copying data to a new file sys&einnecessary.

In addition to storing the selected state, HARDFS need< ltai how state
should be updated based on interposed messages; this tigiasathe second
version. In order to implement this logic, we needed to usiderd the semantics
of various protocol messages. For instance, for namespanagement, upon a
successful file creation message, HARDFS adds the corrdspmpfile name to

the maintained state.
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Properly handling thread events that are periodicallygirgd is also neces-
sary to keep both versions synchronized; if the secondamrsere not aware of
the thread events, it could not verify actions triggeredhsy threads. For exam-
ple, when a periodic thread in the master node wakes andtdetead workers,
the master may perform a block-replication action. The sdagersion must be

aware of this transition in order to verify the resultingians correctly.

Lightweight State with Bloom Filters

We now discuss how our sleeved systems can manage state fficeeneand
lightweight manner. While there are many ways to do this, ARDFS, we use
counting Bloom filters [40]. A Bloom filter is a probabilistatata structure that
allows testing whether a data element is a member of a set.sfidace efficient:
the overhead does not depend on the state objects stored.

Our intuition for the use of Bloom filters is that sleeved syss typically only
need to answer boolean questioasy( does fileF exist?) rather than answering
non-boolean questions.@, what are all files under directoy?). Thus, a Bloom
filter is a fitting solution for compressing file-system mettd The challenges
that arise are dealing with non-boolean verification, esivesCPU overhead, and

false positives. We describe our design to address thedleripes.

e Dealing with non-boolean verification: Although using a Bloom filter is
space efficient, one challenge is to represent non-bootdarmation, in
particular information that changes and must be updatedexample, con-
sider the case where both the main and second versions agtdeeF is
100 bytes long. If a client appends the file and the worker telsrttaster

thatF is now200 bytes long, then the second version must update its state
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regardingF. However, the second version cannot overwrite the old entry
{F,100 } previously stored in the Bloom filter with a new ently,200 }.
Instead, it must perform two operations: delete the oldyef#r100 }, and
then insert the new entr§F,200 }. To delete the old entry the second ver-
sion must know the value of the old entry, but Bloom filtersraaranswer

non-boolean questions (in this example, what is the cutesigith ofF?).

To deal with this, we use aask-then-checkechnique. That is, the sec-
ondary version asks a non-boolean question of the mainoretsi deter-
mine the previous value for an entry before the main versiewént handler
executes. Because the returned result cannot be truséesetiond version
then checks the previous value with a boolean question tBlibam filter.

In the above example, the secondary version first asks the veesion for
the length ofF (which is100) and then checks via the Bloom filter that

is indeed100 bytes long. With this verified and correct information, the
secondary version performs the deletion (we use a countimgnBfilter to

support this operation) and hence the overwrite.

Dealing with excessive CPU overheadwWhile Bloom filters are space ef-
ficient, in some cases they can lead to excessive CPU overhEademedy
this problem, HARDFS keeps a small “cache” of states beitigelg mod-
ified in concreteform (in contrast to theeompressedorm in the Bloom
filter). In addition, HARDFS can optionally keep all data imncrete form,
trading space efficiency for less CPU overhead. Finallyicpd for con-
verting data between concrete and compressed forms basathdime

measurements could be enforced.
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e Dealing with false positives: The last challenge is the presence of false
positives from two sources: Bloom filters and corruptedestat bugs in
the sleeved code itself. First, Bloom filters fundamentaly return false
positives [39]. A Bloom filter can “lie” that it contains filE, when in fact
it does not. Fortunately, the false positive rate is re@yismall and con-
figurable. For instance, the probability of a false positiva Bloom filter
with 10 hash functions and 32 bits per data element is apprabely 2 per
million [83]. Doubling the number of bits per data elementtbleads to
a false positive rate of 4 per billion; at this rate, a clugteycessing 100

operations/second would experience about one false y®pigr month.

Second, the state maintained by the sleeved version ieelbe corrupt due
to memory problems or bugs. Fortunately, in crash-tolesgatems, false
positives are benign from a correctness perspective bet¢hesg only result
in unnecessary recovery. The only danger is the degeneaate where
a Bloom filter always generates a false positive for a pddicalement,
resulting in repeated recovery. A small cache of concretiestsolves this
problem; the recovery mechanism remembers troublesonmeeals and

pins them in the cache.

4.2.4 Action Verifier Module

The action verifier module detects incorrect actions peréat by the main version
that relate to the properties of interest. We classify irexiractions into four
types: corrupt, missing, orphan, and out-of-order. Wedweliit is important to
detect all four types of incorrect actions. In our study af HHDFS bug reports

(Section 3.1.2), we find that all these types of incorreabastoccur.
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Figure 4.3:Types of Incorrect Actions. (a) In an example of a correct action,
the namenode accepts a file-creation request and writesattresponding trans-

action to the on-disk operation log. However, the systenidcexhibit four types

of incorrect actions: (b) corrupt actions such as the masteorrectly sends a

wrong response, (c) missing actions such as a client reqaestcepted but no
subsequent transaction is written, (d) orphan actions sasha transaction is

written with no request origin, and (e) out-of-order act®osuch as transactions
written in a wrong order.

The following sections describe the four types of incoraattons that could
occur after a file creation request as illustrated in FiguBe #&igure 4.3a repre-
sents the correct behavior of a file creation; here the file doeexist, and thus the
master accepts the request and writes an appropriate ¢tenmsto its persistent

operation log.

Corrupt Actions

The first type of incorrect action is a corrupt action. Cossithe scenario shown

in Figure 4.3b where a client sends a request to create B;fiféhe file did not
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previously exist, then the request should be accepted. tAmwiéthe main version
of the master behaves incorrectly.q, the in-memory pathname is corrupted),
then it will wrongly reject the request, while the secondsuen accepts.

However, when there idisagreemenbetween the secondary and main ver-
sions, the secondary version cannot be trusted to be thectorersion. Thus,
whenever disagreement occurs for any of the actions desthblow, the action
verifier simply catches the incorrect action and takes auftdit steps to resolve

the problem. These steps are described in more detail im&etP.4.

Missing Actions

Missing actions represent the case where the main versauidbenerate a spe-
cific action but fails to do so. For example, in Figure 4.3 thaster accepts
the file creation request but forgets to write the correspanttansaction to the
operation log.

To check for missing actions, the action verifier maintaimgxpected action
list and generates expected actions for incoming requestsai@ changes that re-
quire a certain action. For example, a write to the operdtgnis expected to
follow every accepted client-write. Expected-action mstidescribe both the ac-
tion the main version should perform and when the action sieete performed.
Many actions are expected to occur before the main versew@at handler re-
turns, but in some cases, it is only possible to detect ngssotions using time-
outs. For example, since replication in HDFS is throttlddy hamenode might
not immediately send a replication command upon detectingraer-replicated
block. Waiting too long, however, is an incorrect behavi@ttcould lead to data

loss.
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Orphan Actions

Orphan actions represent the case where the main versitrmsrunexpected
actions. For instance, in Figure 4.3d, the master node svtiethe operation
log that fileF is created although there is no origin for this request. Tede
orphan actions, the action verifier leverages the expedtgohalist. Specifically,
it signals an error when the action has no match in the exgextton list.

Orphan actions also cover the caseloplicateactions. For example, consider
the block re-replication procedure due to dead worker noldé¢ise master sends
too many block re-replication commands, then the first pication command

will be considered correct, while the subsequent ones wittdnsidered orphans.

Out-of-order Actions

An action may depend on another one. For example, a transautating a new
file F (op2 cannot precede the transaction making the parent disett¢opl).

If the main version executexp2beforeopl (as in Figure 4.3e), the operation log
will be corrupt, which may lead to severe consequences ssiclata loss or the
master crashing permanently during checkpoint recoveoyaddress this chal-
lenge, action dependencies are tracked. However, traekitign dependencies is
challenging and domain specific. We present an example aflimgout-of-order

actions in Section 4.3.1.

Handling Disagreement

By detecting incorrect actions as explained above, themestrifier can identify

disagreements, but with only two versions to compare, ihoaknown which ver-
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sion is wrong; therefore, the action verifier resolves disaments using domain-
specific information and falls back on the safety of recoewyn trusted state.

As an example, consider the request originally shown in féigu3b, where
the main and secondary versions disagree about the sudca$seocreation. It
is entirely possible that the main version (correctly) cegel the request because
a space quota was exceeded; if the second version does ngbonate knowl-
edge about space quotas in its selective model, then itindb(rectly) accept the
request. Thus, the action verifier cannot conclude that thie nersion behaves
incorrectly.

In several cases, we have found it much easier to implemantied sec-
ondary version that naively accepts requests that the @mpiain version re-
jects. To avoid false alarms in these cases, the actionareeifiamines the error
code returned from the main version and ignores disagresmeémen the sec-
ondary version is not equipped to generate those casese louthof-quota ex-
ample, the action verifier agrees with the main version tectejhe request and
operation continues without recovery. Unfortunatelyhi tmain version incor-
rectly reports “out-of-quota”, HARDFS will not detect it. h€re is a tradeoff:
writing logic for more cases improves reliability, but ireises engineering effort.

For some situations, the action verifier needs a mechanistetext repeated
disagreement. If a transient fault causes disagreemensatime discrepancy will
not reappear after recovery, and normal operation willmesuHowever, one of
the versions may have a bug that causes permanent disagiteeiméehis case,
the developer is notified, and policy determines how to pedaantil the code is
fixed; entering HDFS safemode is one option (safemode pteadiile and block

modifications).
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4.2.5 Recovery Module

Once the action verifier detects a failure, the recovery neodan apply many
different techniques. One simple approach is crash andtdboitable for crash
tolerant systems). A more fine-grained technique is miegmvery where the re-
covery module pinpoints and recovers only the corrupt stataddition to doing
repair, the recovery module can also thwart destructivers&tto prevent fault
propagation to other nodes. We discuss the three technigggesby HARDFS

below.

Reboot

Crash and reboot is a safe mechanism to prevent the propagdtcorrupt state
due to transient and non-deterministic failures. Upon ogltbe main version can
safely reload its in-memory state from other trusted sajrsech as persistent
storage or other nodes across the network; the states oftbedary version are
also reloaded since it interposes on these inputs.

We believe that it is appropriate to use rebooting for recpwhen rebooting
is quick and the faulty node is not a single point of failurer Fstance, rebooting
a worker node is appropriate since remaining workers caresdgrent requests

and maintain data availability.

Micro-Recovery

When rebooting a node is expensived, rebooting a master node may take
hours [42]), a sleeved system can instead quickly identityr@pair only the cor-
rupted state. We call this technique micro-recovery, simid micro-rebooting [54].

In micro-recovery, when a fault is detected, the node isdnao prevent changes
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to the system state. The recovery module then identifiesditamed state by se-
mantically comparing the secondary and main version saaig recovers it from
a trusted sourcee(g, persistent storage).

For example, if the two versions disagree about the length fie F, then
micro-recovery reconstructs juss metadata from the checkpoint file and the op-
eration log on disk. These sources can be trusted for twonsagiata is never
written to them unless both versions agree, and solutiongri&venting and de-
tecting corruption to persistent storage are well known [34, 38, 59, 90, 98,
106, 137, 141, 158, 159].

Disagreement can happen because of corruption in eithendary or main
version state (or both). Repairing corrupt main versionesis relatively easy
because the recovery module can overwrite the corrupt“stgiéace”. Repairing
encoded state in a Bloom filter is more challenging. Consideorrupted entry
{F,374 }, incorrectly indicating F is 374 bytes long. To repair therapted entry,
the recovery module must delete the encoded entry and theszorrect entry, but
it does not know that’s length has been corrupted to 374. The solution described
in Section 4.2.3 does not work because there is no entityktiaws the corrupt
value. Therefore, our solution is to begin with an empty Biofilter instance
and add entries as they are verified, either from main-versiate or persistent
storage, without a full reboot.

If micro-recovery does not find any disagreement, it meaeasidiected faults
might involve corruption in non-hardened functionality lmrgs in the software
logic, and thus the recovery module falls back to full rebdbtecovery is con-

tinuously repeated, an error report is generated as disgussSection 4.2.4.
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Thwarting Destructive Actions

Repairing a local node is of limited value if the faulty nodmuses permanent
damage to other nodes before it recovers. HDFS workers sgudar heartbeat
messages to the master, and the master replies with mesiegsig workers
to perform various actions. Some of these directives, sacllelete replica” or
“decommission”, can cause irrecoverable data loss if gl

Our sleeved subsystems drop messages containing destrdatectives if
there is any disagreement between the main version and toedsay model
about the objects in question. Our policy here is consesaiti is safer to poten-
tially waste storage space than to risk deleting data umiicteally.

Overall, we find that micro-recovery is a powerful mechanigtowever, un-
like detection where the main version code does not need todséfied much,
micro-recovery requires the main version be equipped webhanisms for recov-
ering specific state®(g, repairing a small subtree of the complete in-memory file

hierarchy). We believe adding this machinery to existingfsms is beneficial.

4.3 Implementation

In this section, we describe the specific details of the thFBRDFS subsystems,
HARDFS-N, HARDFS-R, and HARDFS-D, which harden the HDFS papace
management, replica management, and the read/write ptatbdatanodes, re-

spectively.
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4.3.1 Namespace Management: HARDFS-N

Namespace management is a critical functionality in HDR® a&rchitecture of
HDFS has a dedicated master, ti@nenodewhich stores all file-system meta-
data in memory for fast operations. When the namenode eealtlient request
that changes the namespace, it writes an appropriate ¢tteors&o the on-disk
operation log before responding back to the client. Pecall}i, the namenode
replays this operation log to produce an on-disk checkddethat contains the
complete namespace structure. HDFS splits files into 64Mi8Kd, which are
replicated acrosdatanodes

To protect namespace integrity, HARDFS-N guards the in-orgmamespace
structures that are necessary for reaching data: theddehierarchy, file-to-block
mapping, and block-length information. With this protectiHARDFS-N detects
namespace-related problems such as accidental file tronsatinreachable di-
rectories, and corrupt file-to-block mappings. When thesblpms are detected
by HARDFS-N, faulty actions are not propagated to the clipatsistent storage,

or datanodes.

Maintaining State and Checking Actions

After interposing on incoming and outgoing messages, HARIDFcan update

its state (both Bloom filters and the expected-action lisi) &erify observed
actions. lIts logic for updating state from incoming messageshown in Ta-

ble 4.1. For example, in the first row of the table, at the ep#ath of the request
create(F)  from the client to the namenode, HARDFS-N records this fact b
callinginsert(F)  to the Bloom filter. Table 4.1 can be seen as a concrete exam-

ple of how a developer programs a sleeved service.
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Message Logic of the secondary version
create(F) Entry:
client requests NN to If exists(F) Then reject;
create file F Else
insert(F);
generateAction(txCreate[F]);
Return: check response;
addBIk(F) Entry: F:X = ask-then-check(F);
clientrequests NN to | Return:
allocate a block to B = addBIk(F);
file F If exists(F) & lexists(B) Then
X = X U {B}
update(F:X, F:X ');
insert(B@O);
Else declare error;
blkRcvd(B,100) Entry:

DN informs NN of
received 100-byte
block B

B@L = ask-then-check(B);
update(B@L, B@100);
Return: check response;

complete(F)

client informs NN of
write completion on
file F

Entry:
If exists(F) Then
SIZES = enpty-1li st
F:X = ask-then-check(F);
for B in X:
B@L = ask-then-check(B);
SIZES.append(B@L);
generateAction(txClose[F,SIZES]));
Return: check response;

Table 4.1:sLEEVE for namespace managementThe table shows how the sec-
ondary version derives the semantics of input messagesafi@i@ant or datanode
(DN) to the namenode (NN), manages its state using BloomAiRes, and gener-
ates expected actionspdate(x1, x2) represents alelete(x1)  followed by
aninsert(x2) ;“Check response” means that the secondary version congpare
returned results and handles disagreement if @; represents a mapping from
file F to blockB; B@xindicates that bloclB is x bytes long. Multiple Bloom filters
(not shown) are used to encode different facts.
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HARDFS-N uses Bloom filters as a space-efficient data stredtu encoding
the file namespace. Only three APIs are needleskrt(x) , delete(x) , and
exists(x) , wherex is a variable-length byte array.

To encode a file hierarchy, the most straight-forward apgrosould be to
performinsert("d/f") to indicate that there exists a directafrywith a child
f . However, this scheme leads to inefficient performance ifectbry has many
entries and is frequently renamed. Imagine there exist reatryesd/f1 , d/f2 ,
d/f3 , and so on, and directony is renamed ta; since Bloom filters do not
support overwrite (Section 4.2.3), the system would negoktéorm many ask-
then-check operations to deletedlk entries, and then insert all new* entries.
Our solution is to introduce another level of indirectier, keyOf(d)/f ). If the
main version maintained a unique inode number for eachtdingave could just
use that information directly. Unfortunately, there is mglsinformation. Instead,
we use the hash code of the memory address for the Java digemtpresents the
directory.

To catch orphan, missing, and out-of-order actions, HARDFR®&aintains an
expected action list. For example, in the first row of Tablk dpon an incoming
create(F) request, afuture actiarCreate is expected. To detect out-of-order
transactions, HARDFS-N uses domain-specific knowledgecilpally, a com-
pleted transaction (a successftCreate(D) ) implies that the associated object
(D) is committed to the on-disk log and that subsequent chittitexhs toD are
also allowed. With this knowledge, out-of-order transasican be detected.(),
if txCreate(D/F) is sent to the disk bukCreate(D) is still in the expected

action list).
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Recovery

HARDFS-N could recover from detected errors by rebootirggriamenode and
reconstructing all state. For faster recovery, HARDFS4#drapts micro-recovery
first. Here, we describe further how corrupt states can be/exed from persistent
storage.

HARDFS-N repairs corrupted states in memoeyg( badF’s metadata) us-
ing states stored in the namenode’s checkpoint file. Sincassame persistent
storage is trusted (Section 4.2.5), the checkpoint file eeted to have “good”
states. To obtain the latest checkpoint file, HARDFS-N ferttee namenode to
start a checkpointing process by replaying the operatign ldowever, HDFS
checkpointing is relatively slow and I/O-intensive: it tagps reading the old
checkpoint file in its entirety, as well as the operation logfore it can write out
a new checkpoint file. To optimize this, HARDFS-N avoids fogca checkpoint
when possible. HARDFS-N first scans the (relatively smalgration log to find
the correct values for any of the relevant corrupted s&atg €'s latest metadata).
If no relevant transactions are found, HARDFS-N performsetitient binary
search on the checkpoint file for the needed information;ctiexckpoint file is

already sorted based on pathname.

4.3.2 Replica Management: HARDFS-R

HDEFS replica management involves the block-to-node maypgtiucture for track-
ing the node locations and number of replicas for every bl&tkce datanodes in
a cluster may arrive and leave at any time, a block can be ovender-replicated.

Replica management ensures that each block has the intenddzer of replicas
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by sending deletion and regeneration commands to diffetat@nodes. When a
block is created/regenerated, the datanode sebiiRevd message to the name-
node. Every datanode also sends peribttickReport messages containing the
list of blocks managed by that datanode.

HARDFS-R hardens the namenode replica management fuattiyohy pro-
tecting the integrity of block-mapping statesd, no blocks will be accidentally
deleted and no incorrect block locations will be returnettheoclient). Since many

of the basics are similar to HARDFS-N, we focus on the diffiess.

Maintaining State and Checking Actions

HARDFS-R uses two Bloom filters to encode block-to-node nraggand replica-
count information with simple formats such &asert(BlkiD:NodelD) and
insert(BIkID:Count) . For every block regeneration/deletion command sent
by the main version, HARDFS-R performs various checks. kanwle, delet-
ing a block replica should not make the block under-reptidata regeneration
command should only be performed on a valid block.

HDFS uses a periodic thread to detect dead nodes. When ety trig-
gered, HARDFS-R is informed (Section 4.2.3) so that it cgficate the function-
ality for block accounting and manage its expected actisini.g, HARDFS-R

expects to observe a block regeneration command if the Idagkder-replicated).

Recovery

In HARDFS-N, we saw that micro-recovery can be performeddmpnstructing
corrupt states from persistent storage. However, HDFS nadedoes not main-

tain block-to-node maps in its persistent storage; theeefolll recovery is done
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by requesting block mappings from all the datanodes (spadifiby request-
ing blockReport commands). However, to perform micro-recovery of a cor-
rupt block-to-node mapping (either in the main or secondargion), HARDFS-
R only requests a block report from the corresponding nodehel datanode
responds with matching information, then the mapping isted. Otherwise,
HARDFS-R must fall back to full recovery by requesting blaeports from all

datanodes because there is no other way to determine thimlaf the block.

4.3.3 Read/Write: HARDFS-D

Our final subsystem, HARDFS-D, hardens the datanode’s ra&tddr reading
and writing blocks. HARDFS-D can detect data access probkrmh as returning

incorrect data or appending data at a wrong offset.

Managing State and Checking Actions

In each datanode, HARDFS-D protects two pieces of inforomatithe list of
blocks maintained by the datanode and the length of eaclk.blocan append-
only storage system such as HDFS, the block length is edlyaaigortant since
it defines the location of the next write; a corrupt lengthlddead to accidental
overwrites. HARDFS-D uses two Bloom filters to protect thiormation €.g,
insert(B)  andinsert(B,100) ).

HARDFS-D verifies both disk and network actions. First, HARE®D checks
that all disk accesses performed by the datanode are to thectdiles and to
the correct offsets. Second, HARDFS-D checks all outgoietgvark messages
to ensure that any local corruption does not propagate tthandatanode; this

network check is vital because writes are preformed in alipipe fashion.



88

Recovery

A corrupted and faulty datanode can be recovered with a simgiioot. Fortu-
nately, because each block is typically replicated acroskipte datanodes, re-
booting a datanode does not affect data availability. Intadd as we will show
in our evaluation, rebooting a datanode is fast, taking enfgw seconds (Sec-

tion 4.4.2). Therefore, we do not investigate micro-recp¥er HARDFS-D.

4.4 Evaluation

We now evaluate HARDFS. Specifically, we present experialeasults that an-

swer the following questions:

e |Is HARDFS effective at detecting and recovering from faeust faults
caused by memory corruption and real-world bugs (Sectidri )R

e How much time and space overhead does the additional bopiig@cur?
Does micro-recovery substantially improve recovery tilfedtion 4.4.2)?

e Does hardening HDFS require a reasonable amount of engigeeffort

(Section 4.4.3)?

4.4.1 Detection and Recovery

We evaluate the ability of HARDFS to detect faults and recaygng three sets
of experiments. We first randomly corrupt memory by injegtbit flips in the

namenode’s address space. To further understand the effeath corruptions,
we perform memory corruptions that target various fieldsripartant data struc-
tures. Finally, we reintroduce real bugs to the codebasenssabure how well

HARDEFS can prevent data loss.
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Outcome HDFS HARDFS
No problem observed 728 460
Detect and reboot - 140
Detect and micro-recover - 107
Hang 22 16
Crash 133 268
Silent failure 117 9
(Corrupt pathname) 95 0
(Corrupt replication) 1 0
(Corrupt blocksize) 12 1
(Corrupt permission) 3 0
(Corrupt modification time 6 8
Total 1000 1000

Table 4.2:0utcomes of random memory corruption. This table presents the
results of random memory corruption experiments in HDFS HARRDFS. The

outcome of each experiment can be: no problem observed moon detected

and system reboots, corruption detected and system pesfaritro recovery,

hang, crash, and silent failure.

Random Memory Corruption

We study how random memory corruptions affect the operaiforanilla HDFS
and HARDFS by injecting random bit flips in the namenode’srads space.
Specifically, for each system we performed 1000 runs, eaalnizh involved: (1)
creating 10,000 files, (2) injecting random bit flips into theemenode’s writable
address space, and (3) recording if the system crashestat()f returns unex-
pected metadata €., a silent failure has occurred).

We focus on namenode corruptions because it is a single pbfailure in
the system and has more potential to propagate errors. Halchshone chance
in 50 million of being flipped. With our injection methodolpgboth the main
implementation and the secondary model are subject to tttom injections, so

discrepancies can arise when state in either is corrupted.
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Table 4.2 summarizes the experimental results. With HARDwSnumber of
silent failures is reduced by a factor of 10 (from 117 to 9)dese the failures are
mostly detected and recovered (140 reboots and 107 micoweey instances).
However, the JVM crashes twice as often (because additlooaikeeping in-
creases the chance of pointer corruptions that lead to esaskll the crashes
were due to dangling pointers, memory protection errorsllegal instructions.
HARDEFS trades availability for correctness and data safety

The breakdown of silent failures illustrates the resultegstive protection.
In HDFS, corrupt pathnames are most common (95 cases) fedldwy corrupt
blocksizes (12 cases). In contrast, the most common siédoté for HARDFS
is a corruption of the modification time (8 cases), whichesibecause we selec-
tively chose not to protect this inode field. For HARDFS, thiexone dangerous
failure, a corruption of blocksize; although HARDFS prdgethis field, it is pos-
sible that either our aggressive injections caused the lcigecks to misbehave,
or perhaps the same corruption happened to both the mailowensd secondary

model, leading to this false negative. It is difficult to reguce this case.

Targeted Memory Corruption
We also conduct targeted memory corruption because th@mamiemory cor-

ruption experiment gives us little information about whigdrt of memory is cor-
rupted and its corresponding effect. To do this, we pick a faflthe namespace
data structureq.g, pathname, block ID, etc.), change it to an unexpected value
(e.g, fromf0 tofl ), and run a simple workloack(g, file creation).

Table 4.3 summarizes our experimental results. We seedéspite employ-
ing on-disk replication, vanilla HDFS is quite fragile to mery corruption (many

x and() outcomes). For instance, a block ID corruption can causaaheenode
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HDFS HARDFS
Message P CSRBI GL|PCSRBIGL
mkdir X . .. NZVAE
create RIREx x . . VVVY -
append | @ @R QR R Q'R wwww
addBlk OO. O . . . |VV. \/
abandonBlk O O . . . OO. |VV.- \/\/
blkRcvd oo R (S R o L I NV
fsync ®. SO  v  VVVVVY
complete | ®". QR RR®" ®°’ v VVVVYY
delete R ®. . XK. NAVARRRVVARE
rename . .. . . NZVAE
setRep ®* . X VARV
setTimes | ®*. . Voo
getinfo 0000 VVVYV
getListing | O O . oo VvV
getBks | ®'Q. . OO0 O O| VvV . -VVVV

Table 4.3: Namespace memory corruption experiments. The table shows
results of corrupting namespace structure’s fields for HG#FE HARDFS. Cor-
rupted metadata fields areP) pathname, @) child pointer, §) default block size,
(R) replication factor, B) block pointer, () block ID, (G) block generation stamp,
and () actual block length. Each cell presents the resulting @i from the
combination of input message (e.g., mkdir) and corruptéerival state. Possi-
ble outcomes are: X) faulty transaction, (O) incorrect response,\{) correct
transaction and response, (.) inapplicable. Footnotegie namenode fails to re-
boot and crashes permanently because of corrupted traigalctg; ® data loss;
¢ inconsistency.
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HDFS HARDFS
Message | | G O D C|I G O D C
setuppipe | ® ® . . . |V Vv - . .
packet L VYV VY
read O VO VVIVVIVYVY

Table 4.4:Corruption experiment with read/write protocol. The table shows
results of corrupting internal replica metadata structdog HDFS and HARDFS.
Corrupted metadata fields aret Y block ID, (G block generation stamp¢) off-
set, ) data, and €) checksum. Each cell represents possible results obségved
clients, including: &) dataloss, () temporary bad replica,{) data corruption,
(<) bad data returned to clients,/) success, and (.) inapplicable. The opera-
tions involve both a sending and receiving datanode, sodoh&ase we run two
experiments, injecting at each endpoint. Cells indicaterttost severe result.

to remove all replicas of a block; faulty transactions canwpitten to the on-

disk operation log, eventually leading to unsuccessfutkpeints and reboots;
corrupted states can propagate, leading to global coonpHARDFS-N, on the
other hand, correctly detects and recovers from all of thajgéted faults without
propagating the faults to the disk or other nodes.

We also investigate whether HARDFS-N can handle the secgnaasion
behaving incorrectly. Specifically, we repeat the expenine Table 4.3 where
we corrupt the pathname and the file-to-block mapping, hstttime within the
Bloom filters. We find (not shown) that the recovery modulecsgsfully recreates
HARDFS-N's internal state by reconstructing a new instamicine Bloom filter
(as described in Section 4.2.5). The time to populate netamcg of the Bloom
filter is negligible: it takes only 2 seconds for a namespd@90K files.

To measure the benefits of HARDFS-D, we corrupt replica negtaduring
block reads and writes (Table 4.4). Although vanilla HDF3$adades handle
faults better than the namenode in our last experiment,didtie trials still re-

sulted in data loss, corruption, or incorrect responsese ddta replication in
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Bug Year Priority Description
HADOOP-11352007 Major Blocks in block report wrongly marked for
deletion

HADOOP-30022008 Blocker Blocks removed during safemode

HDFS-900 2010 Blocker Valid replica deleted rather than corrupticgpl
HDFS-1250 [2010 Major Namenode processes block report from dead
datanode

HDFS-3087 (2012 Critical Decommission before replication during
namenode restart

Table 4.5:Software bugs. This table presents examples of HDFS bugs that cause
incorrect behaviors. HARDFS is able to handle all of them prevent data loss
from happening.

HDFS is useless if corruption can spread. HARDFS-D, howeletects faulty
behaviors immediately and reboots the faulty node. In eweay, the fault is

isolated, operations continue successfully, and no ddtati®r corrupted.

Real Software Bugs
In this section, we explore how well HARDFS handles realwsafe bugs. We

chose five bugs from Hadoop and HDFS bug repositories [7, THbjle 4.5 gives
a summary. The bugs have the following characteristics #fiect at least one
of the subsystems we hardened, the bugs received a rankr"rajgreater, and
the bugs result in data loss under certain circumstances.

The bugs were discovered over a number of years, rangingZffiv to 2012.
The older bugs tend to be simple programmer oversights.¥&nple, deletion of
valid blocks can be triggered by a poorly written loop thatqasses block reports
incorrectly [43], or because of missing safemode checkk [47

The newer bugs tend to be more subtle. HDFS-900 [45] is a eare ¢on-
dition in the messaging protocol: if the namenode is in thddi@ of creating a

new replica to replace a known corrupt replica, and a blopkmearrives at the
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right time, the namenode will believe the block has an exdpdica and trigger an
extra delete, usually of a good replica. HDFS-1250 [48]@epnts another case
where a block report arriving at the wrong time is problemaii a datanode has
died (detected when heartbeat messages have not arrivedrfa time), but the
last block report from the datanode still somehow arrivethathamenode after
some time, the namenode will mistakenly use the block reparbmpute replica
counts, leading to under-replication. In HDFS-3087 [46]aganode is being de-
commissioned, and the namenode is moving replicas to thaingmy nodes. If
the namenode is restarted in the middle of this process g§psertue to a crash),
the namenode upon restart will believe the datanode haslidrgplicas because
it has not yet received a block report, and will quickly finiste decommission
process without moving all the data to the remaining nodss fir

For each bug, we made controlled modifications to our codetmaeproduce
it. We limited ourselves to reintroducing the buggy codggdting delays to re-
order events, and dropping messages. As these bugs ledubddrs that deviate
from the expected model, HARDFS was able to detect the pmoideeach case
and take appropriate action. In one case, HARDFS was abdstore proper state
by restarting the namenode, and in four cases, HARDFS predeafata loss by

simply thwarting the destructive directives (Section 8)2.

4.4.2 Efficiency

We now evaluate the performance impact, space overheaceandery time of
each HARDFS system. All experiments were conducted in derlug 21 ma-
chines, each having 8GB of memory and a 2.66GHz CPU.
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(a) HARDFS-N (b) HARDFS-D
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HARDFS + Bloom Filter
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Figure 4.4: Performance Overhead Evaluation. Figure (a) and Figure (b)
show performance overhead of HARDFS-N and HARDFS-D, réspBc The
performance overhead of HARDFS-R is negligible (not shown)

Performance Impact

We evaluate the time overhead of HARDFS-N using the namebedehmark
(NNBench) in the Hadoop distribution (Figure 4.4a). Thistemark stresses
many metadata requests by creating, renaming, and defdéag HARDFS-N
imposes acceptable overhead: 4% or 8%, with concrete stdBéoom filters,
respectively. This performance impact appears acceptable

In an experiment designed to stress HARDFS-R containingyheant write
activity and significant background processing of blocloréq we found that the
performance overhead of HARDFS-R is negligible. Finallyevaluate the per-
formance of HARDFS-D, we run the DFSIO benchmark with 3-waplication
on a cluster containing one dedicated namenode and 20 digsand measure
the average throughput of read and write operations. Thdtses Figure 4.4b
show that the overhead of HARDFS-D is negligible for both kioads.
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(a) HARDFS-N (b) HARDFS-D
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Figure 4.5:Space Overhead Evaluation. These figures illustrate space over-
head (i.e., the amount of memory allocated) for HARDFS-N HARDFS-D
based on the number of files in the system and the number afagpler datan-
ode. HARDFS-R with Bloom filters incurs less than 2% memoeyh@ad (not
shown).

Memory Overhead

We measure the memory allocated for the namenode in both HD&ESARDFS-
N as the number of managed files is varied. Figure 4.5a shavsdhncrete states
in HARDFS-N lead to memory overheads near 100%; this aceteduhe need
for lightweight data structures such as Bloom filters. Asiréels the memory
overhead of HARDFS with Bloom filters is negligible (2.6%).

We measure the memory allocated for both HDFS and HARDFS-iabying
the number of replicas a datanode manages (Figure 4.5bkpeue efficiency of
Bloom filters makes the memory overhead of HARDFS-D less fi#an Finally,

HARDFS-R with Bloom filters incurs less than 2% memory ovexhe
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Figure 4.6: Recovery Time Evaluation. These figures present the results of
evaluating recovery time of HARDFS-N and HARDFS-R as thesy#tem size
increases. Overhead of recovery in HARDFS-D is negligibtg §hown).

Recovery Time

We measure the time for HARDFS-N to recover corrupt stat@sgusree ap-
proaches: simple reboot, micro-recovery, and optimizeztoniecovery. Normal
micro-recovery creates a new checkpoint based on the laskpbint and the
operation log; optimized micro-recovery computes only tieeded state by ef-
ficiently scanning the log and last checkpoint (Section14,3hus avoiding the
need to perform a complete checkpoint. All experiments warein a cluster
containing one hamenode and 20 datanodes. Figure 4.6a siresihe results.
Although crash-and-reboot works correctly, it is prohitdty expensive: more
than an hour is required to reboot a namenode managing lomiiles; most
of this time is spent processing block reports from dataaqd2]. Fortunately,
micro-recovery is highly efficient and more than two ordefrsnagnitude faster.

Our optimized version can recover corrupted state in leas fl® seconds, even
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Subsystem HDFS | HARDFS
Namespace managementi0114| 1751 (17%)
Replica management 2342 | 934 (40%)

Read/Write protocol 5050| 944 (19%)
Others 13339 0 (0%)
Total 30845| 3629 (12%)

Table 4.6:Engineering effort in lines of code. This table compares HDFS and
HARDEFS in terms of engineering effort. With thieeevE approach, HARDFS is
much smaller than the original HDFS.

when the namenode is managing 1 million files. Figure 4.6wstsmilar bene-

fits of using micro-recovery for HARDFS-R. Again, althougfull reboot always

behaves correctly, it can be prohibitively time consummeguiring many hours.
Micro-recovery can often reconstruct corrupted block magesfrom data nodes
in less than one second. Clearly, micro-recovery shoulddsel @o repair cor-
rupted entries when possible.

HARDFS-D does not utilize micro-recovery, as a datanodeatis relatively
quick. A datanode reboot involves reading a block list frael disks and send-
ing the list to the namenode. In our experiments, it takesiebseconds to reboot
a datanode storing 40,000 blocks (around 2.5TB) of datagimatvn).

4.4.3 Engineering Effort

Table 4.6 compares the effort of implementing HDFS to therefbf hardening
HDFS. By selecting three key modules where correctness & mnportant, we
were able to focus our efforts on 57% of the codebase. Outwigight sec-
ond versions are much smaller than the original version8o(1d 40% of the
main-version sizes); overall, our changes only increasectidebase by 12%.
Although implemented in Java, HARDFS could be implementedeclarative

languages [19, 146] in order to further reduce the engingegifort.
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4.5 Conclusion

Equipped with abundant crash-recovery mechanisms, laisédl systems are built
to crash; nevertheless, they are susceptible to failtddkeimaviors caused by mem-
ory corruption and software bugs. If not handled propeHis failure mode can
lead to many undesirable consequences such as data lossramnation.

We address this challenge by introducisigeeVE, a new approach that en-
courages developers to harden their systems againstléat-$ehaviors with
minimal engineering effort. Central to our approach is theai of building a
lightweight version that protects important componenthefsystems. This light-
weight version serves as a detection layer that detects/faehaviors and turns
them into crashes, thus leveraging the crash-recovery imaghof existing sys-
tems to recover. In certain situation, the extra bookkegpufiormation of the
lightweight version can be leveraged to enable a more finggd recovery.

We illustrate the feasibility and usefulness of thieEeVE approach by ap-
plying it to harden HDFS. Our results show that it can detect Becover from
a wide range of fail-silent behaviors caused by memory @tion and software
bugs. Although our results are specific to HDFS, sh&EVE approach and its

principles discussed in this chapter can readily be appiedher cloud systems.
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Chapter 5

Limplock: Impact of Limpware on

Scale-out Cloud Systems

In this chapter, we highlight one often-overlooked causpasformance failures:
limpware— hardware whose performance degrades significantly cadpgarits
specification. In Chapter 2, we present reports showing hskvathd network per-
formance can drop by orders of magnitude. From these repeetalso find that
unmanaged limpware can leadlimplock, a situation where a system progresses
extremely slowly due to limpware and is not capable of fglover to healthy
componentsi(e., the system enters and cannot exit from limping mode).

We target an important question in this chapter: what isrtipgaict of limpware
on today’s scale-out systems? To answer this question, sesrdddimpbencha
set of benchmarks that combine data-intensive load andMampinjections€.g,

a degraded NIC or disk), to analyze five popular and variegklacale cloud sys-
tems (Hadoop, HDFS, ZooKeeper, Cassandra, and HBase) tMdtanalysis, we
unearth distributed protocols and system designs thauaeeptible to limplock.

We also show how limplock can cascade in these systems.
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This chapter is structured as follows. We first present theept of limplock
and its three subclasses: operation, node, and clusteoltin@mlong with system
designs that allow them to happen in Section 5.1. We therriéedampbench for
Hadoop, HDFS, ZooKeeper, Cassandra, and HBase in Secflorirbtotal, we
have run 56 experiments that benchmark 22 protocols withviare, for a total of
almost 8 hours under normal scenarios and 207 hours undewhne scenarios.
We present in detail our findings in Section 5.3. For eachesystve present the
impacts of limpware on the system and the design deficien€esrall, we find

15 protocols that can exhibit limplock.

5.1 Limplock

To measure the system-level impacts of limpware, we asszhtibhpbench (Sec-
tion 5.2). From our findings of running limpbench, we introdwa new of concept
of limplock a situation where a system progresses slowly due to limpaad

is not capable of failing over to healthy componenis.(the system enters and
cannot exit from limping mode). We observe that limpwaresdpet just affect
the operations running on it, but also other healthy nodesyen worse, a whole
cluster. To classify such cascading failures, we introdboee levels of limplock:
operation node andcluster Below, we describe each limplock level. In each
level, we dissect system designs that allow limplock to oend escalate, based
on our analysis of our target systems. The complete resilltbevpresented in

Section 5.3.
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5.1.1 Operation Limplock

The smallest measure of limplock is operation limplock. ustconsider a 3-

node write pipeline where one of the nodes has a degradedIhiGe absence

of limpware detection and failover recovery, the data tianwill slow down and

enter limplock. We uncover three system designs that allpevation limplock:

e Coarse-grained timeout: Timeout is a form of performance failure detec-
tion, but a coarse-grained timeout does not help. For examplHDFS,
we observe that a large chunk of data is transferred in 64-&&gts, and a
timeout is only thrown in the absence of a packet responséd@econds.
This implies that limpware can limp to almost 1 KB/s withorggering a
failover (Section 5.3.2). This read/write limplock bringegative implica-
tions to high-level software such as Hadoop and HBase tmabnuHDFS
(Section 5.3.1 and Section 5.3.5).

Single point of failure (SPOF): Limpware can be failed over if there is
another resource or data source.( the No SPOFprinciple). However,
this principle is not always upheld. For example, becauggediormance
reasons, Hadoop intermediate data is not replicated. kexdind that a
mapper with a degraded NIC can make all reducers of the jadr déinip-
lock, and surprisingly, the speculative execution doesvak in this case
(Section 5.3.1). Another example is SPOF due to indiredttog, HBase
on HDFS). To access a data region, a client must go througbnaéiBase
server that manages the region (although the data is regdicathree nodes
in HDFES). If thisgatewayserver has limpware, then it becomes a perfor-
mance SPOF (Section 5.3.5).
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e Memoryless/revokeless retry:A timeout is typically followed by a retry,
and ideally a retry should not involve the same limpware, Wetfind cases
of prolonged limplock due tonemorylessetry, a retry that does not use
any information from a previously failed operation. We dlswl cases of
revokeless retry. Here, a retry does not revoke previousatipes. Under

resource exhaustion, the retry cannot proceed.

5.1.2 Node Limplock

Node limplock is a situation where operations that must lveeseby this node
experience a limploclkalthoughthe operations dootinvolve limpware. As an il-
lustration, let’s consider a node with a degraded disk. émwory read operations
served by this node should not experience a limplock. Bulhafnode is in limp-
lock, the reads will also be affected. We also emphasizenbdé limplock can
happen orothernodes that dmot contain limpwarei(e., a cascading effect). For
example, let us consider a node A communicating with a nodeaBHhas limp-
ware. If all communicating threads in A are in limplock dueBiahen A exhibits
node limplock, during which A cannot serve requests frorofteer nodes. Node
limplock leads to resource underutilization as the nodencaibe used for other
purposes. We uncover two system designs that can cascadgiopdmplock to

node limplock:

e Bounded multi-purpose thread/queue: Developers often use a bounded
pool of multi-purpose threads where each thread can be wsatifferent
types of operationg.g, read and write). Here, if implocked operations
occupy all the threads, then the resource is exhausted hantbtle enters

limplock. For example, in HDFS, limplocked writes to a slogldcan



104

occupy all the request threads at the master node, and tmagnimory reads
are affected (Section 5.3.2). Similarly, a multi-purposeug is often used.
Here, a node uses one queue to communicate to all other raotebence
a slow communication between a pair of nodes can make théeesjogue

full, disabling communication with other nodes.

e Unbounded thread/queue: Unbounded solutions can also lead to node
limplock due to backlogs. For example, in the ZooKeeper gomoprotocol,
a slow follower can make the leader’'s in-memory queue growhadol-
lower cannot catch up with all the updates. Over time, theklmay will ex-

haust the leader's memory space and lead to node limplocii¢8e5.3.3).

5.1.3 Cluster Limplock

Cluster limplock is the most severe level of limplock. Heaesingle piece of
limpware makes the whole cluster performance collapses ddmdition is differ-

ent from node limplock where only one or a subset of all theasaate affected.
Distributed systems are prone to cluster limplock as nodeswunicate with each
other via which limplock cascades. There are two scenahiasl¢éad to cluster

limplock.

e All nodes in limplock: If all nodes in the system enter limplock, then the
cluster is technically in limplock. This happens in protscaith a small
maximum number of resources. For example, in Hadoop, byttefanode
can have two map and reduce tasks. We find that a wide fareaytrany
reducers reading from a slow mapper) can quickly causeesllistplock
(Section 5.3.1).
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e Master-slave architecture: This architecture is prone to cluster limplock.
If a master exhibits node limplock, then entire operatidrad &ire routed to
the master will enter limplock. In cloud systems where tla@eito-master
ratio is typically large €.g, HDFS), master limplock can make many slave

nodes underutilized.

5.2 Limpbench

We now present limpbench, a set of benchmarks that we assérfdyltwo pur-
poses: to quantify limplock in current cloud systems andrteanth system de-
signs leading to limplock. We have benchmarked the impatitgdware on five
scale-out systems (Hadoop/HDFS-1.0.4, ZooKeeper-3GaSsandra-1.2.3, and
HBase-0.94.2). Our results are shown in Table 5.1 where eaeln represents
an experiment. In each experiment, we target a particulatopol, run a mi-
crobenchmark, and inject a slow NIC/disk. We run our experita on the Em-
ulab testbed [177]. Each experiment is repeated 3-5 timigsiré-5.1 shows the

empirical results and will be described in Section 5.3.

5.2.1 Methodology

Each experiment includes four important components: ohésive protocols,

load stress, fault injections (limpware and crash), andevhox metrics.

e Data-intensive protocols. We evaluate data-intensive system protocols
such as read, write, rebalancing, but not background pottdike gos-
sipers. In some experiments, we mix protocols that requiferdnt re-
sources €.g, read from cache, write to disk) to analyze cascades of limp-

lock. Our target protocols are listed in the “Protocol” aolu of Table 5.1.



ID Protocol Limp- | Injected Workload Base| OL | NL | CL
ware | Node Latency

H1 | Speculative execution | Net Mapper WordCount: 512 MB dataset 80|

H2 | Speculative execution | Net Reducer WordCount: 512 MB dataset 80

H3 | Speculative execution | Net Job Tracker WordCount: 512 MB dataset 80 .

H4 | Speculative execution | Net Task Node 1000-task Facebook workload 4320 NARERYA

F1 | Logging Disk Master Create 8000 empty files 12| NARERYA

F2 | Write Disk Data Create 30 64-MB files 182 .

F3 | Read Disk Data Read 30 64-MB files 120 | . . .

F4 | Metadata Read/Logging Disk Master Stats 1000 files + heavy updates 9| NARERYA

F5 | Checkpoint Disk Secondary Checkpoint 60K transactions 39| . .

F6 | Write Net Data Create 30 64-MB files 208 | /

F7 | Read Net Data Read 30 64-MB files 104 | / . .

F8 | Regeneration Net Data Regenerate 90 blocks 4321 | V|V

F9 | Regeneration Net Data-S/Data-D| Scale replication factor from 2 to 4 11| . .

F10 | Balancing Net Data-O/Data-U| Move 3.47 GB of data 4105| / . .

F11 | Decommission Net Data-L/Data-R | Decommission a node having 90 blocKs 1741 | VvV | V

Z1 | Get Net Leader Get 7000 1-KB znodes 4 . . .

Z2 | Get Net Follower Get 7000 1-KB znodes 51 . . .

Z3 | Set Net Leader Set 7000 1-KB znodes 23| V| VIV

Z4 | Set Net Follower Set 7000 1-KB znodes 26 .

Z5 | Set Net Follower Set 20KB data 6000 times to 100 znodes 64| v | vV | V

C1 | Put(quorum) Net Data Put 240K KeyValues 66 .

C2 | Get (quorum) Net Data Get 45K KeyValues 73

C3 | Get (one) + Put (all) Net Data Get 45K KeyValues + heavy puts 36| .

Bl | Put Net Region Server | Put 300K KeyValues 61| /

B2 | Get Net Region Server | Get 300K KeyValues 151 | /

B3 | Scan Net Region Server | Scan 300K KeyValues 17| .

B4 | Cache Get/Put Net Data-H Get 100 KeyValues + heavy puts 4\ v |V

B5 | Compaction Net Region Server | Compact 4 100-MB sstables 122 / Vv

Table 5.1: Limpbench Experiments. Each table entry represents an experiment in limpbench. ,H, [E,

and B in the “ID” column represenHadoop, HOF S, ZooKeeperCassandra, and Base. The columns describe
the experiment ID, the target protocol being tested, thepViare type (disk/network), the node type where the,_,
limpware is injected, the workload, and the base latencyheféxperiment under no limpware. A tick mark in §
OL, NL, and CL columns implies that the experiment leads &ratpn, node, and cluster limplock respectively.
Data: datanode; Data-H: datanode storing HLog; Data-S, B&), Data-O, Data-U, Data-L and Data-R represent
source, destination, over-utilized, under-utilized Miegy, and remaining datanodes, respectively.
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e Load stress.We construct microbenchmarks that stress request loaeldlis
in the “Workload” column of Table 5.1). Performance failsigften happen
under system load. Each benchmark saturates 30-70% of thenoma

throughput of the setup.

e Fault Injection. First, we performlimpware injectionon a local network
card (NIC) or disk. We focus on I/Os as they can slow down byemaf
magnitude. The perfect network and disk throughputs areMifjls and 80
MB/s respectively. In each experiment, we injduate limpware scenarios
(slow down a NIC/disk by 10x, 100x, and 1000x). We only injglow disk
on experiments that involve synchronous writes to disk. Wamtocols of
our target systems only write data to buffer cache, and hierecenajority of
the experiments involve slow NIC. We also perfonmde-awardimpware
injection; across different experiments, limpware is agel on different

types of noded.g, master vs. datanode).

Second, we performarash injection mainly for two purposes: to show the
duration of crash failover recoverg.g, write failover, block regeneration)
and to analyze limpware impacts during fail-stop recoverg,(limpware
impact on a data regeneration process). The first purpose@pare the

speed of fail-stop recovery with limpware recovery (if any)

e White-box metrics. We monitor system-specific information such as the
number of working threads and lengths of various requestiegieWe do
not treat the systems as black boxes because limpware imjgttbe “hid-
den” behind external metrics such as response times. ldhitenonitoring

helps us unearth hidden impacts and build better benchmarks
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Figure 5.1:Limpbench Results.
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Each graph represents the result of each experiment (elg.dEscribed in

Table 5.1. The y-axis plots the slowdowns (in log scale) @gueriment under various limpware scenarios. In the
first row, a slow disk is injected. In the rest, a slow NIC iitted. The graphs show that cloud systems are crastl_\

tolerant, but not limpware tolerant. 2
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5.3 Results

We now present the results of running limpbench on Hadoo:; $lZooKeeper,
Cassandra, and HBase. The columns OL, NL, and CL in Tableabdl Which
experiments/protocols exhibit operation, node, and elugnplock respectively.
We will not discuss individual experiments but rather foaus discussion on
how and why these protocols exhibit limplock. Figure 5.1mifees the impact of
limplock in each experiment. Uphill bars.¢, in F1, H1) imply the experiment
observes a limplock. Flat bars.§, in F2, H2) imply otherwise. Up-and-down
bars €.g, in B1, Z5) imply that when congestion is seveeey, 0.1 Mbps NIC),
the connection to the affected node is “flapping” (conne@ed disconnected
continuously), and the cluster performs better but notoglly. In the following
sections, major findings are written in italic text. Sectmf.6 summarizes our

high-level findings and lessons learned.

5.3.1 Hadoop
In Hadoop, there is one job tracker which manages jobs rgnmmslave nodes.

Each job is divided into a set of map and reduce tasks. A mgmEeesses an
input chunk from HDFS and outputs a list of key-value pairshé® all mappers
have finished, each reducer fetches its portion of the maputajtruns a reduce
function, and writes the output to HDFS files. At the heart @fddop is spec-
ulative execution, a protocol that monitors task progrdssects stragglers, and
runs backup tasks to minimize job execution time. We evaltia¢ robustness
of the default Hadoop speculation (LATE [187]) by injectiaglegraded NIC on
three kinds of nodes: job tracker, map and reduce nodesifaify diagnosis, we
do not collocate mappers and reducers). In our discussiowpthe term “slow

map/reduce node” implies a map/reduce node that has a degki Q.
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Figure 5.2: Hadoop Limplock. The graphs show (a) the progress scores of
limplocked reducers of a job in experimenf (a normal reducer is shown for
comparison), (b) cascades of node limplock due to singleviare, and (c) a

throughput collapse of a Hadoop cluster due to limpware. Fgures (b) and
(c), we ran a Facebook workload [60] on a 30-node cluster.



111

Limplock Free

We find that Hadoop speculation works as expected when a eathde is slow
(Figure 5.1 H2). Here, the affected reduce tasks are re-executed on atdesn
Slow job tracker also does not affect job execution time akés not perform

data-intensive task$iQ).

Operation Limplock

We find three scenarios where Hadoop speculation is not irertausiow network:
when (1) a map node is slow, (2) all reducers experience HD® implock,
and (3) both original and backup mappers read from a remote rsbde. These
cases lead to job execution slowdowns by orders of magn{rideH1). The root
causes of the problem are imprecise straggler detectiomémadjob speculation.
We now discuss these three limplock scenarios.

First,a slow map node can slow down all reducers of the same job, anceh
does not trigger speculatiotWe find that a mapper can run on a slow node with-
out being marked as a straggler. This is because the inpptfoaf a mapper
typically involves only the local disk due to data localitite slow NIC does not
affect the mapper. However, during the reduce phase, thicatipn is severe:
when all reducers of the same job fetch the mapper’s outpoigh the slow link,
all of the reducers progress at the same slow rate. Speculatmm triggered be-
cause a reduce task is marked as a straggler only if it makegliogress relative
to others of thesameob.

Although it is the reducers that are affected, re-executiegreducers is not
the solution. We constructed a synthetic job where only asubf the reducers

fetch data from a slow map node. The affected reducers aeaeuted, however,
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the backup reducers still read from the same slow sourcenaddie slow map
node is a single point of performance failure, and the sofuis to rerun the map
task elsewhere.

Secondall reducers of a job can exhibit HDFS write limplock, whicbes
not trigger speculationHDFS write limplock is explained in Section 5.3.2. The
essence is thall reducers write their outputs at the same slow rate, singléha
previous scenario. To illustrate these two scenarios,rEi§L2a plots the progress
scores of three reducers of a job. There are three signifiegiins: all scores
initially progress slowly due to a slow input, then jump ddycin computation
mode, and slow down again due to HDFS write limplock. Thesseltbnd tasks
finish after 1200 seconds due to limplock.

Finally, both original and backup mappers can be in limplock when begial
from a remote slow node via HDEShere are two underlying issues. First, to
prevent thrashing, Hadoop limits the number of backup tdskallt is one); if a
backup task exhibits limplock, so does the job. Secondpatth HDFS employs
three-way replication, HDFS can pick the same slow noderaktimes. This is a
case ofimemoryless retryThat is, Hadoop does not inform HDFS that it wants a

different source than the previous slow one.

Node Limplock

Node limplock occurs when its task slots are all occupieditmpliocked tasks
A Hadoop node has a limited number of map and reduce slotsll s$fais are
occupied by limplocked tasks, then the node will be in lingglo The node is

underutilized as it cannot run other healthy jobs unafi@tigthe limpware.
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Cluster Limplock

A single piece of limpware can cripple an entire Hadoop @ustThis hap-
pens when limpware causes limplocked map/reduce taskghvthen lead to
limplocked nodes and eventually a limplocked cluster wHenaales are in limp-
lock. To illustrate this in real settings, we ran a Faceboakkioad [60] on a
30-node cluster with a node that has a degraded NIC. Fig@e ghows how
limpware can cause many nodes to enter limplock over timesgadtually clus-
ter limplock. Figure 5.2c shows how the cluster is undemgd. In a normal
scenario, the 30-node cluster finishes around 172 jobs/ktmuwvever, under clus-

ter limplock, the throughput collapses to almost 1 job/hetir= 250 minutes.

5.3.2 HDFS

HDFS employs a dedicated master and multiple datanodes.mHBs¢er serves
metadata reads and writes with a fixed-size thread pool. Athdmata is kept in
memory for fast reads. A logging protocol writes metadatdates to an on-
disk log that is replicated on three storage volumes. Datescerve data read
and write requests. A data file is stored in 64-MB blocks. A mata block is
written through a pipeline of three nodes by default. Deadmtades will lead to
under-replicated blocks, which then will trigger a blocgeeeration process. To
reduce noise to foreground tasks, each data-node can antyvauregeneration
threads at a time with a throttled bandwidth. Block regeti@nds also triggered
when a datanode is decommissioned or users increase fileatgph factor on
the fly. HDFS also provides a rebalancing process for batgatisk usage across

datanodes.
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We evaluate the robustness of HDFS protocols by injectinggaatied disk or
NIC. To evaluate master protocols, we inject a degradedaliskf three available

disks, but not NIC because there is only a single master.

Limplock Free

Datanode-related protocols are in general immune to slek. dihis is because
data writes only flush updates to the OS buffer cache; onflilisk happens in the
background every 30 seconds. In our experiments, with 512RABI, the write
rate must be above 17 MB/s to reveal any impact. The netwosleher is limited
to only 12.5 MB/s.

Operation Limplock

HDFS is built for fail-stop tolerance but not limpware t@eace; we find numerous
protocols that can exhibit limplock due to a degraded disKi&Z, as shown in
Table 5.1. Below we frame our findings in terms of HDFS desigfictencies
that lead to limplock-prone protocols: coarse-grainecetiots, memoryless and
revokeless retries, and timeout-less protocols.

First, HDFS data read and write protocols employ a coarse-grainegout
such that a NIC that limps above 1 KB/s will not trigger a fago (Figure 5.1,
F7). Specifically, these protocols transfer a large data blodk4-KB packets,
and a timeout is only thrown in the absence of a packet regpfmrs60 sec-
onds. HDFS might expect that upper-level software emplaysee fine-grained
domain-specific timeout, however, such is not the case iroBagdSection 5.3.1)
and HBase (Section 5.3.5). Timeouts based on relative ppeaiace [25] might

be more appropriate than constant long timeouts.
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Symbol | Definition/Derivation

n # nodes
b # blocks per node / to regenerate
r # user requests
Prl 1- (nT—l)r
P L= (22)
b b—n+1
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B 1—(1—py)

Table 5.2:HDFS Limplock Frequency. The table shows the probabilities of
a user experiences at least one red;J and write limplock £,,;), a node is in
regeneration limplock®,;), a cluster is in regeneration limplock?;), exactly:
nodes are in regeneration limplock,{(7)), a block is in regeneration limplock
(pw), and at least one block is in regeneration limploék;J. The detailed deriva-
tion is presented in Appendix A.

Second, even in the presence of timeomtsltiple retries can exhibit limplock
due to memoryless retrgimilar to the Hadoop case. Here, limpware is involved
again in recovery. Consider a file scale-up experiment fram 2 replicas, and
one of the source nodes is slow. Even with random selecti@k3ican choose
the same slow source multiple timeé<S}.

Finally and surprisinglysome protocols are timeoutlesgor example, the
log protocol at the master writes to three storage volumaallsewithout any
timeout. One degraded disk will slow down all log updates)( We believe this
is because applications expect the OS to return some emeritbardware fails,
but such is not the case for limpware.

To show how often operation limplock happens in HDFS, we rhbtleFS
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basic protocols (read, write, and regeneration), derige& ttmplock probabilities
as shown in Table 5.2, and use simulations to confirm ourtesthe details of
this calculation are presented in Appendix A. Figure 5.3h%8b plot the proba-
bilities of a user to experience at least one read and wnitglbck respectively as
a function of cluster size and request count. The probadsldre relatively high
for a small to medium clustee(g, 30-node). This significantly affects HDFS

users €.g, Hadoop operation limplock described in Section 5.3.1).

Node Limplock

We find two protocols that can lead to node limplock: regetm@mneand logging.
The root cause is resource exhaustion by limplocked opersti

HDFS can exhibit regeneration node limplock where all theleis regen-
eration threads are in limplock Regeneration is run by the master for under-
replicated blocks. For each block, the master chooses aethat has a surviv-
ing replica and a destination node. A source node can onlywarnregeneration
threads at a time. Thus, regeneration node limplock oc€ting isource node has
a slow NIC or when the master picks a slow destination for lotbads. Here,
the node’s regeneration resources are all exhausted.

Regeneration node limplock cannot be unwound due to resskekcovery.
Interestingly, the master employs a timeout to “recovetbafailed regeneration
process, however, it is revokeless; the recovery does nokeethe limplocked
regeneration threads on the affected datanodes (it onlliditiyprevokes if the
source/destination crashes). Therefore, as the mas&nk to retry, the re-

sources are still exhausted, and the retry fails silently.
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The figures plot the probabilities

of (a) read limplockP,;, (b) write limplockP,,, (c) block limplockP,, (d) and
cluster regeneration limplock,,;, as defined in Table 5.2. The x-axis plots cluster

size.
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Regeneration node limplock prolongs MTTR and potentiatyeases MTTDL
Nodes that exhibit regeneration limplock can be harmfublnee the nodes cannot
be used as sources for regenerating other under-replickteks. This essentially
prolongs the data recovery time (MTTR). In one experimerstable state (zero
under-replicated block) is reached after 37 hours, 309esldhan in a normal
case (Figure 5.F38). If more nodes die during this long recovery, some blocks ca
be completely lost, essentially shortening the mean tinsata loss (MTTDL).
To generalize this problem, we introduce a new tebfock limplock which is a
scenario where at least an under-replicated blBatannot be regenerated (pos-
sibly for a long time) because the source nodes are in linkpld¥e derive the
probability of at least one block limplock?; in Table 5.2) as a function of clus-
ter size and number of blocks stored in every datanode (waigzhrepresents the
number of under-replicated blocks). Figure 5.3c plots phabability. The num-
ber is alarmingly high; even in a 100-node cluster, a dead@BMode (3200
under-replicated blocks) will lead to at least one blockdiotk.

Other than regeneration, we do not find any datanode pratdbal cause
node limplock, mainly because a datanode does not have aleduhread pool
for other operations(g, it creates a new thread with small memory footprint for
each data read/write). We however find a node limplock cageimaster logging
protocol. In master-slave architecture, master limplasdeatially leads to cluster

limplock, which we describe next.

Cluster Limplock

The two HDFS protocols that can exhibit node limplock, regation and log-

ging, eventually lead to cluster limplock.
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First,an HDFS cluster can experience total regeneration limphatiere all
regeneration threads are in limploclks defined before, if all nodes are in limp-
lock then the cluster is in limplock; all regeneration tideg@rogress slowly and
affect the MTTR and MTTDL. Figure 5.3d plots the probabildf cluster re-
generation limplock £, in Table 5.2). A small cluster<{ 30 nodes) is prone to
regeneration cluster limplock, as also confirmed in our &tmn [78].

Second,HDFS master is in limplock when all handlers are exhausted by
limplocked log writes.As discussed earlier, a slow disk at the master leads to
limplocked log updatesH1). This leads to resource exhaustion under a high load
of updates. This is because the master employs a fixed-s®pmulti-purpose
threads for handling metadata read/write requests (da&dbl). Therefore, as
limplocked log writes occupy all the threads, incoming ndata read requests
which only need to read in-memory metadata (do not involeelithpware) are
blocked in a waiting queue. In one experiment, in-memory thaoughput col-
lapses by 233xH4). Since the master is in node limplock, all operations that

require metadata reads/writes essentially experienagsgecllimplock.

5.3.3 ZooKeeper

ZooKeeper has a single leader and multiple follower noded,uses znodes as
data abstraction. ZooKeeper basic APIs include creategsgtdelete, and sync.
Znode get protocol is served by any node, but updates musirisvarfded to the
leader who executes a quorum-based atomic broadcast prtaca| the follow-
ers. If quorum is reached, ZooKeeper returns success. lemaluation, we inject
a degraded NIC on two types of nodes: leader and follower. Clieat always

connects to a healthy follower.
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Limplock Free

As the client connects to a healthy node, the get protocohislbck free because
the slow leader/follower is not involved (Figure 541, Z2). Similarly, based
on one experimentZd), the quorum-based broadcast protocol is also limplock
free. Here, a slow follower who has not yet committed upddtes not affect the

response time as the majority of the nodes are healthy.

Operation Limplock

If the leader is slow, all updates are in limplogk3). Leader-follower architecture
must ensure that the leader is the most robust node. We rbitehe slow

leader can be congested and its IPC timeout disconnectsratlections, which
then triggers a leader election process. However, as dataectons were cut,
congestion diminishes, and the slow leader can join thetietec In fact, this

previous slow leader is likely to be elected again as thdieletavors a node that
has the latest epoch time and transaction ID; the only wag@quis leader loses

is if it is unavailable during the election.

Cluster Limplock

We find two scenarios that lead to cluster limplock. Fiesslow leader causes
cluster limplock with respect to update operationss described above, this is
because all update operations involve the leader.

Secondthe presence of a slow follower in a quorum-based protocolaa-
ate a backlog at the leader which can cause cluster limplolkis is an inter-
esting “hidden” backlog scenario. In our discussion abavehe presence of a

slow follower, the quorum-based protocol “looks” limplofike (Z4). However,
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Figure 5.4: ZooKeeper Cluster Limplock. The figure plots the number of
requests served over time under different limpware scesari

our white-box metrics hint an upcoming problem. Specificalle monitor each

gueue that the leader maintains for each follower for fodivay updates, and we
observe that the request queue for the slow follower keepsigg (a backlogged

gueue). In a short-running experimeptd, 30 seconds iZ4), response time is
not affected. However, in a larger and longer experimentstad noticing cluster

degradation45).

A slow follower can cripple an entire ZooKeeper clustéo illustrate this
issue further, we plot the number of updates served over itinkéggure 5.4. In
a normal scenario, the throughput is constant at 90 redsests With a slow
follower (0.1 Mbps NIC), after 100 seconds, the cluster tigtgput collapses to 3
requests/sec. The root cause is resource exhaustion; ¢ckiotpged queue starts
to exhaust the heap, and thus Java garbage collection (G&3$Wward all the time
to find free space. What happens next depends on the requesiegradation
rates. The leader can be in limplock for a long time (dasheeklifor 10 and 1
Mbps), or it can crash as it runs out of memory after a certane {57 on bold
line). Even after a new leader is elected, the cluster thrpugis never back to

normal, only 13 requests/sec (bold line aigy. This is because the slow follower
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is still part of the ensemble, which means the new leader st a big snapshot
of backlog to the slow follower that can fail in the middle dwecongestion and

repeat continuously.

5.3.4 Cassandra

Cassandra is a distributed key-value store that partilatesacross a ring of nodes
using consistent hashing. Key gets/puts can be performédoansistency level
one, quorum, and all. The common replication factor for a ikethree. Given
a key operation, a client directly connects to one of theetmeplica nodesi.g.,
the coordinator). Depending on the consistency level, adinator node may
forward reads/writes to other replica nodes. Each Casaaraite monitors all the
nodes in the cluster with dead/up labels. If a replica nodtessd, a coordinator
stores the updates to its local disk as “hints”, which willfoevarded later when
the node comes back upd, eventual consistency).

In our experiments, the client connects to a healthy coatdim which then
forwards requests to other replica nodes where one of them kagraded NIC.
At this point, we only analyze get and put protocols. Baseduwminitial results,
Cassandra’s architecture is in general limplock free, amyg exhibits 2x slow-
down. It is possible to craft more benchmarks to unearth asgiple limplock

cases.

Limplock Free

For weak consistency operations (“quorum” and “one”), @adsa’s architec-
ture is limplock free (Figure 5.1C1). However, we observe that they are not

completely unaffected; when a replica node limps at 1 andMbfps, the client
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response time increases by almost 2x. We suspect some bankimory exhaus-
tion similar to the ZooKeeper case, but our white-box mamupfinds none. This

is because a coordinator writes outstanding requests &s dmnid discards them
after no response for 10 seconds. We believe Cassandrayshtipi®backlog pre-

vention due to an incident in the past where a backloggedeyleeito overflows

in other nodes’ queues, crippling nodes communication [51]

After further diagnosis, we find that the 2x slowdown is duéfkapping”, a
condition where peers see the slow node dead and up consilyuasithe node’s
gossip messages are buried in congestion. Due to flappmgetirdinator’s write
stage continuously stores and forwards hints. This flappidgced background

work leads to extra work by Java GC, which is the cause of 2xdbovn.

Operation Limplock

Gets and puts with full consistency are affected by a slowaapThis is expected
as a direct implication of full consistency. However, in €asdra, limplocked op-
erations do not affect limplock-free operations, and thassandra does not ex-
hibit node limplock such as in Hadoop (Section 5.3.1) and B@%ection 5.3.2).
This robustness comes from the staged event-driven actiniee(SEDA) [176]
(i.e., there is no resource exhaustion due to multi-purposedbje&pecifically,
Cassandra decouples read and write stages. Thereforégdikegd writes only ex-
haust the thread pool in the write stage, and limplock-fesgls are not affected
(C3), and vice versa. The SEDA architecture proves to be rohukis particular

case.
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5.3.5 HBase
HBase is a distributed key-value store with a different gecture than Cassan-

dra. While Cassandra directly manages data replicatiomddBeverages HDFS
for managing replicas (another level of indirection). HBasanages tables, par-
titioned into row ranges. Each row range is calle@gion which is the unit for
distribution and load balancing. HBase has two types of sodgjion servers
each serves one or more regions, amakster serverswhich assign regions to re-
gion servers. This mapping is stored in two special catadddes, ROOT and
META.

We evaluate HBase by injecting a degraded NIC on a regioreseia ad-
dition, as HBase relies on HDFS, we also reproduce HDFS wedd/limplock

(Section 5.3.2) and analyze its impact on HBase.
Operation Limplock

HDFS read/write limplock directly affects HBase protocdldl HBase protocols
that perform HDFS writes (such as commit-log updates, tabiepaction, table
splitting) are directly affectede(g, Figure 5.1,B4). The impact of HDFS read

limplock is only observed if the data is not in HBase caches.
Node Limplock

An HBase region server can exhibit node limplock due to nesoexhaustion by
limplocked HDFS writes.The issues of fixed resource pool and multi-purpose
threads also occur in HBase. In particular, a region semxeibés a node limp-
lock when its threads are all occupied by limplocked HDFSe®ti As a result,
incoming reads that could be served from in-memory are @te&20x slower in

one experiment®4).
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A slow region server is a performance SPO#direction €.g, HBase on
HDFS) simplifies system management, but could lead to a didetea perfor-
mance SPOF. That is, if a region server has a slow NIC, thesca#tsses to the
regions that it manages will be in limplocB{-3). Although a region is repli-
cated three times in HDFS, access to any of the replicas nmghrgugh the
region server. In contrast, Cassandra (without indiregtadlows clients to con-
nect directly to any replica. Regions will be migrated orflihe managing server
is dead, but not if it is slow.

A slow region server can lead to compaction backlog that iregumanual
handling. A periodic compaction job reads “sstables” of a table fromRH)
merges them, and writes a new sstable to HDBS).( A slow region server is
unable to compact many sstables on time (a backlog). Evée iflegraded NIC
is replaced, the region server must perform major compagid many sstables,
which might not fit in memory (OOM), leading to a server outa@mpaction

OOM is often reported and requires manual handling by adstrators [3].

Cluster Limplock
A slow region server that manages catalog tables can intreduuster limplock.

Although HBase is a decentralized system, a slow regionesg¢hat manages
catalog regionsg.g, ROOT and META tables) can introduce cluster limplock,

which will impact new requests that have not cached cataledata.

5.3.6 Summary of Results
Our results show that impacts of limpware cascade. Spdbfioperation limp-

lock can spread to node and eventually cluster limplock. eédwer, almost all
cloud systems we analyze are susceptible to limplock. B&leveummarize our

high-level findings and the lessons learned.



126

e Hadoop: Speculative execution, the heart of Hadoop’s tail-tolestrategy,
has three loopholes that can lead to map/reduce operatmoock (Sec-
tion 5.3.1). This combined with bounded map/reduce slotseaesource
exhaustion that leads to node and cluster limplock wheréhjaughput col-
lapses by orders of magnitude. We find three design defi@smeiHadoop.
First, intra-job speculation has a flaw; if all tasks are sthwe to limpware,
then there is “no” straggler. Second, there is an impreatseunting; a
slow map node affects reducers’ progress scores. Finalhgcup task
does not always “cut the tail” as it can involve the same lirawe.g, due

to memoryless retry).

e HDFS: Many HDFS protocols can exhibit limplock. Read/write limapk
affects upper layers such as Hadoop and HBase. Block reajeretimp-
lock could heavily degrade MTTR and MTTDL as recovery slowwd by
orders of magnitude. Master-slave architecture is highhtne to cluster
limplock if the master exhibits node limplock. We concludweral defi-
ciencies in HDFS system designs: coarse-grained timeoutki-purpose
threads (lead to resource exhaustion), memoryless anttel®as retries,
and timeoutless protocols. All of these must be fixed as ulayers expect

performance reliability from HDFS.

e ZooKeeper: Our surprising finding here is that a quorum-based protocol
is not always immune to performance failure. A slow followan create
a backlog of updates at the leader, which can trigger heavypf®Cess
and eventually OOM. In this leader-follower architectuadeader limplock

becomes cluster limplock.
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e Cassandra: Limpware does not heavily affect Cassandra. Weak consis-
tency operationsg(g, quorum) are not heavily affected because of the re-
laxed eventual consistency; long outstanding requestsoaresrted as local
hints. However, Cassandra is not completely immune to liargya slow
node can lead to flapping which can introduce 2x slowdown. & fand
that the SEDA architecture [176] in Cassandra can preve¢ fimplock
as stages are isolated. More benchmarks could be craftedetrth any

possible limplock cases.

e HBase: Operation, node, and cluster limplocks occur in HBase sintd
other systems. A new finding here is an impact of indirectidBgse on
HDES). If aregion server is in limplock, then all accessehéoregions that
it manages will be in limplock. Indirection simplifies systenanagement,

but could lead to a performance SPOF.

5.4 Conclusion

In this chapter, we show that limpwatre is a reality and a destre failure mode;
yet, it is overlooked in current large-scale cloud systeifsunearth design de-
ficiencies in handling limpware, we present an in-depthysthdt quantifies the
impact of limpware on these systems. Our findings show thhbagh today’s
cloud systems utilize redundant resources, they are natbbajef making limp-
warefail in place Specifically, limpware can lead to limplock at many levels
(operation, node, and cluster). Performance failuresachesgproductivity is re-
duced, resources are underutilized, and energy is washetefbre, we advocate
that limpware should be considered as an important failuwdenthat future cloud

systems should manage.
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Chapter 6

Limplock Detection with

Performance Model Checking

In the last chapter, we show that limpware can lead to limplacsituation where
the entire system progresses slowly without failing ovestteer healthy compo-
nents. However, our approach to catch limplock bugs hasitwitations. First, it
is time consuming: for every protocol, we need to create aghenchmark, set
up the experiment, run the benchmark, and analyze the sewalually. Second,
we are unsure whether any more limplock bugs could be caugit.instance,
although we only found the three bugs in Hadoop with the lievgt approach,
our study of over 5,000 issues that have been reported by ddedd develop-
ers indicates that limplock issues are much more pervasilgs observation
leads us to raise an important questidraw can we find (ideally all) limplock
problems in complex systeth3o answer this important question, in this chapter,
we present PMC (Performance Model-Checking), a new apprtheat leverages

model checking to find deep limplock bugs in current cloudeys efficiently.
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Model checking [111] is a verification technique that hasnbesed to catch
hard-to-findcorrectnessugs in concurrent and distributed systems [68, 82, 133,
185, 184, 183]. Its biggest challenges are state spacesapland accurate mod-
eling. In PMC, we address these problems by leveragiggractionand thdimp-
lock property Employing abstraction, we create abstract models thatactable.
Focusing on the limplock property (as opposed to correstpesperty), we turn
accurate performance modeling problem intelativeone, hence further simpli-
fying the model. In our preliminary experience, we apply BFMC approach to
catch limplock bugs in the Hadoop speculative executiongaa and show that
PMC is a promising approach. It is possible to apply PMC t@p#ystems such
as HDFS, Zookeeper, and Cassandra as well.

This chapter is structured as follows. Section 6.1 presmmtstudy of Hadoop
bug/issue reports. Section 6.2 presents a brief desaripfimodel checking. Sec-
tion 6.3 describes our approach. Section 6.4 presents elimimary experience
with using PMC to find limplock bugs in the Hadoop speculagxecution pro-

tocol. Section 6.5 discusses future challenges and Segitoconcludes.

6.1 Study of Hadoop Bug/Issue Report

In our previous work (Chapter 5), we found only three limg@ddtigs in Hadoop.
To estimate how pervasive this problem is, we performed dysaf Hadoop
bug/issue reports [7]. We scanned more than 5,000 issuedtevéast 5 years
and studied the ones that relate to limplock problems. Wendtdnclude in our
study limplock issues that happen because of many featuatarte not in place.

For instance, in old versions of Hadoop, admission contnaol @b preemption
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Recovery Problems Count Description / Examples

Absent 26 Recovery is not implemented.

Incorrect 7 Recovery is executed but incorrect.

Not triggered 5 Recovery is not triggered.

Implications Count Description / Examples

Limplock 38 Systems progress slowly - no failover.
Dead Server 10 Servers are incorrectly marked dead.
Resource exhaustion 4 Out of resource as limplock cascades.

Table 6.1: Limplock Problems in Hadoop. This table shows the results of
bug/issue study in Hadoop from 2009 to 2014. In total, we do8®& limplock
issues.

features were not implemented. Thus, we do not considetdichpssues caused
by the lack of these features as bugs.

In total, we found 38 limplock issues that describe the sy&enability to
deal with performance variability caused by degraded hardwW\e present some
interesting findings resulting from analyzing these issuésst, limplock issues
are more widespread than we have thought. In particulaB8hsesues we found
appear consistently throughout the development and deyoy of many ver-
sions of Hadoop, causing severe performance problemsodgtndesigned to be
straggler-tolerant, Hadoop is still not limplock free.

Moreover, as we analyze the root cause of these issuesruntbdound that
the straggler-tolerant recovery mechanisms of Hadoop d@miicipate certain
corner casesln other scenarios, the recovery mechanisms either iectyrexe-
cute or do not execute at all, due to incorrect failure degacfTable 6.1 summa-
rizes these problems together with their implications indieg different corner
cases from real deployment. These cases are related tasdactors such as

failures, network topology, and job characteristics. W dss these factors next.
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e Failures: We found that various component failure modes such as limp-
ware, fail-stop failures, and intermittent timeouts carkenhe system be in
limplock. Moreover, failures can happen at different psidtiring the exe-
cution of a system’s protocol. For instance, slowdown cgpka not only
during the task execution phase but also during the preépanahase when
binary code is transferred to the machines where the taskuwi[50]. As
another example, slowdown can happen after all the tasksl@se to fin-
ishing [49]. Thus, an efficient testing framework must beeabl exercise

various failure modes at different points in the systemguok

e Topology: Interestingly, we found that Hadoop recovery mechanisras ar
problematic in certain network topologies. Hadoop batkiigsprotocol is
an example. In this protocol, reduce tasks can blacklist noales with too
many shuffling errors. This protocol works just fine for a $&agack topol-
ogy, but is problematic in multi-rack settings where corimecbandwidth
between racks is significantly degraded. Specifically, gften “wrong”,

and “counterproductive”, according to the Hadoop develepe

“In cases where networking problems cause substantial alegr
dation in communication across sets of nodes - then large- num
ber of nodes can become blacklisted as a result of this pobtoc
The blacklisting is often wrong (reducers on the smallee
the network partition can collectively cause nodes on tigda
network partitioned to be blacklisted) and counterprode(re-
running maps puts further load on the (already) maxed out net
work links).” [52].
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e Job placement: Finally, we found that nondeterminism in runtime envi-
ronment can lead to different job placement scenamog, (where a task
is scheduled). This can make Hadoop detect failures incibyrehus do
not trigger its recovery mechanisms timely and correctly: iRstance, we
found a case where speculative execution was not triggeredada corner

case in job placement [44].

In summary, our study shows that limplock issues are moneagere than we
have thought. Moreover, all the issues arise because Hatdtmagpnot anticipate
various deployment corner cases such as different fajluretsvork topologies,
and job placements. This observation strongly motivatesdred for a new ap-

proach that is more effective and efficient in catching liogs bugs.

6.2 Model Checking

Model checking is a process that drives the system to alliiplesstates in order
to find intricate corner cases that adversely impact theesystThis process is
controlled by a model checker. Given a system model, the hutaeker starts
from an initial state, recursively generates successatesty exploringionde-
terministicevents in the system, and checks if the property being veiodds. A
stateof the system is a snapshot of the entire system at certagugge point; the
state spacef the system is the set of all system states reachable frermitmal
state. The model checking process terminates when thesgtate is completely
explored or when the model checker runs out of resources.

The main advantage of model checking is that it is automatitextensive.

Given a system model and a property that needs to be verifieanodel checker
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automatically explores the state space. If the propertyidtated at a certain
state, the model checker can produce the execution segleaalieg to that state,
making it easier for the user to debug the problem. More®¥ece the state space
is finite, the model checker can, in principle, exhaustiwplore the entire state
space. As aresult, it can firadl deep corner cases at which the property of interest
does not hold.

One of the biggest drawbacks with using model checking igtioblem of
state space explosion. That is, the state space can growmexjpaly as the model
gets bigger and more complicated. Thus, resouregs (hemory) required by a
model checker can quickly grow beyond the capacity of modeohines. More-
over, accuratelymodeling a system, especially its performance aspect,dk ch
lenging [36, 115].

In this chapter, we address these problems by usbsgractionand leverag-
ing thelimplock property Abstraction is a well-known technique that has been
used in model checking to simplify the system models, makmoglel checking
feasible [118]. Using abstraction, we can construct a mtual captures only
details €.g, protocols and data structures) that matter, thus significgimpli-
fying the model. Moreover, by leveraging the limplock pragewe do not need
accurate performance modeling, as limplock bugs can behtawgingrelative

performance comparison. We present our approach in detdieinext section.

6.3 Our Approach

We present PMC (Performance Model-Checking), a new appracatch limp-

lock bugs in complex systems. As in the traditional modet&ivg approach, we
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Figure 6.1:Overview of PMC. This figure presents an overview of PMC. Starting
from the system source code and design documents, we créfaterd abstract
models for different protocols and individually model dhdzem.

first model the systems of interest using a modeling lang@ageuse Petri nets
in our approach). We focus on data intensive protocols ofsylstems because
they are potentially being affected by limpware. By anatgzihe system source
code and design documents, we abstract out system-lev&laots €.g, threads,
gueues, timeouts, and locks) to create models that are@bkpict in detail how
system components interact under performance failureerGike abstract mod-

els, we then model check each of them to find potential limplgys.

6.3.1 Extracting Abstract Models

Different from traditional approaches, our approach dasscreate one detailed
model for a given system. Instead, given a complex systetapgially with many
protocols to verify, we create different abstract modetditierent protocols and
individually model check each of them (Figure 6.1). The kagtdr in our ap-
proach is abstraction, a technique that eliminates unsacgsletails to simplify

the resulting model and make it tractable. To construct atratt model for a par-
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ticular protocol, we abstract away details that are irrafe\to the protocol being
analyzed and the property of interest, making the modellenthlan the detailed
one. Specifically, we model relative performance, repladata structure with a

simpler one, and eliminate unrelated data structures.

e Modeling relative performance: As our ultimate goal is to catch limplock
bugs, we need to model the performance aspect of all thenadhigolved in
a protocol. For instance, we need to specify the latency efcéion €.g, a
disk access) or the throughput of a degraded disk or NIC. Mewaccurate
performance modeling is challenging: it is hard to answestjons such as
what is the peak throughput of the system under certain watklgiven that
there is 1-Kbps NIC in the system? Fortunately, limplock bardetected
usingrelative performance comparison. Given a piece of limpware in the
system, we only need to find out if the overall performancehefdystem
is significantly affected, compared with the no failure case a result, we
specify relative performance in our abstract model. Foraimse, we can
specify that a healthy NIC takesunits of time to transfer a message, while
a limping NIC takesl000X units of time to perform similar task. With

relative performance abstraction, our model is simplifigossantially.

e Replacing data structures: Replacing complex data structures in the orig-
inal system with simpler ones can also reduce the amountaté & the
model. For instance, in Hadoop, map and reduce code canéhdifigirent
data formats. However, as the content of actual data makiesdifference
in the performance of the map and reduce code, the complextya¢ is

replaced with a simpler one in the abstract model. Anothapkiication
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that can reduce the state space is limiting the range of atgia¢a For in-
stance, instead of specifying a latency variable to havepaisgible value
in the rangdg0, 1000] , we can define an enumeration type with limited
number of valuesg.g, 0, 10, and1000 ) for which the variable could bind
to in different scenariose(g, limpware vs. no failure). Again, we can do
this safely because we do not need accurate performancdingptiecatch

limplock bugs.

¢ Eliminating data structures: Some data structures can be eliminated com-
pletely, without affecting the validity of the resulting stbact model. For
example, Hadoop maintains history information for finisljaak, which is

not relevant to the limplock property and can safely be elated.

6.3.2 Performance Model-Checking

In traditional model checking, given a model, the model &eestarts from ini-
tial state, explores nondeterministic events to constheistate space, and per-
forms checks to unearth correctness problems such as pbtdadlock and data
loss [68, 82, 133, 183, 184, 185]. Unlike these previous woRMC focuses
on performance problems. Specifically, during state spapémation, instead
of checking for correctness properties, the PMC model afreckecks for the
limplock property(i.e., if the system is in a limplock scenario). Given an abstract
model written in a modeling language, we perform the follogvsteps to find
limplock bugs.

First, we need to specify the initial state of the model. lRstance, we specify

the number of nodes involved in the protocol, the workload (the number of
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tasks to executed), and the number of failures to inject.osdcwe specify the
nondeterminism in the system. This allows the model chettkexplore multi-
ple transitions from a single state. Which nondeterminigrsecify depends on
specific protocols. For instance, in Hadoop, we can specifichvnode is ex-
periencing limpware among all the nodes in the system, whld@se in the job
execution process the fault happens, where a data bloakexistand where a task
is scheduled.

Finally, we provide checks to verify the limplock propertf tbe protocol.
That is, we want to check if the system suffers from limplotlaaertain state.
The checks are evaluated at each state during the state eggloeation. For
instance, one can write a simple check to test if the exectitive of a job exceeds
a particular threshold, which can be obtained by executiegrtodel without any
failure. Here, we leverage relative performance comparisavrite the limplock

check.

6.3.3 Petri Net

We use Petri nets, a mathematical modeling language, toideststributed sys-
tems (we could use other modeling languages as well). Beomgnd for decades,
Petri nets have been used to model and analyze various sydtem network
protocols to workflow systems [74, 169].

The classical Petri net, invented by Carl Adam [142], onlgsarts the mod-
eling of states, events, conditions, choice, iteratiomchyonization, and paral-
lelism. However, it does not support the modeling of datagtiand hierarchy. Re-
cent extensions support these features, and thus faeilitatmodeling of complex

systems where data and time are important. In our approachse/Colored Petri
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Figure 6.2:Simple NIC model. A Petri net model of a machine network card that
receives messages from network to its internal buffer.

Nets (CPN) [109], a framework that supports all of thesermsitsns. With CPN,
high-level system concepts such as processes, commuamckiannel, synchro-
nization primitives, timeout, and retries can be modelesilg§ 09, 116, 174].

To verify our abstract model, we use CPNTool, a model chettia@rsupports
state space calculation on a Petri net model [109]. It pewitivo state space
exploration modes: simulation and exhaustivesimulationmode, single execu-
tion sequence is explored; random choices are made betwaseautive states.
We use the simulation mode to obtain performance metrickegystem in the
no failure cases. Iexhaustivanode, the entire state space is explored. More-
over, users can provide additional predicates to conteosthte space exploration

process. The exhaustive mode is used to check our modelsfalokk bugs.
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Example: Modeling a Network Interface Card

To illustrate the basic syntax of Petri nets and its abiltg present a simple
example of a Petri net model (Figure 6.2). Here, we model ahimametwork
card (NIC) that simply receives messages from the netwoits internal buffer.
We also model its performance aspeet, how long it takes for thesceiveaction.
State: Petri net syntax has various constructs to malatesand actionsof a
system. States are representeglaces drawn as ellipses or circles. The NIC is
modeled using three different placé¢etwork , Buffer , andMyIP. The place
Network models the communication channel among the nodes in a netivbe
placesMylIP andBuffer model the IP address and internal buffer for receiving
messages, respectively. Each place has a cagtaén(color set}o represent the
data structure that the place can contain. Types can betjwente.g, real, int,
and string) or complexg(g, a record). The type definitions used in Figure 6.2 are

as follows:

/I Type definitions

colset NODE = with A | B | C;

colset OPERATION = string;

colset SIZE = int;

colset MESSAGE = product NODE * NODE* OPERATION+* SIZE;

The typeNODEHs defined as an enumeration containing three possible vadye
resenting IP addresses of all machines in a cluster. Hereyode| a cluster with
only three node#\, B, andC. The typesOPERATIONandSIZE are defined as
string and int respectively. Finally, the typESSAGES defined as a record of
four fields representing source, destination, operatiod size of a message.

A certain state of a Petri net model is representedmsuking consisting of
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a number oftokenson individual places. Each token representshie (color)
belonging to the type of the place where the token residesinstance, in Fig-
ure 6.2, the plac®lylP has a single token with valu® representing that the NIC
belongs to machin@. The placeNetwork has three tokens representing three
messages currently floating around the network.

Action: Actions of a system are modeled tansitions drawn as rectangles.
Transitions and places are connectedabys When an action occurs, staies(,
marking) of the model is changed: tokens from places coeddctthe incoming
arcs of the transition are removed, and new tokens are adardgut places con-
nected to the outgoing arcs. Which tokens and how many of grememoved
and added every time a transition occurs are determinegidogxpressionswrit-

ten next to the arcs. In our example, the NIC has only oneitrandReceive

that models the action taken when a message is transfemedtifre network to
the machine’s internal buffer. When a message is receitiedransition removes
a token from the placBletwork and adds the same token to the plBcdfer
Dynamic behaviors: We now describe the conditions under which a transition
may occur. For a transition to lemabled(i.e., ready to occur), it must be possible
to bind data values from the transition’s input places to ¥aeablesappearing

in the arc expressions. In this case, the transition is sai@tolor enabled For

instance, the transitioReceive has five variables declared as:

/I Variable declarations
var src, dest, ip: NODE;
var opt: OPERATION;
var sz: SIZE;

A possible binding of the transitidReceive is as follows, where “:-” should be



141

1°(B,A,"Heartbeat",1)@5+++
®)|1" (B,C,"Write",1000)@20+++
1" (C,A,"Report",2000)@30

MESSAGE

(src, dest, opt, sz)

[dest=ip] @+10 @

ip
Receive @

NODE

(src, dest, opt, sz)

MESSAGE

Figure 6.3:A NIC model with time. Tokens now have timestamps and transi-
tions now have latency inscription.

read as “bound to”:

src - B

dest :- A

opt :- “Heartbeat”
sz -1

ip - A

It is also possible to attachg@uard a Boolean expression, to a transition in or-
der to control its behavior. The guard specifies that thesttiam only accepts
bindings for which the Boolean expression evaluates touse tin our example,
the transitiorReceive has a guardlest = ip , specifying that the NIC only

receives messages sent to the machine the NIC belongs to.

Timing: We model the performance aspect of a system using the timeepbn

of Petri nets, which is supported by the introduction gfl@bal clock The clock
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values represembodel timeeach token can carrytemestampeach transition can
be associated witht@ansition latency valueWith timing, a transition may occur
under two conditions. First, it must olor enabled the required tokens are
presented at the transition’s input places and the guaghyif must be evaluated
to be true. Second, the transition mustrbady; i.e., the timestamps of required
tokens at its input places must be less than or equal to tmerdunodel time.
Figure 6.3 shows a timed version of the NIC model; its stmects similar to
that of the untimed model in Figure 6.2, with two differenc&srst, the tokens
at the placeNetwork now have timestamps to model the message arrival times.
Second, the transitioReceive is augmented with an inscriptiq@10that mod-
els how long the receive activity takes (in this cak@,units of time). This means
that the timestamps of the output tokens &a@etime units larger than the clock

value at which the transition occurs.

6.4 Case Study

We now present a case study in which we apply PMC to find limphags in the
Hadoop speculative execution protocol. Our study of Hadmag/issue reports
shows that Hadoop is still limpware-intolerant, hence addal verification for
Hadoop is useful. First, we describe our model of Hadoop tn Rets. Then, we
present the model checking results showing that PMC is nifteetee than our

previous approach.
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6.4.1 Model checking Hadoop with PMC

The Hadoop source code is complex with 50,000 line of Java,cothking it
challenging (if not impossible) to model the full HadoopalktHowever, using
abstraction, we focus on speculative execution, a specdtopol of Hadoop, and
eliminate irrelevant parts to create a verifiable abstramieh The Hadoop spec-
ulative execution protocol involves three major composewtient, JobTracker,
and TaskTracker. The client submits new jobs that contaimymaap and reduce
tasks to the JobTracker, which then schedules the tasksltpladaskTrackers.
The JobTracker monitors status of running jobs and answesses for job status
from the clients. If a task instance is slow in progress, titgldacker launches a
backup instance for the same task.( speculative execution).

We leverage our abstraction technique to abstract ouevaalt details when
modeling the speculative execution protocol. The full mMaxfethe protocol is
presented in Appendix B. Here, we briefly describe a simplifiersion of the
JobTracker logic. Figure 6.4 presents simplified sourceeafdhe JobTracker,
which is essentially an RPC server that communicates wéltlients and Task-
Trackers through RPC messages. To simplify the JobTrackdemwe eliminate
parts that relate to the client interactioresq, job submission) and model only
the TaskTracker interactions.(, job scheduling and failure handling). Specif-
ically, we model how the JobTracker handles two RPC messagestbeat
andgetMapComplete , which are the key operations in speculative execution.

The JobTracker model is illustrated in Figure 6.5; the cskts (data types)
used in the model are defined Figure 6.6. In the model, RPCestgand re-
sponses are modeled by the pladésg.in and Msg_out respectively. These

two places have the tyddSGxTIMErepresenting network messages with time-
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class JobTracker  implements TrackerProtocol, // TaskTracker operation
JobSubmissionProtocol, AdminProtocol /I Client operatio n

JobTracker() {
...
/I omitted code
...

/I start RPC server

server = RPC.getServer(...)
server.start();

/I omitted code

}

// RPC handlers for client job submission
JobStatus submitJob(JobID jobName) {i }
JobStatus getJobStatus(JoblD jobid) {i }
..

Il > 20 client RPCs omitted

/I RPC handlers for taskTracker
synchronized HeartbeatResponse heartbeat(TaskTrackerStatus status)
/I omitted code
processHeartbeat(status); // update task status
HeartbeatResponse response = new HeartbeatResponse();
List<TaskTrackerAction>
actions = new ArrayList<TaskTrackerAction>();
/I omited code
List<Task> tasks = taskScheduler.assignTasks(status.ge tName()));
for (Task task: tasks)
actions.add(new LaunchTask(task));
response.setActions(actions);
return response;
¥

TaskCompletionEvent getMapCompletion(TaskID taskid) {.. }

/I omitted code

}

Figure 6.4:JobTracker Source Code. The Job Tracker is an RPC server that
handles requests from clients for job submission and Task@rs for job schedul-
ing. Code is simplified for readability.
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Figure 6.5:The JobTracker Model. This figure represents the Petri net that models the logib@flobTracker in

detail.
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colset NODE = with JT | A | B | C | D | NULLNODE | R12 | R21;
colset NODELIST = list NODE;

colset TASKTYPE = with M | R; ( * Map/Reduce =*)

colset JOB = product STRING * INT * INT;

colset NUM = INT;

colset ATTEMPT = INT;

colset PARAMS = NODELIST;

colset PROGRESS = INT; (+ Progress score *)

colset TASKID = product JOB * TASKTYPE=* NUM,;

colset TASK = product JOB * TASKTYPE* NUM=x* ATTEMPT,;
colset TASKXPARAMS =product TASK * PARAMS;

colset RUNNINGTASK =list NODEXTASKXPARAMSXPROGRESSXTIME;

Figure 6.6: Color Set Definitions for the JobTracker Model. In the figure,
“colset” is a keyword used for declaring new types, “with”rffan enumeration
type, and “product” for a record type.

stamps. The placéask _State (with type RUNNINGTASKmodels the state of
all scheduled task®(g, running, failed, pending, and complete) and their related
information such as task progress, start time, and comiheée When processing
heartbeats from TaskTrackers, the JobTracker updatesabgeess of all running
tasks (transitiofiProcess _HB) and replies back with new tasks (including spec-
ulative tasks) to be run on the TaskTrackers (transiBohedule ). Speculative
tasks are calculated by the transitiSpecExec . The JobTracker also handles
getMapComplete messages from reducers asking for the location of completed
map tasks (transitiomapComplete ). The global lock of the JobTracker process
is modeled by the plac&T _Lock . Finally, instead of having a part representing
client interactions, the model hasM¥orkload module to generate new jobs.

To model certain deterministic and atomic computation sagchpdating task
status, finding speculative tasks, and assigning tasks,awe two choices. We
could either emulate the computation completely in Petristreictures or repre-
sent the computation with high-level functions that can indedded in the Petri

net model. We choose the latter approach to keep the modplesend reduce
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its state space. Specifically, we convert certain comprtatirom Hadoop source
code to ML functions and embed them into the Petri net model. ifstance,
in the JobTracker model, we put the ML functions suctassignTasks and
updateTasks in the guards of transitionBrocess _HBandSchedule . As
the computations are deterministic and atomic, “prunirg’ Petri net this way
does not lose the opportunity to introduce nondeterminrgmthe model.

To further reduce the model’s state space, we limit the domoicertain data
types to minimize the number of branches when a binding mecis made. For
instance, instead of specifying a latency variable to hayevalue in the range
[0, 1000] , we define a type with a limited number of valuesy, 0, 10, and
1000) to which the variable could bind. We also limit the numbenofies and
tasks in the system. Finally, we converfinite periodical activities€.g, send a
heartbeat every 10 units of time) iffiaite ones €.g, periodically send heartbeats
for 20 times then stop). These abstractions make the mo@ekoiy process
feasible by significantly reducing the state space. Howewane limplock corner
cases might be missed; for example, if limplock only happersscluster with a
large number of nodes, limiting the number of nodes may ma&etodel checker
miss the bug.

Given the Hadoop model, the model checker starts from aialirsitate, re-
cursively generates successive states by exploring nemmdietistic events in the
system. Nondeterminism comes from three primary sourcéscharacteristics,
scheduling, and fault injection. In our model, we vary inpat output data lo-
cations for map and reduce tasks respectively. Regardhegsding, because the
JobTracker assigns new tasks to a TaskTracker when progessheartbeat, we

make the TaskTrackers send heartbeat messages congyrtiensl introducing
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(* Returns list of states where a job execution time
is X times larger than normaltime - the average
execution time of a job no failure case *)
fun FindLimplockStates([], job, X, normaltime) = []
| FindLimplockStates(s::statelist, job, X, normaltime) =
let
val taskstate = hd(Mark.JTCore'Task State 1 s)
val time = completeTime(job, taskstate)
in
if time >= X * normaltime (* relative check =*)
then s::FindLimplockStates(statelist, job, X, normaltime)
else FindLimplockStates(statelist, job, X, normaltime)
end,

Figure 6.7:Limplock Specification. This figure presents an example of a spec-
ification for the limplock property. This specification isecked by the model
checker at every step during the state exploration.

nondeterminism to job placement. Finally, we inject limpevée.g, a slow NIC)
to a random node in the system; we leave crashes and packébtdature work.
Since we are interested in the limplock propeitg.( whether the system ex-
periences limplock at a certain state), we providgplock specificationso the
model checker. These specifications are then evaluatedlatstate of the state
exploration process. Violation happens when there is a gtavhich a job takes
relatively and significantlylonger time to execute, compared with the no-failure
cases. As a result, our limplock specifications are essignsianple ML func-
tions that take a state instance and return true if a job takekatively long time
to finish. By leveraging the limplock property, we simplifyrochecks in two
ways. First, our checks focus only on the places represgtitimplock metrics
(e.g, task/job execution time). Second, as performance in outahis relative,
our checks contain only relative comparison. Figure 6.8gmés an example of a
limplock check. The checkindLimplockStates has four parameters: a list

of states in the state space, a job of interest, a thresti@dd the average execu-
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tion time of a job in no-failure cases. It iterates througbhestate in the list, and
for every state, focuses only on the placesk _State of the JobTracker’s core
module (Figure B.4) as the place models the execution irdtiom of all the jobs
in the cluster. The check simply extracts the execution tinthe job encoded
in the token value of this place (functimompleteTime ) and performs rela-
tive comparison to find out if the state experiences limpjaek if the job takesx
times longer to finish, compared to the normal cases. Werotitainormal execu-
tion time of a job as a base for relative comparison by usiegtmulation mode
of the model checker. Specifically, we run our Hadoop med#iout any failure
many times and compute the average job execution time. toaee challenge
arises when the model, without any failure, has a large amoluperformance
variance, which potentially causéalse positives In our experience of running
limpbench in the previous chapter, when we increase thedslam factor of a
hardware component to a large enough vahig,(1000x slowdown), the perfor-
mance difference between the true limplock case and thaihod case is often
orders of magnitude. As long as the variance is within thmgea there will be no
false positive. Nevertheless, care should be taken wheosaing a threshold for
relative comparison in order to minimize the chance of falsems.

The full model of Hadoop is presented in Appendix B. We spential two
days to create this model. The translation of determinetid atomic compu-
tations to ML functions is the most time-consuming part lbseawe were not
familiar with the ML programming language before this pabjeHowever, it is
possible to speed up this process by leveraging static sisaly automatically

extract the model from the system source code (Section 6.5).
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PMC Results
Number of States 300,000
Time (minutes) 65
Limplock Bugs found 5

Table 6.2:Performance Model-checking ResultsThis table presents the results
of model checking the Hadoop speculative execution.

6.4.2 Results

Table 6.2 summarizes the model checking results. The mduaker runs for
about an hour and produces a state space of more than 30Uffedéd states. By
applying our limplock specifications, we found five scenandhere the Hadoop
speculative execution protocol is broken under a limpwaud {fe.g, a slow NIC).
Table 6.3 summarizes these scenarios. InterestinglyRit@, we found two new
bugs that were not found with the limpbench approach.

We now describe these bugs in detail; we use the term “slove’ntmdrefer
to the node with a degraded NIC. The first three bugs were alsadf using our
previous approach (Section 5.3.1). Thus, we only deschibé&tonewcases that
the limpbench approach was not able to find.

First, Hadoop speculative execution is not triggered, if all theprtesks of a
job experience limplock (Bug 4% pecifically, there is a corner case in which each
map task of a job experiences limplock while reading its trata. Here, because
of nondeterminism in task placement, data locality is ndtieed. Specifically
all the map tasks read their input from remote nodes. Eachtaskpeither runs
in a normal node but reads data from the slow node or runs isltive node and
its input data is not local. Nevertheless, this scenarielydrappens in practice;
as the number of map tasks is typically large and their inpité @re replicated,

it is unlikely for all the map tasks to end up reading from thene slow node.
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ID Description Limpbench PMC
Bug 1 All reducers are slow due to slow map node vV vV
Bug 2 All reducers are slow due to writing to same slow node vV vV
Bug 3 Original and backup mappers read from same slow node vV vV
Bug 4 All mappers are slow due to reading from same slow node X Vv
Bug 5 Hadoop speculative execution is not topology-aware X Vv

Table 6.3:Hadoop limplock bugs. This table describes all five bugs that are
found using the PMC approach. Bugs 4 and 5 were not found tisengmpbench
approach presented in the last chapter.

Perhaps, this is why we did not find this adverse corner caseiwipbench. This
further shows the power of our model checking approach: wecatch deep and
rare corner cases that could not be found with traditiorsdirtg.

SecondHadoop speculative execution is not topology-aware (BugTh)is
scenario happens when map tasks and reduce tasks are nemtiffacks and we
have a faulty network link connecting the two racks. The tfaldles not cause
stragglersi(e., slow tasks), but instead faulty/timeout connections wdesducer
wants to get some output from the map. Here, these intemhiti@meouts are
dealt as fail-stop failurd,e., Hadoop re-runs the same map task in another node
(hoping that this will be successful because the previooblpm was assumed
because of a bad node). But since the map task is re-run irathe bad-map
rack, the problem will repeat because it is the network limkt is faulty. Here,
incorrect root-cause diagnosis leads to fatal consequerus bug is not found
previously perhaps because we did not exercise differentanke topologies.

We also explore the feasibility of limplock anticipation Iytroducing the
fixes for certain bugs to the model and showing that the fixésed work. Specifi-
cally, we introduce fixes for the limplock case whexgh the original and backup
map tasks can be in limplock when they read from the same eeshoiv node

(Bug 3) Here, the underlying issue isfoless recoverythe backup task could
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potentially read from the same slow node as the original. Mf@duce a simple
info-awarefix (i.e., we model the backup task so that it avoids reading from the
same node as the original) and rerun the model checker. Wetdind the case
for Bug 3 in this rerun (other bugs are still there). This iegroves that our fix is

effective in the Hadoop model.

6.5 Discussion, Limitations, and Future Work

The preliminary results from the last section show that Plgl€ffective. Never-

theless, there are still many open challenges, which weisésgext.

e Automatic model extraction. So far, in our approach, we inspect the
Hadoop source code and design documentatiandauallyconstruct the
model. This approach is useful when we first explore the beégi of
PMC, but it does not scale when we want to apply PMC to manyrothe
protocols. Fortunately, static analysis has proven to ledulisn extract-
ing models from source code for various purposes [118, I'ndhese ap-
proaches, however, target systems are often written inalpacguages that
facilitate the extraction. In our case, we plan to apply PM@©pen-source
cloud systems whose code bases are not ready for automtaticteon. To
address this challenge, it is possible to leverage don@eoic annotation

in the extracting process.

e Structural and behavioral checks Beyond the limplock propertyi.g.,
are there any cases of limplock?), we are also interestedbngljing the
root causei(e., what design flaws lead to limplock?). We can answer this

guestion by writing structural and behavioral checks. tFsmce limplock
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often results from bad systems designs such as multi-perpwsads and

gueues, unbounded queues, and big-lock dependenciestéCbapve can

write structural checkshat analyze Petri net structures representing system

constructs to pinpoint such bad designs. Moreover, as atateting how
the systems react in a limplock scenario can gain invaluabights, we can

write checks to capture their behaviors. Specifically, we wate behav-

ioral checksto answer questions such as do the systems attempt to recover

what are those recovery actions, and how many times theyeafermed.

e Limplock anticipation : Model checkers are useful in finding corner case

bugs. Once a limplock bug is pinpointed, we can change theraidel
to incorporate various recovery principles (info-awareoreery in the last
section is an example). The revised model is then checkdd ageng the
same process described in the previous section to makelmifexes are
effective. It is possible to go through this cycle multipisés until we
finally obtain a limplock-free model. Up to this point, we da@é confident
that the solution indeed works. We then apply the solutiothéosystem’s

source code.

6.6 Conclusion

Limplock is widespread throughout the development and ajepént of large-
scale cloud systems, leading to severe performance preblet) it is challenging
for developers to effectively pinpoint limplock bugs. Todaess this pressing
challenge, we propose PMC, a powerful performance modetichg approach

that is capable of finding subtle limplock bugs in complexribsited systems.
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Similar to traditional model checking, the PMC approachlikdo push the
system of interest to intricate corner cases. Differenimfrivaditional model
checking, the PMC approach leverages the limplock progergnablerelative
performance modeling, as opposed to accurate performandeling, which is
hard to accomplished. Moreover, PMC also leverages altisinao eliminate ir-
relevant details, making the resulting models small anctatde. We apply the
PMC approach to find limplock bugs in an interesting caseystilde Hadoop
speculative execution protocol. The full model of Hadoogascribed in detail in
Appendix B. Although there still many challenges to addrpssliminary results

show that PMC is useful and promising.
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Chapter 7

Related Work

In this chapter, we discuss various research efforts tleatedated to this disser-
tation. We first discuss literature on failure exploratiowl 8ystem specifications.
We then discuss related work on handling fail-silent faakiand close this chapter

with other efforts in tackling performance failures.

7.1 Failure Exploration and System Specifications

In this section, we discuss research efforts on failureagtion and system spec-
ifications, which are related toafFe and DESTINI.

Failure Exploration: Developers are accustomed to easy-to-use unit-testimgfra
works. For fault-injection purposes, unit tests are sdydimited; a unit test of-
ten simulates a limited number of scenarios. As a resultctioke is bloated; the
HDFS unit test is over 20 KLOC (almost as big as HDFS) but by mans cov-
ers the space of failure scenarios. In particular, it esescivery few scenarios

with multiple failures. When it comes to injecting multiplarieties of failures,
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one common practice is to inject a sequenceaofiomfailures as part of the unit
test [57, 167].

To improve common practices, recent work has proposed mdraustive
fault-injection frameworks. For example, the authors ofEAFand LFI observe
that the number of possible failure scenarios is “infinitel 3, 129]. Thus, AFEX
and LFI automatically prioritize “high-impact targetsg.¢, unchecked system
calls, tests likely to fail). So far, they target non-distried systems and do not
address multiple failures in detalil.

Recent system model-checkers have also proposed thecsdalitfailures as
part of the state exploration strategies [114, 182, 183]. 184dist, for example,
is capable of exercising different combinations of faikife.g, crashes, network
failures) [183]. However, exploring multiple failures ates a combinatorial ex-
plosion problem. This problem has not been addressed by théisMauthors,
and thus they provide a random mode for exploring multiplerfes. Overall, we
found no work that attempts to systematically explore midtifailure scenarios,
something that cloud systems face more often than otheihdistd systems in
the past [37, 69, 100, 105]. In this dissertation, we intc@lEATE, a novel fail-
ure exploration framework, which is capable of systeméji@xploring multiple
failure scenarios; it also solves the problem of combinatexplosion with smart
pruning strategies.

System Specifications:Failure injection addresses only half of the challenge in
recovery testing: exercising recovery code. In additiooppr tests require spec-
ifications of expected behavidirom those code paths. In the absence of such
specifications, the only behaviors that can be automatidatiected are those that

interrupt testing (e.g. system failures). One easy way itevextra checks is to
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write them as part of a unit test. Developers often take {hyis@ach, but the prob-
lem is there are many specifications to write, and if they ardem in imperative
languagesd.g, Java) the code is bloated. For these reasons, the numbattefw
specifications is usually small.

Some model checkers use existing consistency checks sushkall84], a
powerful tool that contains hundreds of consistency chedksvever, it has some
drawbacks. First, fsck is only powerful if the system is matenough; developers
add more checks across years of development. Second, faldoisften written
in imperative languages, and thus its implementations@rgéex and unsurpris-
ingly buggy [99]. Finally, fsck can be considered as “inaatilike” specifications
(i.e. it only checks the state of the file system, but notelientshat lead to the
state). Nevertheless, specifying recovery requires “iena” specifications.

Another advanced checking approach is WIiDS [124, 125, 188}the target
system runs, WIDS interposes and checks the system'’s attstates. However,
it employs a scripting language that still requires a checld written in tens of
lines of code [124, 125]. Furthermore, their interpositnachanism might in-
troduce another issue: the checks are built by interpogiagic implementation
functions, and if these functions evolve, the checks mustbeified. The authors
have acknowledged but not addressed this issue [124].

Frameworks for declarative specifications exisig( Pip [146], P2 Moni-
tor [157]). P2 Monitor only works if the target system is weit in the same
language [157]. Pip facilitates declarative checks, buteck is still written in
over 40 lines on average [146]. Also, these systems are tegrated with a
failure service, and thus cannot thoroughly test recovery.

Overall, we found no framework that enables developers itewetear and
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concise recovery specifications for real-world implemgates of today’s cloud
systems. EXxisting work use approaches that could resulgimiplementations
of the specifications. Managing hundreds of them becomegplocated, and they
must also evolve as the system evolves. Thus, in practige|ajeers are reluctant
to invest in writing specifications [10] — hence the numbewoften specifications

is typically small and does not scale to the complexity ofdytem. We advanced
the state-of-the-art by introducinge®TINI, a framework that enables developers

to write hundreds of specifications clearly, concisely, pretisely.

7.2 Handling Fail-silent Failures

In this section we discuss related work on which HARDFS isedaand other
approaches that address memory corruption and softwage bug

HARDFS is primarily based on two related works: N-versiongramming
(NVP) [29] and Micro-reboot [54]. To detect fail-silent kshors, an NVP-based
system uses N different versions with separate interntd stad implementation
logic. Although appealing, NVP has two major challenges thake it difficult
to apply in practice. First, the engineering effort reqdite develop multiple
versions of a software system is high. Second, even if diffeversions are avail-
able, coordinating them is nontrivial. For instance, and¥sion file system such
as EnvyFS [32] requires complex machinery to coordinatiemint file system
implementations; it also incurs significant overhead asustnissue operations to
at least two different file systems. HARDFS reduces engingerosts by only
protecting select subsystems with redundant implememtsiti HARDFS mini-

mizes overhead by making data structures lightweight \8aj@ompression.
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Lossy compression occasionally causes unnecessary rgodwe to error-
detection false positives; we make this acceptable by ngakicovery inexpensive
with Micro-reboot, which advocates that systems should ésigthed with the
ability to reboot partial components [54]. Micro-reboosHaeen useful in other
systems, allowing OS drivers and file systems to be restaviéabut a full OS
reboot [163, 164, 165].

A common way to address memory corruption (but not most bug$p add
detection machinery at the hardware and software lager, ilsing ECC mem-
ory and page checksums). These approaches do not protegtstieen from bugs
introduced by complex software in many layeesy, firmware, OS, and the ap-
plication itself). An end-to-end approach to handling aptron is provided by
PASC [67], a library that makes it easy for developers to ma@irtwo replicas of
the main state and execute the program logic twice on boticasp PASC in-
volves minimal engineering effort since developers do ma&dto implement the
same functionality twice; however, simply executing theneaode twice makes
the system vulnerable to bugs in that code. Furthermorgikgdwo complete
state replicas is costly.

One way to address bugs (but not memory corruption) is tcopmrffline
testing driven by sophisticated model checkers [96, 97, 188]. Model check-
ing is complementary teLEEVE. It is more desirable to find and fix a bug dur-
ing testing than to tolerate the bug during deployment; haneoffline testing
can only address bugs that arise in the situations selegtdtebmodel checker’s
execution-exploration and state-exploration algorithByscontrastSLEEVE per-
forms checking in every situation that arises in deployment

Some systems, like HARDFS, attempt to address both bugs antbny cor-
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ruption. For example, Recon [86] interposes on all diskesrlty the file system,
and prevents any writes that would bredakKs consistency rules. Although rela-
tively lightweight, Recon only checks for consistency, ootrectness in general.
Byzantine Fault Tolerance (BFT) [55, 121, 147] is a heavygWesolution which
protects software systems from malicious behaviors likeugion, bad inputs,
and wrong computation. Unfortunately, BFT requires a higgrde of replication
(3f + 1 replicas to toleratg failures), does not handle cases where the logic of
the software is buggy, and may be difficult to depleyg( requires significant

changes to the HDFS replication policies [63]).

7.3 Handling Performance Failures

This section provides the connections and distinctionséen our work on the
impact of limpware analysis and recent hot topics in systems

The concept of hardware performance failure has been intextibefore [27]
and its impact was first studied in the context parallel athors such as sort-
ing [24]. We are the first to study the impact of limpware in domtext existing
large-scale cloud systems.

Recent work provides rich analysis of various hardwarefas including ma-
chine failures, disk failures, memory corruption, and retfailures [30, 85, 89,
150, 151, 170]. Formal studies of these failures were ualert after anecdotes
started to circulate. Based on our analysis, we argue timiasistudies of limp-
ware are needed.

Distributed jobs have to deal with performance variabiitiginating from jit-

ters and stragglers. Jitters are often transient and sjigaradature [190]. Limp-
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ware on the other hand can be both transient and permaneeihiidt as much
as 1000x slowdown, and hence should be treated differesttiggglers are mostly
detected at the task level and mitigated by speculativeutixerc[72, 187], which
can suffer from several pitfalls (Section 5.3.1). Anothal-tolerant approach is
cloning requests [21, 71]. If designed carelessly, clormepiests might involve
the same limpware, exhibiting the same pitfalls as in HadoGfoning is also
limited to small jobs with little resource consumption.

Many solutions have been proposed to enforce performantzican and fair-
ness at various levele g, disk [171], CPU [188], VM [94], and cloud ten-
ants [154]) and to manage performance variability usingimumadaptation tech-
niques [26, 25, 95, 172]. In this thesis, we argue an enditbapproach is
needed; high-level performance management policies muastporate individ-
ual low-level hardware performance.

Big data should flow in big pipes, but design flaws could intreglbottlenecks
which lead to “small pipes” [102, 180], or in our case, limgho To unearth de-
sign flaws, pinpointimplementation bugs, or diagnose nmigaration, many ap-
proaches analyze system-specific information such as sefiows [148], systems
logs [181], and configuration snapshots [173]. We similagg white-box metrics
for manual diagnosis of limpware-intolerant designs. @tk leverages black-
box metrics for statistical performance diagnosig)( CPU usage) [61, 64, 112].
Here, code debugging is a non-goal, and deep design flawsededifind.

Current cloud benchmarke.g, YCSB [66], YCSB++ [139]) typically eval-
uate performance trade-offs among various cloud systeraswOrk is comple-
mentary; limpbench evaluates the performance of cloucsysunder limpware

scenarios.
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Chapter 8

Conclusion and Future Work

In this chapter, we first summarize the contributions of tfissertation (Sec-
tion 8.1). We then list a set of lessons that we learned froansyef researching
the reliability of cloud systems (Section 8.2). Finally, present future directions

where our work could possibly be extended (Section 8.3).

8.1 Summary

Years of research has led to many failure-handling innouati many of which
are realized in today systems. For instance, RAID (Redunéiaay of Indepen-
dent Disks) has been used widely to tolerate disk failur8s181]. Logging and
journaling appear in almost all systems, helping to tokeraachine crashes [90].
However, as we are moving into the cloud era, new challengss. alhe notion
of binary hardware — hardware that either works correctly or stopstfoning
completely — no longer holds. Instead, hardware can suffen corruption and
performance degradation. Moreover, at a large scale, laedfmils more and

more frequently.
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As hardware failure gets more complex, cloud systems mugtdyared. Un-
like single-server systems, cloud systems are considenabte complex as they
must deal with a wide range of distributed components, hardvailures, users,
and deployment scenarios. It is not a surprise that theygieally experience
downtime [119]. There is much room to improve the robustioéstoud systems.

This dissertation began with a simple question: why aredleystems not
100% reliable? In our attempt to provide a clear answer, tlesgon has led us
to many more intricate questions. How can we verify the ainess of cloud
systems in how they deal with the wide variety of possibl&ifaimodes? How
can we build distributed systems that efficiently handledaent failures? What
are the impact of degraded hardware on today’s systems?lyk-inew should
future generation systems handle this vexing failure mdigeta/ely?

To address all the important questions above, this diggertenakes several
contributions. First, with KTE and DESTINI, the recovery code of cloud systems
is systematically tested in the face of multiple failuresec@d, withSLEEVE,
cloud systems are able to handle fail-silent behaviorsieffity. Third, withlimp-
ware analysis, we unearth many design flaws in current systemslama how
they are unable to make limpwafal in place Fourth, we present PMC, an ef-
fective approach to find limplock bugs in complex systemsaly, we propose
that an important area for future research is to build limatalerant cloud sys-
tems.

We want to emphasize that these contributions should noigveas indepen-
dent techniques. In fact, it is possible to use one technigtleothers, in order
to maximize the potential and usefulness of each technigoeinstance, to ver-

ify the correctness of limpware recovery, one could extenteFand DESTINI
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to support limpware injection. As another example, to blifttplock detection
and recovery service for existing systems, it is possiblextend thesLEEVE
approach to incorporaggerformancemodel into the sleeved layer, enabling it to

detect performance failures, in addition to fail-silenhfees.

8.2 Lessons Learned

In this section, we present a list of general lessons we éebwhile working on

this dissertation.

e Expect the unexpected:Large-scale cloud systems comprise a wide range
of cooperating components that can fadquently in different waygqstop,
corrupt, orlimp), and inany time(e.g, during a complex operation). Un-
fortunately, our experiences with open-source cloud systeveal that the
recovery path is often complex, under-specified, and tdessdfrequently
than the normal path. Future systems must be designed fareaand
reliability has to be considered as a first class citizen whafding new
systems. The recovery path must be well tested, not justafiline (i.e.,
before deployment) testing, but perhaps during operasoneal [122]. Fi-
nally, testing framework must be able to cover differenesabat may arise

in real deployment.

e Crash and reboot is occasionally expensivdn distributed systems, crash
and reboot is a traditional way to perform recovery of a fambde. In
fact, today’s systems are built to crash, as user requestbecéailed over
to other healthy nodes and the system states can be recatadtftom per-

sistent states and the healthy nodes across network. Ajthsimple, this
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strategy is sometimes not optimum. For example, in HDFS,omad that
crashing the faulty NameNode and rebooting it may undelyitake sev-
eral hours in a typical cluster. In MapReduce, crashing atuboting a
faulty TaskTracker may lead to large amount of tagkg,(thousands) re-
run. Perhaps, itis desirable for cloud systems to perfoocowery in a more
fine-grained mannee(g, rerun the faulty task, repair corrupted state, etc.)
whenever it is possible. In this dissertation, we show th@iegtion of this
micro-recovery principle to recover the faulty NameNoddew seconds

(as opposed to hours).

The cure is sometimes worse than the diseasEailure handling involves
failure detection and recovery. However, if the root cauka tailure is
wrongly detected, recovery action could exacerbate thatin. We en-
countered a case in HBase that when a region server diesdeeitanicor-
rectly handles a corrupt region file. HBase fails over th& tasanother
live region server, which unfortunately runs te@meerror handling code
and will also die. The final outcome is that the entire clugetown due
to a single corrupt file. In MapReduce, a degraded netwokdomnect-
ing two racks causes exceptions when fetching intermedetize MapRe-
duce misinterprets the exception and assumes the macbmegsthe data
is bad; it responses by blacklisting the machine and rerlinbetasks.
The problem gets worse when all the tasks are relaunchecea@athe rack
with the blacklisted node. Eventually, all the machinesm $ame rack are
blacklisted. To reduce the severity of these problems, vieusethat cloud
systems must judiciously distinguish between differeittifa modes €.g,

hardware failures vs. software bugs, stop vs. limp).
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8.3 Future Work

The results we presented demand an era of limpware-tolelaumd computing.
This era requires a major evolution of systems principlesjgh, and implemen-
tation. One possible future work is to build an automateglouok detection and
recovery service, which can be easily integrated with curcoud systems (Sec-
tion 8.3.1). Another extension to our work could be a novethudology to auto-

matically build new cloud systems that are limpware-taie(&ection 8.3.2).

8.3.1 Automated Limplock Detection and Recovery Service

To make current systems limpware-tolerant, one approaoidstect and recover
from limplock automatically. Here, we present the posgipdf building anauto-
matedlimplock detection and recoveservice(LDR). This LDR service must be
able to detect limplock at various levels (operation, nadel cluster), pinpoint
the culprit node, and perform proper recovery. For this L2R/€e to receive
widespread adoption, gray-box techniques [23] could béoeeg to build the ser-
vice. Gray-box LDR service does not require intrusive modifons of target
systems. Instead, it can leverage knowledge about thensygteg, data replica-
tion, LRU caching) to detect limplock scenarios. In theduling subsections, we

discuss potential challenges in building a gray-box LDR/iset

Detection

LDR must be able to detect all levels of limplpak accurate detection is funda-
mental for proper recovery. For each limplock level, LDR haslecide which

metrics and statistics to use appropriately. Operatioplck often manifests
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into prolonged execution time. Thus, LDR could detect openalimplock by
monitoring operations’ execution time. For instance, aerapon experiences
limplock when its execution time is greater than the 99tlceetile.

Node limplock is more complicated to detect; it happens wdlenperations
that must be served by the node experience limplock. LDRdctwatk recent op-
erations of a node overralling time window If all operations in the time window
experience limplock, then LDR could declare that the nogearnces limplock.
A challenge here is to decide how large the time window shoeldIf the time
window is too large, the node may experience limplock forraglime before be-
ing detected and recovered. If the time window is too sm@IRLmay incorrectly
detect a limplock situation.g., a false positive) and trigger unnecessary recovery.

Another source of false positives is workload bursts, wicimhld result in pro-
longed execution time of an operation. Various approachekstinguish burst-
induced vs. limpware-induced slowdown could be exploredr iRstance, in
systems that use bounded thread pools for handling opesati®R can leverage
throughput metrics for this purpose. In burst-induced adenthe throughput is
often saturated at the maximum value that the system canderav the normal
case (.e.,, no limpware). On the other hand, in limpware-induced sdeeathe
throughput often drops way below this maximum value.

Cluster limplock is possibly the most challenging to detast. DR must mon-
itor all the nodes in the cluster in order to make decisiorgdneral, cluster limp-
lock happens when the master in a master-slave system erpesilimplocké.g,
ZooKeeper leader, HDFS namenode) or when all the nodesierperlimplock
(e.g, HDFS cluster regeneration limplock in Section 5.3.2, Hggoluster limp-

lock in Section 5.3.1). Detecting the former case is simageit can be narrowed
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down to detecting master limplock. Detecting the latterecastrickier. In this
case, LDR has to maintainglobal snapshot of the cluster in order to make the
call. Here, false positive can happen because of stalenva@tion; by the time that
LRD analyzes thelobal snapshot to detect cluster limplock, the snapshot may
not reflect therue state of the cluster at that time.

LDR must be able to correctly pinpoint the culprit noddis is fundamental for
proper recovery. We believe that LDR must supiort-graineddetection for this
purpose. However, there are two major challenges. Firsbpanation could in-
volve more than one node. For instance, consider an HDF$ piptline contain-
ing three nodes, one of which is slow. If LDR only performspiimck detection at
the HDFS client library level, it can only detect that a wigan limplock, but it
could not pinpoint which node is slow. Second, layerieg( Hadoop and HBase
on top of HDFS) makes pinpointing the culprit node even mdalenging. For
example, a limplocked put operation in HBase could resalnfeither a limping
region server or limping HDFS datanode storing the transadbg of that server.
Here, we believe aross-layerdetection is needed. Various approaches for LDR

service to pinpoint the culprit node correctly and efficigishould be explored.

Recovery

Once the culprit node is pinpointed, LDR can perform appegprrecovery. As
our results show that crashing is a good option in many cadeR, can simply
crash the culprit node. Here, LDR transforms limping falurto fail-stop failure,
and leverages existing mechanisms of the target systemsdovery.

A major challenge is to judiciously trigger recovery oncepiock is detected.

In particular, LDR must decide the level of SLA violation afbieh it starts to per-
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form recovery €.g, crashing). To do so, LDR must be able to estimate “recovery
costs”. If recovery is expensive.g, the culprit node is a single point of failure
and reboot may take a long time), it may be better to “limp’ngldhan to crash.
On the other hand, if recovery is cheapd, the target system has redundant re-
sources to fail over), crashing is appropriate.

Various ways to estimate recovery costs should be invastig®©ne potential
solution is to leverage gray-box knowledge about the taagstems. For instance,
if data is replicated, then crashing the limping node mayatigct the SLA that
much, as the system can quickly fail over to healthy nodesagher example,
if the culprit node is statelesg.g, task nodes in Hadoop), crashing the node is
cheap €.g, Hadoop can re-execute the tasks elsewhere). Howeveg duhprit
node is stateful, crashing the node may result in long reyoyecess €.g, the
target system has to reconstruct the state by replayingréimsaction log) and

incur additional load€.g, regeneration of lost data).

8.3.2 Limpware-tolerant Cloud Systems

We believe systems designs employed by current cloud sgsegrinappropriate
for handling limpware. First, these designs are originatated for high perfor-
mance Internet services.f), Web servers), thus they may no longer be suitable
in today’s cloud systems. Specifically, these systems egymgither thread-per-
request design, bounded thread pools, or staged evemiagmehitecture (SEDA).
Our findings show that all of these designs (except SEDA)rappropriate to tol-
erate limpware (Section 5.3.2, Section 5.3.5). For ingatiey exhibit what we
call the “false slowdown problem’e(g, a read from cache is heavily affected by

a limping disk).
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Second, these designs require administrators to manealtpsafiguration pa-
rameters€.g, number of threads/queues), parameters that cannot bgedthaas-
ily during runtime, making it hard to handle sudden changet saas workload
bursts or the presence of limpware. Dynamic resource mamagemechanisms
(e.g, increasing the number of threads automatically), if amg, grimary for
overload management, hence inappropriate for dealing Maipware. Imagine
a limpware-induced slowdown incorrectly detected as @aHinduced. Here,
recovery might react (incorrectly) by throttling the waskld or increasing the
number of threads as opposed to isolating the limpware.

We argue that today’s cloud systems are much more complexhaisgd they
require new systems designs and resource managemengisisatn particular,
they perform diverse operations, from foreground workl@ad, read and write)
to background workload(g, compaction, memstore flushing, and regeneration).
These operations often require different resources (mgnaask, network, and
CPU), and can vary vastly in execution time. For instance{iBase, a read
from cache only takes a few microseconds, while a region fbashd take tens
of seconds; unfortunately, these two operations are st¥exl by the same thread
pool. Moreover, as these operations are typicaltgrdependentthe impact of
dependency can easily manifest during limpware scenafosinstance, a slow
background compaction could affect foreground read perémce; a slow back-
ground memstore flushing, which foreground writes dependounld make the
foreground writes block waiting for available memory. Thifisot carefully man-
aged, a limplocked operation could easily affect others@stade to node and
cluster limplock.

These observations show that the current ways of buildiogcckystems are
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broken under limpware scenarios. Therefore, one couldnpiatly develop a
novel framework that helps building limpware-tolerantudosystemsautomat-
ically. The high level idea is that the developers only neesjiecifythe system
they want to build. The framework théransformghis specification into runnable
code that uses noveesign patternto isolate limplock and prevent limplock from

cascading. We now elaborate the new methodology in detail.

e System specificationln this new framework, the developers have to spec-
ify operationgthat the system performs and thdependenciesAn opera-
tion’s dependencies can be either network calls to otheesiotthe system,
I/Os to persistent storage, or other operations. As thegerdiencies are
potential sources of limping failure, they must be managedfally. Vari-
ous approaches such as declarative programming langue2giscpuld be

used to specify systems.

e Transformation. Once the system is fully specified, the framework will
transform the system’s specification given by developduosrinnable code
automatically. The code will employ limplock isolation aadoidance de-
sign patterns. For instance, it could leverage differéatighread pools to
prevent limplock from cascading. Different operations|wi served by
different thread pools. With this design, a limping deperayecan result in

an exhausted thread pool, but it will not cascade to the wéydeem.

e Limplock detection and recovery. By design, cloud systems built with this
new methodology are able to isolate limplock. Another beméfbuilding
new systems from scratch is that limplock detection andvegoprinciples

(Section 8.3.1) can be integrated from the very beginning.aAesult, in
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addition to isolating limplock, new cloud systems are alblalétect and

recover from limplock effectively.

e Building new systems. This new methodology could be applied to build
new limpware-tolerant systems such as a distributed fileesysand a key-
value store. A distributed file system is a possible targetiasa substrate on
which many scale-out cloud applications run (similar to d8and Hadoop
on HDFS). Building a key-value store running on top of therisited file
system will help demonstrate the concept of layering lim@atalerant sys-

tems.

8.4 Closing Words

This dissertation is triggered by an important question @i ftloud systems
should effectively handle new, destructive, and diverdariamodes that are be-
coming more and more common. Decades of research portraynbawfailure
modes always dramatically transform systems design antemgntation. Like-
wise, we hope this dissertation helps bring new insightsiiethinking reliability

in the cloud and advancing the state-of-the-art of build&l@gble systems.
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Appendix A

Impact of Limpware on HDFS: A

Probabilistic Estimation

In this appendix, we calculate how often limplock scenahiappen in HDFS [9].
Although HDFS employs redundancies for fault-toleranteprotocols are sus-
ceptible to limpware [77]. We specifically look at three mraals .e., read, write,
and regeneration) and quantify the probability that theseopols experience de-
graded condition. We further verify our calculation by slation. Our results
show that probabilities of these scenarios are alarmingly im small and medium
(e.g, 30-node) clusters. However, these probabilities redigrficantly when
size of cluster increases, as “Scale can be your friend”][137
This appendix is structured as follows. We highlight an wieaw of HDFS in

Section A.1, present the probability derivation in Sec#of, and conclude.
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A.1 HDFS Overview

We now briefly describe the architecture and main operatdhOFS [9]. HDFS
has a dedicated master, thamenodeand multiple workers calledatanodes
The namenode is responsible for file-system metadata opesatvhich are han-
dled by a fixed-size thread pool with 10 handlers by defauie famenode stores
all metadata, including namespace structure and blockitots in memory for
fast operations.

While the namenode serves metadata operations, the datasexve read and
write requests. For fault tolerance, data blocks are rafdtacross datanodes. A
new data block is written through a pipeline of three différeodes by default.
Therefore, each data block typically has three identigalicas. On read, HDFS
tries to serve the request a replica that is closest to tlierea

Since a data block can be under-replicated due to many reasmh as disk
and machine failures, the namenode ensures that each lastkdéintended num-
ber of replicas by sending commands to datanodes, askimg theegenerate
certain blocks. Block regeneration also happens when andd¢ais decommis-
sioned; all of its blocks are regenerated before it leaveshElatanode allows at
most two threads serving regeneration requests at a tinteasthie regeneration

does not affect foreground workload.

A.2 Probability Derivation

In this section, we first show examples of limpware causingatiee impact on
three protocols of HDFS: read, write, and regeneration. Neéa ttalculate how

often such scenarios happen for each protocol.
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Figure A.1: Impact of limpware on HDFS. The figures show the impact of a
slow network card on three HDFS protocols: read, write, aadgeneration.

A.2.1 Impact of Limpware

Our previous work [77, 79] shows that HDFS is limpware intaté. Here, we
show examples of HDFS protocols suffering from negativedotf a slow net-
work card (NIC). Specifically, we run workloads that exeedisree HDFS proto-
cols (read, write, and regeneration), inject slowdown ®RHC of a node in the
cluster, and measure the resulting execution time. Figuteshows the results.
The normal bandwidth for the NIC is 100Mbps. We slow down th€ kb 10, 1,
and 0.1Mbps in each experiment. We inject crashes to ewalBFS fail-stop
failure tolerance. In all experiments, HDFS is not able tedea slow NIC, hence
does not trigger a failover. As a result, the total executiome in case of a slow
NIC is orders of magnitude higher than in the normal scenario

These results confirm that HDFS protocols are not able toatddimpware.
We next quantify how often such negative impacts happereohn erotocol, given
the cluster’s size, the number of data blocks it managestr@dumber of user

requests.
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Figure A.2: Degraded Read Probability. The figures show the probabilities for
a request to degrade ;) and for a user to experience at least one degraded read

(Prl)'
A.2.2 Degraded Read

e Definition. Consider am-node cluster which has one slow noeandn — 1
good nodes. A user request reads data from one out of thréesq@ssuming 3-
way replication) of certain block. Each copy has an equal chance to be chosen.

We define alegraded reado be a read request that reads data the slow hode

¢ Derivation. We now derive the probability of a degraded read. There ace tw
conditions for a read of block to degrade. Firstl, must contain one copy ads,
and second, the copy ihis chosen for reading.

Let us derive the probability for the first condition. Theme 4;) ways to
choose 3 out ofi nodes; there aré"gl) ways to choose 3 out of — 1 good
nodes. Therefore, the number of ways to choose 3 nodes, omeidi is L, out
of n nodes is(’;) — (", ). The probability for L to contain one copy &f is:

n n—1
P(L contains one copy of B) = w = % (A1)
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Since there are three copies®fthe probability for the copy ik to be chosen

for reading is%. As a result, the probability for a read to degrade is:

1

=~ (A.2)

3
— X
n

Wl

P(aread to degrade) = p,y =

Letr be the number of read requests of a user during a certaintepepariod
(e.g, a day). We now derive the probability that the user has at lmae degraded
read. The probability for a reaubt to degrade id — p,;. The probability forall
r requestot to degrade ig1 — p,;)". As a result, the probability for a user to

experience at least one degraded read is:

1
P(user has at least one degraded read) = Py =1—(1—py) =1—(1—=)"
n

(A.3)

¢ Result. Figure A.2 plots the probabilities for a request to degracig¢ &nd for a
user to experience at least one degraded ré&adl (As the cluster size increases,

these probabilities decrease since there are more healtt®sn

A.2.3 Degraded Write

e Definition. Consider am-node cluster which has one slow nofleandn —

1 good nodes. A write request requires HDFS to allocate 3 ntmegite to
(assuming 3-way replication). Each node has an equal chtarioe chosen in a
write pipeline. We define degraded writeo be a write request whose pipeline

containsL.

e Derivation. We now derive the probability for write to be slow. It is theopr

ability for L to be chosen as one of the nodes in the 3-node write pipeliree. W
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Figure A.3: Degraded Write Probability. The figures plot the probabilities for
degraded write as function of cluster size and the numbesef requests.

follow the similar derivation as in Section A.2.2. There &g ways to choose 3
out of n nodes; there arégl) ways to choose 3 out of — 1 goodnodes. There-
fore, the number of ways to choose 3 nodes, one of whidh @mut ofn nodes is

(%) — (*3")- Thus, the probability for a write to be degraded is:

ERGE R

Letr be the total number of requests that a user has during arcertaking

P(a write to degrade) = py =

period (e.g., a day). We now derive the formula for the prdighhat the user
experience at least one slow writg,,. The probability for a writenot to be
slow is1 — p,;. The probability for the user doe®t have any slow write equals
the probability thatall » write requests areot degraded, which i$1 — p,,;)".

Therefore, the probability for the user experiences at leas degraded write is:

3
P(user has at least one degraded write) = Py =1—(1—py) =1—(1—=)"
n

(A.5)
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e Result. Figure A.3 plots the probabilities for degraded write ascfion of

cluster size and the number of user requests. These pribieglalre significantly
larger than those for degraded read because each write haswatten to a 3-
node pipeline. Even in a cluster of 50 nodes, a user is likelgxperience one

slow write every 40 requests.

A.2.4 Degraded Regeneration
Definitions

Consider an HDFS cluster consistingrotiatanodes, one of which is slow (node
L). LetC be a node that crashes; there are 1 surviving nodes including the
slow one. LetG be the set of good nodes (nodes are neither slow nor crashed);
there aren — 2 good nodes.

Let b be the total number of blocks in nodé When node’ crashes, HDFS
triggers a regeneration workload to regenerate those losk$. On average, each

surviving node has to replicate = -2 blocks to other live nodes.

(A.6)

For each lost block, the master chooses a source and a diestidatanode.
The source is chosen from live nodes that still carry thelblothe destination
node is chosen using the write allocation policy (that usesomness). A source

datanode can only run two regeneration threads at a time.

e Degraded node. Consider a good nod&, X € (. When both regeneration
threads ofX send blocks to a slow nodg, the node is not available for new

regeneration tasks until the two threads finish (which ctaiteé a long time). We
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a) Degraded node b) Degraded cluster c) Degraded block: case 1 d) Degraded block: case 2

O Good node

O Crashed node —> Regeneration thread

Slow node

Figure A.4: Degraded Regeneration. The figures show different scenarios of
degraded regeneration. “B” label inside a circle represerhat a copy of block
B is located in the node. Arrow represents a regenerationatiyevhich may be
copying a block other thar.

define this situation degraded nodeuring regeneration process. The situation

is illustrated in Figure A.4a.

e Degraded cluster. Whenall good nodes are degraded, as illustrated in Fig-
ure A.4b, the whole system is unable to staryregeneration task. We define this
scenario alegraded cluster Formally, the cluster degrades during regeneration
whenvX € G, X degrades.

e Degraded block. The system may not be able to regenerate blBcfor a
long time. This can happen in two cases, which are illustrateFigures A.4c
and A.4d. First, all remaining copies &f are in degraded nodes (Figures A.4c),
and second, one copy of B is in a degraded node, the other isvnrode L
(Figures A.4d). Note that these cases are mutually ex@asid in the illustration,

replication threads are copying different blocks othentBa
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Derivation

We now derive the probabilities for degraded node, clusted, block scenarios.
To facilitate our calculation, we first derive the probatilthat nodeL is the

destination of a copy task.

e L is the destination for a copy task. Consider a scenario where good node
X (X € @G) copies one of its blockse(g, block B) to another node. Let be
the probability thatl is selected as destination. For this to happen, there are two
conditions: first, does not have a copy @& andsecond, the master chooses
to be the destination.

We now derive the probability of the first condition. Sindeand C' both

contain a copy of3, the probability forL to also contaim3 is ﬁ Therefore, the

probability for a copy ofB notinLis1 — -1 = 2=3,
, 1
P(copy of block B in L) = — (A.7)
. 1 n—3
P(copy of block B notin L) =1 — T (A.8)

We calculate the probability that the master choasess destination, given
that L does not contai3. Note that the master can only choose one from 3
nodes that do not have a copy of bloék Thus, givenL not storing B, the
probability for L to be the destination i;i—g. As a result, the probability fokK to
copy blockB to L is:

n—3 1 1
X
n—2 n-—3 n—2

p = P(L is destination of a copy task) =
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e Degraded node probability. Let P,; be the probability for nod&’, X € G, to
degrade during regeneration process. We assume the tirmpy@block between
two good nodes is inconsiderable compared with the timepy edlock between
a good nodeX and a slow nodé.. As a result,P,, is the probability thafX copies
at leasttwo blocks toL, out of m blocks it has to regenerate.

Since the probability for Xhotto copyany blocks to L (out ofm blocks) is
(1 —p)™ and the probability for X to copgxactlyone block to L (again, out of

blocks) is(") x p x (1 — p)™~*, we have:

P(a node degrades) = Py,

—1-(1-p)— (T) xpx (1=p)™"  (A.10)

1 b b 1 b—n+1

P A s o ) R L

=1-(1-

e Degraded cluster probability. Let P, be the probability for the whole cluster to
degrade during regeneration. This scenario happens whgooal nodes degrade.
Therefore:

P(the cluster degrades) = P,y = Py > (A.11)

e Degraded block probability. Let p, be the probability for a block3 to be
degraded. There are two mutually exclusive cases for tieisas® (Figure A.4c
and Figure A.4d). Let the probabilities of these casegg@randpy,,, respectively.

Because they are mutually exclusive, we have:

Dol = Doviy + Pols (A.12)
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We now calculate probability of the first cagg, , the case where all remain-
ing copies of blockB are stored in degraded nodes (Figure A.4c). iLieé the
number of good but degraded nodes. The probability to leaeetly: good but

degraded nodes is:

P(having i degraded nodes) =

- n—2 i n—2—i
pmu):( . )xPM X (1= Py

1

(A.13)

For this first case to happen, there are two conditions:i (2) 2; and (2)
two copies of blockB are stored among thoganodes. There ar(a”gl) ways to
place two copies oB amongn — 1 nodes (excluding the crashed one which must
containB). There are(g) ways to place two copies @ amongi degraded nodes.
Therefore, the probability for two copies 8fbe in two (out ofi) degraded nodes

is % As a result:

n—1
2

() 2<i<n-—2 (A.14)

oy (1) = pri(i) X

To calculate the exact value pf;,, we must consider all possible valuesiof
Because can vary from2 to n — 2, the final equation for the probability of the

first case (Figure A.4c) is:

n—2 . (z)
Do, = anz(l) X 2 (A.15)
i=2

(")
Now, let us calculateyy,,, the probability for the second case (Figure A.4d),

which happens when: (1)> 1; and (2) one remaining copy @ is in L, and the
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a) Degraded node b) Degraded cluster c) Degraded cluster (Simulated)
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Figure A.5:Degraded node and cluster probabilitiesThe figures plot the prob-
abilities of a degraded node (a) and a degraded cluster (liyufe (c) plots the
simulation result for the probability of degraded cluster.

other is in one (out of) good but degraded nodes. Again, the probability to have
exactly: good but degraded nodesyig (¢). There are(;') = 7 ways to place two
copies ofB, one of which inL and the other in a degraded node. Therefore, the

probability for two copies of3 be in this situation is-* 7 As a result:

n—1
2

Dot (1) = pri(i) X W,l <i<n-—2 (A.16)
2

Sincei can vary froml ton — 2 in the second case, we have:

n—2 .
Doty = anz(i) X ﬁ (A.17)
i=1 2

Since two cases for a block to degrade are mutually excludieedegraded

block probability is:

P(a degraded block) = py = pui, + Poiy

LNy )
;pnl( ) (n;l)

(A.18)

+ ;pnl(l) X (nil)

2



185

a) A block degrades b) At least one degraded block c) At least one degraded block (Simulated)
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Figure A.6: Degraded block probabilities. The figures show both the actual
computation and simulation results for the probabilitiéslegraded block.

We are now able to calculate the probability for the scenahere at least one
block degrades during regeneration process. The protyataitia block B not to
degrade isl — py. The probability of havingerodegraded block i$1 — py)°.

Therefore, the probability of having at least one degradedkas:

P(at least one degraded block) =

Py=1—(1—py)

(A.19)

Results
To be more confident with our calculation, we simulate the ISDEgeneration

protocol and run a regeneration workload. We vary the nurobeodes in the
cluster and the number of lost blocks. We run each configamdtvith different
cluster size and number of lost blocks) 100 times and meakerg@robability
of degraded block and degraded cluster. Figures A.5 and Wot@ $oth our
calculation and the simulation results. The probabilibéslegraded node and
degraded cluster are relatively high for a small to medium.(80-node) cluster.
The probability of degraded block is alarmingly high: evermil00-node cluster,
a dead 20%-full 1TB node (that can store 3200 blocks) wiltlle&aat least one

degraded block. Simulation results are similar to our datgon.
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A.3 Conclusion

Limpware without doubt is a destructive failure mode, yetstew that HDFS
fails to properly handle limpware. We present a probaliilisstimation of how
often such negative impact of limpware happens to three itappHDFS pro-
tocols: read, write, and regeneration. Our estimation shibat the impact of

limpware is significant, even in a medium sized cluster o#ABQiodes.
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Appendix B

Hadoop Model In Detall

In this appendix, we present the Petri net model of the Hadpagulative exe-
cution protocol. We present an overview of the model andusis¢he JobTracker

and TaskTracker modules in detail.

B.1 Overview

We now describe how we use Petri net to model Hadoop using-daom ap-
proach. We first analyze the Hadoop design documentatioio [dhderstand the
high-level Hadoop architecture in order to create main nexlof the model.
The Hadoop framework consists of a single master JobTraicdmultiple slave
TaskTrackers. The master is responsible for schedulingabies on the slaves,
monitoring them, and responding to failuresd, re-executing the failed tasks).
The slaves execute the tasks as scheduled by the masterfarmd the masters
about the task status.

Given this Hadoop high-level architecture, we construa twain modules
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MSGXTIME Switch MSGXTIME TaskTracker
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Figure B.1:Model of a Hadoop Cluster. This figure is an example of a high-level
model of a Hadoop cluster. It contains a single JobTracked #mree different
TaskTrackers in a cluster of two racks.

(JobTracker and TaskTracker) for our Hadoop model. Figufei8an example
of thetop page of a Hadoop model. It models a cluster with a single Jatker
and three different TaskTrackers. These nodes communigtiteeach other us-
ing messages passed through the network. Thus, each nodeléed with two
network interfaces (denotdtbrtin  andPortOut ), which model the processes
of receiving and sending messages, together witbra module, which models
the core logic of the node. This separation between the ogie hnd network
interfaces enables us to perform limpware injectiewy(a slow NIC) easily. Fig-
ure B.2 represents the high-level model for the JobTrackden

To obtain finer granularity for the main modules, we inspéa Hadoop
source code to understand internal details of the JobTraaie TaskTracker. In
particular, we inspect the data structures they main&iy, (job, task, progress,
and node information), the protocol messages they use toncomcate with each
other, the way that messages are handled, and the failutditgumechanisms

(e.g, timeout, retry, and speculative execution). With this enstanding, we
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Figure B.2: High-level Model of the JobTracker. The placesPortin  and
PortOut model the processes of receiving and sending messageslatied®

models the IP address of the JobTracker. Finally, the moduf@ore model the
JobTracker'scorelogic.

leverage design patterns of model construction to gragl@ifllin the details for
each module. In some situations, this process is straigidial. For instance,
data structures representing information of a task suclpes (imap or reduce),
data location, current state., pending, running, failed, and complete), run-
ning location, and progress can be directly representedimptex color sets with
multiple fields in Petri net. Figure B.3 represents the cekis that we use in our
Hadoop model. We defer discussing these types until we pregg model in
details.

In other situations, we have to convert Hadoop source cddéietri net's ML
functions to represent a particular computatierg( compute a task to speculate).
We could have built a Petri net module itself to represent s@mputation. How-
ever, doing so would blow up the complexity of the model an#éeritimpractical
for model checking later on. In the next subsequent sectwwasliescribe in detail

the Petri net models for the JobTracker and TaskTracker.
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colset NODE = with JT | A | B | C | D | NULLNODE | R12 | R21,;
colset NODEXTIME = product NODE* TIME timed,;
colset NODELIST = list NODE;
colset TASKTYPE = with M | R; ( * Map/Reduce =*)
colset JOB = product STRING * INT =* INT;
colset JOBXINTXINT = product JOB * INT =* INT,;
colset NUM = INT;
colset ATTEMPT = INT;
colset PARAMS = NODELIST;
colset PROGRESS = INT;
colset TASKID = product JOB * TASKTYPE=* NUM,;
colset TASK = product JOB * TASKTYPE* NUM=x* ATTEMPT,;
colset TASKXTASKID = product TASK * TASKID timed;
colset TASKXTASKIDXNODE = product TASK » TASKID * NODE;
colset TASKXxTASKIDXNODEXNODEXTIME =
product TASK » TASKID » NODEx* NODE=* TIME timed,;
colset TASKIDLIST = list TASKID;
colset TASKXTASKIDLISTXNODEXTIME =
product TASK * TASKIDLIST * NODE* TIME timed;
colset TASKXPARAMS =product TASK * PARAMS;
colset TASKXPARAMSXINT = product TASKxPARAMSt INT;
colset NODEXTASK = product NODE TASK;
colset NODEXTASKxXPARAMSXPROGRESSXTIME =
product NODE* TASK * PARAMS* PROGRESS TIME;
colset RUNNINGTASK =list NODEXTASKXPARAMSXPROGRESSXTIME;
colset TPLIST = list TASKxPARAMS;
colset STRINGXTPLIST = product STRING * TPLIST;
colset JOBXTPLIST = product JOB * TPLIST;
colset TASKXPARAMSXNODE =product TASK » PARAMS* NODE;
colset TASKXPARAMSXNODEXTIME =product TASK » PARAMS* NODE=+* TIME timed,;
colset TASKXPARAMSXPROGRESSXTIME = product TASKx PARAMS* PROGRESS TIME;
colset TOA = TIME; ( *done time =*)
colset TDN = TIME; ( *done time =*)
colset TASKINFO = list TASKXPARAMSXPROGRESSXTIME;
colset DATA = INT,;
colset TASKXDATAXTIME = product TASK * DATA * TIME timed;
colset TASKXTIME = product TASK * TIME;
colset UNITXTIME = product UNIT * TIME timed;
colset UNITXINT = product UNIT * INT timed,;
colset JOBXTIME = product JOB * TIME;

Figure B.3:Definitions of Color Sets.The figure shows the definitions of all data
types used in the Hadoop model.
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B.2 JobTracker Model

Figure B.4 represents a Petri net model for the JobTradkisressentially an RPC
server that communicates with clients (for job submissang TaskTrackers (for
job management and failure handling). For each RPC mesHagdpbTracker
runs an RPC handler and returns the result. We investigat&®C communica-
tion protocol in Hadoop source code and model it using thes@PTandMSG
(defined in Figure B.5). Her®PTis auniontype that represents different opera-
tions between the nodelstSGs arecordtype representing actual RPC messages
floating around the network with four different fields thapmesent the sender,
receiver, detailed operation, and size of a message.

In general, for each type of message, there will be a tramsigpresenting
the corresponding action that handles the message. To keepaalel small and
checkable, we make two important simplifications. First,ma&del the parts that
are relevant to job scheduling and speculative executity @econd, we elim-
inate the interaction between clients and the Job Trackes.d®écribe each of
these simplifications next.

The operations related to job scheduling are heartbea¢psoty, task schedul-
ing, and speculative computation. A heartbeat from a Taskar contains sta-
tus information about the sender such as the informationmiing tasks and the
number of available task slots. The heartbeat handler ieteddising’rocess HB
transition. When this transition occurs, the states offal tunning tasks in the
cluster (the placdask State ) are updated; the heartbeating node is also put
into await-for-schedulingstate (the plac&vait ). Scheduling action is modeled
using the transitiorschedule . This transition takes a new task from the task

gueue (modeled as the pladew Tasks) and assigns it back to the heartbeat-



(msg, ts)

MSGXTIME
(msg, ts)

[src = (#1 msg),
Hb(taskinfo) = (#3 msg)]

[GetMapLoc(red,
mapid)=(#3 msg),

dest = (#1 msqg),

loc = getMapLoc(mapid,
runningtasks),

msg, ts <
( Wait )E (msg, ts) Prc|>_|c§ss <

MSGXTIME

@0l

[src=(#2 msg),
dest=(#1 msg),
torun=assignTasks
(dest, taskqueue,
runningtasks)]

dest, torup

loc<>NULLNODE]
runningtasks ]
> c Ma?
i omplete \
updateTasks( runningtas 1°[]
runningtasks, RUNNINGTASK

src, taskinfo)

SpecExec

joB

runningtasks

L (msg, ts) > taskqueue
> Schedule[ Workload
i torun=[] TPLIST
((src, dest, taskqueue
Assign(torun), else

Icontrol_size),
ts)

listsub taskqueue torun
((JT, dest,

GetMapLocAns(red, mapid, loc),
Icontrol_size), time()) )

Figure B.4: The JobTracker Core Model. This figure represents the Petri net that models the logithvefJob-

Tracker in detail.
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(* Possible Operations *)
colset OPT = union
Assign: TPLIST +
Hb: TASKINFO +
GetSplit: TASK + GetSplitAns: TASK +
Write: TASK + WriteAns: TASK +
GetMapLoc: TASKXTASKID + GetMapLocAns: TASKxTASKIDxNODE +
GetMapOutput: TASKXTASKID + GetMapOutputAns: TASKXTASKI D;

(* RPC messages *)
colset MSG = product NODE* NODE=* OPT * SIZE timed;

Figure B.5:Modeling RPC messagesThis figure shows the definition for RPC
color set used in the Hadoop model.

ing node (modeled as the out token to plddsg Out). When the transition
Schedule occurs, it updates the pladask State . In addition to processing
heartbeats, the JobTracker also processes “Get Map Cahphessages from
reduce tasks asking for locations of immediate data. Thmadeled using the
transitionMap Complete .

Astute readers may notice that we use quite a few ML functiotise model.
One example is the functiamssignTasks (defined in Figure B.6) that appears
in the guard of the transitionSchedule . The function is deterministic; it basi-
cally takes three parameteiise(, the heartbeating node, the queue of new tasks,
and the states of all running tasks in the cluster) and rstarask that the heart-
beating node should run. What important here is the scheglpblicy, which we
model by interpreting the policy from Hadoop source codeatT$, when choos-
ing a task to schedule for a node, Hadoop favors map taskstidmrfindMap )
over reduce tasks (functioindRed ) of the same job. Moreover, among the
map tasks, Hadoop favors ones that are local to the nadglfat is the input data

for the tasks is located in the node), as modeled by fundtraMapLocal
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(*» Find a local map task *)
fun findLocalMap(node, [], runningtasks) = []
| findLocalMap(node,
(Gob, tp, num, attempt), splits)::taskqueue, runningtas ks) =
let
val assigned = hasTaskInstance(node, (job, tp, num), runningt asks)
in
if tp = M andalso ( mem splits node) andalso assigned=false

then [((job, tp, num, attempt), splits)]
else findLocalMap(node, taskqueue, runningtasks)
end,
(*» Find a non-local map task *)
fun findMap(node, [], runningtasks) = []
| findMap(node,
(Gob, tp, num, attempt), splits)::taskqueue, runningtas
let
val assigned = hasTaskinstance(node, (job, tp, num), runningt asks)
in
if tp = M andalso assigned = false
then [((job, tp, num, attempt), splits)]
else findMap(node, taskqueue, runningtasks)
end,
(*» Find a reduce task *)
fun findRed(node, [], runningtasks) = []
| findRed(node,

((job, tp, num, attempt), params)::taskqueue, runningtas ks)

let
val assigned = hasTaskinstance(node, (job, tp, num), runningt asks)
in
if tp = R andalso assigned = false
then [((job, tp, num, attempt), params)]
else findRed(node, taskqueue, runningtasks)
end,
(*» Find a task for a given node *)
fun assignTasks(node, taskqueue, runningtasks) =
let
val localMap = findLocalMap(node, taskqueue, runningtasks)
val map = findMap(node, taskqueue, runningtasks)
val red = findRed(node, taskqueue, runningtasks)
in
if localMap <> [] then localMap
elseif map <> [ then map
else if red <> ] then red
else ]
end,

Figure B.6: The Hadoop Scheduling Policy.This figure presents the ML func-
tions that models the scheduling policy of Hadoop.
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Figure B.7:The Model of Speculative Execution. This figure presents the Petri
net model of th&pecExec module.

The ML functions closely follow this policy. This is one ofd@lexamples where
modeling a system policy into Petri net language is not gittforward. Again,
we could have created a Petri net model (with places andti@ms to just to em-
ulate the computation. However, as we mentioned in Sectibnd@ing so would
be challenging and impractical due to the state space emploAs a result, when
modeling this computation, we choose to translate the Jadva of Hadoop to the
ML code and embed it in our Petri net model.

Such translation is safe and correice ( we do not trade correctness for sim-
plicity) for two reasons. First, as explained above, the potation isdeterminis-
tic. Second, it isatomig as the whole computation is protected by a global lock
(modeled as the placEl Lock ). Because of these two reasons, we do not lose

accuracy when performing model checking later on. Thatésgdwnot reduce the



196

(* Get all the task info of a job *)

fun getTasks([], job) = ]
| getTasks((node, (j, t, num, a), params,p, ts):l, job) =
if j = job
then ((j, t, num,a), params, p, ts):getTasks(l, job)
else getTasks(l, job);

(* Get all the tasks that have already been schedule to run *)

fun getScheduledTasks([], job) = []
| getScheduledTasks((node, (j, t, num, a), params,p, ts): [, job) =
if j = job andalsots > intToTime(0) andalso node <> NULLNODE

then ((j, t, num,a), params, p, ts)::.getScheduledTasks(l, job)
else getScheduledTasks(l, job);
fun avgProgress(tasklist, tpe) =
let
fun size ([], tpe) = 0
| size(((, t, _, ), , , ):tail, tpe) =
if tpe =t then 1 + size(tail, tpe) else size(tall, tpe);
fun sum ([], tpe) = O
| sum(((_, t, _, ),_,p, ):tail, tpe) =
if tpe =t then p + sum(tail, tpe) else sum(tail, tpe);
in
if size(tasklist, tpe) = 0 then 0O
else sum(tasklist, tpe) div size(tasklist, tpe)
end,
(* Find a task to speculate, given average progress score *)
fun findSpecTasks([], tpe, avg, tasks) = []
| findSpecTasks(((j, t, n, a), params, p, _):tail, tpe, avg , tasks)
let val numattempts = numAttempts(tasks, (j, t, n)) in
if tpe <>t orelse numattempts >= 2  then
findSpecTasks(tail, tpe, avg, tasks)
elseif p >= avg then
findSpecTasks(tail, tpe,avg, tasks)
else ((j, tpe, n, a+l), params)::findSpecTasks(tail, tpe, avg, tasks)

end,
(» Compute a speculative task for a job *)
fun computeSpecTasks(runningtasks, job) =
let
val tasks = getTasks(runningtasks, job)
val scheduledtasks = getScheduledTasks(runningtasks, job)
val avgMap = avgProgress(scheduledtasks, M)
val avgRed = avgProgress(scheduledtasks, R)
in
if allTasksRunning(scheduledtasks, job) = false then []
else
findSpecTasks(tasks, M, avgMap, tasks)™
findSpecTasks(tasks, R, avgRed, tasks)
end;

Figure B.8:The Speculative Execution PolicyThis figure presents the ML func-
tions that models the speculative computation in Hadoop.
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state space and miss some potentially interesting edge basause we have not
eliminated any nondeterminism.

The same argument applies when we model the speculativeutatign (il-
lustrated in Figure B.7), a mechanism to handle slow tas&s $tragglers). In
this model, the computation is modeled using the transiBpec. The place
Timer is used to control how often the transition should occur. eere use a
ML function computeSpecTasks to model the computation. Again, because
this computation is deterministic and atomic, we simplysiate the speculation
policy that we infer from Hadoop source code into the ML fuoies. Specifi-
cally, Hadoop considers triggering speculative compaitefor jobs whose tasks
all have been running. Moreover, it speculatively exectdsks whose current
progresses are failing behind the average progress. ¥iitatloes not consider
tasks that already have a backup task. All of this logic isoded in the ML
functions defined in Figure B.8.

In order to simplify the model of JobTracker, we not only fecan model-
ing the relevant parts of the speculative execution prditca also choose not to
model the interaction with the clients. Instead, we creaféaakload module
that is responsible for generating new jobs. Tierkload module is illustrated
in Figure B.9. The placdlew Jobs with a color setJOB models various infor-
mation of a job €.g, jobID and the number of tasks). We randomly generate the

input data locations of map tasks (modele®atit Locs  place).
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Figure B.10:High-level Model of The TaskTracker. The places?ortin and
PortOut model the processes of receiving and sending messages. |adee p
ID models the IP address of the TaskTracker. Finally, the mesiulf Core and
FSCore model the task execution and HDFS read/write logic, respeigt

B.3 TaskTracker Model

Figure B.10 illustrates the high-level model of a TaskTeackSimilar to that of
the JobTracker, the model has the pl&bet for messages floating around the
network,ID for the node’s IP addresk|sg In andMsg Out for input and out-
put message buffers. It also Haertin  andPortOut modules that model the
machine network card. The model has two core modul@€ore , representing
the TaskTracker logia(g, run map and reduce tasks), dfiCore, representing
the HDFS logic €.g, read and write data files). We choose to model HDFS logic
within a TaskTracker model because in a typical deployneeptysical machine
often runs these services at the same time.

The primary tasks of a TaskTracker are to receive instrastfoom the Job-
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Figure B.11:The TaskTracker Core Module. This figure represents the Petri
net that models the logic of a TaskTracker. It contains mamdutes for sending
heartbeats and executing map and reduce tasks.
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Figure B.12:Heartbeat Model. This figure models the process of sending heart-
beat of a TaskTracker.
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Tracker, execute tasks, and report back the task statumridogic is modeled in
Figure B.11. It has two primary data structuréask Queue , representing new
tasks to be run, antiask Info |, representing status of all the tasks that are cur-
rently running in this node. Communication with the Jobkeaqto receive new
tasks and report back the task status) is done viddgertbeat module (Fig-
ure B.12). This module simply sends a heartbeat every fixembatrof time unit
(controlled by the placBeat and the transitiosend Beat ). Upon a heartbeat
ack Handle Assign transition), it puts any new task to the task queue.
The logic to run map and reduce tasks is represented by twalesdlapand
Red. Figure B.13 models the execution of a map task. It first chéicthe input
data for the task is local using the transitiGheck local . If the input data
is not local, it then chooses a remote location to read fromdeterministically
(transitionSelect Loc ). It then sends a read request to this remote location to
get the data (the transitidRead). Finally, it processes the data (not shown).
Figure B.14 models the shuffling phase of a reduce task. tfifirds the loca-
tions of finished map tasks by contacting the JobTrackertf#msitionLookup ).
It then reads the map output data locally if the map task happebe executed
in the same machine (transitiéretch Local ) or remotely (transitiorFetch
Remote). Here, we model the lookup and read retry logic to antiéhe sce-
nario where the reduce tasks try to look up and read from anish&d map task.
Merge and reduce phases are modeled in Figure B.15 by iarsdilerge and
Reduce respectively. The locations of output files are picked ranigousing
the placeDest . Task progress is updated after every task action; thistepda
modeled as arcs coming in (for read) and out (for modificatdhe placeTask

Info
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Figure B.15:The Reduce Phase ModelThis figure presents the Petri net model for the actual reghinzese (after
data from map tasks are ready).
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