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ABSTRACT

The overall objective of this thesis is to find novel solutions to improve the
throughput and scalability of LoRa Networks while preserving the low
power and long range features offered by LoRa modulation.

LoRa has seen widespread adoption as a long range IoI technology.
As the number of LoRa deployments grow, packet collisions undermine
its overall network throughput. In Chapter Three, I propose a novel in-
terference cancellation technique — Concurrent Interference Cancellation
(CIC), that enables concurrent decoding of multiple collided LoRa packets.
Through LoRa deployments using COTS devices, we demonstrate that
CIC can increase the network throughput of standard LoRa by up to 10x
and up to 4x over the state-of-the-art research.

In Chapter Four, I present Cloud-LoRa, the first practical Cloud Radio
Access Network (CRAN) architecture for LoRa, to address the network
throughput and scalability challenges of large-scale, multi-gateway LoRa
networks. Cloud-LoRa improves network throughput by coherently com-
bining signals across multiple gateways, and scales to multiple channels
by implementing the receivers in the cloud. We deploy Cloud-LoRa in
an agricultural field over multiple days with USRP as the gateway. We
demonstrate SNR gains of over 6 dB using joint multi-gateway decod-
ing and over 2x throughput improvement using state-of-the-art receivers,
enabled by CRAN in real-world deployments.

In Chapter Five, I present BYOG, a LoRaWAN receiver that can receive
and decode 10 channels simultaneously in real-time. Our novel and com-
putationally lightweight end-to-end LoRa decoding algorithms can be
implemented on any general-purpose software-defined radio and com-
mercial cloud services, bringing down the cost and ease of LoORaWAN
implementations.



1 INTRODUCTION

The Internet of Things (IoT) is rapidly emerging as a transformative tech-
nology, reshaping industries and redefining how we engage with our
environment. IoI' comprises a vast network of devices, sensors, and ob-
jects that are capable of communicating and exchanging data. In the future,
the global IoT ecosystem is expected to expand to billions of devices|[1],
which will generate an immense amount of data. A number of appli-
cations call for connectivity of such Iol devices at large distances. For
instance, applications such as smart agriculture, smart cities, industrial
Iol' and environmental monitoring demand connectivity solutions capable
of linking end devices and sensors across distances spanning several kilo-
meters. Even in shorter-range applications like building smart homes, the
need for robust long-range protocols persists, as walls and other structural
obstructions can cause significant signal attenuation and SNR degrada-
tion. These applications also necessitate long battery life, as it is often
impractical to manually recharge or replace the batteries of widely dis-
tributed end devices. Additionally, they typically exhibit relaxed data-rate
requirements, given that the devices transmit small amounts of data in-
frequently. To meet this unique set of requirements, i.e. long range, low
power consumption, and low data rate, Low Power Wide Area Network
(LPWAN) technologies have gained traction. Among them, LoRa (Long
Range) stands out as one of the most widely adopted solutions.
Deployed globally, LoRa [2] has emerged as a dominant IoI' con-
nectivity technology, enabling applications such as smart cities, smart
homes [3, 4], smart agriculture [5, 6], and industrial IoT [7, 8]. In con-
trast to frequency shift keying, LoRa employs Chirp Spread Spectrum
(CSS) modulation, which provides enhanced range and strong resistance
to narrowband interference. This modulation technique enables LoRa end

devices to communicate over distances of up to 10 kilometers or more



in line-of-sight conditions. LoRa is also known for its energy efficiency.
Devices can operate for several years on a single coin cell battery. How-
ever, these advantages come with the trade-off of low data rates. LoRa
typically supports only a few kilobits per second, which is sufficient for
the low-power, low-bandwidth requirements of typical LPWAN applica-
tions. LoRa networks operate in the license-free ISM band, which means
anyone can independently deploy a LoRa Low Power Wide Area Network
(LPWAN). Off-the-shelf (OTS) LoRa radios are commercially available
through which IoT devices transmit messages to a gateway.

LoRa networks follow a star topology, where end devices transmit data
to a central gateway. The gateway performs physical layer processing,
receiving and decoding packets and typically forwards the results to a
cloud-based network server. A single gateway can cover several square
kilometers, but large-scale deployments often require multiple gateways
to ensure wide-area coverage. LoRa also supports multiple data-rates from
0.3 kbps to 11 kbps through a combination of bandwidth and Spreading
Factor (SF) configurations. Lower data rates provide longer range but
require more airtime, while higher data rates enable shorter-range trans-
missions. Higher data-rates offer short range of around 1 km whereas
lower data-rates offer long range of around 10 kms.

With the rapid proliferation of Internet-of-Things (IoI') applications,
the adoption of LoRa for low-power, large-scale communication has grown
significantly. As a result, an increasing number of end devices now re-
quire connectivity across diverse use cases. As LoRa networks become
increasingly dense, two major challenges emerge: scalability and through-
put. Given their long range, several independently administered LoRa
networks often interfere with each other [9]. Consequently, as LoRa gains
popularity, packet collisions in LoRa networks significantly undermine
their capacity [10, 11]. As the number of end devices requesting to join
a LoRa network grows, managing their coexistence around a single gate-



way becomes a significant challenge. Multiple end devices may transmit
simultaneously, leading to packet interference and potential data loss.

To address this, various Multiple Access Control (MAC) protocols,
such as Time Division Multiple Access (TDMA) and Frequency Division
Multiple Access (FDMA) exist. Given that one of LoRa’s key advantages
is its low-power operation, Time Division Multiple Access (TDMA) is not
an ideal choice, as it requires additional overhead for time synchroniza-
tion and coordination among all devices. LoRa does implement a form
of Frequency Division Multiple Access (FDMA) by supporting multiple
channels, each with a unique center frequency that devices select when
they join the network. However, the LoRa standard supports up to only
64 channels. Given the limited channels and 100s/1000s of devices re-
questing to join the network, each channel must accommodate increasing
number of end devices. Moreover, within each channel, standard LoRa
uses Aloha based MAC protocol in which end devices transmit when-
ever they have some data to transmit. This leads to packet interference and
significant degradation of network throughput.

Although, the LoRa standard allows end devices to choose from up to
64 channels, most low-cost commercial off-the-shelf (COTS) LoRa gate-
ways support only 8 channels, with higher-end models extending support
to 16. This limited channel support restricts the extent to which end de-
vices can leverage frequency diversity. The root cause of this limitation
lies in the hardware complexity of handling multiple data-rates within each
channel. Specifically, decoding packets across different Spreading Factors
(SFs) requires dedicated receiver chains for each SF. As a result, scaling
LoRa gateways to support additional channels or SFs imposes significant
hardware and cost overheads, ultimately limiting the system’s scalability.

Furthermore, COTS LoRaWAN gateways are inflexible, typically hard-
coded to perform standard LoRa demodulation. As a result, promising

new physical-layer decoding techniques often cannot be adopted without



significant hardware redesign. This rigid, hardware-centric architecture limits
the adaptibility and scalability of deployed infrastructure.
In summary, current LoRa networks face three major limitations that

hinder their ability to scale to large, diverse deployments:

1. As LoRa networks scale, packet interference becomes increasingly
problematic, leading to a significant degradation in overall network
throughput.

2. The lack of hardware flexibility in existing gateways hinders the
adoption of state-of-the-art techniques and technological advance-
ments, thereby constraining the overall efficiency of LoRa networks.

3. The computational complexity of LoRa packet decoding limits most
gateways to processing only 4 or 8 channels, preventing the system
from utilizing additional channels and restricting overall network

scalability.

This thesis tackles above challenges and presents a unified exploration
of techniques that aim to improve overall scalability and throughput of
LoRa networks. Chapter 2 provides a detailed technical background on
LoRa, equipping readers with the foundational knowledge required to
engage with the rest of the thesis. Chapter 3 surveys the existing literature,
highlighting state-of-the-art LPWAN solutions developed to enhance the
scalability and performance of LoRa networks. The core of the thesis then
introduces three key contributions, each designed to address a specific
aspect of the scalability-throughput trade-off.

1- Resolving LoRa packet collisions: In the Chapter 4, I present my
work Concurrent Interference Cancellation (CIC): a technique that pro-
poses a novel PHY-layer demodulation approach that enables simultane-
ous decoding of multiple overlapping LoRa packets. Unlike prior methods

that rely on differentiating transmissions based on hardware fingerprints,



CIC achieves this cancellation by exploiting the best available time and
frequency resolution of LoRa chirp signals, to disentangle collided packets
such that gateways can decode each to boost overall network throughput.

2- Proposing an amenable and flexible framework for LoRa: Adoption
of CIC and many other LoRa decoding techniques in real-world deploy-
ments is hindered by a key limitation: the rigid, hardware-centric design
of existing LoRa gateways. A cloud-based centralization promises such
capability to run demodulators of choice and offers many more benefits.
In the Chapter 5, I present Cloud-LoRa in which I propose Cloud Radio
Access Network (CRAN) architecture as a way of addressing the network
throughput, scalability and flexibility challenges of large-scale LoRa net-
works. By streaming raw radio samples to the cloud, Cloud-LoRa enables
joint multi-gateway decoding to expand gateway coverage, elastic scaling
to multiple LoRa channels to improve scalability and opportunity to run
state-of-the-art LoRa demodulators in the cloud.

3- Reducing computational complexity of Std. LoRa Decoding: 1
introduce BYOG (Bring Your Own Gateway), a lightweight, SF-agnostic
packet decoder that operates on general-purpose SDRs. BYOG uses a novel
self-dechirping algorithm to detect preambles and estimate SFs without
exhaustive matching, reducing the computational cost of decoding by 6x
per channel. This approach democratizes gateway infrastructure, enabling
low-cost, programmable, and easily deployable solutions.

Together, these three works CIC, Cloud-LoRa, and BYOG contribute to
a layered, interoperable strategy for improving the scalability and through-
put of LoRa networks. By integrating these innovations, this thesis ad-
vances LoRa network design, paving the way for more resilient, scalable,
and high-throughput IoI' deployments. Finally, I discuss future research
directions in Chapter 7 and then finally conclude my thesis.



2 LORA BACKGROUND

LoRa uses Chirp Spread Spectrum (CSS) modulation, where the data
symbols (each data symbol encodes multiple bits) are transmitted as
chirps — signals with linearly increasing frequency. Use of chirps enables
long distance communication and provides immunity against interference
from other transmissions [12].

In this chapter, we provide the necessary background on LoRa PHY
layer required in the rest of the thesis.

2 SYNC
Words

2.25 |

Downchirp Data-Chirps

| Preamble (8 Up-Chirps)

Fig. 2.1: LoRa packet format : every symbol is transmitted with a
predetermined SF
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Chirp Modulation in LoRa: LoRa uses chirp spread spectrum (CSS)
modulation to communicate over long distances. CSS uses linear chirps,
whose frequency varies with time, to represent a data symbol. A LoRa
packet consists of a preamble of 8 consecutive upchirp (Cy) symbols,
followed by two SYNC symbols (Cy, Cy (x # 0,y = x + 8)) and 2.25
down-chirps (Cj), as illustrated in Fig. 2.1. A base upchirp Cy is that
whose frequency increases linearly along with time from —2 to 2 over
a symbol duration T, where B is the bandwidth of transmission. An



upchirp is shown in the continuous chirp representation in Figure 2.2. A
downchrip is the complex conjugate of an upchirp (Figure. 2.3). In LoRa,
every data symbol C is derived by shifting the fundamental symbol C,

by a frequency f.
Colt) = Co(t)- ey (2.1)
0<t<T B2 B
Colt) = qe’ =~ =7 2m(05-t"— <t 2.2
ot { 0, otherwise ] ( 25F 2 >} (2.2)

InEqn21, ¢ €{0,1,---,25F —1}and T, = %. The spreading factor, SF €
{7,8,9,10,11, 12}, fixed for each LoRa packet, dictates the transmission
data rate. Using a larger SF extends transmission range at the cost of using
a lower data rate.

Demodulation Using De-chirping in Standard LoRa: To demodulate
a symbol, the LoRa demodulator must estimate f,. A LoRa receiver first
de-chirps a symbol by multiplying it with down-chirp Cj(t), the complex
conjugate of Cy, over a window aligned with the symbol’s boundaries
(Eqn 2.3). De-chirping converts the symbol into a sinusoid of constant
frequency fy,. f4 is recovered by locating the peak in an FFT of the de-
chirped symbol (Figure 4.1).

Cot)Cy(t) = et (23)
D(Cy(t)) = FFT(Cy(1)CL(t)) = sine(T(f—fy)) (2.4)

In Eqn 2.4, ®(C(t)) represents de-chirping and a 25F point FFT over a
symbol C4(t). FFT accumulates the energy from the entire window into
one FFT bin corresponding to the starting frequency of the data chirp; we
get a peak at that frequency in FFT.

Carrier Frequency Offset (CFO): Carrier Frequency Offset (CFO),of, is
the small difference in generated carrier frequencies between the transmit-

ter and the receiver due to manufacturing imperfections. CFO manifests



itself as a constant shift in the estimated symbol frequency so that the peak
of a symbol Cg4 would be located as fg, + 8f. Consequently, receivers must
estimate and subtract 5f

Packet Detection using the LoRa Preamble: Before the receiver can
begin demodulating, it must first reliably detect the onset of a new trans-
mission, determine the exact positions of the boundaries of the symbols
within the packet in order to perform de-chirping and FFT and, estimate f,.
A preamble preceding the data symbols, facilitates all these functions. As
shown in Figure. 2.1, the LoRa preamble comprises a sequence of 8 consec-
utive Cy symbols, followed by two SYNC symbols C,, C,, (x # 0,y = x+8)
and 2.25 down-chirps Cj. To detect a new transmission, the receiver con-
tinuously de-chirps and performs an FFT until it finds 8 consecutive peaks
with the same frequency. The SYNC words and down-chirps then help lo-
cate the packet’s symbol boundary positions, 6f estimation and to confirm
onset of a new packet.

LoRaWAN: LoRaWAN architecture, illustrated in Figure 6.1, consists
of LoRa end device, LoORaWAN network server, and application server.
The end devices perform modulation and demodulation as described
above and take care of the physical layer processing. LoORaWAN provides
medium access control (MAC) algorithms through various device classes
(Class A, B, and C). LoRaWAN gateway receives the RF samples and relays
them to the network server as IP packets through traditional backhaul.
Multiple gateways can receive the data broadcast by an end device. These
copies are used to improve reliability at the application server. In addition
to the messages, metadata such as signal strength, timestamp are used by
the network server to respond to the received data with acknowledgments,
perform ADR, handling join requests, security, among other network
activities.

Adaptive Data Rate: ADR is a mechanism for LoRaWAN gateways
to optimize network throughput [13]. ADR allows end devices to change



their spreading factors and transmit powers based on the perceived chan-
nel quality. ADR is typically initiated by the network server. Every device
begins with a default SF and transmit power. Upon receiving a request to
update ADR settings, the network server provides feedback that indicates
the appropriate SF for the channel quality. Devices closest to the gateway
will be received with a high SNR and hence are instructed to operate at a
low SF by the server. Since lower SF is more suitable for a shorter range
and offers a higher data rate; by choosing lower SF for nearby devices, the
overall network throughput can be improved. Packets from farther devices
will be received with a lower SNR and hence assigned a higher SF so that
packets can be received at the gateway. ADR is preferred for networks
with stable RF conditions where the channel does not change often. In
a dynamic and/or mobile network, ADR might be initiated by the end
device. A key enabling factor for ADR is the capability of the LoRaWAN
gateway to receive multiple SFs simultaneously. Commercial LoORaWAN
gateways include a preamble search engine [14], as detailed in the patent
for LoORaWAN gateway that searches through all SFs to determine the
appropriate SE. This exhaustive search increases the cost of commercial
gateways and hence 64 channel gateways are only available for carriers.

Such an exhaustive search also limits real-time implementation on SDRs.
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3 LITERATURE SURVEY

As one of the most widely adopted LPWAN technologies, LoRa has be-
come a key enabler of long-range, low-power connectivity for a wide
array of IoIl applications. However, the increasing density and scale of
LoRa deployments have exposed limitations in throughput and scalability,
prompting significant research attention. Recent efforts have sought to
leverage LoRa’s unique PHY-layer characteristics and flexible network
architecture to overcome these limitations.

Physical-Layer Collision Resolution Due to the uncoordinated and
asynchronous nature of LoRa transmissions, packet collisions are a pri-
mary bottleneck for network throughput. Traditional LoRa receivers can
decode only one packet per channel at a time, severely limiting scalability
in dense networks. Early research leveraged LoRa’s inherent robustness
to interference to decode overlapping packets by grouping received sym-
bols based on common features. Choir[15] pioneered this approach by
grouping symbols based on carrier frequency offset (CFO) differences.
FTrack[16] introduced time-frequency symbol tracking using Short-Time
Fourier Transforms (STFT), sliding a fixed window over the de-chirped sig-
nal to identify symbol tracks. However, FTrack’s accuracy degrades under
low-SNR conditions and incurs computational overhead from symbol-
by-symbol tracking. Later works, such as mLoRa[17] and CoLoRa[18],
used power-based clustering to group symbols. mLoRa applied successive
interference cancellation (SIC), iteratively assigning high-power symbols
to a presumed transmitter and subtracting them from the composite signal.
While SIC is effective for high-SNR scenarios, it leads to accumulation of
symbol decoding errors in low SNR cases. NScale [19] focused on improv-
ing low-SNR performance through non-stationary scaling and matched
symbol detection across frames. While these techniques improved per-

formance under specific assumptions, they all fundamentally relied on
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symbol grouping and transmitter fingerprinting strategies that struggle
in highly dynamic or noisy environments. CIC (Concurrent Interference
Cancellation), introduced in this thesis, breaks from this paradigm by
avoiding explicit transmitter matching. CIC instead exploits both time and
frequency resolution within a single LoRa symbol, using sub-symbol win-
dows to isolate spectral components unaffected by collisions. Following
CIC, several works have attempted to push LoRa’s performance limits fur-
ther. Pyramid[20] combines phase-correlation and interference rejection
to improve packet recovery under collision. AlignTrack[21] uses temporal
alignment techniques to enhance decoding of partially overlapped pack-
ets. NeLoRa [22] explores learning-based packet decoding to improve
LoRa performance under weak signal conditions. However, these works
are typically restricted to single-channel settings or operate best only in
specific SNR regimes, limiting their generalization.

Cloud-Based LoRa Architectures (CRAN for LPWAN) As LoRa net-
works grow in density and scale, local processing at gateways becomes a
bottleneck. The Cloud Radio Access Network (CRAN) architecture offers
a powerful alternative by centralizing PHY-layer processing in the cloud,
enabling flexible decoding, joint signal processing, and dynamic resource
allocation. Initial CRAN-inspired LPWAN works include Charm[23] and
OPR[24], which showed that cloud-side coherent combining can extend
communication range and reliability. Nephalai [25] introduced a com-
pressed sensing-based gateway to stream multiple LoRa channels to the
cloud. However, it uses static compression, which is not well-suited for
networks with variable SNR or backhaul capacity. Cloud-native frame-
works such as SparSDR[26] and Charlol'[27] demonstrated the potential
for offloading PHY tasks from edge devices to the cloud. However, these
systems are not designed to handle sub-noise signals and do not adapt
to the dynamic traffic and link conditions common in LoRa deployments.
To fill this gap, Cloud-LoRa, introduced in this thesis, proposes a practi-
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cal CRAN-based architecture for LoRa. Cloud-LoRa enables gateways to
stream raw I/Q samples to the cloud using a reliable transport protocol
(TCP BBR), where advanced decoding algorithms like CIC or BYOG can
be deployed.

Gateway Capacity and Multi-Channel Scalability

While physical-layer techniques address collisions within a channel,
scalability also requires expanding the number of channels a gateway can
support. The LoRa standard defines up to 64 channels, but COTS gate-
ways typically support only 8, due to the computational cost of decoding
multiple spreading factors (SFs)/data-rates in parallel. Hou et al.[28]
and Koch et al.[29] proposed multi-SF decoding schemes and scalable
gateway architectures, but these often come at the expense of reduced SNR
sensitivity or higher energy consumption. These approaches also struggle
to support the real-time demands of high-throughput LoRa deployments.
To address these issues, BYOG (Bring Your Own Gateway), introduced
in this thesis, proposes a computationally lightweight and SF-agnostic
decoding algorithm using general-purpose SDRs. The core innovation,
self-dechirping, enables detection and decoding of LoRa packets with-
out exhaustive SF-specific preamble matching. BYOG supports real-time
decoding of 10 channels, matching standard LoRa performance while
enabling broader scaling at lower cost and complexity.

Adaptive MAC Protocols and Network Coordination

Apart from PHY-layer enhancements, several works focus on improv-
ing medium access control (MAC) and scheduling to reduce collision
probability and boost throughput. LoRa-TS[30] proposes a time-slot based
scheduling mechanism to avoid concurrent transmissions. Free[31] and
Burst-MAC[32] explore backscatter and lightweight beaconing mecha-
nisms for coordinating LoRa transmissions without relying on central-
ized synchronization. LoFi[33] employs frequency diversity and pream-

ble spreading to improve collision resilience under dense deployments.
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LMAC [34] and BSMA [35] introduce a CSMA technique to resolve chan-
nel access for LoRa end devices. More recent systems such as FCA-
LoRa[36] and MAB[37] adopt learning-based MAC protocols, dynam-
ically adjusting transmission timing or SF assignments to balance load
and reduce contention. While these efforts are promising, many require
modifications at the end-device or assume centralized scheduling, which
conflicts with LoRa’s decentralized, low-power capability. The solutions
proposed in this thesis, including CIC and BYOG, operate entirely at the
gateway or backend, maintaining full compatibility with unmodified end

devices.
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4  RESOLVING PACKET COLLISIONS IN LORA

LoRa typically employs star topology where end devices transmit their
messages to the central gateway. It uses an ALOHA-based Medium Access
Control (MAC) protocol, allowing devices to transmit data whenever they
have something to send, without coordination. This approach works effec-
tively in networks with a small number of nodes. However, as the network
scales and more devices are added, the likelihood of multiple nodes trans-
mitting simultaneously increases. This results in packet collisions, which
standard LoRa demodulators at the gateway cannot resolve. Consequently,
the network experiences a significant degradation in throughput due to
the increased rate of packet loss.

As discussed in Chapter 2, a standard LoRa receiver de-chirps each
received symbol by multiplying it with a down-chirp, a chirp of linearly
decreasing frequency. Fourier transform (FFT) of the de-chirped signal
is then used to identify this frequency and hence the symbol. Figure 4.1

De-chirp
Tx1 3 cl ) +FFT

1

1
b

Fig. 4.1: Standard LoRa decoding under no collisions — each symbol maps to one
unique frequency

De-chirp| fZ,.,

r(t) + FFT flfizlextfrglext
™1 $ | c!
=T==
Tx 2 ;Cprev Chext ; De-chirp
| ™ !
Tx 3 Cgrev ( 131ext ; + CIC f

=

Fig. 4.2: Standard LoRa decoding under collisions results in multiple frequency
peaks causing confusion. CIC removes these interfering frequency peaks.
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illustrates the decoding of symbol C! of a collision-free transmission (Tx
1), whose de-chirping generates a sinusoid of frequency f!. However, in
a multi-packet collision, the received signal is a superposition of several
interfering transmissions. De-chirping the received symbol r(t), results
in a superposition of multiple sinusiods (instead of one), each with a
frequency corresponding to one of the interfering symbols. An FFT of
this received symbol then results in a clutter of multiple frequencies. The
standard LoRa receiver is unable to determine which of these frequencies
corresponds to that of the symbol being decoded. Figure 4.2 illustrates
this for a 3 packet collision scneario.

To handle such packet collisions in large scale LoRa networks, in this
chapter, I present a novel demodulation technique, Concurrent Interference Cancel-
lation (CIC), that enables decoding of multiple colliding packets from COTS LoRa
devices. In the following section, we explore state-of-the-art techniques for
resolving packet collisions in LoRa networks. Section 4.1 highlights the
novel approach introduced by CIC for disentangling packet collisions and
finally, we implement, evaluate and compare CIC against existing collision
resolution techniques.

State-of-the-art techniques to resolve LoRa packet collisions

The approach taken by all existing works has been to match and group
all discovered symbols to their corresponding transmitters based on cer-
tain features common to them. Choir [15] is a pioneering work in LoRa
collision resolution with the goal of improving network throughput. It
leverages the inherent hardware imperfections in the radio of LoRa trans-
mitters and distinguishes colliding packets by uniquely mapping their
imperfections to the transmitters. mLoRa [17] and CoLoRa [18], group
symbols based on the similarity in their received power levels. FTrack [16]
generates time-frequency tracks of the various symbols in the received sig-
nal by sliding a fixed window to generate Short Term Fourier Transforms

(STFT) on the de-chirped signal. NScale [19] focuses on collision reso-
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lution in low-SNR conditions using non-stationary scaling to match data
symbols to packets. NScale achieves the symbol error rate of FIrack over a
range of SNRs. While prior works focus exclusively on either time-domain
or frequency-domain features to resolve LoRa packet collisions, CIC intro-
duces a novel approach that combines the strengths of both, leveraging
joint time-frequency analysis to achieve more effective and robust collision
resolution.

4.1 LoRa Decoding Under Collisions

In this section we extend the discus-

sion in Chapter 2 to a multi-packet

Pkt 1 Chrev
Pkt2 CZ,cp

collision scenario.

LoRa Demodulation during a col-

lision. During a packet collision, Pkti  Cpres[(f

the received signal is a superposi-

Pkt N

tion of multiple LoRa receptions,
each starting at a different time,
with a different symbol boundary
and at a different received power Fig. 4.3: Collision

level. Fig. 4.3 illustrates the demod-

ulation of a LoRa symbol C! from transmitter 1 during an N packet colli-
sion. Since symbol boundaries of colliding transmissions are not aligned,
C! overlaps partially with two consecutive symbols from each interfering

. . l 1
transmissions — Cy, ., and Cj .,

i
prev

from transmitters 2 < i < N correspond-
ing to de-chirped frequencies f and fi .., respectively. T; depicts the
time difference of symbol boundaries between 15t and i*" transmission.
We assume that the receiver has accurately determined the symbol bound-
aries as well as the CFO for transmitter 1 using preamble detection (as

described in Section 4.2.8) &' represents the difference of the i*" transmit-
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ter’s CFO from that of transmitter 1. The received signal symbol r(t) (with
t = 0 at the start of C'), during the collision is given by,

r(t) = A1Cyo(t) +1(1) (4.1)
i=N i
o | CL (b T — T WI(E
(1) = Y At | CoreltHTmTIWl) (42)
i=2 +Chext (t = T)W( TS,T‘i)
1 if 0<t<1
Wit = ' . (4.3)
0 otherwise

In Eqn 4.1, I(t) is the interference. The window functions W(%) and

W($="L) represent the partial overlap regions of Cj,,., and Cj, ., with C'
and have widths T, —t; and T; (Fig. 4.3) respectively. A; is received signal
amplitude from i*" transmitter. Demodulating r(t) by de-chirping and
FFT, results in 2(N — 1) peaks corresponding to the 2(N — 1) partially over-
lapping interfering symbols, C},, ., and C},.,, and one peak corresponding
to symbol C!.

Fig. 4.10 depicts LoRa demodulation of 6 colliding transmissions (at
SF=8) using COTS LoRa devices. Red circles indicate interfering trans-
missions while the green circle indicates the true peak. In Fig. 4.10, there
are 3 peaks higher than the true peak corresponding to the symbol be-
ing decoded. This occurs because, the received powers of the interfering

transmissions can be stronger than the one being decoded.

4.2 CIC

As described in Section 4.1, in the event of an N packet collision, the
received signal of the symbol being decoded, r(t) (Eqn 4.1), comprises a
superposition of 2(N — 1) interfering symbols in addition to the symbol
of interest (C'). Consequently, the de-chirped signal comprises 2N — 1
frequencies instead of one. CIC exploits temporal variations in spectral
content of the symbol as interfering transmissions transition through their
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respective symbols. The key observation that drives the design of CIC is that
none of the interfering symbols span the entire symbol duration while C* does.
CIC selects a specific set of sub- f
h - ' i
symbols (parts of the symbol be Fire))- { 2 f3 L }

i i+1  fit2 N
ing decoded) such that none of prevs fprevs - 1fpre

the interfering symbols is common 0>

across all these sub-symbols. Such  [ri-2(®lra-3 @) e [T @® | o+ ryonia(®

1 1 1 1
! ! ! !
T, T3 T; Ti+1 Ty I

T —!
T1 § TN+1

a set of sub-symbols is deemed

the Interference Cancelling Sub-
Symbol Set (ICSS). This means that
the only common frequency across Fig. 4.4: CIC - Sub-Symbol Sections

all sub-symbols in an ICSS will be

C!, as it is present in all sub-symbols of r(t). By estimating spectra for
all sub-symbols in the ICSS and extracting the common frequency, CIC
removes all interfering symbols while retaining the frequency f! corre-
sponding to C.

Sub-Symbols. A sub-symbol r;_,;(t) is a part of the received symbol r(t)
that start at t = 7; and ends at t = 1. Recall that t = 7; is the symbol
boundary of the i*™ transmission when it transitions from C}, ., to C} ..
(Figure 4.3).

Tt) if i<t<m
Tioi(t) = 7 =01 =T 4.4
-t { 0 otherwise ! has (44)

As an example, Figure 4.4 depicts the set of sub-symbols 1;_,;1(t). The key
property common to these sub-symbols is that each of the sub-symbols
comprises exactly

N — 1 interfering symbols — {C7 ., -+ , Chext) U{CHL,, - -+, Chi e ) This
is because, transmissions 2 < k < 1i, have already transitioned from
CX.ey to CK_ , prior to t = T; and thus all of fX,,, are absent and all

prev prev

fX_.. are present. On the other hand, transmissions i < k < N have
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not yet transitioned to transmitting the symbol Ck . ,, thus for all these
K

. . k
transmissions, all f ., are absent and f7,.,

are present.

Thus, the spectrum of their de-chirped versions @ (r;_,i4+1(t)) (Eqn2.4),
comprises a set of exactly the N frequencies F(ri i1 1) ={fHU{f2 ., -+, flon)
U{fSte,, - Thvey) (Figure 4.4). 1, the frequency of the symbol to be decoded

prevs’

will be present in all sub-symbols since it is present throughout r(t).

Interference Cancelling Sub-Symbol Set (ICSS). Consider the set of sub-
symbols {r1_5(t), rnong1(B)) F(r152(t)) comprises of the frequencies {f'}
U {f]lﬂev, e, prrev} as none of the symbols have transitioned to their next
symbol. F (rn_n41(t)) comprises of the frequencies {f'} U{f} ..., - - N}
as all of the symbols have transitioned to their next symbol. Thus, no
interfering symbol frequencies are common across this set of frequencies.

Consequently, {T1_,2(t), rno w1 (t)} is an example of ICSS.

A Strawman-CIC. To provide an intuition into how CIC works, we consider
a Strawman-CIC that wuses the ICSS {ri_,(t), rT~no~i1(B))

The only constituent frequency

flfzrevfsrev f;AJ/rev
common to these two sections is F(ry_, (1) T f 1” oot
fl. Thus, f! can be extracted by fipp g
estimating all the frequencies in F(ry_n.1(0) T i S

F(ri2(t)) and F(rnonsa(t)) and
finding F(r1-2(t)) N F(rnonea(t))
( Figure 4.5). As we discuss later in

1
F(ri.; (t))ﬂF(TN_)NH(t)) ]i

this section, Strawman-CIC’s per-
) Fig. 4.5: Strawman CIC
formance is adversely affected by

loss of spectral resolution as dictated by Hiesenberg’s Time-Frequency

uncertainty principle.

4.2.1 Time-Frequency Uncertainty



Heisenberg’s time-frequency un-

certainty principle states that es-

timating frequencies over signals

with short time-spans result in poor

frequency resolution. Specifically,

Normalized Energy
N
||

®|

estimating the frequency spectrum
. ) 100 150
using a sub-symbol with a smaller Frequency Bin

time-span 1%, will reduce the spec-
Fig. 4.6: Heisen-

tral resolution to ¢ (B is the band-
berg’s Principle

width of the signal and K is a con-
stant), making it difficult to distinguish between two symbols whose
frequencies are less than £ apart.

This is illustrated in Figure 4.6, which shows the spectrum estimated for
a signal with 5 interfering symbols using progressively smaller sized time-
spans T. As seen in Figure 4.6, when T is large (Ts/2), all the five peaks
corresponding to the five symbols are distinct. However, as T decreases,
the frequency resolution of the spectrum decreases and the peaks merge
into a single peak at T = <. This loss of resolution adversely effects CIC, as the
peaks in spectral estimates merge into one another when using sub-symbols with

a short time-span.

4.2.2 Spectral Intersection

CIC attempts to find the common frequency across all sub-symbols in an
ICSS, each estimated with a different frequency resolution since their time-
spans may be different. The process of extracting frequencies in spectra
is achieved by detecting peaks in the spectra; it requires careful choice of
thresholds to reject false peaks arising out of noise, without missing the
right ones, and can be error prone. Finding constituent frequency peaks
separately for each of the spectra in an ICSS and then set intersection results

in errors incurred at each step to accumulate, leading to poor cancellation.
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a gb fc
Rather than extract peaks for f: ]{ j:
each of the spectra separately, CIC q)l i i i
first computes a Spectral Intersec- b c ¢d
tion by computing the minimum en- > f H ]; ff-
2 L ) :

ergy across all the spectra at each fre-
quency. Spectral intersection is il- f b f ¢
o Ne, {J

lustrated for Strawman-CIC in Fig-

ure 4.7, where, after taking the

minimum energy in the spectra of  Fig. 4.7: Illustration of Property P2
®; and @, at each frequency, only

peaks that are located at common frequencies f° and ¢ remain. Now peak
detection needs to be performed only once to extract the common frequen-
cies, making the process less error prone. Note that, prior to computing
the intersection, all estimated spectra must be normalized to have unit
energy to eliminate scaling effects due to different sized windows. In this
paper, we shall use ®@; N @, to denote the spectral intersection operation
using minimum.

Properties of Spectral Intersection. Spectral intersection has some key
properties that CIC exploits in its design.

P1 : it is commutative and associative, as inherited from the Minimum
operation.

P2 : when two spectra have different frequency resolutions, the operation
preserves the higher resolution at each constituent frequency. The illustra-
tion in Figure 4.7 provides an intuition into property P2. In Figure 4.7, @,
has a lower resolution estimate on frequency f° but a higher resolution
estimate for ¢ while the vice-versa is true for ®,. Computing the spectral
intersection takes the minimum at each frequency and hence preserves
the best resolution for both frequencies.
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4.2.3 Effect of Poor Frequency Resolution on
Strawman-CIC

In order to motivate our design of

fl fZ fS fN
CIC we start by showing how time- ty kS PreD g Pre

‘ ' O (r (1) LIl 1 e
requency uncertainty adversely b e i
effects Strawman-CIC. The time- ];1 frzu,;xt 3 f?z’ext

spans of T1_,5(t) and TN N1 (t) are O(ry(1)) N~ f-..ﬁl

Ty and T — TN respectively. Assum- .
ing that the symbol start times of @ (r1 (t)) N (rz (t)) ]:
all colliding transmissions are uni- #ﬁ%
formly distributed in the interval

(0, Ts), the expected values of T4 Fig. 4.8: Effect of poor

and T, — Ty are both Tﬁ * Conse- resolution on Strawman-CIC
quently, the corresponding spectral estimates have a frequency resolution
of &, making it hard to separate two constituent frequencies that are within
this resolution. Figure 4.8 illustrates the effect of this lower frequency res-
olution estimates on CIC, where energy from each frequency spills over
in its neighborhood. Instead of a clean sharp peak as illustrated in Fig-
ure 4.5, the resulting spectrum comprises multiple wide interfering peaks

in Figure 4.8, rendering cancellation ineffective.

4.2.4 Design of CIC

CIC aims to pick an ICSS that best preserves the frequency resolution for
each of the constituent frequencies. This choice not only preserves the
maximum resolution for f!, making it easy to extract its peak, but also aids

in sharply canceling the other interfering peaks.

How to cancel a specific interfering transmission at the best possible
i

resolution. An interfering frequency fprev

is present throughout the sec-

*The expectation of the minimum of N uniform random variables
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flilext» f;.)rev ¢ F(rlﬁi(t))nF(ri—W(t))
frext € FT (DX fhyey € F(rini(D)

Pkt i ; Ubren) 1hert)
1 1
r(t) r1.:(0) rin(t)
1 1 :
a o Tty
T T TN:1

Fig. 4.9: Canceling a single interferer in CIC

tion 11, (t) - a time-span of T;. Thus, the maximum achievable frequency
resolution for f! .., can be obtained in the spectrum estimate @ (r;_,;(t)) is

prev

given by B Similarly, the best frequency resolution for f},.,, is achieved
from the spectrum estimate @ (r;_,n+1(t)) is given by BTST;S“.
As depicted in Figure 4.9, F(r1:(t)) does not have fi ., since the

transmission only switches to % ., for t > T;. Similarly, F(ri_n-1(t)) does

next

not have f}, ., since the the transmission has already switched to f} ., at
t = 1;. Thus, F(r154(t)) N F(ri,n1(t)) will not have the frequencies f,. .,

and ft

next*

Further, ®(r1(t)) and ®(r;i_n(t)) will also have the highest

possible frequency resolutions for f}, ., and ).,

following property P2
of spectral intersection, @ (r;_i(t)) N @ (rin1(t)) will remove f;rev and

fl ... at their respective maximum possible frequency resolutions.

The Optimal Choice for ICSS. CIC constructs ICSS with 2N — 1 sub-
symbols, comprising all pairs 11, (t), Tin+1(t) for 2 < i < N and finally
7(t) itself. Each pair, 11,1 (t), 1i_yn+1(t) cancels the i*" transmission at their
corresponding highest possible frequency resolutions. Following proper-
ties P1 and P2 of spectral intersection, computing a spectral intersection
over the ICSS will cancel all frequencies at their highest possible frequency
resolutions. Finally, the inclusion of r(t) ensures that ! is recovered at the

highest possible resolution. Thus, CIC computes the spectral intersection
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Fig. 4.10: Collision Fig. 4.11: Effect of loss of resolution in
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as,
i=N
Ocic(r(t)) = (@(rioi (1) N D(rimn () | NO(r(t)) (4.5)
i=1

To provide an intuition into how

CIC removes interfering symbols,

! " True Peak ¢
Figures 4.10, 4.11,and 4.12 depicts
508
demodulation of 6 colliding trans- &
Woe
missions (at SF=8) using COTS %
LoRa devices using Standard LoRa, §"*
Strawman-CIC, and CIC respec- =202 W
tively. Red circles indicate interfer- 0
0 50 100 150 200 250
ing transmissions while the green FFT Bin (Symbol)

circle indicates the true peak. In

Figure 4.10, four interfering peaks Fig. 4.12: Interference Cancellation in
have higher energy than the true CIC

peak corresponding to the symbol being decoded. This occurs because,
the received powers of the interfering transmissions can be stronger than
the one being decoded. While Strawman-CIC does eliminate some of inter-
fering symbols, it suffers due to lack of frequency resolution (Figure 4.11).

However, CIC is able to extract the correct frequency while preserving the
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highest frequency resolution.

4.2.5 Extent of CIC Cancellation

In this section we try and answer

the question, “How much cancel-
15

lation can CIC offer and what fac- %20

tors does it depend on?” The con- '§15 10

junction of two events make can- s 10 5
(]

cellation hard. First, an interfer- 2 3 o
T 0

. o

ing symbol overlaps to a large ex- “0.5 04, , 14 05

tent with the symbol of interest 0.2 02 03

. ] AT/Ts 0.1 0 0 01 ™ A fIB

(Min(t;, Ts — ;) is small). Second,

the symbols’ chirp start frequencies

are very close. Thus, the combina- Fig. 4.13: Cancellation in CIC

tion of both close time proximity

At and frequency proximity Af of an interfering symbol adversely effects
cancellation. For a symbol with start chirp frequency f1 We define At and
Af, from a symbol of frequency f as,

T; for Ct

At = mext (4.6)
Ts—mi for Che
1 g i

af = T Tored o7 Cpre (4.7)
’fl_faext| for C;Lext

The extent of cancellation for CIC can be analytically computed, however,
we avoid presenting it due to lack of space. Figure 4.13 depicts the extent
to which CIC can cancel a particular symbol as a function of At and Af for
SF = 8. As seen from Figure 4.13, while the cancellation can be as high as
20dB when % = % = 0.5, there is almost no cancellation when both these

values are close to 0. The cancellation increases to 5dB by the time these
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values reach 0.1. This shows that even after CIC, one or more peaks may
only be partially cancelled and in case of a strong interfering transmission,
they may be hard to discard.

4.2.6 Spectral Edge Difference (SED)

CIC may only be able to cancel cer-

T

tain symbols partially when Atand =~ ;i _ g (7 — " .

nex 13 Ts i i
Af are small. This can be seen in : 4 . Aen(f nexlt) =3
Figure 4.12, where while the peak Py 5 i
corresponding to f! is the signifi- riol_4 rn® 4 ra® _
cant highest peak, some of the in- Cnext
terfers e . T PR |
erfering peaks with high transmit o5 ! i

powers (indicated by red circles)
remain. In such a case, CIC has Fig. 4.14: SED Illustration
more than one potential candidate

and CIC must pick one among them. For this, CIC computes the Spectral
Edge Difference (SED), the absolute difference in energies of the candidate
frequency spectra between left and right halves of r(t), for each candidate
frequency. It then picks the frequency with the least value of SED. The
key intuition behind computing SED is that, SED will be zero only for
since unlike interfering symbols, this frequency exists uniformly across
the entire symbol.

We illustrate the intuition into SED in Figure 4.14 for the symbol Ci, ...
Let E; be the total energy per symbol in the i*" packet (based on the re-
ceived signal strength). r1,(t) and 1,1,(t) represent the left and right
halves of r(t). Since the total duration that C! .,

is -+ — 1, the energy of the peak corresponding to fi.,, denoted by

next
i
Alh(fnext

¢ 1s present in Ty ()

P .
) = E; ( szﬂ) = %Ei (1 — %) frext iS continuously present

in the entire right half v, (t), consequently, the energy of the peak in this
half, An(fiey) = 5. The SED A(f}

next

) for this frequency is given by
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Arn(frext) = Atn(fhex)|= 3Ei 7. Since, ! is present in both halves com-
pletely, A (f1) = A (') = 2B and A(f!) = 0. SED exploits this difference
and picks the candidate with the least A(f).

To make the SED estimate robust, instead of relying only on a single
pair (left and right), in practice, CIC uses multiple sliding windows of
span (%) over the signal (10 in our implementation) from the left and
right ends of the symbol and computes their spectral intersection.

A(f) = [Arn(f) = A (f)] (4.8)
() = @ (r(t).W (2(%@)) (4.9)
i=1 §
i=n s T
An(f) = (@ <r(t).W (MJ”T—W)) (4.10)
i=1 s

In Eqn 4.9 and 4.10, W(t) is the rectangular window function as defined
in Eqn 4.3.

4.2.7 Using Additional Features in CIC

Prior work has exploited the uniqueness of features such as CFO [15] and
received power [18] for each packet to group symbols. These features can
also be used to pick out the appropriate symbol in the event of multiple
candidates. We estimate CFO and RSSI from the preambles (as described
in Section 4.2.8) and use these as additional features to filter out partially
cancelled interfering symbols. In our implementation, we use the tech-

nique in Choir [15] to estimate the fractional CFO for each of the candidate

B
4xSF*

We use a size 16 x FFT instead of 256 x FFT since we find that is more

symbols and eliminate symbols with fractional-CFO-error more than

computationally efficient without sacrificing on performance. Similarly,
we also filter symbols whose received power deviates by more than 3dB
from the estimated value in the preamble. In our evaluations, we examine
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the improvements due to each of these features compared to basic CIC.

4.2.8 Down-Chirp Based Preamble Detection

As described in Chapter 2, preamble detection in LoRa exploits its repeti-
tive structure and searches for a sequence of 8 consecutive Cy symbols. A
key challenge in employing this scheme in the event of collisions, arises
from the fact that all data symbols, as well as SYNC symbols in LoRa are
merely frequency shifted versions of Cy. Consequently, data symbols from
ongoing concurrent transmissions interfere with preambles, creating a clut-
ter of peaks resulting in preamble detection errors. To provide an insight
into this clutter, Figure 4.15 depicts the clutter of peaks during preamble
detection of a new packet due to ongoing concurrent transmissions.

In our implementation, we take a different approach of searching for
the two down-chirps in the preamble instead. The key insight that drives
this choice, is that down-chirps do not correlate with Cy and consequently
do not correlate with data symbols in ongoing concurrent transmissions.
Thus, to detect preambles we correlate with the down-chirp Cj instead
and look for two consecutive peaks. Figure 4.16 depicts the peaks as de-
tected by using down-chirps. Comparing Figures 4.15 and 4.16, using
down-chirps significantly clears the clutter of peaks. Having found the

two down-chirps, to confirm the preamble, we detect a preceding sequence
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of 8 Cys and two SYNC words by employing an up-chirp as with standard
preamble detection. This approach besides improving preamble detection
compared to existing methods, also reduces the computational complex-
ity of considering all peaks arising out of data symbols from ongoing

interfering transmissions.

Estimation of CFO and Received Power. As discussed in Section 4.2.7,
performance of CIC improves by using CFO and received power to filter
partially cancelled symbols. In order to enable this, for each detected
preamble, we estimate CFO (as in Choir [15]) by averaging over all the
preamble up-chirp symbols for a robust estimate and maintain a list of
CFOs for all ongoing transmissions. Similarly, we also estimate the FFT
peak height for each preamble up-chirp symbol and average across them
for a robust estimate. These peak heights are also maintained in a similar

manner as CFOs.

4.3 Implementation

CIC is implemented at the LoRa
gateways and does not require any ) o
changes to the COTS LoRa sensor # Sﬁ Demodulator —

+

Standard LoRA

USRP B200

Decoder

devices. We envision CIC as ei- ,
Base
ther being co-located with a Soft- CiICImplemetation 2, pacets

Bits

N
) . ¥ Std LoRA
ware Defined Radio-based gateway Raw ‘?:: ‘

Samples
at the edge or as a virtual gateway # -|Dem§f,°u,m, ﬂ| ud LoRA |-

. . atlab
in the cloud in case of a C-RAN [38]  usree20 NG Radio 5.

p%"er,l,
‘ Python "’60/: Packet N
architecture. In general, a LoRa Bits

receiver comprises three separable
parts — a radio front end, a demod- Fig. 4.21: Our Implementation
ulator, and a decoder as depicted in Figure 4.21. The radio front end

receives radio waves and converts them into raw digital baseband samples.
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170m -

Fig. 4.19: Indoor NLOS(larger) Fig. 4.20: Outdoor

The demodulator is responsible for preamble detection and converting
the raw samples into LoRa symbols. Finally, the decoder maps the ob-
tained LoRa symbols to bits based on the LoRa standard specification for
deinterleaving, Forward Error Correction(FEC), and Cyclic Redundancy
Check(CRC).

The Radio Front End. We used USRP B200 [39] as our radio front end
at 2MHz bandwidth. Typically the received signal is oversampled i.e the
sampling rate employed is significantly higher than the required Nyquist
rate (4-10x) to allow better averaging. Since our COTS devices were
configured at 250 KHz bandwidth, we have an oversampling of 8 x. The
received samples are then input to the demodulator.

Need for Distinct Demodulator and Decoder Modules. CIC replaces the
standard LoRa demodulator for preamble detection and converting sam-
ples to symbols. Since standard LoRa demodulators expect to receive only
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one packet at a time, the demodulator and decoder are usually integrated
into a single implementation. Unlike standard LoRa, CIC however, can
process concurrent transmissions and thus, generate multiple streams of
symbols, one for each packet simultaneously. This means that multiple
decoders might be needed to concurrently process the output of a single
sample stream. Consequently, we provide separate implementations for a
demodulator and a decoder.

Demodulator. We have implemented CIC demodulator in three different
environments — Matlab, GNU Radio [40] and Python. Matlab is often
the first choice for a large number of communication researchers as it
allows quick trials, modifications, simulations, and experimentation to
gain experience. For experimental deployments and trials, GNU Radio is a
popular choice, as it allows for quick configuration of the receiver through
a GUI. We have implemented CIC demodulator as a GNU Radio block.
Finally, our python implementation is useful for practical deployments in
the cloud as a C-RAN module or at the gateway edge. We also provide
data sets collected in our experiments for testing and verification.

Decoder. Since the decoder needs to be LoRa compliant, we modified
rppo/gr-lora [41], a popular, open-source GNURadio block for LoRa re-
ception. Since demodulation and decoding are integrated in rpp0, we
extracted the decoder C++ code and created a separate GNU Radio mod-
ule for the decoder that takes symbols as input, and outputs bits. This
allows researchers to mix and match decoders with different demodulators
and decode multiple packets concurrently.

LoRa Devices.We used the commercially available LoRa transmitters —
Adafruit Feather MO with RFM 95 [42]. These devices allow us to con-
figure various transmission parameters such as Spreading Factor (SF),
Bandwidth (BW), Coding Rate using Arduino Library RadioHead [43].
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4.4 Evaluation

In this section we evaluate and demonstrate the efficacy of CIC. We answer
the following questions.

e How does CIC improve network capacity compared to standard
LoRa as well as state of the art techniques?

e How does CIC perform in various deployments including indoor/out-
door, low/high noise, and Los/NLoS scenarios?

e How does employing down-chirp based preamble detection improve

packet detection over conventional preamble detection techniques?

e How do various additional discriminating features such as CFO, and
Received Power improve CIC performance?

e How does temporal proximity of packet collisions effect CIC’s ability

to cancel inteference?

4.4.1 Deployments and Experimental Setup

To test CIC under varying condi-

a
o

tions such as high/low SNR, in-
door/outdoor, LoS/NLoS, we eval-

Y
o

uated CIC in four different test %‘22

deployments as described below. (?:’ 10

Each deployment comprised 20 g 0

LoRa devices (depicted as circles) :;g

and a gateway (depicted as a trian- bt b2 D3 D4

gle). Fig. 4.22: SNR Distribution for
each of the deployments

D1: Small Indoor Space - High
SNR, LoS All state of the art techniques perform their best in High SNR
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and LoS scenarios. To provide the best benefit to state of the art, we
deployed 20 LoRa nodes within a large laboratory (Fig. 4.17, Fig. 4.23).
The received SNR from the devices was approximately 30-40dB as seen in
Fig. 4.22 and they were all in Line of Sight.

D2: Small Floor Space - High SNR, NLoS Next we evaluate CIC across
the floor of an indoor space (Fig. 4.18). The nodes were stuck 6 feet high
on the walls, some inside rooms and others outside. Here the received
SNR was also between 30-40dB (Fig. 4.22), however many of the devices
did not enjoy a direct line of sight to the gateway.

D3: Large Floor Space - Low SNR, NLoS
While many state of the art techniques
flounder in low SNR scenarios, CIC con-
tinues to perform well. In this deployment
we chose a large floor space (Fig. 4.19).
There was significant variation in received
SNRs across the various devices ranging
between 5dB to 30dB (Fig. 4.22) and most
devices had no line of sight. This deploy-

ment is representative of a realistic large -
Fig. 4.23: Nodes in Indoor De-

ployments

scale indoor deployment.

D4: Outdoor Wide Area Deployment -
SubNoise, NLoS In order to test the performance of CIC in a practical
wide area outdoor scenario, motivated by the smart street lighting appli-
cation, we deployed our LoRa devices on street lights over an area of 2
Sq. Km in an urban environment, as depicted in Fig. 4.20. Most of our
packet receptions in this deployment were below the noise floor and signal
strength fluctuations were common as pedestrians and traffic passed by
(Fig. 4.22). Consequently, CIC was tested to its utmost in this deployment.

Traffic Generation and Experimental Methodology. IoT traffic is gen-
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erated in response to unpredictable random physical events e.g. cars
arriving at a parking lot often modeled as Poisson [44, 45] arrivals. Conse-
quently, in our experiments, devices were configured to generate packets
with exponentially distributed intervals. Each sensor node generates an
exponentially distributed random variable AT ( pdf(AT) = pe *4T) to
determine the time interval for transmitting the next packet. In order
to generate Poisson traffic in the network with an aggregate rate of R
packets/second, we choose A = % since we had 20 nodes in each of our
deployments. To record the actual number of packets transmitted, we
recorded the transmissions at each node. Finally, the number of correctly
received packets (based on all bits being correct) measures the network
throughput.

Each device is configured to transmit packet with 28 bytes of a randomly
generated data packet at SF=8, BW=250KHz, 4/5 coding rate, lasting a
duration of 45ms. These choices are anecdotally, the most popular in
LoRa deployments. Thus, a single device could transmit a maximum of
22 packets each second back-to-back. We increased the aggregate rate
R from 5 Pkts/sec to 100 Pkts/sec by changing A from 0.25 Pkts/sec to 5
Pkts/sec to measure network capacity in each experiment. A USRP B200
was used to collect received samples at 2 MHz sampling rate providing us
8x oversampling. In each deployment, packets were transmitted at each
rate for a duration of 1 minute. Thus, at the highest rate of 100 Pks/sec
a total of 6000 packets were transmitted, while at the lowest rate of 5
packets/sec, 300 were transmitted.

Comparison with State of the art. We compared the performance of
CIC with standard LoRa as a baseline, and two popular state of the art in
research — Choir [15] and FTrack [16]. Choir is probably the first significant
effort towards multi-packet collision decoding in LoRa. To the best of our
knowledge, FTrack has the best performance of all existing literature. We
thank the authors of FIrack for providing us their implementation and
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supporting us. We implemented Choir based on the description in the
paper.

4.4.2 Network Throughput

Figs.4.24,4.25,4.26,4.27 depict the number of successfully received packets

per second as the aggregate network traffic increases from 5 Pkts/sec to

100 Pks/sec. Note that since each packet lasts 45ms in our deployment

allowing for a maximum of 22 Pkts/sec, if a single node were transmitting

back-to-back, the maximum rate of 100 Pkts/sec is 5x greater than what

any single node could transmit.
D1 : High SNR, LoS. This scenario gives the best benefit of doubt to all
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schemes and establishes the limits of their performance. As seen from
Fig. 4.24, CIC significantly outperforms FTrack (by 4x ), standard LoRa

(by 5x) and Choir. CIC is able to decode 45 Pkts/sec, 2x greater than 22
Pkts/sec (the maximum possible for any single node) when the aggre-
gate network traffic is 100 Pkts/sec. Standard LoRa is able to achieve a
highest throughput of about 8 Pkts/sec, roughly one third of 22 Pkts/sec
(the maximum ). FTrack outperforms Standard LoRa, achieving about 12
Pkts/sec when the aggregate rate is 50 Pkts/sec (25% of the offered load).
However, at aggregate network rates greater than 50 Pkts/sec, its perfor-
mance degrades; this is due to the increase in collisions, which in turn
leads to higher chance of collisions where majority of the packets overlap.
In such scenarios, FTRack fails to distinguish between the corresponding
frequency tracks due to its poor frequency resolution.

D2,D3: High/Low SNR, NLoS. In this scenario as well, CIC significantly
outperforms FTrack, LoRa as well as Choir by 4x. CIC is able to receive
about 40 Pkts/sec, slightly less than the high SNR, LoS scenario. Standard
LoRa’s performance is consistent and almost the same as that of high SNR
scenario as it successfully captures the higher SNR packets in case of a
collision. As the authors of FTrack themselves claim, Ftrack fails to detect
packets with low SNR, especially in the presence of stronger transmitters.
Consequently, FTrack’s performance degrades in the low SNR scenario.

D4 : Wide Area Deployment - SubNoise, NLoS. This deployment stress
tests every scheme the most as the received SNRs are below noise levels.
CIC’s performance really shines in this regime providing almost 10x the
throughput of standard LoRa. As expected FTrack is unable to decode at
these SNRs and completely fails. Choir and Standard LoRa suffer heavy
packet losses due to low SNR as well as collisions. Curiously, the net
throughput of LoRa increases slightly at higher aggregate rates. This
is because, the gateway successfully captures more packets with higher

signal strengths and most of these packets are from a small subset of
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transmitters whose aggregate rate also increases proportionally.

Conclusion. As seen from the above experiments, CIC outperforms
FTrack as well as other schemes significantly (4x), especially in wide
area deployments where received signals strengths can be below noise
levels, where it achieves about 10x gains. This superior performance of
CIC stems from its interference cancellation mechanism guided by the
Heisenberg’s Time-Frequency uncertainty principle.

4.4.3 Preamble Detection Accuracy

Packet detection using preambles is the first and most crucial step to de-
coding a packet. As discussed in Section 4.2.8, CIC modifies the commonly
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used preamble detection using up-chirps to using down-chirps. In this
section we ask the question “How does CIC’s packet detection perform
under packet collision scenarios and compare against the conventional
approaches?” Figs. 4.28,4.29,4.30, 4.31, show the packet detection rate, the
ratio of the number of packets detection (not necessarily correctly decoded)
to the total number of packets transmitted, for each of the deployments
and aggregate transmit rates. We compare the detection performance
of CIC to that of FTrack and Standard LoRa. We are unable to compare
the preamble detection of Choir since the authors do not describe their
preamble detection in their paper; in the implementation of Choir, we
therefore assume standard LoRa-based packet detection for Choir.

D1: High SNR, LoS. As seen in Fig. 4.28, CIC outperforms FTrack by
a margin of about 20% steadily as the aggregate network traffic (hence
packet collision rate) increases. Standard LoRa’s packet detection quickly
suffers and degrades with aggregate packets transmitted in the network.

D2: High SNR, NLoS. As SNR decreases, the packet detection rates of
both CIC and FTrack suffer, however, CIC still performs better with a
margin of over 20%.

D3: Low SNR, NLoS. As SNR decreases further, the packet detection rates
of FTrack completely flounders and in fact falls below that of standard LoRa
for high aggregate network traffic scenarios. CIC however, offers close to
80% detection even at very high aggregate network traffic scenarios.

D4: SubNoise SNR, NLoS. In this deployment, FTrack is simply unable
to detect packets while standard LoRa has a detection rate of about 5%.
While CIC’s preamble detection performance decreases, it still offers up to
80% in low traffic and 50% in very high traffic scenarios.

Conclusions. Based on this analysis, using down-chirps as the first step
for packet detection significantly improves packet detection rate under
collisions and especially in low and sub-noise SNR scenarios that are
common to both indoor and outdoor LoRa deployments in practice.
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4.4.4 Effect of the additional features of CIC

As discussed in Section 4, existing works relies on grouping symbols from
the same transmitter by exploiting various discriminating features that are
distinct to transmitters such as received power and CFO. As discussed in
Section 4.2.7, CIC makes use of two additional features — Received Power
and Carrier Frequency Offset (CFO), to filter out candidate frequencies,
when CIC is unable to cancel them sufficiently. In this section we ask
the question, How much do these additional features contribute to the overall
performance of CIC? To this end, we use four different versions of CIC.

e CIC : Implementation of CIC with both Received Power and CFO

included as discriminating features.

e CIC-(CFO) :Implementation of CIC with only Received Power i.e.

without CFO as a discriminating feature.

o CIC-(Power) : Implementation of CIC with only CFO i.e without
Received Power as additional feature.

e CIC-(Power, CFO) : Implementation of CIC without either Received

Power or CFO as discriminating features.

Figs. 4.32 and 4.33 depicts the aggregate network throughput obtained
for each of these options in deployments D1 and D4 respectively. D1
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(High SNR, LoS) represents the easiest scenario for CIC and D4 (Outdoor,
SubNoise SNR, NLoS) the hardest. Thus, these two represent the two
extreme cases.

D1. As seen in Fig. 4.32, CIC gains by about 20% using both Received
Power and CFO as discriminating features. However, most of these gains
are due to the Received Power feature rather than CFO. Using CFO helps
CIC marginally, about 2%, whereas using Received Power helps CIC by
almost 18%.

D4. As seen from Fig. 4.33, even though the net achieved throughput is
lower, the relative gains (in %) due to each of these features is almost the
same.

Conclusion: Received power used as a feature helps CIC the most and
provides close to 18% gains. While CFO also assists CIC, it does so rather
modestly by about 1-2%.

4.4.5 Effect of Temporally Close Collisions

As discussed in Section 4.2.5, CIC

can effectively cancel transmissions 1

whose symbol boundaries are far
apart. In this section, we try and un-
derstand how CIC is affected by the
proximity of the interfering symbol
boundaries. Since synchronizing
two COTS LoRa devices to trans-

mit within sample level accuracies

0 L L L L
0 0.1 0.2 0.3 0.4 05 0.6 0.7 0.8 0.9 1
Proximity of Colliding Symbols [Fraction of Ts]

is hard, we rely on simulations.
Fig. 4.34: Simulation study of CIC as

two packets collide closer in time.

In our simulations, we generate
packets with random bits and gen-
erate raw signals as a LoRa trans-

mitter would. Then we superimpose two such packets with varying sub-
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symbol time offsets (< 1ms). We increase time offsets in increments of
10% of the symbol (=~ 100us). Then we use our implementation of CIC
to recover all the symbols in each packet and measure the symbol error
rate. In order to avoid effects due to noise, the signals are generated at
30dB SNR. Fig. 4.34 depicts the dependence of symbol error rate (SER)
as a function of inter-symbol separation At as a fraction of the symbol
time T,. As seen in the figure, CIC is able to cancel efficiently for % > 0.1.
As the two colliding packets are closer than 10% of the symbol time, CIC
starts to experience high SER.
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5 DESIGNING A PRACTICAL CLOUD RADIO ACCESS

NETWORK (CRAN) FOR LORA

While CIC gives a significant boost in the throughput, its real-world de-
ployment faces a major hindrance. Commercially available LoRa gate-
ways have a very hardware-centric design. The inflexible receiver chains
baked into their ASICs can only run standard LoRa demodulation and
decoding. As a result, Several promising PHY-layer demodulation tech-
niques [16, 19, 15, 46, 47, 21, 48, 49] that show an order of magnitude
improvement in throughput or range, remain largely confined to research
and are not adopted in practice. Moreover, another approach to address
the challenge of capacity scaling in dense areas is adding more number of
radio channels, allowing devices to operate on less congested frequencies.
However, COTS LoRa gateways support a fixed and limited number of
channels, typically 4 or 8. As capacity needs increase, traditional LoRa
gateways need to be physically upgraded to high-end gateways with par-
allel receiver chains to support more channels which is not economically
viable for large scale LoRa networks.

The last decade has seen the emergence of a new wireless architecture
—a Cloud Radio Access Network (CRAN), where the gateway continu-
ously streams the raw received digitized radio signals (I/Q samples) to
a virtual gateway in the cloud over a back-haul link for physical-layer
processing (Fig. 5.1). CRANs applied to LoRa, offer a departure from the
rigid, hardware-centric design of COTS gateways. By offloading physical-
layer processing to the cloud, CRANSs enable rapid deployment and A/B
testing of promising PHY-layer demodulation techniques like CIC as vir-
tual software receivers. Moreover, CRAN gateways capture a wide radio
spectrum and allow for the potential to dynamically scale the number
of channels in the cloud depending on network demands. Additionally,



43

CRAN Gateway + Next Unit Computing Base Station Internet CRAN LoRa
—_— Backhaul Network

T Cloud Server
A/ —_ ﬂ_‘gg ' LoRa \ ~ \ Server
@J > by Compressigy—. ﬁ\ — LoRa

*‘Tj’s; T~ } Decoder.__

—, oo (Docker) ~Z2
o= A Compressed
" LoRe_ AT ©
5 A/CQQ/;,’M LoRa Demodulato
' CompTé N Feedback from Cloud (Docker Container )

hhhhhhhh e S
e LoRa
Samples

W
«
g

¢

Fig. 5.1: An Illustration of CRAN and Cloud-LoRa

since CRANSs offload gateway processing to the cloud, in the cloud their
is an opportunity to coherently combine weak signals across multiple
gateways to improve SNR and therefore, improve overall range of com-
munication. However, deploying a practical CRAN for LoRa presents
several real-world challenges, which I address in this chapter. I propose
Cloud-LoRa, the first end-to-end practically-deployable LoRa CRAN for
urban and rural deployments. In the following sections, I outline the key
challenges faced in real-world deployments, present a design to overcome
these challenges, and discuss the implementation and evaluation of our
Cloud-LoRa system.

Variable Backhaul Bandwidths: A common challenge to every CRAN
is the need to stream a high volume of raw signals (I/Q samples) to the
cloud. Each 1 MHz of radio spectrum generates a continuous data stream
at 64 Mbps* to the cloud. A CRAN gateway designed to match an 8 channel
off-the-shelf LoRa gateway [50] will generate a continuous 128 Mbps sam-
ple stream. While access to broadband connectivity has been expanding,
available bandwidths still vary vastly across the country [51,52]. FCC 2020
reports on broadband access determined that potentially over 50% of rural
Americans lack broadband access [53, 54| of 25 Mbps download /3 Mbps
upload speeds. Broadband speeds lower than 1 Mbps have been identified
as a bottleneck for the adoption of precision agriculture [55, 56, 57]. Addi-

*Two 32-bits for each complex-valued sample at 1 Msamples/s
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tionally, significant variability in data-rates can be expected over wireless
links even in urban areas due to changes in load, environment, service
providers, among other factors [58, 59]. Urban uplink speeds vary widely
between 10 Mbps and 100 Mbps, still insufficient to stream raw radio data
from 8-channel gateways operating at 128 Mbps.

Recent works on CRAN-based LoRa: As discussed in Chapter 3,
Charm [23], Nephalai [25], and OPR [24], SparSDR [26] and CharloT [27]
have identified and demonstrated the benefits of CRAN, dynamic com-
pression that adapts to the signal characteristics and meets the variable
backhaul bandwidths of LoRa gateways remains an open challenge. We
propose an RL-based adaptive compression to address this challenge.

5.1 Cloud LoRa

Towards a practical, real-time LoRa CRAN, our Cloud-LoRa framework
consists of three components, illustrated in Fig. 5.2:

1. CRAN gateway : a software defined radio (SDR) gateway that con-

tinuously streams samples from a wideband spectrum. The gateway
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performs channelization to filter LoRa channels and detects activity in
each individual channel. The activity detection module at the gateway
is designed to detect even sub-noise LoRa signals, and stream only
those signals corresponding to active LoRa transmissions.

2. ACCIO(green blocks in Figure 5.2) : the active LoRa transmissions need
further compression. We propose ACCIQ an online RL-based compres-
sion algorithm that adaptively predicts the compression threshold for
each active period. ACCIO'’s goal is to maximize the total packets de-
coded in the cloud gateway, while meeting the backhaul-bandwidth
and latency constraints.

3. Cloud Server : we implement standard LoRa as well as user-defined
LoRa receivers in a Microsoft Azure cloud server as Docker containers.
The cloud server reconstructs the compressed samples, which are then
demodulated and decoded. The number of packets decoded per active
period is sent as reward feedback to ACCIO’s RL agent.

5.1.1 CRAN Gateway

LoRa transmitters typically have a low duty-cycle to conserve their battery.
As a result, a majority of the samples captured at a CRAN gateway are
noise. Since it is wasteful to transport noise to the cloud, activity detection
is critical in CRAN.

Multi-Channel Filter. The gateway performs channelization to filter an
individual channel from the wideband spectrum before detecting activity.
We first convert each channel to baseband and then apply a 4th-order IIR
Elliptical filter (Figure. 5.2) [60]. This light-weight filter both suppresses
other channels by 100dB and offers a small transition band, ensuring

minimal cross-channel leakage and real-time operation.

Sub-Noise LoRa Activity Detection. Activity detection is typically per-
formed using energy-based approaches such as carrier sensing, which fail
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to distinguish low-SNR LoRa signals from noise [26]. At received SNRs
below 0 dB, the energy of LoRa samples becomes comparable to that of
noise.

A standard LoRa receiver performs dechirping followed by Fast Fourier
Transform (FFT) to accumulate energy in a single frequency, in-turn dis-
tinguishing noise from LoRa samples [61, 62]. However, dechirping is
specific to a spreading factor (SF). Current multi-channel LoRa gateways
have a dedicated RF front-end for each SF. A naive sub-noise LoRa activ-
ity detection is to dechirp the received samples with each possible SF (7
through 12), and then perform energy-based detection. This is compu-
tationally intensive and requires 6 x more multiplications than a single
demodulator. Therefore, an SF-agnostic activity detection is desirable for
LoRa CRAN.

We propose an SF-agnostic LoRa activity detection algorithm to detect sub-
noise LoRa signals at the CRAN gateway. Our activity detection leverages
two properties of LoRa: 1). Two LoRa signals of different SFs are Pseudo-
orthogonal. dechirping an SF7 signal with SF8 downchirp would result
in pseudo-random noise. 2) For a given bandwidth, the downchirp of
one SF is a time-scaled function of the downchirp of another SF. Based on
these properties, we design superDC, a custom downchirp, that can dechirp
and hence detect the activity of more than one SF by superimposing downchirps
of multiple SFs.

The CRAN gateway continuously dechirps an array of samples with
the superDC, followed by an FFT. An active LoRa transmission results in a
sharp peak above the noise floor in the FFT, triggering activity detection at the
gateway. For instance, a superDC that superimposes SF7, SF8, and SF9
downchirps detects an activity only if the active signals are in SF7 through
SF9. Since an SF9 downchirp is 4 as long as that of SF7, and 2 x as that of
SF8, we construct the superDC by superposing one SF9 downchirp with

two consecutive SF8 and four consecutive SF7 downchirps.
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The active LoRa signals superDC

that can be detected by the

superDC are determined by the superposed downchirps, which in turn
determine the length of the superDC. A superDC to detect all SFs (7
to 12) must accommodate at least one SF12, two SF11, four SF10, eight
SF9, sixteen SF8, and thirty-two SF7 downchirps. In this case, the FFT
peak-gain (ratio of the maximum peak in an FFT window to its noise
floor *) of an SF7 symbol is 32 times lesser than that of an SF12 symbol.
Hence, low-SNR SF7 symbols could go undetected. On the other hand,
using narrower windows would lead to missing higher SF symbols. To
combat this challenge, we design two superDCs: superDCy,,, to detect
symbols with SF 7 through 9 and superDCy;gn to detect symbols with SF
10 through 12. The former can be defined in time domain as

3
superDCion(t) = Z C(t—mTsgy, 7)

m=0
1
+ Z Clt—mTsrs, 8) + C(t,9), 0<t< Tsp, (5.1)
m=0
SF
where Tsr = BW and C(t,1) is the downchirp of SFi. We can similarly

fWe maintain a running estimate of the noise floor to confer resilience against temporal
variations.
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define superDChign. By choosing two groups of SF, we minimize the
impact of excessive window sizes, while still maintaining SF-agnostic
detection. The received samples are dechirped using both superDC,,,
and superDCpign to detect activity. As we demonstrate in our evaluation,
the two groups of superDC signals can detect all LoRa activity in real-time.

As the SNR of the received samples decreases, the peak-gain of the
received signal dechirped with a superDC signal also decreases. This
could result in spurious samples triggering activity detection. To reduce
such false positives, the gateway signals activity in the channel whenever
a minimum of 3 consecutive peak-gains, which correspond to 12 symbols
of the smallest SF (i.e.,SF7 or SF10), are observed to be higher than a
threshold (average peak gain for noise signal). We push such an active
period’s I/Q samples to the Packet Queue for compression and transport to
the cloud server.

In summary, dechirping received samples using our custom-designed
superDCs (superDC,,, and superDCpgp,) provides the processing gain
needed to detect LoRa activity even when the received signals are much
below zero dB SNR. The proposed activity detection is agnostic to the SF
of the transmitter, making it a general-purpose front-end, with only 2x
multiplications of a single LoRa demodulator, as opposed to the state-of-

the-art gateways that incur 6 x multiplications.

5.1.2 ACCIO : Reinforcement Learning-based Adaptive

Compression

While activity detection reduces the volume of noise samples streamed,
when the network traffic increases, even active period samples can be too
high for some backhaul bandwidths to support. Even with perfect activity
detection, the required bandwidths for 64 channels with ~ 10% chan-
nel occupancy is over 200 Mbps. Nephalai [25], a recent work on LoRa
CRAN, utilizes downsampling and compressive sensing for compression.
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But, novel demodulators leverage oversampling to resolve packet colli-
sions [46, 16, 47, 15], and hence compression without downsampling is
necessary. Moreover, LoRa’s chirp spread-spectrum (CSS) modulation
renders dictionary-based lossless compression methods ineffective. We
propose BYOG, a light-weight RL-based adaptive compression algorithm
that works on top of a Discrete Wavelet Transform (DWT)-based lossy
compression scheme in order to maximize the number of packets decoded
at the cloud server, without exceeding the backhaul bandwidth and latency

constraints.

Lossy Active-Period Compression. We propose to utilize the Discrete
Wavelet Transform (DWT) [63] as our lossy compression scheme for
oversampled active LoRa signals. DWT, being a multi-resolution time-
frequency analysis, is a suitable compression tool for CSS modulation
which uses both time and frequency for modulation. Each DWT coef-
ficient represents the energy of the received signal corresponding to a
particular frequency (level) and time (shift). Also, DWT’s linear com-
plexity (O(N), where N is the length of the signal) makes it light-weight,
allowing it to compress in real-time.

We compress active LoRa signals by first applying DWT to the sig-
nals, and then retaining only those DWT coefficients with magnitude
greater than a threshold Cinhresn. The compressed signals can be recon-
structed if sufficient energy is retained in the DWT coefficients. As we
increase Cinresh, We retain fewer coefficients and compress more; but the
energy of the signal (coefficients) retained will decrease, leading to lossy
compression. Determining the optimum threshold that ensures reliable
reconstruction of signals at the receiver (cloud server), while maintaining

a compression to match the network bandwidth is a challenging problem.

Bandwidth-Adaptive Compression. The optimal compression threshold
of DWT coefficients has a non-linear dependence on three factors: i) the

SNR of samples at the gateway, ii) the backhaul network conditions, and
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iii) the LoRa demodulator at the cloud. Current compression approaches
are static [25, 26] and do not adapt to these factors. Therefore, an adap-
tive compression that can learn this dependence is required. While DWT
provides an effective way to compress based on the time-frequency charac-
teristics of the signals, we still need a method to determine the appropriate
amount of compression based on the backhaul network conditions (which
are usually non-stationary). To address this, we propose an RL-based
(DWT) threshold prediction algorithm that adaptively selects the level of
compression for any given active period, with the goal of maximizing the

cumulative number of packets decoded at the cloud server.
Choice of RL.

While supervised learn-

ing methods (particularly

Network and O TR Sample thD“}:Tld
. Signal KO . action resho
DNNS) are effeCtlve at mOd- characteristics HOLRN from .
. . (State) NN olic t
eling non-linear dependen- i
N
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cies between the input and molals) (feedback from Server)
the target, they are de- ri(se,ar)

signed for an offline sce-

nario where the data distri- Fig. 5.4: Overview of the RL algorithm of
bution is not changing over BYOG

time [64]. This makes them

less effective when the network traffic and conditions (e.g., duty cycle,
SNR, and the number of channels) are non-stationary, and also when there
is lack of visibility into demodulator design used at the cloud receiver.
Reinforcement learning is particularly well suited for this scenario since by
design it learns an agent or policy in an unknown, dynamic environment
such that the agent can perform a sequence of actions with the goal of
maximizing its cumulative reward feedback [65]. In our setting, the agent
performs the task of adaptively selecting the DWT threshold for each ac-

tive period (based on various signal and network characteristics), with
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the goal of maximizing the total number of packets decoded at the cloud
receiver over a transmission interval. Moreover, our choice of an online
policy gradient-based RL algorithm does not require pretraining on a large
collection of offline data from the target (or a similar) environment. It can
start learning the compression policy from scratch based on data from the
target environment, and still learn a good stable policy (see § 5.3.6). Hence,
it can be applied to a wide variety of applications and deployments.

An RL agent at the gateway learns to take sequential actions based on
the current state of the environment such that its cumulative-discounted
rewards received from the environment over multiple time-episodes is
maximized. Crucial to the success of an RL agent are the design of the state
variables and the reward function. Based on a careful study and evaluation,
we propose suitable state variables and a reward function that enable the agent to
adaptively predict the (DWT) threshold in order to achieve high decodability under
varying signal and backhaul conditions. A unique challenge to the design
of the reward function in this setting is the lack of perfect ground truth
for providing the reward signal. In a typical RL system, the environment
would have ground truth for providing the reward. This occurs because
some of the transmitted active periods could be false positives (without
actual packets), and it is unknown to the server whether a received active
period is a false positive or not. We address this in the design of our reward
function.

We focus on the Policy Gradient class of RL methods [66, 67 ], whose
goal is to directly learn an optimal policy function that is parameterized
by a neural network. Specifically, we use the Proximal Policy Optimization
(PPO) method with clipped objective [68] for online training of the RL
agent. PPO is widely adopted as a state-of-the-art online policy-gradient
method due to its better computational and sample efficiency, and sta-
ble policy function updates. We next discuss the components of our RL
algorithm.
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Action. The action of the RL agent a corresponds to selecting the DWT
threshold Cinyresnh. In principle, the threshold is continuous-valued. How-
ever, we simplify the design by choosing a discrete set of eight threshold
levels. Specifically, if a € {0,1, - - , 7} is the action taken, then Cinyesh =
5davg a, where dg, 4 is the average DWT coefficient value over the current
active period. (The factor 5 is chosen to cover a wider range of thresh-
olds.). Our action space is discrete and the policy function 7t(a) will be a
conditional probability mass function that sums to 1 over all the actions.

States. We provide the RL agent with a state vector that broadly consists
of the network (pipeline) characteristics and the signal characteristics
from the recent active periods. The state variables based on the network
are functions of the estimated bandwidth and the current fraction of the
packet buffer that is filled. The state variables based on the signal charac-
teristics include the normalized packet length, the ratio of signal-to-noise
magnitude in the time domain, and a histogram of the peak-gain values
of the active period. The full list of states with a description is given in
Table 5.1.

Reward Function. A well-designed reward function is a crucial part of the
RL design. As discussed earlier, the goal of ACCIOis to compress the LoRa
signals in the active periods such that it maximizes the number of packets
correctly decoded, while also meeting the bandwidth and latency con-

straints. We design the reward function as a sum of four terms: i) a positive
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Table 5.1: State variables used by ACCIO . The first four states capture LoRa
characteristics and the rest capture the network. [ BW_btl is computed
as a Riemann sum over time period.

State variable  Description

norm_pkt_len (AP size in samples) / (sampling rate); AP - Active period

mag_time (AP magnitude in the time domain) / (noise magnitude)

demp_avg Average value of the first-level decomposition DWT coefficients
PG_hist A 4-bin histogram of the peak gain values

BW_obs log(BW_btl / 50,000,000); BW_btl - estimated bottleneck bandwidth
BW_ratio (#bits sent to cloud in the last 10s) / [ BW_btl over the last 10s

BW _ratio_5 (#bits sent to cloud over last 5 AP) / f BW_btl over last 5 AP
BW_ratio_10  (#bits sent to cloud over last 10 AP) / [ BW_btl over last 5 AP
buffer_size Fraction of the packet queue filled with AP

reward term uq..(, a) that is a weighted count of the number of packets
decoded correctly (Fig. 5.5a); ii) a negative penalty term upqnal(, a) that
strongly discourages the bandwidth utilized from getting very close to
the available bandwidth (Fig. 5.5b); iii) a negative penalty term w4 (, a)
that strongly discourages the overall latency (from client-side processing
and network delays) from getting very close to a preset limit (2 seconds)
(Fig. 5.5¢); and iv) a strong negative penalty u,yer(, a) (equal to —10)
that prevents the packet queue from filling up close to its limit (dictated
by the hardware). The last penalty term uqyer(, @) is applied preemptively
at the client side whenever an action of the RL agent could potentially
lead to a transmission that will cause buffer overflow and/or exceed the

acceptable transmission time. The overall reward function is given by,

T(, a) = udec(/ Cl) - uband(/ Cl) - ulat(/ a) - uover(/ (l),

Details of our PPO implementation is given in Sec. 5.2.

False Positives & Reward Feedback. The cloud server does not know the
ground truth about LoRa packets, i.e.,a transmitted active period could
just be noise (false positive). Moreover, in a low-duty-cycle network, the
cloud receiver may decode only a small number of packets relative to the
total number of active periods. Therefore, the RL agent could learn to
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compress more since there is a higher chance of incurring penalties from
overshooting BW and/or latency limits, while the positive rewards for
decoding the occasional packets are small. This could drastically increase
the overall learning time necessary for the RL to reach an optimal policy.
To address this, in the reward term uq..(, a), we weight the number of
packets decoded by the inverse of the true positive rate, which is estimated as
the fraction of LoRa packets decoded correctly over the last 100 detected

active periods.

5.1.3 CRAN Cloud Server

The active LoRa signals compressed using ACCIOare streamed to the
cloud server using a reliable TCP connection. Each compressed active
period is packetized with metadata such as gateway ID, time-stamp at
the gateway, length of the active period, sampling rate, channel number,
number of DWT levels, among others. The cloud server in our architecture
receives the packet, reads the metadata, and performs inverse DWT to
reconstruct the signal. It is then input to user-defined LoRa receivers,
implemented as Docker containers in the cloud. We separate the LoRa
demodulator and decoder so that a custom LoRa demodulator can be
deployed by simply updating the demodulator, while retaining the rest of
the cloud implementation. The number of decoded packets is sent back to
the CRAN gateway as a reward (component) to ACCIO , which then uses
the reward to update its RL policy.

Two key objectives of our cloud-server design are i) scalability and ii)
ease of deployment of user-defined LoRa receivers. To address scalability,
we deploy parallel Docker containers per consumer. As the network scales,
the cloud server increases the number of consumers to keep up. To facili-
tate user-defined LoRa receivers, we include a multiplexer that receives
compressed signals and routes them to consumer containers based on
their metadata. The link between the multiplexer and the consumers is
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simply a set of sockets, where each consumer listens on a unique port. The
consumer is unaware of the compression and reconstruction. A configu-
ration file maintains the global mappings of the (base-station, channel)
pairs to ports. Note that users can map multiple base stations to the same
ports to easily apply coherent combining such as Charm [23] atop our
implementation. Each Cloud-LoRa packet contains time-stamps for coarse

time synchronization between the base stations.

5.2 Implementation

We describe in detail our end-to-end implementation of the three compo-
nents of Cloud-LoRa : 1) SDR as CRAN gateway 2) ACCIO , the RL-based
compression, 3) the cloud server.

CRAN Gateway - Activity Detection. We use a USRP B200 [39] as the
CRAN gateway to capture a2 MHz spectrum that includes 8 LoRa channels
(125 kHz bandwidth and 75 kHz guard band, as per LoRaWAN specs).
Channelization is performed using eight parallel 4th-order elliptical low-
pass filters. Each filtered channel is input to the activity detection module
implemented using Python. We use superDCy,,, and superDChpign to
detect active periods of SF7 to SF9 and SF10 to SF12 respectively. We
advance the superDC windows every 1/3-rd of the lengths of respective
window samples, to ensure alignment with higher SFs.

CRAN Gateway - ACCIO The adaptive compression of ACCIO is imple-
mented on a client laptop. On detecting active periods in each channel,
the corresponding I/Q samples are pushed to the Application Packet Queue.
The RL agent pops the oldest active period and extracts the state variables
from the current network and the active period’s coefficients.

Table 5.1 lists the state variables used by the RL agent.

The RL agent was trained using the PPO algorithm [68], whose imple-
mentation is provided in the Keras and TensorFlow libraries [69]. Both
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the policy function and the value (or advantage) function in our PPO-
based agent are realized using a fully-connected neural network with two
hidden layers of sizes 48 and 32 respectively. This small network enables
light-weight training and action determination, while maintaining suf-
ficient complexity for complex approximations. The output layer of the
policy network uses the Softmax activation to return probabilities over
the set of actions. We set the discount factor of the cumulative rewards
to y = 0.9. We use the variant of PPO with a clipped objective, and set
the clip ratio € to 0.2. Optimization is based on the stochastic gradient de-
scent method Adam [70], whose learning rate for the policy network and
value-estimation network are set respectively to 0.00025 and 0.009. The
episode length was defined as 50 active periods, i.e.,the agent performs
online training, and after every 50 active periods, rewards are returned
from the server. To maintain strict reward ordering, each active period
(once popped from the application packet queue) is given an ID counter.
The active period statistics are then cached and re-ordered after the de-
coding information is returned. As our implementation is run online, this
re-ordering and training process runs in a background daemon.

The RL agent chooses an action that determines the compression thresh-
old Cinresn, and DWT coefficients with magnitude < Cinresn are set to
zero. We further compress the DWT coefficients using Lz4 (preferred over
Gzip due to its faster compression). The compressed coefficients are pack-
etized with metadata and sent through TCP to the cloud server. Packet
metadata includes the SDR gateway’s ID, the active period’s ID, the chan-
nel it was received on, sampling rate, time the active period was received
at the client, as well as other useful information such as the data-section
size and its DWT level sizes (needed for Inverse DWT).

We utilize BBR as the TCP variant; it provides the estimated network
bandwidth to the client. We use the socket statistics tool to obtain the
bottleneck bandwidth, delivery rate estimated by BBR, and the link’s
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average round-trip time. The bottleneck bandwidth is a key state used by

the RL agent to determine a compression threshold.

LoRa receiver at the Cloud Server. The cloud server is implemented in
Microsoft Azure as Docker Containers [71], demodulating packets and
sending rewards back in real-time (Cloud-LoRa is amenable to deployment
on other cloud providers as well.) Our server utilized 8 Docker containers,
each reading on unique ports corresponding to each LoRa channel. The
Docker containers were booted using Docker Compose [72] and each con-
tainer was running on an Azure VM. The first module of the cloud server is
a multiplexer that decompresses the received samples: it first performs the
inverse of Lz4, reads the metadata, and then decompresses using Inverse
DWT. Using the metadata, the multiplexer routes the decompressed DWT
coefficients to the corresponding user-defined consumer (demodulator).
In other words, the multiplexer is responsible for reconstructing the active
periods and placing them in the queue of the appropriate consumer based
on the metadata of the received TCP packets. The consumers are Docker
containers that take the reconstructed active period samples as input, and
run the user-defined LoRa demodulator algorithm that outputs symbols,
followed by the LoRa decoder that outputs bits. The number of packets
decoded per active period, weighted by the inverse-true-positive-rate is
used by the RL agent as a reward component in the feedback channel back
to the corresponding CRAN gateway.

5.3 Evaluation

We have deployed the first LoRa CRAN operating in real-time, in two prac-
tical outdoor deployments/scenarios. In RURAL (Fig 5.6(a) ), we deployed
eight LoRa transmitters in an agricultural farm. Here, we use a cellular
backhaul, whose bandwidth varies with time; the backhaul bandwidth is
the bottleneck in the network. We show the real-time operation of Cloud-
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a b
Fig. 5.6: (a) RURAL: Outdo(or) rural deployment where LoRa Tx ((y)ellow
circles) transmit to a USRP B200 (red triangle), which is then connected
to a client running ACCIO that streams to Azure server through cellular
hotspot in real-time.
(b) URBAN : LoRa Tx transmit to a USRP which stores the received
samples in a local file.

LoRa in this scenario averaged across multiple days. URBAN((Fig 5.6(b))
shows an urban deployment where the backhaul does not pose a lim-
itation in bandwidth. We leverage this scenario to perform controlled
experiments, evaluate the micro-benchmarks and perform an ablation
study. Towards evaluating Cloud-LoRa , we answer the following ques-

tions.

1. How well does Cloud-LoRa perform in rural settings with impoverished
cellular backhaul?

2. Can Cloud-LoRa enable real-time joint decoding of LoRa packets from
multiple gateways in the cloud to improve coverage or capacity?

3. Can Cloud-LoRa enable rapid deployment of recently developed state-
of-the-art LoRa demodulators?

4. Can Cloud-LoRa scale elastically to provision for network capacity by
increasing the number of channels?

5. How does ACCIO adapt in real-time to changing backhaul bandwidth,
network latency, and channel quality?

6. How does ACCIO's adaptive compression respond to varying backhaul
network latency, and how well does it adapt to bandwidth variations?
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5.3.1 Real-world Deployment Settings

We describe our rural and urban deployments in detail below.

RURAL : Rural deployment scenario. As shown in Fig. 5.6(a), our deploy-
ment includes 8 LoRa transmitters (yellow circles) that broadcast data
from humidity sensors to a CRAN gateway (red triangle). Each trans-
mitter operates in a dedicated 125 kHz BW LoRa channel and chooses a
random SF and packet length to emulate rate adaptation in LoRaWAN
networks while actively transmits 10% of the time. Our CRAN gateway
receives over 902.2 MHz to 904.2 MHz and receives samples over 8 dif-
ferent LoRa channels one for each transmitter. It uses a Netgear cellular
mobile hotspot as backhaul to a CRAN cloud server in Microsoft Azure
(Fig. 5.6(a)). The backhaul bandwidths achieved by the cellular hotspot
varied over a wide range: 1 Mbps to 15 Mbps at different locations and
times. As shown in Fig. 5.6(a), Cloud-LoRa streams samples to the cloud
server in real-time, using ACCIO to learn and adapt to the varying avail-
able bandwidth. The transmitters were left in the field over 2 days with a
total of ~470000 packets transmitted. The CRAN gateway did not have
any pre-trained model for ACCIO to use; instead, the RL agent learned
from scratch and adapted in real-time.

URBAN: Urban deployment used for Ablation Study. We deploy 9 off-the-
shelf LoRa transmitters, each operating in a different channel in an urban,
outdoor setting (Figure 5.6(b)). The transmitters were deployed over an
area of 2.5km x 1 km. The CRAN gateway receives the samples from all
the transmitter over a wide bandwidth and stores them locally with time
stamps to enable replay. The stored samples are then replayed in real-time
to the cloud server to emulate real-time streaming. We connect the USRP
to the cloud server via a router. This activity is to ensure consistency across
multiple microbenchmark experiments that run with different parameters.
This setup allows us to simulate different backhaul bandwidths and laten-
cies to the cloud by using Linux Traffic Control (TC) [73] at the router, a
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tool for shaping traffic. We perform controlled, comparative, and ablation
studies using this deployment by varying various factors such as back-
haul bandwidths(Sec. 5.3.6), LoRa channel quality(Sec. 5.3.7), network
load(Sec. 5.3.5), backhaul latency(Sec. 5.3.7), and others.

Backhaul Compression Baselines compared. We implement and compare
the compression and throughput performance of Cloud-LoRa against five
baselines: 1) Standard LoRa — a LoRa gateway that demodulates each
packet at the gateway i.e.,without CRAN; 2) CRAN with No compres-
sion; 3) Nephalai [25], which proposes a compressed-sensing-based static
compression; 4) SparSDR [26] — a sparsity-aware compression which is
agnostic to the PHY-layer technology; and 5) Rate-limiting Oracle. This
oracle provides a theoretical upper bound on the throughput and com-
pression performance. We assume that the oracle has a global view of
the incoming traffic and bottleneck bandwidth, is not limited by com-
putational resources, performs perfect activity detection with zero false
positives and, is able to compress the active periods exactly to meet the
available bandwidth.

5.3.2 Performance in a Rural, Bandwidth-Constrained

Deployment
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Fig.5.7: (a) : Cloud-LoRa throughput performance across 8 parallel
LoRa channels, averaged over multiple days in RURAL scenario. (b)
Corresponding compression performance. (c) Ablation study on
Compression.
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In RURAL we repeated the deployment over three separate 8hr sessions.
In each session, the cellular hotspot was placed at roughly the same loca-
tion (within a 2m radius). Despite using roughly the same location for the
hotspot, we found significant variation in the backhaul bandwidth ranges
in these three sessions. Arranging the sessions in increasing average back-
haul bandwidth, the ranges were 1.7-2.7Mbps, 5-6Mbps and 10-16Mbps.
The distribution of the received
SNR collected over all 24hrs from ~ '°
all the transmitters (~470000 pack-
ets) are shown in Fig. 5.8. As seen

—_—
(=]

W

Percentage (%)

from Fig. 5.8, there is a wide vari-
ation in received SNRs at the gate-

way from -15dB to 30dB. ACCIO ° 7, 0 10 20 30
SNR (dB)

continuously learns and adapts

its compression to meet the avail-

able cellular backhaul bandwidths Fig. 5.8: Distribution of the received
(Fig. 5.6(a)) and simultaneously SNR at the Gateway in RURAL
streams 8 channels. We plot the av-

erage LoRa throughput over all 8 channels (bits/second) achieved by
Cloud-LoRa in Fig. 5.7 (a) for the three different sessions. We also compare
the achieved average network throughput of Cloud-LoRa with Nephalai,
SparSDR, and Rate-limiting Oracle. The maximum achievable throughput
with compression is upper bounded by the rate-limiting oracle. We observe
that the throughput of Cloud-LoRa approaches that of the oracle at higher
backhaul bandwidths of 10-16 Mbps, while achieving ~ 96% of that of the
Oracle even at 2Mbps backhaul badwidths. Further, Cloud-LoRa is able
to use its adaptive compression effectively and significantly outperforms
other LoRa compression solutions such as Nephalai by 7x and 6.2x, and
SparSDR by 2.3x and 1.9x (on average).

In Fig. 5.7(b), we plot the compression score, defined as (# samples
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streamed to the cloud) / (# samples captured by the CRAN gateway), for
the same backhaul bandwidths. We observe that Cloud-LoRa has a higher
compression score of 98.4% at 1.7 to 2.7 Mbps, while a lower compression of
94% at 10 to 16 Mbps, i.e. it compresses more at low backhaul bandwidths.
On the other hand, Nephalai and SparSDR adopt static compression and
hence face packet losses when the compression does not meet the backhaul
bandwidth. The most appropriate compression necessary using CRAN is
that of the Oracle, as it has a global view; Cloud-LoRa is within 98.5% of
the oracle’s comrpession score on average.

Two key reasons for the improved throughput performance of Cloud-
LoRa over existing approaches are i) sub-noise activity detection and ii)
adaptive compression. The contribution of each of these modules to the
overall compression is shown in Fig. 5.7(c). On average, the activity detec-
tion achieves a compression score of 63% in our setting by distinguishing
active LoRa transmission from noise samples. The remaining compression
is achieved by ACCIO , which varies the compression threshold of the
active period to meet the backhaul bandwidth. While the compression
score achieved by the activity detection block does not change with back-
haul or LoRa signal characteristics, that of ACCIO changes with backhaul
bandwidth, as evident in Fig. 5.7(c).

5.3.3 Joint Multi-Gateway Packet Decoding

Cloud-LoRa offers centralization, which is key to jointly process raw radio
signals across multiple gateways such that the SNR of weak LoRa links
could be enhanced through coherent combining with relatively stronger
links. In this section, we deploy Charm [23] using Cloud-LoRa using 3
Cloud-LoRa gateways deployed on the floor of a large building spanning
over 100m x 50m along with a LoRa transmitter transmitting packets. On
detecting activity, the gateways would attach a time stamp, gateway ID
and relay the samples to the cloud.
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In the cloud, we deploy L. Gateway 1 (Std. LoRa) -
. ~*Gateway 2 (Std. LoRa) 4
Charm which coherently G;Zgg 3 EStd, LERZ;:
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ao.

!
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IDs and decodes 100% pack- J0 o
SNR (dB)

Fig. 5.9: SNR Gains from Joint
Multi-Gateway Packet Decoding

ets. In Fig. 59, we plot
the CDF of packet SNR re-
ceived across 3 USRP gate-
ways streaming samples.
Jointly decoded packets achieve a mean SNR of 16dB, a 6dB improve-
ment from even the stronger links, i.e. Gateways 1 and 3. This SNR boost
almost doubles the coverage area. At each gateway, ACCIO achieves 93%

compression.

5.3.4 Rapid Deployment of state-of-the-art

Another key advantage of
LoRa CRAN is the rapid 1500, ‘ .GCIC*Std. LoRa

deployment of novel PHY %

techniques to practice. In ?1000'

this section, we evaluate %

a state-of-the-art LoRa re- é 500

ceiver in the cloud server, =

i.e. Concurrent Interference 0 2 4 6 g
Cancellation (CIC) [46] us- Number of LoRa nodes

?ng Cloud-LoRa . CIC Fig. 5.10: Throughput Improvements due to
improves LoRa network through_Rapid Deployment of state-of-the-art
put by decoding multi-packet

collisions. In Fig. 5.10, we plot the network throughput with CIC as the

demodulator in the cloud and compare it against Std. LoRa in the cloud.



64

We increase the number of concurrent nodes (same SF and BW) in a single
channel in the x-axis and stream the samples to the cloud, where CIC is
used as the demodulator. Cloud-LoRa was capable of transporting the
samples in real-time for CIC to demodulate. Hence, the network through-
put shows an improvement of 1.9x over standard LoRa when 7 nodes
are colliding. The throughput begins to drop beyond 7, the maximum
collisions CIC can resolve.

5.3.5 Elastic Scaling to Multiple Channels

Cloud-LoRa allows for

scaling to provision for —3000

[INo Compression
higher capacity by increas- . [ INephalai-90
2000 I Nephalai-75
ing the number of chan- I Nephalai-50
[ Cloud LoRa

[Rate limiting Oracle
1000 - MM std. LoRa ‘

ol W

the number of channels in- 1 2 4 8
Number of channels

nels from single to multiple
channels without any hard-

Throughput (bits/s)

ware change. However, as

e

creases, the volume of sam-

ples increases. With limited Fig. 5.11: Elastic Scaling to Multiple

backhaul bandwidths, such  Channels - Throughput Vs # of channels
an increase in samples de-

mands higher compression.

In this section, we answer the question of how well ACCIO adapts to an
increasing number of channels for a given bottleneck bandwidth. We plot the
number of packets decoded in the cloud at 10 Mbps bottleneck bandwidth
for increasing number of channels in Fig. 5.11. When only one channel has
active LoRa signals, a 10Mbps backhaul can support low compression. As
the number of active channels increases, the load and hence the number
of samples increases. At 10 Mbps bandwidth, a static compression of 50%
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for Nephalai is best suited for up to 2 channels since packet losses due to
compression would be the bottleneck in this case. With 4 or more channels,
Nephalai-75 is better suited since packet losses due to network congestion
would dominate. ACCIO on the other hand adapts its compression to
meet the bandwidth, despite the increase in traffic load. Cloud-LoRa ’s
network throughput increases linearly by an order of magnitude as the
number of channels increases from 1 to 8. Cloud-LoRa decodes about 2X
and 4X more packets than Nephalai-75 and Nephalai-50 respectively for 4
channels, and 12X and 20X for 8 channels.

5.3.6 Varying Backhaul Conditions

Bandwidth-Aware ACCIO In the practical deployment, we have wit-
nessed the adaptation of Cloud-LoRa s compression performance to dif-
ferent backhaul conditions.

However, due to the uncontrolled
—Throughput - Backhaul Bandwidth

[=))

cellular backhaul, it is challenging 2500

to observe its time to learn and £2000

~

adapt. In this section, we study Zis0

the adaptation of Cloud-LoRa to
varying backhaul bandwidths in

5

S}

Bandwidth (mbps)

1000 -

Throughput (bps)

wn
(=3
(=]
(=

a controlled setting. Using the Time (Hrs)
I/Q samples collected and stored at
the CRAN gateway in the outdoor
RURAL, we replay the real-time

Fig. 5.12: ACCIO Adaption to
Varying Backhaul Bandwidths

streaming of samples to a cloud

server i.e.,the gateway streams samples stored in a file to the cloud server,
where the samples are decoded, which are then used as rewards by ACCIO
at the gateway. During this replay, we control the backhaul bandwidths
using Linux-TC. We vary the backhaul bandwidths every 0.5 hours, as
shown by the dotted orange line in Fig. 5.12, from 5 Mbps down to 1 Mbps,
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and back to 5 Mbps, and then 1 Mbps in steps of 2 Mbps every 0.5 hours.

During the first ramp down, LoRa throughput drops and then ramps
up every time backhaul bandwidth changes. This is because, in the first
1.5 hours, the ACCIO module at the gateway is untrained i.e.,it has not
faced the new backhaul conditions before, and hence takes time to learn
a new policy at the gateway. Once it learns the policy, the throughput
flattens. This is evident from the dip in throughput (blue curve) at 0,
0.5, and 1 hour mark in Fig. 5.12. The RL agent takes approximately 10
minutes to learn a new policy when it faces a new backhaul bandwidth.
After the 1.5 hour mark, when the backhaul bandwidth ramps up to 5
Mbps, LoRa throughput approaches the steady state quickly at 1.5, 2, 2.3,
and 3 hour marks as the RL agent has learned a policy for these backhaul
bandwidths in the first 1.5 hours. The adaptation time of Cloud-LoRa to
varying backhaul conditions therefore depends on the historical data.
Latency-Aware ACCIO Figure5.13

plots the queueing delay at the SDR “Network Latency
0.6 mQueuing delay at client

gateway for three networks with

different network latencies. In each 0.4

of these networks, the application

latency requirement is designed to 02/ ‘
be 2 seconds. Therefore, the RL o [ | e
agent learns to dI‘Op packets at the Rural - wireless Urban - wireless Urban - wired

client and/or compress more when Fig. 5.13: ACCIO Adaption to

the network latency is high such Varying Backhaul Latency
that the overall latency is below 2

S

seconds. In the case of networks
with low latency, the RL agent tolerates more queueing delay at the client,

allowing it to send more packets.
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5.3.7 Varying LoRa Channel Quality
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Fig. 5.14: ACCIO adaptation to varying LoRa Channel Quality
(a) Low SNR (-20 to -5 dB) (b) Medium SNR ( -5 to 10 dB) (c) High SNR
(10 to 25 dB) LoRa signals.
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Compression depends on the SNR of the LoRa samples at CRAN gate-
way. We evaluate the throughput and compression performance of ACCIO
as a function of SNR at different backhaul bandwidths in Figure 5.14. Fig-
ure 5.14 (a), (b), (c) correspond to SNR : low (-20 to -5 dB), medium (-5
to 10 dB), and high (10 to 25 dB) respectively. At SNR < 0 dB, Nephalai
decodes less than 5% of the packets even at 50% compression (Nephalai-
50). This is due to its inability to differentiate between noise and active
LoRa signal. Cloud-LoRa improves network throughput by over 20X com-
pared to Nephalai at low backhaul bandwidths. Cloud-LoRa’s throughput
performance is limited by the false positive rate of the activity detection,
which results in a higher volume of active LoRa samples to be transported.
At a backhaul bandwidth of 1 Mbps, the RL agent chooses compression
scores of over 99% to meet the backhaul constraints , resulting in poor
reconstruction in the cloud. As the backhaul bandwidth increases, the
achievable throughput improves to over 70% of that of a standard gateway.
The network throughput of Cloud-LoRa for Medium SNR signals (green
bars in Fig. 5.14(b)) is about 90% at 1 Mbps backhaul with a compression
score of approximately 91%. Nephalai fails to decode more than 10% at 1
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Mbps; this can be attributed to the lack of activity detection in Nephalai
which leads to redundant samples taking up available bandwidth.

Lossless compression such as Lz4-0 and Gzip9 offers better decodability
than BYOG at bandwidths >= 5Mbps. As the bandwidth decreases, Lz4-0
faces over 50% packet loss due to network losses, similar to Nephalai-50.
While Gzip9 achieves 75% compression and has lower packet loss even at
low bandwidths, it is too slow to use for real time compression. Even at a
backhaul bandwidth of over 5 Mbps, Nephalai-50% compression decodes
only about 50% of the packets, while Cloud-LoRa decodes more than 95%
of the packets with an impressive compression of over 91%. For high SNRs
ACCIO transports over 95% of packets (Fig. 5.14(c)) to the cloud with an
average compression score of 98%.

5.3.8 Activity Detection of Cloud-LoRa

We evaluate the tradeoff

between the Sensitivity to 1.75x=2.25x ™2, 75x 1. 75x =2.25x ™2 75

<100 - o 100 &
low SNR and false posi- = <
tive rate in detecting ac- é’ E
tive LoRa packets of our & 50 2
proposed activity detection 2 J J E
algorithm. The proposed a fl _Nm I L I 0o

[TZO -5]dB [-5 10]dB [10 25]dB

multi-channel, sub-noise LoRa SNR Range

activity detection is agnos-

tic to the transmitters” SF. Fig. 5.15: Activity detection performance
Therefore, the sensitivity of

the module determines the minimum SNR that can be detected. We plot
the percentage of true active periods and false positives as a function
of SNR in Figure 5.15. The two y-axes presented are true positives, the
percentage of active periods correctly detected, normalized to that of a stan-

dard LoRa gateway (blue bars), and the percentage of active periods that
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were detected but did not contain a packet (false positives), normalized
to the total samples received (red bars). Each bar represents a different
sensitivity used by the activity detection module. A higher sensitivity
results in detecting more packets even at lower SNRs at the cost of higher
false positives. As SNR increases, the true positive does not vary with the
threshold, as the signal energy is high. However, false positives increase
with increased sensitivity, even at high SNR. Therefore, the right choice of
the threshold is particularly critical in detecting the most active period at
low SNRs, without trading off too many false positives. Cloud-LoRa set-
tings that detect over 80% of the packets (Cloud-LoRa -2.25x) only result
in 40% false positives, which is further compressed by RL. We observe that,
combined with the RL compression, the volume of non-active samples
transported to the cloud by Cloud-LoRa is minimal. In contrast, SparSDR
incurs more than 90% overheads to accommodate near-zero dB SNR.
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6 A GENERAL-PURPOSE SOFTWARE DEFINED RADIO

BASED MULTI-CHANNEL LORAWAN GATEWAY

Cloud-LoRa offers rapid integration of PHY-layer innovations. With CIC
implemented in Cloud-LoRa, it delivers significant improvements, includ-
ing boost in the network throughput 5.3.4, dynamic scaling to multiple
LoRa channels 5.3.5, and doubled coverage for LoRa network 5.3.3. While
Cloud-LoRa excels at enhancing weak links by coherently combining
sub-noise signals, it may be overkill for high-SNR (Signal-to-Noise Ratio)
packets. The end devices that are in proximity to the gateways can be
reliably decoded locally. Compressing and relaying these signals to the
cloud may not be the most efficient choice. This calls for a solution that
allows local gateways to elastically scale to multiple radio channels to
meet network demands. However, COTS gateways are hardware-centric
and do not offer dynamic channel scaling. To overcome this, I propose
BYOG in this chapter, a software, real-time LoRaWAN receiver that can
run 10 channels simultaneously on general-purpose SDRs. Scaling to mul-
tiple channels on resource-constrained hardware is challenging, so we
also introduce a lightweight packet decoding algorithm that reduces the
complexity of standard LoRa decoding by a factor of 6 in a single channel.

6.1 BYOG

Our goal is to design a multi-channel LoORaWAN gateway that can receive
a wide-band spectrum, channelize, demodulate, and decode LoRa packets
in real-time on a software-defined radio. We propose BYOG that uses
cascaded light-weight elliptical filters that can channelize more than 10
channels in real-time and propose and implement self-dechirping, an
SF-agnostic preamble detection algorithm that has 6x fewer computations
than that of a LoRaWAN gateway. It also estimates the SF of the preamble
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End nodes
Fig. 6.1: LoRaWAN network architecture

detected, in turn avoiding the need for exhaustive SF search, as is the norm
in LoRaWAN gateways.

Frequency
— SF7
- SF8
— SF9
- SF10

FFT{W, x W31}

Fig. 6.2: Self-Dechirping: Top row shows the upchirps of various SFs.
The gradient of each upchirp is a scaled function of SF7. Middle row
shows our choice of two windows W; and W, with a fixed size Ny = 128.
W, and W, capture the entire upchirp of SF7, half of SF8, quarter of SF9,
and 1/8 th of SF10. In the bottom row, the FFT of dechirping W; with W,
shows that we can uniquely identify SF from the FFT of self-dechirping

6.1.1 Self-Dechirping

As described in Section 2, a standard LoRa demodulator dechirps the

received signal - it multiplies the received window of samples with a
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downchirp whose spreading factor (SF) equals the SF of the incoming
signal. Such a dechirping process maximally accumulates energy into a
single FFT bin. Since the packet detection block of standard LoRa also
needs to dechirp preamble sequence composed of 8 base upchirps, off-
the-shelf LoORaWAN gateway iteratively dechirps the preamble sequence
with 6 different downchirps, each with a unique SF. Of these 6 dechirping
processes, that which yields the maximum energy concentration into a
single FFT bin for 8 consecutive windows is determined to be the correct SF,
which is then used for packet demodulation. However, each dechirping
requires multiplication followed by FFT, leading to a 6 fold increase in
computations compared to a fixed-SF LoRa receiver.

We propose a single dechirping process that reveals both the SF of
the received signals and flags the presence of preambles, thus saving
up the resources to be used to scale to more channels. Our design of
self-dechirping is built on the following insights.

e Downchirp is simply the complex conjugate of a base UpChirp and
hence can be obtained from the received preamble.

e For a given bandwidth, downchirp of one SF is a scaled version of
another downchirp.

e Data chirp is a scaled version of a linear upchirp.

Instead of locally creating downchirps of different SFs and then using
it for dechirping, BYOG uses the upchirp portion of the received preamble to
generate the downchirp. Consider the preamble of an SF7 packet in the top
plot of Figure 6.2. If we look at the two consecutive windows W; and W5,
each of length Ny = 128, the conjugate of the second window will yield
a downchirp of SF7 as shown in the first plot of second row and if we
multiply these 2 windows, this will dechirp the signal in the first window

and an FFT will concentrate the energy into frequency index 0 as shown



73

in the first plot of bottom row. Therefore, we can dechirp without having
to locally generate downchirp of SF7. We define this approach as Self-
Dechirping, where the dechirping process is performed by leveraging the
received signal rather than generating a new downchirp.

There are two challenges in generalizing this approach. First, in this
case, W; and W, are aligned with the start of a LoRa symbol. Second,
the dechirping window length of 128 matches with the chirp length of
an SF7 symbol. However, aligning the windows requires accurate packet
detection, which would lead to a chicken-egg problem. The same applies
to choosing the appropriate dechirping window - which requires prior
knowledge of SF.

We first address the choice of dechirping window length and then study
the impact of aligning the windows in the next subsection. We propose to
use the smallest dechriping window of length Ny = 128, corresponding to
SF7, regardless of the packet. We leverage our insight that a downchirp of
one SF is a scaled version of another downchirp. Consider the received
buffer containing a preamble of SF 8 packet in Figure 6.2, where a single
SF 8 (N = 256) upchirp is split into two windows, each of length 128. The
slope of an SF8 chirp is half as that of SF7 chirp and hence its frequency
changes by 7 within a window of length 128, while that of SF7 changes
by 27t (from —m to +7r). Similarly, if we maintain a window of length
Ny on chirps corresponding to all the spreading factors, their slope will
keep reducing by a factor of 55— and the frequency change within N
window would be equal to 5. Regardless of the SF of the packet in the
receive buffer, taking conjugate of the second window creates a downchirp
from the rest of the chirp segment. For the downchirp thus generated, the
starting frequency equals the ending frequency of the chirp in the first
window. Therefore, when we multiply the two windows, it results in the
dechirped signal whose frequency equals the difference in the starting
frequency of the chirps in the two windows. Therefore, an FFT yields a
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peak at frequency equal to this difference given by 53%. Thus, not only
can we dechirp the signal without prior knowledge of SF, we can also
determine the SF of the signal using the fingerprint given by the unique
peak position for each SE.

Let us view the process of self-dechirping through the window of initial
frequencies of a chirp, as shown in Equation ??. Let’s assume that our
two self-dechirping windows of length Ny = 128 are aligning with the
start of preamble of the received packet of any SF. The received buffer
may have a packet of any SF where SF € {7,8,9,10,11,12}. The time-
frequency variation in W; of self-dechirping window depending on the
SF of underlying packet is given by Equation 6.1 given sampling rate is
equal to LoRa bandwidth. Similarly, Equation 6.2 gives the time-frequency
variation of W; ! (conjugate of W5).

. 21 .
fsgpn] = Josen — T (6.1)

27

12

fopm—128] = 557

Upon performing self-dechirping (W; xW, 1), the phase in the expo-
nent of the chirp equations gets subtracted, therefore the frequency of the
dechirped signal is given by Equation 6.3 and the resultant frequency is
wrapped into the range of — to +7 by adding or subtracting 27 in case if
it exceeds the range. FFT of this dechirped signal gives a peak at the same
frequency as in Equation 6.3.

27

fspm] — fgpm —128] = —jﬁ (6.3)

Based on Equation 6.3, if our received buffer contains SF7 preamble,
the peak appears at 27 that is mapped to 0. Similarly, for SF8 the peak

appears at frequency index —t, for SF9 the peak appears at =7, for SF10
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the peak appears at =, for SF11 the peak appears at ", for SF12 the peak
appears at 7. Therefore, we conclude that we can detect the presence
of a packet by observing a peak at the end of self-dechirping and the
index of the peak uniquely maps to the SF of the packet received. Our
proposed SF and packet detection algorithm can be generalized to other
chirp lengths as well. In other words, with simple tweaks in the choice of
the window length, this algorithm can be generalized to a wider range of
integer SFs, allowing it to be compatible to any future changes in SF set in
LoRa standard.

6.1.2 Effect of Time Offsets on Self-Dechirping

We have addressed the first challenge of choosing the dechirping window;
our next challenge is in aligning the window. So far we have assumed that
window W; is aligning perfectly with the start of the packet. However, this
may not be the case with real captures as we are continuously searching
for packets. The received samples in the current buffer may not perfectly
align with the start of the packet. However, since a LoRa packet contains
8 consecutive upchirps as the start of packet, if we dechirp windows
Wi and W, and jump these windows each of length Ny on the received
buffer for the next symbol, such that the two jumps are Ny samples apart,
our windows will definitely overlap with the preamble upchirps of the
received packets regardless of the SF. In this section, we show that even if
W, and W, do not align with the start of the packet, we still observe peaks
after self-dechirping and can extract the SF fingerprint through these peak
indices.

It can be noted that W; and W, are consecutive windows. Therefore, when
Wi is not aligned perfectly with the start of a packet, we perceive this as a
time offset in W; compared to the perfect alignment case. Since W; and
W, are consecutive windows, any time offset in the first window will also

be translated to the second window. Due to the time-frequency linearity
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of chirp signals, this time offset appears as a frequency offset in both the

windows as shown in Equation 6.4 and 6.5.

27 .
fspm+1 = ]25Fn+]27t25F jTt, (6.4)
1 1 271 12
fgem—128 +1] = —)ZSFn+)27r25F+)27t25F+]7I (6.5)

Since the offset appears in both the windows, during self-dechirping,
where the complex conjugate of the second window is used, this offset
gets cancelled and the unique frequency fingerprint given by Equation 6.3
stays unaffected. Therefore, the second challenge of aligning with the start
of the packet is solved by self-dechirping, as misalignment is cancelled

out.

6.1.3 Retaining SF Sensitivity

BYOG thus can detect the start of any LoRa packet and estimate its SF
accurately using self-dechirping. In a LoRaWAN network that uses ADR,
devices closer to the gateway are assigned lower SFs and those far away are
assigned higher SFs. LoRa uses higher SFs as they offer higher spreading.
A higher SF symbol is longer than that of a lower SF packet. In other
words, a transmitter spreads its signal over a wider band. At the receiver,
more energy accumulation is possible. For example, an SF of 12 has a
dechirping window that has 2577 times more samples as compared to SF
7 packets. Therefore, for similar SNRs, higher SF packets offer higher SNR
gains since the peaks in the FFT stand taller as opposed to lower SFs. Such
SNR gains of higher SFs is lost once we fix the self-dechirping window
length corresponding to the symbol length of smallest SF, i.e., 7. BYOG
uses a pair of consecutive windows W; and W, each of length N, = 128
for dechirping which can only promise the SNR sensitivity corresponding
to the smallest SF of value 7.
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To retain the SF sensitivities over all Sfs, we accumulate energy across
multiple self-dechirping windows. We observe that largest symbol corre-
sponding to SF 12 symbol is 32 times longer than that of our self-dechirping
window. Therefore, while jumping a pair of windows across the received
buffer, at each jump we not only record the peak heights but also add up
the energy in the tallest peak of the self-dechirped signal for 32 consecutive
windows. If the underlying signal in the buffer is an SF 12 preamble, we
will be able to detect the packet without compromising on SF sensitivity.
Since all other SF symbols have lengths smaller than SF 12 symbol, energy
accumulation across 32 self-dechirping windows retains their sensitivities
as well.

Energy accumulation brings up a new challenge in self-dechirping. So
far, we have assumed that we will see repeating peaks only when we parse
through the preamble of a packet and that results in a unique frequency.
This is true for an SF7 preamble upchirps for which we observe at least 6
peaks at frequency zero. As the self-dechirping window is smaller than
the symbol length for higher SFs, we observe unique peaks not only for

preambles, but also for data chirps.
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Fig. 6.3: Impact of self-dechirping on datachirps : Datachirp of an SF9
packet is shown here. In the first and fourth jump, W; and W, capture
two different data chirps and do not yield a peak. In the second and third
jump however, the windows capture the same datachirp and hence result
in FFT peaks.

For example, in Figure 6.3, let us assume that while self-dechirping an
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SF 9 packet, the windows W; and W, during the 1°* jump overlap with a
datachirp such that either of the windows contains symbol transition i.e.,
frequency changes depending on the data to be sent in next symbol. In
this scenario, we will be getting multiple peaks in FFT since the symbol
boundary introduces a discontinuity in the linear frequency change of
chirps. However, in the subsequent 2™ jump, none of the windows aligns
with the data symbol boundary because SF 9 symbol duration is longer
than our fundamental window length of Ny (SF 9 symbol length is 4
times Nj). Therefore, we get a fingerprint peak in FFT at the unique
index corresponding to SF 9 at 2"¢ and 3"¢ jumps. Two out of four jumps
yield SF fingerprint and accumulate energy. Whereas, 1°* and 4" jump
is obstructed by the data symbol boundaries. This observation can be
extended to higher SFs as well. For SF 12, we get 30 SF fingerprints for
every 32 jumps on datachirps as well while maintaining SF sensitivity by
accumulating energy across these jumps. We take this into consideration
in determining the SF, as detailed in the next subsection.

6.1.4 BYOG Algorithm

We put all these together and present the algorithm for BYOG which
detects the SF of incoming packets and then demodulate them using stan-
dard LoRa. BYOG first filters the received I/Q samples and channelizes
them. In each channel, it runs Ny length of consecutive windows on the
incoming raw I/Q samples. It jumps the window on the received buffer
such that two jumps are Ny samples apart. At each jump, it first performs
self-dechirping, computes the FFT and then records the peak index and
energy in the FFT. After the first 32 jumps, it accumulates the energies
across all FFT peaks in a variable t,, to retain SF sensitivity while keeping
the record of peak indices in a variable index_array for the same set of 32
windows. For the first set of 32 windows, when there is no transmission

going on in the channel, BYOG uses the first value of t,, to estimate noise
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floor and maintains a threshold, thresh = 1.09 x t,,. From this point, it
uses this threshold to detect any activity in the channel. Following this,
sets of 32 windows are processed together. In each set, the accumulated
energy t, is compared against the noise floor thresh. If t, > thresh, it
then records that set to contain channel activity (records the sample #) and
sets a flag flg indicating the possibility of a LoRa packet. Similarly, it looks
for activity in the next set of 32 windows; if activity is found in 2 consecu-
tive sets, it keeps the flg set, and appends the index_array of the two sets
into another variable big_index_array. This is continued until activity is
found in consecutive sets. As soon as t, drops below threshold for any 32
window set, it clears the flg, records the sample # to determine the end of
activity. Moreover, variable big_index_array so far contains the record
of all the peak indices during activity period in the channel. It then counts

T T __ T
27 87 1677

appear in the big_index_array and records the frequency of these peak

the number of times each of the frequency w € {0, —m, — T
indices in 6 separate variables corresponding to each SF 7, 8, 9, 10, 11, 12.
The highest frequency then denotes the SF fingerprint. This fingerprint
maps to the correct SF of the packet, which is then passed to the demod-
ulation block. A LoRa demodulator performs fixed SF demodulation on
the received samples as recorded in the indices determined above.

In Figure 6.4, top plot shows the real part of SF 8 and 11 packets of SNR
20 dB and -9dB respectively, captured using a Software Defined Radio
(SDR). When the above algorithm is run on these samples, we get middle-
row plots that show energy accumulation t, along with samples. The
black circles on the plot denote the recorded start and end of channel
activity. Since SF 11 packet has low SNR, we can see how the thresh value
gets estimated after first set of 32 windows. The bottom-most table shows
the number of times each of the w appears in big_index_array. Clearly,
the most occurring frequency correspond to relevant SF, w = — for SF 8

and w = =~ for SF 11. The reason for having more number of —* peaks as
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opposed to — peaks is due to the fact that data symbols of SF 11 also give
unique frequency fingerprint and higher SF packets are generally longer
in time duration as well. Therefore, by applying BYOG on real data, we
show how it can reveal the SF and start of underlying packet with a single
dechirp run on the received signal. In the subsequent sections, we deploy

BYOG in a real network setting and evaluate its accuracy.
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6.2 Implementation
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Fig. 6.8: BYOG implementation framework

BYOG is implemented on general-purpose SDRs to realize LoRaWAN
gateway capable of performing ADR. Our implementation includes the
following modules: off-the-shelf LoRa end devices as transmitters, Lo-
RaWAN gateway implemented on SDRs, and a server computing unit
implemented on a laptop. We describe each of these modules in detail
below.

LoRa Devices. We use commercially available LoRa Devices - Adafruit
Feather M0 with RFM 95 [42]. We used 10 of these devices as shown in
Figure 6.7, T;,i = 1,2,...10 and using Arduino Library RadioHead [43]
configured each of these to transmit in separate channels in the range
[902.3MHz, 904.1MHz] with the center frequencies 200 kHz apart. We use
a control channel in 915 Mhz - during system setup, devices listen at SFS,
250kHz to coordinate experimental setup. We reserved an additional LoRa
transmitter R that served as a coordinator and sent SF 8, 250kHz beacon
packets in 915MHz which would specify the duty cycle, the duration for
the experiment, and a start message. All T; nodes upon hearing these
beacons in order from R would copy the information and would switch
to their respective channels and set their bandwidth to 125kHz. Due to
LoRa regulations, we only use SF € {7,8,9,10} in 125kHz BW. Each node
then transmits packets of random SF to emulate ADR, random length
to emulate various co-existing applications and random transmit power

to emulate various distances, with uniformly distributed time intervals
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such that the duty cycle follows the value defined by R. Experiments
are performed for 20 minutes in one session and repeated over multiple
sessions. This is due to the streaming limitations posed by the SDRs. In
each session, all the nodes transmit LoRa packets at 15% duty cycle.
LoRaWAN gateway - SDR We use three general-purpose SDRs - USRP
B200, Hack-RF, and RTL-SDR as our RF-front (Figure 6.6). BYOG is
implemented on a 12-core, 16GB RAM, Intel i5 laptop. As shown in Fig-
ure. 6.8, using GNU-Radio’s USRP, Hack-RF, and RTL-SDR source blocks,
we capture raw I/Q samples at a center frequency of 903.2MHz which is
exactly the midpoint of the 10 channels of nodes T;. To capture 10 channels,
we fixed the sampling rate of USRP and Hack-RF to 4 MSamples/s which
is sufficient as per Nyquist rate requirements. Due to RTL-SDR’s maxi-
mum sampling rate limit of 2.56 MSamples/s [74], we can capture only 4
channels. Therefore, we only use nodes T;, i = 4, 5,6, 7 while conducting
experiments using RTL-SDR as the gateway. As shown in Figure 6.8, we
first perform channelization bringing all channels down to the baseband
followed by filtering. We use two cascaded elliptical filters for maximum
out-of-band activity suppression. The low complexity of elliptical filters
make them a popular choice for real-time filtering. We design 4'"* order
elliptical filter with 100dB passband to stopband attenuation. After filter-
ing each of the 10 channels, BYOG downsamples the incoming stream
from 4 MSamples/s to 500 kSamples/s for USRP and HackRF and from
2 MSamples/s to 500 kSamples/s for RTL-SDR. Each channel therefore
outputs I/Q samples at a rate of 4 x LoRa BW of 125kHz. This oversam-
pling factor helps BYOG to locate packets with better time resolution.
The downsampled signal in each channel is dumped into a separate UDP
socket.

LoRaWAN gateway - Server laptop In a configuration file ‘client_config.py’,
users can specify the experiment settings such as the number of channels,
along with the LoRa parameters such as the bandwidth of the signal
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and the rate at which incoming packets are oversampled. As shown in
Figure. 6.8, users first run Python implementation through "'main.py” script
in which BYOG starts listening to each of the UDP sockets specified by
the number of channels. After that, users run the gnu-radio sketch for
available SDR (the sketches for each SDR can be found in the gnuflow
folder). Upon receiving samples through each socket, BYOG initiates a
process for each of the channel that parallelly runs self-dechirping, which
detects the presence of a packet, Self-dechirping block takes 1s chunk
of 1/Q samples and runs self dechirping window. Since the received
signal in each channel is 4x oversampled, the length of the dechirping
window also becomes 4 x Ny. Each channel first estimates its thresh
value in the first second of SDR capture. It then performs self-dechirping
followed by FFT to get peak fingerprints and accumulates peak energy
across 32 window jumps. For the next incoming 1s chunk of I/Q samples,
it appends 4 x Ny tail samples of the previous chunk with the new chunk
in order to preserve continuity. Whenever the presence of a LoRa packet is
detected in any channel along with estimated SF, raw I/Q samples for the
corresponding period along with the estimated SF value are appended
to a shared multiprocessing queue. 10 parallel standard LoRa processes
then consume the queue and use estimated SF to demodulate and decode
the LoRa packets.

We may scale channels beyond 10 as well with the help of higher-end
computing system. In order to go beyond 10 channels, our sampling
rate needs to be greater than 4 MSamples/s. Even though both USRP
and HackRF can support sample rates of upto 60 MSample/s [39] and
20 MSamples/s [75] respectively, the limiting factor is the RAM, mem-
ory, and the number of cores in the system. We tried to scale beyond
10 channels in real-time with the available laptop but started getting se-
vere SDR overflows. Moreover, as shown in Figure, 6.8, since we initiate

N(whereN = #ofchannels) pool of parallel processes for channelization,
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N processes for BYOG ’s SF estimation block and N processes for standard
LoRa’s demodulation, as we scale beyond 10 channels, the cores in the
system are not able to cater to all the parallel processes, which leads to
SDR overflows. Hence, the entire pipeline fails to decode packets across
all channels in real-time. With a system with more cores, faster CPU, and
more memory, we may scale up to 16 channels using USRP and HackRF.
Deployment Scenario For evaluation, we deploy 10 nodes T; at 10 different
locations L, Ly, ...L;p as shown in Figure. 6.5. These locations have different
distances from the base station and are completely non-Line of Sight. The
packets from nodes closer to base stations have higher SNRs, whereas
packets received from distant nodes having concrete walls in between
have very low SNRs. For each session of experiments, we run BYOG in
real time with one SDR as a gateway (3 total sessions, each with a different
SDR). While BYOG decodes packets across multiple channels in real
time, we also save the received I/Q samples from each SDR locally on the
system.

Baselines compared We compare BYOG against two baselines using the
samples stored in the online experiments described above. We replay the
samples and sequentially run standard LoRa on each channel offline to
emulate an ideal 10-channel LoRa Gateway. Standard LoRa exhaustively
searches for packet by iteratively dechirping the whole received buffer with
all the SF downchirps. Through the stored file, we estimate the duration of

Total number of decoded packets across all channels to
session duration

the experiment (20mins) and then use
estimate the throughput. We compare the real time throughput of BYOG
with the emulated throughput of the 10-channel LoRaWAN gateway. We
also emulate the throughput of an 8-channel LoRa gateway with the as-
sumption that it decodes all packets in a given session but only scales up

to 8 channels.
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6.3 Evaluation
We answer the following questions towards evaluating BYOG .

e What is the achievable network throughput when the number of

channels goes beyond 8?

e How many LoRa channels can we support using SDR as LoRa Gate-
way?
e What percentage of preambles are detected by the self-dechirping

algorithm? How accurate were the SF estimations?

e Can off-the-shelf low and medium-end SDRs operate as LoRaWAN
ADR by accommodating the different settings of a LoRaWAN gate-

way?
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Fig. 6.9: Throughput of BYOG with different SDRs along with std. LoRa
(a) 15% Duty Cycle, (b) 30% Duty Cycle (Emulated traffic)

6.3.1 Network Throughput of a Multi-Channel LoRaWAN

In this section, we evaluate the overall network throughput of a LoORaWAN
with one transmitter per channel. To emulate ADR, each transmitter
switches its SF randomly and transmits packets with 15% duty cycle. We
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perform three sets of 20-minute experiments each using a different SDR
and present the average network throughput in Figure 6.9(a) for different
SDRs. The maximum network throughput depends on multiple factors
including the sampling rate and in turn the number of channels supported
by the SDR, the noise floor of the SDR’s radio front end, preamble de-
tection accuracy, and SF estimation accuracy. USRP and HackRF show
the largest network throughput of 362 and 363 bps respectively as both
can support a sampling rate of 4 Msamples/s which in turn can accom-
modate 10 channels each 125kHz. USRP’s throughput is closest to std.
LoRa and differs by just 1 bps. HackRF similarly has high throughput
since it supports 10 channels; however, its throughput differs from std.
LoRa by 4bps. HackRF has a higher noise floor than USRP resulting in
lower received SNR. Due to lower SNR, HackRF lags behind USRP in
approaching network throughput of std. LoRa. RTL-SDR on the other
hand only offers 2 MSamples/s which only captures 4 channels. RTL-SDR
also has a high noise floor similar to HackRF for a given BW. But due to
the lower sampling rate, the noise floor stays low. Therefore, RTL-SDR ap-
proaches the network throughput of std. LoRa. We also plot the maximum
throughput achieved by an 8 Channel LoORaWAN Gateway assuming it
detects and decodes all the packets injected in the network. The number
of channels that can be supported also depends on the computing unit
(laptop in our experiments) used. We used a 12-core laptop where 1 core
was dedicated to process each channel, one core to interface with the SDR,
perform channelization, and one core for background applications, storing
the samples among others. The number of channels that can be supported
could be improved seamlessly by using a computing unit with more cores
and/or better parallelism, which is part of our future work.

It must be noted that the throughput performance of BYOG is the
same as that of the emulated high-end LoRaWAN gateway (orange bars
in Figure 6.9). This shows that BYOG does not tradeoff performance for
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computational complexity and can outperform an off-the-shelf 8-channel
LoRaWAN gateway (yellow bars in Figure 6.9).

To evaluate our system in higher network traffic, we emulated data
in MATLAB where each node transmitted packets at 30% duty cycle as
shown in Figure6.9(b). We replayed data samples to BYOG in real time
and ran standard LoRa as well. To emulate data from USRP and HackRF,
our data had 10 channels and to emulate data from RTL-SDR our data
had 4 channels, as dictated by the respective SDR’s sampling rates. In
higher network traffic, BYOG outperforms standard LoRa as well. This is
because, for higher network traffic, standard LoRa sees more packets and
runs preamble correlation corresponding to each SF before demodulation.
This incurs a lot more computations and std. LoRa is not able to keep
up real-time operations. Therefore, overall throughput decreases. With 4
channel SDR, since the number of channels is lesser, std. LoRa is able to
keep up real-time processing.

SF was varied uniformly across packets in each channel. Therefore, all
SFs have approximately same number of packets in the results presented.
The received SNR cannot be tightly controlled and varies significantly
across the channels. SNR distribution of all the packets in each channel
is presented in Figure 6.10. We categorize packets in channel # 3, 4, 9
and 10 as low SNR distributed in the range of [-20 0]dB. Channel #1, 2,
7 and 8 fall under medium SNR category distributed in the range [-10
10]dB. Channel # 5 and 6 are categorized as high SNR distributed in the
range [0 20]dB. Our careful design of the channelization block ensures

that inter-channel interference is maximally reduced.

6.3.2 Per-channel Throughput using BYOG

Following the overall network throughput, we delve deeper into per-
channel throughput to understand fairness across channels in Figure 6.11.
We plot the throughput in each of the channels for the three SDRs con-
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sidered. We observe that the throughput remains relatively the same
across channels, depsite the variabilities in the SNR range, as shown in
Figure 6.10. This shows that BYOG can operate throughout the range of
SNRs supported by standard LoRa gateway. RTL-SDR only captures Chan-
nels 4 through 7. It must be noted that despite its low cost, the throughput
performance is in par with USRP and Hack-RF. This shows that our pro-
posed framework can be used with even low cost SDRs. The single channel
performance of all the SDRs is comparable as it is not impacted by the
sampling rate.

The per-channel throughput of BYOG suggests that we can scale to
multiple channels without loss of generality using general-purpose SDRs
and build a multi-channel LoRaWAN gateway.
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6.3.3 Accuracy of Spreading Factor Estimation

In Figure 6.12, we plot the percentage of packets for which BYOG was able
to detect SF accurately. As shown, with USRP and RTL-SDR as gateways,
BYOG estimates the SF of incoming packets with 99.86% and 99.97%
accuracy computed over almost 10000 packets. This suggests that SF
estimation algorithm does not compromise accuracy for computational
complexity. HackRF also achieves similar accuracy but slightly suffers
as compared to other base stations due to higher noise floor that affects
the peak position estimates in self-dechirping. We also present the %
age of False Positives (FP) detected and summed over all channels in
Figure. 6.13. False positive is defined as a session flagged by BYOG to
contain a valid LoRa packet of an estimated SF but in reality it does not
contain any LoRa packet. With USRP and RTL-SDR, we detect 1.41%
and 0.2% of such FPs. This is made possible due to appropriate choice
of threshold, i.e. thresh = 1.09 x t, where t,, is sum of energy value in
32 consecutive self-dechirping FFT peaks. This threshold as shown by
orange line in Figure. 6.4 is low enough to capture very low SNR packets
and high enough to not capture random peaks as LoRa activity. HackRF

has higher FP rate due to same reason of higher noise floor. Due to higher
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noise floor, random peaks qualify the threshold and therefore increased
FP rate is observed.
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6.3.4 Throughput performance in a single 500 kHz

channel

So far, we evaluated the 125kHz LoRa channels. Due to LoRa regulations,
we only used SFs 7 through 10 in the 125 kHz band. LoRa also allows
500kHz band where all the SFs are permitted. We evaluate the throughput
performance of each SDR operating in a single 500 kHz channel where
the transmitters go through all possible SFs during the transmission. For
the given sampling rate limitations, only one 500kHz (out of 8) is feasible.
We deployed a LoRa Tx at location L2 in Figure. 6.5 that transmitted
packets randomly of SF 7 though 12 at BW 500kHz. Figure 6.14 shows
the throughput performance of BYOG for each of the SDR in the x-axis.
For this single channel all SF case, the throughput achieved by BYOG
is the same as that of standard LoRa. SNR distribution in Figure. 6.15
show that most of the packets were low SNR. Moreover, all the packets
received in this experiment had 100% SF estimation accuracy and with
0% FP. Therefore, this experiment proves the ability of BYOG to estimate
spreading factor of the entire range of SFs.
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6.4 State-of-the-art Activity Detection

techniques for LoRa

Existing LoORaWAN Gateways are specialized hardware that run standard
LoRa demodulator and decoder. Commonly available Gateways support
either 4 or 8 LoRa channels. As discussed in Section 6.1.1, in order to
support ADR, a LoORaWAN gateway must be capable of correlating the
received buffer with multiple Spreading Factors (SFs) in parallel. As
the SF increases, the computational cost of detecting SF increases. For
higher SFs, we need to perform higher point correlation. This requires
a set of compute resources dedicated for SF identification of incoming
LoRa packets. We argue that if we could capture the SF of an incoming
packet in a single shot correlation, the compute resources could be used for
scaling to multiple channels. Hou et al. [28], Koch et al. [29] and Cloud-
LoRa [76] propose algorithms to detect packets without correlating with
all SFs in order to improve network scale. They propose two correlations
of received buffer: one with the superposition of even SFs and second
with the superposition of odd SFs. This technique saves computation but
compromises on LoRa’s sub-noise packet detection. Since, these works
propose superposition of chirps of multiple SFs, this decreases the SINR
of the correlation which results in the energy of the received signal being
dominated by the superposition signal. Therefore, they fail to detect sub
noise LoRa packets. As opposed to these works, we propose a lightweight,
SF-agnostic packet detection algorithm that does not compromise on the
SNR sensitivity of LoRa. We implement our proposed receiver design
on multiple software defined radios, thus showing the flexibility of our
framework as opposed to LoRa Gateways whose PHY layer cannot be
modified to test other LoRa demodulators.
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7  DISCUSSION

In this thesis, I have presented a set of practical, standard-compliant solu-
tions aimed at improving the scalability and throughput of LoRa networks.
A major design focus of my work has been to ensure compatibility with
existing LoRa infrastructure. Specifically, no changes are proposed to the
LoRa PHY-layer at the transmitter end, allowing off-the-shelf (OTS) LoRa
radios to be used without modification. All proposed innovations are
implemented at the gateway side using Commercial-Off-The-Shelf (COTS)
software-defined radios (SDRs), maintaining cost-effectiveness and ease
of deployment.

The three systems proposed CIC, Cloud-LoRa, and BYOG, described
in Chapters 4, 5, and 6 respectively, are complementary rather than
mutually exclusive. Together, they offer a layered strategy to enhance
LoRa performance across physical-layer decoding, cloud-based scaling,
and gateway-side flexibility.
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Fig. 7.1: Overall system proposed by thesis
Figure 7.1 illustrates the interoperability of these systems. SDR-based

gateways are capable of running CIC, BYOG, or operating in CRAN mode
as part of Cloud-LoRa. When operating in CRAN mode, gateways com-
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press and forward I/Q samples to the cloud, where decoding algorithms
such as CIC (for collision resolution) or BYOG (for lightweight, scalable
multi-channel decoding) can be deployed dynamically.

Cloud-LoRa also aligns well with the higher layers of the network stack.
In the cloud, once PHY-layer packets are reconstructed, network and appli-
cation layer functions—such as packet forwarding, acknowledgments, and
analytics—can be integrated into a unified processing pipeline. Looking
forward, Cloud-LoRa has the potential to incorporate advanced features
from CRAN architectures in cellular systems. For example, although this
thesis utilizes TCP for reliable I/Q sample streaming, alternative transport
protocols such as UDP may be explored in latency-tolerant scenarios to
reduce overhead. Similarly, compression in Cloud-LoRa is based on Dis-
crete Wavelet Transform (DWT). However, the compression framework is
adaptable and can be extended to other signal families or protocols. Tech-
niques from cellular CRANs, which offer lower loss and higher fidelity
reconstruction, are promising candidates for future integration.

While Cloud-LoRa demonstrates strong performance in handling low-
SNR links through joint cloud-side decoding, not all end devices expe-
rience similar channel conditions. In real-world deployments, devices
are unevenly distributed, some in close proximity to gateways and others
much farther away. The hybrid architecture proposed in this thesis al-
lows gateways to make intelligent, link-aware decisions: packets received
with high SNR can be decoded locally using CIC or BYOG, while weaker
packets can be compressed and relayed to the cloud for joint decoding.
This approach maximizes throughput while extending network coverage,
making LoRa deployments more robust to heterogeneous link qualities
and spatial diversity.

A key improvement introduced during the development of BYOG was
the self-dechirping activity detection module, which achieves a signifi-

cantly lower false positive rate ( 3%) compared to the 40% rate observed in
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Cloud-LoRa’s earlier superDC-based detection. The self-dechirping-based
activity detection introduced in BYOG, developed after Cloud-LoRa, can
seamlessly replace Cloud-LoRa’s superDC-based detection module. By
significantly reducing false positives, it enables more accurate identifi-
cation of active periods, thereby improving compression efficiency and
reducing unnecessary data transmission to the cloud.

Across all systems, network throughput has been the primary evalua-
tion metric, as it directly reflects the system’s ability to deliver user data
to the cloud or local gateway. While throughput is especially well-suited
for evaluating CIC, additional performance indicators are relevant for the
other systems. For example, packet decode success rates at the gateway for
BYOG and in the cloud for Cloud-LoRa offer deeper insight into decoding
accuracy and system reliability across deployment scenarios.

The flexibility of the Cloud-LoRa framework also lays the foundation
for my future research. It is capable of integrating decoding algorithms
beyond CIC and BYOG, and while designed around LoRa, its architecture
can be extended to other unlicensed LPWAN protocols, such as Sigfox. A
key advantage of Cloud-LoRa is its decoupling of hardware and software:
minimal, generic SDR-based gateways stream raw RF data, while all com-
putation and intelligence are centralized in the cloud. This paradigm rep-
resents a significant shift for LPWANs—away from rigid, hardware-bound
solutions and toward fully programmable, software-defined architectures.
Similarly, BYOG's lightweight and flexible techniques can potentially be
extended to other RF front ends as well.

Moving forward, I plan to improve Cloud-LoRa system, since, this
framework lays the foundation for my next goals. In the future, the global
IoT ecosystem is expected to expand to billions of devices[1], which will
generate an immense amount of data. To connect such devices LPWANSs
are critical. However, a key barrier to the widespread adoption of LPWAN

technologies in smart applications is the need for dedicated gateways for
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each protocol, which drives up infrastructure costs. Moreover, the current
tight coupling of hardware and software in LPWANs presents a major
challenge, hindering the ability to efficiently mine this data and generate
actionable insights across such a large scale of interconnected devices. The
hardware-focused design also limits the physical infrastructure’s ability
to adapt to future technological advancements. I plan to integrate several
tiers of LPWAN technologies in a cloud based CRAN architecture. I want
to significantly reduce the cost of LPWAN infrastructure deployment. In
the following sections, I present my future steps toward enabling smart
and seamless connectivity for large-scale IoT.

Toward cloud based unified gateways

The Cloud-LoRa framework forms the basis for the next phase of my
research. In the future, the global IoT ecosystem is expected to expand to
billions of devices[1], which will generate an immense amount of data.
To connect such devices LPWAN s are critical. However, a key barrier to
the widespread adoption of LPWAN technologies in smart applications
is the need for dedicated gateways for each protocol, which drives up
infrastructure costs. Moreover, the current tight coupling of hardware and
software in LPWANS’s presents a major challenge, hindering the ability to
efficiently mine this data and generate actionable insights across such a
large scale of interconnected devices. The hardware-focused design also
limits the physical infrastructure’s ability to adapt to future technological
advancements.

My future research aims to develop an intelligent, multi-protocol gate-
way that unifies different low-power wireless technologies using hardware-
software co-design. Most existing works use software-defined radios
(SDRs) to propose programmable wireless solutions. However, the lim-
ited capabilities of commercial-off-the-shelf (COTS) SDRs prevent them
from effectively decoupling hardware and software for a unified protocol

framework. To support such a unified framework, my future work will
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explore a custom wideband radio front-end design capable of capturing
all necessary channels. I also plan to explore highly programmable FPGA
designs that provide enhanced channelization, adaptive filtering (par-
ticularly for weak signals near the noise floor), and dynamic ADCs to
accommodate varying sensitivities for each protocol. Additionally, the
front-end must be intelligent in order to dynamically configure hardware
in real-time and adapt to varying operational conditions. Toward this, I
will explore efficient learning algorithms deployed on both FPGAs and the
cloud for adaptive resource allocation across multiple flexible gateways.
Such a framework will open the door for cognitive connectivity, where
end devices and gateways intelligently manage connection based upon

available resources.
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8§ CONCLUSION

In this thesis, I have proposed novel solutions to improve the throughput
and scalability of LoRa Networks while preserving the low power and
long range features offered by LoRa modulation.

To improve network throughput at local gateways, I proposed, de-
signed, and deployed CIC, a novel demodulation technique at the LoRa
receiver to decode multiple colliding packets concurrently. CIC cancels
out interfering symbols by selecting the optimal set of sub-symbols. It
incorporates prior work on LoRa packet collisions as additional features.
CIC implemented in real outdoor and indoor deployments using COTS
devices shows significant improvements in network throughput.

To make LoRa networks more flexible and scalable, I also proposed,
designed, and implemented Cloud-LoRa , the first practical CRAN for
LoRa networks. Cloud-LoRa streams LoRa signals to a cloud server that
performs baseband signal processing, in turn providing opportunities
for dynamic network scaling and rapid deployment of novel LoRa re-
ceivers in the cloud. Towards realizing this end-to-end framework, we
developed an activity detection algorithm that can detect sub-noise active
LoRa signals. We also developed ACCIO, an RL-based adaptive compression
technique, whose compression threshold adapts to variations in backhaul
characteristics and LoRa signal characteristics in real-time.

Finally, I propose lightweight LoRa decoding algorithm, that allows lo-
cal gateways to scale to multiple channels. I designed, and deployed BYOG,
a software-programmable LoRaWAN gateway capable of processing 10
LoRa channels simultaneously using OTS SDR hardware. We propose
and implement self-dechirping, an SF-agnostic, lightweight algorithm
for LoRa preamble detection and SF estimation. Through extensive real-
world evaluation, we show that CIC, Cloud-LoRa and BYOG significantly
enhance the performance of standard LoRa networks.
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