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Information-Theoretic Perspectives on Generalization and

Robustness of Neural Networks

Adrian Tovar Lopez

Abstract

Neural networks as efficient as they are in practice, remain in several aspects still a mystery.

Some of the most studied questions are: where does their generalization capabilities come

from? What are the reason behind the existence of adversarial examples? In this thesis I

use a formal mathematical representation of neural networks to investigate this questions.

I also develop new algorithms based on the theory developed.

The first par of the thesis is concerned with the generalization error which characterizes

the gap between an algorithm’s performance on test data versus performance on training

data. I derive upper bounds on the generalization error in terms of a certain Wasserstein

distance involving the distributions of input and the output under the assumption of a

Lipschitz continuous loss function. Unlike mutual information-based bounds, these new

bounds are useful for algorithms such as stochastic gradient descent. Moreover, I show that

in some natural cases these bounds are tighter than mutual information-based bounds.

In the second part of the thesis I study manifold learning. The goal is to learn a

manifold that captures the inherent low-dimensionality of high-dimensional data. I present

a novel training procedure to learn manifolds using neural networks. Parametrizing the

manifold via a neural network with a low-dimensional input and a high-dimensional output.

During training, I calculate the distance between the training data points and the manifold

via a geometric projection and update the network weights so that this distance diminishes.

The learned manifold is seen to interpolate the training data, analogous to autoencoders.

Experiments show that the procedure leads to lower reconstruction errors for noisy inputs,

and higher adversarial accuracy when used in manifold defense methods than those of

autoencoders.
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In the final part of the thesis I propose an information bottleneck principle for causal

time-series prediction. I develop variational bounds on the information bottleneck ob-

jective function that can be efficiently optimized using recurrent neural networks. Then

implement an algorithm on simulated data as well as real-world weather-prediction and

stock market-prediction datasets and show that these problems can be successfully solved

using the new information bottleneck principle.
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Chapter 1

Introduction

Neural networks have revolutionized the way we analyze problems presenting a high degree

of non linearity. In practice these algorithms perform tasks that go from image recognition,

self driving, chess playing, stock market prediction among many others (see Krizhevsky,

Ilya Sutskever, and Hinton 2012; Rao and Frtunikj 2018; Silver et al. 2017; Vargas, De

Lima, and Evsukoff 2017). Mathematically speaking this involves finding optimal proba-

bility distributions that best describes a dataset, interpolating a set of high dimensional

points ordered in a non linear submanifold of the parent space, estimation of non linear

functions, just to name a few.

In this introduction we will describe in general how these algorithms work and then

present some of the most common questions surrounding them. Then we will outline which

questions will be addressed in this thesis giving a small summary of each of the chapters.

Although there is a wide variety of neural networks algorithms all of them function

under the same principle. Given a task our algorithm will produce a function f defined

by a set of parameters w that will perform the desired task. For example if our task is

the classification of some images, our algorithm will produce a function f whose input

will be the image to classify and its output the image’s classification. However in order to

produce this function the algorithm has to undergo a training/learning process.

The training process consist of the following:
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• We start with a initial function f0 with parameters w0, that will learn how to perform

the desired task; at this point f0 doesn’t amount to anything more than a function

that assigns a random output to its input.

• We define a loss ` that measures how well our algorithm is performing the task. For

some input x we will measure `(f0(x)). Low values of ` mean a good performance. In

our example low values of `(f0(x)) will mean that the image x is classified correctly

by f0.

• We train the algorithm by minimizing `(f0(x)) with respect to the parameters that

define f0. This is done by evaluating `(f0(·)) on a training dataset containing dif-

ferent values of x and then optimizing via gradient descent. After updating the

parameters w with gradient descent the process is repeated until we achieve a func-

tion f for which `(f(x)) is small for all the desired values of x.

The reason why these algorithms are so popular is because they are easy to train

and give high accuracy. This is despite the fact that the amount of parameters used

during the training is huge—sometimes an order of magnitude greater than the amount

of training data used—but the network doesn’t overfit the training data. In fact these

networks generalize really well and perform the task at hand correctly on objects they

haven’t seen before (see Hardt, Recht, and Y. Singer 2016; Belkin, Ma, and Mandal 2018;

Neyshabur, Tomioka, and Srebro 2014), showing that they actually learn the mathematical

law governing the task: they learn the manifold where all the data are, or they learn

distribution from which the data are generated. Going against the intuition that a over-

specified model with too many parameters will just memorize how to perform the task on

the examples used to train the algorithm.

Another surprising quality of neural networks is that the function f , that performs

the desired task is almost linear. It is a composition of linear functions with some mild

non linearities mixed in (like the ReLu function). However these functions have a huge

capacity to approximate or model high dimensional non linear complex functions (see
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Daniely, Frostig, and Yoram Singer 2016; Daniely 2017; Eldan and Shamir 2016; Telgarsky

2015).

Other kind of question about neural networks arise when comparing them with ac-

tual human neural networks. One example is the existence of adversarial examples. As a

concrete example consider adversarial examples in an image recognition task. The adver-

sarial example x̂ is generated from a original image x. For a human x and x̂ are without a

doubt in the same class, and in some situations they are even indistinguishable from one

another. However for the network x̂ is going to be misclassified. Why do such examples

exist? What is fundamentally different between a human neural network and an artificial

neural network that produces such phenomena? What is more intriguing is that adver-

sarial examples can be found everywhere, nearly any neural network will have its set of

adversarial examples (see Papernot and McDaniel 2018; Ilyas et al. 2017; Gilmer et al.

2018).

Although some of these questions had been studied in recent years a lot of questions

on how neural networks work still remain. It is also worth noticing that a big part of

the existing literature focuses more on developing new and more efficient algorithms with

either mathematical justification guaranteeing that in practice during training, the loss

function will be minimized, or experimental evidence that show the effectiveness of the

new algorithm. Yet the focus on understanding how and why these algorithms work is

sometimes overlooked.

In this thesis we focus on using mathematical techniques not standard in the study of

neural networks to understand the underlying reason of why these algorithms work.

In chapter 2 we look at the problem of generalization. The generalization error mea-

sures how good is the performance of an algorithm in data that was not used for its

training. We follow the work of M. Raginsky et al. (2016) in which they use the mutual

information between the data used for training and the parameters of the trained algo-

rithm to upper bound the generalization error. This sheds light on why these algorithms

generalize well: regardless of how the algorithm is constructed, under some assumption it
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can be shown that the generalization error can’t go above a certain point. However the

choice of mutual information by M. Raginsky et al. (2016) imposes artificial conditions on

the data and produces a non sharp bound. We propose a different measure of information:

the Wasserstein distance. We are able to produce an upper bound of the generalization

error that in some cases is sharper than the bound by M. Raginsky et al. (2016) and that

requires a less restrictive and more natural condition on the data.

One thing that can be observed from this chapter is that neither the mutual information

nor the Wasserstein distance are “the” measure to understand how neural networks process

information. Both are options with advantages and disadvantages coming from other fields

that seem to capture at some level the way these algorithms are processing information.

There is no a priori reason that tells us that these are the correct measures to use when

studying neural networks. However, since some results can be obtained from them it is

a good idea to follow this line of research but keeping in mind the the goal of finding

precisely how information is processed and may be coming with a measure for information

that is intrinsic of these algorithms.

In chapter 3 we tackle the adversarial problem. There had been several defenses

(see Pouya Samangouei, Maya Kabkab, and Rama Chellappa 2018; Athalye, Carlini, and

Wagner 2018; Ilyas et al. 2017) that try to produce or modify algorithms in which there

are no adversarial examples. Rather than coming with a new defense our goal is to try

to find the simplest situation in which adversarial examples stop happening so may be we

can understand where they come from. We start with a neural network N1 that performs

a classification task for which there are adversarial examples. Then we construct a data

manifold by interpolating the training data using a neural network N2. Once this manifold

is constructed, adversarial examples are geometrically projected on it. We show that the

projected examples stop being adversarial as the network N1 classifies them correctly. The

surprising thing is that the construction of the data manifold is completely independent

from the classification network. There seem to be something natural about how the data

are arranged that precludes adversarial examples, and it is the classification network that
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introduces those examples. This is perhaps because its generalization capabilities makes

it consider inputs in a bigger space than it should.

Finally chapter 4 is concerned with the deep information bottleneck Alemi et al. (2016).

A neural network algorithm in which the loss function uses mutual information which

ensures that relevant mutual information from the input will be used to perform the

task at hand while irrelevant information will be discarded. We apply this information

bottleneck idea to time series data that is causally related and we use recurrent neural

networks. We observe that even though we are limiting ourselves to the use of mutual

information there is still freedom in how to design our loss function. We explore and

compare our results with the ones in D. Xu and Fekri (2018) and produce an algorithm

that has good predictive power. Once again running into the idea that even though there

is no one correct measure of information to study how neural networks work, mutual

information seems to be a good guide.

The proofs of theorems and lemmas can be found in the appendix.
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Chapter 2

Generalization error bounds using

Wasserstein distance

2.1 Introduction

Learning algorithms need to be engineered to learn as much as possible from the available

data while avoiding over-fitting. The degree to which an algorithm overfits is measured

using the generalization error, which measures the gap in performance between the train-

ing set and the test set. Understanding and upper-bounding generalization error is an

important topic in learning theory and several different approaches have been proposed in

the literature. A popular approach seeks to bound the generalization error in terms of the

diversity of the function class used for optimization, which is measured via quantities such

as the VC-dimension, or Rademacher complexity (see Vapnik 1998; Shalev-Shwartz and

Ben-David 2014). More relevant to us, however, are notions of algorithmic stability (see

Bousquet and Elisseeff 2002; Elisseeff, Evgeniou, and Pontil 2005; Mukherjee et al. 2006;

M. Raginsky et al. 2016) wherein the ability of an algorithm to generalize well is related

to its stability; here stability is understood as the robustness of the algorithm to certain

kinds of perturbations. Recently, this idea has been used to analyze specific algorithms

such as the stochastic gradient descent (SGD) (see Hardt, Recht, and Y. Singer 2016;



7

London 2016) and stochastic gradient Langevin dynamics (SGLD) (see Mou et al. 2017).

In recent years, there have been efforts to obtain generalization error bounds for data-

dependent notions of stability. We mention in particular the works of Russo & Zou (2016)

and Xu & Raginsky 2017. In these, a learning problem is cast into an information-

theoretic framework: The algorithm acts as a channel that (noisily) maps input data S

into the algorithm output W . In A. Xu and M. Raginsky (2017), the authors defined

a notion of information-theoretic stability in terms of the mutual information I(W ;S)

between the algorithm input S and output W . When the loss function is sub-Gaussian

with respect to the data distribution, the authors derived bounds on the generalization

error in terms of the information-theoretic stability of the algorithm. This new notion

of stability differs from traditional notions of algorithmic stability, namely, stability is no

longer defined in terms of data perturbations. Furthermore, information-theoretic stability

is data-dependent (and not just algorithm dependent) as the data-distribution influences

the sub-Gaussian parameter of the loss function, which in turn affects stability.

Mutual information satisfies a number of important properties, in particular the data-

processing inequality and chain rule, and this makes information-theoretic stability a useful

notion for several applications (see Ankit Pensia, Varun Jog, and P.-L. Loh 2018; Bassily

et al. 2018). However, using mutual information to define stability has certain drawbacks.

A crucial one is that mutual information may be infinite even in benign settings that arise

commonly in learning or optimization algorithms. In such cases, we are unable to get

any sensible bounds on the generalization error using mutual information. (We note that

recent work of Asadi, Abbe, and Verdú (2018) has proposed techniques that lead to useful

bounds in such cases as well.) We give two examples to illustrate this phenomenon.
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Example 2.1. In linear regression, the goal is to fit a linear model for a given

data matrix X and observation vector y; i.e., y = Xβ̂. Using the least squares

loss function yields β̂ = (XTX)−1XT y. In this example, the algorithm output

W = β̂ is a deterministic function of the algorithm input S = {(Xi, yi) | 1 ≤

i ≤ n}. Assuming S has a well-defined differential entropy, it is easy to verify that

I(S;W ) = +∞. This shows that a mutual information-based upper bound will not

be useful in bounding the generalization error of linear regression.

Example 2.2. Consider the empirical risk minimization problem with a loss func-

tion ` : (X ,W) → R. Given a dataset S = (X1, . . . , Xn), the goal is to minimize

the empirical loss
∑n

i=1 `(Xi, w). A common algorithm is to use gradient descent

starting from some fixed point. However, it is easily seen that in this case, the esti-

mate W is a deterministic function of S. One may use stochastic gradient descent

(SGD) to introduce randomness, but even then W may only take countably many

values; i.e., the distribution of W conditioned on S has atoms. In such a situation,

the mutual information I(W ;S) is again equal to +∞.

Yet another difficulty with using mutual information-based bounds is checking the

assumption of sub-Gaussianity of the loss function with respect to the data distribution,

which is unknown.

For these reasons, in this chapter we explore a different approach towards bounding

the generalization error. We try to capture the intuition that an algorithm generalizes

well if the output W does not contain too much information about S by using a different

metric of “information”. This new metric is defined using Wasserstein distances from

optimal transport theory (see Villani 2003) which does not display the shortcomings in

Examples 1 and 2. Furthermore, the only assumption we make on the loss function is that

it is Lipschitz—which is easy to verify compared to sub-Gaussianity, as illustrated in the

following example:
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Example 2.3. A loss function `(x,w) depends on the data x and the hypothesis

w. In several learning algorithms we predict an outcome as a function fw(x) of the

data, where fw depends on the parameters w. In such a situation, the loss function

is simply `(x,w) = ¯̀(fw(x)) for some function ¯̀. If fw is Lipschitz on X for all

w ∈ W, and if ¯̀ is also Lipschitz, then `(x,w) is also Lipschitz. Assuming fw is

Lipschitz, ¯̀may be the mean absolute error (MAE) or Huber loss (see Vapnik 1998).

If ¯̀ is the mean square error (MSE), then ` is Lipschitz as long as Z is compact

and fw is continuous, and if ¯̀ is the cross-entropy function, then ` is Lipschitz as

long as the image of fw lies in a compact subset of (0, 1).

The outline of the chapter is as follows: In Section 2, we define the generalization

error and the Wasserstein metric. In Section 3 we state and prove the main results of this

chapter. In Section 4, we compare our bounds to the mutual information-based bounds

and show that in some natural cases, our bound is tighter. Finally, in Section 5 we conclude

with some open problems and some speculations.

2.2 Problem setting

2.2.1 Learning Algorithms

Let X be the sample space. A data set S consists of n data points sampled i.i.d. from an

unknown distribution PX over X . Thus, S will be a random element of the space:

S ∈ S = X × X × . . .×X︸ ︷︷ ︸
n times

(2.1)

We may denote the distribution on S by

PS := PX × PX × . . .× PX︸ ︷︷ ︸
n times

:= P⊗nX . (2.2)

Let (W, σW) be the parameter space endowed with an appropriate sigma algebra. As
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per the framework in Russo and Zou (2016) and A. Xu and M. Raginsky (2017), an

algorithm is defined as a random map from S to W. Equivalently, an algorithm can be

thought of as a Markov kernel PW |S : σW × S → R satisfying that for each S ∈ S then

PW |S=s(·) is a probability measure onW. Observe that the distributions PW |S=s alongside

PS will induce a distribution on W ×S, given by PW,S = PSPW |S .

Denote the loss function by ` : X ×W → R.

Example 2.4. Consider a image recognition problem where we want to train a

feedforward neural network to identify, from a pool of images of cats and dogs,

which ones are cats and which ones are dogs.

A point in our training data set will consist of an image x̂i with it’s corresponding

label yi: xi = (x̂i, yi). PX is the unknown distribution on the xi’s.

W will be the space of weights and biases of the neural network.

The loss function will be the binary cross-entropy.

The algorithm PW |S=s is a function that given a fixed training data set s will pro-

duce a distribution on W. More specifically lets assume our training process uses

stochastic gradient descent (SGD). In this case different training sessions will result

in different values of w, even if the training data set is the same. The distribution

PW |S=s gives the probability of getting parameter w when we train with the data set

s. This is presented more formally in section 3.2.

We want to design an algorithm PW |S giving high probabilities to values of W that will

make the loss function `(x,w) small. Regardless of what data set S was used for training.

More formally we want to find w that minimizes:

LPX
(w) :=

∫
X
`(x,w)dPX(x) = EPX

`(X,w).

LPX
(w) is called the population risk.

The problem is that in practice we can’t directly compute the population risk since we

don’t have access to the PX distribution.
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What we do instead is: first approximate the population risk and try to minimize such

approximation. And second try to make sure that the average loss of our algorithm won’t

be far away from the true minimum of the population risk.

The population risk is approximated by the empirical risk. The empirical risk is defined

as follows: for a data set S = (x1, . . . , xn) ∈ S and for each w ∈ W, the empirical risk is:

LS(w) :=
1

n

n∑
i=1

`(xi, w).

The difference between the average loss of our algorithm and the true minimum of the

population risk is called the excess risk and is:

E(S,W )∼PSPW |S [LPX
(W )]− LPX

(w∗),

Where w∗ := arg minw∈W EX∼PX
[`(X,W )] is the true minimizer of the population risk.

Empirical risk can be minimized by different methods. SGD is one of the most efficient

ones (see Hardt, Recht, and Y. Singer 2016; London 2016). Here we focus in studying the

excess risk. To that end we introduce the generalization error.

The generalization error with respect to the real distribution on the data PS and the

algorithm PW |S is then defined to be the expected difference between the population risk

and the empirical risk:

E(PS ,PW |S) := E(S,W )∼PSPW |S [LPX
(W )− LS(W )].

The excess risk can be expressed as:

E[LPX
(W )]− LPX

(w∗) = E(PS ,PW |S) +
(
E[LS(W )]− LPX

(w∗)
)
.

Where all expectation are with respect to (S,W ) ∼ PSPW |S .

Furthermore, it may be shown (cf. Lemma 5.1 of Hardt, Recht, and Y. Singer (2016))

that ES∼PS
[LS(w∗S)] ≤ LPX

(w∗), where w∗S := arg minw∈W LS(w) is the true empirical risk
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minimizer. Hence, we have the bound

E[LPX
(W )]− LPX

(w∗) ≤
∣∣E(PX ,PW |S)

∣∣+
∣∣E[LS(W )− LS(w∗S)]

∣∣.
Where all expectation are with respect to (S,W ) ∼ PSPW |S .

Observe there is two components of the excess risk. The second one,
∣∣E[LS(W ) −

LS(w∗S)]
∣∣, is the error between the true minimum of the empirical risk and the value

obtained in practice.

The first term, the generalization error is what we focus in this chapter.

Remark 2.5. Note that E(PS ,PW |S) = 0 means than, in average, the resulting

loss of our algorithm on the training data E(S,W )∼PSPW |SLS(W ), is the same as the

average loss in general E(S,W )∼PSPW |S [LPX
(W )]. Which means that our algorithm

preforms similarly in the training data that in general data, in other words it doesn’t

overfit.

Before moving on, we present this lemma that let us express the generalization error

in a more suitable form for our study:

Lemma 2.6. Let f(s, w) := 1
n

∑n
i=1 `(xi, w) then:

E(PS ,PW |S) =

∫
S×W

f(s, w)dPS(s)dPW (w)−
∫
S×W

f(s, w)dPS,W (s, w) (2.3)

2.2.2 Information-theoretic bounds on generalization error

In this section, we give a brief overview of the results in A. Xu and M. Raginsky (2017),

where the authors obtained a bound on the generalization error of an algorithm in terms

of the mutual information I(PS ;PW ). First a definition.
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Definition 2.7. A random variable X is σ-sub-Gaussian if there exist σ > 0

such that for any λ > 0, the following inequality holds:

E[exp(λ(X − EX)] ≤ exp

(
σ2λ2

2

)
. (2.4)

And now the theorem.

Theorem 2.8. If `(X,w) is a σ-sub-Gaussian random variable for every w ∈ W,

then the following bound holds (Theorem 1 in A. Xu and M. Raginsky (2017)):

E(PS ,PW |S) ≤
√

2σ2

n
I(PS ;PW ). (2.5)

This expression indicates if an algorithm has an output W that does not depend too

much on the input, then this algorithm will not overfit to the data.

2.2.3 Wasserstein metric

Definition 2.9. Let (X , σX ) be a measurable space. We denote the space of all

probability distributions on (X , σX ) as P(X ). Define (X̄ , σX̄ ) to be an identical copy

of (X , σX ). Consider distributions P1 and P2 on X and ¯̄X respectively. We denote

the subset of distributions in P(X × X̄ ) that have P1 as a marginal on X and P2

as a marginal on X̄ by Π(P1,P2). We are using σX ⊗ σX̄ as the sigma algebra for

X × X̄ .

For p ≥ 1, the p-Wasserstein distance between distributions P1 and P2 is defined

as:

Wp(P1,P2) := inf
π∈Π(P1,P2)

(∫
X×X̄

||(x− x̄)||pp dπ(x, x̄)

) 1
p

.

It can be shown thatWp is a metric on P(X ), and that there is a measure π∗ ∈ Π(P1,P2)

that attains the infimum on the definition (see Villani 2003).
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2.3 Wasserstein bounds on the generalization error

We proceed now to prove a bound on the generalization error in terms of the Wasserstein

distance and the Lipchitz constant of the loss function.

Theorem 2.10. Let S = X n be the sample space and W be the parameter space.

Let PW |S be an algorithm. and let PS,W be the distribution on S×W induced by the

algorithm and the distribution on the data (PS,W = PSPW |S). If the loss function `

is Lipschitz continuous on X for every w ∈ W; i.e,

|`(x̄, w)− `(x,w)| ≤ L||x̄− x||p ∀w ∈W

Then:

|E(PS ,PW |S)| ≤ L

n
1
p

(∫
W
W p
p (PS ,PS|w)dPW (w)

) 1
p

.

It is instructive to compare the form of upper bound in the above theorem to the

information-theoretic bound in (2.5). Mutual information I(PS ;PW ) is the KL-divergence

D(PWPS ||PS,W ). This may be equivalently expressed as

I(PS ;PW ) =

∫
W
D(PS|W=w||PS)dPW (w).

Viewing PS as the a weighted average of PS|W=w with weights PW (w), we see that mutual

information may be thought of as a kind of “variance” in the space of distributions, where

instead of the squared distance one uses KL-divergence. In contrast, the result in Theorem

2.10 uses an actual metric; i.e., the Wasserstein distance between PS and PS|W=w. Note

also that when W is independent of S, the bounds in both cases evaluate to 0. Thus, the

right hand term in our upper bound may be thought of some measure of “information”

that is capturing how different (on average) the posterior distribution of PS|W=w is from

the prior distribution PS .

Another observation is the following: Consider a data distribution PS and an algorithm
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PW |S . For the joint distribution PW,S , we have a forward channel PW |S and a backward

channel PS|W . Mutual information, being symmetric, captures both the forward and

backward channels in one expression. However, the Wasserstein distance in Theorem 2.10

is not symmetric and is only in terms of the backward channel PS|W .

2.4 Comparison to information-theoretic bounds

Recall the bound from A. Xu and M. Raginsky (2017) under the assumption of a σ-sub-

Gaussian loss function:

|E(PS ,PW |S)| ≤
√

2

n
σ2I(W ;S), (2.6)

where n is the number of samples used to train the algorithm. It is not possible in general

to compare this bound with the bound from Theorem 2.10. However, when the data

distribution PX satisfies a transportation-cost inequality (see Maxim Raginsky, Sason, et

al. 2013), then such a comparison is possible as we will show in Theorem 2.12.

Definition 2.11. A probability measure µ satisfies an Lp transportation-cost in-

equality with a constant c > 0, denoted by Tp(c), if for every distribution ν that is

absolutely continuous with respect to µ the following inequality holds:

Wp(µ, ν) ≤
√

2cD(ν||µ), (2.7)

where Wp is the p-Wasserstein distance, and D(ν||µ) is the KL-divergence of ν with

respect to µ.

In particular, a standard normal distribution satisfies T2(1) transportation cost in-

equality.
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Theorem 2.12. Assume that PX satisfies Tp(c) for some p ∈ [1, 2] and some c > 0.

Then

L

n
1
p

(∫
W
W p
p (PS ,PS|w)dPW (w)

) 1
p

≤ L
√

2c

n
I(PS ;PW ) (2.8)

Note that the left hand side is the bound from Theorem 2.10, whereas the right hand

side is a scalar multiple of the bound in A. Xu and M. Raginsky (2017).

A special case worth mentioning is when PX is isotropic Gaussian, where the following

holds:

1. Loss function `(x,w) is L-Lipschitz implies `(x,w) is L-sub-Gaussian

2. PX satisfies a T2(1) transportation-cost inequality, and thus PS satisfies the same

transportation-cost inequality

In this setting, our result in Theorem 2.12 states that the Wasserstein distance-based

bounds from Theorem 2.10 are better than the information-theoretic bounds in A. Xu

and M. Raginsky (2017).

2.5 Conclusions

An important question worth investigating is how can one modify a learning algorithm to

ensure that the Wasserstein distance-based bound in Theorem 2.10 is small. For mutual

information, it is always possible to add noise to an algorithm to deliberately reduce mutual

information and improve generalization behavior. Indeed, noisy optimization algorithms

that have been proposed in recent years (see Welling and Teh 2011; Ge et al. 2015; Jin

et al. 2017) for escaping from shallow local minima have good generalization properties

(see Ankit Pensia, Varun Jog, and P.-L. Loh 2018). Analyzing the bound in Theorem

2.10 for such noisy algorithms and for stochastic gradient descent would be a direction

worth exploring. The main challenge is the lack of appropriate notions of data-processing

inequalities and chain rules for Wasserstein distance.
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Another open problem concerns the coupling π0 used to prove Theorem 2.10. It is

not clear if this is the best possible coupling we can use to obtain sharp bounds on the

generalization error. It is possible that additional assumptions on the loss functions, such

as joint Lipschitz continuity in the space W × X , will require using different optimal

couplings.

Lastly, the backward channel interpretation of generalization error suggests a connec-

tion to rate distortion theory (see Thomas M Cover and Joy A Thomas 2012). The main

hurdle appears to be the assumptions about the loss function—in traditional rate distor-

tion theory, the loss function is assumed to be separable. The loss function f(s, w) for a

fixed w is indeed separable in s, and we would like to explore these connections in future

work.
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Chapter 3

A Geometrical procedure for

learning manifolds

3.1 Introduction

In Chapter 2 we introduced the general concept of a learning algorithm. We gave a

theoretical bound on the generalization capabilities of such algorithms. Our results are

true in general, and in certain conditions we can guarantee that ideally algorithms should

have good performances. However in practice there are some obstacles. In this chapter

we turn our attention to two well known problems. The first one is that algorithms that

seek to classify, estimate or cluster high dimensional data may suffer from the curse of

dimensionality, wherein learning becomes exponentially harder. The other problem we

address, common in the field of image recognition, is the existence of adversarial images.

This are images that can easily fool a classification algorithm but that to the human eye

are no different than images that are classified correctly. One of the most common way of

attacking both problems is by the use of Dimensionality reduction.

Dimensionality reduction is an area of machine learning where high-dimensional data

are represented in a lower dimension to enable efficient learning. Of particular interest

is manifold learning: a geometric approach toward dimensionality reduction. In manifold
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learning, the goal is to learn a manifold—a low-dimensional surface lying within the high-

dimensional data space—that contains almost all of the data points. This approach is

justified by the belief that data are not truly high-dimensional as they contain numerous

commonalities and redundancies which may be stripped away to reduce dimensionality.

Linear manifolds or subspaces may be learned efficiently via principle component analy-

sis (PCA), but the complexities of most modern datasets are not captured by simple linear

manifolds. Many methods exist in the literature for non-linear dimensionality reduction

(see Smola and Schölkopf 1998; Roweis and Saul 2000; Ghodsi 2006). In recent years,

deep learning-based techniques have been remarkable successful in learning complex, non-

linear manifolds, especially for image data. Some popular algorithms include autoencoders

(AEs), denoising autonecoders (DAEs), variational autoencoders (VAEs) (see Kingma and

Welling 2013), and generative adversarial networks (GANs) (see Goodfellow et al. 2014;

Vincent et al. 2008). These algorithms have found several applications in computer vision

such as data generation, image denoising, and image inpainting. More recently, these al-

gorithms have supplanted traditional LASSO-based methods for compressed sensing (see

Bora et al. 2017; Jalali and Yuan 2019).

Although similar in many aspects, there are pros and cons to using each of these

methods. For instance, GANs and VAEs are generative models; i.e., these may be used to

generate new data samples. This is much harder to do for AEs and DAEs. On the other

hand, dimensionality reduction is simpler for AEs nad DAEs since the “encoder” provides

an explicit map from the high-dimensional data space to the low-dimensional latent space.

Such explicit maps are harder to obtain in GANs; recent work in this direction may

be found in the references (see Creswell and Bharath 2018; Lipton and Tripathi 2017).

Like AEs, VAEs also have an encoder component. But this component learns a kernel

(probabilistic map) instead of a single deterministic map.

Manifold learning has also found applications in robust machine learning. Szegedy et

al. (2013) observed that deep learning-based image classification algorithms are susceptible

to adversarial attacks: the algorithm is likely to make a mistake on an image with a small
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but carefully-crafted perturbation added to it. Many ways to craft such perturbations

have appeared in the literature as “attacks” on classifiers. Similarly, several methods exist

to “defend” classifiers against attacks.

One of the more successful defenses proposed in recent years is the manifold defense

algorithm (see Ilyas et al. 2017; P. Samangouei, M. Kabkab, and R. Chellappa 2018). The

basic idea of the manifold defense algorithm is simple: first learn the data manifold and

then use it as a way to “denoise” adversarially perturbed images example. Denoising is

achieved by projecting the adversarial example back to the learned manifold. This defense

is based on the observation that adversarially perturbing an image pushes it outside the

data manifold. The classifier, which has been trained on clean images on the data manifold,

is prone to errors on examples outside the data manifold. The projection step brings the

perturbed image back to the manifold where it can be correctly classified.

The manifold defense and generative model-based compressed sensing or image denois-

ing algorithms depend critically on a pre-learned data manifold. This raises the natural

question: how does the performance of these algorithms depend on the quality of the

learned manifold? For example, in compressed sensing, the learned generator (GAN) con-

tributes an error that does not diminish even with additional linear observations. Similarly,

manifold defense algorithms will likely fail if the learned manifold does not match the true

data manifold closely. Learning a better manifold is therefore crucial to the success of any

algorithm that relies on manifold projections.

The current toolset for deep learning-based manifold learning is limited: GANs, au-

toencoders, and closely related variants. It is desirable to enhance this toolset by proposing

entirely new training procedures for manifold learning. These new algorithms may succeed

in leaning “better” manifolds, which could substitute those learned by existing methods.

Motivated by the above observation, we propose a novel procedure for manifold learning

which we call the surface algorithm. A key aspect of the surface algorithm that sets it

apart from GANs and autoencoders is a geometric projection step during the training

procedure. Our contributions may be summarized as follows:
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(a) Propose a new training procedure to efficiently learn the data manifold.

(b) Perform experiments implementing the manifold defense. Showing that the learned

manifold leads to higher accuracy for the classification network on adversarially

manipulated images. As well as a lower reconstruction error for noisy images.

The structure of this chapter is as follows: In section 3.2 we give a formal definition of

neural networks that will help us develop our ideas more clearly. In section 3.3 we describe

the surface algorithm as weel as AEs and DAEs and its training procedure to find the data

manifold. We shall also discuss and contrast our algorithm with GANs and autoencoders.

In Section 3.4 we evaluate the performance of the surface algorithm on real and synthetic

data. Finally, in Section 3.5 we conclude the paper with some open problems and future

research directions.

3.2 Preliminaries: Neural Networks and Manifolds

In this section we give a formal definition of a neural network. We also give a simple

definition of manifolds and it’s relation with neural networks.

3.2.1 Neural Networks

A feed forward neural network is a family N of functions that have the following charac-

teristics:

For each function f ∈ N :

• f goes from Rd to Rn for some fixed d and n integers.

• Let (l1, l2, . . . , lk) be a sequence of positive integers . Let (W1, . . . ,Wk+1) ∈Ml1×d×

. . . ×Mn×lk and (b1, . . . , bk+1) ∈ Rl1 × . . . × Rlk We call this matrices and vectors

the weights and biases of f , respectively.

• Let (σ1, . . . , σk) scalar functions. We call this functions the activation functions of

f .
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• Let x ∈ Rd be the input of f . Consider the function

x1(x) := σ1(W1x+ b1)

where σ1 is applied elementwise. We call x1 the layer 1 of f . Each entree of the

vector x1 is called a unit of layer 1.

• We define recursively layer j as:

xj(x) := σj(Wjxj−1(x) + bj)

for 1 < j ≤ k. Each entree of the vector xj is a unit of layer j. Middle layers are

called hidden layers.

• The output of f is called output layer and is defined as:

y = Wk+1xk(x) + bk+1

Note the reason of the dimension for the matrices W1, . . . ,Wk+1 is so that layer j

can be an input for layer j + 1.

• We say f has depth k.

All functions belonging to the N will have the same activation functions, the same

depth and each of it’s layer will be the same amount of units.

N is a family of function parameterized by the wights and biases: the difference

between two function belonging to N is the value of it’s weight and biases. We denote the

space of parameters as:

W = (Ml1×d × . . .×Mn×lk)× (Rl1 × . . .× Rlk)

A neural network can be used to generate an algorithm as defined in chapter 2.
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Given a sample space X with a unknown distribution PX . We can define a data set

S = (x1, . . . , xm) as in equations (2.1) and (2.2).

If we also have a loss function `(x,w) : X ×W → R of the form `(x,w) = `(fw(x))

for fw ∈ N . Then we can define a algorithm PW |S=s where we generate a distribution in

W by minimizing ` with respect to w. Note this minimization process is not necessarily

deterministic and that is why, in general, we get a distribution on W rather than a single

point.

3.2.2 Manifolds

We refer the reader to Cayton (2005) for precise definitions of manifolds, diffeomorphisms,

smooth manifolds, and embeddings. For the purpose of this chapter, we have a simpler

interpretation of a manifold as given below:

Definition 3.1. Let d ≤ n and let f : Rd → Rn be a smooth function. Let M be

the range of f ; i.e.,

M = {x ∈ Rn | f(t) = x for some t ∈ Rd}.

Then M is defined as the d-dimensional manifold characterized by f .

Note that the function f itself may be parametrized by some parameter w in a param-

eter space W, namely fw. Each w ∈ W generates a manifold Mw via the range of fw. In

this chapter, we consider a neural network-based parametrization of f . A neural network

with d inputs, n outputs, and smooth activation functions (such as the sigmoid function)

defines a smooth map from Rd to Rn. This map is parametrized by the weights and biases

of the neural network.
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3.3 Manifold learning

Let S be a data set of points in Rn. Assume that the points in S belong to a unknown

manifold M of dimension d < n.

Manifold learning consist of approximating this M using only the information given

by the data set S.

In this section we describe how manifold learning is implemented with the surface

algorithm as well as with AEs and DAEs.

3.3.1 AEs and DAEs

Let S = {xi ∈ Rn | 1 ≤ i ≤ N} be the data set contained in a unknown manifold M .

Each AE and DEA can be viewed as the union of two parts, a decoder and a encoder

network. Let E be the decoder network and letWe be it’s space of parameters. For fw ∈ E

we have that fw : Rn → Rd with d < n.

Let D be the decoder network and let Wdec be it’s space of parameters. For gŵ ∈ D

we have that gŵ : Rd → Rn.

The AEs are then formed by stacking the decoder network on top of the encoder

network i.e. we consider an autoencoder network A with space of parameters We ∪Wdec

and with functions of the form h(w,ŵ) = gŵ(fw), with fw ∈ E and gŵ ∈ D.

Consider the loss function `(x,w) = ||x− h(w, ŵ)(x)||.

The hope is that minimizing this ` the manifold Mw = Image(fw) will approximate

M .

The only difference for DAEs is that are DAEs are trained on a noisy version of the S

data set.

3.3.2 Surface Algorithm

Let S = {xi ∈ Rn | 1 ≤ i ≤ N} be the data set contained in a unknown manifold M .

Let N be a neural network from Rd to Rn with smooth activation functions. LetW the

set of all possible weights and biases of N . Let fw ∈ N and Mw the manifold generated by
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fw. We aim to find a w∗ ∈ W such that Mw∗ approximates M . Consider the loss function

`(x,w) = ‖x− P (x,Mw)‖, (3.1)

where P (x,Mw) is the projection of x on Mw. In other words,

P (x,Mw) = argmin
x̂∈Mw

‖x− x̂‖.

If `(xi, w) = 0, for all xi ∈ S, then the corresponding manifold Mw perfectly inter-

polates the training data. So to approximate M we want to minimize ` in the data set

S.

Before minimizing ` note that in general there is no closed-form expression for the

projection P (xi,Mw). So to compute it we use the following projection algorithm. First

we preform gradient descent on the manifold: Initialize a random t0 ∈ Rd and perform

gradient descent on ‖xi−fw(t)‖ (the gradient ∇t‖xi−fw(t)‖ is obtained via backpropaga-

tion through the surface network fw). Next, denote by T (xi,Mw) the point where gradient

descent converges and set P (xi,Mw) := fw(T (xi,Mw)). The projection algorithm is de-

scribed in Algorithm 1.

Now to minimize `(xi, w), it is desirable to update w by taking steps as per−∇w`(xi, w).

Notice that according to equation (3.1), the loss `(xi, w) depends on the projections

P (xi,Mw), which themselves presents a minimization problem. However, the gradient

of `(xi, w) may still be calculated by an application of Danskin’s theorem (see Danskin

2012):
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Theorem 3.2. (Danskin’s) Let D be nonempty compact topological space and g :

D × Rn → R be such that g(t, ·) is differentiable for every t ∈ D and ∇wg(t, w)

is continuous on D × Rn. Also assume the set argmint∈S g(t, w) is a single point,

denoted by t∗(w). Then the corresponding max-function

φ(w) = min
t∈D

g(t, w)

is locally Lipschitz continuous, differentiable at w and

∇φ(w) = ∇wg(t∗(w), w)

To see that the hypothesis of the theorem are satisfied observe that ` can be rewritten

as:

`(xi, w) = ||xi − argmin
x̂∈Mw

‖xi − x̂‖||

= min
t∈Rd
||xi − fw(t)||

The function g(t, w) = ||xi − fw(t)|| satisfies the hypothesis of differentiability and con-

tinuity. Although the minimum is taken over t ∈ Rd, in practice we feed fw values form

a bounded region D ⊂ Rd, so the compactness hypothesis is also met. And we make the

assumption that the set argmint∈D ||xi − fw(t)|| is a single point; reasonable assumption

in practice.

Then, as a result of applying Danskin’s theorem we get that the gradient of ` with

respect to w is:

∇w`(xi, w) = ∇w‖xi − fw(t∗(w))‖

where t∗(w) = argmint∈S ||xi − fw(t)||.

However in practice we cannot find t∗(w) precisely, so we approximate with the pro-
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jection algorithm described above. Let Ti = T (xi,Mw) be the output of the projection

algorithm with inputs xi and Mw. So we calculate

∇w`(xi, w) = ∇w‖xi − fw(Ti)‖.

The latter expression is easily obtained using backpropagation for the surface network.

We note that Danskin’s theorem is also used in adversarial training—an algorithm for

defending against adversarial attacks (see Madry et al. 2017). Algorithm 2 shows how

to update w via minibatch stochastic gradient descent (SGD) such that the loss function

`(xi, w) diminishes during training. Note that we may use any first-order optimization

algorithm in place of SGD.

As noted before, the surface algorithm learns an interpolating manifold for the training

data. GANs and AEs also learn such a manifold, but the surface algorithm differs from

these in one key regard: both GANs and AEs have two deep networks being trained

simultaneously—generator and discriminator for GANs; and encoder and decoder for AEs.

Note that learning the manifold only requires us to learn the decoder or generator that

transforms a low dimensional input into a high dimensional output. The added complexity

of a deep network for the discriminator or encoder renders the algorithm susceptible to

overfitting, since the expressive power of the network may be so large that it memorizes

the dataset without actually achieving a meaningful data representation. Moreover, it

also makes the training procedure unstable. For instance, training GANs involve solving

a min-max optimization problem with multiple saddle points, and it is known hard to

stabilize the GAN training procedure.

In contrast, the surface algorithm learns only what is necessary: the decoder. The

encoder is replaced by a simple projection operator. This projection step is intuitive

from a geometric point of view—a data point is mapped to the nearest point on the

learned manifold. During the training procedure, the manifold stretches and twists to

accommodate all training data points as best as possible. The main advantage of this

procedure is that we are able to replace the black-box of the encoder neural network by
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the projection step, which is understood much better. We posit that the accuracy of the

projection step combined with the reduced complexity of the entire network leads to a

manifold that avoids overfitting.

Algorithm 1 Projection Algorithm

Input: Data point x, manifold Mw, step sizes [ηi]
iter−1
0

Output: T (x,Mw) and P (x,Mw)

1: Initialize a random t0 ∈ Rd
2: for i = 1, 2, . . . , iter do
3: ti := ti−1 − ηi−1∇t‖x− fw(ti−1)‖
4: end for
5: Set T (x,Mw) := titer

6: P (x,Mw) = fθ(T (x,Mw))
7: return T (x,Mw), P (x,Mw)

Algorithm 2 Surface Algorithm

Input: dataset S, neural network with parameters in W, step sizes [ηi]
iter−1
0

Output: Parameters w∗ ∈ W such that M∗w interpolates S

1: Randomly initialize weights to w0 ∈ W
2: for i = 1, 2, . . . , iter do
3: Sample minibatch i given by Si = {x′1, . . . , x′B}
4: for j = 1, 2, . . . , B do
5: Tj = Algorithm 1(x′j ,Mw)
6: end for
7: Update weights:

wi = wi−1 − ηi−1∇w

 1

B

B∑
j=1

‖x′j − fw(Tj)‖


8: end for
9: return witer

3.4 Experimental Results

We perform two kind of experiments.

For the first kind, we generate synthetic data in two dimensions and then use the

surface algorithm to learn the data manifold.

For the second kind of experiments, we implement the manifold defense as follows: Let
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D be a classification learning algorithm trained with some data set S. Algorithm D input

is some value x and it’s output is some label y. From a set Ŝ of test points, adversarial

and noisy data is generated to try to fool D.

The manifold defense consists on learning a data manifold using the same set S that

was used to train D. Then the adversarial or noisy data are projected into the learned

manifold, and then the projection is fed into D.

We use a feedforwrd neural network trained in the MNIST data set as the classifier.

Then learn the data manifolds using the surface algorithm, AEs and DAEs. Adversarial

and noisy data that fooled the classifier are projected to each of the three learned manifolds

and the projections are fed into the classifier, comparing which of the projections will result

in a correct classification.

All codes were written in PyTorch and experiments were deployed on a workstation

equipped with two NVIDIA TITAN Xp GPUs.

3.4.1 Experiments in Two Dimensions

We generate synthetic data in two dimensions and seek a one-dimensional manifold that

best describes the dataset.

Architecture and Training

For each of the experiments, the surface algorithm’s neural network consisted of an input

layer of unit size, three hidden layers of 75 units each, and an output layer of size two.

The activation is the ReLu function. Training was done using Adam optimization with the

standard parameters: learning rate= 0.001, β0 = 0.9, β1 = 0.999 and ε = e−8. Training

was done over 50 epochs. The projection onto the manifold was done using the dual

annealing routine on NumPy (see Oliphant 2006).
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Data

We generate three sets of synthetic dataset. The first set is drawn from two independent

2-dimensional Gaussian distributions with parameters µ1 = (−5,−5), σ1 = I and µ2 =

(−10,−10), σ2 = 2I; shown in Figure 3.1a. The second dataset has two noisy moon shapes

with the noise being Gaussian along the normal direction to the moons; shown in Figure

3.1b. The variance of the noise is 0.5. This data was generated using the scikit-learn

library (see Pedregosa et al. 2011). The third dataset consists of two concentric noisy

circles with the noise being Gaussian along the normal direction to the circles; shown in

Figure 3.1c. The radii of the circles are 2 and 5 and the common center is (−5,−5). The

variance of the noise for both circles is 0.5.

Results

We trained the surface algorithm for each of the synthetic datasets. It can be seen in

Figure 3.1 the network learns a suitable lower dimensional manifold as in (b) and (c). In

(a) it can be seen that the learned manifold captures the direction that differentiates the

two cluster of points, similar to PCA.

3.4.2 Experiments on MNIST

In this section we detail experiments performed on the MNIST data set.

Architecture and Training

For the experiments on the MNIST dataset, four different kind of networks were trained:

a fully-connected neural network classifier, a set of AEs, a set of DAEs, and the surface

algorithm.

The classifier has an input layer of 784 units, two hidden layers of 200 units each,

and an output layer of 10 units. The activation is the ReLu function and the loss is the

cross-entropy. The training was done on the MNIST train data set using SGD with a

learning rate of .08 and mini batches of size 500. The network was trained for 100 epochs.
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(a) (b) (c)

Figure 3.1: Examples of the learned manifold constructed by the Surface Net-
work on two dimensions The orange line is the manifold constructed by the Surface
Network (with 3 hidden layers) and the dots are the synthetic generated data. In (a) data
are generated by two independent 2-dimensional Gaussian random variable with different
means and variances I and 2I. (b) Moon shapes with Gaussian noise along the normal
direction. The variance of the noise is .5. (c) Two concentric circles with Gaussian noise
along the normal direction. The variance of the noise is .5. The above figures demonstrate
that the manifold is able to capture the shape of the training data reasonably well via a
one-dimensional curve.

After training, the accuracy on the MNIST test dataset was 98%.

A total of seven AEs were trained. As described in section 3.3), each AE can be viewed

as the union of two parts, a decoder and a encoder network. The decoder network was the

same for all of our AEs while the encoder network was of of variable depth (varying from

a depth of 2 to a depth of 8). The decoder network has input layer of 10 units, two hidden

layers of 300 and 700 units and an output layer of 784 units. The encoder network consists

of an input layer of 784 units and hidden layers that decrease in size to an output layer of

10 units (the size of the hidden layers decrease with depth). The AEs are then formed by

stacking the decoder network on top of the encoder network. Activation function used is

the sigmoid function. Training was done on the MNIST test set with the reconstruction

error as the loss function; i.e., if x is a training data point and f denotes the AE, the loss

function used is ||x− f(x)||. The parameters for the training can be seen in Table 3.1.

Architectures for the DAEs were indentical to that of the AEs, and training parameters

were similar (Table 3.1). The only difference is that DAEs were trained on a noisy version

of the MNIST training set. Specifically, each point x in the training dataset was modified
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Surface DAE AE

Epochs 15 1000 300
Batch Size 1000 1000 500
Learning Rate 1e-3 1e-3 1e-3

Projection
Epochs 3×100, 400 - -
Batch Size 100, 784 - -
Learning Rate 5, 1e-3 - -

Table 3.1: Training parameters: All training was done using Adam optimization with
the same parameters β0 = .9, β1 = .999 and ε = 1e−8. Algorithm 1 was implemented by
resetting Adam optimization three times with the same parameters and one more time
with different parameters (separated by a “,” in the table).

by adding independent Gaussian noise of mean 0 and variance 0.5 to each of its pixels. If

xn is the noisy version of x and fD denotes the DAE, then the loss function minimized

was ||x− fD(xn)||.

The surface algorithm as described above consists of a network that generates a low

dimensional manifold M and a projection step that given a point x, finds the the closest

point to x on the manifold M . The architecture of the network that generates a lower

dimensional manifold M is the same than the architecture of the decoder part of the AEs

and DAEs. The projection step is performed using Adam optimization to minimize the

distance between a point x in the training dataset to the manifold M . The loss function

to minimize is the distance of the training data point to the manifold as in equation (3.1).

Training parameters can be found in Table 3.1.

Test Data

Three kinds of test data were generated from the MNIST test dataset. Noisy data was

generated by adding independent Guassian noise to each of the pixels of a test data point.

The mean of the noise was always 0 and the variance varied from .1 to .9.

Adversarial data was generated for the regular classifier using projected gradient de-

scent (PGD) on the MNIST test dataset as follows:

Let `c(x,w) be the loss function of the trained classifier network. Let x0 a test data
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point. We construct a adversarial example from x0 by setting:

x̂j = xj−1 + ε · sign(∇xj−1`c(xj−1, w))

xj = P (x̂j , B
∞
α (x0))

Where ε and α are parameters known as the step size and adversarial strength respec-

tively and P (x̂j , B
∞
α (x0)) is the projection of x̂j on the `-infinity ball of radius α around

x0. The idea behind this adversarial data is to move x0 in the direction that maximizes the

classifier loss but without making the adversarial example too different to the human eye

by keeping it inside a `-infinity ball around the original point. This way producing a miss

classification without changing the original point too much from the human perspective.

The step size used was ε = .3 and the adversarial strength α varied from .1 to .9. We

used 20 iterations of PGD.

Finally adversarial data that stayed on the learned manifolds was also generated. Three

sets of adversarial data in the learned manifolds were constructed, one for each learned

manifolds (generated by the AEs, DAEs and surface algorithm). Adversarial data was

generated for the regular classifier by doing 20 iterations of PGD on the MNIST test

dataset but after each iteration the adversarial example being constructed was projected

into the learned manifold. The step size used was ε = .1 and the adversarial strength α

varied from .1 to .9.

Experimental design

Once trained, the AEs, DAEs and surface algorithm produce data manifolds of a lower

dimension (in this case 10) embedded within the higher dimensional space (in this case

784). Given a point x in the 784 dimensional spaces, its projection can be found in each

of this lower dimensional learned manifolds. If the point x is fed into the AEs or DAEs

the encoder part of this networks will map x to a lower dimensional vector z. Then this

z will be mapped back to a x′ 784 dimensional vector by the decoder part of this same

networks. We say then that x̂ is the projection of x in the data manifold generated by
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Surface DAE AE

Test
Accuracy 0.94 0.81 (2) 0.95 (3)
Reconstruction 3.4 5.4 (5) 2.8 (3)

Noise
Accuracy 0.89 0.92 (3) 0.30 (7)
Reconstruction 4.0 3.6 (3) 8.1 (8)

Adversarial
Accuracy 0.82 0.53 (6) 0.35 (6)
Reconstruction 6.5 5.8 (4) 6.0 (6)

Table 3.2: Performance of surface algorithm, denoising autoencoder (DAE) and
autoencoder (AE) on raw test data, noise data (with strength σ = .5) and adversarial
data (with strength α = .2). Accuracy and reconstruction error (|| · ||); the number in
parenthesis is the depth of the DAE and AE for which the values were calculated. In each
case the encoder depth was chosen so the accuracy was maximized and the reconstruction
error minimized.

the AEs or DAEs. If the point x is geometrically projected (as described in section 3.3)

to the manifold generated by the surface algorithm to a point x̂ we say that this point is

the projection of x in the manifold generated by the surface algorithm.

The experiments consists of the following. Noisy data x is constructed from the original

test data (as mentioned in the previous sections). Then this data is projected into the

manifolds generated by the AEs, DAEs and surface algorithm, producing three sets of data

x̂i, i = 1, 2, 3. Then the projected data x̂i is fed into the regular classifier. The accuracy

of the classifier is compared on the projections in the three manifolds. Alternatively the

projected point is compared to the original data x. This is the reconstruction error ||x−x̂||

as it can be seen in Table 3.2. We repeat the same experiment with the adversarial data

as well as with the adversarial that was generated to stay in the learned manifold.

Results

The result of the manifold defense implemented with the AE, DAE and surface algorithm

is shown in Figure 3.2. The adversarial and noise strength of data is plotted against the

accuracy of the classification of such data when projected onto the learned manifolds.

The result for noisy and adversarial data are shown in figures 3.2(a) and 3.2(b). Data
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shown is for the AE and DAE are for the depths that had the best performance among

all the once we trained. It can be seen that for noisy data, surface algorithm outperforms

AE and DAEs for all the levels of noise added. As for adversarial data, surface algorithm

is better than AE and DAE for adversarial strength less than .5. Note that adversarial

strengths larger than 0.5 are rarely considered in practice, since the adversary has sufficient

power to turn an image entirely gray (each pixel value 0.5), or indeed completely change

an image to resemble an image of a competing class.

(a) (b) (c)

Figure 3.2: Manifold defense performance comparison: Adversarial and noise
strength of data plotted against the accuracy of the classification of such data when pro-
jected onto the learned manifolds. For (a): noisy data, (b): adversarial data and (c):
adversarial data on the learned manifold. (a) The Noisy data was generated by adding
Gaussian noise with mean 0 and variance σ, independently to each pixel of the MNIST
test set. (b) The adversarial data was generated with 20 iterations of PGD applied to the
Standard Classifier Network also on the MNIST test set with step size ε = .3 and adversar-
ial strength α. (c) Adversarial data on the learned manifold were generated for each one
of the three schemes. This was done with 20 iterations of PGD applied to the Standard
Classifier Network on the MNIST test. Additionally, in each iteration the resulting point
was projected back to the learned manifolds. The step size for the three schemes is ε = .1
and the adversarial strength is α. The surface algorithm has 10 input units. For (a) and
(b) The AE and DAE used on the noisy data both have 6-layers and the AE and DAE
networks used on the adversarial data have 7 and 3 layers respectively. For (c) the AE
and DAE networks have 7 and 6 layers respectively. The depths are the ones that showed
better results.

In Figure 3.3 we see examples of how points on the data manifolds constructed by AE,

DAE and surface algorithm look like. For the noisy data all three manifold seem to clean
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the data reasonably well, but for the adversarial data, AE and DAE produce completely

different pictures while surface algorithm retains a more faithful representation of the

original data.

(a) (b) (c) (d)

Figure 3.3: Examples of points on the learned manifold constructed by autoencoder
(AE), denoising autoencoder (DAE), and surface algorithm (Surf). (a): Reconstruction
of noise data (second column) by AE, DAE and Surface Network. The noisy data was
generated by adding Gaussian noise with mean 0 and variance .5 to the original data.(b):
Reconstruction of adversarial data (second column) by AE, DAE and Surface Network.
The adversarial data was generated with 20 iterations of PGD applied to the standard
classifier network on the MNIST test set with step size ε = .3 and adversarial strength
.2. (c): Adversarial data on the learned manifolds. Examples were constructed with
20 iterations of PGD applied to the standard classifier network on the MNIST test and
projecting each iteration to the manifolds generated by the surface algorithm, the AE and
the DAE. The step size is ε = .1. All the examples are being incorrectly classified by AE
and DAE but correctly classified by surface algorithm. Strength of the adversarial data is
α = .2. (d): Adversarial data incorrectly classified by the surface algorithm. Strength of
the adversarial data is α = .4.

For the adversarial data guaranteed to stay on the learned manifolds, the experiment

results can be seen in Figure 3.2(c). Surface algorithm performs well for low values of

the adversarial strength and the performance degrades with increasing strength of the

adversary.

However, in Figure 3.3(c) we can see that when the adversarial strength is low, adver-

sarial data on the manifolds generated by AE and DAE produce pictures that are easily

classified by a human, yet lead to incorrect classification by the regular classifier. But

if the adversarial example is on the manifold generated by the surface algorithm there

in no incorrect classification. Furthermore if the adversarial strength is bigger, when an
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incorrect classification happens on an adversarial points on the manifold generated by

the surface algorithm, as in 3.3(d), the picture generated starts to blend the shapes of

two different numbers. This indicates that the “adversarial examples” constructed when

the surface algorithm is used in the manifold defense are closer to being truly borderline

images between two different classes.

3.5 Conclusion

We presented a new algorithm for manifold learning called the surface algorithm, which

is easily described and efficiently trained. Our algorithm leveraged the expressive power

of neural networks and simple geometric ideas to learn a data manifold. Our main in-

novation was incorporating a geometric projection step during the training process and

applying Danskin’s theorem to efficiently calculate derivatives. We compared the mani-

fold learned by the surface algorithm to manifolds learned by autoencoders and denoising

autoencoders. Our experimental results concerning reconstruction error and adversarial

accuracy indicate that the surface algorithm learns a better manifold compared to AEs or

DAEs. In particular, when noisy images have lower reconstruction error for the surface

algorithm compared to AEs or DAEs. Manifold defense methods are more accurate when

using the surface manifold compared to using AE or DAE in the same defense method.

Moreover, we observed that adversarial data on the surface manifold often look like true

borderline images, unlike AE or DAE.

There are several interesting research questions that emerge from our work. Just like

AEs or DAEs, the surface algorithm cannot be used as a generator. A natural question is

to explore more geometric training methods for learning GANs and VAEs. We also investi-

gated an intriguing phenomena that there is a sweet spot for the encoder complexity in an

AE. Encoder networks that are too small are unable to learn complex encodings, whereas

complicated encoder networks lead to overfitting. Our experiments are preliminary and

a more in-depth study seems warranted. Finally, there are numerous questions regarding

the actual implementation of the surface algorithm—How to initialize network weights?
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Is the sigmoid activation function a good choice? How to ensure learned representations

are confined to some region of Rd?
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Chapter 4

A Variational Information

Bottleneck Principle for Recurrent

Neural Networks

4.1 Introduction

In the previous chapter we used manifold learning as a method of dimensionality reduction.

The idea is that when we have a high dimensional input, by reducing it’s dimension, we

can extract relevant information and discard useless information from such input. The we

will use this information for whatever task we have: prediction, classification, etc.

This idea of extracting relevant information from our input and discarding unnecessary

one is a general principle that is not limited to dimensionality reductions. We can extract

useful information in different ways. In this chapter we explore the Information Bottleneck

(IB) principle in which we use the measure of mutual information to decide what is useful

information about our input. Moreover we do it in the context of causal time series, where

we want to predict a sequence of events base on a input sequence and we want to use the

extra information given by the causality of the input sequence.

The Information Bottleneck principle, proposed in Tishby, Pereira, and Bialek (2000),



40

is one of the most influential information theoretic approaches to the problem of feature

extraction in machine learning. The IB principle functions in the standard statistical

learning setting: Predict a random variable Y , called the label, after observing a random

variable X, called the sample. For instance, X could be an image and Y could be a

binary label that indicates the presence or absence of a face in the image. Machine

learning algorithms seek to extract features Z – which are (possibly random) functions of

the sample X – that are then used to predict Y using simpler algorithms. Naturally, it

is desirable to extract features that are “simple” (e.g. low-dimensional) and “relevant”;

i.e., they are highly predictive of Y . The IB principle elegantly solves this problem by

measuring simplicity and relevance using a most natural information theoretic metric:

mutual information.

The IB principle stems from the observation that, often, the sample X contains infor-

mation that is redundant or irrelevant to the task of predicting Y . An extracted feature

Z should get rid of this excess baggage while maintaining its relevance to Y . Stated in the

language of information theory, the mutual information I(X;Z) should be made small,

but not at the expense of I(Y ;Z). Since Z is extracted from X, the random variables

satisfy the Markov chain Y → X → Z, which leads to a tension between the two mu-

tual informations: If I(X;Z) is small, the data-processing inequality dictates that I(Y ;Z)

cannot remain large. This tradeoff is presented in the form of an optimization problem:

max
pZ|X(·|·)

I(Y ;Z)− βI(X;Z), (4.1)

where β > 0 is a parameter that trades off the two mutual information quantities. Solving

this optimization problem gives an optimal stochastic map to extract features Z from X.

The IB principle is remarkable for its generality. The extracted features depend only

on the data distribution pXY of (X,Y ) and the parameter β, with no reference to loss

functions and hyperparameters. As such, it has been applied to a wide variety to machine

learning problems (see Slonim and Tishby 2000; Chechik and Tishby 2003; Gondek and

Hofmann 2003; Chalk, Marre, and Tkacik 2016; Alemi et al. 2016).
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A drawback of using the IB principle in practice is solving the optimization problem

in (4.1) in large datasets. In real-world datasets, the joint distribution pXY is unknown,

so solving (4.1) analytically is not possible. Also, due to the high-dimensionality of pXY ,

the number of samples is insufficient to approximate pXY and solve the IB objective.

The work of Alemi et al. (2016) developed a simple and clever idea to get around

this obstacle. Alemi et al. suggested approximating the IB objective using variational

bounds on the two mutual informant terms. Crucially, they showed that is possible to

efficiently optimize the approximate objective using stochastic gradient descent on deep

neural networks. Their algorithm, called the “deep variational information bottleneck”

was inspired by the the seminal work of Kingma and Welling (2013) concerning variational

autoencoders. The idea of using variational bounds that are suitable for deep learning and

has appeared in numerous papers since (see Wang et al. 2016; Poole et al. 2019; A. Pensia,

V. Jog, and P. Loh 2020).

In this chapter, we consider the problem of causal time-series prediction. In the the

statistical learning framework, we observe a time-series XT := (X1, . . . , XT ) and predict

time-series Y T := (Y1, . . . YT ). The causality constraint dictates the the predicated value of

Yi, denoted by Ŷi, depends causally onXT ; i.e., it depends onXT only trough (X1, . . . , Xi).

Mathematically, the Markov chain Ŷi → (X1, . . . , Xi)→ XT must hold. Causal time series

prediction shows up naturally in many real-world settings, such as forecasting weather,

forecasting financial markets, predicting demand of products in supply chains, predicting

energy demand in power systems, and many other domains.

Our goal in this chapter is to develop an information theoretic approach to solving

the causal time-series prediction problem. Observe that the standard IB principle is not

suitable for such a setting for several reasons. The standard IB principle would suggest

extracting a feature Z using the entire time series XT , and predicting the entire time series

Y T from Z. But this would violate causality. Another difficulty is that learning to predict

Y T is essentially T separate problems: learning to predict Yi for each i. The standard IB

problem is designed for extracting features for a single prediction problem. Thus, the IB
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principle may not be applied näıvely to this problem and needs to be modified suitably.

In the theory of neural networks, there exist powerful algorithms for predicting time-

series called recurrent neural networks. Recurrent neural networks have been successfully

applied to a wide variety of problems, such as machine translation, time-series prediction

for financial data (see Sezer, Gudelek, and Ozbayoglu 2020), and generating text (see I.

Sutskever 2013). Recurrent neural networks, explained in more detail in Section 4.4.1, are

neural networks with a constantly updating internal state. This evolving internal state

gives these networks the ability to remember the past while predicting the future.

A natural question is whether a modified IB principle designed for time-series predic-

tion can be used for real-world data using a recurrent neural network. This would be

exactly analogous to the contribution of Alemi et al. (2016) for the standard IB principle

and vanilla deep networks.

Our work in this chapter addresses this question as follows: In sections 4.2 and 4.3

we propose a novel IB principle that generalizes the standard IB principle and is designed

for time-series prediction. In section 4.4 we show that our approximate objective can be

efficiently optimized using recurrent neural networks. And in section 4.5 we show that our

algorithm is successful on simulated and real data, including time-series data for weather

and stock prices.

Notation: For a sequence {xi}ni=1, we use the following notation: xt := (x1, x2, . . . xt).

If we have N sequences of length T we index them as {xTn}Nn=1 and we denote the t-th

element of the n-th sequence as xt,n. The density function of a random vector X at a point

x is denoted by pX(x) in standard information theoretic notation. To simplify clutter, we

drop the subscript and simply use p(x) when there is no ambiguity. In case of ambiguity,

we explicitly write the subscript. This is the notation used in T. M. Cover and J. A.

Thomas (2012) as well. The entropy of X (discrete or differential) is denoted by H(X).

The KL-divergence between the distributions of random vectors X and Y is denoted by

D(p(x)‖p(y)).
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4.2 Problem Setting

For T ≥ 1 let XT and Y T be sequences generated from an unknown probability density

p(xT , yT ). Our goal is to construct a learning algorithm that predict the sequence Y T

using XT .

The relation between XT and Y T could be complicated, and extracting relevant infor-

mation from XT about Y T is not a straightforward task.

The information bottleneck principle theorizes that the way information is extracted

from XT is trough a third random sequence ZT that discards irrelevant information from

Y T . We want an algorithm that constructs such ZT and then use it to predict Y T .

Remark 4.1. Two equivalent interpretations can be given to the information bot-

tleneck principle. One is that the variable ZT is really happening in the phenomena

studied but we cannot measure it. For example let XT be some visual stimulus and

Y T the response of a subject to such stimulus. In that subject’s brain the the neural

activity would be the variable ZT , which cannot be measured directly (as is an in-

vasive procedure). With the IB principle we are trying to learn a distribution that

lets us model this ZT

Another interpretation is that the variable ZT is artificially constructed to extract

information from XT , it doesn’t happen in reality. In either case the mathematical

treatment is the same.

Mathematically speaking, the information bottle neck principle says there is a joint

distribution p(xT , zT , yT ) relating (XT , ZT , Y T ). The algorithm we construct will try to

learn pZT |XT (·|·) and pY T |ZT (·|·).

The part of the algorithm in charge of learning pZT |XT (·|·) will be called the encoder.

The part of the algorithm in charge of learning pY T |ZT (·|·) will be called the decoder.

To make ZT extract only relevant information about Y T from XT , we want to train

the encoder and the decoder so that the following optimization problem is solved:
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max
p
ZT |XT (·|·),p

Y T |ZT (·|·)
I(Y T ;ZT )− βI(XT ;ZT ), (4.2)

In other words: from all the possible densities p that relate (XT , ZT , Y T ) we want the

one such that pZT |XT (·|·) and pY T |ZT (·|·) will maximize I(Y T ;ZT ) − βI(XT ;ZT ). (For

some positive value of β to be determined).

Remark 4.2. The parameter β will serve as a control to train the algorithm. A

trade off between the information ZT learns form XT and the information Y T learns

from ZT . Note that a big value of β will make ZT just a copy of XT without any

prediction capabilities to estimate Y T . And a small value of β won’t allow ZT to

ecxtrac information from XT .

However there is two things to note before trying to design our algorithm:

• In the same way than in a physics problem, mathematically acceptable solutions have

to be discarded because they don’t make physical sense; The causal characteristics of

our problem impose conditions on the possible densities p to consider. We investigate

this conditions in section 4.2.1.

• Once we impose the corresponding conditions on p we will see in section 4.2.2 that

equation (4.2) will be hard or impossible to compute explicitly. Therefore having to

approximate it by something that can be computed as we will do in section 4.3.

4.2.1 Causal conditions

We want to make sure that p will generate causal time series. In other word series in

which the present only depends on the past and not the future. We want also for ZT to

only depend on XT and Y T only to depend on ZT . The following definitions state this

conditions formally.
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Definition 4.3. The probability density p(xT , zT , yT ) satisfy the causal encoder

condition if the following Markov chain holds for each 1 ≤ t ≤ T :

Zi → Xt → (XT , Y T , Zt−1), (4.3)

where Z0 ≡ 0.

Recall that the Markov property (4.3) implies that:

p(xT , yT , zt−1, zt|xt) = p(xT , yT , zt−1|xt)p(zt|xt)

From this we can see that intuitively, this means that Zt can be generated using Xi

alone, independently of the future Xt+1:T , the entire Y T , and the previous extracted

features Zt−1, is unnecessary.

Definition 4.4 (Causal decoder). The probability density p(zT , yT ) satisfy the

causal decoder condition if the following Markov chain holds for each 1 ≤ t ≤ T :

Yt → Zt → (ZT , Y t−1), (4.4)

where Y 0 ≡ 0.

The Markov property (4.4) implies that:

p(zT , yt−1yt|zt) = p(zT , yt−1|zt)p(yt|zt)

This means that given Zt, the value of Yt is independent of the it’s past values; i.e. Y t−1,

as well as independent of future values of Z.
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Remark 4.5. Note that one may also define causal features more generally by only

requiring the Markov chain Zt → (Xt, Zt−1) → (XT , Y T ). Intuitively, this means

that the feature Zt extracted at time t is generated by looking not only at Xt, but

also at the history of generated features Zt−1. This will be discussed in Section 4.6.

Remark 4.6. A consequence of the causal encoder condition is that the conditional

distribution p(zt|xt) factorizes as follows for t ≤ T :

p(zt|xt) =

t∏
i=1

p(zi|xt, zi−1) =

t∏
i=1

p(zi|xi).

We can also verify that if p satisfies the causal encoder condition then Zt → Xt →

Y t is a Markov chain for t ≤ T :

p(zt|xt, yt) =
t∏
i=1

p(zi|xt, yt, zi−1)

=
t∏
i=1

p(zi|xi)

= p(zt|xt).

A consequence of the causal decoder condition is that the joint distribution p(yt|zt)

factorizes as follows:

p(yt|zt) =

t∏
i=1

p(yi|zt, yi−1) =

t∏
i=1

p(yi|zi).

4.2.2 Intractability of the information bottleneck

The probability density p factorizes as:

p(xT , zT , yT ) = p(zT |xT , yT )p(yT |xT )p(xT )
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However from remark 4.6 we see that Zt → Xt → Y t is a Markov chain for t ≤ T , and

therefore p(zT |xT , yT ) = p(zT |xT ) , factoring p as:

p(xT , zT , yT ) = p(zT |xT )p(yT |xT )p(xT ) (4.5)

Observe that this implies that once we know p(zT |xT ) then p is totally determined

since p(yT |xT ) and p(xT ) are unknown but given by the problem.

This tells us that once we construct p(zT |xT ), rather than optimizing (4.2) over both

distributions p(zT |xT ) and p(yT |zT ), we have to optimize:

max
p
ZT |XT (·|·)

I(Y T ;ZT )− βI(XT ;ZT ), (4.6)

where p satisfies the causal encoder property.

However, to optimize (4.6) we need to compute p(zT |xT ), since:

I(Y T ;ZT ) =

∫
p(yT , zT ) ln

(
p(yT |zT )

p(yT )

)
dzTdyT

The problem is that we do not have access to p(yT |zT ).

Similarly in

I(XT ;ZT ) =

∫
p(xT , zT ) ln

(
p(zT |xT )

p(zT )

)
dxTdxT

we don’t have access to p(zT ).

To overcome this difficulty, rather than directly computing and optimizing I(Y T ;ZT )−

βI(XT ;ZT ) we are going to compute and optimize a lower bound.

In this lower bound we are going substitute p(yT |zT ) and p(zT ) by variational approx-

imation q(yT |zT ) and r(zT ) that will allow a explicit computation.
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The encoder of our algorithm will learn p(zT |xT ) as mentioned before, but the decoder

will learn the variational approximation q(yT |zT ) rather than the intractable p(yT |zT ).

However we will still force q to satisfy the causal decoder property.

4.3 Approximation of the information bottleneck

The result of this section is the following variational bound on the objective function in

equation (4.6).

Theorem 4.7. Let β > 0. Let (XT , ZT , Y T ), be random variables with joint prob-

ability density p(xT , yT , zT ), where p satisfies the causal encoder property. Let

q(yT , zT ) be a probability density satisfying the causal decoder property, and let

r(zT ) be any probability density satisfying r(zT ) =
∏T
t=1 r(zt). Then we have that:

I(Y T ;ZT )− βI(XT ;ZT ) ≥
T∑
t=1

∫
p(xt, yt)p(z

t|xt) log q(yt|zt) dxtdyt dzt

−β
T∑
t=1

∫
p(xt)p(zt|xt)p(xt) log

(
p(zt|xt)
r(zt)

)
dxtdzt

+H(Y T ).

4.4 Optimizing using RNNs

In this section we give some background in recurrent neural networks. Then we show how

we use this RNNs to build our learning algorithm.

4.4.1 Background in recurrent neural networks

In the following we’ll do a formal definition of a RNN in the same fashion we did in chapter

2

A one layer recurrent neural network is a family R of functions that have the following

characteristics:
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For each function f ∈ R:

• f goes from Rd×RT to Rn×RT for some fixed d and n integers but where T can be

variable. The input of the network is a sequence of length T , with each element of the

sequence having dimension d. The output will be a sequence with the same length

of the input sequence. Each element of the output sequence will have dimension n.

• The input will be the sequence xT = (x1, . . . , xT ).

• Let lh be positive integer. We will call this the dimension of the hidden state. Let

Wh ∈ Mlh×d, Uh ∈ Mlh×d and bh ∈ Rlh . Finally let the scalar function σh be the

hidden activation function.

• Let Wy ∈Mn×lh , by ∈ Rn and the scalar function σy be the activation function.

• The hidden state and output are defined recursively by:

ht =σh(Whxt + Uhht−1 + bh)

yt =σy(Wyht + by)

Where h0 is a fixed vector and both σh and σy are applied elementwise. Observe

that to compute yt we are using the information of the present (xt) as well as the

information from the past (ht).

Intuitively a RNN can be viewed as an unfolded neural network as shown in Figure 4.1,

and the unfolding it a consequence of feeding the output of the network hi back into the

input. Observe that hi is a function of the entire past xi, and thus it serves the purpose

of retaining memory in the system.

A RNN is preferred for time-series prediction problems because it is not constrained by

the size of the input sequence T—the same network can be used for any length of the input

sequence—and in theory, the RNN has memory that can stretch arbitrarily far back in

the past. In practice, however, the vanilla RNN described above tends to have short mem-

ories. Ingenious modifications such as Long Short Term Memory (LSTM) networks (see
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Hochreiter and Schmidhuber 1997) or Gated Recurrent Units (GRU) networks (see Cho

et al. 2014) need to be implemented to ensure the networks are competitive in practice.

The precise modifications are not important to understand for the purpose of this chapter;

the basic idea presented in Figure 4.1 is the same in these modifications. For the sake of

completion we’ll just state the difference between the vanilla RNN and the LSTM that is

the one we use in the experiments.

The only difference in a LTSM is the way the hidden state is constructed:

ft =σg(Wfxt + Ufct−1 + bf )

it =σg(Wixt + Uict−1 + bi)

ot =σg(Woxt + Uoct−1 + bo)

ct =ft ◦ ct−1 + it ◦ σc(Wcxt + bc)

ht =ot ◦ σh(ct)

Where σg and σc are activation functions applied elementwise. The operation ◦ is element

wise multiplication. The W ’s and the U ’s are matrices and the b’s are vectors. co is a

fixed vector.

However figure 4.1 is the simplest example of an RNN and it will be the architecture

considered for the theory throughout this chapter. One may consider architectures where

along with hi, the output yi is also fed back into the input. We shall discuss such RNNs

briefly in Section 4.6.

The network used to construct the encoder and decoder in the following sections con-

sists of a feedforward network on top of a recurrent neural network. More formally: Let

R be our RNN and N our feedforward network. Let r ∈ R and g ∈ N . And let our input

be a sequence xT of length T . Recall r(xT ) is itself a sequence of length T so it can be

written as r(xT ) = (r1(xT ), . . . , rT (xT )).

We consider functions f of the following form:
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Figure 4.1: A simple recurrent neural network and its equivalent “unfolded” representa-
tion. The network may be thought of as transforming an input (xi, hi−1) to the output
(yi, hi) at time i. The state hi generated at time i is an input to the network at time i+1.

f = (g(r1(xT )), . . . , g(rT (xT ))) (4.7)

Observe the same g is applied to all the elements of the output sequence of the RNN.

During training the weights of g are updated simultaneously for all the elements of the

sequence evaluated on the loss function.

4.4.2 Computation of the loss function for training

We assume that there is a training dataset that is a collection of sequences {xTn}Nn=1,

{yTn }Nn=1 generated by the random variables XT and Y T with the unknown distribution

p(xT , yT ). The goal is to use this data to train an algorithm that can predict the yTn from

the xTn causally using an RNN.

We will focus on the optimizing the lower bound on the IB objective obtained in The-

orem 4.7. Note that the quantity H(Y T ) does not depend on the optimizing parameters,

and so we may simply ignore it. We will train two RNNs to learn p(zt|xt) and q(yt|zt) to

optimize the bound in Theorem 4.7: the encoder and the decoder, respectively. In what

follows, we will describe the three parts of the algorithm: the encoder, the decoder, and

the loss function.
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Encoder: The encoder generates the distribution p(zT |xT ). The encoder consists of a

RNN, as in Figure 4.1, stacked with a feedforward network. The input of the RNN is the

sequence XT . The output of the RNN is fed into a feedforward network (each element

of the output sequence is fed to the same feedforward network as in (4.7)). The output

of the feedforward networks is the sequence containing the parameters of the distribution

p(zt|xt). We parametrize p(zt|xt) using the mean and variance of a normal distribution:

p(zt|xt) ∼ N(µe(he(x
t)), σe(he(x

t))I) := N(µe,t, σe,t).

where he(x
t) = he(xt, he(x

t−1)) and he(x
0) is defined as a constant. The quantity he(·) is

the hidden state of the RNN. And (µe, σeI) is the output of the feedforward network.

Since we are using a RNN we have that once xt is given, the variable zt only depends

on xt. This is the causal encoder property, and so p(zt|xt) =
∏t
i p(zi|xi) for all t ≤ T .

The Gaussian assumption on p(zt|xt) is not limiting due to the expressive power of

neural networks and the fact that any distribution can be approximated using Gaussian

kernels.

Decoder: The decoder has to learn q(yT |zT ). It has the same structure as the encoder:

a RNN as in Figure 4.1, stacked with a feedforward network. The input of the RNN is

the sequence Zt. The output of the RNN is fed into a feedforward network. The output

of the feedforward networks is the sequence containing the parameters of the distribution

q(yT |zT ). We parametrize q(yt|zt) using the mean and variance of a normal distribution:

q(yt|zt) ∼ N(µd(hd(z
t)), σd(hd(z

t))I) := N(µd,t, σd,t),

where hd(z
t) = hd(zt, hd(z

t−1)) and hd(z
0) is defined as a constant. The quantity hd(·) is

the hidden state of the RNN. And (µd, σdI) is the output of the feedforward network.

Observe that since we are using a RNN we have that once zt is given, the variable yt

only depends on zt. This is the causal decoder property, and so q(yT |zT ) =
∏T
t=1 q(yt|zt)
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for all t ≤ T .

Loss function: The loss function (ignoring the H(Y T ) term) is given by

T∑
t=1

∫
p(xt, yt)p(z

t|xt) log q(yt|zt) dxtdyt dzt

−β
T∑
t=1

∫
p(xt)p(zt|xt)p(xt) log

(
p(zt|xt)
r(zt)

)
dxtdzt.

(4.8)

With our dataset {xTn}Nn=1, {yTn }Nn=1, we use the empirical approximation of the distribu-

tion p(xT , yT ) on (4.8) to get the empirical loss

1

N

∑
t

∑
n

∫
p(zt|xtn) log q(yt,n|zt) dzt

−β
∫
p(zt|xtn) log

(
p(zt|xtn)

r(zt)

)
dzt

(4.9)

We shall assume r ∼ N(0, I)—this is a common assumption to encourage the learned

features to be well-distributed (see Kingma and Welling 2013). In the second term, we get

the KL-divergence between the Gaussian distribution p(zt|xt) with parameters (µe,t, σe,t)

and the standard normal, which has a closed-form expression.

To compute the first term of (4.9) we would like to approximate the integrals using

Monte Carlo method by sampling from p(zt|xtn). The problem is that this distribution

depends on the parameters of the encoder and when we are training we can’t backpropagate

the derivative with respect to this parameters through the operation of sampling. To solve

this problem we use the reparametrization trick (see Kingma and Welling 2013). Note that:

∫
p(zt|xtn) log q(yt,n|zt) dzt = EZt∼p(zt|xtn)[log q(yt,n|Zt)]. (4.10)

Recall p(zt|xtn) =
∏t
i p(zi|xin) for any t ≤ T where each p(zi|xin) ∼ N(µe(he(x

i
n)), σe(he(x

i
n))I).
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Let εi = {εi}ti=1 independent standard random normals. Then if Zt ∼ p(zt|xtn):

ZT = (Z1, . . . , Zt) (4.11)

= (σe(he(x
1
n))Iε1 + µe(he(x

1
n)), . . . , σe(he(x

t
n))Iεt + µe(he(x

t
n))). (4.12)

If we define

f(εt, xtn) = (σe(he(x
1
n))Iε1 + µe(he(x

1
n)), . . . , σe(he(x

t
n))Iεt + µe(he(x

t
n))), (4.13)

then from (4.10), (4.12) and (4.13) we get that the first term in (4.9) satisfies:

1

N

∑
t

∑
n

∫
p(zt|xtn) log q(yt,n|zt) dzt = Eεi [log q(yt,n|f(εt, xtn))]. (4.14)

This way the sampling is done for the independent standard normal εi and is independent

of the encoder parameters allowing us to run backpropagation through the loss function.

4.5 Experimental results

In this section we present the setup and result of our experiments done with simulated

and real data.

Encoder and decoder each consist of a LSTM recurrent layer and a fully connected

layer. Trough all the experiments the structure of the networks was kept constant. Units of

the recurrent layer: 50, Activation of the recurrent layer tanh, units of the fully connected

layer: 100, Activation of the fully connected layer: Relu. No activation for the output

layer.

The dimension of the variable Z was always 10, the optimization method was Adam,

and the learning rate 0.001.

For our data {yTn }Nn=1 and our prediction {ŷTn }Nn=1 we compute the normalized absolute
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Figure 4.2: (a) Prediction ŷ compared with actual values y for a test sequence at different
values of β. (b) Normalized absolute error (NMAE) as a function of β. At β = 1 error
is small but test and train error are close, showing the algorithm is not overfitting. β is
plotted in a log10 scale.

error (NMAE) defined as:

NMAE =
1

ȳ

N∑
n=1

T∑
i=1

|yt,n − ŷt,n|,

where ŷ =
∑N

n=1

∑T
i=1 |yt,n|.

Simulated data: We generate a sequence xT with T = 10, 000 of realizations of inde-

pendent standard normal random variables. From it we construct a sequence yT by means

of:

yt = αxt + α1xt−1 . . .+ αtx1 + εt,

where α = 0.8 and εi is noise generated from N(0, .1). From xT we obtain sequences

of length 30 of the form (xt, . . . , xt+30). We do the same for yT . The collection of this

sequences would be our data: {(xt, . . . , xt+30)}T−30
t=1 , {(yt, . . . , yt+30)}T−30

t=1 . We will use the

first 80% on the data for training and the rest for testing. we trained using mini batches

of size 200 during 2000 epochs.

We found that approximation was good for the correct values of β as it can be seen in

Figure ??. We have several observations:
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• The approximation is better for the last elements of each sequence. This is because

while maximizing the loss function, we have less information on the first elements

since the variables Y t and Zt only depend on the past. This is not an issue in actual

implementation since we will use the past information at all times.

• As the values of β get high the algorithm stops learning information about Y T and

only focuses minimizing I(XT ;ZT ). This leads to a worse prediction.

• Even though the algorithm was trained with a sequence of a single length, it performs

similarly with sequences of different lengths (data not shown).

The dependence of the error NMAE on parameter β can be seen in figure ??. Here

we observed that for lower values of β the algorithm is overfitting since the test error is

bigger than the train error. But as β increases the gap between the two errors decreases.

The optimal value of β is when the gap between the error is smallest but the error itself

is still reasonable. In this case the value is β = 1 and the test NMAE error at this point

is 0.349 while the train error is 0.292.

Weather data: We use the weather time series data recorded by Max Planck Institute

for Biogeochemistry (see Weather dataset from the Max Planck Institute for BioGeochem-

istry n.d.). We use data from 2009 to 2016. The data is recorded every 10 minutes but

we take only the hourly measures. We use 14 of the features including atmospheric pres-

sure and humidity, to predict temperature. Similar to our simulated data experiments,

we set sequences of one week length and take %80 percent of the data for training and

the rest for testing. We normalized all the data using the empirical mean and empirical

standard deviation from the training set. We use mini batches of length 500 over 200

epochs. Figure 4.3 shows the good performance of the algorithm on this data for β ≈ 0.1,

which degrades with larger values of β as expected.

Stock market data: We use the historical prices of the Dow Jones index (DJ30) and

the Shanghai Stock Exchange (SSE), downloaded from Yahoo finance (see Yahoo finance
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Figure 4.3: (a) Prediction of the temperature for a test sequence at different values of β.
(b) Normalized absolute error (NMAE) as a function of β. Parameter β is plotted in a
log10 scale.

n.d.). We use data from 2006 to 2020. The data is recorded every day. We use the DJ30

index to predict the SSE index. We partition our data into sequences of 60 days length

and take 80% percent of the data for training (roughly from 2006 to 2017) and the rest

for testing. We normalized all the data using the empirical mean and empirical standard

deviation from the training set. We use mini batches of size 200.

When training for 2000 epochs and finding the NMAE error as a function β we found

that error were still large for training and test data but that a value of β = .2 could

achieve good performance without overfitting. Then wee trained the algorithm with β = .2

during 10,000 epochs. The NMAE training error was reduced to 0.099. We found that

approximation was good for test data points that are close in time to the training data

points (data from the first 150 days of the test set), as Figure 4.4 shows. The test NMAE

error in data from the first 150 days of the test set is 0.15. We suspect this is because

because stock market patterns change and the training set cannot remain valid for test

sets far in the future.

4.6 Discussion

In this chapter, we presented an information bottleneck principle for causally predicting a

time-series Y T using a time-series XT . There are several interesting directions that may
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Figure 4.4: Prediction of the SSE index by observing the DJ30 index for a test sequence
that happens not long after the last sequence used for training.

be pursued from this starting point.

In our IB principle, we assumed causal features are those that satisfy the Markov

chain Zt → Xt → (XT , Y T , Zt−1), denoted by (M2). This choice lead to a loss function

that is easily optimized using RNNs. But one may have picked a smaller class of causal

features that satisfy Zt → Xt → (XT , Y T , Zt−1) (M1), or a larger class where Zt →

(Xt, Z
t−1) → XT (M3). D. Xu and Fekri (2018) suggested studying the smaller class

by using a standard neutral network to encode Xt into Zt, and then using an RNN to

generate Yt from Zt. However, the authors incorrectly assumed the decoder RNN satisfies

q(yt|zt) =
∏t
i=1 q(yi|zi) (instead of

∏n
i=1 q(yi|zi)) leading to a wrong variational bound

on the information bottleneck objective. We did not try to correct their algorithm since

we found there is no drawback to considering the larger class (M2) from a computational

perspective. Class (M3) may actually confer benefits with regards to compressing XT .

This can be implemented using an RNN where the output Zi is fed into the input at

time i + 1. However, the loss function becomes significantly more complicated, with an

additional Monte Carlo sampling step. We did not investigate this algorithm here—since

our algorithm already yielded strong results—but this could be a promising direction to
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pursue. Another aspect we did not consider was the presence of side information when

predicting Y T . The simplest example of side information is knowledge of the past; i.e.,

one may use Y t−1 to predict Y , in addition to Zt. We plan to pursue these lines of work

in the future.
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Chapter 5

Conclusion

In each chapter in this thesis we addressed a different aspect of neural networks. Here we

will present observations we made while working in each of these chapters, and how these

observations gave us an idea of how neural networks work.

Recall form chapter 2: If we have data generated by a distribution PX , our goal is to

train an algorithm with loss function `, such that its population risk LPX
(w) = EPX

`(X,w)

is minimized with respect to the parameters of the model w. However, since we don’t have

access to PX we minimize the empirical risk instead LS(w) = 1
n

∑n
i=1 `(xi, w) were we

approximate PX by the empirical uniform distribution. To ensure our result is meaningful

we want to make sure that the excess risk: the difference between the empirical risk (the

one we compute in practice) and the population risk (our goal) is small. It turns out that

the excess risk consists of two terms: the difference between the actual minimum of the

empirical risk and the one obtained in practice, and the generalization error. Therefore to

have a meaningful algorithm we have to minimize the empirical risk and simultaneously

have a small generalization error.

However in practice it happens often that the algorithms are trained by minimizing

the empirical risk and the generalization error becomes automatically small.

To understand why this happens recall that training an algorithm with data generated

by PS = P⊗nX amounts to finding a conditional distribution PW |S=s defined on the param-
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eters of such algorithm. In this case we find PW |S=s by minimizing LS(w). Recall also

that this will determine a joint distribution PS,W .

What happens is that as A. Xu and M. Raginsky (2017) found and we confirmed,

under some assumptions on the loss function and the distribution PX , the generalized

error is bounded in terms of some measure of the “information” between the data and the

parameters of the algorithm (either I(S;W ) or W p
p (PS , |PbW |s). Then when minimizing

LS(w) it happens that this quantities (I(S;W ) or W p
p (PS ,PW |s)) are also being minimized

by the training process. Therefore making the generalization error small.

Another thing to note from chapter 2 is the form of the bounds on the generalization

error. As mentioned before both I(S;W ) and W p
p (PS ,PW |s), are measures of the “informa-

tion” between the data distribution PS and the distribution on the model parameters PW .

And while I(S;W ) is easier to compute in practice, W p
p (PS ,PS|w) may seem more natural

because the restrictions that are imposed to obtain it are only on the loss function and

not on the data distribution. Either way, these two quantities are both ways to measure

the information between PS and PW by looking how different are the two distributions

PSPW and PS,W .

This observations leads us to note the following. We use different definitions of in-

formation that seem to capture something of how this “information” is being processed

through a learning algorithm. But we still don’t fully understand how these algorithms

work. That may be because we really don’t have a formal general concept of information.

Future research can look into finding different ways of measuring information where may

be looking at how the two distributions PSPW and PS,W differ might be a good starting

point.

In chapter 3 we turn to the adversarial problem. We found that for a classification

task, adversarial examples seem to disappear when the classifier operates only on the data

manifold. Our main contribution is that this data manifold was constructed in the simplest

way possible. It’s simply an interpolation of the training data, no adversarial training or

generative models are involved.



62

This lets us think about adversarial examples from a different perspective: Is not that

the network is “misclassifying” adversarial examples. It is that the network’s generalization

capabilities are so great that the algorithm generalizes even in examples that wouldn’t be

produced naturally. And under the logic of the network this is how adversarial examples

should be classified.

Supporting this perspective is the fact that the data itself has a lot of information that

is often overlooked during training. For example consider a image classification task where

the training data consist of pictures of animals. There is a lot of information already there:

you probably won’t find phosphorescent colors on the images, figure with more than two

eyes are likely, images near the edges of the picture will not be important. However, in a

supervised learning task this side-information is not used for the training, the only thing

the network cares about is about the labels. It doesn’t matter if we are using images of

animals or handwritten numbers the training process, and even the loss functions are the

same.

Another thing that makes adversarial examples mysterious is that the way we deem an

example adversarial or not is subjective. If an image is misclassified by the network but for

a human it obviously belongs to a specific class then we call it adversarial. But how can we

measure if a human thinks an image belongs to a class? This also poses the matter of how

information is processed in different contexts. Is information processed differently in an

artificial neural network than in the brain or does it always follow some general principles?

How is that a humans can easily classify this image? Is the adversarial example something

that only happens in artificial neural networks or is it a general information phenomena?
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Remark 5.1. A possible line of work mixing artificial neural networks with neu-

roscience research and involving adversarial example could be as follows. We could

train a monkey to classify images while doing an online recording of the medial tem-

poral visual cortex (MT). Then train an artificial network to classify the images in

the same way the neural activity of the monkey does. So an image instead of being

classified as a cat or a dog is classified as: this image produced f(t) neural response,

or g(t) neural response. Then generate what would be adversarial examples by max-

imizing the loss function of our artificial network without moving to far a way form

an original image. We then would like to see if these are adversarial images, not for

the final image classification, but for the neural activity classification; i.e., if these

two similar images (the original and the adversarial) will produce a different neural

response. It might be that this adversarial examples also exist in the brain but they

are rectified upstream by another mechanism or that they are not at all present.

Finally in 4 we are forcing the loss function to guarantee that only relevant information

from the input is extracted. In here we are using some information that is intrinsic to

the data: the fact that we have causal series. We incorporate this by using recurrent

neural networks and forcing our distributions to satisfy certain conditions expected from

the causality assumption.

What is interesting in here and also in Alemi et al. (2016) is that we don’t actually

optimize our information bottleneck objective function. We optimize a bound for it, yet

in practice this seem to work well. One possibility is that this bound is close to the actual

objective function. But another possibility is that the information bottleneck objective

function is not what is important. There may be another quantity that is important for

the algorithm to work, and it happens that the bound that we are optimizing captures

this quantity.

Trying to understand neural networks is trying to understand how information is pro-

cessed. Tools like mutual information and Wasserstein distance seem to point us in the
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right direction not only in the artificial neural network setting but in other situations too.

Remark 5.2. In W. Huang, X. Huang, and Zhang (2017) an artificial network is

constructed to model a biological network. The input is an image and the output is

supposed to model the neural response of the MT cortex in a monkey. The artificial

network was trained through a unsupervised paradigm by maximizing the mutual

information between the input images ant the output neural response. After training

the artificial network produced similar responses as those recorded in the monkey

showing that the brain is also using mutual information in some capacity, to process

information.

It seem there is some general formal concept of information that governs how neural

networks work. Mutual information and Wasserstein distance may be just particular cases

of this general concept.
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Appendix A

Proofs

Chapter 3 proofs

Lemma A.1. Let f(s, w) := 1
n

∑n
i=1 `(xi, w) then:

E(PS ,PW |S) =

∫
S×W

f(s, w)dPS(s)dPW (w)−
∫
S×W

f(s, w)dPS,W (s, w)

Proof:

Observe that since the samples Xi are i.i.d., we may equivalently express the population

risk as

LPX
(w) :=

∫
X
`(x,w)dPX(x) =

∫
S

1

n

n∑
i=1

`(xi, w)dPS(s)

Then the generalization error satisfies:
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E(PS ,PW |S) =

∫
S

∫
W

[LPX
(w)− Ls(w)]dPW |s(w)dPS(s)

=

∫
S

∫
W

[∫
S

1

n

n∑
i=1

l(xi, w)dPS(s)− 1

n

n∑
i=1

l(xi, w)

]
dPW |s(w)dPS(s)

=

∫
S×W

∫
S
f(s, w)dPS(s)dPS,W (s, w)−

∫
S×W

f(s, w)dPS,W (s, w)

=

∫
W

∫
S
f(s, w)dPS(s)dPW (w)−

∫
S×W

f(s, w)dPS,W (s, w)

We have concluded that:

∫
S×W

f(s, w)dPS(s)dPW (w)−
∫
S×W

f(s, w)dPS,W (s, w) (A.1)

Lemma A.2. Let S = X n be the sample space and W the parameter space. Let the

loss function ` : X ×W → R be Lipschitz continuous on X for every w ∈ W; i.e.

|`(x̄, w)− `(x,w)| ≤ L||x̄− x||p, ∀w ∈ W,

for some p ≥ 1. Let s = (x1, . . . xn) ∈ S with f defined as:

f(s, w) =
1

n

n∑
i=1

`(xi, w).

Then for any s, s̄ ∈ S and w ∈ W, we have:

|f(s̄, w)− f(s, w)| ≤ L

n
1
p

||s̄− s||p.



67

Proof. Let x = (x1, . . . , xn). From Holder’s inequality and for p ≥ 1 we have that:

||x||1 =
n∑
i=1

1 · |xi|

≤

(
n∑
i=1

|xi|p
) 1

p
(

n∑
i=1

(1)
p

p−1

)1− 1
p

= ||x||pn1− 1
p

Using this we have that:

|f(s̄, w)− f(s, w)| ≤ 1

n

n∑
i=1

|`(x̄i, w)− `(xi, w)|

≤ L

n

n∑
i=1

||x̄i − xi||p

≤ L

n
1
p

(
n∑
i=1

||x̄i − xi||pp

) 1
p

=
L

n
1
p

||s̄− s||p.

Theorem A.3. Let S = X n be the sample space and W be the parameter space.

Let PW |S be an algorithm. and let PS,W be the distribution on S×W induced by the

algorithm and the distribution on the data (PS,W = PSPW |S). If the loss function `

is Lipschitz continuous on X for every w ∈ W; Then:

|E(PS ,PW |S)| ≤ L

n
1
p

(∫
W
W p
p (PS ,PS|w)dPW (w)

) 1
p

.

Proof. From lemma A.1 recall that the generalization error equals

E(PS ,PW |S) =

∫
S×W

f(s, w)dPS(s)dPW (w)

−
∫
S×W

f(s, w)dPS,W (s, w)

(A.2)
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where s = (x1, . . . xn) and f(s, w) = 1
n

∑n
i=1 `(xi, w). From now on, we are going to work

in the space (S ×W)× (S ×W). To avoid confusion, we will denote as S̄ × W̄ the space

where the distribution is the product measure PSPW , and we will denote elements on this

space as (s̄, w̄). Let π be any distribution in Π(PSPW ,PS,W ); i.e., the marginals of π on

(S̄ × W̄) and (S ×W) are PSPW and PS,W respectively. Therefore we have that:

∫
S̄×W̄

f(s̄, w̄)dPS(s̄)dPW (w̄)−
∫
S×W

f(s, w)dPS,W (s, w)

=

∫
(S̄×W̄)×(S×W)

f(s̄, w̄)− f(s, w) dπ(s̄, w̄, s, w).

(A.3)

From (A.2) and (A.3) we get:

|E(PS ,PW |S)|

≤
∫

(S̄×W̄)×(S×W)
|f(s̄, w̄)− f(s, w)| dπ(s̄, w̄, s, w).

(A.4)

Observe that (A.4) is valid for any π ∈ Π(PSPW ,PS,W ). Thus, we may choose an ap-

propriate coupling π0 that makes the right hand side small thus strengthening the upper

bound which ultimately will lead to the conclusion of the theorem.

Construction of π0:

For each w ∈ W consider the family of distributions Πw(PS ,PS|w) on S̄ × S. Let πw be

the distribution that achieves the Wasserstein metric (as mentioned before, such measure

exists from Villani 2003); i.e.:

W p
p (PS ,PS|w) =

∫
S̄×S
||s̄− s||ppdπw(s̄, s). (A.5)

The idea to generate a coupling π0 is as follows: Generate W according to PW , and set

W̄ = W . Using the realized value w of W , generate the pair (S̄, S) according the πw

defined above.



69

More precisely, let π̄0 be the distribution on S̄ × S ×W induced by PW and the family

of distribution {πw}w∈W on S̄ × S , i.e. π̄0(s̄, s, w) = πw(s̄, s)PW (w). We will define

π0 ∈ S̄ ×W̄ ×S×W on terms of π̄0: Let D be the diagonal of W̄ ×W and let p(w̄, w) = w

be the canonical projection. (It does not really matter if the projection is on W̄ or W, as

it will only be evaluated on D). For an event A of S̄ ×S and B an event of W̄ ×W, define

π0(A×B) = π̄0(A× p(B ∩D)). (A.6)

In other words, the measure π0 is assigning a measure of zero to all events of S̄×W̄×S×W

that are off the diagonal of W̄ × W. And is assigning measure π̄0 to events intersecting

the diagonal. (Note that by Carathéodory’s extension theorem it is enough to define π0

in the rectangles of (S̄ × W̄ × S ×W)).

Finally, we argue that π0 constructed as above lies in Π(PSPW ,PS,W ). Let A ⊆ S̄ and

B ⊆ W̄. Then:

π0(A×B × S ×W) = π̄0(A× S × p([B ×W] ∩ D))

= π̄0(A× S ×B)

=

∫
B

∫
A×S

dπw(s̄, s)dPW (w)

(a)
=

∫
B

∫
A
dPS(s̄)dPW (w)

= PSPW (A,B),
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where (a) follows since πw ∈ Π(PS ,PS|w). Similarly if A ⊆ S and B ⊆ W. Then:

π0(S̄ × W̄ ×A×B) = π̄0(S̄ ×A× p([W̄ ×B] ∩D))

= π̄0(S̄ ×A×B)

=

∫
B

∫
S̄×A

dπw(s̄, s)dPW (w)

(a)
=

∫
B

∫
A
dPS|w(s)dPW (w)

= PS,W (A,B),

where (a) follows since πw ∈ Π(PS ,PS|w).

Now that we constructed π0, going back to (A.4) we get that:

|E(PS ,PW |S)|

≤
∫

(S̄×W̄)×(S×W)
|f(s̄, w̄)− f(s, w)| dπ0(s̄, w̄, s, w)

(a)
=

∫
(S̄×W̄)×(S×W)

1{w̄=w}|f(s̄, w̄)− f(s, w)| dπ0(s̄, w̄, s, w)

(b)
=

∫
S̄×S×W

|f(s̄, w)− f(s, w)|dπ̄0(s̄, s, w)

(c)
=

∫
S̄×S×W

|f(s̄, w)− f(s, w)|dπw(s̄, s)dPW (w)

(d)

≤
∫
S̄×S×W

L

n
1
p

||s̄− s||pdπw(s̄, s)dPW (w)

(e)

≤ L

n
1
p

(∫
S̄×S×W

||s̄− s||ppdπw(s̄, s)dPW (w)

) 1
p

(f)
=

L

n
1
p

(∫
W
W p
p (PS ,PS|w)dPW (w)

) 1
p

where (a) and (b) follows from the definition of π0 in (A.6), (c) follows from the definition

of π̄0, (d) follows by Lemma A.2, (e) follows from Jensen’s inequality, and (f) follows from

the choice of πw given by equation (A.5).
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Lemma A.4. If µ satisfies Tp(c), then µ⊗n satisfies Tp(cn
2/p−1).

Proof. Proof in Maxim Raginsky, Sason, et al. 2013.

Lemma A.5. Let PS,W = PS|WPW a distribution on S ×W then:

dPS|W
dPS

=
dPS,W
dPSPW

Proof. By the definition of Radon-Nikodin derivative we have that for any measurable set

B ⊂W :

∫
B

dPS|W
dPS

dPS =

∫
B
dPS|W

Integrating bot sides over an arbitrary measurable set A ⊂W with respect to PW we get:

∫
A

∫
B

dPS|W
dPS

dPSdPW =

∫
A

∫
B
dPS|WdPW

=

∫
A

∫
B
dPS,W

Which tells us that for any measurable rectangle A×B the function
dPS|W
dPS

is the Radon-

Nikodin derivative
dPS,W

dPSPW
. But because of Carathéodory’s extension theorem this equality

then also holds for any measurable sets of S ×W concluding the proof.

Theorem A.6. Assume that PX satisfies Tp(c) for some p ∈ [1, 2] and some c > 0.

Then

L

n
1
p

(∫
W
W p
p (PS ,PS|w)dPW (w)

) 1
p

≤ L
√

2c

n
I(PS ;PW ) (A.7)
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Proof. First we show that

I(PS ;PW ) =

∫
W
D(PS|W=w||PS)dPW (w). (A.8)

Using the definition off mutual information in terms of the KL- divergence:

′I(PS ;PW ) = D(PS,W ||PSPW )

=

∫
S×W

ln

(
dPS,W
dPSPW

)
dPS,W

(a)
=

∫
S×W

ln

(
dPS|W
dPS

)
dPS,W

=

∫
W
D(PS|W ||PS)dPW .

where (a) is from lemma A.5.

Now by Lemma A.4, we have that PS satisfies a Tp(cn
2/p−1) inequality. We now have

the following sequence of inequalities:

I(W ;S) =

∫
W
D(PS|W=w||PS)dPW (w)

(a)

≥
∫
W

Wp(PS|W=w,PS)2

2cn2/p−1
dPW (w)

=
1

2cn2/p−1

∫
W

(
Wp(PS|W=w,PS)p

)2/p
dPW (w)

(b)

≥ 1

2cn2/p−1

(∫
W
Wp(PS|W=w,PS)pdPW (w)

)2/p

.

Here, (a) follows from the transportation-cost inequality for PS and (b) follows from the

Jensen’s inequality and the fact that 2/p ≥ 1. Taking square-roots and simplifying, this

yields

√
2cI(W ;S)

n
≥ 1

n1/p

(∫
W
Wp(PS|W=w,PS)pdPW (w)

)1/p

.

Multiplying both sides by L completes the proof.
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Chapter 4 proofs

Theorem A.7. Let β > 0. Let (XT , ZT , Y T ), be random variables with joint

probability density p(xT , yT , zT ), where p satisfies the causal encoder property. Let

q(yT , zT ) be a probability density satisfying the causal decoder property, and let r(zT )

be any probability density satisfying r(zT ) =
∏T
t=1 r(zt). Then we have that:

I(Y T ;ZT )− βI(XT ;ZT ) ≥
T∑
t=1

∫
p(xt, yt)p(z

t|xt) ln q(yt|zt) dxtdyt dzt

−β
T∑
t=1

∫
p(xt)p(zt|xt)p(xt) ln

(
p(zt|xt)
r(zt)

)
dxtdzt

+H(Y T ).

Proof. The proof of Theorem A.7 proceeds in two steps. We first lower bound the

I(Y T ;ZT ) term, and then we upper bound the I(XT ;ZT ) term.

Lower bound on I(ZT ;Y T ): We can write I(ZT ;Y T ) as:

∫
p(yT , zT ) ln

(
p(yT |zT )

p(yT )

)
dyTdzT

=

∫
p(yT , zT ) ln

(
p(yT |zT )

p(yT )

)
dyTdzT +

∫
p(yT , zT ) ln

(
q(yT |zT )

p(yT )

)
dyTdzT

−
∫
p(yT , zT ) ln

(
q(yT |zT )

p(yT )

)
dyTdzT

(A.9)

Here we are only adding and subtracting the same term to I(ZT , Y T ). Looking at the

the first and third terms on the right hand side in (A.9) we find they are positive:
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∫
p(yT , zT ) ln

(
p(yT , zT )

p(yT )p(zT )

)
dyTdzT −

∫
p(yT , zT ) ln

(
q(yT , zT )

p(yT )q(zT )

)
dyTdzT

=

∫
p(yT , zT ) ln

(
p(yT , zT )p(yT )q(zT )

q(yT , zT )p(yT )p(zT )

)
dyTdzT

=

∫
p(yT |zT )p(zT ) ln

(
p(yT |zT )

q(yT |zT )

)
dyTdzT

=

∫
D(p(yT |zT )||q(yT |zT ))p(zT )dzT (A.10)

Since the KL divergence is positive for every value of zt, the integral (A.10) is positive.

Putting (A.9) and (A.10) together we conclude that:

I(Y T ;ZT ) ≥
∫
p(yT , zT ) ln

(
q(yT |zT )

p(yT )

)
dyTdzT (A.11)

=

∫
p(yT , zT ) ln q(yT |zT )dyTdzT +H(Y T ). (A.12)

Since q satisfies the causal decoder property, from remark 4.6, we get that q(yT |zT ) =∏T
t=1 q(yt|zt). Using this on the first term in (A.12) we get:

∫
p(yT , zT ) ln q(yT |zT ) dyTdzT =

∫
p(yT , zT )

T∑
t=1

ln q(yt|zt)dyTdzT

=
T∑
t=1

∫
p(yt, z

t) ln q(yt|zt)dyt dzt. (A.13)

Simultaneously observe that:

p(yt, z
t) =

∫
p(xt, yt, z

t) dxt,

=

∫
p(zt|xt, yt)p(xt, yt) dxt,

=

∫
p(zt|xt)p(xt, yt) dxt, (A.14)

where the last equality follows from the Markov property Zt → Xt → Y t of the causal
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encoder. Substituting equalities (A.13) and (A.14) in the bound (A.12), we get the lower

bound:

I(Y T ;ZT ) ≥
T∑
t=1

∫
p(zt|xt)p(xt, yt) ln q(yt|zt) dxtdyt dzt +H(Y T ). (A.15)

Upper bound on I(XT ;ZT ): Using a similar strategy as above, we have

I(XT ;ZT ) =

∫
p(xT , zT ) ln

(
p(zT |xT )

p(zT )

)
dxTdzT

=

∫
p(xT , zT ) ln p(zT |xT ) dxTdzT −

∫
p(zT ) ln p(zT ) dzT (A.16)

Since D(p(zT )||r(zT )) ≥ 0 we have that
∫
p(zT ) ln p(zT ) dzT ≥

∫
p(zT ) ln r(zT ) dzT .

Substituting this in (A.16) we get:

I(XT ;ZT ) ≤
∫
p(xT , zT ) ln p(zT |xT ) dxTdzT −

∫
p(zT ) ln r(zT ) dzT

=

∫
p(xT , zT ) ln

(
p(zT |xT )

r(zT )

)
dxTdzT

≤
∫
p(xT , zT ) ln

(
p(zT |xT )∏T
t=1 r(zt)

)
dxTdzT , (A.17)

where we used the product form r(zT ) =
∏T
t=1 r(zt) in the las equality. Since p

satisfies the causal encoder property, from remark 4.6, we have p(zT |xT ) =
∏T
t=1 p(zt|xt).

Substituting in (A.17) we get the upper bound:

I(XT ;ZT ) ≤
T∑
t=1

∫
p(zt|xt)p(xt) ln

(
p(zt|xt)
r(zt)

)
dxtdzt.

Putting both bounds together, we obtain the statement of the theorem.
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