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ABSTRACT

As technology scales, new circuit effects and interactions inevitably arise, leading
to potential reliability issues. For storage arrays that use SRAM or DRAM, there is
often a trade-off between storage density and reliability. Due to their high density,
these structures are vulnerable to bit corruption due to process effects or soft errors.
Existing protective techniques typically add redundancy in the form of spares
or parity bits, allowing errors to be corrected or avoided. This work observes,
however, that untapped redundancy is already present in modern processor ar-
chitectures. Based on this observation, the concept of microarchitectural patching
is introduced, in which existing superscalar structures and mechanisms prevent
disabled hardware or invalid data from being accessed. For instance, data can be
loaded from a structure like the store queue, avoiding a faulty copy in the cache.
To highlight the utility of this parch patching phenomenon, two novel applications
are proposed.

First, a technique called iPatch is introduced to efficiently tolerate cache failures
caused by voltage scaling and process variations. Voltage scaling is a powerful
energy-saving technique, but its effectiveness is often limited by the potential for
SRAM cell failures at low voltages. To extend voltage scaling, recent proposals
suggest disabling failing portions of on-chip SRAM caches. Although this approach
saves power, energy reduction is limited because reducing the usable cache space

degrades performance. iPatch regains this lost performance and enables energy



ix
savings by exploiting the parch patching mechanism. By relying on existing
superscalar structures and mechanisms to patch disabled cache subblocks, costly
L2 accesses are avoided and energy efficiency is improved. Furthermore, because
no critical paths or circuits are affected, normal-voltage operation is not impacted.
For high cell failure rates, results show significant energy savings with iPatch as
well as an 18% reduction in energy-delay product compared to prior work.

Second, an approach called COP is proposed to protect against bit flips in main
memories that would normally not have error-correcting capabilities. Protecting
main memories from such errors typically requires special dual-inline memory
modules (DIMMs) which incorporate at least one extra chip per rank, increasing
costs and power consumption. To avoid these costs, some proposals have suggested
protecting non-ECC DIMMs by allocating a portion of memory space to ECC,
shrinking the available memory space and degrading performance. Instead, COP
uses block-level compression to accommodate ECC check bits along with each block
of data in DRAM. COP tracks compressed blocks by using ECC as an indicator
of compression, falling back on parch patching for correctness. COP eliminates
extra memory accesses due to ECC, and does not reduce the available memory
space. Results show that COP can reduce the DRAM soft error rate by 93% with no
storage overhead and negligible impact on performance. To protect incompressible
data, a hybrid approach is also proposed that can reduce the storage overhead by

80% and improve performance by 5% compared to prior work.



1 INTRODUCTION

The scaling of process technology allows more transistors to be integrated on a
single die, opening the door for increasingly complex and efficient processors.
Additional transistors have historically been leveraged to enhance performance
through advanced superscalar logic, bigger caches, and more processor cores. In
order to fully reap the benefits of smaller transistors, however, various challenges
must be overcome.

Technology scaling introduces a number of reliability concerns with potential to
harm yields or interfere with correct operation. Issues like soft errors and process
variations, for instance, are intensified by continued technology scaling [13, 51].
The growing number of transistors per chip increases the likelihood of a device
being slow, faulty, or affected by a particle strike. In addition, saving power by
reducing supply voltages can exacerbate such reliability issues. Both soft errors
and process variations can result in silent data corruption if they are not properly
dealt with. Since it is becoming infeasible to completely mitigate these issues
at the circuit level, dedicated error protection circuitry is becoming increasingly
common. If the error protection overhead is too high, however, it can eat into the
budget that would otherwise be allocated to performance, diminishing the benefits
of technology scaling. Thus, as process variations and soft errors become more
significant, it is crucial that low-overhead protective mechanisms be employed.

Modern processors employ large SRAM caches and off-chip main memories



that are vulnerable to corruption by soft errors or variation-induced failures. Due
to the large number of on-chip and off-chip resources devoted to such storage,
protection against errors is critical yet potentially expensive. Aside from circuit-
level approaches that modify the storage cells, higher-level techniques to protect
these arrays often add additional storage. The extra space can be allocated to
hold parity bits for error-correcting codes, serve as spare elements that can be
swapped in for faulty ones, or hold redundant copies of data. A common practice
in SRAM or DRAM arrays is to incorporate spare rows or columns that can be used
as replacements [34]. Such redundancy-based techniques can become expensive,
however, especially if high failure rates must be tolerated. As an alternative, other
approaches disable failing portions of the array without additional redundancy,
reducing the storage capacity [1,7, 37, 77]. Although this method incurs no storage
overhead, it can degrade performance due to decreased cache sizes.

Regardless of the specific approach, it is clear that any method to improve
system reliability should make efficient use of the storage space available. To this
end, this dissertation proposes a mechanism called microarchitectural patching
that takes advantage of existing processor structures and mechanisms to reduce the
performance, energy, and resource costs of reliably handling data. The benefits of
this approach are demonstrated in two different contexts. First, microarchitectural
patching is applied to improve energy efficiency and performance when process

variations and voltage scaling require partial cache disabling due to cell failures.



Second, is used to enable a novel scheme to add error correcting codes to standard
DRAM modules through data compression. The next section introduces and
explains microarchitectural patching, after which an overview of these specific

applications is provided.

1.1 Microarchitectural Patching

This dissertation introduces the idea of microarchitectural patching (narch patch-
ing). pArch patching is a powerful phenomenon that can augment reliability-
enhancing mechanisms. pArch patching can occur naturally due to the way mod-
ern microarchitectures are designed. Today’s processors rely on a hierarchy of
caches and buffers to significantly reduce data load-to-use latencies and ensure
functional correctness. Such structures include data and instruction caches, store
queues, fill buffers, and micro-op caches. A key observation is that data redun-
dancy naturally exists across these units. For instance, to improve access latencies,
a copy of a data block from main memory can also exist in one or more caches.
Similarly, for correctness, loads can be serviced from the store queue instead of the
data cache, although the same data block may exist both places. An example of
this type of patching is illustrated in Figure 1.1.

There are two important implications of the redundancy that is inherent in

modern superscalar processors:
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Figure 1.1: Example of microarchitectural patching with the store queue. The same
data block exists in the store queue and L1 cache, but loads will be serviced from
the store queue and not the partially faulty copy in the cache.

(Shaded subblocks are disabled)

1. If one copy of a duplicated block is determined to be faulty, it is still possible

to retrieve the correct data from another copy.

2. When the core requests data, only one copy of the data is accessed, and the
copy to access is determined by a hard-coded preferential ranking. Typically,

data will be supplied from the structure with the lowest access latency.

Thus, if the “non-preferred” copy of a data block is determined to be faulty or
unreliable, no special action or hardware is needed as long as a “preferred” copy
exists. For instance, if a data block in main memory is corrupted but a correct copy
is cached on chip, it is the cached copy that will always be seen by the processor.
Therefore, to best exploit parch patching, supplemental hardware should focus on
managing the data stored in preferred structures instead of explicitly providing a
redirection mechanism to fetch fault-free data.

Redundancy in modern systems can also exist in other forms. For instance, the



data being manipulated can itself contain redundancy. Compression algorithms
can be used to extract this redundancy as in one of the techniques in this work.
Storage freed in this manner can then be used to patch any failures that arise. If
the error location is unknown as in the case of soft errors, the “patching” can be

accomplished through error-correcting codes.

1.2 Applications of pArch Patching

1.2.1 Addressing On-Chip Variations

Process variations can cause the delicately-balanced SRAM cells in caches to fail,
particularly at low voltages [10]. Since the probability of failure increases at lower
voltages, this phenomenon can prevent voltage scaling beyond a certain point. This
is a significant limitation for low-power systems, since dynamic voltage scaling
is one of the most effective energy-saving techniques available. For this reason,
prior proposals suggest approaches to tolerate failing cells, opening the door to
power and energy reductions. This issue can be particularly difficult to address in
L1 caches, however, where design modifications could increase the critical path
delay. Prior work by Abella et al. suggests dividing L1 cache blocks into subblocks
that can be individually disabled due to failing cells [1]. Although effective, this
approach can degrade performance when many subblocks are disabled at very

low voltages, since accesses to disabled subblocks are forwarded to the higher-



latency L2 cache. This performance loss can potentially negate the energy savings
of voltage scaling.

To address this problem, a technique called iPatch is proposed in this disser-
tation. iPatch relies on parch patching to reduce the number of extra L2 accesses
incurred because of subblock disabling. For instance, as illustrated in Figure 1.1,
a load that is serviced from the store queue need not access the L1 cache. If this
load addresses a disabled L1 subblock, the latency of the extra L2 access is avoided.
iPatch can use a micro-op cache, store queue, or miss status handling registers to
accomplish this patching. Through intelligent management of the contents of these
structures, patching behavior is promoted, improving performance. Because iPatch
is noninvasive and relies almost entirely on existing structures and mechanisms, it
can provide benefits at low-voltages without negatively impacting high-voltage
operation. Simulations show that iPatch can provide an 18% average reduction
in energy-delay product compared to subblock disabling alone. Additionally, re-
sults show that iPatch improves the performance predictability across chips with

different fault patterns.

1.2.2 Improving Main Memory Reliability

Main memories are particularly susceptible to failures (e.g. soft errors) due to the
sheer number of bits stored. To make main memory more robust, error-correcting

codes (ECC) can be incorporated by storing a number of parity bits along with each



block of data [29]. To allow the storage of parity bits in DRAM, special memory
modules (DIMMs) with extra chips are typically employed. Using these ECC-
enabled DIMMs increases the cost of the hardware as well as its power consump-
tion. Although some prior work has suggested methods for implementing ECC
protection in non-ECC DIMMs, these approaches have large performance over-
heads or substantial storage requirements that reduce the memory space available
to software [79, 81].

This dissertation introduces an approach called COP to compress data and
protect “non-ECC” DIMMs using ECC. COP uses simple compression schemes
to mitigate both the performance and storage overheads of protecting non-ECC
DIMMs. Each 64-byte block in DRAM is compressed by a small amount (e.g. to
free four bytes), allowing the storage of ECC parity bits in the space created. Data
redundancy is thereby exploited to “patch” bit failures using the added ECC. The
usable memory space is not impacted and no additional latency is incurred due
to ECC, since a compressed data block with parity occupies the same number of
bits as an uncompressed block. COP also avoids compression-related addressing
complications by maintaining the original 64-byte block alignment in memory.
Because COP requires only a small amount of compression, it is effective where
other performance-enhancing compression approaches would not be. As shown
in Figure 1.2, even relatively incompressible datasets often offer a small amount of

compressibility per block. To efficiently exploit this opportunity, this dissertation
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Figure 1.2: Data compressibility in SPEC benchmarks. Data is often slightly com-
pressible, even if high compression ratios are not available. Frequent pattern
compression is used [4].

proposes some simple compression techniques for use with COP that can compress
over 90% of blocks on average.

COP stores incompressible blocks in memory in their original form, and uses
parch patching to enable a novel mechanism to detect uncompressed blocks with-
out additional metadata. This is important, since, unlike caches where extra bits
can be easily added, it is difficult to add compression metadata to DRAM without
changing its architecture or reducing the storage capacity. Detection is accom-
plished by checking each 64-byte block read from DRAM for the valid ECC code
words that would have been stored had the block been compressed. To guaran-
tee that this approach will work correctly, incompressible data blocks naturally
containing code words cannot be written to DRAM. In these rare cases, parch
patching is employed by retaining the block in the last-level cache so that it will

patch the stale copy in DRAM. Simulations show that COP has a negligible impact



on performance while other approaches to protect non-ECC DIMM:s can reduce
performance by over 10%. A hybrid scheme is also proposed to protect incom-
pressible blocks in addition to the compressible blocks protected by COP. Since
this scheme (COP-ER) only requires extra storage to handle incompressible data, it

requires about 80% less space than storing ECC for all data.

1.3 Thesis Contributions

The research presented in this thesis makes the following contributions:

* Proposes microarchitectural patching: As introduced in Section 1.1, parch
patching exploits standard superscalar structures and mechanisms to avoid
undesired accesses. This technique is used by iPatch to improve performance
by avoiding a high-latency reliability mechanism. COP also requires parch

patching to distinguish compressible and incompressible data.

* Proposes iPatch to improve energy efficiency during aggressive voltage
scaling: iPatch uses the store queue, pop cache, and MSHRs to patch L1
cache subblocks that are disabled in accordance with the scheme proposed
by Abella et al. [1]. When SRAM failures occur at low voltages, this approach

avoids costly L2 accesses, improving energy savings and performance.

* Proposes COP to protect standard DIMMs with ECC: COP allows protec-

tion of non-ECC DIMMs with negligible performance and storage over-
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heads by compressing memory blocks and adding ECC. Unlike traditional
compression-based techniques, COP requires only a low compression ratio.
Simple targeted compression techniques are therefore proposed for use with

COP.

Introduces a method to track compression for “free”: A method is pro-
posed to allow COP to distinguish uncompressed data from compressed data
without explicitly storing metadata. Instead, COP checks for the parity bits
that are included alongside compressed blocks to protect them. If an incom-
pressible data block contains ECC code words, parch patching is employed

and the block is retained in the last-level cache.

Evaluation of energy savings with iPatch: Experiments were performed to
compare iPatch to prior state-of-the art proposals. A Monte Carlo approach is
used to simulate chips with different fault patterns. Results show that iPatch
can achieve energy savings and performance improvements in conjunction

with aggressive voltage scaling.

Evaluation of COP: Compression schemes for COP were evaluated and
found to be highly effective at providing the required compression ratios.
Performance simulations also compared COP to other proposals and demon-

strate that COP’s performance impact is negligible.
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1.4 Thesis Organization

This thesis is organized as follows: Chapter 2 provides context and background
for the reader including a discussion of process variations, soft errors, and existing
solutions to these problems. An outline of memory system organization and
existing compression techniques is also provided. Chapter 3 presents the iPatch
technique for improving energy efficiency, and Chapter 4 evaluates its efficacy.
Chapter 5 introduces COP, which allows ECC protection of non-ECC DIMMs by
leveraging compression. Chapter 6 discusses the methodology to simulate COP
and presents the simulation results. Finally, Chapter 7 concludes the document

and discusses avenues for future work.
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2 BACKGROUND AND RELATED WORK

This chapter provides background and context for the work presented in this
dissertation. Two prevalent reliability challenges are outlined, and prior work is
discussed. First, the issue of process variation is discussed in Section 2.1, including
its impact on the processor execution core and storage structures. Process variations
can inhibit voltage scaling by making caches unreliable at low voltages. This section
also includes an overview of the subblock disabling technique that is used as a
baseline for iPatch. Section 2.2 discusses particle-induced soft errors in logic and
storage structures including caches and main memory. In particular, the cost
of adding error protection to main memories is described. Finally, Section 2.3
provides an overview of main memory organization and existing compression

techniques.

2.1 Process Variations

2.1.1 Overview

Parameter variations can impact both a processor’s performance, power consump-
tion, and overall reliability [76]. As Figure 2.1 shows, variations can be classified
as either process variations or environmental variations. Environmental variations

are typically dynamic variations that happen at runtime, such as temperature fluc-
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Figure 2.1: Overview of parameter variations that can impact correct circuit opera-
tion [76].

tuations or voltage droops. Process variations, on the other hand, are static, and
are a consequence of the manufacturing process. Such concerns force designers
to incorporate margins and safeguards that take into account all of the possible
operating conditions. Furthermore, if testing reveals that the required guarantees
cannot be met for a part, it may need to be discarded, impacting yield.

Process variations can be further classified as die-to-die or within-die. Die-to-
die variations uniformly affect each chip, and can result from lot-to-lot variations,
wafer-to-wafer variations, or occasionally within-wafer variations. The causes of
such variations include differing manufacturing temperatures or differences in
wafer polishing, which can affect electrical properties [13]. In addition to die-to-die
variations, current and future technologies are increasingly susceptible to within-
die variations [12]. These variations can be spatially-correlated (systematic) as is
the case with lithographic effects on channel widths. Other phenomena such as

dopant fluctuations can also result in random within-die variations that affect each
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Figure 2.2: The ITRS prediction for transistor threshold voltage variability due to
doping effects [31].

device individually [44]. This type of variation has the most significant impact on
minimum-sized devices, which are commonly used in SRAM cells to enable high
storage density.

Regardless of the variation source, process variation typically impacts the
transistor threshold voltage (Vi), which is the gate voltage required to form a
channel between the drain and source, switching the device “on.” A higher Vi
can make a device slower to switch, while a lower V., can make it faster, but
leakier. Since the slowest path determines the overall delay of a circuit, the impact
of slower logic gates will dominate, even if some are made faster. For this reason,
within-die variations are of particular concern, since they can shift the distribution
of fabricated chips, decreasing the mean operating frequency [54]. It has been
even been suggested that the impact of within-die variation could counteract the
potential gains of technology generations to come [13]. Figure 2.2 shows near-future

predictions by International Technology Roadmap for Semiconductors (ITRS) for



15

Vin variability in minimum-sized devices due to doping effects [31]. As shown,
this problem is expected to increase substantially.

Process variations can also perturb the delicate balance of SRAM cells like the
one shown later in Figure 2.3a [77]. Two different failure modes can occur due to
process variation effects, particularly in conjunction with lower supply voltages.
To read the value in the cell, the bitlines (BL) are precharged. When the wordline
(WL) is activated, one of the bitlines will start to discharge through an access
transistor (X0 or X1). If noise on this bitline exceeds the trip point of the inverter
(due to Vi variation), a read failure can occur in which the cell flips. Likewise, a
write failure occurs if a write operation is unable to toggle the cell when a voltage
differential is applied to the bitlines. This can happen if a pull-up transistor (e.g.
P0) is stronger than the access transistor (e.g. X0), keeping the node from being
discharged. To avoid such failures, Vi, in (the minimum supply voltage allowed)
must be set appropriately high [10]. Although techniques such as aggressive clock
and power gating can be employed to reduce power, voltage scaling is one of the
most effective power-saving mechanisms, since power scales quadratically with
voltage [38, 30]. Thus, the most unstable SRAM cell can limit the power savings

available to the whole processor.
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2.1.2 Addressing Variations in Logic

Though frequency binning can be applied to improve yield, it is less efficient
when within-die variations are present. Unlike die-to-die variations, within-die
variations decrease the mean performance of fabricated chips, since a chip can
only be clocked as fast as its slowest path. This phenomenon has motivated a host
of techniques that specifically aim to counter the effects of within-die variations,
including both systematic and random fluctuations in delays [19, 41, 42, 64, 73, 74,
75].

Techniques that target within-die variation range from circuit-level to archi-
tectural. In the circuit domain, recent work proposes modifying the body bias
to compensate for varying threshold voltages [75]. This technique is best suited
to compensate for systematic variations, since additional voltage domains are
required. Still other techniques propose clocking a processor at its intended fre-
quency and detecting any errors that may occur. In this case, the error rate can be
decreased by purposefully modifying the latency of certain circuit paths [64].

As an alternative to disabling slow units, most architecture-level techniques
compensate for slower stages or units with modified timing schemes. One pos-
sibility is to allow variable-latency functional units so that slow units can take
additional clock cycles to complete [41, 42]. Relaxing constraints on operation

latency, however, can potentially complicate scheduling and decrease the number
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of instructions executed per cycle (IPC). To avoid these issues, other work proposes
reducing the processor frequency only when there is sufficient instruction-level
parallelism to require both the fast and slower functional units [19]. Yet another
alternative is time borrowing, in which specific clock signals can be skewed to
allow a slow stage to use some of the time originally allocated to a faster stage [74].
Because techniques to address systematic variations are not optimal for random
variations, prior work by the author proposes a bitsliced design in which slow

datapath slices can be decommissioned [55, 57].

2.1.3 Addressing Variations in SRAM

Modern processors employ a hierarchy of storage structures to keep the most
relevant data close to the core to reduce access latency. These structures, including
large instruction and data caches, comprise a significant and growing amount
of architectural state and die area. Given the large number of storage cells and
the increasing impact of process variations as technology scales, it is important
to employ techniques that can tolerate or prevent failing cells, particularly in the
context of voltage scaling.

Since process variations may limit voltage scaling by causing SRAM cell failures
at low voltages, a number of solutions have been proposed. For instance, ARM’s
big.LITTLE design takes an architectural approach by incorporating both a wide

out-of-order core and a smaller, lower-performing core [27]. Although Vi,in is
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set high enough for both cores to guarantee that no SRAM cells will malfunction,
the smaller core consumes less power because it is less complex. When the DVFS
mechanism can no longer reduce the voltage of the big core, work is migrated to
the smaller core while power-gating the big core. Although effective, this scheme
has some obvious inefficiencies due to the need for a second core and the migration
overhead.

Ideally, similar savings could be achieved with a single non-heterogeneous
processor if Vy,in could be further reduced while ensuring functional correctness.
There are two general approaches to solving this problem. Circuit-level solutions
modify transistor-level implementations to design cells that are more resistant to
process variation-induced failure. Architectural solutions, on the other hand, can
track which cells are failing so that they can be avoided, or make corrections using
error-correcting codes (ECC). For large structures that are less latency-sensitive
such as L2 and L3 caches, strong error correcting codes (ECC) can be deployed,
or more complicated word-substitution approaches can be used to consolidate
fault-free words into usable lines [5, 7]. A different solution is required for the L1,
however, where high-latency error correcting codes or complex schemes are less
teasible. Although the simplest L1 solution is to disable faulty cache lines with
failing cells, the resulting increase in program execution time would nullify any
potential energy savings from lowering the voltage. The remainder of this section

discusses existing circuit and architectural solutions.
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(a) Standard 6T SRAM cell. (b) Robust 8T SRAM cell.

Figure 2.3: SRAM cell comparision. While less likely to fail due to voltage scaling,
the 8T cell requires more area and reduces array density.

Circuit-Level Solutions

One way to address process variations is through circuit-level approaches that
modify the cell design. For instance, using larger devices (upsizing) is an effective
measure against dopant fluctuations in both SRAM and combinational logic. Up-
sizing increases the size of the device channel, making Vyy less sensitive to dopant
variations. Upsizing can be expensive, however, as it can can substantially increase
power consumption and decrease array density.

As an alternative to upsizing SRAM cells, modifying the cell design is a more
efficient and effective approach. For instance, a robust 8-transistor SRAM cell
like the one in Figure 2.3b can be used, which adds an explicit read bitline and
wordline to decouple read operations from write operations and avoid accidental
read upsets [15]. Though stability is enhanced, the modified cell reduces SRAM
density due to the extra devices and wires required [16]. To reduce the overhead of

using robust cells, some proposals suggest hybrid cache architectures that integrate
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different cells, though this increases design complexity [46, 48]. For even more
robustness, there are a number of alternative proposals for robust cell designs
requiring anywhere from 10 to 18 transistors, each with varying overheads and
reliability [32, 80]. For very large array structures such as caches, however, the
overhead of even the 8-transistor cells is expensive, making an architectural solution

more desirable.

Architectural Solutions

Because process variation effects determine which cells fail at low voltages, the
same cells are always unreliable for a given chip and voltage. Therefore, post-
fabrication testing can be used to locate unreliable cells, enabling architectural
solutions to work around the failures and guarantee correctness. The most straight-
forward architectural approach to dealing with faulty cells is to disable all entries
in a structure that contain at least one failing cell. In the case of caches, this can
mean disabling cache lines and consequentially reducing the number of ways
in the affected sets, as proposed in [37]. Although this approach is effective at
moderate failure rates, at lower voltages with more failures it can significantly
reduce cache capacity and therefore degrade performance and energy efficiency.
To better tolerate many failures, strong ECC could be used, but this is not an
ideal solution for L1 caches due to increased latency and the read-modify-write

operation required for partial writes.
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Figure 2.4: Relationship between cell failure rate and block failure rate for different
block sizes. A block is considered faulty when it has one or more faulty cells.
Much prior work aims to extract high performance from partially faulty SRAM
arrays by exploiting the fact that the failure rate of larger blocks of cells is much
higher than that of smaller blocks. In other words, it is more likely that one or more
cells will fail in a 64-byte block than a 16-byte block. Figure 2.4 shows the block
failure rate for different block sizes and cell failure rates. To take advantage of the
lower failure rate of smaller block sizes, prior work divides cache lines into smaller
subblocks that can be individually disabled. The remaining valid subblocks can be
merged into fault-free lines or used in a way that enables functional correctness.
Table 2.1 is a comparison of the available cache space at different failure rates
for various architectural techniques from [1]. The comparison includes generic
techniques as well as approaches proposed by prior work. In this evaluation, any

failure in a line’s tag or metadata requires disabling the entire line. Data is shown
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Table 2.1: Available cache space with different disabling schemes (from [1]). Data
is shown for a 32KB 8-way cache with 64B lines.

Faulty | Way Set Line Word Bit | Subblock-

bit rate | disable | disable | disable [37] | disable [77] | fix [77] | disable [1]
0.01% 2.7% 63.7% 94.5% 49.7% 74.6% 98.8%
0.1% 0.0% 1.1% 56.9% 45.7% 68.8% 89.0%
1% 0.0% 0.0% 0.3% 3.5% 25.1% 31.2%

for a 32KB, 8-way associative cache. The disabling techniques shown are as follows:

1. Way disabling. In a set associative cache, all ways containing at least one

failure are disabled. In an 8-way set associative cache, disabling one way

reduces the usable cache space by 1/8th.

. Setdisabling. In a set associative cache, all sets containing at least one failure
are disabled. In an 8-way set associative cache, each set includes 8 lines. Index
remapping is required to cache data that would have mapped to the disabled

set.

. Line disabling. Ladas et al. suggest disabling lines with one or more failures
to allow low-voltage operation [37]. In this approach, each set can have a dif-
ferent associativity, depending on which lines are disabled. The replacement

logic must be made aware of which lines in a set are disabled.

. Word disabling. In the word-disable approach proposed by Wilkerson et al.,
each word in a line can be individually disabled [77]. The fault-free words

from two adjacent lines are then combined to form a single functional line.
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This approach, while guaranteeing functional correctness, cuts the cache

capacity in half.

5. Bit fix. Bit-fix reallocates every 4th line to hold pointers and 2-bit values
to fix individual faulty bits in 3 other lines [77]. This scheme reduces cache
space by a minimum of 25% even at low failure rates, resulting in reduced
performance. Bit-fix may also impact cache access latency, as a number of

multiplexing layers are required to accomplish the “fixing.”

6. Subblock disabling. Subblock-disable simply disables faulty subblocks
without the complexity of merging or fixing bits [1]. In this approach, some
cache lines are left with “holes” due to disabled subblocks. When the core
tries to request data from a disabled L1 subblock, the hardware must retrieve

it from a lower level cache (e.g. L2).

As shown in Table 2.1, way disabling is the least effective scheme, since it is
the most coarse-grained. Of the techniques shown, subblock-disable provides the
most available cache space at each failure rate. Studies show that this extra space
translates to improved performance at high cell failure rates. This is important
because performance losses can translate into increased energy consumption,
potentially negating the benefits of voltage scaling. The work in this dissertation
builds on subblock-disable due to its simplicity and effectiveness.

Other work addressing cache failures suggests adding additional structures and
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complexity to mitigate the problem. ZerehCache and its follow-on Archipelago
attempt to more efficiently combine faulty lines to form usable lines [7, 8]. Similarly
to word-disable, faulty words or subblocks are disabled, and the valid words are
consolidated to form usable lines. The Archipelago approach divides the cache
into groups called islands, each of which contains a sacrificial word-line that can be
used to repair parts of the other lines in the group. This approach adds significant
complexity, however, as an additional layer of indirection is required for each cache
lookup. In addition, an optimization problem must be solved to configure every
chip post-fabrication.

Some approaches also suggest adding cache assist structures such as buffers
or victim caches [2, 37, 43, 47]. In the RVC approach, cache lines are disabled but
replaced with victim cache entries in order to provide performance guarantees in
a real-time system [2]. The authors also suggest an alternative in which existing
buffers are enlarged, allowing the extra entries to be used as replacements for
faulty lines. Although this idea bears some similarity to one the mechanisms
in this work, the proposal in this dissertation does not require adding buffers
or enlarging existing buffers and can support higher failure rates. Other work
building on subblock-disable reorders data subblocks before they are written to
the cache such that more useful data will not map to disabled subblocks [18]. This
proposal incorporates subblock reordering, a fault-free fill buffer, victim caches,

and modified prefetching to reduce the performance impact. These changes add
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Figure 2.5: [llustration of subblock disabling scheme.

complexity and overhead to the subblock-disable approach, motivating the design

in this dissertation as a simpler and effective alternative.

2.1.4 Subblock Disabling

This section discusses the subblock-disable technique [1] in greater detail, since it is
used as a baseline in this work. In this technique, the disabled subblocks within a
line simply become inaccessible, so a valid copy of this data must be kept in the L2.
A fault map containing a disable bit per L1 subblock is required to track whether
or not each subblock is disabled (due to unreliable cells) at the current operating
voltage, as illustrated in Figure 2.5. Post-fabrication testing can determine which
cells will fail due to process variation effects at each voltage. After a voltage change,
the subblock disable map for each L1 line can be updated accordingly.

In the subblock-disable approach, read and write operations are handled nor-

mally as long as they access the non-disabled portions of a cache line. Accesses to
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disabled subblocks are treated similarly to misses and must access the L2, since
these requests cannot be serviced by the L1. These accesses are called false hits,
since there is a tag match in the L1 (just like a hit) but the data must be retrieved
from the L2.

When a false hit occurs, the line in question is relocated to a different way in
the L1 set. Since, probabilistically, each physical line will have a different pattern
of disabled subblocks, relocating a line reduces the chances of consecutive false
hits due to repeatedly accessing the same subblock. To relocate the line, the cache
replacement mechanism and policy (e.g. LRU) is used. The line in question is
tirst marke in the L1 as most recently used. Then the replacement policy selects a
victim line to evict (or simply invalidate if clean). When data is retrieved from the
L2, the line is written to the vacated way.

Since too many disabled subblocks in a hot (frequently-accessed) set could
produce performance outliers, subblock-disable uses a performance predictability
mechanism in which the L1 address-to-set mappings are periodically changed.
This mechanism flushes the L1 every 500,000 cycles so data can be remapped to
different L1 sets using a simple hash that XORs a counter with the original set
index. This approach significantly reduces the performance variation across chips,
with the flushing /remapping happening infrequently enough that performance is
not affected.

One of the main advantages of the subblock-disable approach is its simplicity. It
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incurs low overhead while making the maximum amount of cache space available,
while many of the substitution-based approaches may have “wasted” storage.
In addition, modification of the critical L1 datapath is minimal, meaning that
there will be few complications in high-performance mode with no failing cells
thanks to a higher supply voltage. At lower voltages with higher cell failure rates,
however, the increase in the number of disabled subblocks can significantly degrade
performance due to additional false hits. This effect imposes a limit on subblock-
disable’s energy-saving potential, since despite the lower voltage, execution time
will increase. With simplicity in mind and to enable a wide range of operating
voltages, this document describes a solution called iPatch, which builds on the
subblock-disable approach to significantly reduce the false hit rate at low voltages
by using hardware already common in modern superscalar designs. By improving

performance in this manner, energy savings are extended to lower voltages.

2.2 Soft Errors

2.2.1 Overview

Unlike failures due to process variations, transient errors do not necessarily reflect
an issue with the hardware. Soft errors from particle strikes are a growing con-
cern as technology scales, since smaller device sizes and lower supply voltages

dramatically decrease the amount of charge stored per node. Soft errors occur
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when an alpha or neutron particle passes through a semiconductor device, creating
electron-hole pairs. If this generated charge is collected by a transistor source or
drain, it can interfere with correct circuit operation by causing bit flips in storage
elements or transient pulses in combinational logic, either of which can lead to
silent data corruption [51].

Soft errors can affect many parts of a system, including the processor and
memory (i.e. DRAM). On chip, much previous work focuses on protecting storage
elements, where particle strikes can cause bit flips known as single-event upsets
(SEUs). It is also possible for soft errors to affect combinational logic in what are
known as single-event transients (SETs). In these cases, a transient pulse is created
and propagates through the circuit, potentially being latched at the output. Finally,
DRAM is also susceptible to SEUs, and error-correcting codes (ECC) are commonly
employed for this reason. The remainder of this section gives an overview of these

different types of soft errors and prior work on mitigating their impact.

2.2.2 Soft Errors in Logic

Some estimates indicate that the soft error rate (SER) of combinational logic may
soon rival that of memory [69]. To address this problem, methods for SET mitigation
can be applied at the process, circuit, or architecture level [51]. Silicon-on-insulator
(SOI) is an example of a process technology that can somewhat reduce the logic

SER. Circuit-level approaches often involve hardening certain nodes against errors



29

through local duplication [53] or gate resizing [62]. Architectural solutions can
either be error-detecting or error-correcting. Since processors often include a
mechanism for replaying instructions to recover from misspeculations, a method
for soft error detection can employ this framework. Duplication of a circuit can
provide error detection and rely on roll back for correction, while more expensive
triplication triplication can provide correction without an additional mechanism
Instead of complete duplication, another class of SET detection techniques adds
dedicated error-detection logic. For example, this logic could duplicate only part
of a circuit [50], or check the validity of the circuit output based on a set of rules
governing output characteristics. These characteristics can be predetermined [65]
or predicted in real time [22].

A third type of SET detection techniques exploits time redundancy. Since a
circuit output is guaranteed to be stable during the latching window, any pertur-
bation detected indicates the presence of a transient error [52, 23]. To create this
window of stability, additional setup or hold time constraints are imposed. One
time redundancy solution involves double sampling using a “shadow” latch is
added to sample at a different time than the main latch, but during the stable
window. If a transient pulse occurs, the shadow latch may capture the correct
value while main latch captures an erroneous value. The shadow latch can be
made to sample late as in the Razor approach [24] or early as in the BISER solution

by Mitra et al. [49]. To avoid the overhead of the shadow latches, prior work by
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Figure 2.6: Possible outcomes of a bit flip in a processor [51]. DUE refers to Detected
Unrecoverable Errors.
the author has also proposed using XOR parity trees to monitor circuit outputs,

thereby reducing the number of transition detectors required [56].

2.2.3 Soft Errors in Storage Arrays

Modern processors include many storage arrays to facilitate the efficient processing
of large data sets. To reduce memory access latencies, large SRAM caches ranging
from kilobytes to megabytes in size are typically employed. These caches are
usually backed by gigabytes of off-chip DRAM storage. All of these stored bits
are potentially vulnerable to soft errors, and this vulnerability is increasing as
systems demand more and more storage [9]. Soft errors that flip bits in unprotected

or under-protected storage arrays may cause silent data corruption, as shown in
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Figure 2.6. Silent data corruption occurs when an unprotected faulty bit is read
that affects the program outcome. If error protection is present it can be in the form
of error correction, detection, or a combination of the two. If a bit is flipped but
error correction is present, an error is prevented. If only error detection is available
(not correction), the failure results in a detected unrecoverable error (DUE).

In arrays, the standard solution to this reliability concern is to employ error-
correcting codes (ECC) that can correct bit flips. In both SRAM and DRAM,
employing ECC incurs some overhead, since additional parity bits must be stored.
Although there are many different types of codes that can be used to detect and
correct soft errors, the most widespread are single error correcting, double error
detecting (SECDED) codes. Of these SECDED codes, (72,64) codes are commonly
used, where the total code word is 72 bits long and 64 of those bits are data [29].
This code therefore stores one byte of check bits for every 8-byte word for a storage

overhead of 12.5%.

Protecting Caches

There are various approaches to reduce the cost of error protection in on-chip
caches. For instance, wider codes can be used, although such codes may reduce
reliability by spreading their error correcting capability over more bits. If this
tradeoff is acceptable, caches are well-suited for this optimization since they store

data in blocks (e.g. 64 bytes). To further reduce costs, a simple parity bit scheme
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can be used for write-through L1 caches. Since a write-through design guarantees
that the data in the L1 is “clean,” meaning that another copy exists in another
cache or memory, L1 cache blocks that fail the parity check can be discarded. Prior
work also suggests a method for using parity protection in non-write-through L1
caches [45]. This approach, called the correctable parity protected cache (CPPC), is
attractive because SECDED can complicate L1 writes by requiring a read-modify-
write operation to update the ECC. The CPPC adds two XOR registers into which all
data added and removed from the cache is XORed. On a parity failure, correction
is performed via the time-consuming process of XORing all cache data with and
the two XOR registers.

Another way to reduce ECC overheads in caches is to exploit an existing cache
compression scheme. For instance, prior work by Chen et al. has suggested
exploiting the unused fragments inherent in compressed last-level caches (LLCs)
to hold ECC parity bits [17]. This approach requires storing extra bits along with
each cache line to track the compression type and parity bit locations. This scheme
is less useful in the case of main memory, since DRAM standards are relatively

inflexible, making it more challenging to store the required metadata.

Protecting Main Memory

When ECC is applied to DRAM, special dual-inline memory modules (DIMMs)

are typically required to facilitate storage of the ECC check bits. Such ECC-enabled
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DIMMs add an extra chip or chips to each rank to store ECC check bits, and must
be supported by the memory controller. For instance, a standard x8 DIMM uses
ranks composed of 8 chips each, while an ECC DIMM adds a 9th DRAM chip
to each rank. This configuration can easily support the previously-mentioned
(72,64) SECDED code [29]. Adding the extra DRAM chip makes ECC DIMMs more
expensive than their standard counterparts, however, in terms of the up-front cost
as well as power consumption.

To reduce the costs of error protection, prior work has suggested approaches to
improve the resilience of non-ECC DIMMs. Such approaches allocate dedicated
portions of main memory to hold ECC metadata. For instance, Yoon et al. propose
Virtualized ECC, which allocates full memory pages for ECC [79]. When Virtual-
ized ECC is used with a non-ECC DIMM,, each data block retrieved from DRAM
requires an additional read to retrieve the ECC check bits. To locate the ECC page
containing the check bits, a page-table-like structure is used. Finally, to avoid the
high cost of an ECC address table walk, a 2-level ECC address translation cache is
employed.

There are a number of downsides to this in-memory ECC storage approach.
First, it significantly reduces the overall usable memory space. For instance, if
(72,64) SECDED is used to protect an 8GB main memory, 910MB must be reserved
for ECC bits. The DRAM accesses to retrieve ECC check bits can also reduce

performance by increasing contention and access latencies. If a page-based scheme
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is used, extra hardware is required for ECC address translation. To avoid this
translation hardware, an alternate implementation could dedicate a contiguous
region of physical memory to ECC, but the storage and performance overheads
would remain.

To reduce the latency overheads of accessing ECC metadata stored in non-ECC
DIMMs, prior work also suggests distributing the metadata throughout memory
so that it is collocated in the same DRAM row as the data [81]. With an open-
row policy, this “embedded ECC” configuration can improve the ECC access
latency, although the same storage overhead as Virtualized ECC is imposed. When
embedded ECC is used, other work has suggested an optimization using memory
compression so that when a 64-byte block is compressible, its parity bits and
data can be stored in 64 bytes, avoiding the need for a second memory access for
ECC [67]. This approach is only a performance optimization, however, and the
same amount of space must still be reserved for ECC as embedded ECC in case of
incompressible blocks.

For DRAM systems requiring very high reliability, chipkill codes can be em-
ployed [20]. These codes are able to correct whole-chip failures and typically rely
on ECC DIMMs, although they can also be used in a Virtualized ECC implementa-
tion (possibly increasing overheads). SECDED can be used to implement chipkill
by interleaving such that each bit in a code word comes from a different chip. If

x4 DIMMs are used, each access become four times wider. Chipkill can also be
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implemented with more complex symbol-correcting codes such as Reed-Solomon
codes [25]. If a 4-bit Reed-Solomon code is used with x4 DIMMs, a 144-bit channel
is required to access 36 chips in parallel for each burst [35]. Some modern sys-
tems also use 8-bit Reed-Solomon codes in conjunction with x4 DIMMs and more
standard 72-bit channels. In this approach, only 18 chips (72-bits) are accessed in

parallel, with each chip providing half of an 8-bit symbol on each access [35].

2.3 Memory Organization and Compression

This section provides an overview of main memory organization. Because the
work in this dissertation relies on memory compression, background on various

memory compression techniques is also provided.

2.3.1 Memory System Organization

Main memories are typically implemented using Dynamic Random Access Mem-
ory (DRAM) technology. DRAM chips provide high-density storage, since each
bit cell requires only one access transistor. Bits are stored capacitively, requiring
periodic refreshes and a write following each read, as reads are destructive. DRAM
chips commonly have either 4 or 8 data pins (x4 or x8), although other widths are
possible [35, 79]. Each DRAM chip contains a number of banks, each of which can

only have a single “row” open at a time, due to the destructive nature of DRAM
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reads.

DRAM chips are organized into ranks, with each chip providing a number
of bits during each access. For instance, with a 64-bit data bus, eight x8 chips
can comprise a rank with each chip contributing 8 bits towards the total 64. In a
system using x4 DRAM chips, 16 chips are needed per rank. Because memory is
generally accessed at the granularity of cache blocks (often 64 bytes each), multiple
bus cycles are required to transfer a block. For example, with a 64-bit bus and
64-byte blocks, eight beats (comprising a burst) are required to transfer a block.
Multiple ranks can be integrated into a Dual-Inline Memory Module (DIMM).
Finally, a memory system can include multiple DIMMs and data channels, with

each channel dedicated to one or more DIMMs.

2.3.2 Memory Compression

This section discusses various compression schemes. Although some of these ap-
proaches were originally proposed for compressed caches, they can all be adapted

for main memory.

Frequent Pattern Compression

Frequent pattern compression (FPC) uses a 3-bit prefix for every 32-bit word
to encode common patterns such as repeated bytes or sign extended values [4].

Table 2.2 shows the different 3-bit prefixes in FPC and the patterns that they
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Table 2.2: Encoding for Frequent Pattern Compression (from [3]).

Prefix Pattern Encoded Data Size
000 Zero run 3 bits (# words)
001 4-bit sign-extended 4 bits
010 one byte sign-extended 8 bits
011 halfword sign-extended 16 bits
100 halfword padded with a zero halfword 16 bits
101 | two halfwords, each a byte sign-extended 16 bits
110 word consisting of repeated bytes 8 bits
111 uncompressed word 32 bits

match. For data that contains these patterns, FPC is very effective and produces
compression ratios on the order of 2x. For data with limited compressibility,
however, FPC is ineffective due to the metadata required. For instance, encoding
an incompressible 512-bit block using FPC would require 560 bits, thus incurring

negative space savings.

Base Delta Immediate Compression

Base delta immediate (BDI) compression can efficiently compress a cache line
containing values that are similar in magnitude [58]. It works by storing each data
block as a base value and a set of deltas. To decompress the block and retrieve
the original values, each delta is simply added to the base. Because fewer bits are
required to store the deltas, the block can be significantly compressed. For instance,
if the base is a 4-byte word and each delta is one byte, then a 64-byte block can be
compressed into only 19 bytes, compressing the data by 70%. To be more effective,

BDI can support up to two bases per block where one base is specified and the
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other is an implicit zero. For flexibility, variants with different word sizes can also

be supported.

Zero Content Augmented Compression

Zero content augmented (ZCA) caches are able to efficiently store all-zero cache
lines [21]. This approach incurs very low overhead for compression, since it simply
detects and tracks null 64-byte blocks. The coarse granularity of this scheme,
however, makes it ineffective for many workloads that do not contain large strings

of zeros.

Frequent Value Compression

Frequently value compression attempts to detect and exploit a few frequently-
occurring values by storing them using fewer bits [78]. In this approach, the same
frequent values are extracted from all data blocks, making this scheme ineffective
for blocks that do not contain these values. Profiling may also be required to tailor

the frequent values to a particular application.

Compressing Memory

In both caches and memory, simplicity in a compression scheme is attractive in
order to minimize latency (and power) overheads. Unlike caches, main memory
can introduce addressing complications when compression is applied, since com-

pression can alter data alignment. In particular, if 64-byte blocks are compressed
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to different sizes, reading any particular block requires knowing the sizes of all the
others before it. To solve this problem, Pekhimenko et al. propose compressing all
64-byte blocks in the same memory page (e.g. 4kB region) by the same amount [59].
Using this approach, it becomes trivially easy to locate a compressed block if the
starting address of the page and compressed block size are known. In this dis-
sertation, the addressing problem is avoided by maintaining the alignment of all
64-byte blocks. Because the primary goal in this work is to enhance reliability, the

space created by compressing a block is used to store error-correcting metadata.

2.4 Summary

The chapter discusses two important reliability challenges for future micropro-
cessors. The effect of process variation on SRAM caches is first described. When
voltage is reduced to save power, this effect becomes particularly prevalent and can
cause bit cells to fail. A prior approach to address this problem through subblock
disabling is presented. Though effective, this approach can sacrifice performance
and reduce energy savings when more subblocks are disabled at lower voltages.
The issue of soft errors is also discussed, in which particle strikes can cause silent
data corruption in storage arrays. Prior approaches to protect non-ECC DRAM
DIMMs by embedding parity bits are outlined. These approaches generally reduce
the memory space or impose a performance penalty. Finally, DRAM organization

and potential compression techniques are described.
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3 FAULT OCCLUSION WITH IPATCH

This chapter proposes iPatch, a technique that uses parch patching to efficiently
tolerate failing SRAM cells in L1 caches. This technique can be used to improve
performance and energy savings at low voltages. Section 3.1 provides an overview
of iPatch, which can exploit various existing superscalar structures to patch failures
in the instruction and data caches. The remaining sections discuss each of the
iPatch mechanisms in detail. Section 3.2 describes patching the i-cache using a
micro-op cache. Section 3.3 discusses patching with miss status handling registers,
which can be applied to both the i-cache and d-cache. Section 3.4 proposes a
third mechanism using the store queue to patch the d-cache. Finally, Section 3.5

discusses combining these mechanisms, and Section 3.6 summarizes the chapter.

3.1 Overview

As previously discussed, process variations can cause SRAM cells to fail when
voltage is reduced to save power. Although tolerating these failures is desirable
to enable energy savings, doing so can be complicated in performance-critical
L1 caches. iPatch uses parch patching to hide these failures from the processor,
allowing additional energy savings. It uses the micro-op cache, miss status han-
dling registers, or the store queue to patch failures in L1 caches. Because iPatch

relies on standard processor structures and data movement mechanisms, it is very
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low-cost and does not interfere with high-voltage performance. With a mechanism
to compensate for failing cache cells, large cache arrays can be designed with dense
6T cells instead of more expensive robust cells. The smaller structures exploited by
iPatch to create the patching effect can then be protected with robust cells much
more inexpensively.

iPatch can be employed as a stand-alone mechanism or to augment a cache
disabling approach. As an example of a stand-alone implementation, consider
a case in which there is a single failing cell in the L1 data cache. If a load to
the associated address is forwarded from the store queue, the faulty cell will
not be read and correctness is guaranteed. As long as iPatch maintains the store
queue entry, the failure is patched and will not cause an error. A similar patching
behavior can occur when the processor front end reads an instruction from a
small micro-op cache instead of accessing the L1 instruction cache. In this stand-
alone approach, patches must stay locked in their associated structures to ensure
functional correctness. For this reason, the stand-alone approach is not scalable as
more failures arise at lower voltages, since a structure like the store queue cannot
hold enough entries to patch all faults in the much-larger L1.

To allow scaling to lower voltages, the iPatch implementation described in
this chapter uses parch patching to supplement the subblock-disable technique
previously described in Section 2.1.4. Remember that when using subblock-disable,

accesses to disabled subblocks (false hits) result in costly L2 requests that can
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Figure 3.1: Maximum store queue and data cache MSHR usage over time when
executing bzip2.
degrade performance and inhibit energy savings. By patching the most useful
subset of disabled subblocks, iPatch seeks to avoid these false hits as much as
possible. Because all disabled subblocks cannot be patched simultaneously, iPatch
falls back on the subblock-disable mechanism when necessary. By combining
various patching mechanisms, iPatch improves performance, thereby unlocking
additional energy savings.

iPatch works by distinguishing between patch and non-patch entries in the
various buffers and structures used for patching. A patch entry is one in which
the subblock in the cache that corresponds to the entry’s address is disabled. A
non-patch entry’s data, on the other hand, is valid in the L1 and can be read without
triggering a false hit. Due to the benefits of patch entries over non-patch entries,
iPatch attempts to create and promote patch entries when possible. The processor’s
data forwarding mechanisms then automatically accomplishes the patching by

accessing data in the patch entries instead of the cache. One additional observation
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Figure 3.2: Processor front end with fault patching additions. In order of preference,
instructions are read in decoded form from the micro-op cache or undecoded from
the L1 MSHRs or L1 instruction cache. The false hit logic tracks faulty sections of
the cache and forces a miss (false hit) if the front end tries to access these subblocks.
inspires the proposed iPatch implementation: most buffers that can hold patch
entries are not fully utilized all of the time. As an example of fluctuating resource
use over time, Figure 3.1 shows the maximum number of allocated store queue

entries and MSHRs while executing bzip2. During the phases in which resource

usage is lower, iPatch can repurpose the unused entries as patches.

3.2 Patching with Decoded Micro-ops

Many modern processors employ micro-op caches or buffers that are very effective
at saving fetch and decode power through clock gating. As shown in Figure 3.2,
decoded micro-ops will be read from the micro-op cache if they are present. On
a micro-op cache miss, instructions are read from the i-cache or its associated
MSHR buffers. After they are decoded, the instructions are saved to the micro-op

cache for later use. For iPatch, if an instruction fetch hits in the micro-op cache,
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the micro-op cache entry may act as a patch for the instruction cache, since the
instruction cache will not be accessed. Since not all parts of the i-cache will always
be patched, the false hit detection logic for subblock-disable keeps a fault map (bit
vector) to track the disabled subblocks in each line and forces a miss if the front
end tries to access one.

In the iPatch implementation, when the fetch stage reads instructions from the
i-cache, the i-cache also provides a fault pattern of the disabled subblocks within
the block of instructions read. If the size of the instruction block requested is less
than or equal to the i-cache subblock size, the fault pattern is simply a single bit
indicating whether the data being provided is mapped to a disabled subblock.
If this is the case, the instructions will have been read from the L2 or an i-cache
MSHR buffer. In either case, the cache management logic determines the current
or destination way in the i-cache and is able to forward the associated fault pattern.
Using this fault pattern information, the decoder can track which micro-ops are
derived from disabled i-cache subblocks. When these micro-ops are written into
the micro-op cache, the destination entry is then designated as a patch entry using
an extra per-entry patch bit.

Using the extra bit to indicate which micro-op cache entries are patches, iPatch
modifies the replacement policy to favor keeping these entries. This modified
policy must be carefully chosen, since the micro-op cache can provide both energy

and performance benefits. If we only allowed patch entries in the micro-op cache,
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for instance, both of these areas could be negatively affected. As the performance
penalty of false hits (and, by proxy, energy) rises at higher cell failure rates, the
importance of retaining patches increases. Thus, iPatch attempts to find a balance
between the number of patch entries and non-patch entries. This is accomplished us-
ing a patch threshold parameter that indicates the target percentage of patch entries
in each pop cache set. If the number of patch entries falls below the threshold, the
replacement decision favors replacing a non-patch entry. If the number of patch
entries exceeds the threshold, the replacement decision (e.g. LRU) is made without
any modification. The patch threshold can be tuned for optimal performance at

each voltage point and its associated cell failure rate.

3.3 Patching with MSHRs

Each cache is equipped with a number of miss status handling registers (MSHRs),
as depicted in Figure 3.2. MSHRs are used to track outstanding misses that must
be serviced from a lower-level cache or memory. They allow non-blocking memory
requests by storing the information needed to continue the operation once the
data is returned. Each MSHR has an associated fill buffer entry to hold the data
before it is written into the cache. Since cache line data may not be furnished by
the lower-level cache all at once, each MSHR contains valid bits to track which
subblocks are currently valid in the associated fill buffer. Once all subblocks are

valid, the line is written into the cache from the buffer and the MSHR is freed. For
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best performance, MSHRs are able to service loads from partially accumulated
cache blocks or blocks that have not yet been written to the cache. A load will
check its address against the block address stored by the MSHR to see whether the
data required is currently valid in the buffer. On a match, the load can be serviced
directly from the fill buffer. Otherwise, the load misses, allocating a new MSHR or
adding itself to an existing MSHR.

iPatch takes advantage of the ability to service loads from MSHRs in order
to use MSHRs as patches for faulty lines in the cache. Unlike the uop cache
implementation in which a patch entry patches only part of a cache line, an MSHR
can be used to patch an entire cache line. This approach is highly efficient, therefore,
in the case of cache lines with multiple disabled subblocks.

To allow intelligent patch management decisions, iPatch augments each MSHR
with a patch bit and a reference bit, as shown in Figure 3.3. The patch bit indicates
whether or not each entry is a patch. The reference bit is set when a load is serviced
from the MSHR, and allows iPatch to find a not-recently-used patch entry to
invalidate in case a new MSHR is needed but the buffer is full. The reference bits
of all patch entries are reset if all patches have been referenced.

To use MSHRs as patches, iPatch simply keeps the entries and data valid after
a cache miss/fill is complete. On a cache miss, an MSHR is allocated to track the
request status. Once the entire cache line has been accumulated by the MSHR, it is

written into the cache, as usual. Instead of being freed, the MSHR entry is retained
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and its patch bit is set to denote that it is not actively tracking an outstanding
request. As depicted in Figure 3.3, a copy of the same block is now present in both
the MSHR and the cache. In this scenario, iPatch requires that a load hit in an
MSHR will take precedence over a cache hit so that as many loads as possible will
be serviced from MSHR buffers, avoiding disabled cache subblocks. Patching in
this manner does not reduce performance, since the buffer access latency is the
same as the cache hit latency.

Because MSHRs are retained after they would normally be deallocated, with
the iPatch approach, more MSHRs are in use at any given time. However, the
patch management policy guarantees that patches will not reduce performance
or cause deadlock. Because the data from patch entries has already been written
into the cache, a patch entry can simply be invalidated if all MSHRs are in use and
the cache needs to allocate an MSHR to handle a new miss. In this scenario, the

MSHR patch to overwrite is selected using the previously-mentioned reference
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bits. Once the patch MSHR is overwritten, the copy of the line in the cache is now
unpatched, exposing its missing subblocks to the execution core. By taking this
approach of keeping entries longer than usual but immediately invalidating them
as necessary, iPatch does not reduce the number of MSHRs available to handle
misses compared to a system without iPatch. Since the cache never blocks due to
patch entries, performance is not reduced. Although this work looks at L1 caches,
the MSHR patching approach could be applied to any cache, since it patches whole
cache lines.

iPatch also invalidates patch entries when a line with an MSHR patch is written
to. Because the L1 cannot write directly into its own MSHRs without an additional
write port, the fill buffer data no longer matches the cache after a write, so the
patch must be invalidated for correctness. A more aggressive incarnation could
also reset the MSHR subblock valid bits depending on which section of the line
was written. In either case, this policy does not impact the i-cache, since there are

no writes to cause this invalidation.

3.4 Patching with SQ entries

The load and store queues in an out-of-order processor allow memory instructions
to be executed out of order while maintaining program-order dependencies [68].
They are also responsible for managing and squashing speculative memory ac-

cesses, if necessary. The store queue holds pending stores that have not yet been
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Figure 3.4: Illustration of using a store queue entry to patch a faulty cache subblock.
Loads to the highlighted block are serviced from the store queue and not the
partially faulty copy in the cache.

written to the data cache. Each load instruction is assigned a store color corre-
sponding to the most recent store instruction (in program order). Using its store
color, a load checks the store queue for older stores to the same address. If a match
is found, data is forwarded from the matching SQ entry.

Just as pop cache entries can patch the i-cache, store queue entries can be
used to patch the d-cache by exploiting the store-to-load forwarding mechanism.
Figure 3.4 demonstrates how a store queue entry can act as a patch for faults in
the data cache. The highlighted data exists in both the data cache and the store
queue due to a store that has not yet completed. As shown, the cache copy overlaps
with a faulty subblock and cannot not be reliably read from the cache without
an L2 access. Since loads to that address will be forwarded from the store queue,

however, the disabled L1 subblock is no longer a concern.
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A store is considered to be completed after its data is written to the d-cache.
In most designs, these completed stores are then removed from the SQ. iPatch,
modifies this behavior to keep some completed stores in the queue. Normally, there
would not be much utility in keeping such entries after they are written back due to
the equivalent latency for store-to-load forwarding and data cache accesses, since
the structures are searched in parallel. For iPatch, however, keeping completed
stores provides considerable benefit if these entries are patches. Furthermore,
allowing completed SQ entries does not degrade performance or cause deadlock,
since if a new SQ entry must be allocated, a completed entry can immediately
be invalidated. Because allowing completed store queue entries implies having
multiple copies of the same data, the store queue is kept coherent with the rest of
the cache hierarchy.

By allowing completed stores in the store queue, some parts of the data cache
will be patched as a side effect. Relying solely on this natural patching, however,
does not provide the maximum benefit. Depending on the SQ implementation,
iPatch can be more proactive about keeping and creating patch entries. Although
the store queue is traditionally implemented as a circular buffer, prior work has de-
veloped practical approaches to managing SQ entries in an unordered fashion [28,
66]. Unordered store queue management allows late entry allocation, reducing
the pressure on the queue and enabling larger instruction windows. This tech-

nique also benefits weakly-ordered ISAs (e.g. ARM) by allowing a unified SQ
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Figure 3.5: Load/store hardware with fault patching additions. On an address
match, loads are serviced from (in order of preference) either the store queue, the
L1 MSHRs, or the L1 data cache. The false hit logic tracks faulty sections of the
cache and forces a miss (false hit) if a load tries to access these subblocks.
from which completed stores to non-overlapping addresses can be removed out
of order. For optimal efficiency, iPatch can benefit from unordered SQ manage-
ment by removing completed non-patch entries out of order while allowing patch
entries to be persistent. An alternative to a unified store queue that still benefits
from out-of-order store write-back could combine a circular store buffer with an
additional unordered committed store buffer. In this implementation, iPatch can
still perform aggressive d-cache patching by managing completed entries in the
committed store buffer.

Patches can be inserted into an unordered store queue as lines are loaded
into the L1 cache. To enable this mechanism, iPatch adds an additional path
allowing the data cache MSHRs to write directly into the store queue, as depicted

in Figure 3.5. To avoid adding SQ ports, insertion can be performed when the write

port is not otherwise needed. Cache replacements are performed in the L1 as usual,
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except that patches are written to the SQ from the fill buffer before the associated
MSHR is freed. Once the destination way is determined during a replacement, the
fault pattern stored by the subblock-disable logic is used to determine which SQ
entry-sized segments of the line must be inserted into the SQ as patches.

When patch entries are inserted into the store queue, they are marked as com-
pleted entries, which are, by definition, the oldest “stores” relative to others in the
queue. iPatch adds two extra metadata bits to each store queue entry to facilitate
resource management. One of the extra bits is a “patch” bit, which indicates that
the entry is both a patch and has completed. The second extra bit is a reference
bit, which is set when the entry forwards its data to a load. These bits are used to
determine which completed entry to free (through invalidation) when a new SQ
entry needs to be allocated. In order of decreasing preference, iPatch prefers to free
untouched /non-patch entries first, followed by touched /non-patch, untouched/-
patch, and finally touched/patch entries. If all patch entries have their reference
bits set when searching for a replacement candidate, all reference bits are reset. Fi-
nally, if an older entry was a patch (according to its “patch” bit) a newly-completed
store to an overlapping address inherits this status before the older entry removed.
If no such overlap exists when a store completes, iPatch cannot know if it is a patch
without checking the d-cache. This potentially complicated check is avoided by

assuming that such an entry is not a patch.
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3.5 Combining iPatch Mechanisms

Two iPatch techniques have been presented for both the d-cache and the i-cache.
Since they are orthogonal, these techniques can be combined. In the i-cache, pop
cache patching can be combined with MSHR patching. Likewise, in the d-cache,
SQ patching can also be combined with MSHR patching.

One possibility when combining the two mechanisms is to partition the lines
in the cache such that a subset are patched with only one mechanism (e.g. puop
cache patching) and the remainder are patched only with the other mechanism
(e.g. MSHR patching). Experiments to this effect were unable to find a partitioned
configuration that performed better than one applying both mechanisms to all
lines. To combine approaches in the i-cache, lines that are MSHR-patched upon
insertion still send their fault pattern to the front end for tagging in the pop cache,
even though the data is read from the fault-free MSHR. On the d-cache side, the
same approach is adopted when adding patches to the store queue. iPatch provides
the maximum benefit when both mechanisms are implemented in the i-cache and

d-cache.
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3.6 Summary

This chapter presents iPatch, a mechanism that can improve energy savings when
L1 cache disabling is used to tolerate SRAM failures from voltage scaling. iPatch
intelligently manages pop cache entries, store queue entries, and MSHRs to exploit
parch patching and avoid costly L2 accesses. Certain entries are flagged as patches,
allowing the management logic to favor keeping them due to their performance-
enhancing potential. In doing so, iPatch mitigates IPC degradation due to disabled
subblocks, making additional energy savings accessible. iPatch mechanisms can

be combined in both the instruction and data caches for maximum benefit.
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4 EVALUATION OF IPATCH

This chapter describes the methodology for evaluating iPatch and discusses the
simulation results. Section 4.1 provides an overview of the fault model and de-
scribes the approach used to model random process variations and voltage scaling.
Section 4.2 describes the simulation infrastructure and methodology in detail.
Section 4.3 presents and discusses the simulation results. Finally, Section 4.4 sum-

marizes the chapter.

4,1 Fault Model

iPatch provides performance and energy benefits when L1 SRAM cells fail at very
low supply voltages, requiring portions of the L1 to be disabled. Process variations
randomly cause the threshold voltage to vary across devices. Due to this effect, for
a given chip, certain cells will be predisposed to fail at low voltages. Furthermore,
for each chip, the same cells will be unreliable at each low voltage point, with
more cells failing at lower voltages. These unreliable cells can be located through
post-fabrication testing. To quantify the benefits of iPatch, a number of chips were
simulated with different faulty cell locations. This Monte Carlo approach is similar
to the methodology used by previous work [1, 37].

To simulate a given operating voltage, the SRAM failure rate for that voltage was

determined using data from [36], as shown in Figure 4.1. Monte Carlo simulations



56

100/0 T T T T T T T T T
2 1%
o
o
5 01%
(]
L
T 0.01%
0.001%

400 420 440 460 480 500 520 540 560 580 600
Supply Voltage (mV)
Figure 4.1: SRAM cell failure rate as a function of voltage for 32nm technology [36].

were then performed in which the failing L1 cells were randomly chosen based
on the cell failure rate for the voltage. For each chip (and voltage) simulated,
a random number was generated for every L1 SRAM cell and compared to a
threshold to determine if the cell should be modeled as faulty. The faulty cells
chosen in this manner were considered to remain unreliable for all benchmarks
run on each simulated chip at a given voltage. For functional correctness, the
baseline (subblock-disable) and iPatch disable all L1 subblocks containing one or
more unreliable cells. Because performance will vary somewhat depending on
fault locations, a number of chips are simulated for each voltage/configuration
by using different random seeds to select different faulty cells. The L1 address
remapping mechanism discussed in Section 2.1.4 was implemented to significantly
improve the performance predictability of the chips simulated. Other non-cache

SRAM elements like tags and buffers (e.g. SQ and MSHRs) were assumed to be
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Table 4.1: Simulator configuration

Category Configuration

000 Core Fetch/commit: 4-wide

Issue: 7-wide

Reorder buffer: 192 entries

Instruction queue: 54 entries

Physical registers: 160 INT /144 FP

Load queue: 64 entries

Store queue: 36 entries

Execution Units Integer ALUs: 3 (1 cycle, 3 cycle multiply)
Memory: 2 (1 cycle AGU)

FP adder/multiplier: 2 (5 cycles)

FP div/square-root: 1 (10 cycles)
Memory/Caches pop Cache: 32 set/8-way

L1 instr: 32 KB/8-way/4 MSHR, 3 cycles
L1 data: 32 KB/8-way/10 MSHR, 3 cycles
L2: 256 KB/8-way, 12 cycles

L3: 4 MB/16-way, 30 cycles

Memory latency: 30 ns

implemented with more robust cells, allowing them to remain fault-free. Because
these structures are much smaller than caches, switching to more robust 8T cells is

relatively inexpensive.

4.2 Simulation Infrastructure

To evaluate the performance and energy benefits of iPatch, the gem5 simulator
was used in conjunction with McPAT [11, 39]. A future high-end ARM processor
was modeled as detailed in Table 4.1. All relevant buffer structures (i.e. MSHRs
and the store queue) were sized to be consistent with modern high-performance

architectures such as Intel’s Sandy Bridge. A sensitivity study showed nontrivial
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performance impact from downsizing these buffers. Since current ARM processors
employ a decoded loop buffer to save front end power, the model assumes that
future generations will upgrade this loop buffer to a uop cache as implemented in
many other high end designs from other vendors. The pop cache implemented
achieves an 80% hit rate on average, consistent with the results in [71]. Gem5’s
store queue implementation was modified to model an unordered store queue that
can complete and remove stores out of order, thereby taking advantage of the ISA’s
weak memory ordering. The store-to-load forwarding latency was also updated to
match the L1 hit latency.

In addition, gem5’s cache model was modified to model a write-through L1
cache. This configuration is useful in energy-conscious designs, since it allows
the core to quickly enter a low-power state without flushing dirty data from the
L1. Likewise, when updating the L1 address mappings for the performance pre-
dictability mechanism, there is no dirty data to write back before invalidation.
When the predictability mechanism is enabled, the L1 is invalidated every 500,000
cycles so data can be remapped to different L1 sets using a simple hash. For a 1-IPC
application, for instance, 200 remappings will occur for every 100 million instruc-
tions, incurring a negligible performance impact. For the benchmarks studied,
using a write-through L1 also has minimal performance impact when compared
to a write-back cache. Note that iPatch would require little modification to work

with a write-back cache, which is used by the subblock-disable implementation



59

described in [1].

All iPatch and subbock-disable simulations model 8 subblocks per cache line
that can be individually disabled. No special false hit management is required for
writes, since all writes are sent to the L2 by default. A read, however, can trigger
a false hit if it attempts to read data from a disabled subblock, requiring data to
be fetched from the L2. While waiting on the request, other reads to fault-free
subblocks in the same line can still be satisfied as long as the line is not written to.
When data is returned from the L2 following a false hit, the L1 line is relocated to
a new way selected by the replacement policy, as discussed in Section 2.1.4.

To simulate voltage and frequency scaling, a frequency scaling factor was
generated by measuring the frequency of a 24-stage FO4 inverter chain across a
range of V values while simulating 32nm devices in HSPICE. A nominal frequency
of 3.3GHz was assumed for the simulated processor and scaled using the trend
observed in the HSPICE experiment to obtain a voltage/frequency curve for DVFS.
MCcPAT was used to compute power and energy consumption [39]. The execution
core was configured to use 32nm low operating power technology, while the L2
and L3 were set to use low static power devices. To simulate DVFS, power was first
computed for each trial with McPAT configured for nominal voltage and frequency.
Dynamic power was scaled down from the values reported by McPAT using the
previously-computed scaling factor. A dummy circuit modeled in HSPICE was

also used to compute a leakage scaling factor. The dummy circuit for leakage
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Figure 4.2: Example of faulty cell distribution for a 32KB cache with different cell
failure rates.

current modeling consists of a large number gates (INV: 50%, NAND: 30% and
NOR: 20% effective widths) where randomly selected input states are applied to
each gate to measure the leakage power, as in [70].

To evaluate iPatch, a representative set of integer and floating-point SPEC2006
benchmarks were simulated [61]. The SimPoint tool was used to select a section of
100 million instructions from each benchmark when using the train input set [60].
For various operating voltages, subblock-disable was simulated by itself as a base-
line and in conjunction with various iPatch techniques. For the pop cache patching
scheme, the patch threshold was tuned for each operating voltage. For each con-
figuration and voltage, a total of 50 chips were simulated using a different random
seed for each chip when the generating faulty cell locations. For all results, the
mean performance or energy across the 50 chips is reported. Thanks to the perfor-

mance predictability mechanism, the mean performance across the 50 chips was



61

determined with a high confidence to be within +2% of the true mean.

4.3 Results

To evaluate the performance benefits of each iPatch technique, a relatively high
cell failure rate of 0.5% was simulated. Figure 4.2 shows example data from one of
the Monte Carlo experiments indicating the number of failing cells per line for a
32KB cache with 64-byte lines. As shown, for a failure rate of 0.5%, the majority
of lines will contain one or more failing cells. In this scenario, the performance
implications of a line-disabling technique would be prohibitive, since 95% of the
cache would be disabled. The subblock-disable approach, on the other hand, must
disable only around 30% of the cache space assuming 8-byte subblocks are used.
Even so, the subblock-disable approach can noticeably degrade performance at
this failure rate due to false hits, which have an impact similar to that of L1 misses.
The results in this section show how iPatch is able to improve the performance
of subblock-disable by reducing the effective L1 miss rate. First, benefits in the
instruction and data caches are examined separately, and then overall performance

and energy improvements are presented.
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Figure 4.3: Instruction cache miss rate with different iPatch techniques. False hits
are counted as misses. The fault-free miss rate for most applications is nearly zero.

4.3.1 Instruction Cache Patching

To evaluate the benefits of iPatch in the instruction cache, a failure rate of 0.5%
was simulated in the i-cache only, leaving the d-cache fault-free. Figure 4.3 shows
the i-cache miss rates for subblock-disable and various iPatch configurations. The
fault-free i-cache miss rate is also included for comparison, with all miss rates
presented as misses per 1000 instructions (MPKI). As shown, most of the bench-
marks simulated have very low i-cache miss rates since they are composed of loops
containing a relatively small number of instructions. For many benchmarks, the
majority of instructions can be supplied from the pop cache, which can hold the
equivalent of 256 instructions. Subblock disabling can substantially increase the
miss rate for benchmarks with higher pop cache miss rates due to false hits. In the
data shown, false hits are counted as misses, since the latency penalty is equivalent.
This increase in miss rate relative to the fault-free case can degrade performance

for applications with no other significant bottlenecks.
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Figure 4.4: Average utilization of instruction cache structures with iPatch.

When iPatch is employed, the miss rate can be reduced, since, some of the time,
instruction words “from” disabled i-cache subblocks can supplied from the pop
cache or MSHRs. As Figure 4.3 shows, using the pop cache for patching can very
significantly reduce the miss rate. This is because the entire pop cache can be
repurposed to hold patches as patching becomes a more effective energy-saving
mechanism than reducing front end power. Figure 4.4 supports this assertion,
showing that, on average, most of nop cache is used for patching in many cases.
The applications that do not devote a large portion of the pop cache to patches
generally have a high uop cache hit rate. These applications can retrieve most
instructions from the pop cache, so L1 false hits are not a concern. As Figure 4.3
shows, MSHR patching also provides a modest reduction in miss rate for some
applications, since most of the MSHRs can be used for patching.

Figure 4.5 shows the performance of the subblock-disable scheme and different
iPatch configurations in the i-cache. All results are normalized to the performance

of the ideal case with no failing cells. As shown, false hits reduce the performance
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Figure 4.5: Performance benefits of different iPatch techniques with a 0.5% cell
failure rate in the L1 instruction cache. IPC is normalized to the fault-free case.

of the subblock-disable scheme by 11% percent on average. This performance
degradation is lower than what it would be without the filtering provided by the
pop cache, and a number of benchmarks have negligible performance degradation
due to their high pop cache hit rates, with performance degradation for the oth-
ers around 20-30%. Many of these fault-sensitive benchmarks derive significant
benefit from micro-op cache (uC) patching. The performance improvements with
iPatch correspond to the reductions in miss rates previously shown. On its own,
MSHR patching provides less benefit than nC patching, since the i-cache does
not have many MSHRs. The combination of approaches reduces the performance

degradation to under 5% on average.

4.3.2 Data Cache Patching

An experiment was also performed to evaluate the benefits of iPatch in the data
cache. Figure 4.6 shows the d-cache miss rates for subblock-disable and various

iPatch configurations. The fault-free d-cache miss rate is also included for com-
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Figure 4.7: Average utilization of data cache structures with iPatch.

parison. False hits are counted as misses, since the latency penalty is equivalent.
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For the failure rate simulated, subblock-disable can more than double miss rates

relative to the fault-free case for most applications. When iPatch is employed,

this miss rate can be reduced, since, some of the time, data “from” disabled sub-

blocks can supplied from the store queue or MSHRSs. If no patch exists in these

structures, however, the missing subblock data must be retrieved from the L2.

To minimize such false hits, iPatch’s simple patch replacement scheme exploits

temporal locality, ensuring that blocks with the highest false hit potential remain

patched while evicting less-useful patches if necessary. As the figure shows, both
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Figure 4.8: Performance benefits of different iPatch techniques with a 0.5% cell
failure rate in the L1 data cache. IPC is normalized to the fault-free case.

store queue patching and MSHR patching are able to provide substantial miss
rate reductions by avoiding false hits, with the combination providing the most
benefit. Figure 4.7 shows the average percent of each buffer that is used to store
patches. Due to different resource demands, some applications are not able to
maintain many patches, while other utilize a sizable portion of each structure. For
instance, if the store queue is fully occupied between stores and patches and a new
store must be inserted, a patch can be discarded. This way, patches do not cause
the processor to stall due to a full store queue. MSHR patches are managed in a
similar manner and also invalidated on writes, so the buffer is not always filled
with patches, as shown.

Figure 4.8 shows performance benefits of iPatch over subblock disabling alone in
the d-cache. Unlike the pop cache on the instruction side, the store queue provides
very little “built-in” patching for the d-cache when simulating the subblock-disable
scheme. This is because it is a smaller structure and completed stores are removed

by default without iPatch. As in the case of the i-cache, some benchmarks like
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Figure 4.9: Performance comparison of the subblock-disable approach and iPatch
when simulating a 0.5% cell failure rate in the i-cache and d-cache.
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Figure 4.10: Energy consumption with subblock-disable and iPatch at different
operating points. Subblock-disable performs well with a 0.05% failure rate, but
energy is not saved at the lower-voltage 0.5% point without iPatch.

GemsFDTD and h264ref perform well with SQ patching alone, while others like

hmmer and soplex prefer the MSHR approach. In all cases, the combined iPatch

approach performs best, though the benefit is not additive.
4.3.3 Overall Results

Figure 4.9 shows the results of simulating failing cells in both the i-cache and
d-cache. The performance of the subblock-disable scheme is compared with a
configuration that combines all iPatch techniques. As shown, iPatch improves

performance over the subblock-disable approach by 11% on average.
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Figure 4.11: Energy scaling curves for three benchmarks comparing subblock-
disable and iPatch. iPatch allows further scaling.

Figure 4.10 shows the energy of subblock-disable compared to iPatch (all tech-
niques) when failing cells are simulated in both the i-cache and d-cache. Results
for two different operating voltages (and cell failure rates) are shown. At the
lower cell failure rate, subblock-disable performs well, and iPatch is not needed, as
shown. As the voltage is reduced and the cell failure rate increases, the desired
outcome is a reduction in both power and energy. Power is reduced, but as shown,
energy consumption actually increases when using subblock-disable due to the
performance degradation caused by false hits. When iPatch is enabled, however,
this performance degradation is significantly reduced, enabling energy savings
despite the higher cell failure rate.

Figure 4.11 details the voltage vs. energy curves for selected benchmarks. The
two curves for each application show the energy consumption with subblock-

disable and with iPatch. As shown, iPatch extends the energy curve to allow
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Figure 4.12: Energy-delay product for iPatch normalized to the subblock-disable
approach for a 0.5% failure rate. On average, iPatch reduces EDP by 18%.
continued savings at lower voltages. The subblock-disable curve, however, turns
upwards due to the extra energy consumption incurred by longer execution times.
Finally, Figure 4.12 shows the energy-delay product for iPatch with a 0.5% cell
failure rate. Since iPatch provides both lower energy and execution time than
subblock-disable, EDP is reduced by 18% on average.

One additional benefit of iPatch is a reduction in performance variation across
chips. Table 4.2 shows the performance variation and margin of error across all
simulated chips for each configuration at a 0.5% failure rate. To represent the
performance variation, the 30 value is shown as a percentage deviation from
the reported mean, where o is the sample standard deviation. For a normal
distribution, this 30 range comprises 99.7% of all values. The margin of error for
the 95% confidence interval is also included. For all configurations and benchmarks,
we therefore have 95% confidence that the true population mean is within £2% of

the reported mean. Despite the reduction in performance deviation provided by
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Table 4.2: Performance Variation and Margin of Error

SB-Disable iPatch

30 | ME || 30 | ME

(%) | (%) || (%) | (%)
400.perlbench 4.04 | 0.37 || 1.28 | 0.12
401.bzip2 298 | 0.28 || 0.86 | 0.08
403.gcc 545 | 0.50 || 3.12 | 0.29
410.bwaves 597 | 055 || 1.52 | 0.14
416.gamess 274 | 025 || 1.84 | 0.17
429.mcf 0.56 | 0.05 || 0.34 | 0.03
433.milc 1.10 | 0.10 || 0.55 | 0.05
434.zeusmp 1.60 | 0.15 || 1.12 | 0.10
435.gromacs 16.53 | 1.53 || 1.61 | 0.15
436.cactusADM 1.53 | 0.14 || 0.34 | 0.03
444 namd 262 | 024 || 1.20 | 0.11
445.gobmk 2.04 | 019 || 1.17 | 0.11
450.soplex 241 | 022 || 1.12 | 0.10
453.povray 3.79 1035 | 2.01 | 0.19
454 .calculix 241 | 0.22 || 0.67 | 0.06
456.hmmer 3.85 | 0.36 || 2.77 | 0.26
458.sjeng 3.83 | 035 | 270 | 0.25
459.GemsFDTD 892 | 0.82 || 3.42 | 0.32
462.libquantum 0.61 | 0.06 || 0.57 | 0.05
464.h264ref 12.51 | 1.16 || 3.33 | 0.31
465.tonto 1.77 | 0.16 || 1.77 | 0.16
470.Ibm 11.35 | 1.05 || 0.91 | 0.08
471.omnetpp 504 | 047 || 3.54 | 0.33
473.astar 0.94 | 0.09 || 0.23 | 0.02
481.wrt 0.62 | 0.06 || 0.15 | 0.01
483.xalancbmk 436 | 0.40 | 3.40 | 0.31

the L1 address remapping mechanism, some benchmarks have higher performance
variation across chips, with gromacs having the highest at 16.5%. iPatch is able to
reduce the performance variation across chips by reducing the number of false hits,

since false hits are the cause of the variation. As shown, with iPatch, the variation
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Figure 4.13: Performance distributions for different benchmarks with and without
iPatch. As shown, iPatch improves both the mean performance and the perfor-
mance variability.

range for gromacs drops to 1.6%, which is a 90% improvement.

To help the reader visualize the impact on the performance distribution across
chips, Figure 4.13 shows IPC histograms for select benchmarks. In each case, the
IPC distribution is shown that corresponds to the data in Table 4.2. As shown,
enabling iPatch both shifts and narrows the performance distribution. Both of

these changes are desirable from a vendor’s perspective. As previously mentioned,

gromacs exhibits the most extreme example of this behavior.

44 Summary

This chapter presents an evaluation of the iPatch technique. For a particular cell

failure rate, results show that iPatch can improve performance by 11% over subblock
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disabling. This improvement translates to an 8% energy savings on average, as
well as an overall 18% improvement in energy-delay product. Results show that
iPatch can extend the benefits of voltage scaling to operating points that would
not make sense with subblock disabling alone. A statistical analysis also shows
that iPatch significantly improves performance variation as well as the average

performance.
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5 DRAM PROTECTION USING COP

77

This chapter introduces COP, a low-cost mechanism “to compress and protect
non-ECC DIMMs from errors due to bit flips, which can result from particle strikes.
COP compresses each memory block just enough to insert ECC check bits to protect
the block against errors. Because the compressed data and ECC bits are the same
size as the original data block, no additional memory accesses are needed and
no extra storage space is required to accommodate the ECC. Section 5.1 presents
an overview of COP and its basic operation. Next, Section 5.2 describes COP’s
novel method for tracking compression status. Section 5.3 discusses the pros and
cons of using different compression schemes with COP and proposes some simple
and effective schemes. Finally, Section 5.4 extends COP to provide protection for

incompressible blocks and Section 5.5 summarizes the chapter.

5.1 Overview

The cost of ECC-enabled DRAM DIMMs can be unattractive for commodity sys-
tems, yet resilience to bit flips from soft errors is still desirable. The COP approach
can significantly enhance the reliability of non-ECC DIMMs with negligible over-
head. COP compresses each 64-byte block of memory just enough to insert ECC
check bits to protect the block against errors. Because the compressed data and

ECC bits are the same size as the original data block, no additional memory ac-
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Figure 5.1: Percent of blocks that can be compressed using FPC given a target
compression ratio. More blocks can be compressed if less compression is required.
cesses are needed and no extra storage space is required to accommodate the ECC.
In addition, maintaining block alignment in memory means that addressing is not
affected, which is a potential issue with memory compression.

Traditional intuition regarding cache and memory compression says that a
portion of application data is likely incompressible. This is partially because low
compression ratios are not considered useful, particularly in context of compressed
caches which are often statically segmented. Figure 5.1 shows the compressibility
of blocks for selected SPEC benchmarks using the frequent pattern compression
(FPC) algorithm proposed by Alameldeen et al. [4]. When only a low compression
ratio is required, many more blocks can be considered compressible. As shown,
the data for certain applications such as libquantum is not very compressible

overall, yet the majority of blocks can be compressed by a small amount (e.g.
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10%). COP works well because it only requires a small amount of compression per
block, unlike traditional compression applications that seek to provide at least a
2x (50%) compression ratio on average. Furthermore, algorithms such as FPC are
engineered to provide high compression ratios overall and are less optimized for
lower compression ratios. To address this inefficiency, compression algorithms
and optimizations for COP are proposed later in this chapter. These optimized
compression approaches are able to compress over 90% of blocks on average,
allowing high error coverage.

In COP, the amount of compression achieved for each block determines the
number of ECC check bits that can be inserted, and therefore which codes can
be used. Although it is theoretically possible to use stronger codes for more
compressible data blocks, for simplicity, COP targets the same compression ratio
for each block. For COP, compression to free either 8 bytes or 4 bytes per block was
considered. When only 4 bytes must be freed, COP is able to compress most blocks,
constituting a compression ratio of 6.25%. For this reason, the remainder of this
discussion will describe the 4-byte case, although the mechanism can be applied
for other configurations. In the preferred scenario, each compressible 64-byte block
in memory is compressed to 60 bytes of data, making room to add 4 bytes of ECC
check bits. Instead of using a single code to protect the block, COP divides each
block into four (128,120) SECDED codes. Each code requires one byte of check

bits to protect 15 bytes of data (a total of 4 bytes of parity for the whole line). This
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design benefits COP in two primary ways. First, it requires only a relatively simple
SECDED code, since the (128,120) code is the full version of the commonly-used
(72,64) truncated code. Second, this approach allows COP to detect whether or not
a given block is compressed (and protected) or was stored unprotected because
it could not be compressed. This latter mechanism relies on the parch patching

technique that is the theme of this dissertation.

5.2 Tracking Compression for “Free”

Although COP requires only a small amount of compression for each block (e.g.
6.25%), some blocks may not be compressible at all. The default COP approach
cannot protect these blocks, since parity bits cannot be included. One option in this
case is to simply leave incompressible blocks unprotected, since COP can (ideally)
protect the vast majority of other blocks. This approach still achieves a high level
of error protection while incurring minimal performance and storage costs.

COP can seamlessly integrate uncompressed blocks alongside compressed
blocks in memory, provided that it can tell the difference. Distinguishing between
the two is critical and is a key contribution of COP. Without using extra space in
DRAM, however, it is not possible to store metadata for all blocks to track which
are compressed and which are not. For instance, to track the compression status
of each block, a bitmap could be stored in memory with a bit for every 64-byte

block. For an 8GB memory, however, this approach would require a 16MB bitmap,
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Figure 5.2: ECC decoder/decompression logic. The ECC decoder counts the

number of valid error-free code words seen. If enough code words are seen, the
data (minus ECC check bits) is decompressed and sent to the LLC. If not enough
code words are seen, the data is passed unmodified to the processor.

which is comparable in size to a large L3 cache. Another alternative is to compress
each compressible block enough to add both the parity bits and a special sequence
of bits (a magic word) to indicate that the block is compressed. In addition to
requiring more compression, this approach also introduces the (relatively high)
possibility that an uncompressed block will be mistaken as compressed if its data
happens to contain the magic word.

Instead of checking for a magic word to signify compression, COP simply
checks each memory block for valid ECC code words. In this context, a valid code
word is defined as a 128-bit word that produces a zero syndrome when passed
through a particular (128,120) SECDED decoder. In traditional applications, a zero

syndrome indicates a lack of errors. As shown in Figure 5.2, if fewer than 3 blocks

contain valid code words, the block is treated as unprotected /uncompressed data
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Figure 5.3: ECC decoder in detail. A counter totals the number of zero syndromes.
A different static hash is applied to each code word before decoding. (The same
hash is applied on writes.)

and passed to the last-level cache and processor unmodified. Unlike the previously-
discussed approach with the special bit sequence, the chances of an uncompressed
data block containing multiple valid code words are extremely low, and in the
very rare cases when this occurs, COP guarantees correctness by leveraging parch
patching.

Figure 5.3 shows the decoder logic in greater detail. After reading a block from
DRAM, COP treats it as if it contains four (128,120) code words and passes all
of them through the ECC check logic. If the block was compressed /protected
before being written to memory and no error has occurred, the ECC logic will
detect 4 code words with zero errors. If the block was not protected, the entire
64 bytes contains uncompressed application data. In this case, it is unlikely that

the ECC decoder will detect a single valid code word and highly unlikely that the
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Figure 5.4: Illustration of blocks allowed in DRAM with COP (not to scale). If
a block’s data contains 3 or more code words, it is considered an alias. For the
majority of blocks that are compressible, aliasing is not a concern. Incompressible
aliases cannot be written to memory because the decoder will misinterpret them.
block happens to contain multiple valid code words. In this implementation, if the
memory controller detects 3 or more valid code words in a block, it will treat the
block as compressed data. If a soft error has occurred in a protected block, 3 of
the 4 code words will remain valid, and the ECC can be used to correct the invalid
code word before the block is decompressed.

Although it is very unlikely, it is possible that a block of application data could
happen to contain 3 or more code words, which would confuse the decoder. These
blocks with 3 or more valid code words will be referred to as aliases because they
would appear to the decoder to be compressed even if they are not. For functional
correctness, COP must guarantee that it is impossible for an uncompressed block
to be erroneously treated as a protected /compressed block because it is an alias.

This can be accomplished very simply using parch patching. COP does not write

aliasing blocks to DRAM and instead keeps all such blocks in the last-level cache
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so that they will patch the stale data in DRAM.

Figure 5.4 illustrates the possible types of blocks in COP. Most blocks will
be compressible and will be stored to DRAM in compressed format along with
ECC parity bits. As shown, a subset of blocks are incompressible, and a subset
of blocks can also be considered aliases. Compressible blocks that are aliases in
their uncompressed form are not a concern because they will be compressed in
DRAM. As shown, however, the extremely rare blocks that are both incompressible
and aliases are not allowed in DRAM and must reside in the LLC to ensure that
the decoder works correctly. Note that COP need not keep incompressible blocks
containing only 2 valid code words in the LLC, even though a soft error could
theoretically create a 3rd valid code word. Although this scenario would cause the
block to be misinterpreted as compressed, the error is guaranteed to result in data
corruption in any case since the block was unprotected.

To give the reader an idea of the probability of a block being an alias, consider
the (128,120) code mentioned before. Because there are 120 data bits, this code

allows for 2120

valid code words, while there are 2'* possible values that can be
represented by the 128 bits when including the parity bits. Given a random 128-bit
value, there is then a 0.39% chance that it will be a valid code word. Given a
512-bit block containing 4 random 128-bit values, there is a 0.00002% chance of

the block containing 3 or more valid code words. Since the majority of blocks are

compressible and COP must only retain incompressible aliases in the LLC, very
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tew blocks, if any, will fall into this category. To remember that a block in the
LLC is an incompressible alias, COP requires an extra metadata bit for each LLC
block. Upon a writeback to memory, the compressor/ECC encoder logic checks
for incompressible aliases and rejects writebacks of these blocks, requiring them
to be kept the LLC with the “alias” bit set. Alternatively, a check could be added
to writebacks to the LLC to proactively set this bit. When a replacement is needed,
the replacement decision is modified to avoid evicting any incompressible aliases.
Upon a writeback, the data may have changed or become compressible, so the alias
bit is cleared.

Although the previous example discusses the chances of aliasing for completely
random data, application data is not usually random. For some applications,
blocks may even contain the same word repeated multiple times. In this case, if
the repeated data happens to be a valid code word, the block will contain multiple
valid code words, significantly changing the odds discussed above. To avoid this
scenario, COP introduces a static hash that is XORed into each compressed block
when it is written by the encoder and before it is processed by the decoder. By
using a different hash for each 128-bit segment as shown in Figure 5.3, repeated
values will not skew the odds.

A diagram of the ECC encoder/compressor is not included because it is simply
the opposite of the decoder/decompressor shown, with the stages in reverse order.

In the encoder, the compression logic first compresses the 64-byte block down to 60
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bytes. The SECDED logic then computes 4 bytes of parity bits for the compressed
data, after which the static hash is applied. The compressed/protected block can
be written to DRAM at this point. If the compressor cannot compress the block,
the 64 bytes of data are written to DRAM as-is, and no hashing is applied.

The observant reader will have noticed that although 4 SECDED codes are
used when protecting a compressed block, the decoder implementation described
limits COP to correcting only one bit error per block or detecting a double error
within one 128-bit code word. If two errors occur and corrupt different SECDED
code words, there will be only two valid code words remaining, resulting in data
corruption when the decoder erroneously passes the compressed block to the
processor without decompressing it. To extend correction to this scenario, the
code word threshold could be reduced from 3 to 2, although the number of aliases
would increase by orders of magnitude. In a different COP implementation using
8 bytes of ECC metadata per block, COP could divide each compressed block into
8 (64,56) SECDED words, allowing the decoder to still require a high valid code
word count (e.g. 5 out of 8) but enabling single-bit correction in multiple code
words. As previously discussed, however, requiring more compression reduces
the overall number of blocks that can be compressed/protected.

It is possible, though extremely unlikely, for too many incompressible aliases
to map to the same set in a set-associative LLC, causing an overflow condition for

that set. There are various approaches to handling this corner case. One solution
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is to enable compression on a per-page basis. This approach would require an
extra bit per page table entry, which would need to be passed along with each
request to the LLC. When encountering the overflow condition, compression
could be disabled for the affected page(s). A simplified version of this approach
could disable compression for all of memory, falling back on a technique like
Virtualized ECC [79]. Another solution is to spill the addresses (and/or data) of
the incompressible aliases to a small region of DRAM (likely less than a page in
size). Spilling of the set could then be accomplished by adding an overflow flag bit
per LLC set and reserving one of the tag fields to use as a pointer to the overflow
blocks. Any misses to an overflowed set must then follow this pointer to search
the overflowed blocks for a hit before performing conventional miss handling. The
overflow blocks can be arranged as a linked list, allowing an arbitrary number of
collisions to be handled, albeit with additional latency. Since this overflow scenario
is exceedingly rare, this slow mechanism is only needed for correctness and does
not create a performance bottleneck. These approaches can also be applied in case

the LLC needs to be power gated or flushed for any other reason.

5.3 Compression Schemes

Because COP does not require or benefit from high compression ratios, it can use
simpler and less aggressive compression algorithms. A key insight is that many

compression approaches that are capable of providing high compression ratios are
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ineffective at compressing blocks with more limited compressibility. This can occur
when the overhead of the compression metadata dominates the space reduction
achieved. For instance, frequent pattern compression (FPC) requires a 3-bit prefix
per 32-bit word, incurring a cost of 48 bits of metadata per block [4]. To free 4 bytes
(32 bits), FPC must recoup the cost of this metadata and extract a total of 80 bits
of redundancy from the block. By using a compression algorithm requiring less
metadata, blocks with limited compressibility can be protected.

The remainder of this section proposes compression schemes and optimiza-
tions for use with COP. An overview of compression schemes can be found in
Section 2.3.2. For each scheme used with COP, the target compression amount is
increased by two bits (to free 34 bits overall) to allow COP to combine compression
schemes for maximum benefit. In the combined approach, COP uses two bits of

every compressed block to indicate which compression scheme was used.

5.3.1 MSB Compression

This approach is inspired by the (more-complex) base delta immediate (BDI)
algorithm [58]. Standard base delta immediate (BDI) can provide a compression
ratio much higher than what is required by COP. An implementation of BDI for
COP could be much less aggressive and target a wider dynamic range of values. A
wider dynamic range would normally be less beneficial, since this increases the size

of the deltas that must be stored. Because COP does not need high compression,
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this opens the door for significant simplifications.

When applying BDI compression, the most significant bits of the base value
typically remain unchanged after the deltas are added during decompression. For
instance, if a delta is one byte while the base is four bytes, a long carry chain is
required to change the MSBs of the result when the delta is added to the base. A
less complex compression scheme could therefore simply check for matching MSBs
across each value in the block. COP’s MSB compression compares the 5 MSBs
of each of the 8 8-byte words in a block. If these bits match, 7 of the redundant
5-bit sequences can be removed. This removal frees 35 bits, making room for 32
bits of ECC and 2 bits to indicate the compression scheme. To free more than 4
bytes per data block, more bits can be included in the comparison. The MSBs of
8-byte-aligned values are used to allow blocks of both 64-bit and 32-bit values to
be compressed. If the block contains 32-bit values, half of them will be omitted
from the comparison. This simplification of the compression algorithm reduces
the logic required since only a comparison is needed, unlike BDI, which relies on
addition and can support multiple delta sizes.

Traditional BDI compression is also not very effective for blocks containing float-
ing point values, since the significands of floating point values are left-normalized.
The bit comparison used by MSB compression, however, overlaps the floating-point
exponents, allowing it to compress floating point values with similar exponents.

The most significant bit in standard floating point representation is the sign bit,
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Figure 5.5: Compressibility improvement using MSB compression when the com-
parison is shifted by 1 bit. To be considered compressible, 4 bytes must be freed in
a block.

however. If we include the sign bit in the MSB comparison, blocks containing val-
ues with different signs cannot be compressed. To optimize overall compressibility
by including this case, COP slightly modifies the previously-discussed approach
by shifting the 5-bit comparison over by one bit, such that it ignores the most
significant bit. This optimization can significantly benefit the compressibility of
floating point applications. To demonstrate this benefit, Figure 5.5 shows the
compressibility of SPECFP 2006 benchmarks using MSB compression with both

unshifted and shifted comparisons. As shown, by shifting the MSB comparison by

1 bit, compressibility improves by 15% for these applications.

5.3.2 Frequent Pattern Compression

Because FPC is a well-known algorithm in the realm of cache compression, its
effectiveness was evaluated in conjunction with COP [4]. Results indicate that

while FPC is best-suited for achieving high compression ratios it is less effective
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Figure 5.6: Example of compression using run length encoding. Each run is
encoded using 7 bits of metadata.

for less-compressible blocks due to the fixed metadata overhead. In the context of
COP, a simplified run length encoding can extract some of the same redundancy

as FPC with less metadata overhead, allowing more blocks to be compressed.

5.3.3 Run Length Encoding

Run length encoding extracts redundancy in the form of runs of binary 1s or 0s [33].
The benefit of this approach over a compression algorithm such as FPC is that
only a small number of runs must be extracted, requiring less metadata. COP’s
implementation requires 7 bits of metadata for each run, where runs can be either
2 or 3 bytes long. Therefore, accounting for the metadata, COP needs only 2 3-byte
runs, 4 2-byte runs, or a combination or 2-byte and 3-byte runs in order to free 4
bytes for ECC. For instance, in the case with 2 3-byte runs, 6 bytes of redundancy
are removed while adding two 7-bit metadata sequences, freeing the required 34

bits.
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The 7-bit metadata to encode each run is structured as shown in Figure 5.6. The
tirst bit indicates if it is a run of Os or a run of 1s. The next bit indicates whether
the run is 2 bytes long or 3 bytes long. Finally, the next 5 bits point to the 16-bit
word offset in the block where the run begins. To compress a block, metadata for
each run is placed at the start of the block, and the runs described by the metadata
are omitted from the rest of the block.

Only the minimum number of runs must be encoded to create space for ECC.
Thus, the number of runs encoded per block can vary depending on the length
and number or runs present. When decompressing a block, the number of runs
(and metadata chunks) can be determined by examining the metadata chunks and
counting the number of bytes freed by each one. The decompression logic looks at
each metadata chunk in sequence, computing the number of run bytes encoded.
Once enough bytes have been freed to store the ECC (e.g. 4 bytes), this signals
that the metadata stops and the actual data begins, since no more runs would be

needed.

5.3.4 Text Compression

Many widely used applications are responsible for processing large amounts of
text. Latin characters that fall within the range of ASCII encoding are very common.
The ASCII standard is a 7-bit encoding that defines 128 possible characters [6].

Historically, one byte was transmitted per character with the 8th bit being used
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for parity. In more modern storage of ASCII characters, each character is stored
in a byte with an extra zero as the most significant bit. If an entire memory block
contains ASCII characters, the MSB of all bytes will be zero, and can be omitted
to compress the block. This approach works well in the context of COP, since it
is capable of providing only low compression ratios. For instance, COP could
theoretically free 62 bits in a 64-byte line (a compression ratio of 12%), assuming 2
bits to indicate the compression type.

The more modern Unicode formats enable additional characters, but maintain
backwards compatibility with ASCII. For instance, UTF-8 is a variable length
encoding that mixes ASCII symbols with longer symbols. UTF-16, on the other
hand, uses a fixed 2-byte representation per character. To convert ASCII characters
to UTF-16, one byte of zero padding is simply added. Therefore, even when
considering Unicode text, if a data block contains only ASCII characters (which is
even more likely for UTF-16, as a block contains half the number of characters),
it can be compressed using this approach. Even for languages with non-latin
characters, characters that fall within the ASCII range are still commonly used, as

is the case for HTML.

5.4 Protecting Incompressible Blocks

As described thus far, COP is able to protect compressible blocks, which com-

prise a high percentage of application data. For certain applications or hardware
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implementations, it may be desirable to protect all of memory against bit flips,
including incompressible data. Prior proposals (e.g. Virtualized ECC) can protect
non-ECC DIMMs by allocating space for ECC check bits in memory [79]. As previ-
ously discussed, there are two downsides to this approach. First, extra memory
accesses are required to retrieve the check bits associated with the data, which can
degrade performance. Second, making room for ECC check bits in main memory
substantially reduces the usable memory space.

In cases where it is imperative to protect all data from errors, a hybrid version
of COP can allocate a small ECC region in memory. This version of COP will be
referred to as COP-ER. In a naive implementation, the same storage overhead as
Virtualized ECC is required, since incompressible blocks are not always adjacent, so
ECC space could be reserved for all blocks to facilitate addressing of the ECC region.
In this manifestation, the benefit of the combined approach is in performance,
since most of the time the check bits can be retrieved with the compressed data,
and the ECC region need not be consulted.

Since the ECC region is only used to store check bits for incompressible blocks,
an optimized implementation can significantly reduce its storage overhead such
that the available memory space is minimally impacted. Through appropriate
engineering of the ECC region, COP-ER can use the space as efficiently as possible,
tightly packing ECC data. When ECC entries are not present for all blocks, a simple

offset computation is no longer effective for finding a block’s parity bits in the ECC
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Figure 5.7: ECC region organization for COP. A small portion of main memory is
allocated for ECC. Each uncompressed data block is truncated to include a pointer
to an ECC entry containing the displaced data and parity bits for the block.
region. There are a number of possible solutions to architecting the ECC region to
solve this problem. For instance, it could be structured like a set-associative cache
using a hash on a block’s address to determine which set its parity bits are store in.
This approach, however, creates potential for set overflows and does not efficiently
use the allocated space. In the solution proposed in this work, COP-ER displaces a
portion of each incompressible block’s data and inserts a pointer to point directly
to an entry in the ECC region. Each entry in the ECC region is then comprised of
a valid bit, the displaced data, and the ECC check bits needed to protect the whole
block.

Figure 5.7 shows the structure of COP-ER’s optimized ECC region. As shown,
the ECC region occupies a portion of the memory space and can grow dynamically
as needed. To allow the region to be resized, the operating system can avoid
allocating the nearby pages until memory is near capacity. As shown, the bulk of
the ECC region is comprised of blocks containing ECC entries. If 28-bit pointers

are used in incompressible blocks to point to an ECC region block/entry offset,
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an additional 6 parity bits are required to correct any bit errors in the pointer,
displacing a total of 34 bits from each incompressible block. Each ECC entry,
therefore, must contain 34 bits of data plus 11 bits of parity for the incompressible
block plus a valid bit for a total of 46 bits per entry, allowing 11 entries per 64-byte
ECC region block.

On a read to an incompressible block, the decoder first detects that the block is
not in compressed format (see Figure 5.2). Next, a read is performed to access the
ECC region block containing the entry indicated by the embedded pointer. Note
that ECC region blocks can be cached to improve performance. The missing data
and parity bits are retrieved, and the block is checked for errors. COP-ER adds an
additional bit to be stored with each L3 cache block to indicate if the block was
uncompressed when originally read from DRAM.

On an LLC replacement, if the victim line is clean, it can be silently invalidated
and overwritten with the new block. If the victim is dirty and the “was uncom-
pressed” bit is set, COP-ER knows that an ECC entry already exists for the block.
In this case, the pointer to the ECC entry is read from memory. If the block is now
compressible, the original ECC entry is invalidated and the block is written in
compressed format. If the block is still incompressible, the existing ECC entry can
be reused and updated with the new data/parity bits. If the “was uncompressed”
bit is not set and the dirty data being written back is incompressible, a new ECC

entry must be allocated.
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Figure 5.8: Valid bits form a high-radix tree to speed the location of free entries.

To find a free spot for a new ECC entry, the valid bit hierarchy shown in
Figure 5.8 is used. In a worst-case scenario, a large main memory storing a lot of
incompressible data could require millions of ECC entries, so COP-ER needs an
efficient way of maintaining and searching the free list. Each L3 valid bit block
contains 501 valid bits in addition to 11 bits of parity to protect the valid bits.
Each valid bit corresponds to one block of ECC entries, as shown. When all 11
ECC entries in an ECC region block are valid, its L3 valid bit is set. The memory
controller stores a pointer to the most recently used block of L3 valid bits. To
allocate a new ECC entry, it looks for a 0 valid bit, indicating a block of ECC entries
with a free entry. If all 501 valid bits are set, the 3-level valid bit hierarchy is walked.
Each block of L2 valid bits corresponds to a block of L3 valid bits, and a similar
arrangement applies for the L1 bits.

This valid bit hierarchy allows free ECC entries to be efficiently found and
tilled without a (time-consuming) exhaustive search. When the last ECC entry in

a block is allocated or an entry is freed in a full block, the tree structure is updated
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appropriately. By filling free entries this manner, COP-ER limits the size of the
ECC region in case the data compressibility changes or memory for an application
is deallocated.

Another benefit of using COP-ER over COP is that COP-ER can virtually elimi-
nate the incompressible alias problem. Recall that COP-ER displaces some data in
incompressible blocks to store an ECC region pointer. This provides some control
over the bits that get stored in DRAM. If the bits used to form the pointer are
selected such that they overlap with all four code words as seen by the decoder, the
ECC entry allocated can be adjusted so that the block is no longer an alias when

incorporating the pointer.

5.5 Summary

This chapter proposes COP, a technique to protect non-ECC DRAM DIMMs from
bit flips. COP leverages simple compression techniques to compress blocks of data,
making room for ECC parity bits. Various simple compression techniques to be
used with COP are described. Because the compressed data and ECC take up the
same amount of space as the uncompressed data, COP imposes minimal storage
and performance overheads, if any. To extend protection to incompressible data, an
approach called COP-ER is also proposed. COP-ER uses a dynamically-resizable

storage region to store parity only for blocks that cannot be compressed.
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6 EVALUATION OF COP

This chapter describes the methodology for evaluating COP and discusses the
simulation results. Section 6.1 describes the simulation infrastructure and ap-
proach. Section 6.2 evaluates the simple compression schemes proposed for COP.
Section 6.3 models COP’s reliability with a simple fault model. Section 6.4 dis-
cusses COP’s performance compared to prior work, evaluates the potential for
aliasing, and compares COP’s storage requirements with other approaches. Finally,

Section 6.5 summarizes the chapter.

6.1 Simulation Infrastructure

To evaluate COP, the interval simulation methodology was used to model perfor-
mance [26]. This approach divides execution into intervals between long-latency
miss events, which will have largest performance impact and overshadow lower-
latency accesses. This methodology allowed the efficient simulation of large in-
struction regions using a custom simulator built on top of DRAMSIm?2 [63]. The
SPEC2006 benchmark suite was used with reference inputs as well as the PARSEC
suite with native inputs. A section of 1 billion instructions was run from each SPEC
benchmark and was chosen using the SimPoint tool [60]. The PARSEC workloads
were run in 4-threaded mode for 4 billion instructions in the parallel region of

interest.
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Table 6.1: Simulator configuration

Category | Configuration

000 Core | 3.2GHz

Issue: 4-wide

Window size: 128

Caches L1 Instr: 32 KB/4-way, 4 cycles
L1 Data: 32 KB/8-way, 4 cycles
L2: 256 KB/8-way, 9 cycles

L3: 4 MB/16-way, 34 cycles
Memory | Busspeed: 1600MHz

Bus width: 64

Total capacity: 8GB

Channels: 2

DIMMs per channel: 1

Ranks per DIMM: 2

Chips per rank: 8

Sniper, a Pin-based simulator, was used to capture a trace of references to
the L3 cache along with the data contents of each referenced cache block for
compressibility analysis [14]. These references were divided into epochs, each
containing independent (overlappable) requests. The perfect-L3 IPC was also
recorded, allowing the simulator to compute the performance impact of L3 cache
misses. A 4MB L3 cache was modeled as well as a dual-channel 8GB main memory.
Table 6.1 shows the details of the simulated system. The results shown in this
chapter highlight the memory-intensive benchmarks shown in Table 6.2. For
benchmarks with multiple input sets, the input set with the largest footprint is
used. The highlighted subset includes 20 benchmarks from the SPEC and PARSEC

suites. Averages for each suite are also shown in the result figures.
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SPECint 2006 | SPECpf 2006 PARSEC
astar bwaves canneal
bzip2 cactusADM | fluidanimate
gcc GemsFDTD | streamcluster
mcf Ibm x264
omnetpp milc
perlbench soplex
sjeng wrf
xalancbmk zeusmp

6.2 Compression Scheme Evaluation

First, the effectiveness of the different compression schemes was evaluated. Each
benchmark was simulated while noting the compressibility of each DRAM block
accessed. The total number of DRAM accesses was counted in addition to the
number of accesses to compressible blocks. Two compression ratios were also eval-
uated for this experiment to free either 8 bytes or 4 bytes per line to accommodate
ECC.

Figures 6.1 and 6.2 show the results for freeing 8 or 4 bytes, respectively. As
shown, COP can compress significantly more blocks if only 4 bytes must be freed.
As shown in Figure 6.2, text compression (TXT) is particularly effective for certain
benchmarks such as perlbench. MSB compression, on the other hand, is very
effective overall and able to compress approximately 70% of blocks on average.
Run length encoding (RLE) is similarly effective overall, though some benchmarks

tavor one of MSB or RLE. An evaluation of frequent pattern compression (FPC)
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Figure 6.1: Compressibility when freeing 8 bytes per 64-byte block.
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Figure 6.2: Compressibility when freeing 4 bytes per 64-byte block.

is also included for comparison. Because RLE generally outperforms FPC and
has a simpler hardware implementation, FPC is not included in the combined
compression algorithm. The combined algorithm includes the best of all of the
schemes, incorporating TXT, MSB, and RLE using 2 bits of the compressed block
to select one of 3, as previously discussed. As shown, the combined approach is

highly effective and able to compress 94% of blocks on average.

6.3 Reliability Analysis

To evaluate the reliability benefits of COP, a methodology inspired by the PARMA

reliability model was used to compute the soft error rate (SER) [72]. To compute
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Figure 6.3: Soft error rate reduction with COP. The 4-byte ECC requires less com-
pression, allowing protection of more blocks.

the SER for L2 caches, PARMA introduces the idea of a “vulnerability clock” that
counts the number of cycles that each data block is vulnerable in the cache before
it is read. Using a raw SER (per bit) the analytical model can compute the SER due
to a block being vulnerable for a given amount of time. This approach was adapted
for use in DRAM, tracking the amount of time that each block was vulnerable
in DRAM before being read into the L3. The SER reported is due to DRAM soft
errors, and reflects the rate of erroneous data from DRAM making it into the L3.
Because applications have different sized footprints and L3 miss rates, a unique
SER was computed for each benchmark. The reliability evaluation of COP was
based on a raw soft error rate of 5000 FIT /Mbit, as in [40].

Figure 6.3 shows the computed SER reduction for each benchmark using COP.
Results are shown for either 8 bytes or 4 bytes of ECC per compressed block. In
all cases, one byte of parity bits is used per code word, with the 8-byte version
incorporating 8 (64,56) SECDED codes per block, and the 4-byte version using 4

(128,120) code words. As shown, the 4-byte version provides better reliability, with
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a 93% reduction in SER on average. This result is interesting, because for protected
blocks, a block with 8 code words will be more error-tolerant than a block with 4
code words. Because the 4 code word case protects more blocks overall, however,
it is superior. The error rate reduction provided by COP-ER is also shown, and is

nearly 100% in all cases, since COP-ER can correct all single-bit errors.

6.4 Performance and Storage Overheads

In order for COP to perform well and function correctly, the number of aliasing
blocks kept in the LLC to patch DRAM must be minimal. To evaluate the potential
for aliasing in the benchmarks evaluated, a (128,120) SECDED code was generated
and tested. The H-matrix for this code is shown in Figure 6.4. The ones in each row
of the matrix indicate the bits to be XORed together to generate each syndrome bit.
To check a block of data for valid code words, it is divided into four 128-bit parts.
A different hash is applied to each part by inverting certain bits, as previously
shown in Figure 5.3. The 8-bit syndrome is then calculated for each part using the
H-matrix. A syndrome of all zeros indicates that the 128-bit input is a valid code
word.

Table 6.3 shows the theoretical percent of blocks that are both incompress-
ible and contain valid code words, as well the percent measured using the SPEC
and PARSEC benchmarks. One column of results from the analytical evaluation

assumes that all blocks are incompressible, and the other assumes that 80% are
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Table 6.3: Code words in incompressible data blocks

Analytical Measured
Num. code || 0% Compr. | 80% Compr. | SPEC+PARSEC | Equiv. 8GB
words mem. blocks
1 1.5% 0.3% 1.4% 1879048
2 0.009% 0.002% 0.005% 6710
3 0.00002% 0.000005% 0.000002% 3
4 0.00000002% | 0.000000005% || 0.0% 0

compressible. In both cases, incompressible blocks are assumed to contain com-
pletely random data. Results are also shown for the benchmarks evaluated by
applying the (128,120) SECDED code to the data. To help the reader interpret
the measured result, the equivalent number of blocks in a fully-used 8GB main
memory is also shown. Only blocks with 3 and 4 code words are considered aliases,
although the table shows other cases for completeness. Out of the applications
studied, only a single incompressible data block containing 3 code words was
observed, and no blocks containing 4 code words were observed.

The performance of COP was modeled and compared to other approaches
that allocate ECC space in memory, similar to Virtualized ECC [79]. The baseline
implementation in this work (ECC Reg.) differs from the Virtualized ECC proposal
in two ways. First, because Virtualized ECC allows the usage of arbitrary pages
tor ECC, it requires a layer of ECC address translation. The implementation in
this dissertation avoids this additional hardware and complexity by allocating a
contiguous ECC region. The ECC address for any data block can then easily be

computed with a simple offset calculation. Second, the ECC region baseline uses
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a wider error-correcting code that can protect an entire block with a single code
word. A wide (523,512) code is used for the baseline to ensure a fair comparison
with CODP, since COP also uses wide codes. Since each 64-byte data block requires
at least 11 bits for error protection, the contiguous ECC region is allocated with a
2-byte entry per data block to facilitate addressing. To improve the performance of
this approach as well as for COP-ER, ECC metadata is cached in the L3.

As an additional comparison point, an embedded ECC approach as suggested
by Zheng et al. was also modeled [81]. This approach locates the ECC parity bits
in the same DRAM row as the data. When an open-row policy is used (as in this
evaluation), this approach can substantially reduce the ECC access latency. This
evaluation uses a DRAM configuration with 1024-byte rows, which translates to
16 64-byte blocks. Thus, one block is reserved per row to hold the ECC metadata
for the other blocks. Incorporating an ECC block per row without changing the
DRAM architecture requires an address “translation” before accessing DRAM
to make sure that addresses from the processor skip over the special ECC block.
Depending on the implementation of this translation, it could take up to a cycle.
In this evaluation, a best-case scenario was modeled, and no translation penalty
was imposed. In order for the L3 to cache ECC metadata, all addresses used in the
L3 must be the translated version.

For all performance simulations, a 4-core system was modeled with private

L2 caches and a shared L3, with other details shown in Table 6.1. For SPEC2006,
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Figure 6.5: Performance of COP compared to other approaches. COP and COP-ER
slightly increase the memory access latency, but put less pressure on the memory
system.

a copy of the of the same application was run on each core, while for PARSEC
the 4-threaded version of each program was run. All simulations therefore run 4
billion instructions in total. For the COP and COP-ER configurations, an additional
decode/decompress latency of 4 cycles was assumed.

Figure 6.5 shows the performance results comparing COP and COP-ER to
an unprotected system and the different in-memory ECC approaches. For COP,
performance is slightly degraded as a result of the increased memory latency
due to decompression. The performance of COP-ER, which protects all data, is
slightly worse than COP due to the extra memory accesses to retrieve check bits
for incompressible blocks. Because COP-ER places less pressure on the memory
system (due to ECC region accesses), it degrades performance much less than the
ECC region baseline. As shown, the embedded ECC approach generally performs
better or on par with the ECC region. In some cases, embedded ECC performs
worse than ECC region because it is less space-efficient, reserving more ECC space

per block. For the applications shown, COP-ER performs about 8% better than the
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Figure 6.6: Compressibility change for evicted (dirty) blocks. The difference in
compressibility is shown between when the block was loaded from DRAM and
when it is written back. For instance, U->C means a block was loaded from DRAM
uncompressed but written back compressed.
ECC region alone or embedded ECC while providing the same error coverage.
A change in a block’s compressibility while it is in the cache can affect the layout
of COP-ER’s ECC region. Figure 6.6 shows changes in compressibility while blocks
are resident in the cache. Data is shown only for blocks that are modified and then
evicted from the L3, requiring a write to DRAM. As shown, the compressibility of
the majority of blocks does not change. In other words, they are compressible when
loaded and still compressible when evicted or incompressible when loaded and still
incompressible when evicted. The remaining blocks transition for compressible to
incompressible, or vice-versa. Such transitions are in the minority however. Note
that the breakdown shown does not include invalidation of clean blocks for which

compressibility cannot not transition.

Although COP-ER relies on an ECC region to protect incompressible blocks, it
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Figure 6.7: Reduction in ECC region size using COP-ER compared to using a static
ECC region.

is able to significantly reduce the ECC storage overhead since the ECC region does
not need to store ECC for all blocks. The amount of ECC storage required by each
application was computed for both COP-ER and the static ECC region. Figure 6.7
shows the reduction in ECC storage space for each benchmark. As shown, COP-ER

can reduce the space requirements by 80% on average.

6.5 Summary

This chapter presents an evaluation of COP. Results show that combining simple
compression techniques allows compression of 94% of blocks on average. When
COP is employed, this results in a 93% reduction in the soft error rate with negligible
performance impact, while other approaches substantially degrade performance.
When all data is protected using COP-ER, the performance impact remains very
slight. It is demonstrated the COP-ER requires on average 80% less storage space

than prior approaches.
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7 CONCLUSION

As technology trends continue, future microprocessors will be required to dedicate
more resources to offset reliability concerns such as process variations and soft
errors. As these issues grow, there will be a strong incentive for designers to
develop cost-effective solutions, allowing continued improvements in areas such as
performance and power consumption. Because a large portion of modern systems
is devoted to storage in the form of on-chip SRAM caches or off-chip DRAM, it is
particularly important to efficiently protect these elements. This need is further
increased since maximizing the storage density of these elements can come at the
cost of reliability. To address bit failures in SRAM caches, prior work has suggested
various disabling schemes, although such approaches can impact performance as
cache space is reduced [1, 37, 77]. To reduce the cost of DRAM reliability, prior
work has suggested embedding ECC in standard DIMMs, reducing the overall
memory space and hurting performance [79, 81].

This dissertation proposes the idea of microarchitectural patching, a technique
that can efficiently repurpose existing storage structures in the interest of enhancing
system reliability. The technique works by exploiting the natural redundancy that
exists between structures like caches, MSHRSs, store queues, micro-op caches, and
main memory. By modifying the retention policy for entries in these structures,

existing data movement mechanisms are exploited to promote improved reliability
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or performance. Reusing existing resources for this purpose avoids the additional
circuitry and structures that would otherwise be needed to accomplish these goals.
This dissertation proposes two techniques that use parch patching to further the
reliability of high-performance processors.

An approach called iPatch is proposed to enhance the energy and performance
benefits of aggressive voltage scaling, which can cause SRAM failures. Existing
proposals to guarantee correctness at low voltages rely on techniques like subblock
disabling, which can degrade performance and negate energy savings. iPatch uses
parch patching to patch disabled parts of L1 caches, avoiding the higher-latency L2
accesses that would otherwise be required. By relying on existing components in
the processor’s memory datapath, iPatch is noninvasive and requires no changes
to performance- or latency-critical structures or circuits. Results show that iPatch
enables energy savings at high cell failure rates as well as an 18% average reduction
in EDP compared to prior work when 0.5% of SRAM cells are failing.

This dissertation also proposes COP, which protects non-ECC DRAM DIMMs
using compression to embed ECC into each memory block. This approach avoids
the cost and energy overhead of ECC DIMMSs by adding a small amount of logic
to the memory controller. Prior proposals to protect non-ECC DIMMs sacrifice
memory space to store parity or performance due to extra memory transactions.
COP is able to distinguish between compressed data and uncompressed data by

checking for the added ECC. pArch patching is used to ensure that application
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data cannot masquerade as ECC code words. Several low-complexity compression
schemes are also explored for use with COP with the goal of freeing a small
amount of space per block (just enough to accommodate the ECC bits). A very
effective hybrid scheme is proposed that achieves 94% compressibility over the
set of evaluated workloads. An evaluation of COP shows a 93% reduction in the
soft error rate over a baseline non-ECC DRAM system. To optionally extend ECC
protection to incompressible blocks, a small region of main memory is used to
store ECC for those blocks. This scheme (COP-ER) displaces a few bytes of from

each incompressible block to add a pointer that indexes into the ECC region.

7.1 Future Work

This dissertation proposed two approaches using parch patching to efficiently
engineer reliable processors. There are also a number of potential avenues of

future work that apply similar concepts in the context of reliability.

7.1.1 Patching the Memory Hierarchy

nArch patching could be extended to other parts of the memory hierarchy. For
instance, a L1 cache could patch a lower-level cache. This approach would be
particularly useful if the lower-level cache used a larger block size. An aggressive

implementation could also use the same structures employed by iPatch to patch a
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fault in a lower-level cache. Coordinating patching in this approach could be more

complicated, however, especially if main memory is to be kept error-free.

7.1.2 Making COP More Robust

To tolerate multiple bit errors, COP could be modified to use a stronger error-
correcting code. For instance, it could be updated to use a chipkill code that can
correct any given chip failure. This modification would require more compression
or a change in COP’s compression-tracking approach. Given only four bytes for
parity, only two single-symbol-correcting code words would fit in a block. To check
for uncompressed data, an invalid code word could trigger an ECC region access

and a backpointer in the ECC entry could be verified.

7.1.3 Tolerating Process Variation with COP-ER

Assuming a number of process variation-induced hard failures in DRAM, a variant
of COP could be used to tolerate them. Because failures are likely to be spread
out, it is more likely for memory blocks to contain a single failure than multiple.
COP-ER could be used to correct the single failures with a special scheme to track

and correct the less-common blocks with multiple failures.
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