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ABSTRACT

This dissertation studies the problem of investing in security mitigations to protect a critical
infrastructure system. We consider three different ways a system could be vulnerable to
threats, and for each of these cases spend a chapter developing methods to model the
deployment of mitigations to optimally protect the system. There exists literature to address
the problem of selecting a portfolio of mitigations subject to a budget constraint in each
of these cases. However, the literature does not address how to deploy the mitigations in
resource-constrained settings over time. We consider the problem of choosing a portfolio of
mitigations to implement while considering the time and resources required to implement
the mitigations and precedence relationships between the mitigations. The first way we
model threats to the system addresses overlapping effects of mitigations on different
vulnerabilities of the system, allowing each vulnerability to be covered multiple times
for diminishing returns. In the next chapter we consider the possibility of sophisticated
attackers, rather than general vulnerabilities. We assume a set of attackers simultaneously
work to complete their own project, where the actions they must take to complete these
projects can be delayed by the defender’s mitigations. The final way we model threats to the
system is again by considering sophisticated attackers, but instead assuming the attacker
have multiple ways to achieve their goal. While similar to the previous problem, this
problem presents its own unique modeling challenges. In each case we introduce integer
programming models that extend a resource constrained project scheduling problem
(RCPSP) to both select and schedule mitigation tasks over a time horizon with the goal
of maximally protecting the system. We additionally develop heuristic methods for each
of these problems. We conclude by discussing the benefit we see in this research of
considering the deployment of mitigations to protect critical infrastructure systems in
resource-constrained settings over time.



1 INTRODUCTION

Critical infrastructure systems are prevalent throughout the world, and parts of these
systems may be susceptible to attack by sophisticated adversaries, or simply become
damaged, old, or otherwise in need of repair or replacement. Failure or exploitation of
such vulnerable parts of the system may cause costly disruptions to the system, unintended
use of the system, or other undesirable impacts. There are many examples of critical
infrastructure systems that can benefit from the consideration of how to deploy security
measures to protect them. Power systems may be protected by reinforcing or replacing
components of a power grid to help avoid costly outages, transportation systems may be
protected by replacing road infrastructure to improve traffic flow or making improvements
to public transit options to improve safety and user satisfaction, and information technology
systems may be protected by updating software or implementing security mechanisms
to avoid data breaches or system down-time. This last example falls into the realm of
cybersecurity, which is present in many areas of critical infrastructure given the prevalence
of computer based control of modern infrastructure. Enayaty-Ahangar et al. (2020) provide
an overview of papers that deal with optimization in cybersecurity. The proactive selection
of security measures, or "mitigations", to decrease risks of attack or other vulnerabilities in
a cybersystem, is one example of decisionmaking to secure critical infrastructure. However,
as noted in Albert (2023), what is lacking in existing models is a consideration of the
effort required to enact the plans they choose. While the selection of mitigations is a well
studied area, planning the deployment of mitigations is a topic that remains unstudied.
This remains true for critical infrastructure systems in general. While some aspect of timing
may be considered in some models, e.g., (Borrero et al., 2016; Malaviya et al., 2012; Zheng
and Castanoén, 2012; Zhuo and Solak, 2014), there is a lack of models that consider resource
based deployment over time of mitigations. A portfolio of mitigations chosen by one of
these existing models may appear to be the best choice for protecting the system, however
these mitigations may be difficult to implement simultaneously, resulting in delays in the
completion of all mitigations. The time the system is vulnerable while mitigations are being
implemented is worth considering. For this reason, we integrate a resource constrained
project scheduling problem (RCPSP) to schedule mitigations into existing methods of

mitigation selection.



In Chapter 2, we begin with a simple model of the system, where we model vulnera-
bilities in the system as a set of nodes that can be covered by mitigations. This extends a
simple version of the problem proposed by Zheng et al. (2019). While their paper gets more
complex by adding stochasticity to the problem, our more simple problem becomes difficult
to solve via the addition of an RCPSP to the mitigation decisions. We analyze the benefit
of integration of RCPSP into this model by comparing to preexisting methods that do not
integrate scheduling and coverage as we do. We additionally develop heuristic methods to
solve this problem more efficiently. We adapt an interval-based relaxation of Carrasco et al.
(2022) to our problem as a fast heuristic method, and then use this as a baseline of a rolling
horizon heuristic that provides good solutions in a scalable way. In computational studies
we find that the integrated model has benefit over preexisting methods as the proposed
alternative methods provide heuristic solutions with an average optimality gap of around
7%. Additionally the rolling horizon heuristic we present outperforms all other heuristic
methods considered, finding the best solution among all methods given a 30 minute time
limit on 33 of 35 larger instances.

In Chapter 3 we move from modeling threats as general vulnerabilities to more sophis-
ticated attackers. These attackers are working to complete various attack projects and the
defender can implement mitigations to delay steps of those projects. A example of this type
of attacker model is that of Brown et al. (2009), where a defender is trying to delay steps in
an adversary’s nuclear arms project. We more specifically extend the problem proposed in
Zheng and Albert (2019) that considers a more general set of attackers each completing
projects. In a mitigation selection models such as these, the assumption is made that the
defender acts first. However, in reality, mitigations take time to implement, and attackers
may already be working to complete their projects in the meantime. The consideration of
the defender’s scheduling decisions becomes especially important in this context, as the
timing of when mitigations are completed affects whether or not they are even useful. If
the adversary has already completed an action, delaying that action has no benefit. This
is something that is not fully considered in Chapter 2. Thus in Chapter 3 we address this
interplay of timing between the completion of attacker and defender projects. We develop
an integrated integer programming model of this bilevel problem by using a time-indexed
network that allows us to keep track of attackers” arc lengths over time as determined by

the defender’s choices. We simplify this time-indexed network to reformulate the model



to be easier to solve and improve linear programming relaxation bounds. We present
additional heuristic methods that allow us to analyze the benefit of this integrated model
over models that either disregard the attacker network or assume the defender acts first. In
computational experiments we find that our reformulations greatly improve the solvability
of the model. In addition, we see that our heuristic methods average a 5-10% optimality
gap, demonstrating a benefit to the integrated model.

In Chapter 4 we consider a third model of cybersecurity threats that we can integrate
the idea of scheduling into. Similar to the previous chapter, we consider more sophisticated
attacks, however here we look at an attacker choosing the fastest method of attack via
a shortest path along an attack graph. Mitigations again affect the edges of the attacker
graph, increasing the time it takes for the attacker to complete an action. This is an example
of a shortest path network interdiction problem as seen in papers such as Israeli and Wood
(2002). This is a common way to model attacks in areas such as cybersecurity, where an
attacker needs to only find a single way to breach into the system. We can use similar
techniques to model this as in the previous chapter, however this problem becomes more
difficult to model since its natural structure is that of a max-min problem. In this chapter
we develop a model for this problem and develop a similar simpler model to approximately
solve it. Our computational experiments demonstrate that this model suffers from the
same computational difficulties that are seen in shortest path interdiction problems such
as in Israeli and Wood (2002), while also being more complex in the defender’s problem.
We find that our proposed approximate model generally finds optimal or near optimal
solutions. This shows that a full consideration of simultaneous scheduling between the
attacker and defender may not be necessary, and a model that partially considers this may
be sufficient in most cases.

Finally, in Chapter 5, we compare the models developed in all three chapters. We see
that each model has similar properties, however each are useful in different cases. While a
more general model like in 2 may be useful, considering more specific types of attacks as
in 3 and 4 may be more appropriate in certain situations. We analyze the differences in
solutions for each of these models on a single example, adapted to each model type. We

conclude by discussing future directions for research in this area.



2 SELECTING AND SCHEDULING MITIGATIONS UNDER RESOURCE

CONSTRAINTS

2.1 Introduction

Critical infrastructure systems are prevalent throughout the world, and parts of these
systems may be susceptible to attack by sophisticated adversaries, or simply become
damaged, old, or otherwise in need of repair or replacement. Failure or exploitation of
such vulnerable parts of the system may cause costly disruptions to the system, unintended
use of the system, or other undesirable impacts. We study the problem of a manager of a
critical infrastructure system who is aware of the various vulnerabilities of the system, and
the actions that can be taken to mitigate those vulnerabilities. Due to limited resources,
the system manager may not be able to implement all of the mitigation options. Papers
such as Zheng et al. (2019) address this, but none have considered the resources required
over time to deploy these mitigations. As a result, it may not be possible to implement
all of the chosen mitigations simultaneously and this can mean some important selected
mitigations end up being implemented later than desired, leaving the system vulnerable
in the meantime. To address this challenge, we investigate the problem of selecting and
scheduling mitigations to best protect a system of critical infrastructure while considering
resource constraints over time and precedence relations between the mitigation tasks.

There are many examples of critical infrastructure systems that can benefit from the
proposed model. Power systems may be protected by reinforcing or replacing components
of a power grid to help avoid costly outages, transportation systems may be protected by
replacing road infrastructure to improve traffic flow or making improvements to public
transit options to improve safety and user satisfaction, and information technology systems
may be protected by updating software or implementing security mechanisms to avoid data
breaches or system down-time. This last example falls into the realm of cybersecurity, which
is present in many areas of critical infrastructure given the prevalence of computer based
control of modern infrastructure. As may then be expected, cybersecurity is frequently
used as the main application in the literature of mitigation selection.

In this chapter , we address the problem of choosing and scheduling mitigations that



provide protection to a system. We assume the manager of the system is aware of areas
in the system that may be vulnerable to attack or cause other potential problems in the
system. We denote these as the vulnerability “nodes" of the system. When the system’s
manager implements a mitigation, it reduces the vulnerability of various nodes, thereby
providing “coverage" to those nodes. In more basic node coverage applications, this may be
a binary notion: a node can either be covered or not. We consider the more general notion
of “multiple coverage", that is, we can continue to reduce the vulnerability of a node by
implementing multiple mitigations that affect it. Covering a vulnerability that has already
been covered by other mitigations may be less useful, so we assume there are diminishing
returns for individual node coverage.

We also address resource usage in implementing these mitigations. Similar to previous
models of mitigation selection, we assume there is an overall fixed cost to implement mitiga-
tions, so we include an overall maximum budget for the selected mitigations. However, we
also consider time-dependent resources that affect when we can complete each mitigation.
Such resources may include labor for various personnel types, computational resources, or
additional time-dependent monetary resources. Additionally, we allow mitigations to be
composed of a set of jobs that reflect the multiple requirements to deploy a mitigation. We
assume implementing a mitigation uses resources for given amount of time, and we want
to schedule the selected mitigations—and its associated jobs—over a discrete time horizon
to maximize coverage of vulnerabilities while also considering the desire to have coverage
as early as possible.

One key component of the problem we present is the selection of mitigations to cover
vulnerabilities; an area which researchers have studied in multiple contexts. This is a
case of a maximum coverage problem subject to a budget constraint as is presented in
Khuller et al. (1999). This presents a base model, which other literature in this area extend.
Zheng et al. (2019) explore the context of multiple coverage, which allows vulnerabilities
to be covered multiple times, where better objective values can be attained with more
coverage. They develop integer programming formulations and approximation algorithms
for a few variations of this multiple coverage mitigation selection problem, utilizing the
multiple coverage structure to also address the possibility of a mitigation failing. They
consider vulnerabilities in a set of attack paths, where multiple mitigations can cover each

vulnerability in each attack path. A non-decreasing concave function of the coverage of a



path is then used in the objective, summed over all paths, to model the benefit of multiple
coverage. Zhuo and Solak (2014) consider a multiple coverage cybersecurity investment
problem that considers the potential uncertainty in mitigation effectiveness by using a
two-stage stochastic programming model. In this stochastic model, the effectiveness over
time of potential investments varies by scenario. While this approach addresses some time
aspects of mitigation deployment, it does not address the scheduling implications of limited
resources and precedence constraints. Khouzani et al. (2019) develop deterministic and
stochastic models to select mitigations to minimize attacker success based on probabilistic
attack graphs. Schmidt et al. (2021) and Zheng and Albert (2019) also address problems in
the area of mitigation selection with integer programming techniques, considering ideas of
achieving a threshold difficulty level or maximally delaying attackers on attack paths and
graphs, respectively. Schilling and Werners (2016) develop a model for mitigation selection
based on data from common IT security practices and standards. Numerous additional
related applications of optimization to cybersecurity exist in the literature, as are presented
in Enayaty-Ahangar et al. (2020). Various papers consider other specific threat modeling
techniques and how to invest in security measures to minimize those threats (Vorobeychik
and Letchford, 2015; Fila and Widet, 2020; Nagurney and Shukla, 2017) However, while
several methods exist to select mitigations to improve security under different goals and
attacker assumptions, there is a lack of literature that considers the deployment of these
mitigations over time, particularly in resource constrained settings (Albert, 2023). Malaviya
et al. (2012) develop a multiperiod interdiction model that considers resource usage over a
series of time periods. While this model addresses the timing aspect of resource investment
into security, it is tailored to the network interdiction structure while we consider coverage
of vulnerabilities.

A class of problems that can address this notion of mitigation deployment over time
is the Resource Constrained Project Scheduling Problem (RCPSP). The RCPSP involves
a series of jobs that must be scheduled, where each job utilizes resources over time and
resources are available over time. The jobs must then be scheduled in a way that satisfies
these resource constraints as well as precedence relations between the jobs. Each job takes a
set amount of time to complete, and the goal is to find a schedule that finishes the last job as
early as possible. Originally modeled as a binary integer programming problem (Pritsker
et al., 1969), the RCPSP is commonly studied in the integer programming context, e.g.,



(Artigues et al., 2013; Talbot and Patterson, 1978; Mingozzi et al., 1998; Hill et al., 2022). As
this is an NP hard problem, many heuristic solutions have been developed for this problem
and its variants e.g., (Kolisch and Hartmann, 1999, 2006; Carrasco et al., 2022). Hartmann
and Briskorn (2022) provide a survey of the current variants and extensions of the RCPSP.
Traditionally, the RCPSP considers an objective that minimizes the makespan of the project.
This is quite different from our objective that maximizes coverage of vulnerabilities over
time. There are a few variants that have alternate objectives. One that is more comparable
to our problem is the RCPSP with net present value (NPV) objective (Yang et al., 1993;
Vanhoucke et al., 2001). Scheduling problems such as the RCPSP are often solved using
constraint programming techniques, e.g., (Liess and Michelon, 2008; Berthold et al., 2010).
Schutt et al. (2012) develop techniques for solving an RCPSP with NPV objective with
constraint programming methods. Integer programming methods are also commonly
used for this type of RCPSP. Most related to our work, Carrasco et al. (2022) provide a
heuristic approach to an RCPSP with an NPV objective, where a smaller integer program
is developed by combining time periods into a much smaller set of time “intervals". In
the setting where resources are cumulative and can be used in future time periods, they
can use a solution to this smaller model to build a true solution with an approximation
guarantee. While we could try to approximate a solution using a RCPSP model with a
time-discounted objective, it does not allow us to model an objective of diminishing returns
for multiple coverage of nodes. By including the effect of diminishing returns for node
coverage, we deviate from an RCPSP in that the effect of completing a job is dependent on
what other jobs have been completed. Our model extends beyond the currently existing
framework of the RCPSP in order to achieve this goal. We note, however, that we make use
of ideas developed by Carrasco et al. (2022) to derive an effective heuristic for our model.

The first contribution of this chapter is to introduce a new integer programming model
(in Section 2.2) that combines a vulnerability coverage problem with an RCPSP, in order to
find a mitigation implementation schedule that maximizes coverage over time. This model
adds complexity to existing mitigation selection models by considering timing and resource
constraints when selecting mitigations. In addition, it expands upon existing RCPSP
literature by considering a more complex objective that considers the impact completed
jobs have on covering vulnerabilities, and the diminishing returns of multiple coverage.

Since our problem can be difficult to solve exactly, in Section 2.3 we propose heuristic



methods to find good approximate solutions to this problem more efficiently. Here we
adapt an existing heuristic method to our problem, as well as develop a new rolling horizon
heuristic that repeatedly solves an updated version of the underlying approximate model.
In Section 2.4 we present results of a computational study to demonstrate the benefit of our
model and the quality of the solutions generated by the proposed heuristics. In Appendix
A.1, we provide a description of alternate methods to solve this problem that do not combine
selection and scheduling in a single model, which we use as benchmarks demonstrate the
benefit of our model. We find that integrating scheduling and mitigation selection leads
to solutions that improve by 7% on average over methods that either consider mitigation
selection without considering scheduling, or consider scheduling without considering
the overlapping impacts of the selected mitigations. In addition, for larger problems
our proposed heuristic technique enables finding high-quality solutions quickly, and in
particular yields solutions to the proposed IP model that are better than those obtained by

a general-purpose MIP solver in a similar amount of time.

2.2 Problem Description and Integer Programming

Formulation

Problem Description

We consider the implementation of a set of potential mitigations j € ] to provide protection
against a set of vulnerabilities n € N. Following the literature on resource constrained
project scheduling, we will interchangeably refer to mitigations as jobs. These mitiga-
tions/jobs are deployed over a discrete time planning period consisting of T periods,
T ={1,..,T}. When ajobj € ] is completed it provides wj,, > 0 units of coverage of
vulnerability n € N. Some jobs j € ] might not provide coverage to any vulnerability n € N
(i.e., wjn = 0 for all n € N) but may need to be completed before other jobs that do provide
coverage can be performed. To model this structure, we define a set of job precedences P,
where (i,j) € P implies that job i must be completed before job j can be started. A jobj € ]
has a duration of T; € Z, time periods. While job j € ] is in process, it requires c;, units of
resource r € R, where R is the set of renewable resources. We define b, as the amount of

resource v € R available in time period t € T. If selected, job j € ] also consumes C,, units



of a non-renewable resource, for which the total available budget is B units.

We desire to maximize time-weighted coverage, adjusted for the diminishing returns of
covering a node multiple times. We model this using piecewise linear “coverage reward”
functions f,, that take as input the amount of coverage of node n € N and output the reward
for covering the node at that level. The function f, is assumed to be concave, reflecting
the potential diminishing returns of multiple coverage. We also define a time-weighting
parameter o, > 0, that represents the value of having coverage in time period t € T7. We

discuss some specific options for these time-weights «; in Section 2.2.

Table 2.1: Sets and parameters used to describe a problem instance and decision variables
for the IP model.

Sets

T set of time periods, {1, ...., T}
N | set of nodes
J set of jobs
R set of resources
P set of precedence relations

Parameters
Wjn | coverage of node n € N gained by completing job j € ]
T time required to complete job j € ]

cjr | usage of resource r € R when job j € ] is in process

Cm | costof job j € J for cumulative monetary budget

b,: | availability of resource r € R in time period t € T

B cumulative monetary budget

oy | time-weighting parameter for objective function for period t € T

fn | piecewise linear function that takes in coverage for node n € N,

and outputs an objective value adjusted for diminishing returns
Decision Variables

Znt | amount of coverage for noden € N attimet € T

Xj¢ | binary indicator for if job j € ] finishes at time t € T

Integer Programming Formulation
We formulate this problem as an integer program. Variables x;; determine at which time
period tajobj € Jis completed, with x;; = 1ifjob j is completed in time period t and x;; = 0

otherwise. Variables z,; indicate the amount of coverage node n € N has at time t € 7.
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These variables have the property that z,,; > z, {1, in that, once node n gains coverage
from the completion of a job, it has that coverage for the rest of the time horizon. For the
objective, these z, variables are then used as input into the piecewise linear functions
fn(znt) for eachn € N. Table 2.1 provides a summary of the sets, parameters, and variables
described in this section.

The integer programming formulation is then:

y= maxZ Z X (Znt) (2.1a)
teT neN
t+’l‘j—1
st Y ) CpXjs < by VteT, reR (2.1b)
je]  s=t
> ) Cuxj <B (2.1c)
teT jej]
t t*T]'
D X< ) xis V(i,j)eP, teT (2.1d)
s=1 s=1
D ¥l Vje] (2.1e)
teT
X5t =0 Viel],t=1,.,15—-1 (2.1f)
Znt = ijnxjt +Znt1 VteT, neN (2.1g)
je)
xit €{0,1) Vjel, teT (2.1h)
Znt 20 YneN, teT, (2.1i)

where we define z,,o := 0 for n € N. The objective (2.1a) maximizes the total coverage
rewards across nodes and time periods. Constraints (2.1b) and (2.1c) give the budget
constraint for each time period for the renewable resources and the overall budget for
the non-renewable monetary resource, respectively. Constraint set (2.1d) enforces the
precedence constraints. Constraint set (2.1e) enforces that each job may be completed at
most once and constraints (2.1f) enforces that a job cannot be completed earlier than the
amount of time needed to complete it. Constraints (2.1g) set the variables z,,; by adding
the weighted coverage gained from jobs completed in period t to the coverage for node n
from the previous time period. Lastly, constraints sets (2.1h) and (2.1i) define the binary
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and non-negativity restrictions of the decision variables.

Objective Function Time Weighting

The objective function (2.1a) weights by time with parameters «; for t € 7. We thus
consider how to define «, for t € T, to achieve a desired time-weighting.

In the objective (2.1a), since zn¢ > zn 1 for all t and f,, is a nondecreasing function,
it appears that coverage is rewarded repeatedly once earned. In this way, we implicitly
weight by time. Alternatively, we can try to achieve more control over the time weighting
by using an objective that only achieves a reward from a job for the period in which it is
completed. Thus we evaluate rewards based on how much coverage was gained in each
time period after adjusting for diminishing returns. This yields the following alternative
form of the objective,

T
Z Z ag (fn(znt) - fn(Zn,t—l)); (2.2)
neN t=1

where the time-weighting coefficients a; > 0 give the value of gaining coverage in period

t € 7. Observe that if we define at,; = 0 and then set 6y = a;y — a1 fort € T, we can

recover the original objective function (2.1a). Indeed we have:

-
> Y aclfalzad) — falznr))
neN t=1
T T
- Z (Z acfn(zn) = Z atfn(zn,tfl)>
neN t:l _ch_ill
- Z (Z aifn(zne) — at+1fn(lnt))
neN t=1 t=0
T
= Z(at — ais1)fnl(zne) + Z a; . (0). (2.3)
neN t=1 neN

The final equality holds because z,y = 0. Since ZneN a:f.(0) is a constant, it can be
dropped from the objective function. We can see then that (2.3) fits the form of objective
function (2.1a), with &y = ay — ay;+1. Note that since in (2.2) we only receive a reward
for coverage in the period it is gained, to promote completing jobs earlier we would set
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a¢ > ay4q for each t € 7. This is consistent with our assumption that oc; > 0 foreach t € 7.

This alternative view of the objective function can provide insight into how to choose
the weights ., by first choosing a; and defining &, accordingly. We discuss three options
to model a variety of situations.

e Exponential decay: a; = y* for some vy < 1, t € T: This represents the case where
priority is placed on earlier periods via some discount factor. Plugging this into (2.1a)
yields oy = (1 —vy)y', fort =1,..,T—1,and ot = y'. Note this difference in the last
term comes from the definition a1y = 0. This difference is logical in that while we
desire to complete mitigations earlier in the horizon, these mitigations will remain in
effect after the horizon. This increase in the last term then represents the benefit of

completing a mitigation at any point in the horizon.

e Duration-to-horizon reward: a; = (T —t+ 1), t € T: In this model the reward is
set according to how many remaining periods in the horizon the coverage is active
for. This equates to setting o =1 for all t € 7. Thus in this case, we add no explicit
time-weighting to the objective (2.1a), but there is implicit time-weighting gained
from mitigations that are in effect for a longer duration.

e No time-weighting: a; =1, t € T: If timing of mitigation completion is not important,
time weighting may not be needed at all. This could be the case with a very short
time horizon, where all that matters is gaining as much coverage in the time horizon
as possible. This is achieved by setting a; = 1. That is, a reward is gained from the
job when it is completed, and the time period it is completed in has no effect on that
reward. This yields ¢y =0fort=1,.., T —1land ot = 1.

In our analyses we use the first proposed option of exponential time weighting. As
we illustrate in our computational study in Section 2.4, this works as a flexible method in
which modifying the parameter y can give more or less priority on the timing of mitigation
completion.
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2.3 Interval Based Heuristics

As we see in our computational study in Section 2.4, for large instances, it can take a
long time to find a high-quality solution to the model (2.1) using a general purpose MIP
solver. We thus investigate heuristic approaches to find good approximate solutions more
efficiently for such large-scale instances. In the appendix, we adapt two existing models
as methods to find heuristic solutions to (2.1). These methods consider scheduling and
coverage separately, and they provide a benchmark for the quality of solutions attainable
without modeling scheduling and coverage together. Here, we instead develop heuristic
methods that simultaneously consider selection and scheduling, but in an approximate

way by grouping time periods into a series of intervals.

Interval Based Relaxation

We begin by developing a model that groups time periods into intervals and approximates
constraints in a way that provides a relaxation to the full model (2.1). This interval approach
has been used previously by Hall et al. (1997) for job scheduling problems and adapted
by Carrasco et al. (2022) to solve a version of an RCPSP. Carrasco et al. (2022) solve an
RCPSP with an NPV objective, where resources are cumulative, i.e., unused resources
from one time period carry over to subsequent periods. This shares many similarities with
our problem and thus we use the interval-based reformulations that Carrasco et al. (2022)
present as a basis for our interval-based model. Carrasco et al. (2022) find that their interval
model is a relaxation of the RCPSP in consideration. By addressing a few differences in
our problem from theirs, we also develop an interval model that provides a relaxation
for our model (2.1). In addition Carrasco et al. (2022) utilize a heuristic algorithm for
scheduling jobs based on the solution to their interval model, and find that this solution
has an approximation bound. This approximation bound is specific to an RCPSP with
cumulative resources, and cannot be applied to our case of non-cumulative resources.
Nevertheless, the interval-based reformulation can provide a fast solution and we use it as
the basis for our heuristic methods.

Let X = {1,...,K} be the set of time intervals, and T = {t, : k € X} be the set of final
periods for each interval. Then each interval k € X consists of periods [te_1 + 1, %], where
tp := 0. For each k € K let T, = f. — &, _; be the length of interval k. We also define k(t) as
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the interval containing period t € 7. While any interval sizes can be used in this formulation,
we use exponentially increasing sizes of intervals to decrease the size of the problems in
a well-scaling way. This also is reasonable with the use of exponential weighting in our
objective as we make intervals larger where the time periods carry less objective weight. To
do so, let Ty = |B* | fork =1, ..., K, for some B > 1. Note, this definition of interval sizes
differs slightly from Carrasco et al. (2022), where each interval end period is exponentially
increasing, rather than each interval length exponentially increasing in our model. The
two methods are similar and have the desirable qualities mentioned above. We use this
alternative version to obtain parameter interpretability in that 3 = 1 gives the original
time periods, so that the closer 3 is to 1, the closer the interval-based model is to the the
original period-based model (2.1).

We can then develop the model using the set X of time intervals instead of the original
set of time periods. As in Carrasco et al. (2022), our goal for this model is for it to be
a relaxation of (2.1) in the sense that any feasible solution of (2.1) can be mapped to a
solution of the interval model having equal or smaller cost. For use in algorithms, we
parameterize this model by the set T of interval end times, as this determines the structure
of the intervals used in the model. Let x;, be a binary variable that equals 1 if job j € |
is completed in interval k € X, and let z,,x be the amount of coverage gained for node n
by the end of interval k. Most of the interval model is similar to the original model (2.1),
where we simply replace time period indices with interval indices. However, the resource
and precedence constraints require more attention.

For the precedence constraints, as is described in Carrasco et al. (2022), we must add
more precedence relations to our existing set P. To understand why, suppose we imposed
some precedences (i,j), (j, ) € P, where each job takes two time periods to complete. We
find an interval k with T, = 3 such that jobs i and j could both be finished in k and the
precedence would hold, and additionally jobs j and ¢ could both be finished in k without
violating the corresponding precedence constraint. However for interval k to contain all
three of 1,j, and k, it would need to be at least four periods long. Since Te = 3, this is
not true, and all three jobs cannot be scheduled in this interval. Thus, considering only
precedences in P allows infeasible solutions (2.1) to be feasible to the interval model. We
address this with the same approach as Carrasco et al. (2022), in defining an extended

precedence set P that contains all pairs of jobs (i, ) such that i is connected to, and precedes,
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j on the graph induced by P. Then for each (i,j) € P, we define p;; as the longest path
from i to j on the graph defined by P, with the edge weights of this graph given by 7, for
(h, ) € P. Since this implies that for any pair of jobs (i,j) € P, job i must complete at least

pi; periods before job j, our new precedence constraints are as follows:

k k(tk—pij)
ZXje< Z Xie V(l,]) GP,kEIK.
=1 =1

These constraints match the format given by Carrasco et al. (2022). These constraints fix
the issue in the given example, since there would be a precedence relation (i,¢) € P that
enforces that it be possible to have four periods in between these two jobs. Scheduling both
jobs i and ¢ in an interval of length three would no longer be possible.

For the resource constraints, we can aggregate resource availability over time periods in
each time interval (this is similar to the select-then schedule model presented in Appendix

A.1). For each resource r € R and interval interval k € X, we have a budget of b =

Z?‘:{H .1 bre. We then use the following resource constraints:
K(’EkJrTj )—1
> (xer+ Y xeeprmin(f— (fe -1, R)) <bn VreRkex.
j€] t=k+1

These constraints mostly match the format of Carrasco et al. (2022) but differ for jobs
completed in interval k. To assure that every feasible solution of the original model (2.1)
is feasible to this constraint, it counts resources used in each interval k by assuming the
least possible resource usage of any job for that interval. As seen in the version of these
constraints used by Carrasco et al. (2022), if a job is completed after interval k, we assume
for the constraints for interval k that the job is completed at the end of its scheduled interval
{ so that the number of periods in which it consumes resources in interval k is the minimum
of the remaining duration, T; — (t¢ — tx), and the length, Ty, of interval k. However, if a
job is completed in interval k, we instead assume in the constraints for interval k that it
is completed in the first period of the interval and thus takes a single period of resources.
Thus, no job accounts for more resources from an interval k using this constraint than it

would truly take from those intervals given an actual schedule.
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Although similar to the interval resource constraints developed in Carrasco et al. (2022),
there is an important difference. In their paper, for the resource constraints, they assume
all jobs (including those completed in interval k) are completed at the end of the interval.
This works for their case of cumulative constraints since, in this case, any resources not
used in one period are available in any future period, but this is not the case for the non-
cumulative resources in our model. To understand why this is important, consider the
following example with a schedule of jobs j and £ with T = 6 and a single resource r, where
b,y =1forallt € 7. Job j is scheduled to complete in period four and consumes one unit
of resource r each period for 1; = 3 periods. Job { is scheduled to complete in period 6
and consumes 1 unit of resource 1 each period for 1, = 2 periods. Consider translating
this to an interval model. To do so, split the horizon into two intervals, with T, =2 and
T, = 4. Both jobs complete in interval two. Job j uses two units of resource r in interval
two and one unit of resource r in interval one, while job £ uses two units of resource r in
interval two. Interval two has four units of resource r available, and all are consumed.
However, if we were to use the resource constraints given by Carrasco et al. (2022), we
would assume both jobs are completed at the end of interval two and thus all five units of
resource T for the two jobs would be counted in interval two. This valid schedule would be
considered infeasible to the interval model, and hence the interval model would not be a
relaxation of the true model. By instead assuming both jobs are completed at the beginning
of interval two when counting the resources used for interval two, we get an underestimate
of two units of resource 1 used in interval two, making the solution feasible to the interval
model. The version used by Carrasco et al. (2022) is not an issue with cumulative resources,
since the one unit of resource r that should have been used in interval one, is still available
in interval two where it is instead counted. This does not hold true of non-cumulative
resources, so we cannot use this method. Thus, we assume the least resource usage for
every interval to avoid overestimation of resource usage that would cause valid schedules
to be infeasible to the interval model. This allows this model to be a relaxation of (2.1), in
the case we study of non-cumulative resource constraints.

Lastly, we consider the objective. Since Carrasco et al. (2022) develop their interval-
based relaxation for an RCPSP, they do not have the notion of coverage in their model so
we derive this ourselves. As before, the z variables capture coverage, so we can continue

to use the piecewise-linear functions f,,, with z,,x as inputs. Since we are then counting
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gained coverage only for each interval rather than for each period, to allow this to be a
relaxation, we assume for the objective that all jobs are completed at the beginning of the
interval they are completed in. Thus, we set 4, = a;,_, ;-

The interval model, IM(7), is then as follows:

max ) Y (& — 1) fn(znk) (2.4a)
keX neN
k(t+T5)—1
s.t. Z (XjijT + Z Xj¢Cjr min(Tj — (JA[@ — ’Ek),Tk)) < by VreR, ke X
je] e=k+1
(2.4b)
> > Cux<B (2.4¢)
jEJ keK
k k(tk—pi;)
D xe< D xu V({ij)eP kek
=1 =1
(2.4d)
Z Xjk < 1 \V/J S I
kex
(2.4e)
Xjx =0 Vj e, k<k(T;)
(2.4f)
Znk = ZanXjk + Zn k-1 Yne XN, keX
j€]
(2.4g)
Znk =0 Yne XN, keX
(2.4h)
xjx €10,1} Vie], keX,
(2.4i)

where z,,p := 0 forn € N.
We next verify that this formulation provides a relaxation of the original model (2.1),

noting that this requires an independent proof due to the differences between our model
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and that of Carrasco et al. (2022).

Theorem 2.1. Assume ai > a1 fort =1, ..., T and £, > 0 and non-decreasing for all n € N.
Then (2.4) is a relaxation of (2.1). Specifically, for every (X, z) feasible to (2.1), there exists a
feasible solution (X,2) to (2.4) for which (X, Z) evaluated in the objective (2.4a) is at least as large

as the value of (X, z) evaluated in (2.3).

Proof. Let (X, z) be a feasible solution to (2.1) and § be its corresponding objective value
evaluated in (2.3). Let X be defined such that for each j € J, if X;; = 1 for some t, then
Rijkry = 1, and Rjx = 0 for all k # k(t) € K. Let Z be defined such that for each n,
2 = Z)‘GI Win&j1 and 2, = Zje] WinXjk + Znx—1 for k =2,..., K. Define {j according to
(2.4a), thatis § = 3 o5 2 nen(@k — Gx—1)fn(Znk). Note that since X is binary, by (2.1e),
forany j € J, k € K we can write %, = Z%Lﬁl
for (2.4) and that{ > .

We begin by showing that {j > {. Recall earlier we showed that (2.3) is equiva-

Xjt. We want to show that (%, Z) is feasible

lent to (2.2), so that we can alternatively write § = } | . ZLl at(frn(Znt) — fr(Zn-1))-
Similarly, since Z,p = 0 for all n € N, we can apply this same equivalence to {j to get

A

Y= Znej\]‘ 21:1 ak(fn (int) - fn(in,tfl))' NeXt/ (21g) imphes Znt - in,tfl = Z)’G] anijt
for eachn € N and t € 7 and summing this over the periods in an interval k yields:

{k ’Atk
E (znt - z'rL,t—l) = E E W]'n%jt
t=t_1+1 t=ty_1+1 j€J
; Zn‘Ek - ank,l = § W)'nszjt = Znk — in,k—l- (25)
j€]

Since zno = Zno = 0, we have z,, ;, = Z,,1. Inductively then assume Z,;, = Z,,x for some k,

then for k + 1wehave z,;, | —Zn5, = Zn k11— Znk, S0 that 2,3, | = 21 k11. Then, using the
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telescoping nature of the objective summation, we have:

f— Z Z Z dk (fn (Znt) - fn (Zn,t—l))

neNkeX t=f,_;+1

T
— Z Z ﬁK(t) (fn(int) - fn (Zn,tfl))

nGNt 1

>y Zat (Znt) = fnlZni1)) =1 (2.6)

neN t=1

Inequality (2.6) follows because a = a;, > a for all t such that k(t) = kand f,,(Zn¢) >
fn(Znt—1) = 0 as f, is non-decreasing and z, >z, 1 foralln e N, t € T.

Next, we show that (%, 2) is feasible for (2.4). Constraints (2.4g) are satisfied by our
definition of 2. Also wj, > 0and &jx > Oforallj € ],k € X,n € N imply that (2.4h)
is satisfied. It only remains to show that the constraints involving % are satisfied. The
relationship &jx = Zik:%k,l
imply that X;y is binary and satisfies (2.4i). It follows from ) .o Xj¢ = > cq Xkt and X

1%k and X being binary and satisfying } . %t < 1by (2.1e)

satisfying (2.1c) that % satisfies (2.4c). Similarly, % satisfies (2.4e) follows because X satisfies
(2.1e).

For constraints (2. 4d) we need that for each k € X and (i,j) € P, the inequality
SR < X (tlk P %10 holds. By definition of py;, for any (i,j) € P we have a cor-

responding path of precedences i = ugp, uj, up, ..., upm = j with Zm:1 Tu,, = Pij- Then
2 _vM
we have by (2.1d) that Zs *Rys < sz 7 %u,.s and inductively, Zzilzpzm“ ™ Rus <
B M T, [ f—pii -
ST Ry s for 1< m < M. Then, Y R = Y%y < XK <
semeu) g as des1red

Lastly, we consider the resource constraints (2.4b) for a fixed r € Rand k € X. Forj € ],
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define
K(fk+’rj)—l T t+T—1
U = Xjk + E mil'l(T]' — (te — tk),Tk)>Xj/g and ﬂ,]' = E E 7_(]'3.
(=k+1 t=t, ,+1 s=t

We show that {i; < 1 for each j € ], from which the result follows because then

tk+T]
> Ko+ D x)ecjrmm( —(f—t), ) =) oy
je] {=k+1 i3
< E Cjrly
j€]

{k t+Tj71

DI D N W P

j€] t=ty_1+1 s=t

t
Z brt - Brk/

t=ty_1+1

where the inequality follows because % satisfies (2.1b). We thus consider a fixed job j € J.
If ) rcxXjx =0, then {i; = 0 < 1i;. We thus assume ), .4 %Xj = 1 and let p be the interval
such that %;, = 1 and let q be the time period with X;q = 1. (Note that p and q depend on
the job j, but we suppress this to simplify the notation since j is fixed in this argument.)
Now, if either p < k or p > «(tx + T;) then @i; = 0 < §;. If p =k, then {1; = 1 < 11; because
Xjq = 1 and 1 +1< q < tx. Thus, consider the final case with k < P < k(T + Ti).
Note that 1i; records the number of periods the solution X indicates that job j uses resource
T during interval k. The job starts at period q — T; + 1 and we determine 1i; based on
whether ornot ¢ —7; + 1 < ti_1. If ¢ — 1; + 1 < t_y, then job j starts before interval k
and ends after interval k, and hence 1i; = Tk, the total number of periods in interval k. If
q-—1+1> tr_q, then job j uses resource r for T — (q —T5) periods during interval k. Since
Te=t, -t < T —(q — ty) if and only if ¢ — 15 < tx_1, these cases can be combined
with the statement that 11; = min{Ty, T —(q— t)}. Finally, the result follows because

; = min{T, 1; — (£, — &)} < min{T, 1 — (¢ — &)} =1,
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where the inequality follows because q < t,,.
Therefore all constraints of (2.4) are satisfied by (%, 2) so that (2.4) is a valid relaxation
of (2.1). N

Interval Model Solution Algorithm

Given a solution (%, 2) to the interval model, IM(T), we can create a solution to the full
model (2.1), as described in Carrasco et al. (2022). We detail this process in Algorithm 1,
which is adapted from Carrasco et al. (2022) to fit our notation. Given a solution (%, Z) to
(2.4), Algorithm 1 outputs finishing times t; for each job j € J, where t; = 1 indicates that
job j is not scheduled. Using this we define a solution (, z) to (2.1) by setting k;; = 1 for
each j € J with t; # —1, and then setting Z to satisfy constraints (2.1g). In Algorithm 1, the
directed graph induced by the precedence relations is used to create a topological order of
the jobs. It then iterates through each interval and schedules jobs assigned to that interval,
iterating through jobs according to the topological order. The algorithm schedules each
job to complete in the earliest period possible given resource and precedence constraints,
no earlier than the first period of the interval it was assigned to. Iterating through all the
intervals yields a schedule that satisfies the resource and precedence constraints. One
main difference in Algorithm 1 from the one presented in Carrasco et al. (2022) is that it is
possible for some jobs to not be completed in the time horizon, and therefore we modify
the algorithm to add a flag for incomplete jobs to the output.

Rolling Horizon Heuristic

In order to improve upon solutions found using the interval-based model, we exploit
the fast solving nature of Algorithm 1, by integrating this method into a rolling horizon
heuristic. Since we do not have cumulative resource constraints as in Carrasco et al. (2022),
we cannot obtain an approximation guarantee as they have. In addition, while Algorithm 1
provides a solution quickly, in preliminary computational studies, we found that directly
using the solution obtained from Algorithm 1 with the solution from the interval model as
input generally yields relatively poor quality solutions. Since this method does provide
solutions quickly, we develop a rolling horizon heuristic where we solve the interval model

across multiple iterations to find better solutions.
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Algorithm 1 Interval Model Solution Algorithm

Input: w(]) < topological order of ] according to P, T = {t : k € X} < set of interval end
times, (X,2) < solution to IM(7)
Output: Finishing time t; for eachjob j € J (t; = —1 if job not completed)
Lt«—-1Ye]J
2: fork=1,...,Kdo

3:  forj € w(]) such that &;x = 1, following the topological order do
4: t « max{ty_1 + 1, max{t; + T : (i,j) € P}}
5 while not enough resources to assign job j to [t — Tj,t] and t < T do
6: t—t+1
7: end while
8: if t < T then
9: J_tj —t
10: end if
11:  end for
12: end for
O e T A 1 -
Y I T \ J
fixed intervals restricted intervals unconstrained intervals
(£ —y)g intervals yg intervals
I : !
e———e

Figure 2.1: Interval set up for {th and ({ 4 1)th iterations of Rolling Horizon Heuristic.

At each iteration of the rolling horizon heuristic, we solve an interval model with a
time horizon closer to the original periods, but use knowledge from past iterations to
strategically add constraints to preserve the fast-solving nature of the model while avoiding
significant sacrifices in solution quality.

The rolling horizon heuristic is described in Algorithm 2. The heuristic uses two integer
parameters to divide the planning horizon into three segments: group size g > 1 and
restricted segment size y > 1. For iterations £ > vy, the first segment consists of periods 1 to
(£ —v)g, the second segment consists of the next yg periods, and the final segment covers
the remaining periods. Figure 2.1 illustrates these segments for iterations £ and ¢ + 1, for

the case £ > y. When { < y the first segment is empty, and the second segment consists of
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{g periods.

The model solved in the initial iteration £ = 0 is the interval model as described in
Section 2.3, with base 3 to define the interval sizes. Algorithm 1 then provides a feasible
solution, which we can use as a reference solution for the next iteration.

Then for each subsequent iteration { > 1, a reference solution (X, z) determined from
the previous iterations is used to define the model solved. The intervals in the iteration {

model are defined by sets, T, of interval end points T given as:

: k if k < gl
Tez{tk: . k i1 1 g Ikexg}.
min{T, gl + > ;o 4[B ]} ifk>ge

These interval end points are set to be equal to each period for the first g{ intervals, and
then exponentially increasing from interval g{+1 to the end of the horizon. The index set of
intervals for iteration { is then &, = {1, .., K¢ = min{T, g€ + [log ((8 — 1)(T — g&) + 1)]}},
where K, is determined by the number of intervals necessary to cover the remaining horizon
after the first g{ intervals, given the exponentially increasing size of the unconstrained
intervals. In the first segment of the planning horizon (non-empty only when { > y) the
model enforces that the scheduling variables are fixed to match the reference solution X in
those time periods. Let t; be the finishing time of job j € J in the reference solution and
define Jsi, ={j €] : 0 < t; < g(£ —v)} as the set of jobs fixed to start in this first segment.
Thus, we enforce the constraints:

X5, =1 Y € Jrix (2.7)

g(t—y) B
D> X =0 Vi € T\ Jix- (2.8)
k=1

Constraints (2.7) enforce jobs completed in the first g({ — y) periods of the reference
solution are completed in the corresponding single-period interval and constraints (2.8)
enforce that no other jobs are completed in the fixed intervals. In the second segment of
the planning horizon, the model enforces that some proportion 1 € [0, 1] of jobs scheduled
in that segment in the reference solution should be scheduled at a similar time. Let
Jres :i={j € J: g({ —v) < t; < g} be the set of jobs scheduled in the second segment
according to the reference solution. Let v; = L%J g and define the fixing group for a job
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j € Jres as [v; + 1,v; + gl. Then the model also adds the constraints

vj+g
Z Z Xjk 2 T]Ures’ . (29)
jejrel k:‘vi+l

which enforces that at least a proportion n of jobs j € J,.s are completed in the same fixing
group as in the reference solution. Nothing is fixed in the final segment, and thus it matches
the interval model of Section 2.3.

Define CIM (T, Jix, J res,) to be the model IM(T;) with the constraints (2.7)—(2.9) added.
Solving CIM (T4, Jtix, Jres,) yields an interval model solution (%!, 2¢) with objective {j¢, that
we then pass to Algorithm 1 to generate a solution (x, z*) to the original model (2.1) and
use this to calculate the objective value y‘ using (2.1a). If y* > §, where § is the objective
of our current reference solution, we update our reference solution (%, z) to be this new
solution.

This rolling horizon method can be iterated for up to L%j iterations. However, as we fix
more jobs, the improvement on solutions decreases, so that we can also choose to stop once
the current solution has a small optimality gap in the constrained interval model. That is,
if we create a solution to the current iteration’s model from the current best solution as we
do in Theorem 2.1, we can consider how close this is to optimal for the current model. If it
is close to optimal, there is little potential improvement that can be made from our current
solution. In order to determine the optimality gap of our reference solution in the model
CIM(Ty, Jfix, Jres,), We must first convert it into a solution (%, 2) to this model. We can do so
as in Theorem 2.1, which we detail in lines 20 to 22 of Algorithm 2. This gives an objective
for the reference solution in the constrained interval model as {j. Since the constrained
interval model changes each iteration, this optimality gap is not strictly decreasing. Thus,
to avoid stopping too early, we choose to stop iterating once this optimality gap is below a
certain threshold e for a given number of iterations SC. Then if the objective {j* we obtain
from solving the model satisfies gf —1{ < €, we increment a counter, sc. Once sc > SC,
we terminate the algorithm. We note also that the solution (%, 2) generated in this process
can be used as a warm start for the solver to improve run-time when solving the model
CIM(T¢, Jtix, Jres,)-

By continually constraining the model further as the intervals become closer to the
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Algorithm 2 Interval Based Rolling Horizon Heuristic

Input: w(]) < topological order of ] according to P, 3 < interval size generation param-
eter, g < group size, y < fixed/restricted interval split parameter, € < termination
threshold, n <« restricted job proportion parameter, SC < termination value of sc

1: Initialize: sc « 0, (X,Z,§) < (0,0,0),t; + —1Vj €.
2: foE {=0,1,2,..do
3 Jhe e e]:0< <gll—v)}

If‘es %{jﬂe J : g(e_Y) < tj < ge}

ka — Z:“:{HH Xj¢ foreachj €], k € X,

oY, Y jey WinXj, foreachn e N, k € X,

§‘ « objective (2.4a) of IM(T,) evaluated at (x%,z2*)

(8%, 2%, 0% «+ solution and objective value of CIM(Ty, J&. ., Jt..)

tj - completion time for j € J output from Algorithm 1 with inputs T; and (%', 2°)

0 Al L ift=1

L 0 ow

1. zb, 21:1 WjnX;js foreachn e N, t € T

12: yE — ZnGN Zte‘ﬂ' atf(znt)
13:  if y' > § then

forte T

14: (%,z,79) « (x4, 24 yY

15: t—tf

16: end if

17 if §* — g% < e then

18: sc<+sc+1

19: end if

20: if £ > % or sc > SC then

21: return (X,Zz,4) as final solution
22:  end if

23: end for
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original periods, we generally can maintain the fast-solving nature of the interval model
over all iterations. In addition, setting a time limit or using a loose relative optimality
tolerance when solving the interval models can further reduce the time for running this
heuristic. Another property of this method is that the first iteration yields the solution
from running the interval model and finding a corresponding schedule. Thus, this method
still provides a reasonable feasible solution very quickly, but also can provide improving

solutions as it proceeds through the iterations.

2.4 Computational Results

We perform a series of computational experiments to analyze the benefit of our model
and the performance of the proposed heuristic methods. We describe our method for
generating synthetic test instances in Section 2.4, and in Section 2.4 we discuss details of
the parameters of the rolling horizon heuristic presented in Section 2.3. In Section 2.4 we
report results on instances that are small enough that the integrated model can be solved
to optimality using a MIP solver. In Section 2.4 we report results on a test set of larger
instances in order to test the scalability of our methods.

We compare the performance of the full model (2.1) on these instances to the heuristics
presented in Section 2.3 as well as the two heuristic methods derived from existing models
detailed in the appendix. The first of these (RCPSP) is based on solving a RCPSP model that
considers the timing and vulnerability coverage benefit of job completions, but ignores the
impact of potential diminishing returns from covering vulnerabilities multiple times. The
second modified existing method, select-then-schedule (STS), first uses the model of Zheng
etal. (2019) to select a set of jobs taking into consideration the diminishing returns, and then
uses an RCPSP model to schedule the selected jobs. Table 2.2 summarizes all the methods
we test in our experiments: solving the full model (OPT) given by (2.1), the RCPSP model
(RCPSP), the select-then-schedule method (STS), the Interval Model Solution Algorithm
(Int-fast) of Section 2.3, and the Interval-based Rolling Horizon heuristic (Int-roll) of Section
2.3. Method Opt-TL refers to solving the full model and reporting the best solution the
solver takes within the a given time limit.

All IP models are solved using the commercial MIP solver Gurobi 10.0.0, and our

experiments are conducted on a machine with 16GB RAM and an Intel Core i7-7660U
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Table 2.2: Methods used in Section 2.4

Method Abbreviation
Full Model (2.1) Opt

RCPSP Model (Appendix A.1) RCPSP
Select-then-Schedule Method (Appendix A.1) STS

Interval Model Fast Algorithm (Section 2.3) Int-fast
Interval Model Based Rolling Horizon Algorithm (Section 2.3) | Int-roll
Time-limited Full Model Opt-TL

processor at 2.5GHz.

Data Generation

We summarize here the parameters used to generate the synthetic data. A more detailed
description of the data generation is given in the Appendix, and the data for all our test
instances is in the Github repository (Peper, 2024). For creating the jobs and resource data,
we use two methods. For some of our instances we use the j120 instances from PSPlib
to generate the project data. We also supplement the test instances with project data we
created to have instances with a wider variety of structures, generally following the format
presented in Kolisch and Sprecher (1997) for RCPSP data generation. In both cases, we
then generate coverage data to create a full instance of our problem.

For the project data we generate, we create the set of jobs by creating a collection of
projects, each of which has some number of jobs, including “start" and “finish" jobs that
have no predecessors or successors, respectively. The generation process is parameterized
by the number of projects @, a range for the number of jobs in each project, [Jmin, Jmax/,
and the complexity, v, of the precedence network determined by the average number of arcs
exiting each node. The per period budget of each resource is determined by a “resource
scarcity" parameter, RS, by multiplying RS by the highest amount of the resource used by
any one job. Setting RS > 1, ensures that all jobs can be done individually. The PSPlib data
does not include an overall budget, so for all instances this is determined using a “budget
factor" parameter Bud that gives the expected percentage of jobs that can be completed.

Each project contains a “finish job”, which is the last job in that project, and we enforce

that all finish jobs j have wj,, > 0 for some vulnerability n € N (i.e., they provide coverage
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of at least one vulnerability). We use a parameter ML to determine what percent of non-
finish jobs also provide positive coverage to some vulnerability. For nodes that provide
positive coverage to some vulnerability, the average amount of nodes a job covers is given
by a “coverage factor" parameter, CF. The amount of coverage each such job provides a
node is in part determined by how much work that job requires to be completed, where the
amount of work is determined by the total resources required by the job and the jobs that
precede it. A “scaling factor" parameter, SF, is used to determine how much impact work
required has on a job’s coverage. The objective function is created as a piecewise linear
function for each node, with a parameter, ES, that is multiplied by the initial slope for each
node’s function to determine that function’s end slope. If ES is close to one, the objective is
close to linear, whereas ES = 0 enforces that each node has a point at which coverage no
longer provides any benefit.

Rolling Horizon Heuristic Parameter Specifications

We choose parameters for Int-roll that produce relatively good solutions without signif-
icantly sacrificing run-time by performing some preliminary analysis on alternative in-
stances. We begin by choosing values for 3 (determines interval sizes), g (determines the
fixing group size), y (determines the split between fixed and restricted intervals), and
1N (determines the percent of jobs fixed in the restricted intervals). We set § =2, g =5,
Y =2,and 1 = 0.7, which generally provide a good balance between run-time and solution
quality in most instances. We note that small adjustments in 3 generally have little impact
on the final solution quality, and small increases in y generally result in large increases in
run-time. While the first solution to Int-roll is the solution to Int-fast with 3 = 2, we also
run Int-fast separately, with a smaller 3 = 1.4 to promote better solutions, since the slightly
larger run-time is not as impactful as when iterated in Int-roll.

We use the stopping early mechanism described in Section 2.3, but with slight modi-
fications to improve run-time. We set SC = 5 and e = 0.005. However, we make a small
addition, if a solution is identical to the warm start solution, we then add 2.5 to sc instead
of 1, so that if the interval model finds no way to improve the current solution more than
once we stop iterating.

We add a time limit of three minutes for solving the IP for each iteration. In our
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preliminary analysis of this method with large instances we generally found that the
solver found improved solutions very quickly, but sometimes took much longer to prove
optimality. Since this is part of a heuristic, proving optimality is less important, so that
stopping short of an optimal solution has little to no effect on the overall solution quality.

Lastly we improve Int-fast (Algorithm 1) by considering multiple orderings of the jobs.
This algorithm takes as input a topological sort on the set of jobs. Our data generation
process naturally gives us one topological sort of the jobs, but alternatives might provide a
better solution. We experimented with many options and found no option in particular
that consistently performed better than others. Since this algorithm runs so quickly, rather
than using just one topological sort, we run the Interval Model Solution Algorithm with
all of our options and take the best solution found. We do this at every iteration of Int-roll
as well as for Int-fast. Additional topological sorts used involve ranking jobs by the amount
of node coverage they or their preceding jobs gain, or by the amount the objective (2.4a)
decreases if we do not complete the job and those it precedes.

Small Instance Analysis

We first compare our methods on a set of test instances that are designed to be small enough
that we can obtain the true optimal solution with method Opt within a three-hour time
limit. This enables assessing how far from optimal the solutions obtained by the heuristic
methods are.

To consider how these methods compare across a variety of instances, we choose a base
set of parameters for data generation and then individually vary each of these. This data
set includes both the instances based on PSPlib data, as well as instances using our own
generated project data. For the PSPlib data we include five instances with additional data
generated using varied parameters given in Table 2.4, using two different seeds each. We
also include these and an extra five PSPlib instances with a shorter timeline, since given
the budget constraint, the full time provided by the PSPlib data is generally not needed.
This results in 130 instances of this form. For the project data we create, we then use six
different seeds to create instances based on each of these sets of parameters. We have 18
different parameter sets, so this yields a total of 108 instances. The parameters we vary

and the values used for each parameter are given in Table 2.3 in addition to those in Table
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Parameter Base value | Vary values
Number of projects, © 8 4,12

Job duration range, [Jmin, Jmax] | [2,6] 1,71, 3, 5]
Resource scarcity, RS 1.25 1.0,1.5
Network complexity, v 1.4 1.1,1.8

Table 2.4: Additional instance parameters in small test instances.

Parameter Base value | Vary values
Number of vulnerabilities, |N]| 20 10, 30
Exponential time-weighting base, a | 0.95 0.9,0.97,0.99
Objective linearity, ES 0 0.2,0.7
Coverage scaling Factor, ST 0.5 0.2,0.8

2.4. In this table, the column ‘Base value’ provides the parameter used in the base instance
and the column “Vary values’ describe how that parameter is changed to create different
instances. For example, the number of projects @ is 8 in the base set of six instances, and
two separate sets of instances are created by setting ® = 4 and ® = 12 (but keeping all
the rest of the parameters as in the ‘Base value’ column). When varying the number of
projects we also vary project sizes to get an expected similar number of jobs. We vary
most of our parameters up and down from the base. One exception to this is our objective
linearity parameter. In our problem it makes most sense to have a final slope of zero, as in
coverage applications we expect gains of coverage to eventually become negligible once a
vulnerability is highly covered.

We run each of our methods with a three-hour time limit for each instance, in order to
compare solution quality. The only method to reach this time limit was RCPSP on one of
the instances with o« = 0.99.

In Figure 2.2a we display a cumulative distribution plot of the optimality gaps of each
method on these instances. Each curve in this graph represents the number of instances
for which a method yielded a solution that has optimality gap no more than the amount
listed on the x-axis. We first analyze the performance of the methods, STS and RCPSP,
that do not integrate selection and scheduling. Our first observation is that both STS and
RCPSP have significant optimality gaps on many instances — e.g., STS and RCPSP each
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Figure 2.2: Heuristic performance on small instances.

have optimality gaps above 10% on approximately 40 of the instances. On average we find
that the STS optimality gap is 5.6% and the RCPSP optimality gap is 5.9%. These results
demonstrate the value of integrating the selection and scheduling of the mitigations in
our proposed model. Considering now the other heuristics, we find that Int-roll has the
best performance in terms of optimality gaps. We additionally see that Int-fast performs
worse than the other methods, achieving an average of a 7.7% optimality gap. We note that
the instances Int-fast generally performs well on are those created from PSPlib instances.
The main difference between these instances and the instances using project networks we
generated, is that the PSPlib instances generally had one large project, rather than multiple
smaller projects. This gives insight on when Int-fast may be a reasonable solution method
for this problem.

To analyze the running time of the heuristics, Figure 2.2b displays the number of
instances for each method that complete within the specified time along the x-axis. We
limit the range of the x-axis to 10 minutes to better see the differences in the methods with
shorter run-times. We can see in this figure that both RCPSP and Opt take longer to run,
while Int-roll, STS, and Int-fast all complete relatively quickly. Based on these two figures,
we find that RCPSP appears to be ineffective as a heuristic method as it has comparable
run times to solving Opt.

To better understand when the integrated model is most useful, we studied trends in
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solution quality of the STS and RCPSP methods based on our parameter variation. The
only parameter that we observed demonstrated a noticeable trend was objective linearity
ES. In Figure 2.3, we display the average optimality gap of these two methods for the three
ES values we tested (0,0.2, and 0.7). RCPSP performs considerably better on instances
with higher values of this parameter, often finding the optimal solution when ES = 0.7.
We also see that STS is not affected as significantly by ES, so that RCPSP yields smaller
optimality gaps than STS for any values when ES > 0.2. This is not surprising, since with a
completely linear objective the RCPSP model is equivalent to our full model.

10%

8% -

6% -

4%

Avg Optimality Gap

2% -

00 01 02 03 04 05 06 07
ES

Figure 2.3: Avereage ptimality gaps for RCPSP and Select-then-Schedule Methods varied
by linearity parameter (ES)

We additionally consider the effect of the integrated model on what mitigations are
chosen and the schedule of their implementation. We show this with two figures. Figure
2.4, shows how much each method covers individual nodes. In this histogram we look at
how much coverage has been given to each node in the solutions for the base instances,
averaged over all seeds. The x axis provides various amounts of node coverage, and the
height of each bar depicts how many nodes are covered that amount. Here we can see
how RCPSP does not account as well as the other methods for diminishing returns, in that
it generally has more nodes with higher coverages than the integrated model. Figure 2.5

shows coverage gained over time by the solutions generated by each method. This figure
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plots for each time period the total function-adjusted coverage gained by that time. Here
we see that while at the beginning of the horizon STS does well at completing jobs that
provide good coverage, its lack of consideration of scheduling in the first phase causes the
amount of coverage gains it achieves to slow down relative to the integrated model as time
goes on. With RCPSP we see that it generally gains less coverage than Opt by nearly any
point in time.

Em Opt
B STS
EEE RCPSP

Number of Nodes

0.4 0.6 0.8 1.0 1.2 1.4
Node Coverage

Figure 2.4: Distribution of coverage per node, for base instances averaged over all seeds.
Bars give the number of nodes that achieve the amounts of coverage given on the x-axis.

Finally, we investigate different options for the time-weighting coefficients to use in the
objective function. Recall that we propose the use of exponential time weighting and use as
a base parameter value for our instances an exponential base of 0.95. We test this method
against other exponential bases of 0.9, 0.97, and 0.99, as well as the linear implicit time
weighting given by o, = 1, or the no time weighting given by a; = 1. Refer back to Section
2.2 for more details on these objective time-weighting options. We display the results of
this analysis in Figure 2.6, which displays the cumulative coverage benefit over time when
using different time-weighting options. We find that the option of no time weighting gives
the best end of the horizon coverage, but not by a significant amount, and at the cost of

a significant reduction in coverage earlier in the horizon. The other methods perform
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Figure 2.5: Coverage generated over time by each of the preexisting methods in comparison
to the integrated model for four representative instances.

similarly to each other, where the linear time weighting and the smaller exponential base

value of 0.9 prioritize the beginning of the horizon well, but often at the loss of overall

coverage by the end of the horizon.

Large Instance Analysis

We next consider test instances that are so large that solving the full IP directly is time-

consuming. In the analysis of the heuristic methods on the smaller instances, we found



35

— Linear — Linear r
8 Exp: 0.99 14 Exp: 0.99 L
—-- Exp:0.97 —-- Exp: 0.97 '_!=.=l-—-:
——- Exp:0.95 ——- Exp:0.95 ..... :
gl Exp: 0.9 r ;
64 -+ None  |y,r70 4 i e None
[*] o
? g ......... r_.._._.l
& g 61 el |
o o .
O 44 o :
= B [
e e |
-
24
24—t
0 0
. . . T T T . : . T T T .
0 10 20 30 40 50 0 5 10 15 20 25 30
Time (t) Time (t)
(a) (b)
— Linear . \_: — Linear
8- Exp: 0.99 == 12 7 Exp: 0.99 ==
—-- Exp:0.97 ey . & I —-- Exp: 0.97 il
-—- Exp:0.95 ] _I; 104 --- Exp:095 I
----- Exp: 0.9 s Exp: 0.9 . g e
64 None = MNone -
=Y 1 pmeeeed L 87 ey =
© O © il e
] | o
S o — g .
O 4 o 64 qfr [
E E 1 )
2 e e WOUOU [ S :
........... — [ 4_
]
2 e | | ]
Hr 2
=
0 Lo 0
0 10 20 30 40 0 5 10 15 20 25 30
Time (t) Time (t)
(c) (d)

Figure 2.6: Coverage generated over time by solutions from the integrated model with
varying time-weights in the objective for four representative instances. ‘Linear’ refers to
a; = (T—t+1) fort € T. Exp’ refers to a; = y*, with y as specified. ‘None’ refers to a; = 1
fort € 7.

that Int-Roll and STS solved the larger of these instances quickly while also finding decent
solutions. However, since RCPSP generally solved no faster than Opt, we do not consider
RCPSP in this experiment. While other solution methods and heuristics exist for the RCPSP
to improve solution times, the results seen in Figure 2.2 show that RCPSP does not generally
outperform STS in terms of solution quality.

To generate a set of large instances, we choose a new set of parameters for our base
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Table 2.5: Parameters and variations for large test instances. Uses same base values for
parameters not varied as in the small instances, with the exception of including 10 projects
with more jobs.

Parameter Base values | Additional values
Budget factor, Bud 0.2 0.1,0.3

Job duration range, [Jmin, Jmax] [1,10] 4, 6]

Network complexity, v 1.4 24

Exponential time-weighting base, a | 0.97 0.95, 0.99

instances that generate instances not solvable by Opt within a 30 minute time limit. We then
vary parameters we expect may affect run-times. We already analyzed solution quality
when using the solvable instances, so we leave off many parameter variations we used in
those instances that appeared unlikely to significantly affect our large instance solutions.
In Table 2.5 we display the base parameters used and their variations. We again generate 6
different instances for each parameter variation, leading to a total of 36 instances for these
experiments.

Figure 2.7 displays the performance of the heuristic methods on our large instances.
Figure 2.7a displays the gaps from the best solution found by all methods in the 30 minute
time limit. These gaps are given along the x-axis, while the number of instances with a gap
less than or equal to this value is given along the y-axis. We see that Int-roll finds a solution
that is within 1% of the best solution found for all but two instances. In fact, the solution
found by Int-roll is the best solution found in 31 out of the 35 instances. Next, we see that
Int-fast performs consistently well, with 3% to 10% gaps to the best found solution on all
instances. Since we can generally assume our best solution is found by Int-roll, of which the
Int-fast method is essentially the first step of, this also shows we can consistently expect Int-
roll to improve by approximately 3-10% from its initial to final solution on large problems.
Lastly we see that Opt-TL generally performs quite poorly. On only eight instances, it was
able to find the best found solution in the time limit. On most instances Opt-TL provided
the worst solution, demonstrating the value of our specialized heuristic Int-roll for finding
high-quality solutions quickly.

Figure 2.7b displays the cumulative distribution plots of the run-time of each of these
methods on the set of large instances. The x-axis displays run-times in seconds, and the
y-axis is the number of instances that finished before that much time elapsed. We do not
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include Opt-TL in this figure, since the 30 minute time limit was reached for all instances.
We can see that Int-fast finishes very quickly for all instances, taking at most a few minutes
in rare cases. On the other hand, STS generally did not finish, reaching the time-limit in
all but four instances. Lastly we see that Int-roll lies in between these two. While slower
than Int-fast, this method still manages to complete within the time limit on all but three
instances. Additionally, in the few instances in which Int-roll does hit the time limit, as we

will see an example of in Figure 2.8, it still finds better solutions than all other methods.
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Figure 2.7: Heuristic performance on large instances.

Another consideration in the performance of these methods is how the solutions develop
over time. We display this for a few representative examples in Figure 2.8. In this figure we
display the solutions and bounds generated by the IP solver on the full model, a running
best solution found by the IP solver in the second phase of STS, a single point giving the
single solution provided by Int-fast and its run-time, and lastly the running best solution
found by Int-roll. Each line provides the best solution (or bound) from a method at a given
point in its runtime, and ends when the model completes so as to provide a comparison
of runtimes of each algorithm as well. Opt-TL reached the 30-minute time limit on each
instance, thus we never see the bounds converge to the solution. The way the solutions
improve over time and the relative quality of solutions between methods seen in Figures

2.8a and 2.8b are generally representative of the majority of instances, with Int-roll and
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Figure 2.8: Solution generation over time by our heuristic methods, as well as bounds given
by the IP solver for the full model, for some representative example instances. All methods
were given a 30 minute time limit. Int-fast only provides one solution and is represented by
a single data point.

STS finding good solutions quickly and Opt slowly developing solutions that generally do
not surpass the quality of the solutions found by Int-roll. We see that at nearly any given

point in time Int-roll has found the best solution. The only exceptions are short differences

early in the time horizon with Int-fast or occasionally STS (as seen in Figure 2.8a), or in
only a few cases, long after Int-roll has finished Opt-TL finds a slightly improved solution
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as in Figure 2.8c. In Figure 2.8d we show an example of one of the two instances where
Int-roll reaches the time limit. We can see that in this case, the method found much better
solutions at any point in time, and reached a point where solutions stopped improving
significantly before this time limit. In this way, we see that for instances large enough that
Int-roll take a long time to solve, given any time limit it will still likely find a better solution
than any other method we present.

2.5 Conclusion

In this chapter , we introduce a model that incorporates the scheduling and deployment of
mitigations of system vulnerabilities into a model that selects mitigations while considering
diminishing returns of multiple coverage. We formulate this as an IP model and demon-
strate in a numerical study the benefit of jointly considering selection and scheduling. We
also present additional methods for solving this problem for large instances. Through com-
putational experiments, we demonstrate that our proposed interval-based rolling horizon
heuristic works well to provide good solutions to difficult problems in a reasonable amount
of time.

While we focus specifically on the problem of scheduling mitigations for multiple
coverage, the heuristics we develop may also be extended to related problems. In particular,
the interval-based model can easily be adapted to build upon the work of Carrasco et al.
(2022) by incorporating non-cumulative resource constraints in an interval-based relaxation
for an RCPSP. Additionally, because the proposed rolling horizon heuristic does not rely
on the multiple coverage structure of our problem, it could be adapted as a heuristic for
other project scheduling models.

Following the work of Zheng et al. (2019), further extensions to our model could be
considered, such as the possibility that the effectiveness of a mitigation for protecting
a vulnerable node is uncertain and hence modeled as a random event. Incorporating
the scheduling the deployment of mitigations to the various other mitigation selection

problems in the literature provides many other avenues for future work.
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3  SCHEDULING MITIGATIONS TO DELAY ATTACKER PROJECTS

3.1 Introduction

Critical infrastructure systems are prevalent throughout the world, and threats to the
proper functioning of these systems can significantly impact their users. Such threats
may come in the form of sophisticated attackers, carrying out plans to disrupt the system
in various potentially costly ways. It takes time for an attacker to complete all the steps
necessary to reach their end goal, but it also takes time to implement mitigations to impede
the attackers’ progress. We consider the problem of implementing mitigations to maximally
delay attackers, where we assume that the attackers are already working to breach the
system as the mitigations are being implemented. This conservative assumption creates an
interplay in timing that makes it important to consider the full deployment of mitigations,
rather than just selecting which mitigations to implement.

The problem of delaying adversarial projects is an interdiction problem that has been
previously studied. Smith et al. (2013) gives an overview of network interdiction literature.
Given these problems can be difficult to solve, various techniques for solving network
interdiction problems have been studied (Wei and Walteros, 2022, 2024; Nguyen et al.,
2023; Taninms and Sinnl, 2022; Contardo and Sefair, 2022; Weninger and Fukasawa, 2025).
In the literature, the interdicter is typically modeled with a set of one or more knapsack
constraints providing their interdiction budget. The adversarial models, however, vary in
complexity. Brown et al. (2005) provide models of interdiction problems for adversarial
projects, starting with a basic longest path problem for the adversary, and eventually
adding in variations such as task expediting and alternative technologies. They show
that this problem can range from polynomially solvable to NP-hard depending on the
how the adversarial problem is modeled. Zheng and Albert (2019) maintain more simple
attack projects, but consider the problem of interdicting multiple attacker projects at once.
In addition, they add an element of stochasticity to the problem in that the duration of
attacker actions are uncertain. They develop a Lagrangian heuristic to solve this larger
stochastic problem. The variation of considering more than a single attacker is a way
this work differs from most other network interdiction literature, and is something we
choose to address as well. Dimitrov and Morton (2012) provide a few applications of
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network interdiction. One of these applications is also seen in Brown et al. (2009) and
Gutin et al. (2015), where they consider the application of interdicting a nuclear weapons
project. In Brown et al. (2009) this involves more sophisticated attack project modeling
including task expediting and multiple forms of precedences. In their paper, they propose
an integer programming formulation and a decomposition algorithm to solve it. Gutin
et al. (2015) uses a Markov decision process to model this interdiction problem. Unlike
these past works, we use a simple version of an attacker model, one that Brown et al.
(2005) demonstrates is polynomially solvable given an interdicter (defender) with a single
knapsack constraint. However, the problem we consider is more difficult, since we consider
additional complexity to the defender’s problem as well as interdicting a set of attackers,
rather than a single attacker. There are papers that consider defender actions over time in
network interdiction settings by taking a dynamic approach (Zheng and Castafion, 2012;
Lunday and Sherali, 2010; Sefair and Smith, 2016; Gutin et al., 2015). These, however, still
lack full consideration of resource and precedence constraints over time for the defender.
One network interdiction paper that does consider a more complex defender is Malaviya
et al. (2012). They consider a multiperiod network interdiction problem to interdict the
maximum flow of a network over a time horizon, where the defender is subject to time-
based resource constraints. While our work does share similar aspects to this, our model
becomes much different in that both the attacker and defender problems are time-based.
In our problem, the defender must spend time and resources in order to implement
mitigations to delay attackers. This takes the form of a Resource Constrained Project
Scheduling Problem (RCPSP). The RCPSP involves a series of jobs that must be scheduled,
where each job uses resources over time and resources are available by time. The jobs must
then be scheduled in a way that satisfies these resource constraints as well as precedence
relations between the jobs. Each job takes a set amount of time to complete, and the goal is
to find a schedule that finishes the last job as early as possible. Originally developed as
a zero-one programming model (Pritsker et al., 1969), the RCPSP is commonly studied
in the integer programming context. As this is an NP hard problem, many heuristic
solutions have been developed for this problem and its variants, e.g. (Carrasco et al., 2022).
Hartmann and Briskorn (2022) provide a survey of the current variants and extensions of
the RCPSP. Chapter 2 solves a mitigation scheduling problem that uses an RCPSP based

model to determine the deployment of mitigations to cover a set of vulnerabilities. Our
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model follows a similar approach for modeling the defender actions but uses a significantly
different objective. We extend earlier work by considering the timing of both the defender
and attackers’ decisions. Our model is the first to integrate scheduling of mitigation
implementation with a model that considers timing of attacker actions.

In this chapter , we model a defender of system of critical infrastructure who employs
mitigations over time in order to maximally delay attackers trying to accomplish some goal
to disrupt the system. We formulate this as a bilevel problem, which we then condense
into one integer program. The first level is the defender’s problem, which we formulate
using the model given in Chapter 2 as a baseline. The objective of the defender’s problem
is a weighted average of the objective values of each attacker’s problem. The second level
captures the attackers” problems. A single attacker’s problem is a critical path problem
such as in Zheng and Albert (2019), where the attacker is trying to complete all tasks in
their project network as fast as possible. The critical path is the longest sequence of tasks
in the network, and thus the determining factor in when the attacker can achieve their goal.
However, our problem differs from this paper in that we assume the attacker and defender
are making time-based decisions simultaneously. If the defender implements a mitigation
that affects an arc before the attacker reaches that arc, the arc is delayed for the attacker, but
if the attacker has already started to traverse the arc by the time the defender implements a
mitigation, the mitigation has no affect on that traversal. In this way, we have time varying
arc lengths in the attackers’ project networks, and thus must develop a new way to model
the critical path problem for the attackers.

In Section 3.2, we introduce the problem as a network interdiction problem between a
defender and set of attackers. We develop models for the defender and each attacker, and
combine these into one full IP model that can be solved to find the optimal solution. In
Section 3.3, we study a sequential model that heuristically solves the problem by assuming
the defender acts first. Because of this assumption the sequential model is comparable to
existing methods that ignore scheduling, and it provides a relaxation for our model. In
Section 3.4, the sequential model motivates alternative exact formulations for the problem,
that simplify the problem and improve LP relaxation bounds. Lastly, in Section 3.5, we
perform a series of computational experiments comparing the proposed models against the
heuristic of 3.3 and other RCPSP-based heuristics that simplify the problem by disregarding

the attacker network, in order to analyze the benefit of an integrated model. We find around
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a 10% optimality gap on average for our sequential model and simple RCPSP heuristic, and
improve this to about a 5% optimality gap on average with a more sophisticated RCPSP
heuristic. We also report the benefit of the proposed reformulations over our original
presented model through improved run times, with a median run time of about 430
seconds for our original model and a median of about 70 seconds for our best reformulated
model. We present additional results that show there is benefit gained from the integrated

model as well as the reformulations we propose.

3.2 Integer Programming Formulation

We consider a problem in which a defender and multiple attacker are working simultane-
ously to complete projects, where the defender’s actions can delay actions in the attacker’s
projects. This sounds like a multistage model where at each time period, the defender
and attacker can react to the actions of the other. However, we note that it is sufficient to
model this as a bilevel problem, where the defender chooses a schedule and then attacker
completes their project based on the durations of their actions as affected by the defender’s
choices. This is because the attacker has no true decisionmaking, they only must start each
action as soon as it is possible for them to do so. In this way, the attacker is completely pre-
dictable and the defender has no need to react to the attacker actions. Thus it is acceptable
to say that the defender makes all decisions before the attacker begins their project, and we

can model this as a bilivel problem.

Defender’s Problem

We begin by modeling the defender’s problem. We assume the defender has a set of jobs |
they can complete over a time horizon of T time periods (we denote the set of time periods
{1,..., T}as 7). These jobs are a series of tasks that comprise various mitigations that allow
the defender to interdict arcs in attacker project networks, where each job can potentially
interdict multiple arcs. Let N and A be the set of all attacker nodes and arcs, respectively.
When a defender completes job m € ] this increases the time it would take an attacker to
move along each arc (i,j) € A by 8ij;m. We assume the base duration of arc (i,j) € A is dy;.
Not all jobs are mitigating jobs, so it is possible for some m € J, 3 (; ;)¢ 4 8ijm = 0. Such
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jobs are simply subtasks that must be completed in order to complete a job that interdicts
some arcs. This notion gives rise to precedence constraints. We denote the set of all the
defender’s precedence constraints as P, where (m,n) € P if the defender must complete job
m € | before they can start job n € J. The defender can interdict an arc (i,j) € A multiple
times using multiple mitigations, but only up to some maximum possible delay of §;;. This
encourages the defender to use a more diversified interdiction plan by approximating a
notion of diminishing returns for interdicting an arc multiple times. We assume completing
jobs takes time and resources. A job m € ] must be worked on for 1., periods, and it
requires ¢, units of each resource r € R each period that it is in progress, where R is the
set of all resources. In each period t a total of b, units of resource r € R are available. Each
job m € J also comes with a fixed cost C,,, for which we have a total budget of B. Given
these sets and parameters, we can begin modeling this as an integer program.

We introduce binary decision variables x,,,, that indicate if job m € ] has been completed
at period t € J. We also define variables z;;; that give the duration of arc (i,j) as of period
t, as determined by the mitigations that have been completed by that time. While these
two variables capture all the information we need, we cannot simply use z as durations in
our attacker problem, since the duration values vary by time. To account for this, we create
time-indexed attacker networks consisting of nodes V and arcs €. We describe further
how to develop the time-indexed network in Section 3.2 when we describe the attackers’
problem. In this attacker network, nodes are of the form (i, t) fori € N'and t € 7. Each arc
(1,j) € A gives rise to several arcs ((i,t), (j,s)) that comprise the set £, where s — t gives a
possible duration of the arc (i,j). With this setup, rather than lengthening arcs according
to z, we enforce that an arc ((i,1), (j,s)) € € is only traversable by the attacker if s —t < zy;;.
That is, the defender can only force the attacker to take a longer arc if they have interdicted
it to that length by the time the attacker begins traversing the arc. To do so we introduce
binary variables Pijts that can only equal 1 if arc ((i,t), (j, s)) is traversable by an attacker.
We enforce that, for each arc (i, j) starting at a given period t, only the variable p;;,, with
the largest s such that s —t < zyj; is equal to 1. This represents the arc with the correct
length given the defender’s decisions.

Since our goal is to delay attackers as much as possible, we assume the attacker’s
project may take longer to complete than the time horizon in consideration for the defender.

In addition, since the defender will likely revise their plans by re-solving the model in
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the future in response to the latest circumstances and so may reasonably limit their time
horizon, but would still need to consider the full extent of the attacker plans. Thus for the
attacker horizon, we define Tn as the maximum time any attacker can take to complete
their project given any set of mitigations. This can be found by solving a longest path
problem on each attacker’s network using arc lengths defined assuming all mitigations are
implemented. We let Ta be the set {1, ..., Ta} of all time periods for attackers. We index z;;¢
overt € Ja.

Let A be the set of all attackers and define Y(p) as the completion time of attacker
a € A given the defender’s choice of p. We consider how to compute Y¢(p) in Section
3.2. Define p, as the objective weight given to attacker a. This weight can account for
things such as severity of the attack or likelihood of the attack. Using these weights for
probabilities of a distribution of possible attackers can account for situations with uncertain
attacker data.

This leads to the following formulation:

max Z PY%(p) (3.1a)
acA
St Zije < ) SijmXme + Ziji Vte T, (i,j) € A (3.1b)
me]j
Zijt < di]‘ + Sij YVt e T, (l,]) cA (31C)
Zijo = dyj V(i,j) e A (3.1d)
Zijt = Zij,t—1 V(l,]) € A,t =T+ 1, ey TA (318)
> (st <zt V(i,j) € A, t € Ta (3.1f)
s:((1t),(5,s))€€
s:((1t),(5,8))€€
D xmi <1 Vme]J (3.1h)
teT
Xmt =0 Yme],t=1,..,tn—1 (3.1i)
t+tm—1
> ) CourXms < by YteT, reR (3.15)
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2 D Coxme<B (3.1k)

teT mej

t t—Tm
D Xms <) X Vim ) eP, teT (3.11)
s=1 s=1
xmt € {0,1} YmeJ], teT (3.1m)
Zijt >0 V(l,)) eEA, teTa (311’1)
Pijts € 10,1} V((i,t),(,s)) € €. (3.10)

The objective function (3.1a) maximizes the weighted sum of completion times of each
attacker’s project. Constraints (3.1b) enforce that z;;; updates each period t € 7 based on
mitigations completed that period. Constraints (3.1c) enforce the length of arc (i, j) is no
more than the given maximum for that arc. Constraints (3.1d) enforce that all arcs begin at
their base lengths at the start of the time horizon. Constraints (3.1e) set the z;;j; variables
for all periods after the defender’s time horizon. The values of these z;;; variables no longer
change each period since no more mitigations are being implemented. Constraints (3.1f)
and (3.1g) set the p variables. With constraints (3.1f), for each arc (i,j) € A and period
t € Ta we are allowed to set p;;,; = 1 for any arcs ((i,t), (j, s)) € € with length s — t less
than the current arc length z;;;. Then constraints (3.1g) enforce that for each arc (i,j) and
period t, at most one arc ((i,t), (j, s)) € € can be chosen with p;;,; = 1. Together with the
fact that we are maximizing the longest path in the attacker networks, these enforce that the
longest arc with length at most zi;; will have p;;, = 1. Since zy;; will be set to be a valid arc
length, this implies that py;, ,,, = 1. Constraints (3.1h) enforce each job can be completed
at most once. Constraints (3.1i) enforce each mitigation cannot be completed earlier in the
time horizon than its duration. Constraints (3.1j) enforce the resource constraints for each
period and (3.1k) enforces the overall budget constraint. Lastly, constraints (3.11) enforce
the precedence constraints between mitigations for the defender.

Attacker’s Problem

The objective of the defender is to maximize weighted sum of the times it takes the attackers
to complete all the tasks in their project networks. In this section we describe the form of the

attacker problem for an arbitrary attacker a € A. The attacker’s goal is to complete all tasks
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in their project network defined by a set of nodes N, and arcs A, in the minimum amount
of time. We assume the attacker starts at some beginning node 0 € N, and reaching an end
node N € N, represents the completion of the entire project. This problem is commonly
known as the critical path problem. In this problem the attacker can traverse arcs (carry out
its tasks) in parallel, so that the longest path in the network, the “critical path", is the one
that determines how the overall project completion time. A key challenge in our attacker
model that differentiates it from prior work (Brown et al., 2005; Zheng and Albert, 2019) is
that in our model the arc durations depend not only on the defender decisions but also on
when the arc is initiated, due the dependence on the timing of when defender mitigations
are completed. Thus we need to introduce a time-indexed network for the attacker so that
we can index our constraints by time as well to capture these time varying arc durations.

Let V4, and &, be the nodes and arcs available to attacker a in the time indexed network.
We have V, C{(i,t) :1i €Ny, t € Ta},and €, C{((i,1),(j,s)) : (1,j) € Aa,s,t € Ta, t < s}
While we could define these sets at equality, not all arcs in the full set correspond to possible
arc durations that may be obtained from a defender action and given that, not all nodes
are necessarily reachable. Thus to decrease the number of arcs and nodes in our problem,
define {Sfj };721 as the set of possible delays for (i,j) € A given all mitigation combination
options, where 0 = S%j < 5%]. <. < SiL].“ = §i;. Define also Ly ={1,..., Ly} for each arc
(1,j) € A. Then

€a C{(LY),(G,8): (i,)) EAa, t,s €Ta, t=s+dy;+0f;, L€ Ly}

These arcs all correspond to possible task durations and we can define our formulation
based on this set. However, since not all nodes are reachable we can further decrease
the number of nodes and arcs. For example, suppose 1 is a node with only node 0 as a
predecessor and dyp; = 2. Then node (i, 1) is not reachable. Several more nodes may be
similarly unreachable. To create V, and £, then we can recursively build the network,
starting with node (0,0) and adding arcs ((0,0), (i, doi + Sgi)) for each (0,1) € Ay, L € Ly,.
We can create a topological sort of the nodes in N, according to A, and consider each
node, adding arcs as we did with the arcs from (0,0). Since we go in the order of the
topological sort, each time we do this for a node i, we know that this node will have no
other ways to reach it, so that any (i, t) not reached by the time of processing node 1, will
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not be included in V. We define also the end node (N, Ta 4+ 1), with arcs ((N, t), (N, Ta +1)
for each (N, t) € V. This is our end node for all attackers, used as an indicator that node
N has been reached. The lengths for the arcs in this time-indexed network are defined as
ai]-ts =s—t, for ((i,t),(j,s)) € Efors # Ta + 1. For ((N,t),(N,Ta + 1)) € €& we define
aN,N,t,TAH = 0 since these arcs are just recording that the end node has been reached
and don’t actually take any time. The minimum duration of the attacker project is then
determined by the longest path in this time-indexed network, using arcs that are available
based on the defender actions. We thus can formulate the attacker problem as a longest
path problem in this network.

Define variables y{, as the flow variable on each arc ((i,t), (j,s)) € €q4. Then, the

attacker model is as follows:

Y¢(p) = max Z aijtsy%ts (3.2a)
((it),(3,8))€€a
st > Yha— D Y8 =du V(i,t) € V4  (3.2b)
(G,s)(it))€a ((it),G,8))€€a
y%ts < pijtg v((ll t)r (],S)) S 8& (32C)
Yijes = 0 Y((i,t),(,s)) € Eq. (3.2d)
where qn 1,41 =1, qop = —1, and qi+ = 0 otherwise.

The objective (3.2a) maximizes the total length of the attacker’s path in the project
network, which is equal to the time the attacker reaches node N. Constraints (3.2b) are
the flow-balance constraints enforcing each attacker must leave node (0, 0), enter node
(N, Ta + 1) and leave any node they enter along the way. Constraints (3.2d) enforce non-
negativity of the flow variables. Lastly, where this model differs from a typical longest path
problem model, is in constraint set (3.2c). Rather than enforcing y < 1, we upper bound y
by the binary p. This enforces that an attacker cannot take an arc that is not available based
on the defender’s decisions.
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Integrated Model

We are now ready to state the complete integrated model. Since both the defender and

attacker models are maximization problems, we integrate the attacker model for each

a € A directly into the defender model by introducing variables y“ and their associated

constraints (3.2b) - (3.2d) for each attacker a € A into the defender’s model, and replacing

Y¢(p) in the objective of the defender’s model with the objective function (3.2a) of Y*(p).
The integrated model is then as follows:

max Z Pa Z aijtsyg.ts (3.3a)

acA (L), (G,s))€€a
st. (3.1b) — (3.10)
(3.2b) — (32d), Va€A.

3.3 Sequential Model

Our computational experience (see Section 3.5) indicates that general purpose MIP solvers
are unable to solve the MIP formulation for the integrated model in Section 3.2 for large
instances. In particular, with many variables and constraints created by the time-indexed
network, the integrated model becomes difficult to solve as the size of the attacker project
networks grows. We thus explore an alternative sequential model that follows the assump-
tion made in Zheng and Albert (2019) that the defender implements all their mitigations
before the attacker starts their project. The motivation for studying this sequential model is
threefold. First, as we will see, the optimal value of the sequential model provides an upper
bound on the optimal value of our proposed integrated model (3.3). Second, the obtained
defender decision can be interpreted as a heuristic solution, which can be evaluated in the
true attacker model. Finally, comparing the quality of the obtained defender decision from
this model to the optimal solution of the integrated model (3.3) can provide insight into
the value of incorporating the timing of attacker actions into the defender model.

In the integrated model (3.3), attackers and defender act simultaneously, so that the
length of an attacker’s arc is dependent on when the attacker uses it. Here we assume that
the defender acts first, so the length of the attacker’s arc is chosen once for all time periods.

As a result, we can eliminate the time indexed attacker networks we used in the original
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model. However, we still must allow for different arc lengths, since the length of each arc is
dependent upon what the defender chooses to do. In the problem setting whether the arc
is delayed or not, past papers indicate that we can create two flow variables for each arc,
one for if it is delayed and one for if it is not (Brown et al., 2005; Zheng and Albert, 2019).
Then the flow on the delayed version of the arc is restricted by the defender’s choices to
mitigate that arc. Since we allow each arc to be delayed multiple times, we cannot directly
use this formulation, however we can extend this idea. Instead of two flow variables, one
for the original and one for the delayed version, we include multiple arcs, one for each
possible arc duration. We defined earlier, {Sfj }521 as the sequence of possible delays for
arc (i,j) € A. The attacker flow variables for each attacker a € A are then yy}, for each arc
(i,j) e Agand £ =1, ..., Ly;.

Given these flow variables, we can then include binary variables p;;, that connect the
defender’s solution to the attacker’s problem by indicating if arc (i,j) € A can be taken
with delay Sfj. The variables z;;; in this formulation then capture the amount of delay on
arc (i,j) as of period t. Lastly the binary variables x., retain the same definition as in the
original model, and indicate if mitigation m is completed in period t.

For use in this and future sections, we define the set X as the set of x satisfying the
RCPSP portions of the defender’s problem. That is,

X = {x {0,117~ (3.1h) — (3.11) }.

The sequential model is then as follows:

Ly
max Z Pa Z Z(dij + Sfj)y%g (3.4a)

€A (i,j)EAq t=1

st.xeX
Zije < ) SijmXme + Ziji1 VteT,(4,j) €A (3.4b)
me]j
Zijt < Sij Vt e T, (l,]) cA (34C)
Zij0 = 0 \V/(l,]) eA (34d)
> 80y < zyr (i,j) € A (3.4e)
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Z Pije =1 V(i,j) e A (3.4f)

el

Z Z yM

j:ji)eAq teLy;

- > D =0 VaeAieN,\{0,N) (3.4¢)
j:(i,j)EAq EEL
Z Z Yine =1 Vae A (3.4h)
j:(GN)eAq LEL N
> D yhe=1 Va e A (3.4)
j:(0j) €Aq LEL,
Yije < Pije VaeA,(i,j) € Aa L€ Ly (3.4))
yde =0 Va e A, V(i) € Aq (3.4k)
Zije =0 V(i,j)e A, teT (3.41)
Pije € 10,1} V(i,j) € A Le Ly (3.4m)

In this model, the objective (3.4a) again maximizes the weighted sum of longest path
lengths of each attacker. We maintain similar z variable constraints, with constraints (3.4e)
determining p based only on the z variable for period T. Flow balance constraints for the
attacker are given by (3.4g) - (3.4i).

A solution to this model can be useful in two ways. First, a solution to the defender’s
problem only requires x € X. Given this, a valid z and p can be calculated for use in the
attacker’s problem. Thus, since a solution to this model satisfies x € X, it also provides a
heuristic solution. We can then use (3.1b) - (3.1e) to calculate z by setting each z;;, as large
as possible, and (3.1f) - (3.1g) to determine p by setting these constraints to be satisfied at
equality. Then given p, we can solve the attacker’s problem for each a € A to calculate the
true objective (3.1a). Second, since we make the optimistic assumption that the defender
completes their scheduled jobs before the attackers begin their projects, this model is a
relaxation of our original problem. We thus can use the objective value obtained as an
upper bound on the true objective.

Proposition 3.1. Then sequential model (3.4) is a relaxation of the integrated model (3.3). Specif-
ically, for every (X, z, p,{) feasible to (3.3), there exists a feasible solution (X,2,p,7) to (3.4) for
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which {j evaluated in the objective (3.4a) is at least as large as the value of {j evaluated in (3.3a).

Proof. Let (X,z,p,9) be a feasible solution to (3.3). Set X = X = x and Zij¢ = Zijx — dy
for (i,j) € Aand t € 7. It can be easily seen that X and 2 satisfy constraints X € X and
(3.4b)-(3.4d).

Then set, for each (i,j) € A, f)ij@ = 1 for the largest l e Ly with Sfj < ZyT, and
pije = 0 for all other € € £y;. Define § such that if given § attacker a takes arc (i,j) at any
period, 95, =1 This is valid since we know these arcs define a valid path, and by our
definition of p, we have §;;; < py;; = 1. Since Zy; is non-decreasing with t, we know that
2T + dij = ZyyT = Zyye for all t < T, and by (3.1e) we have zjjt = Zij¢ for t > T. Thus
s—t < dy + Sfj for pijis = 1. Thus for any Ui = 1, we have s —t < di; + Sfj. So that
(3.4a) evaluated at { is at least as large as (3.3a) evaluated at §. O

3.4 Model Reformulations

We next describe some modifications to the integrated model formulation that are inspired
by the sequential model of Section 3.3.

The sequential model (3.4) assumes the defender acts first, and because of this assump-
tion, the time-indexed network is not needed for the attacker models. This reduces the
problem size, since instead of having L;; time-indexed arcs for every valid time period for
each original arc (i,j) € A, we just have L;; versions of arc (i,j). Our new observation is
that if Ty > T, which is likely to occur when the defender is considering potential attacker
actions that would take longer to complete than the defender planning horizon, then there
are potentially many periods where the assumption that the defender acts first is essentially
true. After the defender’s time horizon ends, attacker arc lengths remain constant since no
more jobs are being completed. We can thus make use of the simplification used in 3.3 for
the periods in the range [T, To] of the integrated model.

We develop a new reformulated model with a modified time-indexed network. In
this modified time-indexed network, we let all of these periods T, ..., Ta be represented by
“period" T. We also include a separate ending period Ta + 1, so the set of periods for this
model is TU{Ta + 1}.
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We then redefine the time-indexed arcs and nodes for the modified time-indexed
network. Let ©(t) be the set of original periods in the new period t € T U {T + 1}, i.e.,
Ot) ={tjfort=1,...,T—1and O(T) ={T,..., Ta). Let & = {((1, k), (§,h)) : 3((i, 1), (G, s)) €
&, t € O(k), s € O(h)} be the modified set of time-indexed arcs. Then let V = {(,k) :
3((i,k),(G,h)) € E}U{(N,Ta + 1)} be the set of nodes for the modified time-indexed
network.

Define sets Llfjh C {1,..., Li;} as the index sets of valid arc length delays for (i,j) € A
going from period k to period h. For k,h # Ta + 1 with h,k € ©(T), LX* = {€: dyj + b, =
h — k} is a single element set. However, if h = T or k = T, we have multiple periods
represented by T, so that multiple arc durations could be valid. Thus in general, we have
LEM={0: ((1,1), (G, t+ dy +8)) € &t € O(k), t + dyy + 8% € ©(h)}. Let £, and V. be the
subsets of these sets for each attacker.

We then index the appropriate variables of the reformulated model by both the time-
indexed arcs and by the valid arc length set. Doing so results in more indices than in the
original integrated model (3.3), but no more variables since for arcs in the first T periods
there is only one valid arc length.

The reformulated model is then as follows:

max Z Pa Z Z ij + 65] yl]hke (35&)

AEA  ((ik),(j,h))€éq LeL
st.xeX
Zije < ) StjmXme + Zijio1 VteT, (i,j)e A (3.5b)
me]J
Zijr < O vte T, (i,j) e A (3.5¢)
Zijo =0 V(i,j) e A (3.5d)
Z Sfj Pijkhe S Zijk V((i,k),(G,h) € € (3.5e)
EEL‘S}‘
> ) Py <l V({i,j) e A keX  (35f)
Ri((1k),(,h))€d teLkh

Z Z y)lhk@ - Z Z yl)khf

((G,h),(ik))e€q teLh ((i,k),(5,h))€éq LeLkn
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Ya e A, (i,k) € V\{(0,0),(N,K+1)}  (3.5g)

Z YNNKKi10 = 1 Vae A (3.5h)
(Nk)eV,
) yone=1 VaeA  (350)
((0,0),(,h)€&q LEL
Yiikne S Pijkne Va e A, ((i,k),(,h) € &, L e L]f]—h (3.5))
Yijkne = 0 VaeA, ((Lk),(,h) € te s  (35k)
Xmt € {0,1} Vie], teT (3.51)
zijr = 0 V(i,j) e A, teT  (3.5m)
Pijicne € 10,1} V((i,k),(,h)) € €&t e LK. (3.5n)

Relaxation Incorporated Reformulation

As we will see in Section 3.5, the sequential model (3.4) provided in Section 3.3 provides
excellent upper bounds as a relaxation for the integrated model (3.3). The bounds given
by even the LP relaxation of (3.4) are tighter than those of the LP relaxations of both
the original model (3.3) and the reformulated model (3.5). Decreasing the upper bound
is often a limiting factor on the solution times, of the original integrated model (3.3) in
particular. This motivates the incorporation of the sequential model into the integrated
model to improve the upper bounds found by the solver.

We develop a new model with the reformulated model (3.5) as a baseline. We add
to this model variables and constraints from (3.4), as well as constraints to connect the
variables from these two models. First we include the y¢ variables of (3.4), which we will
denote as {J¢ in this model for each attacker a € A. We include the flow balance constraints,
(3.4g) - (3.4i), as well as nonegativity constraints. We also add in p variables from (3.4),
denoted here as p. In the sequential model, these variables enforce that only one arc length
is chosen for each arc (i,j) € A. This is valid for the sequential model, as arc lengths are
determined after the defender completes their chosen jobs. However, in the reformulated
model (3.5), each attacker may take arc (i,j) at a different time, and thus may take them
with different lengths. We thus cannot enforce that each arc only has one valid length.
However, we can enforce this per attacker, that is, each attacker will only take an arc (i, j)
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at most once, and the delay on that arc must be at most the delay at the end of the horizon.
We thus add an attacker index to each of the p variables. We note that choosing only a
single length for each arc is something the original model does not fully capture, and is
likely a source of LP bound improvement from the sequential model.

Given the new variables {j* and p“, we need constraints to logically connect them to
the current variables of the model y and p. We first include the constraint:

Pije < Z Pijkhe Va€eA,(i,j) € A, t=1,..., L (3.6)
((ik),(,h))€€atel
g%e - Z y%khf Va € A/ (1’/)) € ‘Aq/e - 1, veey Ll] (37)

((Lk),(jh))€€abetl

Constraints (3.6) enforce that an attacker a can only use arc (i,j) with delay 6‘3 if this is
valid at some time index. The attacker path is determined by {j¢, which in constraints (3.7)
is restricted so that attacker a only uses arc (i,j) with delay Sfj if they do so at some time
index.

We also must adjust constraints (3.4e) - (3.4f) from (3.4) to include the attacker index
on p.

Z 8;P8e < zut VaeA, (L) € Aq (3.8)

Z P = Ya €A, (i,j) € Aa (3.9)

Then the model is (3.5) subject to additional constraints: (3.4g), (3.6)-(3.9), in addition
to nonnegativity constraints on §j and constraints to set p¢ between 0 and 1.

An additional small reformulation we make is to constraints (3.8). Let tmax{ be the
latest time attacker a can reach node 1, which can be computed by solving a longest path
problem on the attacker’s graph under the assumption all mitigations are completed. Since
we know that any delay added in periods after tmax{* will not affect attacker a, in (3.8)

we can determine the final coverage of (i,j) for attacker a to be z;; min{T,tmax®}- 1hus, we
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use the modified constraint:

Sfj 6%2 g Zij min{T,tmax{} Va € A/ (l/)) € -Aa (310)
=1

3.5 Computational Results

In order to analyze the benefit of the integrated model, the quality of the heuristics, and the
relative performance of the model reformulations, we perform and analyze computational
experiments. Each model was solved using Gurobi 10.0.1 and a machine with Intel(R)
Core(TM) i7-9700 CPU @ 3.00GHz and was given a 30 minute time limit.

Test instances

We generated 60 instances to solve using each proposed method. This data was generated
using similar methods as in Chapter 2. We created the attacker data by using an underlying
project network generated in the same way as the defender’s project network of Chapter
2. Each attacker then uses a subset of arcs from this underlying network, where every arc
in the network is included in at least one attacker’s arc set. Different attackers may have
different resources and abilities so we assume they may take differing amounts of time to
traverse each arc. We assign these times for each arc randomly for each attacker in a range
[dmin,, dmax,]. We generate the project network for the defender in the same way as in
Chapter 2. Each mitigation in the defender’s project is assigned to delay a set of arcs of
the attacker’s underlying project. The amount of delay each arc gets from that mitigation
is a random integer between 1 and max_delay, where max_delay is a parameter given
as a proportion of the maximum arc duration parameter, dmax,. We use two metrics:
attacker weight similarity, AWS, and attacker weight scaling factor, ASF, to determine the
relative importance of each attacker. We set AWS < [0, 1] to give a value of how similar
attacker weights are, with all identical weights having AWS closer to 1. Additionally,
ASF gives extra priority to attackers with shorter projects to represent the urgency of
defending against them. If p, be the unmitigated project length of attacker a € A and
Pa is the longest unmitigated project length of all attackers, then the attacker weight is
generated as (1 — AWS)((1—ASF)w + ASFFEJLZ) + AWS, where w is a U[0, 1] random value.
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Table 3.1: Instance characteristics for the 60 instances used.

Parameter | Min Max | Mean | Median
]| 103.0 | 263.0 | 142.7 137.5
B 20.0 52.0 28.2 27.0
IR] 1.0 3.0 2.0 2.0
IN 48.0 | 1107.0 | 152.7 85.0
T 26.0 52.0 374 35.0
Ta 42.0 | 217.0 91.3 76.0

Table 3.2: Parameters and variations for test instances.

Parameter Base values | Additional values
# of attacker projects 2 1,4

# of attackers, |A| 8 [4,100]

Attacker arc durations, [dmin,, dmax,] | [1,10] [1,18]

Attacker network complexity, comp, 1.5 2

Attacker weight similarity, AWS 0.7 [1]

Attacker weight scaling factor, ASF 0.2 [0]

Max delay per job tdmaxg tdmaxg, 3dmaxg

In an attempt to choose instances that are complex enough but generally solvable in a 30
minute time limit, we use a defender network comparable to the smaller instances used in
Chapter 2. Further instance characteristics are provided in Table 3.1. We vary parameters
affecting the amount of delay given by mitigations, the range of arc durations, the number
of attackers, and the structure of the attacker project network. We additionally consider a
set of instances with a larger defender network. Table 3.2 details the parameters varied for
these test instances. This results in 12 different instance types with 5 instances created for
each by using difference seeds.

Methods

In our computational studies we analyze a few different categories of methods. First we
have exact solution methods which include the following;:

e Opt-Orig: The original integrated model (3.3) proposed in Section 3.2.

e Opt-Reform: The reformulated model (3.5) proposed in Section 3.4.
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e Opt+Seq: The reformulated model (3.5) with the integration of parts of the sequential
model (3.4), presented in Section 3.4.

In addition, we test heuristic methods derived from pre-existing methods. The first of

these is:

e Seq: The sequential model (3.4) of Section 3.3. We use Seg-Rel to refer to its use as
a relaxation, giving an upper bound on the true objective using the objective value
given from the sequential model. We use Seq-Heur to refer to its use as a heuristic
method, using the objective as computed given the defender solution to the sequential

model.

Since the sequential model makes the same implicit assumption that existing mitigation
scheduling models make, it can be seen as a benchmark of how well those models would
perform for this problem.

We additionally consider the option of heuristically scheduling the jobs with an RCPSP
without fully addressing the attackers’ projects. We use two versions for this heuristic. In

both versions of the RCPSP heuristic we use variables x € X, and maximize an objective

Z Pa Z Znﬂuxmt,

acA mej teT

where 15, gives some approximation of how much effect completing job m € ] at period
t € T has on attacker a € A.

e RCPSP-1: Here we disregard the attackers’ networks and assume each job completed
gives a reward of the total delay it adds to all arcs it affects. Note that the maximum
amount of delay per arc is ignored, since we simply accrue a reward when a job is com-
pleted, and not considering any effect on arcs. We thus use the value }_; ;). 4. 8ijm
for each job m € J and attacker a € A. Note that this value does not vary by time. We
thus include a time weighting parameter , to prioritize completing jobs earlier. This
yields n&, = o Z(Lj)eﬂa dijm foreacht € 7,j € J, a € A.

e RCPSP-2: In this version we incorporate information from the attackers” networks into

the objective weights for each job. For an attacker a € A, consider an arc (i,j) € A,.
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We know that this arc cannot be taken until node i has been reached. Let tmin{ be
the longest path length to node 1, given no jobs are completed. This is the earliest
attacker a can possibly reach node i. This means that a job that affects (i,j) before
tmin{ is guaranteed to impact the attacker. Similarly, tmax{ is the longest path
length to node 1 given all jobs are completed. This is the latest possible time node i
can be reached by attacker a. Thus any jobs completed after tmax{ have no effect on
the arc for attacker a. We can then use this information to be more precise with the
time weighting.

Let o be the time-weight for an arc originating from i € N,. Then, for some
Bel0,1], ad =1ift < tming, af = BN if tmin® < t < tmax?, and oy =0

if t > tmax{. Then,n%, = Z(i,j)e.Aa o dijm foreachme J,ac A, t € 7.

Results

Table 3.3: Average run time in seconds of each exact method over five instances for each
specified variation. The number of instances that reached the 30 minute time limit is
provided in parentheses when applicable.

Instances Opt-Orig | Opt-Reform | Opt+Seq
Base 435.0 (1) 26.7 18.6
Pal =1 46.1 30.3 26.0
Pal =4 296.2 307.9 47.5
compg =2.0 423.8 (1) 373.6 (1) | 3721 (1)
Al =4 437.8 (1) 116.7 160.5
|A| =100 1800.0 (5) 1800.0 (5) | 1637.8 (3)
dmax, =18 1097.2 (3) 209.4 213.2
max_delay = 2 79.6 249 10.1
max_delay =9 | 738.5 (2) 123.9 91.7
ASF =0 409.5 (1) 243 21.6
AWS =1 406.2 (1) 23.3 19.0
[Py| =10 993.2 (2) 578.7 909.5
Average 596.9 (17) 303.3 (6) | 294.0 (4)

Tables 3.3 — 3.6 report the performance of each of the methods of this chapter averaged
over the 5 instances for each of the 12 different instance types. Table 3.3 provides the

average run time for each exact method on each instance type. Table 3.3 provides the same
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Table 3.4: Average run time in seconds of each heuristic method over five instances for each
specified variation. Number of instances that reached the 30 minute time limit is provided
in parentheses when applicable.

Instances Seq RCPSP-1 | RCPSP-2
Base 43.9 52 3.6
Pal =1 38.0 17.3 9.5
|Pal =4 235 17.3 12.2
comp, = 2.0 38.7 13.3 7.5
Al =4 168.7 30.4 15.3
|A| =100 11192 (1) | 20.6 30.4
dmax, =18 529.1 (1) | 17.8 69.5
max_delay = 2 9.4 10.5 2.3
max_delay =9 | 381.8 (1) 5.6 4.6
ASF =0 38.4 4.8 3.9
AWS =1 36.2 54 3.6
|Py| =10 928.0 (2) | 794.2 (2) | 4879 (1)
Average 279.6 (5) | 78.5(2) | 54.2(1)

data for each heuristic method. If any instance was not solvable within the time limit for
an instance type, a count of how many (out of 5) instances the method reached the time
limit on for that instance type is recorded in parentheses next to the average run time.
Such instances contribute the time limit of 1800 seconds to the average, so note that these
values may be biased lower than they would be with no time limit. Table 3.5 provides
the optimality gaps of the solutions provided by the heuristic methods. In the few cases
where we did not find an optimal solution within the time limit, we compute the gap to
the best found solution. As can be seen in Table 3.3, this only happens with all instances
with 100 attackers and a single instance with attacker network complexity of 2. An idea
of how far off these values are can be given by the bounds given in Table 3.6. Table 3.6
provides the gaps for two upper bounds for each method. Similarly to Table 3.5, these
gaps are computed relative to the best solution found. The first value reported is from the
bound given by the LP relaxation of each model. The second value is the best bound found
by solving the model. For the exact solution methods, this is 0% whenever the instance
was solved to optimality. In cases where the exact solution methods reached the time limit,
this is the best bound reported by Gurobi at the 30 minute time limit. For Seq-Rel, as a

relaxation, the best bound it provides is simply the objective value for this model.
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Table 3.5: Average optimality gap for each heuristic method over five instances for each
specified variation. Gap to best solution found computed instead when all exact methods
reached time limit.

Instances Seq-Heur | RCPSP-1 | RCPSP-2
Base 9.3% 9.9% 5.3%
Pal =1 12.0% 7.7% 3.3%
Pal =4 7.8% 9.0% 5.8%
comp, =2.0 8.6% 9.7% 4.8%
Al =4 14.9% 13.2% 8.2%
|A| =100 0.9% 4.1% 1.9%
dmaxa =18 11.2% 17.2% 9.6%
max_delay = 2 2.1% 3.6% 1.8%
max_delay =9 20.1% 18.4% 11.5%
ASF =0 8.9% 9.8% 5.2%
AWS =1 9.1% 9.9% 5.3%
[Py| =10 9.9% 12.6% 6.9%
Average 9.6% 10.4% 5.8%

We first compare the exact solution methods. We see that in most cases Opt-Seq performs
the best out of the three methods. In Table 3.3, we see that Opt-Orig generally has signifi-
cantly longer run times than the other methods, whereas Opt-Reform and Opt-Seq perform
similarly. Some notable differences are Opt-Reform performing better with fewer attackers
and with a larger defender project. Additionally Opt-Seq performs significantly better on
the instances with an attacker network with more smaller projects. Looking at Table 3.6,
we see that each of the reformulations improve the initial bounds. In particular, Seg-Rel
has initial LP relaxation bounds better than those of Opt-Reform, and the combination of
these models, Opt+Seg, has the best initial bounds. Additionally, we can see that Opt+Seq
outperforms the other methods in terms of efficiently reducing the upper bound in that
this method has the lowest final bound gap for all instance types.

When examining the heuristic methods, we see there is a solution gap that is addressed
by an integrated model. Table 3.5 reports that both Seq-Heur and RCPSP1 average around a
10% optimality gap, while RCPSP-2 improves upon this with an average optimality gap of
about 6%. Furthermore, Table 3.4 suggests that these heuristics may be most useful in cases
with several attackers. This additional model complexity does not affect the complexity
of the RCPSP models, allowing them to still be solved quickly. In addition, with more
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Table 3.6: Average gap between best solution found and LP relaxation bound (Initial)
and best solution found and best bound found after 30 minute time limit (Best), for each
method that provides bounds.

Opt-Orig Opt-Reform Opt+Seq Seq-Rel
Instance type | Initial Best | Initial Best | Initial Best | Initial Best
Base 153% 0.7% | 109% 0% | 40% 0% | 49% 23%
Pal =1 19.0% 0% | 15.0% 0% 89% 0% | 10.2% 3.7%
Pal =4 189% 0% | 148% 0% | 88% 0% | 9.8% 24%
compg = 2.0 15.6% 09% | 93% 09% | 51% 04% | 57% 1.8%
Al =4 22.8% 04% | 201% 0% | 13.5% 0% | 14.7% 4.5%
|A| =100 18.4% 7.1% | 14.2% 5.4% 53% 14% | 5.6% 2.3%

dmax, =18 193% 51% | 122% 0% 73% 0% | 10.7% 6.0%
max_delay =2 | 71% 0% | 50% 0% | 20% 0%| 22% 04%
max_delay =9 | 282% 39% | 21.8% 0% | 13.7% 0% | 17.1% 7.6%

ASF =0 17.4% 0.7% | 132% 0% | 64% 0% | 72% 23%
AWS =1 16.5% 0.8% | 122% 0% | 53% 0% | 61% 22%
[Pyl =10 188% 0.7% | 14.6% 0% | 7.0% 0% | 8.0% 3.9%
Average 181% 1.7% | 13.6% 05% | 7.3% 02% | 85% 3.3%

attackers, the impact of approximating the objective by not properly considering attackers
becomes less significant.

We additionally analyze cases where the instance structure is more or less suited for
heuristic methods. We find that one parameter, the maximum arc delay for each mitiga-
tion, has a relatively significant impact on heuristic performance. We display the average

optimality gap for each heuristic method on these instances in Figure 3.1. We varied this
11

67 37
when a mitigation is only allowed to affect each arc a small amount, the heuristic methods

parameter between and 3 of the maximum arc duration parameter 12, and found that
generally perform better. Similarly, when a mitigation can greatly affect arc lengths, the
heuristics perform poorly. This makes sense as when mitigations have larger impacts on
individual arcs, the importance of choosing good arcs to interdict increases. Conversely,
this shows that when mitigations have small impacts on the arcs they interdict, it is more
reasonable to use a heuristic method.

To further analyze the benefit of the integrated model over heuristics based on preexist-
ing methods, we consider two metrics of solution quality. The first of these is the number
of times an attacker uses an arc on their critical path before the defender interdicts that
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Figure 3.1: Heuristic performance on instances varied by maximum arc delay

arc. Methods that have a high number for this demonstrate that despite possibly choosing
good arcs to interdict, they fail to properly prioritize timing. The second metric is the
number of arcs interdicted that are not on the critical path. While, given multiple attackers,
interdicting a variety of arcs is useful, arcs interdicted that are not on an attacker’s critical
path ultimately do not affect the completion time for that attacker. Thus a reduction in this
number, while maintaining a good objective value indicates a method that well prioritizes
arcs. A method with a relatively high number for this metric demonstrates that it does not
do as well at choosing important arcs to delay.

We display the accumulation of these two values over time for each heuristic method
solution as well as the optimal solution in Figure 3.2. The results are averaged over all
instances except the variations with 100 attackers, which we display separately in Figure 3.3.
Because the instances with 100 attackers have significantly more attackers, the metrics we
are considering vary slightly less across methods, and also naturally take larger values. This
causes these instances to disproportionately affect the averages when included. We thus
keep the instances with 100 attackers separate to better demonstrate the performance on
all other instances. In Figure 3.2, we can see that the simple RCPSP method does poorly for
both metrics. The sophisticated RCPSP does well at timing when mitigations are completed,

but poorly considers which mitigations to choose. The sequential model reverses this by
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choosing good mitigations while doing poorly at scheduling those mitigations. We finally
see that the integrated model does well in both of these metrics, demonstrating that it
overcomes the issues other preexisting methods have for this problem. In Figure 3.3, we
see similar results, with the notable exception of the sequential model performing well on
both metrics.
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Figure 3.2: Two metrics over time for each proposed method averaged over all instances
except those with the 100 attacker variation.

3.6 Conclusions and Future Directions

In this chapter we approach a network interdiction problem of delaying attacker projects,
with the added complexity of the defender needing to schedule their actions with resources
over time. This notion of simultaneous scheduling between the defender and attackers
necessitated the development of a new model for this problem, which we demonstrated
methods of reformulation in order to improve. This work thus provides useful techniques
for formulating any IP models for problems that involve both an attacker and defender
simultaneously completing time-based actions. Our computational studies suggest that
this could be a useful model, and time saved from our reformulations are necessary to

solve more difficult instances in a reasonable amount of time.
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Figure 3.3: Two metrics over time for each proposed method, on averaged over instances
with 100 attackers.

Our computational studies demonstrate a limitation to solvable instance size. Even
with reformulations, we find that scaling up the number of attackers or the size of the
defender network leads to longer run times. With a combination of these larger variations,
instances may no longer be solvable in a reasonable amount of time. We attempted to
address this with various decomposition methods, but the Opt+Seq model outperformed all
decomposition methods tested. Thus this work could be extended by developing alternative
solution methods or heuristic approaches for harder problems.
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4  SCHEDULING MITIGATIONS TO DELAY SHORTEST PATH ATTACKS

4.1 Introduction

Protecting a system of critical infrastructure from threats can require considering multiple
different ways the system can be disrupted. An adversary trying to disrupt the system may
have several options of ways to exploit the system to complete their attack. A defender
of this system must be strategic about what adversary actions to secure against to best
avoid attack. In this chapter, we explore a model in which a defender of a system of critical
infrastructure must decided how to deploy mitigations to delay a set of attackers each
looking for the fastest method to disrupt the system. Each attacker’s problem is modeled
as an attack graph that provides multiple ways the attacker can achieve an end goal. In this
model, an attacker is able to choose a single route along the attack graph to reach their goal,
and thus the attacker’s problem is modeled as a shortest path problem. The defender’s
goal is then to maximize the shortest paths of each attacker rather than the longest paths.
This is a shortest path network interdiction problem, however, we extend beyond current
literature in this area by considering multiple attackers and resource constrained project
scheduling to model the defender’s decisions.

This method of attack modeling where the attacker needs only find a single path through
an attack graph is seen in papers such as Khouzani et al. (2019) and Kordy et al. (2014). In
Kordy et al. (2014) we see a variety of methods of attack modeling, with attack graphs being
one of them. Nodes of an attack graph represent states of an attack and edges represent
actions that can take them from one state to the other. Often, as seen in Khouzani et al.
(2019), the edges have associated probabilities and the attacker seeks a maximum reliability
path, representing the most likely way for them to succeed at an attack. This can be modeled
as a shortest path, if the probabilities for each edge are independent. We see this in DuBois
et al. (2023), where multiple attackers looking to complete a maximum reliability path
are considered. However, as mentioned in Kordy et al. (2014), these edges could also
be associated with an amount of time, and the attacker’s shortest path is the fastest way
they can complete an attack. In this chapter we consider attack graphs with time-based
edges and assume the defender can delay these edges by implementing mitigations. This

is an example of a shortest path network interdiction problem such as seen in Israeli and
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Wood (2002). Here they assume a leader can interdict arcs to either increase their length or
remove them entirely, in order to maximize the shortest path of the follower. We look at a
similar problem, but add to the leader’s problem by considering more complex interdiction
actions that need to be implemented with resources over time.

Network interdiction is a well-studied field. Smith et al. (2013) gives an overview of
network interdiction literature. Given these problems can be difficult to solve, various
techniques for solving network interdiction problems have been studied (Wei and Wal-
teros, 2022, 2024; Nguyen et al., 2023; Taninmis and Sinnl, 2022; Contardo and Sefair, 2022;
Weninger and Fukasawa, 2025). Shortest path interdiction in particular is a well studied
network interdiction problem, with literature including several variations of shortest path
network interdiction and methods of solving these problems (Israeli and Wood, 2002;
Holzmann and Smith, 2021; Song and Shen, 2016; Sefair and Smith, 2016). In the litera-
ture, the interdicter is typically modeled with a set of one or more knapsack constraints
providing their interdiction budget. We however, expand this idea by considering resource-
constrained defender projects over time. There exists network interdiction literature that
studies time-based interaction between the defender and attacker by considering a more
dynamic approach (Lunday and Sherali, 2010; Sefair and Smith, 2016; Gutin et al., 2015;
Borrero et al., 2016). However, these do not include the complexity of multiple resource
and precedence constraints connecting the jobs of the defender in combination with a set
of multiple attackers to delay.

The problem of delaying the shortest paths of a set of attackers, with the defender
subject to resource constrained project scheduling constraints, shares many similarities
with Chapter 3. In Chapter 3, by delaying attacker projects, our defender is delaying the
attackers’ longest path, which results in a very similar attacker model. We thus can use
many of the formulation techniques as in Chapter 3 as a starting point. However, because
the attackers’ problem is now a minimization problem instead of a maximization problem,
developing a single model for the problem in this chapter becomes more difficult. Simply
taking the dual of the attackers’ problem results in variable multiplication in the objective
when combining it with the defender model. We thus explore ways to best formulate the
model in a way that achieves a linear objective. Additionally, a question arises in whether a
bilevel model as we used in Chapter 3 is appropriate in the case of the attackers searching
for a shortest path. We address the potential shortcomings of the bilevel approach and
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justify why using this modeling method still gives interesting solutions. Finally, while
shortest path network interdiction literature already exists to help address some of these
issues, by including multiple attackers and a time-based defender, the problem we discuss
in this chapter requires additional modeling considerations that cannot be fully addressed
by the previous work.

In this chapter we begin by introducing the problem, and discussing modeling ap-
proaches and the assumptions we make in Section 4.2. We then develop a two stage integer
programming model, and discuss ways to combine this min-max problem into a single
IP model, in Section 4.3. In Section 4.4, we develop valid inequalities to improve the LP
relaxation bounds for the models we propose. In Section 4.5 we develop an approximate
model for this problem that can be useful as a heuristic. Finally we perform computational
experiments to evaluate the benefit of our model and approaches to solving this model in
Section 2.4.

4.2 Problem Description and Modeling Considerations

We consider a defender and a set A of attackers. Each attacker a € A has various actions
they can complete in order to complete an attack on the defender’s system. These actions
are represented by an attack graph with arcs A¢ and nodes N¢, where each arc (i,j) € A¢
has cost of the duration d;; of the associated action. A path along this graph gives an attack
plan with cost of the amount of time required to complete the attack. Each attacker seeks
the shortest path along their attack graph.

The defender has a set ] of jobs they can complete in order to interdict attacker arcs.
Each job can interdict multiple arcs, and each arc can be interdicted by multiple jobs. We
denote the amount of delay job m € ] inflicts upon arc (i,j) as dijm, and assume an arc can
only be delayed by a maximum of §;;. In order to complete these jobs, the defender must
invest resources over time. The defender has a set R of resources and each job m requires
Cijr per period over T, time periods. We also assume jobs are related through precedence
relationships given by P; a precedence (m,n) € P gives that job m must be completed
before job n can begin. We finally assume that the defender has a non-time-dependent
budget of B as well, where each job m has cost Cy;,.

We assume the defender and attacker both work to complete their jobs and actions
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simultaneously. In the previous chapter, we were able to model this as a bilevel problem,
where the defender chooses a schedule and the attack completes their project based on
the resulting arc durations as the defender’s solution affects them each period. This works
because the attacker has no true decision making. They begin each action as soon as is
possible, thus their solution is entirely predictable and we need not consider the defender’s
response to the attacker’s actions at each period.

In this chapter, we consider attackers who get to choose a path to take along their graph.
This means that an attacker could take an unexpected path, resulting in the defender being
able to adapt their scheduling decisions to better mitigate the newly expected actions of
the attacker. As such, this problem becomes a multistage problem, where decisions are
reevaluated at each period based on the actions of the opposing player(s). Nonetheless, we
still choose to model this as a bilevel problem, where the defender chooses a schedule and
the attacker then chooses a path based on this schedule. This still captures the interplay
of timing between the defender and the attackers, since the attackers” arc durations still
depend on when mitigations are completed by the defender. A bilevel model only misses
out on the ability of the defender to adapt their plans in the case the attacker chooses an
unexpected path, and as a result the attacker has no need to adapt their paths based on
defender actions since they know the defender’s plan from the start. We nonetheless use
this approach with the idea that it is a more pessimistic approach for the defender.

To see how this is pessimistic for the defender, consider the bilevel formulation. We
assume the defender chooses a schedule first. Each attacker then knows this schedule and
chooses the best path through their attack graph, given the interdiction plan made by the
defender. Here we optimize assuming that the attacker makes the best decisions possible
with complete information about the schedule the defender has chosen. Thus, although the
attackers may actually make different decisions than we assume with this model (because
the attacker does not actually have such information), they cannot do better than the
objective assumes the attacker will be able to achieve. The model is pessimistic from the
defender’s perspective relative to a dynamic model, as the defender chooses their entire
plan first without information about the attackers’ true decisions, whereas the attackers
are assumed to be aware of the full plan of the defender before beginning their attack. In
this way, the defender has less information than they would in reality, while each attacker

has more information. Note that when applying this model to a real problem, the defender
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could resolve an updated model after observing the attacker actions and adjust any plans
as possible. However, sticking with the original plan given by the originally solved bilevel
model can result in no worse of an objective, since the model assumes the attacker acts
optimally for the given plan. Being able to change the plan after a period time can only give
a better expected result, as otherwise the plan would not be changed. Thus, by starting
with the plan given by the bilevel model, the defender guarantees themself at least that

good of an objective.

4.3 Model

We develop a bilevel integer programming model of this problem. The upper level is the
defender’s problem. This is very similar to the defender’s problem in Chapter 3, with only
some minor adjustments. We first introduce binary decision variables x.,¢ that indicate if
job m € ] has been completed at period t € T, where T is the time horizon for the defender
to complete jobs in. We can also define variables z;;; that give the delay on arc (i,j) as of
period t. While these two variables capture all the information we need, we cannot simply
use z to define durations in our attacker problem as we need to deal with the fact that
these values change over time. To account for this, we create a time-indexed attack graph,
which we will describe further in Section 3.2 when we describe the attacker’s problem. In
this attack graph, each arc (i,j) € A gives rise to several arcs ((i,1), (j, s)) that comprise a
set £, where s — t gives a possible duration of the arc (i,j). With this setup, rather than
lengthening arcs according to z, we enforce that an arc ((i,t), (j, s)) € € is only traversable
by the attacker if s —t < dij + zij¢. That is, the defender can only force the attacker to
take a longer arc if they have interdicted it to that length by the time the attacker begins
traversing the arc.

Since our goal is to delay the attacker as much as possible, we assume it is possible
the attacker’s shortest path may be longer than the time horizon in consideration for the
defender. Thus we define T as the longest path in the graph given all mitigations are
completed. This insures that all possible paths exist in the time indexed network. We let
Ta be the set {1, ..., Ta} of all time periods for the attacker.

As seen in Chapter 3, reformulation to remove extra time indexing after the end of the

defender’s time horizon can be useful, so we use that reformulated model here. We describe
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how the time indexed network is designed in further detail in the attackers’ problem. In
order to use this model, we must include an extra index for every variable indexed by a time
indexed arc, to represent the arc length. Define {Sfj }521 as the sequence of possible delays
for (1,j) € A given all mitigation combination options, where 0 = S%j < 8%]. << 8;“ = 8yj.
Then Lf)s C {1, ..., L} is the indices of valid delays for time indexed arc ((i,t), (j,s)). We
note that before the end of the time horizon, that is, s # T, then IL;‘jSI =1 as it contains only
the single 5, such that dy; + 8%, = s — .
We use the following variables in the defender’s model:

® Xt = 1ifjob m € ] is schedule in period t € T, else 0
e zi;y =delay onarc (i,j) € Aasof periodt € T

® pijis¢ = 1 if the time indexed arc ((i,1), (j,s)) € € with delay Sfj is the correct arc

given the amount of delay zij¢ on arc (i,j) at period t € 7.

The defender’s RCPSP based constraints to schedule the mitigations are as follows:

D xme <1 Ym e J (4.1a)
teT
Xmt =0 Vvmel,t=1,.,tmn —1 (4.1b)
t+tm—1

Z Z CrmrXms S brt VYt € ‘I, reR (41C)
meJ] s=t
teT me]j

t t—Tm
mes < Z Xns V(m,n) eP,ted. (418)
s=1 s=1

Since these constraints are common to all formulations in this chapter, we define X as the
set of x that satisfies the constraints (4.1).

Define Y(p) as the solution to the attacker’s problem given the defender’s choice of p.
We then have the following formulation of the defender’s problem:
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max Z PoY%(p) (4.2a)
acA
st.xeX
Zijt < Z dijmXmt + Zijt—1 vteT, (1,j) e A (4.2b)
mej
Zijr < Oy vte T, (i,j) e A (4.2¢)
zijo =0 V(i,j) e A (4.2d)
Z Sfj Pijkhe S Zijk V(i k), (,h) e (4.2e)
Le Lt
> Pijine = 1 Vi, k) €V,jeN:(ij) € A (4.2f)
h:((i,k),(j,h))€é LeL
Xmt € 10,1} Vjie], teT (4.2¢)
Zijt >0 V(l,)) ceA, teT (421’1)
Pijkne € (0,1} V({1 k), (G, h) € &t e L (4.21)

Here the defender’s objective function (4.2a) maximizes the solution to the attacker’s
problem. Constraints (4.2b) enforce that z;;; updates each period t € T based on mitiga-
tions implemented that period. Constraints (4.2c) enforces the delay of arc (i,j) is no more
than the given maximum for that arc. Constraints (4.2d) enforce that all arc delays begin at
zero at the start of the time horizon. Constraints (4.2e) and (4.2f) set the p variables. With
constraints (4.2e), for each arc (i,j) € A and period t € Ta we are allowed to set p;;, =1
for any arcs ((i,1), (j, s)) € € with delay Sfj less than the current delay zi;. Then constraints
(4.2f) enforce that for each arc (i,j) and period t, exactly one arc ((i,1t), (j,s)) € € can be
chosen with p;;,; = 1. Together with the fact that this model is maximizing the longest path
in the attacker graphs, these enforce that the longest arc ((i, 1), (j, s)) with delay Sfj € Lf]s
at most zij¢ will have py;,, = 1. Since zi;; will be set to be a valid amount of delay, this
implies that p,, , = 1. Constraints (4.1a) enforce each job can be completed at most
once. Constraints (4.1b) enforce each mitigation cannot be completed earlier in the time
horizon than its duration. Constraints (4.1c) enforce the resource constraints for each

period and (4.1d) enforces the overall budget constraint. Lastly, we have (4.1e) enforcing
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the precedence constraints for the defender.

The objective of the defender’s problem is to maximize the time it takes for the attacker to
complete a path in the attack graph. The attacker’s goal is to find the shortest path through
the attack graph defined by a set of nodes N and arcs A. We assume the attacker starts
at some beginning node 0 and reaching an end node N represents the completion of the
entire graph. As in Chapter 3, the defender’s actions result in the attackers” graphs having
arc lengths that depend on when they reach them. This leads us to use a time-indexed
attacker network. We can then model an attacker’s problem as a shortest path problem
along a time indexed network. Again, we use the reformulated version of the time-indexed
network from Chapter 3.

Let V and € be the nodes and arcs available to the attacker in the time indexed graph.
We have V C {(i,t) : 1 € N,t € TFU{(N, Ta + 1)}, where node (i, T) represents being at
node i € N at any period between T and Ta. Define k(t) for t € T as the time indexed
node that represents period t. We'll have k(t) =tfort < Tand k(t) =T fort > T. Then
e ={(1,t),04,8)) : (i,j) € A, (1i,t),(,s) € N,Ils.t. k(t + Sfj) = s}. These are all valid
arcs and we can define our formulation based on this set, however since not all nodes are
reachable we can further decrease the number of nodes and arcs. For example, suppose i
is a node with only node 0 as a predecessor and dy; = 2, node (i, 1) is then not reachable.
Several more nodes may be similarly unreachable. To create V and € then we can recursively
build the graph, starting with node (0,0) and adding arcs ((0,0), (i, x(doi + Sgi) )) for each
(0,1) € A, £ =1, ..., Lyi. We can create a topological sort of the nodes in N according to A
and consider each node, adding arcs as we did with the arcs from (0, 0). Since we go in
the order of the topological sort, each time we do this for a node i, we know that this node
will have no other ways to reach it, so that any (i, t) not reached by the time of processing
node 1, will not be included in V. We define also the end node (N, Ta + 1), with arcs
((N,t),(N,Ta + 1) for each t € 7. This is our end node, used as an indicator that node N
has been reached.

We can then formulate this as a shortest path problem over the time-indexed graph,
where only arcs allowed given the defender’s choices can be used by the attacker. This
results in the following model for each attacker a € A using flow variables y g, to represent
if attacker a uses the time indexed arc ((i,t), (j, s)) € €, with delay Sfj for{ € L%S:
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Y¢(p) = (4.3a)
min Y Y (diy+ 85y (4.3b)

((11),(G,s))€€a teLls

s.t. Z Z y]lstﬂ

(G,8):(0G,s) (L)) €€a LeLS!
- Z Y Y= (i, 1) € Vo (430)
(,s):((L2),(,s))€€a LELTS
Yiiese < Pijese V((i,t),(j,s) € Ea, L € L] (4.3d)
Yijese = 0 V((i,t),(j,s)) € Ea L €LE,  (4.3e)
where qn 1,41 =1, qop = —1, and qi+ = 0 otherwise.

Here the attacker’s objective (4.3b) is to minimize the length of the arcs taken, where the
length of an arc corresponding to yij¢s¢ is given by the sum of its initial duration di; and the
amount of imposed delay Sfj. Constraints (4.3c) are flow balance constraints where each
arc is represented by not only its start and end node but also its length. Finally, constraints
(4.3d) enforce that arcs that are shorter than the true lengths given by the defender’s
problem are not usable by the attacker.

Currently, we have a maximization problem for the defender and a minimization
problem for the attackers. In order to combine the attacker and defender models into one
combined model, we need to have a maximization problem for the attackers. To do so, we
can take the dual of the attackers problem. Let v be the dual variables associated with
constraints (4.3d) and 7t be the dual variables associated with the constraints (4.3c). Then
we have the following dual:

max 7T]C\11,TA+1 o 7-[8;0 + Z Z pl]tSYL]tsﬂ (44&)
((Lt),(G,s))€la tells

st Vs — 7 + 7 < dy + 85 V((L,t),(j,s)) € €, l € L (4.4D)

Yijese <O V((i,1),(3,8)) € Ea.  (44c)

This dual matches the form of typical shortest path problem duals, with the addition
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of dual variables y“ corresponding with the arc removal constraints. We note, that as is
generally done for duals of shortest path problems, we can set 7§, = 0, and will do this
for all future formulations. With the dual formulation we now have a maximize problem
which we could combine with our defender’s maximize problem. However, here we are
multiplying a defender variable p by an attacker variable y. Thus if we were to combine
the two problems as is we would have a non-linear model. We prefer to deal with linear

models, so we continue to investigate ways to reformulate this attacker model.

4.4 MIP Formulations

We desire to combine the attacker and defender models in to a single combined model that
can be solved with an IP solver. However, with the proposed forms of the attacker and
defender problems (4.2) and (4.4), combining them would result in variable multiplication.
We thus explore methods to fix or avoid this issue. Our first approach uses McCormick
linearization to directly deal with the variable multiplication. We then simplify this into an
approach used in Israeli and Wood (2002), that adjusts modeling in the attackers” primal
to avoid variable multiplication in the dual. We finally propose a simpler heuristic model
that uses an approximation of the attacker’s problem to provide ideally close to accurate

objectives without the big-M type of constraints needed in the previous two models.

McCormick Linearization

We begin by reformulating the model for each attacker a € A with a natural approach to
variable multiplication: McCormick Relaxation. Since our p variables are binary, this will
exactly model the multiplied variables, and does not result in only a relaxation. In order to
do this, we need to have bounds on the y¢ variables. We already have an upper bound
of zero for each of these variables from (4.4c), so we need only derive a lower bound. We
do so by considering the role of these variables in the attackers” dual problem (4.4), given
how it compares to a typical shortest path dual formulation.

If pije = 1forall ((i,1),(j,s)) € €4, then we would have a normal shortest path
formulation, the dual of which could be obtained from (4.4) by setting v{},, = 0 for all
((1,t), (5, 8)) € €q, L € L. Butif p,, = 0 forany ((i,t), (j,s)) € €4, then forall € € L}, we

ij 7/
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can set Y5, = 0 without directly affecting the objective. Thus this allows us to set v,
as negative as necessary to satisfy the corresponding constraint. In this way, the y¢ dual
variables can be seen as a way to ensure the constraint corresponding to an arc that has
been interdicted does not affect the attacker’s solution.

We know that 75, — 7y < Ta. Since Ta is the attackers’ time horizon, defined as the
longest possible length of any path in any attacker’s network, we know the time between
the attacker reaching any two nodes must not be more than To. We can thus get a lower
bound of y§ o > —Ta + dyj —HS"’ for ((i,t),(j,s)) € €a, L € LS.

Then we can apply McCorm1c1< linearization to this model by introducing a new set
of variables u® that represent the product of the p and y“ variables. To do so we add the
following inequalities and replace pi;, oY {15 = Ufiis for each ((1,t), (j,s)) € €4, £ € L5

Udoo > (—Ta + dij + 85)py50 V((i,t),(j,s) € €a, b € LY (4.5a)
Udise = Vijese V((i,t),(3,8)) € Ea,l € L5 (4.5b)
Udiise < (—Ta +dyy + 551)91]*[52
Vs + Ta — diy — 8 Y((i,1),(j,8)) € Ea, € L (4.5¢)
Uy <0 V((i,1), (j,s)) € Ea, L € L} (4.5d)
—Ta + dij + 0 < Ve V((i,t),(j,s)) € €a, L € L. (4.5€)

We can thus combine the defender and attackers’ problems into a single MILP given by:

max Z Pa 7TN Ta+1 + Z Z ul]tsli (46)

X,Z,P,7,Y, U
acA ((Lt),(s))ela belly

st.xeX
(4.2b) — (4.2f)
(4.4b)
(4.5)
T =0 Yae A
zije = 0 V(i,j)e A, teT
Pijkne €1{0,1} V((i,k),(j,h)) € &t € LK.
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Israeli and Wood Linearization

We can consider an alternate method of addressing the variable multiplication in the
attackers” dual (4.4) by approaching the primal definition differently. We can model the
removal of arcs by imposing a sufficiently large delay, rather than enforcing zero flow on
that arc. This is the form used by Israeli and Wood (2002), where interdicting an arc can
either impose a delay or remove it entirely. The attacker’s time horizon Tx is a sufficient
delay to effectively remove the arc from the attacker’s consideration. With this, the attacker

minimization model would be the following:

min Z Z ij + 51] + Ta(l pijtse))yiajtse (4.7a)
((Lt),(G,s))€€a tells

st ZZ D Ui
(G,s):( A))EEq LeLSE

- Z Z U?jtse = (it V(i,t) € Vq

(G,8):((11),(5,8))€€a LY

(4.7b)
Y0 >0 V((i,1), (j,5)) € €, L€ LY (4.7¢)

The objective of this problem is nonlinear due to variable multiplication. However, the

dual is the following:

max 7y 1, 11 (4.8a)
st — 7w A+ < dy + 05+ Tal— pyyee) VI((,1),(,8)) € Ea, L €LY (4.8b)
g0 = 0. (4.8¢c)

This model has linear constraints and a linear objective and the objective sense matches
the defender’s objective — hence, this can be combined with the defender’s model for a full
formulation.

Israeli and Wood (2002) notes that when using this technique, having large values for
the delays results in poor LP relaxations. Thus, using a delay for the removed edges smaller
than TAo would be beneficial.
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Reconsider the original attacker problem (4.3). Here, when p;;,, = 1, the constraint
(4.3d) for ((i,t),(j,s)) € €4, L € Lf]s is redundant as it is implied from the shortest path
formulation. Thus we could remove this constraint and remove the corresponding variable
Yijtse from the dual, as can be achieved by setting v{};;, = 0, and have an equivalent
formulation. Then in (4.4a) we would find that the summation term is always zero, since
if piji50 = 1, then v{j i = 0, and otherwise py;,, = 0. We can thus remove this term from
the objective and set v, = (—Ta + dij + Sfj )(1— pyjes¢), s0 that it equals the lower bound
we derived in 4.4 whenever it is not set equal to zero.

This gives the following formulation, which matches (4.8) with smaller delays for

removed arcs:

max 7ty 1, 41 (4.9a)
st (—Ta 4 dij + 05) (1 — pyjeee) — T8 + 7 < dig + 05 V(L 1), (5,8)) € Ea, b € LE

(4.9b)

sy = 0. (4.9¢)

The full Israeli and Wood Linearization model is then:

max Z PaTlN,Ta+1 (4.10)

acA

st.xeX
(4.2b) — (4.2f)
(4.9b) — (4.9¢)
Zije 2 0 V(i,j) €A, teT
Pijkne € 10,1} V((1,k),(j,h)) € &l e L]fjh.

We observe that this formulation has at least as good of LP relaxation bounds as the
McCormick Linearization model (4.6).

Proposition 4.1. The LP relaxation of (4.10) has optimal objective value no more than the optimal

objective value of (4.6).

Proof. We show this by demonstrating that for any solution to (4.10), there is a solu-
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tion to (4.6) with equal objective. Let (X, Z, p, t*) be a solution to (4.10), with objective
2 acAPa?R 1, 1- Thenset vy, = (—Ta +dij + 5%)(1 — Pijese) and ufl o, =0foralla € A,
((i,t),(G,8)) € Eq, L € Lff Then (%, 2, p, &, v, u) provides a solution to (4.6), with objective

ZaeA Pa(ﬁﬁl,TAH + Z((i,t),(j,s))esa Zeeq; u%ts@) = ZaEA PaftN Ty 41- U

We conjecture that these LP relaxations in fact have equal optimal objective values, as is
suggested by the computational results in Section 4.6.

Valid Inequalities

The model (4.9) provides a formulation without the extra variables needed for the Mc-
Cormick linearization. However, these delays need to be relatively large to ensure it is
not optimal for the attacker to use an arc that should not be feasible for them. Consider
an arc (i,j) € Aq, and a period t € J. There may exist time indexed arcs ((i,1), (j,s))
and ((i,t), (j,8)), § > s, representing arc (i,j) at period t with varying lengths. Suppose
((i,t), (j, 8)) is the arc chosen by the defender with the correct interdicted arc length at
period t. A future arc (j, k) € A, may not be interdicted at period s, but is interdicted in
period $. Then if the delay imposed on arc ((i,t), (j, s)) was too small, this model could give
a shorter path for the attacker by taking arc ((i,t), (j, s)) for the delayed amount instead of
the arc that is actually available: ((i,t), (j, §)). By doing so, the attacker could then take arc
(j, k) from period s for an uninterdicted length.

This issue prevents us from giving tight bounds for y¢ and forces us to use large delays
in (4.8) that may result in poor LP relaxation bounds. However, this issue only arises for
time indexed nodes before the end of the defender time horizon. Time-indexed nodes of
the form (i, T), 1 # N, can only have time-indexed arcs to nodes of the form (j, T). Here the
aforementioned issue cannot occur, and the delays imposed for removed arcs need only
be large enough to enforce the length of the arc is the length provided by the defender
problem.

Because this issue may only impact a small set of arcs, particularly in instances with
relatively short defender time horizons, we develop a set of valid inequalities for the arcs
not affected by this issue. These inequalities allow us to use the current arc duration
to set the distance between time-indexed nodes (i,t), (j,s) € V when there is only one
possible time-indexed node that arc (i,j) € A leads to in period t € J. We note that this is
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the case for any arc that is not interdictable by the defender as well as any arc such that
t + di; > T. This second case holds true because all time indexed arcs for (i,j) starting
from time-indexed node (i, t) will go to the same time-indexed node (j, T), since this final
period of the defender’s horizon represents all times after T, and d;; gives the shortest
possible length of arc (i,j). We develop an approximate model in Section 4.5 that allows us
to derive these constraints.

Define S to be the set of (i,j) € A, t € T such that |{s : ((i,t), (j,s)) € €} =1, and for
each a € A, 8§, C § to be the subset that only includes arcs (i,j) € Aq.

We then propose that the following constraints are valid inequalities for the Israeli and
Wood Linearization model (4.10):

— 7+ < dig +zige VYae A, ((Lt),(,8) € €a s.t(i,j,t) € S (4.11)

Proposition 4.2. The inequalities (4.11) are valid for (4.10).

Proof. For a given attacker a € A, any arc (i,j) € A, and period t € T, with [{s :
((i,t),(,8)) € Ea}l =1, gives rise to constraints (4.4b) in the McCormick Linearization
model (4.6):

=l < dy 8 — Vi Vee Lt (4.12)

ij 7

Tt

where setting v{j ¢ = (1—py4j050) (—Ta+dy +Sfj ) gives us the Israeli and Wood Linearization
model (4.10).

This gives that the time (j,s) € V, is reached must be d;; + Sfj — Yijise periods after
(1, t) is reached. Because [{s : ((i,t), (j,s)) € €}l = 1, we know that either s = T or arc (i,]j)
can only take on a single length. This is because if s # T, and s # Ta + 1, L]f]s = s —t,if
s =Ta+1,((i,t),(j,s)) is an artificial arc created to signify the completion of the attackers
path, and is not interdictable. In this case this set (4.12) of constraints exists for only one {
and can be simplified to 7', — 7ty < dy;. This is because Sfj = ( since only one arc length
exists and it must be the original duration, and by (4.2f), Pijise = 180 that vijise = 0.

If s = T, then IL{;I > 1, that is, multiple arc durations may exist. However, since
Hs: ((i,t),(j,s)) € Ea}l =1, by (4.2f), we must have Pijtst = 1 for a singular@ € Lff Thus

‘yi“jts@ = 0 and we have the constraint 7!, — 7, < dyj + 5%. Forall ¢ € Li5, ¢ # {, Yijtse 18
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set sufficiently negative to make the corresponding constraint (4.12) unrestrictive. Then
the only important constraint (4.12) for arc ((i,1t), (j, s)), is the one corresponding to 0. In
87

an optimal solution, z;j; = 0ij, SO that, we can use constraints (4.14b) in this case.

O

By including these valid inequalities (4.11) into the Israeli and Wood Linearization
model (4.10), we can improve the LP relaxation. We note that since the variables p are only
needed for the purpose of constraints (4.9b), this model can be simplified by removing pys
and corresponding constraints whenever (i,j,t) € 8. We use this simplification in when

using this model in Section 4.6.

4.5 Approximate Model

We develop an approximate model that disregards the issue of attacker’s using the incorrect
time-indexed nodes mentioned in Section 4.4. By doing so we can impose the exact amount
of delay set by the defender on all arcs. This provides the benefit of the valid inequalities
of Section 4.4 on all arcs, rather than just a subset. In this section we derive those valid
inequalities by first considering the attackers minimization problem in the case we allow
the attacker to use the incorrect time-indexed arcs for interdicted lengths. This follows a
similar idea as in Section 4.4, in that we have variable multiplication in the primal problem
that does not result in variable multiplication in the dual.

We propose the following approximate model of the shortest path problem for attacker

a given the defender’s decisions.

min Z (dij + Zijt)Y s (4.13a)
((it),(j,s))€€a

st > Yiist — D Yes = dit V(i,t) €V, (4.13b)
(G,8):((G,s),(Lt))€Ea (G,s):((1t),(5,s))€Ea
Yijis = 0 V((i,1),(G,s) € €a  (413¢)

Here we directly use the variables z;;; that capture the delay on arc (i,j) € A at period
t € 7. Then any arc (i,j) taken at period t will have length dij + zij¢. In this way, this
model does suffer from the issue mentioned in Section 4.4. That is, attackers may be able
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to use paths along earlier time-indexed nodes than should be possible given the defender’s
decisions. While the lengths of those paths as recorded in the objective would be correct,
they can then avoid the interdiction of a future arc. This is thus a relaxation of the true
attacker’s primal problem, as the true solution for the attacker is still an option, but other
shorter paths may exist as well. Because the defender is trying to maximize the shortest path
of the attacker, this acts as a restriction to the defender. Thus using (4.13) in a combined
model from the defender’s perspective will result in objective values no greater than the
true objective. However, it results in a much simpler model, which can be useful as a
heuristic. We have the following dual of (4.13).

max 7y 1, 1 (4.14a)
s.t. — 7Tiat + 7Tjas < dij + Zijt \V/((l, t), (), S)) S 8a (414b)

This model eliminates the need for the defender’s p variables, resulting in a simpler

combined model of:

max Z PaTlN Th+1 (4.15a)

acA
st.xeX
Zije < ) SijmXme + Ziji vted, (i,j) e A (4.15b)
me]J

Zijr < O vteT, (i,j) e A (4.15¢)
Zijo =0 V(i,j) € A (4.15d)
— i+ 7l < dy + zue Vac A, ((i,t),(5,8)) € &q (4.15¢)
oo = 0 Vae A (4.15f)
xmt € {0,1} Vie], teT (4.15g)
Zijt = 0 V(i,j) €A teT (4.15h)

Given a defender job scheduling solution x to this model (4.15), we can compute the
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arc lengths to determine p and solve the original attackers problem (4.3) to get the true

objective value.

4.6 Computational Studies

To compare the proposed formulations, and evaluate the usefulness of the proposed
approximate model as a heuristic method, we test each model on a set of instances. The
defender data in each of these instances is generated in the same way as in Chapter 3. We
generate the attackers in a similar way, but design the network in a way more comparable to
other shortest path interdiction literature. Israeli and Wood (2002) use a network described
by m rows and n columns of nodes, where each node is connected to the nodes adjacent
to it such that arcs go forward through the graph. We match this structure of nodes and
columns for our underlying attack graph. However, to account for multiple attackers, we
instead have each node of each column potentially connect to all nodes in the next column.
We then assign a random subset of nodes from each column to each attacker, then assign the
corresponding edges to that attacker. Once the attacker network is generated, we generate
the rest of the attacker data in the same way as in Chapter 3.

We generate a set of 45 test instances in this way by varying select parameters and
repeating for 5 different seeds over 9 different instance types. We list the parameters varied
in table 4.1. We vary the attacker network structure, by adjusting the number of rows
and columns of nodes. Because the attackers are finding shortest paths and the defenders
are completing projects, we find that having longer paths for the attacker provide more
interesting instances by giving the defender more time to act. For this reason we have as a
base a longer 5 x 6 network, and defender job durations between 1 and 6 with attacker arc
durations between 4 and 12. We vary each of these parameters as well to the values given
in 4.1. We additionally vary the number of attackers and the maximum delay a single job
can give an arc. These models can be difficult to solve, so we use smaller networks for our
attackers and defender than we see in Israeli and Wood (2002) or Chapter 3. We use a
defender with 8 projects and between 5 and 20 jobs per project.
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Table 4.1: Parameters and variations for test instances.

Parameter Base values | Additional values

Attacker network size, m x n 5x6 6x54x8

# of attackers, |A] 8 4,20

Attacker arc durations, [dmin,, dmax,] | [4,12] 2,6], [8,18]

Max delay per job zdmaxg tdmaxg, 2dmaxg
Results

We test each proposed model on the set of 45 instances with a 20 minute time limit per
instance. Each model was solved using Gurobi 10.0.1 and a machine with Intel(R) Core(TM)
i7-9700 CPU @ 3.00GHz. We test the following models and use the following abbreviations
to refer to each.

e Opt-MC: The McCormick Linearization model (4.6). This is an exact solution method.

e Opt-IW: The Israeli and Wood Linearization model (4.10). This is an exact solution
method.

e Opt-VI: The Israeli and Wood Linearization model (4.10), with the addition of the
valid inequalities (4.11), and the removal of unnecessary variables p;; and corre-
sponding constraints as described at the end of Section 4.4. This is an exact solution
method.

o Approx: The approximate model (4.15) presented in Section 4.5. This is a heuristic
method.

In Table 4.2, we display the summary results for a few performance metrics for each
method. In the first results column we display the average gap from the best solution
found for each instances. For most instances where at least one exact method finished
in the time limit, this is the gap between the value of the best found solution and the
optimal value. Because some instances were not solved to optimality, our exact methods
did not average a zero gap. However, Opt-VI most often found the best solution of the four
methods. More notably, we see that Approx performs very well at finding optimal or near
optimal solutions. This suggests that perfectly considering the simultaneous scheduling

of the defender and attackers is not completely necessary, and a close approximation is
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sufficient in these test instances. We note that Approx performs well on all instances types,
ranging from a 0% to 0.2% best solution gap, achieving its worst gap on the instances where
attacker arc durations are small. This makes sense, since with small arc durations attackers
can generally complete their attacks before the end of the defender’s time horizon. Since
Approx is only inaccurate for the defender’s time horizon, we expect Approx to perform
worse in this scenario. Regardless, Approx still finds near optimal solutions even in this
case.

Table 4.2: Averages for each method across objective gap, LP relaxation bound gap, and
run time, as well as how many of the 45 instances failed to solve in a 20 minute time limit.

Best Soln Final # Exceeding

Model Gap Bound Gap | LP Gap | Time (s) | Time Limit
Opt-MC 0.132% 0.729% | 46.03% 660.2 19
Opt-IW 0.034% 0.161% | 46.03% 369.8 9
Opt-V1 0.017% 0.114% | 29.30% 398.3 9
Approx 0.084% 0.046% | 0.96% 281.8 5

In the third and fourth columns of Table 4.2, we display the gaps for the final bound after
the time limit and average LP relaxation bound for each method. For the exact methods,
this is computed from the best solution found within the time limit by that method. For
Approx this is computed for the objective of the approximation model, since the approximate
model does not provide bounds for the true solution. We can see that all methods have
small gaps at the end of the time limit, which shows that the best solution found is for each
instance is usually very close to optimal. Looking at the LP relaxation bound gaps, we see
that Opt-MC and Opt-IW both get the same large LP relaxation bound. As expected, the
valid inequalities included in Opt-VI successfully decrease this bound. While the model
Approx does not provide bounds on the true objective value, we see that its LP relaxation
bound is very close to its objective value, motivating the benefit of the proposed valid
inequalities in Opt-VI.

The last two columns of Table 4.2 give information about the runtime of each model
averaged over the instances. In the final column, we provide the number of instances that
were unable to be solved by the model in the 20 minute time limit. When computing the
average run time for each model these instances contributed 1200 seconds, so we note that

these average times may be skewed lower than they would be with no time limit. We see
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that Opt-IW improves greatly upon Opt-MC. Additionally, while the first two columns of
this table indicate that Opt-V1I finds superior solutions in the time limit and begins with
a lower LP relaxation bound, Opt-VI performs similarly to Opt-IW in run time. Finally,
we see that Approx solves faster than the exact methods, reaching the time limit on fewer
instances. As Approx finds near optimal solutions, this model appears to be a good choice
for generating high-quality feasible solutions to this problem.

In Tables 4.3 and 4.4 we report the run times and gaps split up by each instance type.
Each value in the table is averaged over the 5 instances for each instance type. Table 4.3
reports the run times in seconds for each method on each instance type. Reported in
parentheses next to the run times are how many of the 5 instances reach the time limit.
Any instance that reaches the 20 minute time limit contributes 1200 seconds to the average.
Here we see that Opt-IW solves the fastest in a few cases, in particular when the maximum
arc delay per job is high or when there is a small number of attackers. Conversely, we find
a few cases where Approx is particularly useful, such as when there are a large number of
attackers. Approx tends to stay more consistent in run-times across instances and is less

prone to long run times with larger problems than the other methods.

Table 4.3: Average run times with count of instances exceeding limit in parentheses.

Instances Opt-MC | Opt-IW | Opt-VI | Approx
Base 553.0 (2) | 506.9 (2) | 516.1 (1) | 320.7 (1)
max delay = tdmax, | 663.4 (2) | 398.6 (1) | 323.9 (1) | 322.3 (1)
max delay = sdmax, | 531.1 (1) | 344.0 (1) | 755.7 (2) | 673.4 (2)
Al =5 662.3 (2) | 168.7 3154 (1) | 256.6
|A| =20 1206.6 (5) | 1060.2 (4) | 838.2 (3) | 265.0
di; € [2,6] 3958 (1) | 117.6 70.0 9.9
di; € [8,18] 1001.8 (4) | 5129 (1) | 461.2 (1) | 393.2 (1)
6 x5 2764 (1) | 1349 87.1 104.2
4 x8 687.6 (1) | 122.5 252.5 253.2

Table 4.4 reports the LP relaxation bound gaps averaged over the five instances for each
of the nine instance types. Here we see that Opt-VI gives a greater decrease in LP bound
gap on instances with longer attacker time horizons such as with a longer attack graph
or with longer arc durations. This is what we expect as there may be more arcs after the

defender’s time horizon, which are the arcs the valid inequalities affect.
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Table 4.4: Average LP relaxation bound gaps for exact solution methods over 5 instances
for each instance type.

Instances Opt-MC | Opt-IW | Opt-VI
Base 45.1% 451% | 25.5%
max delay = tdmax, 452% | 452% | 25.2%
max delay = gdmax(1 49.1% 491% | 29.6%
Al =5 50.0% 50.0% | 34.2%
Al =20 43.5% 43.5% | 29.0%
dy; € [2,6] 41.3% 41.3% | 38.0%
di; € [8,18] 53.0% 53.0% | 33.8%
6 x5 27.0% 27.0% | 19.4%
4x8 60.0% 60.0% | 29.0%

4.7 Conclusion

This paper develops methods to model a defender delaying the shortest paths of various
attackers, where both the defender and attacker are taking their actions simultaneously.
We use a pessimistic approach, assuming the attacker knows the defender’s schedule
before beginning to traverse their arcs, in order to format this as a bilevel problem. This
still becomes a difficult problem to model. We develop IP formulations, and propose
valid inequalities to improve the LP relaxation bounds of these models. We also develop
an approximation heuristic that finds near optimal solutions. The performance of the
approximation heuristic indicates that the defender need not know exactly the attacker
arc durations, and scheduling mitigations based on an approximation of attacker timing is
still useful. However, each of the models we propose still can be very difficult to solve in a
reasonable amount of time. We use relatively small instances in our computational studies,
and increasing the instance sizes would make each of these methods unreasonable. For this
reason, a future direction for this research would include developing alternate algorithms
or heuristics to solve this problem. In particular, modifying the heuristic methods in
Chapter 3 could provide faster heuristics for this problem. In addition, an adaptation of
the sequential model of Chapter 3 could give a relaxation that could provide improved
bounds.
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5 CONCLUSION

5.1 Comparison of Models Across Chapters

In this dissertation, we present three different ways to model threats to a system of criti-
cal infrastructure and the deployment of mitigations to protect against these threats. In
Chapter 4, we assume attackers are searching for a shortest path along an attack graph,
while in Chapter 3 we assume attackers must complete all actions in a project network,
tinally in Chapter 2 we do not consider attackers at all, but rather multiple coverage of
vulnerabilities. These each model different situations, but it is worth asking how the so-
lutions of these different models compare. This gives some insight on the importance of
accurately modeling the system in consideration. We analyze the solutions for defenders
using the models developed in each of Chapters 2 - 4—models (2.1),(3.5),(4.10)—on a

small example with synthetic data.

Example Data

We use the same defender for all three chapter’s models and a set of two attackers for use
in the models from Chapters 3 and 4. We use the attacker data to create vulnerabilities
for the model of Chapter 2. We can then see the solution of this model as the solution
obtained when using the vulnerability coverage model in Chapter 2 to approximate a
network interdiction problem such as those in Chapters 3 and 4.

The defender has 17 jobs available to schedule, ] = {2, ...,18}. An artificial job 1 is used
to precede jobs with no predecessors, as displayed in Figure 5.1 that shows the precedence
network for the defender. The defender has a budget of B = 8, where each job costs 1,
that is, the defender can schedule a total of 8 jobs. The defender has a time horizon of
T = 25 periods, and four resources R = {11, 15, 13, 74} to use. Table 5.1 displays the time and
resources required for each job for the defender. The attackers’ networks are provided in
Figure 5.2, where attacker 1 uses nodes of the form 1xx and attacker 2 has nodes of the form
2xx. Both attacker’s start and end at nodes 0 and 1, respectively. We choose two attacker’s
with different network structures, since we use these same attack networks for both the
longest and shortest path problems of Chapters 3 and 4.
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Figure 5.1: Defender’s precedence network for example problem

Attacker 1 Attacker 2

107 116 204 210

Figure 5.2: Attackers’ networks for example problem

Tables 5.2 and 5.3 display the amount of delay each job provides each edge, for attackers
1 and 2, respectively. Additionally, the first two columns of these tables provide the initial
duration d;; and maximum delay &;; for each arc (i,j). Only jobs that provide delay for any
arcs are included in this table. We simplify the attacker data from these networks to provide
data for the model of Chapter 2. To do so, we let the set of vulnerabilities be the interdictable
edges. Then we define piecewise linear functions f i j)(z(ij)«) = min(z ), ;) for (i,j) €

A. We set the time weighting for this model with an exponential base of 0.95.
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Table 5.1: Job durations T, and per period resource demands for each job m € J, as well as
per period resource budget.

me]J| 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 | b,
T 4 3 3 5 2 4 4 5 4 5 3 6 4 2 1 5 4
T 0 10 0 0 0 6 0 8 2 3 0O 5 0 0 & 7 10115
T2 6 0 6 4 2 10 0 0 0 10 O 3 3 0 3 0 0|12
T3 o o o0 2 o0 8 0 O O O 3 0 4 4 1 0 o0 9
T4 o 8 0 9 0 0 0 0O O 0O 3 0 0 9 0 0 9|15

Table 5.2: Arc durations d;;, maximum delay d;;, and delays given by each job m € J for
attacker 1.

mej
(i,j) € A4 10 |13 | 14 | 15 | 16 | 17 | 18

(0, 100)
(100, 104)
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(104, 107)
(105, 110)
(107, 110)
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(110, 113)
(112, 114)
(113, 114)
(112, 115)
(113, 115)
(113, 116)
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Example Solutions

We solve the models from each chapter for this example instance to get solutions for the
defender. We denote the model from Chapter 2 as Cover, the model from Chapter 3 as LPP,
and the model from Chapter 4 as SPP. Table 5.4 gives the time period in which jobs are
completed for each model. We see that each model provides a different solution for the
defender that best protects the system given the model of threats. Some jobs (2,3,4,5,10)
are scheduled by all defenders. These may be jobs that precede most other jobs and thus
are useful to schedule in any case, jobs that are more impactful and generally worth doing
regardless of the model, or jobs that are easy to complete and thus easy to include in any
schedule.

We analyze how robust the solutions are to model choice by evaluating the objective
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Table 5.3: Arc durations dij, maximum delay Si]-, and delays given by each job m € ] for
attacker 2.

me]j
(i,j) e Ay | dy Z:)ij 45|67 |8|9|10|13 |14 |15 |16 | 17 | 18
(0, 200) 1
(200,202) | 7
(200,203) | 6
(200,204) | 6
(202,207) | 6 4 4
(203,207) | 6 7 4 5
(204,207) | 5 4 |4
(207,208) | 6
(207,209) | 7 9 3 3 4
(207,210) | 10 4 |3 3
(208,211) | 7
(209,211) | 8 5 4 4
(210,211) | 4 6 6
(211,214) | 5
(211,216) | 8 5 3 4

value and attacker solution for each model given each defender solution presented in Table
5.4. We first provide a table of objective values, Table 5.5. Each column reports which model
objective values were calculated for, and each row determines which defender solution was
used to calculate the objective. The diagonal of the table shows the optimal objective values
for each model since those entries use the defender solution for the matching attacker
model. We see the solution for the SPP model tends to be more tuned to the SPP model
in particular. We note that the SPP defender solution schedules fewer jobs than the other
models’ solutions. The shortest path attackers can be more difficult to defend against since
the attackers traverse the graph more quickly. A job useful against a longest path attacker
completing a project, may seem less useful to a defender considering shortest path attackers,
as the attacker is more likely to have traversed the arcs that job delays. Thus a defender
against shortest path attackers may choose less impactful jobs that can be done quicker,
resulting in poor performance in models that allow more time. In addition, a shortest path
attacker only uses arcs on a single path, so that delaying an arc that already has a long
length may be less useful as the attacker may never use that arc. This is contrasting from
the LPP defender, as an arc that is unlikely to be on the shortest path is more likely to be on
the longest path, and thus potentially more useful to delay. Finally, we see that the Cover
defender performs well on each of the other models. This coverage model may be a good

general purpose model that can be used when specific attacker information is less clear.
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Table 5.4: Periods in which jobs are completed in the solutions for each model.

Job | Cover LPP SPP
2 7 7 4
3 3 3 7
4 10 10 7
5 8 8 12
6 12
7 14
8
9 19
10 4 4 4
11
12 7 7
13 13
14 11
15 13
16
17
18

Table 5.5: Objective values for each model, using each of the defender solutions presented
in Table 5.4.

Solution | Objective Model
Model | Cover LPP SPP
Cover | 239 575 345
LpPpP | 222 58 345

SPP | 186 52 36

We lastly compare the attackers’ solutions given each defender solution, for both longest
and shortest path attackers. In Figure 5.3 we show the longest paths in each attacker’s
graph, with the lengths of those edges shown as determined by each defender solution.
Looking at attacker 1, we see that there was a specific path that was the longest in all 3 cases,
however, the LPP defender did a better job at delaying arcs along this path. Arcs (107,109)
and (109, 113) were mitigated less by the other defenders, particularly SPP, resulting in
a shorter longest path. Looking at attacker 2, we see that when delaying longest paths,
interdicting arcs not originally on the longest path can still be useful, as is seen with the
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Cover defender. Here, the Cover defender achieves the same length between nodes 207 and
211 as the LPP defender, by delaying arcs going through node 210 instead of 209. On the
other hand, as previously mentioned, the SPP defender prioritizes arcs on the shortest
attacker path, and thus does not significantly impact the attacker’s longest path.

In Figure 5.4 we switch to attackers using the shortest path in the network. For both
attackers we see that the shortest path against both LPP and Cover defenders differs from
the shortest path against the SPP defender. Since the SPP defender is trying to lengthen
the shortest path, it successfully switches the attackers’ paths to new longer paths than
those used by the attackers using the LPP and Cover solutions. While longest path attackers
can still be affected by delaying edges not on the original longest path, even if none of the
original longest path edges are delayed, this is not the case with shortest path attackers.
If sufficient delays to the initial shortest path are not imposed by the defender, any other
delays they make to that attacker have no impact.

Since the Cover model has no attackers, we do not provide figures for these solutions.
However, we can look back on Table 5.5 and our other analysis to consider how the LPP
and SPP defender solutions would do in this model. Here, timing prioritization between
jobs becomes less intricate, and gaining the most coverage as quickly as possible is what is
important. Both the LPP and SPP defenders desire to gain “coverage" in a timely matter,
so they find decent solutions to this problem. However, by specifically tailoring their
mitigation preferences to specific paths of attacker networks they sacrifice some overall
coverage in the Cover model. This is seen more prominently for the SPP defender, as can be
seen by the objective values. This makes sense, since, as we have noted, the SPP defender
has more specific priorities in the arcs they delay.

Overall, we see the importance of choosing an appropriate model for the defender.
Using the more general model from Chapter 2 can be most useful in a generic situation
with a variety of threats to the system. However, identifying sophisticated attacker actions
can allow a defender to more specifically tailor their schedule of mitigations to best defend
the system. We see that defending against attackers completing projects and attackers
completing shortest paths in an attack graph require delaying different arcs and thus
require different defender schedules. Nonetheless, some mitigations can be useful to start
on right away if they are easy to implement and/or required in order to complete most
more advanced mitigations.
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(c) LPP attacker solution against SPP defender

Figure 5.3: Attacker longest path solutions given each defender solution.
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(a) SPP attacker solution against Cover defender
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(b) SPP attacker solution against LPP defender
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(c) SPP attacker solution against SPP defender

Figure 5.4: Attacker shortest path solutions given each defender solution.

5.2 Future Directions

In this dissertation we have advanced our understanding of how to deploy mitigations

for critical infrastructure systems in resource constrained settings over time. In Chapters
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2 and 3 we consider adaptations of preexisting methods to this problem as a metric of
how well a system could be protected using existing models when addressing the fact that
implementing mitigations takes time and resources. We find that the models we present in
this dissertation improve upon solutions found using existing methods. We thus conclude
that there is generally a benefit to considering the time and resources required to implement
mitigations, in the models used to decide which mitigations to implement to best protect
the system.

While the models we propose gain the benefit of combining selection and scheduling,
they do have the downside of often being more difficult to solve than existing models that
only select mitigations. In this work we thus propose a few heuristic methods to help find
good solutions to our models more quickly. However, this is an area that could be studied
further. In particular, due to working with both an attacker and defender network the
models of Chapters 3 and 4 are particularly difficult to solve. Developing alternate methods
to solve these problems or find heuristic solutions would allow us to gain the benefit of
considering both selecting and scheduling for larger instances where the models we present
may be too large to solve. Second, literature considering the deployment of mitigations for
critical infrastructure over time is sparse. While we incorporate this into three different
ways of modeling threats to a system, other models exist that could potentially benefit from
this consideration. The models and heuristics provided in this dissertation can provide a
beginning framework for other problems in this area.

Finally, the models presented in this dissertation are all deterministic models and
assume the defender has full knowledge of the vulnerabilities to their system. In reality this
may not be well known, particularly in working with sophisticated attackers. In Chapters 3
and 4 we allow the defender to defend against multiple different attackers. By using a large
number of attackers, these can be treated like the scenarios of a stochastic programming
problem. In this way, we give some consideration to uncertainty in the parameters of the
problems we study. However, we see that using a large number of attackers can greatly
increase the size of the problem and thus the models presented in Chapters 3 and 4 may not
be as reasonable to solve. Additionally, Chapter 2 gives less consideration to uncertainty
in the model, and we give no consideration to uncertainty in the defender’s parameters.
Thus, integrating uncertainty into these models, and developing methods to these more

complex problems is an avenue for future research.
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A.1 Existing Methods

The model of Chapter 2, (2.1), chooses mitigations to implement based on a multiple cov-
erage setting while simultaneously scheduling them, which allows us to optimally choose
a set of mitigations given the constraints and time effects of scheduling. To investigate the
potential benefit of incorporating these two aspects of mitigation planning, we consider
how solutions to this integrated model could be obtained by solving models that consider
these aspects separately. To do so we either simplify mitigation effects to approximate
coverage or separate these two steps. We consider first a method where we approximately
model the problem as an RCPSP. Then, we consider a second method where we select jobs
while considering multiple coverage in a first phase, and schedule the chosen jobs in a
second phase.

RCPSP with Approximated Objective Function

One heuristic approach to solve the problem is to formulate it as an RCPSP that ignores
the vulnerability node coverage aspects and instead approximates them with an objective
function that depends only on the completion time of jobs.

The key question with this approach is how to assign objective function weights for
each job, given that each job may cover multiple nodes and nodes may vary in importance.
We determine the objective function weight of a mitigation as a weighted sum of coverage

for all the nodes the mitigation covers, weighting by node importance. This yields the

max Z Z athyx;je, (A1)

jeJ teT

objective:

where a; is the same objective function weight as given in (2.3) and hj = ) | .\ VnWjn
gives the reward for completing job j, with v,, giving the chosen weight for node n. We
choose to set v,, to be the slope of f,, at z,o = 0. Note that we use a; instead of «; since the
variable x;¢ equals to 1 in at most one period, indicating the period in which job j completes,
so it is appropriate to use the a. coefficients. The remainder of the formulation matches
our main model with anything involving node coverage removed from the model. That is,
we consider an integer program with objective function (A.1) subject to constraints (2.1b)
-(2.1f) .
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Select-then-Schedule

The next heuristic we consider is a two-phase method in which, as a first phase, we select
jobs while considering multiple coverage of vulnerabilities by making use of the model from
Zheng et al. (2019). Then in the second phase, we solve a scheduling problem that attempts
to schedule the selected jobs while considering the resource limitations. We refer to this
heuristic as ‘select-then-schedule.” This method can be viewed as an extension of the first
method by adding a preceding job selection step. The motivation for this heuristic is that
by scheduling only a subset of jobs that provide good coverage, the RCPSP problem should
be easier to solve and will ideally provide better solutions given the multiple coverage
objective.

For the first phase, we use a simplified version of the budgeted maximal multiple
coverage model from Zheng et al. (2019) that only has one vulnerability node per attack
path. The overall budget constraint (2.1c) fits the budget constraint of this model, and we
can utilize the piecewise linear functions f,, for n € N for the objective.

Since in the first phase we do not consider how to schedule the jobs, we can then add
in relaxations of our time-based constraints to promote feasibility. First we add a budget
constraint for every resource. To avoid choosing too many jobs that use the same resource,
we relax the time-based resource budget constraints by summing over time periods. Each
job j € ] uses Tjcj units of resource r, and we have a total budget of B, = ZLl bt units
of resource r € R. Second, we add a non-time-based precedence constraint, that is, for
(1,j) € P we add a constraint that ensures if we choose job j, we also choose job 1.

We maintain variable notation for the select-then-schedule model to represent job
completion and node coverage, however, these variables differ from those in the full model
(2.1) since we are disregarding time in this phase. Let z,, give the amount of coverage
for node n € N, and let x; be a binary variable that equals 1 if we choose job j € ] and 0
otherwise.
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Then the formulation for the first phase is as follows:

max Z frnl(zn) (A.2a)
neN

st. Y (Tep)x; < B, vreR (A.2b)
je]
D Cmx; <B (A.20)
j€)
Xj < X4 V(i,j) € P (A.2d)
Zn < Z WijnX; Vie] (A.2e)

neN

Zn >0 vneN (A.2f)
x; €{0,1} vje]J. (A2g)

After solving problem (A.2), assume we obtain an optimal solution X. We then take
the jobs chosen in this solution, that is {j € ] : X; = 1}, and use these as the set of jobs for
the RCPSP model presented in Section A.1. We can then solve the RCPSP model to find a
schedule.

A.2 Data Generation

We generate a dataset for this problem by following the methods used by Kolisch and
Sprecher (1997) to create a base RCPSP structure, and modify this structure to fit the
design of this model. Matching the format of the project scheduling literature, we utilize
multiple ‘projects’, which we interpret as separate sets of jobs that may not relate to each
other. Each project has various precedences between its corresponding jobs, where each
project has some number of “start" jobs that have no predecessors and “finish" jobs that
have no successors. While not all jobs in a project provide coverage, we ensure that each of
the finish jobs cover at least one node, since they would otherwise have no incentive to be
completed. We follow the methods presented by Kolisch and Sprecher (1997) in creating
the set of projects and jobs as well as the precedences between jobs, with the one exception
of disregarding the case of creating redundant arcs when adding a new precedence. This
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may simply cause overestimation of complexity of the precedence network.

Next we generate the resource data. Kolisch and Sprecher (1997) define three types of
resources: renewable, nonrenewable, and doubly constrained (both). We take guidance
from their renewable resources for our resource constraints. We use the same procedure
to generate job resource demands, using a slightly modified parameter for per period
resource availability. We find the minimum per period availability for each resource r € R
as maxjej Cjr, and then use a parameter RS to give the per period resource budget of
RS max;jej ¢jr. Scaling up this parameter allows jobs to be scheduled more concurrently
and makes the precedence relations, rather than resource capacity, a more important factor
in when jobs can be completed. Since we only consider one nonrenewable resource, budget,
we use a simplified resource generation process in this case. We assign it as a resource
used by every job, and assign costs per job as with the renewable resources, then we define
an overall budget as some percentage Bud of total cost.

We next generate data for the coverage of nodes. Since we assume that not every job
covers nodes, we create a subset of jobs, call them coverage jobs, which each cover at least
one vulnerability node. Note that all finish jobs are coverage jobs. We ensure that every
non-coverage job precedes at least one coverage job, so there are no illogical jobs in this
sense. In addition to the finish jobs, we assume other jobs may gain intermediate coverage,
and thus classify these as coverage jobs as well. To determine which non-finish jobs are
coverage jobs, we randomly assign jobs to be coverage jobs with some probability ML so
that we obtain an expected proportion of ML non-finish jobs as coverage jobs.

Once we have our set of coverage jobs, we employ the same technique as in the resource
demand generation to determine which nodes each coverage job covers. We use a coverage
factor CF, and randomly assign nodes to each coverage job within some specified range for
the amount of nodes a coverage job can cover.

To determine the amount of coverage each coverage job achieves, we take into consid-
eration the amount of work necessary to complete the job. We do so by considering the
jobs that precede the coverage job. We provide a parameter SF that defines how much
importance is given to this. A possible range for the amount of coverage for a job is specified,
and the point in the range a coverage job’s coverage for a node lies is proportional to (1 — SF)
times a random U[0, 1] value plus SF times a proportion of the total amount of resources

needed to complete the job (including precedences) out of the largest such amount of all
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jobs. The final amount of coverage the job provides the node is then given by adjusting
this number based on CF and the number of nodes the job covers.

Lastly, we describe how we generate the objective functions f,, for each node n € N. Re-
call these functions are concave and piecewise linear. We assume that in general, each time a
node is covered, the amount of coverage gained by a subsequent job is decreased. Thus, we
define the breakpoints of our piecewise linear functions at the expected amount of coverage
a job gives each node. We then determine how many times we would expect to cover each
node if we covered them all equally, by computing CF(Bud)|{j € ] : maxnen(wjn) > 0}].
Taking a number slightly larger than this, by multiplying by 1.3 and rounding to the nearest
integer, we then use this as our average number of breakpoints for each f,,, randomly
varying between one more and one less than this value for each node. In this way we
avoid trivial solutions where all nodes can easily be covered up to the last interval of their
corresponding function. We then generate the slopes between each breakpoint based on
a parameter ES. Our first slope is determined randomly, and the last slope is given by
multiplying the first slope by ES. We then randomly decrease the slope at each breakpoint,
such that on average we expect to reach the desired final slope at the final breakpoint. If
we happen to surpass the desired final slope early, we set that and all subsequent slopes
equal to the final slope.
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